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BELL PAYS for Evil deeds

Cincinnati Bell will refund about
$600.000 to 132,000 customers (about
$4 bucks apiece) under a plan approved
by the Public Service Commission.
Since 1984 Bell had incorrectly added
sales tax to access the interstate

toll petwork.

This could happen HERE!

TAP Magazine
Post Office Box 20264
Louisville, Kentucky
40250-0264

Subscription Rates

$10.00 / 10 Issues a year U.S.
$15.00 / 10 Issues a year Canada
$20.00 / 10 Issues a year overseas
$2,00 for 2 sample issue

Cash, Money Orders, Postal Money
Orders, or Checks made out to
TAP Magazine will be accepted.
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Explanation of The TAP Flyer.

TAP Magazine publishes about 10 issues a year. If you
subscribe for a year you will get 10 issues. If the year
expires and you only have for example 9 issues, you will get
the 10th issue carried over to the next year. So you will
get 10 issues for $10.00, no matter how long it takes. Each
issue of TAP will vary in size from 8 to 40 pages. It
depends on the info we have to publish as the size of each
issue. .

If you get this flyer you have either sent in a stamp
requesting information or a sample issue. It is no longer
possible to give free issues away. Postage on a single issue
costs fifty cents. So we would lose out everytime we mailed
& SAMEI.. “uad ULve cwe —ul.o ‘7%z Z_.ount the cost of paper,
envelopes, time and effort which make it even more costly.

TAP Magazine has been reviewed in FACT SHEET FIVE, Activist
Times Inc., Computer Underground Digest and many other
computer related online magazines along with many zine
reviewers and publishers. So if you want to know even more
about what you are getting you may see an article about us
from other sources besides TAP itself. TAP Magazine is even
carried in some independent bookstores in New York and
Georgia.

Contents of issues will range on topics mostly dealing with
the computer underground. This includes topics on the phone
systems, computer networks, computer hacking, hacking
various other ‘things, cyberpunk related material, suppressed
information and anything else of interest.

TAP Magzine has gone through a change in editors which
caused some mix up in who gets what and so forth. So if
there is a guestion about why you are getting this write
back and i will try and fix it. This flyer is being sent to
anyone who requests a sample issue, or the subscription
information i have on them is outdated or incomplete. I hope
this clears up a few questions you might have about TAP.

PredatOr / Editor & Publisher of TAP Magazine.

Published since 1971
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Welcome to issue 101 of T.A.P. Magazine. I know it has been
a long time since the last issue. We have been through a

few changes. Aristotle has resigned as editor and handed the
magazine over to me. Since i was the publisher he felt i
would best be able to pickup where he left off. I plan on
making some major changes to the magazine over the next
year. The first and most noticable is each issue will now
cost money. Instead of just paying for postage like in the
past. I will decide a cover price for each issue depending
on the size and content. Most all issues will cost $1.00 for
US citizens and $2.00 for overseas. Terms are CASH, postal
money order, or regular money order with the payee left
blank. We will not be able to take checks! They are just to
much time and trouble. The reason for a price is because
issues 99 & 100 took money from our pockets and depleted the
supply of stamps we had. Also some of the stamps were lost
because someone put elmers glue on the ones they sent in and
it made about thirty dollars worth of stamps useless when
some water got into the stamp supply. Someone left their
window down and the dew did the rest.

Issues will be on a regular basis of one every 4 to 5 weeks.
If i get some articles mailed in the issues will be out
sooner. If i have to obtain information for each issue
myself it will take longer. Just because you know something
does not mean everyone else does. Share your knowledge and
in return you might just get something back. To put it point
blank i need everyone to write an article and MAIL it to me.
If you can’t write an article send a newspaper clipping, a
book, something to contribute. If this happens the magazine
will expand and be better then it ever has in 15 years of
existence.

TAP also has a BBS where the staff and other readers can be
reached. So if you want to exchange information a little
faster then the USPS call 502/499-8933.

How to modify a Uniden Bearcat 760x1lt for 800 Mhz.
By Anonymous/M.E.

Note: This was taken off the Arpanet.

Netlanders:

Concerning the Uniden Bearcat 760x1t, the mod for the 950xlt

work to restore lost freq. Disconnect pin 20 of the microprocggggr
from the circuit board and connect it to pin 19. I bent the pin
slightly and cut it with the scissors of a swiss army knife then
soldered an 1/8 lead cut from a cap across the pins near the top of
the chip. I've yet to find any problem with this mod. But as always
do so at your own risk. 73 (Packet Radio Address Deleted)




& Dasd Ipask - By: The CyClone

Nowadays the truth is hard to come by. Politicians are lying, neighbors
and friends do it foo and even the government and the President do their
share of lying. Itis very difficult fo determine what the truth is in our deceptive
society. Be a Hacker, do what you want, who really cares anyhow? Read
on my hacker fiend. The truth lies near.

Exactly what is an elite person and how do they get to be that way? |
know It Is not always a good idea to present a rhetoric question in an essay
but | figured it would be a quick and unmistakable thesis to decipher, so let
us proceed with what we have.

I've known three people personally before and after they became elite
and boy Is there a difference. The first elite hacker | ever knew was The Whiz-
ard. He dropped out of FSU his first year —actually he got kicked out, but that
is another story. In 1986 till mid 1987 The Whizard was a decent person. He
would frade and talk to average hackers, which was helpful to people like
me. The Whizard in mid 1987 put up a Commodore 64 BBS and started call-
ing It elife. The Deth Dungeon (sp?) was the BBS's name which shorfly be-
came known country wide to other elites. After The Whizard became elite he
started bragging and of course did elite things like carding and hacking. In
is process | saw a generous fliend become a money/power hungry bas-
tard. Only after he got busted for carding (selling credit card numbers that is)
did he come down from his “fotemn pole.”

Case #2 Is a person by the name of Badd Boy. We traded a few wares
and went to a copy party before elite fever broke (literally) out. He was a
‘smpleton’ until he started phreaking fo make a name for himself. He was in
a group called The Survivors definitely a fop five group in 1988. Badd Boy felt
e power and succumbed 1o the greed. Bragging sef in and well, there was
a peek. Luckily Badd Boy did not totally succumb to the greed like other
hackers —he did care a litfle. In May 1988 two days before the great southern
copy party (which was canceled) Badd Boy got busted for some major
phreaking. It was a big bust (50,000 worth of calis made) and hurt Badd Boy
prefty bad although he ks doing "ok" nowadays.

Case #3 was another fypical lamer gone elite. A "boy”* (around 15 as most
staring hackers are) by the name of Flyboy used to call local boards and
post lots of messages —Trade with anyone.” | fraded with him for awhile until
he did not retun some of my disks. He was a fypical ‘nice* person until he dis-
covered phreaking. He phreaked, became elite and shunned away from
‘lamers.” Flyboy seemed all powerful, sometimes bragged and took 1o the
high roads. He put up a BBS called Fabulous Disaster, an Exodus board (he
somehow got info the group). He would'nt consider talking to a lamer unless
ey had something he needed —he was to good for that. I'm not sure what
ever happened to Flyboy but I'm pretty sure his board Is now obsolete.

In these three case | am not whining because | couldn't get anything off
hese people (although It may seem this way to a person who calls himself
elite), | am simply presenting my point of view. It is sort of like schizophrenia, |
mean these people were quite nice and generous when they had littie, but
when encompassed with wealth and power things changed.

People are people and they all seem fo be the same. Look around you
now, and then look around when you are a million or two dollars richer. Did
anything change? Wonder why?

M.E. Note: If any member of the Outlaw Telecommandos sees this mag or if
anyone knows how to reach these people, please contact TAP Magazine.




BREAK THE SYSTEM
WIN-$25,000

The TymCard
25,000 CHALLENGE

IQ, Inc., is about to release an anti-fraud "smart
card" called TymCard, to be used by long distance telephone
companies to help eliminate calling card fraud. We belive our
product to be unbeatable. To detect any possible flaws in our
system. I1Q,Inc.,is offering a prize of $25,000 to the first person
who can demonstrate that he or she has been able to access the
system, at any time, by being able to generate a valid code at
will. Accessing the system DOES NOT mean "breaking" one or more
existing TymCards as that only allows temporary and insignificant
access to the system.

EXAMPLE: If you knew the numbers of one or more TELECO calling
cards, you would be able to make long distance calls that would be
charged to that card- until you were discovered- and that number
was deacivated. If,however, you had a "Blue box", you would be able
to make calls at any time. You were able to "break the system"
without need for any calling numbers. The only permanent solution,
as far as TELECO was concerned, was to change the system which, in
effect, "deactivated" the Blue box.

A condition of this challenge is that you supply to IQ,Inc., the
details on how you were able to "crack the system" and assist
I1Q0.Inc., to correct the flaw.

Each respondant to this challenge will be invited to a meeting
with members of our staff. At this meeting you will be given much
more technical information about TymCard as well as a decription of
the service.

Please note that there is absolutely and positivly no charge to
you to accept this challenge. If you desire to "borrow" an active
TymCard that will allow you to test the system at any time, we ask
for 50.00 cash deposit. This deposit will be returned to you, in
full, upon the TymCard being returned to IQ.,Inc, as agreed.

If you are interested, please call (818) 592-0423
for more information as to the time and location of the next meeting.

NOTE: If you are not located in the Los Angeles area please call
the number to arrang for complete information to be sent to you by
mail.

Typed by TECHNO-COWBOY

Oct 1990




BEARCAT 200XLT CELLULAR FREQUENCY RESTORATION
By Anonymous/M.E.

It is unlawful to monitor cellular telephone conversations.
It is possible to monitor signals from the deleted ranges
even without conversion. Simply add 21.7 MHZ to the deleted
frequency and enter the higher (image) treqnengﬁ. Rgceggion
is virtually identical in strength to that which would
heard on the deleted frequency.

The frequencies deleted at the factory may be restored, but
the procedure should not be attempted by anyone unfamiliar
with electronic circuitry. No one anywhere, anytime, in
anyway, etc... assumes any responsibility for damage caused
by this procedure.

THIS MODIFICATION WILL VOID YOUR WARRANTY!

Small Philips Screwdriver
Small Wire Cutters

DISASSEMBLY

1. Slide off the battery pack and remove your antenna.

2. Remove the two screws from the back of the scanner, the two screws
which hold the batteri retaining spring at the base, and the
battery retaining spring itself.

3. Carefully pry the bottom of the rear cover from the radio and
remove the cover.

4. Locate the two small screws at the base of the circuit board and
remove them. GantI{ pull the front panel from the mainframe at
the base and separate them.

MODIFICATION

L On the face of the circuit board that faces the front of the
scanner when installed, locate the microprocessor IC labeled
"UNIDEN UC-1147". Locate the 10K ohm resistor (brown, black,
orangei which is gositioncd approximately along the longitudinal
centerline of the oard, and next to the microprocessor. The
resistor is of the leadless type and should be positioned directly
next to the microprocessor and above the "DEN" on the IC label.

6. Using the small wire cutters, cut the resistor body in two without
disturbing anything next to it. If the left solder pad comes

loose, it may be peeled from the board. Brush or blow away any
debris. This completes the restoration.

REASSEMBLY

Continued Next Page



7. Insert the top of the front panel into the slot under the
volume/squelch control panel and, noting carefully the alignment
of the dual-inline connector at the bottom of the board, press the
front panel firmly into place. Be sure that the holes at the
bottom of the circuit board line up with the holes in the plastic
standoffs below them. Insert the two screws and gently tighten
them.

8. Replace the back cover by inserting the top of the cover into the
slot under the volume/squelch control panel; press the cover into
place, insert and tighten the screws.

9. Reposition the battery retaining sgrinq (slotted side toward
notched hole), insert the two remaining screws and gently but
securely tighten them.

10. Slide the battery pack into place; switch the scanner on to make
sure the display comes on. If not, the battery is discharged or
the dual-inline connector was misaligned during assembly (see step
7).

CHECK OUT

11. Assuming the display comes on, press: MANUAL, 845.0, E; within two
seconds the freguency 845.000 should appear on the display.

AKNOWLEDGEMENTS

MONITORING TIMES
140 Dog Branch Road
Brasstown, North Carolina 28902

The Monitoring Times sells better instructions on how to do

this, if you wish to obtain them, send a check for $2.00 and
a stamped self-addressed envelope to the above address.

DDN - The Defense Data Network

\|/ ‘
By Star -*- Fire [a member of Mysterion Grp]
/1IN
Diagram of DDN:
*
Community MC TAC
/ ---| with |-=-=---m- *mm MILNET
Terminal i _TACACS_ X MCsite
* \ . 2 S
MC N Term-
HOST == | B3>e=a=\ * inal
2 A Y S e S&R
Subscriber it ot N / Bril \ MC
HOST/Gate |------ E3>----| DISNET |---|E3|-*|dge|__| MILNET |__/| |HOST
way. - X A HOST \ A =
SV maguy S / Nazff #ifeae | // // \_\
TAC with \ /
TACACS == | E3>====t * oy Subsc
it / 2N i riber
A G / - / E3 \ - = HOST
S&R |DISNET 7 il ;é;\-;-- - A //
MCsite . wf 7 ol P | P
HggT e pLE" /_/ SN m—]ee= E3 S ITACACS Bridge
LBy KDC| * |Name login HOST |--/
o el i A T W TR e T e Y Serv HOST gzl
/'K_ E3 * |ler I
J E3 \ — |&CC HOST s
------ TACACS * ——e / \
login | ARPANET |
x , S NE

UA}Name Server HOST l ‘_HOST__




DDN - The Defense Data Network

The Department of Defense started the major networking scene in the US in
the late ’70s and early 80s. Their first baby was ARPANET (Advanced
Research Projects Agency NETwork). It was just a development system to see
how feasible a national computer network would be and to help facillitate
information transfer between defense researchers (and some university
projects). The world of InterNET has grown up around that existing
foundation to become one of the most (THE most?) used network in the world
as researchers in other nations found they also needed access to
counterparts around the nation to exchange knowledge and ideas. Well to end
this simple history I will get back to the DDN and its workings (what little
I do really know of them) and it structure.

The DoD (Dept of Defense) has been maintaining its own separate networks
ever since ARPANET became a success and was "gobbled up" by the growing
InterNET structure. The DoD wanted to be able to secure its important work
and research and to do so it needed to be isolated from the existing
infrastructure. They decided that a somewhat free flow of information would
be necessary between constituents and that some kind of framework similar to
Internet would be beneficial but that access to their systems would have to
be limited by means more secure than anything available on the public
Internet system. They developed MILNET for this specific purpose (to carry
unclassified data traffic between defense contractors and researchers).

Beyond MILNET there were also been establish three other military nets under
the auspices of the Defense Secure NETwork (DSNET). The three were DSNET1
for Secret data, DSNET2 for Top Secret data, and DSNET3 for special Top
Secret data (probably weapons systems and plans, and ELINT/SIGINT systems --
but that is only a guess). These three each had a separate communications
hub including local and widearea nets. The 3 DSNETS have been combined (are
being combined) in a unified DISNET (Defense Integrated Security NETwork).

The Defense Communication Agency (DCA) was put in charge of maintaining the
backbones of the defense networks (except ARPANET which is primarily used by
the R&D community and is maintained by DARPA and is not really associated
with DDN) as part of the Defense Communication System (DCS). All DDN Nets
are not part (officially) of InterNET because of the security risks
involved.

The restructuring of DDN into DISNET is a continually evolving project
(especially in the area of Defense Messaging System - which 1 know little
about at this time and WOULD LIKE TO SEE MORE INFO about if anyone knows
about it ), but I will explain its structure as presently laid out...

"(1) Security architecture should include a well-defined set of network
security services offered to subscribers"
Services:
CONFIDENTIALITY:
1.Mandatory Confidentiality - protects classified data using DDN
rule based security
2.Discretionary Confid. - identity based (Need-to-Know) security

3.Traffic Flow Confid. - protects against disclosure by observing
5 characteristics of data flow
\_____See the encrypthion and communities descriptions below for

more on this.

DATA INTEGRITY - protects against (OR ATLEAST TRYS TO DETECT) unauthorized

Continued Next Page



changes of data —————

IDENTIFICATION, AUTHENTICATION, AND ACCESS CONTROL : *
1.Identification- standard name for each system entity (just like
every net.
2.Authentication- ensures that a stated identity is correct (HOW???)
3.Access Control- limits system resources to a correctly identified
system

n(2) Subscribers should not pay for or be hampered by unneedded security”
o Interesting...who does pay for un-needed security then?!?

nn(4) Subscribers should share responsibility for security where appro-
priste® <————<<<< COULD THIS BE A MAJOR DOWNFALL?? Hmm...
« - As for I,A, and AC(above) These services are subscriber respons-
ibility except for major communities and subcommunities.

STRUCTURE OF THE DDN :
The primary elements are computers called switches which communicate
via inter-switch trunks.(DCA owns the switches and leases most trunks)

Each subscriber connects to DDN as a HOST or a TERMINAL. DDN serves hosts
at the OSI (Open Systems Interconnect) network level; the Host - Switch
interface is the standard X.25 (CCITT). Many of the hosts are gateways to
other nets (mainly LANs) and the number of gateways is increasing.

Special Hosts:
Montitor Centers (MC) : they manage the switches, trunks, and other
special hosts.
Name Server hosts - they translate the addresses of the other hosts

‘Terminal Access Controllers (TACs) - more limited DDN service. Instead
of a direct Host-to-Switch connection you can connect to a
TAC (via dial-up) and be addressed as a terminal by DDN
through TAC. TAC uses TELNET protocol so terminal can
communicate with a second DDN Host as if directly connected.

TAC Access Control Systems (TACACS) - prompt user to login at a TAC

Priority Access:

211 DDN switches can handle data packets according to 4 level hierarchy
system. precedence lavels are assigned to hosts and terminals by the Joint
chiefs of Staff. To my knowledge this hasn’t been implemented yet.

Host to Host Encryption:

DISNET uses a end-to-end encryption system (E3) called BLACKER. These are
installed on each host-to-switch path of all hosts including TACs . These
BLACKER front end devices (BFEs) encrypt all data packets but leave the X.25
header unencrypted for the backbone to use. The BLACKER system includes a
Key Distribut-ion Center (KDC) and Access Control Center (ACC) hosts.
BLACKER is a Class Al System (under the Trusted Computer System Evaluation
Criteria ;/ "Orange Book"), and it will be able to prevent a community MC
from communicating with other MCs in other communities; this will not happern
for a while and the MC sites will still have a terminal through a TAC
directly to a switch without going through BFE.

Bridges between Nets:

The plan calls for limited gateways between MILNET and DISNET to allow
unclassified data traffic (in the form of store-and-forward electronic mail
in both directions). Data entering DISNET from MILNET will be identified as
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JIM REALIZES HE NEEDS
HELP, BUT DOESN'T KNOW

WHERE TO TURN...

ﬂOW COUI.D

What isanERP?

TM Employee ﬂasuslancs Program is a suppon
* of o pioy Wke your-
sell. The ERP pvovms an outlet for the frus-

HELP WITH MY
PROBLEMS...2t/

l s the ERP really confidential?

" must be: we've shill gol our jobs. Since the
employes works alone, ihe only nsk of disco-
very eumss through carelessness. A worker

irations of everyday g We which, il alk
o build up, can break one’s spint or even Ingger
a psychosic episode.

HERE'S SOME
INFORMATION
YOU MAY
NEED.

Why does my company have an ERP?

Because i doesnt know it has one. ERPs quietly
spring up in the ferule s0il of bad working condi-
tions. Random drug lesling, conslam |oa¢ymg
and O ds ol sur [

10 & “shilty” work enwironment. An estimaled 95%
of all jobs include some of all of these elamants.
Your company almost centainly has an ERP.

How does the ERP work?

h beguns spontaneously, when one employee
has had his or her hil of the evaryday “bulishit™
he or she must subms 10 jusi 1o Stay aive. First
come petty @t1s of sabotage and thef of

pany and time (for ple, this
brochure was at the workplace, on com-
pany time), and from there 1t escalalas. Workers
are encouraged 1o add personal touches 1o the
ERP, Creativity is key. Many workers, sven
wilhout coordinating activilies, can wraak major
havoc, from which (he company may never
recover. Mathods vary from one employee to the
next, $0 no discermible pattern emenges 10 p o

. This sys! s

INFORMATION
CONTAINED IN
THI§ BROCHURE WILL
ASSIST UNDERSTANDING

OF YOUR COMPANYS

EMELOVEE]
REYISTANCE]

PRORAM y
.

wm':alby tooiproof.

i in using the ERP may be tempted
10 brag 10 Ivs of her felicws, who might be
Ego g such as
this throws conﬁdemmly out the mndow
and the employee out 1he door. Be carehull
As Wiliam Casey, the late CIA chief, said,
;T'::?nkupaucmdomolmmu

Why is a program like this

The ERP Is neaded (o help victimized
empioyees pass back to (he employer
iha high psychic costs ol enduring daily
|ho organized degradalion that is work.

i that fail to gnize this
Sunor from terminal rol and are
destroyad by the ERP, out of mercy.
Thus, the EAP benetils employes and
empiloyer akke.

ded?

Whax kinds of problems does the
ERP assist individuals with?

There are a8 wide range al problams, .l

g from an employer's
need for eomml over every aspect ol an
employee’s ke on the job or ol #. This
consiant pryng causes drug and alcchol
abuse, 1amnly discord, dapnssnon lravma,

Whal about family members?

Family members should apply the ERP 1o
thair own lives. They shouid ofter adwice,
sncouragement, and, most of all, an oasis
of sanity o which the empioyee can
escape &t day's end.

How do | enter the ERP program?

You anter by taking thal st siep, however
small, lowards fighting back. One evemng,
you and your friends are sitting on the
porch, "shooting the shit.* Having exhaus-
ted tha usual fopics of women, spors. and
the Greenhouss EHect, you begin swap-
ping stones about the job. As you drink,
yout peni-up rage al your [ob rises loward

the suriace. Someone relates a classic
tale of *really fucking over" the boss. Now
on your tenth beer, you heas most of
belore passing owt. Badly hung over the
next morning, your head in the {oilel, you
remember bttle. Bul you realize that your
job is an endiess sinng of such momings.
And anothet link is forged.

Am i responsible for payment
for these services?

No way. This strictly & public service,
provided by people ks yoursel, who
want 10 a0 an obsolete COMorate oroer
squashed ks a turd under 3 tennis shoe.
In any case, what couid we charge lor?
This is largely & do-#-yoursel program, a
sor ol Poputar Mechamx project you cook
upin the bassment of your mind. i you pay
y payy K. you've earned A.

| strain, and
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