FREE PAY TV "LEGALLY"
BY: THE MAGICIAN

There are presently md4any couspanies which
provide uncut, alsost tirst ruon movies, major
sporting events, and assorted Specials on a pay TV
suDsSCriper basis. Sose ot tne largest are Home box
Otfice, Showtlae, Clnemax etlc. Subscribers pay 4
sontnly tee either to the cable company which they
are hooked into, or to the broadcaster hiaselt
when no cable is available (IE. Chaubel 68 in NYOQ

Pay TV over a cable can usuaily be eaSiay
decoded using &« howe puilt box. This practice is
1llegal, (Yhouyh hard to trace 1), and you could
in theory 9o to jail for theft ot services.,

There are however, three ®legdal®™ ways w get
pay TV at no charge. Thejy are:

1.) Satellite TV
Z2.) On the air UHF decoding (lE. Chnl o8)
3.) Bultipoint bDistributiun Systcas (HDS)

Lets first talk about sateilite 1V. HbO,
Showtime etc. cach have a central location in the
U.S. where all of their shuws originate. In order
to get tue sopowS to tne aany cable coapanies
tarvuyhvut the worid, they bvam the siynal up to a

.satellite in synchronous orbit arovund the eatth at
approx. £2,300 miles above the equator. these
satellites, the most popular being the SAYCONs and
ANIKs (Bdoth having multiple satellites in OCbit)
then beaa back the prograsming in an
osniairectional pattern toward earth on approx.
WsHz, allowing cable companies usaing larye dish
earth stations to receive thes.

It is possible for anyvne at home tu alsu
receive these proyrams via a hose earth station.
Because the satellites transponders are relatively
Low power, a great deal of aamplilication 1s becaed
for the received siynal.

Due to present day technoloyy limits on the
signal to noise ratio of transistors used in the
low noise amplilier (LNA) at earth stutions, a
minimum of approx. 10 teet in diaweter receiving
dish 1s necessary. The cost oi the dish, plus
associated electronics puts the cost of your own
earth station at several thousana dollars, even i1t
you buiid 1t yourseli.

fou will gyet a perfect picture, and for those
in areas were TV reception is wpot ygood, or umot
available this wmight be just wpat you peed. 1Ip
subuiban areas houvwever, you cuuld pay tor an awiul
lot ot legit cable TV fees for that money, and not
have to worry about your dish antenna blowiny vwer
in a storm. Also, HBU has announced that soon they
are going to start encoding their satellite
transamissions meaning you will ounly see garbaye on
the screen vhen receiving it. (Thouyh I am sule
somevne will come out with a decoder soon
thereaf ter)

There are some strong legal questious as to
vhether reception of pay TV via home earth station
or other methods presented in this article are
within the law.

Section 605 ot the FPederal Communications Act
of 1934 forbids the ™ubnauthorized interception or
use ot radio signals™ However it also specitically
eicludes *Hadio communication which is broadcast
or transamitted by amateurs or OTHEHS for use of
the general public®.

Since pay tV is broaacast tor viewing by the
public, reception ot the siynals appears to be
totally legal. Cable wperators and pay TV
operators sorely disagree with this. ‘They contend
that the sigunals are part oi their dinternal
network not wmeant four the public, and thus
xreception is illegal.

Su tar, the public seeas to be winniny the
argument. Uniess you start selling tickets to see
the movies . you are intercepting (Which would be
platantly 1illegal) mo one will probably bother
you.

Another amethod of gettinyg pay 7TV for tree
®leyaily® is through the use of on the aix
decuders for UHP channels which broadcast pay TV
scrambled for supscribers with rented special
decuders attached to their sets. Last year Radio
Electronics magazine published a complete article
on how to build one for yourselt | There are only
several stations which provide this service in the
country, thereiore the decoder boxes will not work
in many areas.
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Felhaps the best ald Chedponl day Lo yot frlee
pay IV is  throuyn tie use orf  siynals trausmitteu
Ly Aultipolnt vistLlbdtlon bSysteas (Hod). in wuh)

areds there alce several sudll Cabae '+ GCtwolrs Lo
cover 'th_- cuntite reygaon. It woula b guate
eApensive  for cacn to  buy  theldr own  Satoil.te
¢darth Stativus 1n oruel LU provade CUslumels, with
bay IVe Ihsticad, suecone (rhe must PYPULul beany
HICIObLaud ASLuClules) Sely up un edlth statlion wiu
then retransaits tae  pay IV Siyhuad  on L.V vue

81CIOWaVe. Tne s1gndi is USUully Owhi dilectionas
and 1s received at the 1ocdd Cublo COwpally wlth
LpeCrdl micrudave ruocelvers dnd theh sent  out wo
Custolels.,

An ADS duvincunvel ter dhich will jeceive Lheso
51gHudiS aNd Convert thea 1o cadunel & el 3 un jour

home IV  can be built tur approx. S5 w1y
dollars, oL wought complete 101 dpprox. 1L
dullais. Articles descriving  how  to puild Mos
down cunverters have dppedled 1N Ham ifatau
Bagazine as #cl. a5 uthel publications. An

excelleat book on the sub ject wnich Yyives coaplene
sCchumdlicys 15 "™MiICruwaV¥es b nauual, R hanubuuk for
video plrates, SiJudd SNALCHels aua bhaudar Jawmers®
By Toa Howeil ana punlished by salry Publicalioas,
1t 15 avVailaole 1n pook sturc:.

lhere are teu pasic types ot antennas uscd
tor ADS downconverters. Al appilox. 3 ool dish,
or a 4 toot sparal. buth work woll, LUl Lhe uish
1s better.

Since the tocutious of 304 tluanSmitlels alvu
nut weil Known, lollowinyg thig orticle i: a d1ot
ol all presently licensed AuS SLallons in Lhe U.S.
1t yoa live watbia £5-30 miles o1 any of these
afeds, and havwe NO a4 jul wLetructiuns iu  the Way
(Lixe a Dbag wountaiu !) jyou sbould be avle Lo
receive HDS dani1 have a peftect pacture.

Ple-buitt, als st tu yu abs receavers cal be
tound at @duy €LECLIOKICS Stoles in md jul Citys.
1t you can't L1ud one, just bpu) an 1ssue ot Y
Rdygdzine (4 haa rdadio wag.) and you will see loaas
ot coapanles tandt wit. scll tuea to you mdil
order.

Happy viewing, and i.: ,0u mave any gquestions,
Comaents etc. seud thea Lo me at wAP C/0 TNk

MAGICLAN
LOCATLIUN ANL CALL SluN> OF 205 THANSNITTekS

ALBANY, NY - KFK24 Em YURK, NY - W7y
ANAHELN, (A - KF1/9 NUAFULK, VA = d5LJ>
ANCHOhAGE, AK = KPUbJ u. LITY, ORK - WwJLY9
ATLANTA, GA = dQRUJ Obavhb bBLACH, MU = Kubuli
BALTIMUMLE, MD - wPFUOL PHOEN1X, AZ - WPPU?
BUSTON, HMA - dSL3s PHILAVLELVHIA, pA- wiky?
LUKLINGTON , LA - WKiin2 PLITSLUMGH, PA — WPFUHb
CHICAGL, 1L - @WUFu9 POAPANO DEACH, FL— KFJ«d
CLEVELAND, OH - wQQbb PHUVIVDENCE, H1 = KNVo5
DLRVLR, CO - WPYJ2 nlCHAUND, VA = WU iy
LDETHUIT, ML - WdNe2 SACRARENIU, CA - WSLLUH
HONOLULD, HI - KFA4J ST. LLDIS, MO - wWQUod
HOUSTON, TX - WOP/6 SALILAKE, UT - KEW74
INDIANAPOL, LIN—- WPX33 SAN ANPONIO, TX - WJAHO
JACKSOUNV1L, FL— wdUo33 SAN FANCLSL, CA- APFo1
KRALADAZOD, AL — WKS529 SEallLE, wA = KFl61
LAS VEGAS, MV = WKH6S S5PAINGPLELD, HA - KEW7Y
LOSANGELES, CA- KFri7y TAMPA, FL - WOFUs
LOULSVILLE, KY- KOAUG6 TUCSUN, AZ = WLJ78
BIANILI, PL - WLJ79 URBANA, 1L o -~ KEwW94
MILWAUKEE, W1 - WKRZ27 H. PALM BEACH,PL- wPYsb
BINNEAPOLLIS,dN— WPL99 WASHIWGTUN, DC = WOIYI

NEWORLEANS, LA- WKi2h



The UNIX Security Problem
by
Pred Stelnbeck

In the May-June issue of TAF, number 75, Simon
Jester writes about a new method of breaking into
computers, & mathod which was developed on the UNIX
system by a group of students at U.C. Berkslaey.

After a little thought, and some talking with other
UNIX hackers (I, teo, am one), we managed to find
out what the method was. Simon is right — it should
work on just about any system, and it probably does
have security experts shitting In their pants.

The idea revolves around a nasty premize — the one
that most intelligent terminals have a “transmit
line® or “"transmit page” control character or
escape ssquance. Now, the trick to this idea (s
very simple. Write what ever command(s) you want
executed onto the other person's terminal, after
sending hlis “clear screen” control character to his
terminal. Then send the command to tell his
terminal to sand those commands to the computer. So
it looks to the computer like he just typed those

commands.

It seems, then, that all this is good for ia for
issulng commands from other people's terminals. But
if the person whos terminal you're having do the
isasuing is the (gaspl) super-u3ar (the system
operator - "super user® ls a UNIX term), one could
acc the password file. So, If the following
commands were sent to the SU's (super-user's)
terminal, the password for root. (another name for
the SU) would be set to nothing:

C(DEL> (the DEL character code, to break
him out of whatever ha's doing)

ex /etc/passwd (edit the password

file...)
1 (goto line #1, the entry for root)
d (delete the line)
1 (insert - add a new line...)

root::blahblah........

(tells "ex" that you're done with
the text you're adding)

wq (write and quit)

logout ({log root off the system)

In the lines above, "root::blahblah... ." should
be the first line of the /etc/passwd file
(acce ible by typing "cat /etc/passwd" and
following 1t with return), without the encrypted
password, which is between the first to colons
("::"). The commands above such as "i{®, "d*, and
*"wq® are U.C. Berkeley editor commands, for the
editor known as

Anyway, the "logout®” command logs the super-user
out, and then you should log out and try te leg in
with the account "root". If all has gone well, the
system will not ask for a password - you will be
logged in as root. Be sure to then use the "passwd”
program to change the password to something other
than nothing.

T see I have forgotten how to get stuff onto root's
terminal. Well, there are a number of ways to do
this. One 1s to use the "write" command. Simply say
*write root® and then hit return. The problem with
this les that it prints "message from so-and-so on
cterminal name>..." so root will know who did {t.

The methods below all require you to know the name
of root's terminal. To get this information, glve
the “"who® command and hit return. It will print out
the users on the system, and their terminal names.
So, If it printed "dialup0® next to root's nam
the name of the terminal below would be “dialup0®.

Another method ls to use the "Mail”" program to mefl
into root's terminal. The form would be

Mail /dev/<root's terminal>

<the control characters and commands you
want to send to the terminal>

Control-D

This, too, will print "From sc-and-so" on reot's
screen. Not too good, but it will get the job done.

The final way is to create a file with a text
editor that has the necessary control characters
and commands in it. For sake of argument, let's say
tha filsa name that has all this (s “teat”. Once you
have this info in the file, type:

cat test | /dev/<root's terminal>

This will accomplish what we want, without leaving
your name on root's scresn, but will not work if
root has set it so that he can't receive messages
from other terminala. If this is the case, one must

use the “Majl®™ method as outlined above.
Thers are other UNIX tricks I will write about in

the future... If you have any gquestions or
comments, pleass write to ma c/o TAP.

me (II1)

Continuing on the subject of silent mlarme
we coms to secondary phone transmission. Thie
is the use of 4 devica known as an automatio
fone disler. At the trifgering of the alarm
the fone dialer is put on the line and a prepro=-
Framed number iw dialed, such am the copm, friends
#to. As soon an the destinstion number ie picked
up & prerscorded voice hysterioaly screams " Help,
my house is being ripped off.™ and alaoc sta
the parsorts name and addrese, ( Actualy it should
do this every time you pay taxen, )

To defeat this system just cut the fone line.
Placing incomfng calls and lifting extension foner
will not always work becauss some units ars squippe
with & line sesieure system that places the call
no matter what you do.

Thers ia also & radic transmission syetem
that sends a dirital si/nal to & central office
via a small transmitter, These are very diffiocult
to defest and you would not encounter one unleas
you plan on robbing a major diamend exchanie.

Now that I hava coversd all tha parts of a
system you must wonder * Now the fuck does it
all work together?" [Here's how. CEvery system
by & central box. This box is the brein of
the alarm. It monitors, activates and coordinaten
all of the components. Ih & typiocal box there
are one or two terminal strips. This i{s the place
to dimable the slarm. ( Be careful what you touch
because some of these strips carry 120 V house
current ) Xost of the strips are labled. To
dimconect the alarm you can A.) disconsct the
battery backup and then disconnect the power
{ never on a direct fone tramemiseion syvteml )
n.g disconnect all the mi/maling devices or
C:) short all the clooed cirout rensors and cut
all the onen circut sensors,

In peneral if you must attack an slarm system
first flgure all the ways to defeat it. To do
this you need information om the system. Visiting
the bduilding, buying alarm oompany catalops,
writing the company on & bogus letter head r
info on that alarm system and being friends with
a company worker are all ood ways to pat information,

The "in" thing new is the portable home alarm.

It is a cheap ultrasonic senmor attached to a
built in horn. Any shlook store cells them.
They go by all sorts of names such as The Dup,
The Protector, Big Brother eto. but they are all
the same thing. An unuesusly novel way to disnose
of the thingw is 1o set a wsilenced pistol and
upon entering blow the thing m>art bafore it
emits that squeal that might even bas demaysing

to your ears ( that's why you silenced your pistol
right? )s Or just walk up 1o the thing and smash
it with a sledge hammer.

A new device called Burglar Mist emits a
oloud of tear gas upon entry. They are activated
by a trip wire. If you get caught by one of these
ust wait & few minuets for the gms to clasr
z you did disconect the alarm didn't you?l ).

If you Tun into an unused unit do relocate it
in a mors ussful place such as the owners bedrooms
This concludes this series of ertioles, good luek}

sting

The Stainless Steal Rat



Q___Nl-g— JUDAS GERARD

CN/A 18 the acrofvm ¢tor (usiomer Name/RAOV eSS,
Ynese bureaus e«1st S0 nat autnorized Bell
&iv- | Guees M3y OClaln tNe name AnQ/or A0Oress of a
CUSLOMEr anvwNEre 1n tne Bell oystem sime=iy O¥
GlvinG the OPerator LNe Ccusiomer's Leiernons
number. AlL numbers: 1inciuding businesses ang
non-mublisnea numbers, are maintainea on file.
Here 1s tne way AN ¢MBIOVE® MIGNL Go  ADOUL UBINRG
CN/A once ne iooxea ur thne CN/A rnumber for ine
area coae of tne tarcet number:

‘M1, this 1s Jim witn tne RKesidence vervice Lenter
In Fasacena, i've GOl A Cusiome on nola wno
claime not to have mace & ratner lenctnly Call to
(Z12) S555-1212+ so | neen tne cusiomer’'s nName on
that slease. Tnat was (212) 335-1412.°

WAeN LNe emeiovee SOUNOS NATUral ana 1s  cheery:
the CN/A orerator coesn’l ask any Auestiions. The
Cn/A 118t for tne Bell System 1s Printeq eilner in
this 1ssue or the nexi, SOri#a Ov area Co0#., The
L1sL 18 comyriant 1982 oy TJuoas Gerara' ana
license L0 rerrin. oranted exciusiveiv to TAP,

To close tnis tutoriai: allow me o exriain ihe
name cnance. My Previous ariic;e s were FubDilsnea
witn the men name of FPAUL MONTGOMERY. I nave been
informea that tne 1S an ex-ernrear in Califorma oy
that NAmMé ENC FeSFANLS My Pan  nName. Jnaoie to
convince HIM 1o chanc= HiS redl name 1 cnanasa my
pen Naw-. rHence rortn [ am JUDAS GERARD.

201 - (201) &76-7070 817 - (313) 223-8490
202 - (202) 384-96%0 Si8 - (318) 471-8111
203 - (203) 789-6B00D 319 - (4lb) 487-3641
204 - Not Availabie 601 = (401) 961-0877
205 - (20%) 988-7000 402 = (303) 232-2300
206 - (20&6) 3BZ-8B00L 603 - (617) 787-2750
207 - (617) 787-2750 604 = (604) 432-2996
208 - (303) 232-2300 605 - (402) 345-0600
209 - (a15) 546-1341 &06 - (302) 383-2861
212 = (318) 471-8114 607 - (518) 471-8111
Z13 = (213) S01-4144 608 - (414) 424-5690
214 - {(214) 948-573 60% - (201) &74-7070
215 - (412) 433-5600 612 - (402) 345-0600
216 = (614) 464-2343 613 - (4l4) <87-3641
217 - (217) 323-7000 414 - (614) 464-2343
218 = (402) 345-0600 615 - (613) 373-5791
219 - {317) 265-7027 616 - (313) 223-B490
301 - (301) 334-1148 617 - (&17) 787-2750
302 - (412) 633-S600 418 - (217) 525-7000
303 - (303) 232-2300 701 - (402) 345-0600
304 - (304) 344-8041 702 - (415) S46-1341
303 - (912) 78a-91l1 703 - (B04) 747-1411
306 =~ Not Avaiiaole 704 - (912) 784-%111
307 - (303) 232-2300 705 - (416) <487-3641
308 = (4A0Z) 345-0600 707 = (413) 346~1341
309 - (217) 325-7000 J09 - Not Available
317 = (312) 769-9600 712 - (402) 343-0600
313 - (313) 223-8690 713 = (713) 658-1793
314 - (314) 436-3321 714 - (213) 99%-0271
315 - (318) 471-8111 715 - (4l4) 424-56%0
316 - (Bls) 273-2782 716 - (518) 471-8111
317 = (317) 265-70%7 717 = (412)

318 - (318) 227-1551 8oy - (303)

319 = (4902) 345-0600 auz = (617)

401 = (&617) 7B7-2750 BO3 - (912)

402 - (402) 345-0600 B0 - (BU4) 747-1411
4073 - (a03) 425-2652 8US - (415) J346-1341
404 - (912) 7B84-9111 BO& - (S12) B2B-2501
405 - (405) I36-6121 BO7 - (4l16) 487-3441
40 - (303) 23L-2300 BOB - (212) 226-5487
QOF = (415) S446-134l Bermuda Oniy
A1Z = (412) &33-3600 809 - (212) 334-4336
413 - (&17) 7B7-Z750 812 - (317) z6S-7027
414 - (414) 424-5490 813 - (B813) 228-787)
418 - (415) 3a6-1132 814 - (412) 633-3600
416 = (4d16) «4B7-3641 815 = (217) S25-7000
417 - (314) 436-3321 Blé - (Bl&) 27%-27R%
418 = (314) Bo1-6371 817 = (Z14) 948-5731
419 - (b14) H64-2345 819 - (514) Bb6l-637)
301 - (40%) 236-61:1 901 - (61%5) 373-5791
02 - (S02) SB3-IB61 90z =~ (502) 4zi-4110
303 - (303) z4)-3440 903 =~ Not Avaiiabie
S04 = (504) 245-5330 904 - {912) 784-9111
S0S - (303) 232-23u0 QUL - (313) 223-B&%0
Sue. - (506) £57-3855 907 - Not Avaliabie
807 - (A02) 34S-0eL0 ®ir - (912) 784=9111
s0% - 382-B8000 - ~7%_ 2782
Siz - (S12) 8zB-i501 2:3 - :g\l;: :;?-5\7?:
S13 - (bl4) 464-234% §i5 - (S512) 820-2501
Tl = (514) 861-63%91 91e - (41%) Sas-134a1
318 - (A02) 345-0su0 916 - (405) 238-61z1

Sle - (518) 4718111 19 (912) 784-9111

Phone-y tale isn't to Burt’s credit

Sorry. folks. but Burt Reynolas will not bs paying for your
l;nu.l:ll?n- uhphoulc calls. A tail tals that the movie star had Lovitsd

¢ public to make calls agaiast his telepbone credil card aumber began
eirculating last summer.

In August b rumer was responsiblagor 8110000 worth of calls,
wccording to the tiny seuthern lillnow telsphons company caugsl la te

4500 "

Larry Coffin, an Américan Telephons and Telegraph Co. spokesman,
recently told the tals of the rumor:

“The story, which is {alse, s that Reynolds recently w.
Judgment in & lawsuil. And since he s 50 rich and sucl
wants 16 share the wealth with My frisnds and fans.

“$0, be supposedly sakd ox the Johnny Carson show, oF 0B e Roks
Barrett show or in The New York Times, that he's Istiing folks wse his
talaphone credit card until Oct A"

|_DISCI E REST S By Doctor Atomic

Have you ever been arocund the scéns whers & firs-
arm has been discharged when the police show upi
The police take the psople suspacted of shooting the
gun and check their handas and clothing for traces
of firearm discharge residues. They use two main
procedures for collecting residues.

In the first method the hands are swabbsd with
cotton pisces socaked in nitric acid sclution, The
swabs are then subjected to neutron activation a-
nalysis at the lab. Other chemical analysis of
residues is directed toward discovering nitrite
and nitrate groups of unburned powder residues and
reaction products of the charge.

In the second mathod, the "Film=1ift” method, an
adhesive tape is applied to the web regions of the
hands. (Common test.) Then tha tapa is sant to
the lab for investigation in a scanning electron
microscope. In thia test they are looking for par=-
ticles of metallic slementa (sapecially Pb, Sb. and
Ba) from the detconated primer. Thasa particlss are
small, 20 to 30 micro meters, and they are not vis-
ibls even at moderate magnification with a regular
nicroscope.

For this TAP article, I had an exclusive inter—
view with firearm expert Marvin Galapagos. He said
that he would not bs caught by leaving reaidues on
himself. Pirst, after gquickly leaving the scene,
he would dispose of the clothes that he wore when
he fired the gun. Note that the police are espe-
cially interested in shirt sleeves. Next, ha would
shower and wash his hands well with scap and water.

Then, to get rid of the micro-particles that re-
main after the scap-and-water washing -— particles
that were blasted into his skin when he fired the
gun == he would prerare a dilute solution of nitric
acid (5% or less) and dip his hands in it for a few
seconds. After this, he would rinse his handa in a
baking soda and water solution to neutralize any re-
maining acid seolution.

The logic here is that if nitric acid solution
on swabs ia used by the police to collect particlas,
then it can also bs used by the technelogist to '
clman his hands of these particles. However, if a
nitriec acid solution were not availeble. he would
acrub his hands and change his shirt immediately.

Also, Marvin G, said that if he found himsalf in
a situation whers there is no soap and water, and
where faat action is called for, he would pour gas-
oline on his hands., When gas evaporates, it leaves
lead and other residues behind that would confuse
lab tests. Then, whan tha lab tests turn up lots
of micro metal particles and the police question
him about it, he would tell them that he was work-
ing on the carburetor of his car. A very nice
alibi,

For a moi detailed presentation, I refer the
reader to “Chemical Criminalistics” by A. Maehly
and L. Stromberg (1981), published by Springer=
Verlag, N,Y. Alasc covered in detail are tha an=
alysis of drugs, explosives, fibers, and fire in-
vestigation. If your library doesn‘'t have this
lll.mk, see if it is available on inter-library

ocan.

Since our right to bear arms is being slowly
legislated away, this well Xnown bumper sticker
slogan is an appropriate note to close on: “If
guna are cutlawed, only outlaws will have quns. "
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