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ditorial

An anterestiny development awukened us here ur TEL recendy, On an otherwise quier
Saturduy wiw of our writers called home (o et lys wife know he would be u lntie lute. To
his suprise. tie call Was answered by an intercept operaror. who told him thar number
had been disconnecied a1 customer’s request. You cun imagine his shock, especially
since he hadn’t spoken to the phone company since the day lus phone hud been instulled.
A call 1o the operator verified the intercept operator. but the vpérator could do nothing
and suggested o call to repair service. Repair service declined assistance. sinee. as they saw
it. nmhmg was broken, They in turn advised that the only possibility was to wait out the
weekend and call the busmess office on Monday 1o get a reconnect order. Atter further
budgering the repuir operator stated flutly that there was “no way in the world™ (v get
the phone back on dunng the weekend. Our currespondent mqumd if Richard Nixon
or perlaps Llizabetht Taylor would alse find it impossible to get service on u weekend.
“Yeso came the reply . After thar ir only 1wk iwo sUpervIsing operators, the manager
ar the Tocal service center and 1ive hours (0 restore servive,

A desser person dhun ou mrepid reporier nught have conceded early m the game and
spent the weekend without jelesatistuction. bur other than musing about how 1t might
have been. we more or jess [orgot gbout 1. But not {or lone® Only one week luter the
suine ing huppened 1o our business lines here wr TEL . A little thought und investigation
Jed s to the conclision that some unhappy reader had tound vut the name under which
our service was fisted, and wsing that name had called in g disconnect order. A call 1w our
business office proved even mure interesting. The business representative remembered
taking the disconnect order. She said the caller. who had a noticable scottish accent, had
identified hersell . “Herselt™? we asked! “Well. yes™ said the business rep 1 thought it
Was o linthe sivange. but she msisted she was Jack Kranyuk. so 1 rook her order.™

That situanon 1s deplorable. bul even worse were the phone compuny’s (in this case
Pacific Bell) reusons Tur nol wanting 1o turn the service back on during 3 weekend. They
argued that there wus no wis [unless we spuke 1o the business office. closed of course]
they could be sure thar the person requesting the reconnect was the subscriber. Their
pomt being that Il they turm on your phone when ir should be off someone might make
art unauthorized fung-distunce cull, @ very senous condition i their eyes. As to our
contention thal is was mich worse (o leave someone who wanted service without it, they
had o reply Tiom therr world on the otler sjdc of the lovking glass.

TSOT v onash, whar s the pomt of afl this T Well sumply to help y o protect voursel f
from the same hind o hargssment. Alver sume prodding vur business office agreed 1o the
use ol g vode word 1o suthonze further arders, We could have required that 4 call be
nade o our number to venify, but then we wouldn’ have been able to call the business
ollice trom antother location.

TEL suggests that vou sel up some sort of similar svsiem with vour business office.
Accordimg 10 the busiess frepresentative this 1ype of veeurgnee s not all that rare today.
But Turiher, we think thur u company which does most of i1's business vocally should
reguire some sdenifyimg code. such as a mother’s maiden name. This would be noted
when service 1y first ordered and checked before any information would be given out
o an wrder aken . This is common practice al bunks: we think it’s time the phone
campany caughl up. ™
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wowits iy 1y evpect nas WheTh e \\'l“
sunrise the heck oul o v o with ter un-

pablisied ranfls

Recomtly . o situgaon was broughs o my
altanuon that up il then i had been 101-
Uy unaware of, Jeast 1o memion, had any

i
concern abowt. It Invoelved garbage!

The Phone Company will o 48 tar as 10
prosecule wiyone whe rumages through

their gurbage and hielps himself to some. OF

cuurse they have their reasons for this, and
no doubt benefit from such action. But,
why should they be so picky about garbage?
The answer soon became clear 10 me:
those huge metal bins are filled up=s
more than waste. old :

food and retuse...

Although 11
Telephone policy 10
recvele  paper  waste
products.  sometmes
emplovees do overlook
this sacred operation
when sortung the gur-
bage, Thus top-secret
confidential Phone
Compuny records 2o 1o
the garbage bins in-
stead of 1o the paper
shiredders. Since it 1Is
constantly  being up-
dated with “Company
Memorandums™ and
supplied with exiensive
reference malterial, the
Phone Company must .
continualy dispuse of the outdated T
jals. Some phone companies are SUpplled
each year with the complete “System Prac-
tices™ guide. This publication is an over 40
foot long library of reference material
about everything to do with telephones. As
the new edition arrives each year the old
version of “System Pracuces’ must also be
thrown out.

is Pacific

| very quickly fizured our where some locul
plmne phreaks were getung their material.
They crawl into the mrbdue bins und re-
move selected items that are of parncular
interest to them and their fellow phreaks.
Such information is copied and distributed
1o ““trusted friends™

: .
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Une Pliome Phreah nrale Los Aneeles are
bas sl aged he complele 1902 el wi
“Bell Sasems Practives - I lafge afie
was so out of oider (The birders had been
remenved) thas it took hium over @ veur o
suTL 1t out and vreate enough sheiving for
it in his earage.

Iy

Much of this “1op secret’™ information is
su secrer that most phione ¢ompanies huve
no idea what is wn their tiles. They have
their hunds full simply replucing evervihing
guch ume a change in wording requires o
new revision. [r seems they wasie more
paper thun they can read!

It 100k quite a while for a Hollvwood Cal.
traffic manager 1o figure out how all of the

ZeOhone phreaks wnsuntl’v discovered
’ the switchroom  test
numbers. Whenever
someone wanted 1o use
the  1esiboard  they
found  locul  phone
phreaks on the lines
talking o points  all
aver the wuorld. It vot
to the peint wiere the
local  gurbage  buffs
knew maore aboul the
office operations than
the  employces  them-
selves. One phreuk went
so fur us o call in and
tell @ switchman what

his next daily assign-
ould be. This.
r. pruved oo

The switchman
IrdLed the call and one
phone plireak was de-
nied the tool of his trade.

In another rather huinorous incident, a fel-
low phreak was rumaging through the trash
bin when he heuard someone aproaching. He
pressed up aguinst the side of the bin and
silently watted for the goodies 1o cone.
You can imagine his suprise when the gur-
bage from the lunchroom lunded on his
head.

Mosi people find evenings besi for check-
ina out teen local teleo rash piles. The
onl), thing necessary 1s a flushlight und. in
the cuse mennomd above pombl\ 4 rain
coat. A word of warning though, before

(Continued on Page 20))
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(EDITOR'S NOTE: The tollowing arricle was
contributed by @ TEL reader We wish fo emph-
wse thet parts dor e “Poor Person’s Phone”
showld NOT he removed from anyv equdpment
belowging  fo the telephone company' Local
electronic supply stores or large mall  order
firms (Allied, Radio Shack ¢ic.) carry @ large
rariery of telephone gear. Further, before con-
necring vour oswen CPoor Person's Phone” 1o the
rleplione luies be sire Lo consudt vour local
releplione husiness eftice as to relevenl reg
ulations in your area.)

The telephone described in this article is
not very sophisticated, but 1t does work.
And while i1 15 not something you might
want in vour living room. it isa cheap way
tu put a phone in the amic or basement. or
wherever vou might want 1o answer the
phone,

The mwn part of this phove. and the hard-
est to muke. s the handset (mouthpiece
and earpiece). Rather than build this
prece yoursel! It 18 best 1o procur it from
an vuiside source. I wouldn™t want 1o sug-
gesl that you go out and cut une out of a
pay phone, but people have been known
to do this. The metal sheathing around
most pay phone cords makes that quite
difficult nowadays anyway. Handsets are

May 1975

SIS OTTEY \\ﬂ

also available. commercially . a1t much less
risk but slightly ligher cost.

Having found a hundser we muove on 1o
the construction of the phone wself.
The cord from the handset contains
four wires, In the case of the phone
mentioned in this article the two wires
coming from the earpiece are vellow and
black. while those coming from the mouth-
piece are green and yellow. In many
phones the earpiece wires are red and biack.
and the mouthpiece wires are both white.

First connect the red and vellow wires
together, then connect theblack and yellow
wires to your phone line {see diagram 1).
The phone line wires will normally be
red and green,

diagrarm 1

A

{Continued on Page 13)
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hyv FRED BLECHMAN
Recording reiephoune conversattons lias be-
cume very commonplace inm recent vears.

This 15 due. in part. to the introcecdon of

inexpensive batiery operated tape racorders,
und the avahizbilinn of simple incuztive te-
cording pick-ups. However. in most states
the use of this recording in puklic (ie. in
court or @ radio broadecast) is illegal un-
less an audible “heep™ is heard on the
phone every 15 seconds. The purpose is to
mform the caller that the call is being re-
corded. More sophisticated direct coupled
recorders usually have a “beep” tone built

in, but providing the tone becomes a
problem when using an inducuve pick-up
device. The “phone beeper ™ described Here
serves  this purpuse conmvemently  and
efficiently. reguiring no additional winng
connections to the telephone. and only
costs abaut $10 io build.

The “‘phong beeper” operates in a simple
manner. The miniture speaker output of
the ““beeper” is placed near the telephone
mouthpiece: the “beep™ is therefore car-
ried to the other end of the line with nor-
mal conversational volume. Al the same
time the “beep” is coupled through the

Construction
Project

telephone beeper

THE AUTHOR'S COMPLETED "PHONE BEEPER" This simple device could save you
from a lot of legal headeches. The “becp’ sound is emitred by the speaker tbehind the
aluminum grill) at 15 second intervals. The unit, completly partable, is held in place by g
wire loop and foam cushion, The whale project can be built in one easy evening for less
than 510.

Telephone Electronies Line
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TRANSISTOR

The parts levowt s not critical, the guthor's unit was assembled in a plastic box. A sub-
wifiiantre potallows feedhack adjusunent jor oscillation of tranistor Q2.

telephone sidetone generator, to the
recording pick-up on the earpiece. and
recorded at subdued volume. Furthermore,
the “audible “beep™ every 15 seconds.
even ufter the plione is back on it's cradie.
reminds the user to shut off the unit!

%

Figure 1 shows how the “phone beeper”
is used. Notice that 1t is entirely indepen-
dent phvsically and electrically from the
recording pick-up at the carpiece. A self
contained unit, the “phone beeper™ con-
taing a uming cireuil, osscillator and
speaker, und uses Iwo common 9 volt
transistor radio butteries for power. Built
into a small box wlich may be held to the
mouthpiece with a retaining clip made
from piuno wire, it does not interfere with
normal telephione operation.

Figure 2 shows the schematic, and the sim-
ple circuitry used ro time the “beeps”
QI is a wunijunction transistor (UJT).
which is energized hy the two 9 volt

May 1975

batteries in series. When the switch is
closed the two large value capacitors (C1
and C2) are charged through tme-constant
resistor R1. When the voltage 21 the
emmiter of Q1 reaches a critical value, C1
and C?2 discharge through the emitter base
1 junction of QI, thus providing con-
ductive bias for oscillator transistor Q2.

Feedback for oscillation is obtained
through the center tapped transformer,
which also couples the oscillutor to the
speaker. Variable resistor R2 controls the
oscillation frequency. Q2 may be just
about any inexpensive PNP transistor,
with the adjustment of R2 compensating
for differences between specific trans-
istors. The time interval is controlled by
the relationship berween CI1, C2 and R1
in conjunction with Q1; increase Lhe
resistance of R1 if the interval is too
short, decrease if too long. If “chirp”
isevident. readjust R2.
{Continued on Page 18)
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CENTRAL OFFICE OPERATIONS

part two

by DAVID AUTOVON

The step-by-step switching office (see TEL
April '75) serves its purpose well for small
closely knit groups where automatic calling
is used only over short distances or for
calls within one central exchange. With
the advent of Direct Distance Dialing.
however. equipment became more complex.
At the same time, the need to switch more
calls faster, without extreme expense be-
came more apparent. It was for this pur-
pose that Crossbar Switching was develop-
ed. There are a number of different types
of crossbar switching systems. The basic
crossbar systems are: No. 5 crossbar, No. 1
crossbar, and 4 A or Tandem crossbar. The
type in most common use today is the No.
5 crossbar system. commonly refered to
as crossbar 5. It is this version of crossbar
that will be discussed in this article.

The crossbar systems get their name from
the basic crossbar switch. This is an electro-
mechanical inductivly operated device. It
is composed of bars, called tickler rods.
running its length, both vertically and
horizontally. These are called verticals and
horizontals for short. Each rod rotates
aproximately 45 degrees when operated by
a relay coil at its end. Each tickler rod
is equiped with many proirusions, called
ticklers, which push against contacts when
the rod is rotated. When one vertical and
one horizontal are operated. a pathway tor
connections is established at the point
where the two rods intersect. The ability
to form electrical connections in this man-
ner forms the basis of the crossbar sysiem.
There are two sizes of crossbar 5 switches
commonly used; 100 point and 200 point.
The 100 point has ten verticals and the
200 point switch has 20 verticals. Each
type has ten horizontals. The size of switch
needed in a particular exchange is deter-
mined by the traffic volume of that ex-
change.

Page 7
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no. 5 crossbhar

In the crossbar system equipment falls
into two major catagories. common cohtrol
equipment, and talking path equipment.
Common control systems employ a one at
a time method of operation. To better
understand what is meant by “one at a
time™, consider the example of the basic
single position operator controlled manual
switchboard. At such a board the operator
shares her time and attention over a num-
ber of calls. First she finds the calling line
(indicated by a flashing light or other
signal). She next! determines the number to
be called (usually verbally). and finally
connects the two parties. After this process
is completed the operator then leaves the
call or “drops off the line™, The operator
can set up only one call at a time; when
that call is completed she can go on 1o
make another connection. Common con-
trol equipment is similarly used in the pro-
cess of makmg the call. and also * "drops
off the line™ after completing a connection.
Equipment classified as common control
includes: (1) 1he originating register. (2) the
marker. (3) the sender, (4) rhe incoming
register, and (S) the number group.

The other catagory of crossbar equipment.
talking path equipment. includes the
swirching frames. \he line link frame, and
the paths (trunks) through which the talk-
ing circuits are established.

In the central office. each incoming tele-
phone line is connected to a structure
called the main distributing frame or main
frame, As in step-by-siep offices, the cables
from subscribers 1elephones enter the
building through a cable vauli. The cabies
are then brought up o meeting point. from
which the individual wires radiate. This
imeeting point is the main frame. The wo
wires from each subscriber are called a pair,
and terminate un the vertical side of 1he
main frame. Wires coming from the cross-
bar office equipment are lerminated on the
horizontal side. These wires connect the

tContinued on Page 1Y)
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Report

(The following is reprinted from New
Scientist, 3 April 1975.)

A new offensive against “phone phreaking™
may have claimed its first victim last
month. An alleged phone phreak had
disled a motoring organisation after a
breakdown in central London. reportedly
using a “lucky number™ (o save the change
he didn’t have. Bur, in mid call. his [ine was
abruptly crossed by the Posr Office’s
special  phone phreak detectives. (In
Britain, as in most other countries. the
telephone system is owned by the state and
run by the Post Oftice.)

The lucky number is a code which, dialed
in front of a normal call will block the
charging pulses from reaching the phone -
or the phone bill! Interestingly. this par-
ticular code had been rigged up inside the
Post Office’s private London telephone
sysiem, which inlerconnects ils numerous
large London offices, But, outsiders could
use (his fiddle by dialing 432, the access
code fo Post Office headquarters. followed
by the “lucky digits”, 967 und then dialing
the normal number. free of charge.

Bui the luck of the number ran out thar
day —for unknown to the phreaker. oppo-
site the City [ot London| callbox he used
was a Post Office building. And. as he
called through. the PO detecrives were lis(-
ening in - just 100 yards away.

This is not the first such fiddle in Jocations
where only the iniemal swuaff could be
responsible. Two vears ago, the [London]
Sunday Times (January 21, 1973. p 1)

May 1975

“hots

hattle with the

ne phreaks

up”

reported a “Free-phone racket inside the
Post Office™ and alleged that up to 75
exchanges had been deliberately tampered
with. One code which may have been in-
cluded was very similar to the unlucky
London number. using 977 rather than
967. Both these codes worked by using a
unique loop-a¢round circuit which by-passes
checks in the equipment. Both must be
wired by changing normal cénnections.
Although that lucky number disappeared
soon after the newspaper report, it report-
edly surfaced last Autumn in its new form.

The London telephone area has reputedly
now been well inununised against the
phreaks. since a large trial was staged by
the PO in 1973 (see *Are Telephones
Addictive?™ New Scientist, vol 60, p 756-
760). Suartlingly. it is suggested that this
fiddle is a new tactic by the PO detectives,
who are said to have set it up themselves.
One PO engineer who works on this private
neiwork is convinced thar it was esiab-
lished as “trap”. His view is reinforced by
a similar event a( another black-listed free-
phone exchange—Edinburgh.

There. 1 useful trunk circuit on code 514
which gave unrestricted access to the Inter-
national Telephone System mysteriously
reappeared after an absence of two years.
Far from joyfully greeting an old friend.
the wary phreaks probed the circuit and
found that only one line had been con-
nected up. They suspected that it might
also be vonnected to an inquisitive Post
Office ear. It is plausable that the new
London riddle may have been rigged in
thisway.

Page 8
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‘ma bell’ has her ear

by J. LOUIS

The Bell Telephone System monitored
in random fashion millions of long-dis-
lance calls originating in six U.S. cities
and secretly tape-recorded partis of at
least 1.500.000 calls for analysis in New
York.

The highly secretive program was designed
to help combat electronic toll call frauds.

A spokesman for the American Telephone
and Telegraph Co. says he doesn’t think
the company did anything illegal by eaves-
dropping on a reported 1.5 million long-
distance calls between 1965 and 1970 in an
effort to stop cheaters,

“We believe what we did was necessary to
protect the integrity of our nerwork and to
keep people from cheating™ said William
Mullane about the voice recording program
which recently came to light.

Mullane explained the company had been

| plagued by persons using an electronic blue

box that bypassed AT&T billing systems
and cut directly into the switching equip-
ment, thereby completing free calls.

He would not elebaorate on how the box
worked.

Mullane did say that during the five year
period only about 500 fraudulent calls
had been discovered.

“l don’t think we did anything illegal,”
Mullane said, explaining that the policy
of intercepting pay-dodging calls has
“been upheld in the courts. Such calls
are illegal and since calls are our only
property we have the right to intercept

them.” -
>b a¥s
‘\ >‘< f.'.
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but only a tiny fraction of the calls lisiened
w and recorded were ever confirmed by
the company as being fraudulent.

The cities where calls were monitored were
New York. Detroit, Miami, Los Angeles.
St. Louis and Newark, N.J.

The monitoring program covered a six year
period and is supposed to have cnded in
the spring of 1970, when those Bell execu-
tives involved were warned to purge their
files of any reference 1o the program and
to destroy any materials relating 1o i1.

A source with knowledge of the inlernal
operations of the Bell system said that Bell
executives who ran the monitoring program

- believed the company was within its legal

rights, but were afraid Bell's image might
be damaged if word leaked 10 the public.
“From the begining they analyzed this
very carefully.” the source ststed, “and
decided that il it ever were necessary 10
reveal the existance ol this equipment in
order 1o prosecute -a toll fraud case, they
would simply decline 10 prosecute,™

A good percentage of the tape recordings
involved segments of from 30 seconds 10
90 scconds from the time a call was first
dialed. but in several hundred thousund
instances entire conversations werc re-
corded.

The monitoring equipment frequently mis-
read calls as having indications of elec-
tronic toll fraud. Certain frequency com-
ponents in human specch. for example,
could have caused rthe equipmeni 1o be
activated as if fraud were involved. with
the result that the entire comversalion
might be 1aped, it was said.

The program was unknown to many high-
ranking Bell executives even in areas where
it was in effect.

More than 30.000.000 long distance calls
were monitored during 1he first four years

Tl"t'lil]i]lll’ "jll-'l'll’ﬂl]it‘h‘ Liﬂt’




WATCHING
to the wall

ol the program by sophisticated equipment
that scanned trunk-line calls. The equip-
ment looked for electrical indications that
an attempt was being made to bypass the
system’s toll charge mechanism.

Of the more than 1% million long-distance
calls that were at least partly recorded dur-
ing the first four years of the program.
with the tapes being seni 10 New York for
analysis, fewer than 25.000 were consid-
ered by those doing the analysis 10 be
indicative of fraud.

Of these 25 1housand calls. only about 500.

or .016%. were confirmed as fraudulent.
Initially. the program went into effect in
late 1964 with six units. each capable of
monitoring 100 trunk lines. Each unil
could handle about five calls at any given
moment, The program began with two
units each in New York and Los Angeles
and single units in Miami and Deiroit.
Early in 1967 the Detroit unit was frans-
fered to St. Louis. remaining there unitill
the spring of 1970, and the supposed
end of the program.

Several factors. including lear of public
exposure, figured in the decision to end
“ the program. Other factors included con-
cern over the condition of the monitoring
units and whether the whole approach was
effecient and comprehensive enough. '

The moniloring units used during the
programy were designed by Bell Labor-
atories 10 detect electronic toll cheaters,
particularly thuse persons who uiilized
“blue boxes™ and so-called “mutes”.

(A blue box is, of course, a device in-
tended 1o allow 1he user to place long-
distance calls for free. or at grealy reduced
rates. 11 can also access various pieces of
specialized lelephone equipmeni not
intended for subscriber use. The muite is
a device which enables a phone subscriber
o answer longdistance calls with no
charge 10 the caller. This device is par-

:\la_\ 19735

A repairman for the Bell Telephone |
System has brought suit against the
company in Houston, Texas, charging that
his constitutional rights were violated when |-
the company sought to search his home
without a search warrant for unauthorized
telephone extensions.

The pending case raises large questions
of public paolicy both for the Bell System
and its custpmers.

At stake for “Ma" Bell and her many
AT&T subsidiaries is the fate of a two year |
old “Tariff Enforcement Program” which,
through electronic monitoring nostly at
night, uncovered 155,000 unauthorized
extension phones in 1974 alone. Bell
System officials estimate their losses in
connection fees and billing rates at close to
33 million for that number of phones.

Moreover, the sale of non-Bell phones
and other unauthorized non-Bell-built
equipment easily installable without com-
pany knowledge is a becoming a mush-
rooming busingss. . }

For customers, the case could uphold -
the right of any citizen to be free from the
threat of a house search by the phone com-
pany without a warrant.

Bell spokespersons insist they never
enter homes without permission although
they claim the right to inspect their own
equipment “within reasonable hours and
with reasonable notice.”

This interpretation is based on a
decision made six years ago by the FCC
which held that phone users do not have
to consult the phone company—nor pay
for—devices they install themselves which
do not reguire wiring. Presumably, there-
fore, anything involving electrical con-
nectians is illegal.

R

ticularly upseting 1o Bell, since_ it can be
built in a matier of minutes, with as little
as one resistor and two pieces of wire.)

{Continued on Page 17)
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