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This publication is dedicated to all of those before us
who built the foundation for the hackers of the world to
xpress themselves openly and without prejudice.

While we attempt to continue in our quest to obta in
knowledge and understanding, we invite you , the reader,
to join in and share any thoughts you may have
regarding the magazine, hacking, life , work and anything
else that you feel is important enough to be shared.

We're not going to knock anyone down for ask ing
questions or ridicule the steadfast elitist folks who
believe that knowledge should not be shared. We belie ve
knowledge should in fact be shared with one another, no
matter how trivial the information may appear to be.
After all, knowledge is power.

Think back to the way it was, when hacke rs stuck
together and had a good time. An amusing time when
hackers shared their stories of exploration and ultima te
conquest. A wondrous time when hackers were
considered the good guys and looked up to by those no t
fortunate enough to understand the technology around
them . A simple time when a hackers harmless efforts
gained a new understanding of technology issues and
the praise from their peers and superiors alike.

That time can still be NOW. Hackers of the world unite
and exercise your freedom to disseminate informationl
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Blacklisted! 411 introduction for those ofyou who are new.....
chief), Zack Blackstone, felt it was time to revive the Blacklisted!
411 concept, but this time do it as a print magazine. It was
extremely difficult to get started because the group was no more.
He was the only one of the original group members remaining
that had an interest in bringing the hacker group and magazine
alive again. With some money, will to make it happen, and with
the help of some top of the line (at the time) computer gear and
page layout software Blacklisted! 411 was reborn. Blacklisted!
411 Volume 1, Issue 1 was released in January 1994.
Blacklisted! 411 was finally BACK. The Issues were released
monthly and distribution was small. After a year passed, it was
decided to try a quarterly format in an effort to increase
distribution. During that year Zack managed to get in contact
with many of the old group members and they are now active
staff members once again.

In 1999, we published what was to be our last issue of
Blacklisted! 411 (Volume 5, Issue 4) for many years to come.
We didn't know it at the time, but many pitfalls would ultimately
cause the demise of the magazine. After 4 years of regrouping
and planning, Blacklisted! 411 magazine is back in print form
again. We are one of the oldest group of hackers still remaining
and releasing gathered and compiled information within the
hacker community and the mainstream community as well. We
still have the same hacker mentality and code of ethics from the
80's. Hackers are not thieves - they're curious people. We are
not elitist hackers by no means and .rIO question is a stupid
question. We're not going to knock you down, call you a "lamer"
"Iamah" or give you crap for being a newbie! Every hacker
started somewhere. We remember this most fundamental fact
and we will never forget it.

What's Next•••

Community
Over the next few months a lot will be happening. We are
becoming more active in the Hacker Community. As we are
based in the Los Angeles area, we are building relationships
with the local Hacker groups such as LA2600, SD2600,
twentythreedotorg, Irvine Underground and more. We will be
attending and sponsoring Hacker Conventions and Conferences.
The first being the Layer One Convention, June 12-13, at the LA
Airport Westin. We will have a booth at this event where we will
be selling subscriptions, current and back issues of the
magazine, and other swag. We will also be having several
"convention only" promotions so look for us there.

Magazine Development
A major effort is being made to increase our exposure to the
Hacking and Information Security Community. Our distribution
goals are for the magazine to break 100K copies distributed
each quarter sometime next year. Based on the demand, and
orders from distributors we are on the right path. We are seeking
and hiring freelance writers, photographers, and editors to
increase the quality and scope of the magazine. Additionally, we
have people who are actively trying to promote the magazine
both inside and outside of our close community.

Merchandising I SWAG
We wish to have a whole series of Blacklisted! 411 themed swag
and merchandise. This includes stickers, apparel, posters, and
whatever else our creative minds can come up with. Input, help,
and direct submissions for this will be accepted and appreciated.

Charities
Blacklisted! 411 is run by real people who care about other
things aside from hacking. No, really. In the spirit of helping
people and organizations outside of our community, Blacklistedl
411 Magazine has officially donated to the local chapter of the
Ronald McDonald House charity. After all, children are our
future. Blacklisted! 411 Magazine wholeheartedly supports the
Ronald McDonald House mission and their programs.
Additionally, we've donated heavily to the Westminster Parish
Festival, specifically with the intent to help support their youth
programs and special classes for the mentally and physically
handicapped. .

Who we are... and were .••

June of 1987 marked the end of Blacklisted! 411, the hackers
monthly . Our last disk based magazine was distributed that
month. Now that all of us were out of high school and onto
college, work and the biggerlbetter things in life, nobody had the
time or inclination to put any effort into the disk based magazine
anymore. The once thriving Blacklisted! 411 group broke up and
people went their separate ways. Naturally, we all assumed this
was the end and Blacklisted! 411 would never come back in any
form.

If you have questions, comments, articles, ideas, flames, general
"screw you guyz" messages or wish to offer support in some
way, please contact us immediately and let's see what we can

In the summer of 1993, one member (and the original editor-in- do. Thanks for your support, hackers! BL411

The question often arises on the subject of, "How did it all start?"
in reference to our magazine and it's history. In response to this
popular question, here is a quick history lesson of Blacklisted!
411 magazine, including names, dates and little known facts
which have, thus far, been hidden away for years.. .

Blacklisted 411 magazine dates back to October 1983 with a
group of friends from a Southern California high school that
shared a common interest. We were all into our Atari computers,
Commodore computers, electronics, sciences, arcade games,
etc. We buill projects, hacked into this n' that, came up with
grand ideas and tried to make them into some sort of reality. The
group started a monthly hackers "disk magazine" (an early form
of what is now known as an e-zine) called "Blacklisted 411, the
hackers monthly". This may sound strange today but circulating
information on disk was the best way to get it out without all the
cool toys of today. We didn't have the internet to send it out, and
no one had printers that could print anything other than plain text
(and didn't even do that well). With a disk based system we
could send text files, primitive graphicslpictures, and utilities
more easily and it could be copied by anyone who had a
compatible computer. At our peak we distributed 150 disk copies
<per month> of the disk magazine, though there is no way to
know how many were copied by others.

Eventually modems caught on and we began to distribute the
monthly via crude BBS systems. Using the power of a
Commodore 64, we put up a Blacklisted! 411 info site, which
anyone could log into without handle or password. It was a
completely open message center. Using X-modem or Punter file
transfer protocols, you could download the latest Blacklisted!
411 files or readlleave "messages" which later became known
as a "message base" and has evolved into what are now
commonly known as "newsgroup postings" or "forum postings".
We had only one message center, no email capability & only 1
phone line. Primitive, indeed. Effective, however.

Around 1984 we purchased a 9 pin dot matrix printer that could
<gasp> print basic graphics. We experimented with printing out
copies of the Blacklisted 411 monthly and copying them at the
media center at the high school. The media center staff
graciously allowed us to make these copies free of charge which
was very cool at the time. We'd pass these out at the local "copy
meets" (an interesting phenomenon of past times - hordes of
computer users would meet at a predetermined location and
setup their computers with the sole purpose of copying software
and exchanging this software with each other). We'd leave a pile
of our magazine copies anywhere we were allowed to do so.
One popular location was next to the Atari Gauntlet and Gauntlet
II arcade games strategically located at 7-11's all over the place.
We're only guessing here, but we think people photocopied our
copies and then those were photocopied, etc. There's no telling
just how many generations of early printouts of Blacklisted! 411
monthly made it out there.

Years went by and Blacklisted! 411 evolved. The short life-span
of the printouts was both a great success and a miserable
failure. No matter where we left them, they were taken - and
taken quickly! The feedback was awesome in that people
wanted more. The interest was very high, but our inability to
meet this growing demand was completely overlooked. We had
to officially pull the plug on the printout experiment and we stuck
with electronic files. It was really the easiest way to go. The
Blacklisted! 411 info site grew into a 2-line system. This was a
big deal in 1985. By that time, information was almost
exclusively passed around by modem (unofficially on paper) and
we were still releasing disks at this time.
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Letter from Zachary Blackstone, editor-in-chief. . .••

Welcome to another issue of Blacklisted! 411 Magazine. Yep, it's
that time again. Welcome to the latest edition of Blacklisted! 411
magazine . Due to some issues with the way we were running
things (ie: no real backup plan in place) , we missed distribution of
the Winter 2004 issue and this issue (Spring 2005) was severely
delayed. I'm happy to report that we're back on track, have
disaster plans in place and have both the Winter 2004 and Spring
2005 in print. The Winter 2004 issue will be sentout to all
subscriber s as a "freebie" which will not count towards their
subscription.

Our forums (www.blackklisted4 1Iforums.com) are doing well
despite our lack of presence for the last two seasons. Though ,
come on people, it could do a lot better. Get on there and post post
post like it' s going out of style. We know you're out there, so take
a few minutes from your hacking and make a few posts. And to
those of you that somehow failed to notice we had a forum, go
check out the forums and voice your opinion right now. Pretty
much anything goes. . ...as long as it' s legal.

We've hired several new people to help with day to day operations
which will help keep myself and the editorial staff free to be
creative rather than deal with the boring stuff all businesses have to
put up with. Because of this, we 've been able to look into other
areas of the magazine, trying to expand the scope of what we have
to offer.

In fact, we've been tossing around the idea of a DVD documentary
for Blacklisted! 411 magazine which would take the viewer on a
tour of our day to day operations and bring into perspective the
lives of hackers, how what they do affects the world on a local
scale as well as a global scale. We' ve already got a lot of footage
ready to go, but we're still arranging interviews with many people,
so there's no timeframe on when the DVD will be done. Though ,
it's a priority, so we'll be putting a lot of effort into making this
happen ASAP. When we're done with the DVD, all current
subscribers will get the DVD free of charge . Everyone else will be
directed where to purchase. Keep your eyes open for this one.

Calling all writers. We're looking for talented writers who have a
technical background and who would like to write for us.
Blacklisted! 411 has always been known for the type of material
it's provided our readers with, however , lately it has gained a
reputation for more technical articles than that of our counterparts.
In the spirit of trying to maintain that level of recognition, we're
inviting all writers with a solid technical background to submit their
sample articles and/or to submit their exclusive material for us to
review and possibly include in an upcoming issue. We are the only
widely distributed "underground" hacking magazine on the planet
which actually pays it's writers. Why go elsewhere when we can
show you the money?

So, get around to it and inquire ASAP. Make contact through our
contact form available at www.blacklisted41l.com or snail mail a
letter to the editor. .

Are you an artist? Same as above - we're looking for gi~phic
artists who can supply us with material for use inside (and qOtside)
of the magazine as well as on our website, merchandise and the
upcoming DVD project. Yes, it's ~ payinggig, too. .

In fact, if you have anything at all to offer us; swag ideas,
merchandis ing, promotional, meetings, layout of the magazine ,
distribution , value added ideas .. ..even things we haven jt even
considered yet, why don 't you give us a buzz. We want to 'keep
this magazine fresh and interesting . We've done a great jo~- so f.a~,

according to most people who bother to offer an opinion . Ifwe can
continue to kick ass, that would be great. So, if you have anYthing
to offer us, speak up now! We'd really like to hear from you.

Send your stuff to:

Blacklisted! 411 Magazine
P.O. Box 2506
Cypress, CA 90630

Or you can contact us here:

We're also thinking about opening up a "lab" which would be
accessible to anyone who is interested in getting hands on
experience with new technology and old technology, located in one
convenient place with an easygoing , laidback atmosphere. In other
words , a place where we can get together, have a good time and
dig into the guts of technology. Our intent is to make it open to the
public M-F 9-5 with the idea that real hackers would be working
hand in hand with manufacturers and suppliers to pull apart, test,
modify and review technology.

This idea has been going around and around for some time now and
we haven 't been able to get a grip on the specifics, but I just wanted
to let all of you know that this is a serious possibility. I would
really like to hear from the readers in case they have any ideas on
this subject or possibly anything tangible to offer in an effort to
bring this idea to a reality.

http://www.blacklisted411 .net (go to the contact form)

Many people have noted the changes we've made across the board
with the magazine since our comeback with the Winter 200312004
issue. We'll keep reading those comments and apply them where
needed. It's good to know that the hard work has not gone
unnoticed . Thank s everyone!

Ok, so we have a great issue with some excellent articles which
should keep you glued to your seal....for a little while anyway.

The Goldfinger has supplied us with some really interesting topics,
including interviews with various folks and the fringe side of the
hacking community. This issue, there's a Q&A interview with
Lucky225 . He's fairly well known to the community, so no
introduction should be necessary.

Additionally , we've made contact with several graphic artists and
manufacturers which has provided us with some solid leads on
having SWAG available by Defcon 2005. We'll probably go with
shirts, hats and stickers ...you know, the usual crap. Although, I
would really like to offer something unusual and exciting. What? I
have no idea ... ..yet. If you have any cool or unusual ideas for
branded merchandise , send me a note and let me know what's on
your mind. '

There's an article on electronic surveillance by M.L. Shannon on
page 19. It's part three of an ongoing series he's written
exclusively for Blacklisted! 411. It's a good read.

There's info on social engineering, hacking XMDirect cables and
even a bunch of reviews from yours truly. All in all, this is a good
issue and I hope all of you enjoy it as much as we do here at the
Blacklisted! 411 HQ.

«Editor
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- We're accepting design ideas for SWAG - t-shlrts, baseball caps, bumper stickers, etc•
• Deadline on all articles, letters, artwork and ads for Volume 7, Issue 3 is July 14th, 2005.
- ALL classified ads are now FREE and are limited to space constraints per Issue. First come, first served.
- We're a PAYING MARKET for articles we use! We pay $25-$600 depending on size, quality & use of photos.
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State trooper should patches? UN Letterhead? They sell it
all. Although , they stopped selling foreign passports
(stamped, no less!) after 9/11 .

Letters mid comments from our readers 00000

Blacklisted! 411,

In a previous incarnation in the 20th century, I wrote an
article for Blacklisted411 titled, "The Secret Macintosh" ; as I 3.
recall, all copies I saw printed my article upside-down (true!).

I teach in Thailand all year and summer in Canada: in both
places Blacklisted411 is simply not available so I was
delighted to discovered your resurrection during a recent trip
to NYC. And I was doubly delighted that you are including so
many articles for Mac users. I think we were considered
elitest lamers for far too long! (Dontcha just WANT one?)

The police-state is effectively in place everywhere . The goal
is to fly under the radar. (I learned this the hard way-cost 4.
me two years & I was LUCKY!) If you've been lazy, NOW is
the time to teach yourself PGP and how to use anonymous
remailers. Don't wait until they're at YOUR door! (Believe
me, I'm not at all paranoid but that doesn't mean they're not
after me!)

remotely close, and that's because both in-breed with
each other).

Ever wonder where cops and federal agents (and
corp. security) shop for non-standard badges and
such? (Crdit this one to the GAO)...

NICE-LAW ENFORCEMENT SUPPLY
(www.nic-inc.com)

For your readers interested in experimenting with "x-"
boxtype, as well as other fun home electronics...they'll
need these catalogues :

a. Contact East (especially the "proto-boards")
www.contacteast.com

b. Jensen Tools (www.jensentools.com)
A good example is <www.cryptophone.de>. mentioned in 6:4.
Excellent security, except for the fact that you can be listened Jensen sells telecomm Iinemans hand-sets, ISDN test sets,
to by anyone with access to your cell provider, certainly all inductive tone traces, and etc. Why hotwire a network
police and government! interfect box when for a mere $450.00 you can use what the

tech use?
Hushmail, endorsed by Phil Zimmerman , is still tried and
true-worth a look. For lighter security, check out the
steganography application for Mac OS X called pictEncrypt,
sweet.

c. Tech America (www.techam.com)
(800-442-7221)

d. Allied Electronics (www.allied.avnet.com)

Personally, I'm still looking for some salvaged TEMPEST If you can't find an IC or component one of the above
shielding. Any of you divers have any for me? suppliers, usually they'll tell you where to go for the surplus or

Spike discontinued elements.
Routed: Internet

5.
Hi Spike. It's .good to hear back from you after all these
years. We try to cater to every aspect of the hacking
community which is why we've included several MAC related
articles over the last few issues. Unfortunately, no MAC
articles made it into this issue. It's a shame, but there aren't 6.
too many writers who specialize in this area of interest.

Thank you for your comments and suggestions for our
readers. If you'd like to send over something for print, go for
it. We'll hook you up with a comp sub.

For those that absolutely must solder their own kits.. .

Electronics Rainbow Inc.
(www.rainbowkits.com)

A subscription to "Amateur Radio: Communications
and Technology" (a CO pub) and the back issues on
disk is another MUST for those who can't resist
pissing off the FCC and other feds. (cq-amateur-radio.
com) The March '05 issue should still be around ("CO
VHF/UHF" is just as good).

Thanks again for writing. 7. For great Linux code, "Linux Journal" has it's back
issues available to subscribers .

Blacklisted! 411, Anyway, I'll leave it to your discretion what's worth including.
Keep up the good work and good luck.

Hey guys...! ran across Volume 6 Issue 4 at Borders and
nearly pissed. Great to see there's still rugged individuals P.S. "High Speed Digital Design" A Handbook of Black
who refuse to go corp... Magic" by Howard Johnson & Martin Graham ISBN 0-13-

395724-1
Sorry for the handwritten letter, but...well, you can probably
guess (no, I'm not in the pen!), I wanted to throw you some
resources that you might want to pass on to your readers if
you haven't already...

ACXScott
Routed: Snail mall

Hey ACXScott. Thanks for the tips. We're well aware of
1. Not all Feds are your enemies. In fact , the absolutely many of the tips, but you can bet that most of this is news to

BEST on-line resource for infrastructure , security, many new readers. As for tools, Contact East and Jensen
signals, and etc.. Is none other than the U.S. Tools are the best! In addition to the companies you listed in
Governments OWN auditors! Swing over to the #4, I would like to mention the following places to round off
"General Accounting Office" (Now: "Government your selection:
Unaccountability Office") at GAO.GOV, and browse
through the archives. You won't be sorry. Parts Express

(800)338-0531
2. For your readers that are hard core coders, fuck http://www.parts-express.com

Berkley and fuck MIT. If anyone can find a more
comprehensive library of algorithms than at the NIST MCM Electronics
site, have them send me proof and I'll give 'em $5.00 (800)543-4330
Cash. The NIST (national Institution for Standards and http://www.mcmelectronics.com
Technology) library is priceless (probably only IEEE is
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JGL Components
(408)980-1100
http://www.jglcomponents.com

We've done business with all of these sources and fully
recommend each and every one of them. Of course, we
have many more resources on tap, but these few will cover
most hackers needs. If you need something specific and
you 're having a difficult time locating it, contact us. We'll be
glad to help.

Jameco Electronics
(800)831-4242
http://www.jameco.com

JDR Microdev ices
(800)538-5000
http://www.jdr.com

BG Micro
(800)276 -2206
http://www.bgmicro.com

Mouser Electronics
(800)346-6873
http://www.mouser.com

/ Blacklisted! 411,

In regards to the info Lint requested in Volume 6 Issue 4: I
used to work for the company that manufactured the BART
cards, along with cards and tickets from transportation
systems all over the world. Unless they have changed in the
last five years or so the BART cards are Low Coercivity, 300
Oersted. The 0.25 inch magnetic stripe is applied directly to
the card extruded from a slurry of magnetic "ink" that we
manufactured ourselves. Our job in production was to apply
the stripe in the correct position and to the specified electrical
properties which we tested by writing a signal to samples and
reading back the return on a digital scope. There were many
other parameters to deal with making for a hair pulling
experience. These contract jobs are offered by a sealed
bidding process, so what's made by one company today may
be made by another next time around. The manufacturers of
the equipment the tickets are used in design and quote the
specifications of the product and it is up to the supplier to
deliver cards that meet or exceed the specs. Hope this helps.

Dark Purpose
Routed: Internet

Thanks for the information . I'm sure someone will find this of
use.

Blacklisted! 411,

I think you should give free copies of your magazine to
libraries. It is a great way to spread your message and
information. I would be willing to pan an extra 10-50 cents an
issue to see this happen and it would probably boost sales
with the new publicity. Great job on 6:4 and kudos to the
people who submitted articles.

Ringo K.
Routed: Snail mail

This is something that Blacklisted! 411 Magazine already
does. Given, we're not in every single library in existence,
but we exhaust an enormous amount of gratis copies of each
issue to various institut ions, one of which are many libraries
both in state and out of state. If you are the point of contact
for a library and you wish to get your free copies, please
contact us and provide us with your address and identifying
information . We'll be happy to hook you up. Addit ionally , we
give out a free care package to all hacker groups as each
new issue comes out. If you can send us a verifiable contact
for your hacker group, we 'll get you setup.

Blacklisted! 411,

I am a new reader of your magazine. Although I have been in
the Hacker community since 1998, I found your mag right
next to 2600 and I for the first time in a few years decided
that I wanted to try something different. Any ways I saw your
call for photos and I was what time of photos you were
looking for and even more importantly what type of photos
you would compensate for. I have some photography skills
and a lot of spare time.

Fluidicslave
Routed: Internet

Hello and thank you for your interest in supporting
Blacklisted! 411 Magazine. We're interested in anything at all
that has to do with hacking. Pictures of people using
compute rs, utility poles , phone booths , interesting sights ,
trade shows, hacker meetings, unusual equipment, etc. This
answer goes for anyone interested in helping us out with
photographs, artwork, articles, letters, etc. Simply get on
over to our website at www.blacklisted411.net and go to the
contact form. Send us your information there and someone
will contact you right away. If you 're afraid of direct contact ,
send it to us through the snail mail. We'll get it.

WWW.HACKERSHOMEPAGE.COM

• MAGNETIC STRIPE READERSIWRITERS
• GAMBLING MACHINE JACKPOTTERS

.• VENDING MACHINE DEFEATERS
• KEYSTROKE LOGGERS
• SMARTCARD LOADERS
• LOCKPICKS

OUR 8TH YEAR IN BUSINESS (407)650-2830
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DoS Attacks: Instigation and Mitigation

During the release of a new software product specialized to track spam, ACME Software Inc noticed that there was not as much traffic as
they hoped to receive. During further investigation, they found that they could not view their own website. At that moment, the VP of
sales received a call from the company's broker stating that ACME Software Inc stock fell 4 point due to lack of confidence. Several
states away, spammers didn't like the idea of lower profit margins do to an easy to install spam blocking software so they thought they
would fight back. Earlier that day, they took control of hundreds of compromised computers and used them as DoS zombies to attack
ACME Software Inc's Internet servers in a vicious act of cyber assault. During an emergency press conference the next morning, ACME
Software Inc's CIa announced his resignation as a result of a several million dollar corporate loss.

Scenarios like the one above happen a more than people think and are more costly than most will admit. Denial of Service (DoS) attacks
are designed to deplete the resources of a target computer system in an attempt to take a node off line by crashing or overloading it.
Distributed Denial of Service (DDoS) is a DoS attack that is engaged by many different locations. The most common DDoS attacks are
instigated through viruses or zombie machines. There are many reasons that DoS attacks are executed, and most of them are out of
malicious intent. DoS attacks are almost impossible to prevent if you are singled out as a target. It's difficult to distinguish the difference
between a legitimate packet and one used for a DoS attack.

The purpose of this article is to give the reader with basic network knowledge a better understanding of the challenges presented by
Denial ofService attacks, how they work, and ways to protect systems and networks from them.

Instigation

Spoofing - Falsifying an Internet address (known as spoofing) is the method an attacker uses to fake an IP address. This is used to
reroute traffic to a target network node or used to deceive a server into identifying the attacker as a legitimate node. When most of us
think of this approach of hacking, we think of someone in another city essentially becoming you. The way TCPIIP is designed, the only
way a criminal hacker or cracker can take over your Internet identity in this fashion is to blind spoof. This means that the impostor knows
exactly what responses to send to a port, but will not get the corresponding response since the traffic is routed to the original system. If
the spoofing is designed around a DoS attack, the internal address becomes the victim. Spoofing is used in most of the well-known DoS
attacks. Many attackers will start a DoS attack to drop a node from the network so they can take over the IP address of that device. lP
Hijacking is the main method used when attacking a secured network or attempting other attacks like the Man in the Middle attack.

SYN Flood» Attackers send a series of SYN requests to a target (victim). The target sends a SYN ACK in response and waits for an ACK
to come back to complete the session set up. Instead of responding with an ACK, the attacker responds with another SYN to open up a
new connection. This causes the connection queues and memory buffer to fill up, thereby denying service to legitimate TCP users. At this
time, the attacker can hijack the system's IP address if that is the end goal. Spoofing the "source" IP address when sending a SYN flood
will not only cover the offender's tracks, but is also a method of attack in itself. SYN Floods are the most commonly used DoS in viruses
and are easy to write. See http://www.infosecprofessionals.comlcode/synflood.c.txt

SmurfAttack - Smurf and Fraggle attacks are the easiest to prevent. A perpetrator sends a large number of ICMP echo (ping) traffic at lP
broadcast addresses, using a fake source address. The "source" or spoofed address will be flooded with simultaneous replies (See CERT
Advisory: CA-1998-01). This can be prevented by simply blocking broadcast traffic from remote network sources using access control
lists.

Fraggle Attack - This types of attack is the same as a Smurf attack except using UDP instead ifTCP. By sending UDP echo (ping) traffic
to IP broadcast addresses, the systems on the network will all respond to the spoofed address and affect the target system. This is a simple
rewrite of the Smurf code. This can be prevented by simply blocking broadcast traffic from remote IP address.

Ping ofDeath - An attacker sends illegitimate ICMP (ping) packets larger than 65,536 bytes to a system with the intention of crashing it
These attacks have been outdated since the days ofNT4 and Win95.

Teardrop - Otherwise known as an IP fragmentation attack, this DoS attack targets systems that are running Windows NT 4.0, Win95,
Linux up to 2.0.32. Like the Ping of Death, the Teardrop is no longer effective.

Land « This attack alters the TCP SYN traffic with the source address being the same as the target IP address. This causes an "implosion"
of sorts and causes the system to lock up. Most new systems are immune to this type of DoS.
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Resource starvation - Th is method is the same as the name suggests . You simply send enough traffic to the
target that the server starts to deny resources to legitimate requests . A simple resource starvation attack can
be perpetrated by an army of zombies that open a socket connection on the target server and leave it open
until the connection times out. The goal is to open more connections in a faster period of time then the
server will release them. A crude example of this DoS attack is to open up a telnet connection on port 80
(telnet target.server.com 80) and then start another session as soon as the first is open . If thousands of
systems were to do this at the same time , the attack would not only be impossible to stop , but very effective.
Unlike a SYN flood , this traffic is seen as valid since the three-way handshake of SYN-SYN/ACK-ACK
has been completed.

Ping flooding - Another type of resource starvation attack , a ping flood causes congestion to occur on the target by sending ICMP echo
request.

Mail Bombs - These can be done by sending a large amount of emails to an email server, thus backing up the server and creating a
situation to deny legitimate email traffic through .

Rum plestiltskin attack - is an email reconnaissance method that creates an involuntary DoS attack while developing a database of valid
mail addresses used in spamming attacks . Many of the new Internet worms are using this to collect targets for spam engines.
DNS DoS - This is another attack that is self explanatory. This Denial of Service attack targets a DNS server by altering the DNS
redirection scheme. For example, target.server.com would point to 192.168.1.1, but an attacker alters this data to reflect 192.168 .2.1.
This would prevent regular traffic from reaching the real server at 192.168 .1.1.

Application Attack » These are DoS attacks that involve exploiting an application vulnerability causing the target program to crash or
restart the system.

Kazaa and Morphcus have a known flaw that will allow an attacker to con sume all available bandwidth without being logged.
See http.t/www.infosecprofessionals.com/code/kazaa.pl .txt

Microsoft's lIS 5 SSL also has an easy way to exploit vulnerability. Most exploits like these are easy to find on the Internet and can be
copied and pasted as working code. There are thousands of exploits that can be used to DoS a target system /application. See hnpi//www:
infosecprofessionals.com/code/lIS5SSL. c. txt

Black Angel's Cisco global exploiter has several Cisco router attacks including several Denial of Service attacks that can help you test
vulnerabilities in your Cisco lOS .

Viruses, Worms, and Antivirus - Yes, Antivirus. Too many cases where the antivirus configuration is wrong or the wrong edition is
installed. This lack of foresight causes an unintentional DDoS attack on the network by taking up valuable CPU resources and
bandwidth. Viruses and worms also cause DDoS attacks by the nature of how they spread . Some purposefully attack an individual target
after a system has been infected. The Blaster worm that exploits the DCOM RPC vulnerability (described in Microsoft Security Bulletin
MS03-026) using TCP port 135 is a great example of this. Thc Blaster targeted Micro soft 's windows update site by initiating a SYN
FLOOD. Because of this , Microsoft decided to no longer resolve the DNS for 'windowsupdate.com'.

DoS attacks are impossible to stop. However , there are things you can do to mitigate potential damages they may cause to your
environment. The main thing to remember is that you always need to keep up-to-date on the newest threats .

Mitigation

Antivirus software - Installing antivirus software with the latest virus definitions can help prevent a system from
becoming a DoS zombie. Now, more then ever , this is an important feature that you must have. With lawsuits so
prevalent, not having the proper protection can leave you open for downstream liability.

Software updates - Keep your software up to date at all times . This includes antivirus, emai l clients, and network servers. You also need
to keep all network Operating Systems installed with the latest security patches. Microsoft has done a great job with making these
patches available for their Windows distributions. Linux has been said to be more secure, but the patches are less easy to come by.
However, SELinux (the NSA's addition to the Linux community) is a great addition to ay Fedora compile. This will give Mandatory
Access Control (MAC) capabilities to the Linux community.

Network protection - Using a combination of firewalls and Intrusion Detection Systems (IDS) can cut down on suspicious
traffic and can make the difference between logged annoyance and your job . Firewalls should be set to deny all traffic that
is not specifically designed to pass through. Integrating IDS will warn you when strange traffic is present on your
network. This will assist you in finding and stopping attacks.

Security is not as mystical as people believe . DoS attacks come in many different types and can be devastating if you don't take the
proper precautions. Keep up to date and take steps to secure network nodes . Keeping security in mind can minimize damages, downtime,
and save your career.

Resources

Security Resources

Black Angels: http ://www.blackangels.itl
Cisco : http://www.cisco .com
Microsoft: http ://www.microsoft.comltechnetlsecurity/current.aspx
Forum of Incident Response and Security Teams: http ://www.first.orgl
SANS Institute : http ://www .sans .orglresources/
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