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Blacklisted! 411 introduction for those ofyou who are new . ....

Who we are... and were.. .

The question often arises on the SUbject of, "How did it all
start?" in reference to our magazine and it's history. In
response to this popular question, here is a quick history
lesson of Blacklisted! 411 magazine, including names, dates
and little known facts which have, thus far, been hidden away
for years...

Blacklisted 411 magazine dates back to October 1983 with a
group of friends from a Southern California high ,school that
shared a common interest. They were all deeply interested in
their Atari, Apple and Commodore computers , electronics,
sciences, arcade games , etc. They built projects, hacked
into various things, made their own programs, came up with
grand ideas and tried to make them into some sort of reality .
The group started a month ly hackers "disk magazine " (an
early form of what is now known as an e-zine) called
'Blacklisted 411, the hackers month ly'. This may sound
strange today but circulating information on disk was the best
way to get it out (at the time) without all the cool toys we take
for granted today. There was no internet to utilize and nobody
had printers which could print anything other than plain text
(and didn't even do that well). With a disk based system, text
files, primitive graphics/pictures, and utilities were fairly easy
to distribute and it could be copied by anyone who had a
compatible computer. At our peak, at least 150 disk copies
<per month> of the disk magazine were sent into the public ,
though there is no way to know how many were copied by
others.

Eventually modems caught on and the magazine was
distributed through crude BBS systems . Using the power of a
Commodore 64, a Blacklisted! 411 info site, which anyone
could log into without handle or password , was created and
operated. It was a completely open message center. Using
X-modem or Punter file transfer protocols, one could
download the latest Blacklisted! 411 files or read/leave
"messages' which later became known as a "message base"
and has evolved into what are now commonly known as
"newsgroup postings" or "forum postings" . There was only
one message center, no email capability & only 1 phone line.
Primitive, indeed. Effective , however.

Around 1964, the purchase of a 9 pin dot matrix printer that
could <gasp> print basic graphics was entered into the mix.
Printing out copies of the Blacklisted 411 monthly and
copying them at the media center at the high school became
the new "experiment". The media center staff graciously
allowed the production of these copies free of charge which
was very cool at the time. The copies were passed out at the
local "copy meets" (an interesting phenomenon of past
times - hordes of computer users would meet at a
predetermined location and setup their computers with the
sale purpose of copying software and exchanging this
software with each other) . Piles of the magazine were left
anywhere and everywhere people could see them. One
popular location was next to the Atari Gauntlet and Gauntlet
II arcade games strategically located at 7-11's all over the
place. It's been a longtime myth that people photocopied
those original copies and then those were photocopied, etc.
There's no telling just how many generations of early
printouts of Blacklisted! 411 monthly made it out there.

Years went by and Blacklisted! 411 evolved . The short life­
span of the printouts was both a great success and a
miserable failure. No matte r where they were left, they were
taken - and taken quicklyl The feedback was awesome in
that people wanted more. The interest was very high, but the
inability to meet this growing demand was completely
overlooked. The plug was officially pulled on the printout
experiment and distribution through diskettes remained the
norm. It was really the easiest way to go at the time. The
Blacklisted! 411 info site grew into a 2-line system. This was
a big deal in 1985. By that time, information was almost

exclusively passed around by modem (unofficially on paper)
and disks were still being released at this time .

June of 1987 marked the end of Blacklisted! 411, the hackers
monthly . The last disk based magazine (# 46) was distribute d
that month. Since all of the original crew were finally out of
high school and onto college, work and the biggerlbetter
things in life, nobody had the time or inclination to put any
effort into the disk based magaZine anymore. The once
thriving Blacklisted! 411 group broke up and people went
their separate ways. Naturally , it was assumed that this was
the end and Blacklisted! 411 would never be resurrected in
any form.

In the summer of 1993, one member (and the original editor­
in-chief), Zachary Blackstone, felt it was time to revive the
Blacklisted! 411 concept, but this time do it as a print
magazine . It was extremely diff icult to get started because
the 9rouP was no more and he was alone. He was the only
one of the original group members remaining that had an
interest in bringing the hacker group and magazine alive
again . With some money. the will to make it happen, top of
the line (at the time) computer gear and page layout
software, Blacklisted! 411 was reborn . Blacklisted! 411
Volume 1, Issue 1 was released in January 1994. Blacklisted!
411 was finally BACK. The issues were released monthly and
distribution was small . Regardless, the related user meets
were packed I The interest in the magazine was great. After
a year passed, it was decided to try a quarterly format in an
effort to increase distribution . During that year Zachary
managed to get in contact with many of the old group
membe rs, most of whom which are active staff members
even today.

In 1999, what was to be the last issue of Blacklisted! 411
(Volume 5, Issue 4) was published . It was unknown at the
time, but many pitfalls would ullimately cause the demise of
the magazine. Officially, it was dead as a doornail. After 4
years of regrouping and planning , Blecklisted! 411 magazine
was resurrected yet again..

To date, Blacklisted I 411 is one of the oldest group of
hackers still remaining and releasing gathered and compiled
information within the hacker community and the mainstream
community as well. Hanging onto the very same hacker
mentality and code of ethics from the 80's , Blacklistedl 411
stands apart from the rest. Their ideal is that hackers are not
thieves - they're curious people who are the makers and
shakers of the technology sector . They're not elitist hackers
by any means and believe that no question is ever a ' stupid"
question . Old school hackers and newbie hackers alike,
Blacklistedl411 caters to you.

What' about now...

Community
The last two years have been an exciting time for the staff
and crew over here. We have become extremely active in
the hacker community . As we are based in the Los Angeles
area, we have built relationships with the loca l Hacker groups
such as LA2600, S02600, twentylhreedotorg, Irvine
Underground and many others. We have been attending and
sponsoring Hacker Conventions and Conferences such as
the Layer One Conventi on and the ever popular Oefcon. You
can find us attending these conventions regularty. We
usually run a vendor booth at these events and we make
available our wares - subscriptions , back issues, t-shirts,
hats, stickers and other SWAG . We also provide several
"convention only" promotions such as the Apple IPOO give­
away we held at OefCon 13. Our give-away was a big hit.
We're planning on attending OefCon 14 this year and we'll be
holding our own private catered reception for subscribers and
supporters . Additionally, we'll be handing out membership
cards with all new subscripti ons this year. Whatever you do,
be sure to check out our booth first, you'll be glad you didl
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Closing tho ughts
Let's start our closing thoughts by mentioning that we're your
friendly neighborhood hacker magazine. We 're one of the
team players and happy to help people. Please don't feel
that you cannot approach us.

So, if you have questions, comments, articles. ideas,
suggestions. have a business proposition or wish to offer
support in some way, please contact us and let's see what
we can come up with. Thanks tor your support , hackers I

First and foremost is the local chapter of the Ronald
McDonald House . Many people have never even heard of
this place, but nevertheless, they're a wonderful bunch of
people who offer an amazing service to those less fortunate
families who have a child in the hospilal.. ..they offer a place
to stay and a hot meal- for FREE (or a very small donation if
you can afford ill . We've donated many items to help their
cause because we really believe in it. One of our favorite
donations was the 200 some odd small children costumes we
supplied them with to give to the children around Ha lloween.
If you have children of your own, maybe you can appreciate
this place a little better. Blacklisted! 411 Magazine
wholeheartedly supports the Ronald McDonald House
mission and their programs.
Additionally , we've donated heavily to the Westminster Parish
Festival , specifically with the intent to help support their youth
programs and special classes for the mentally and physically
handicapped. The festival they operate is much like a small
carnival with rides, food, drinks , and entertainment. They
also run a huge raffle which is right up our alley as far as
lending a helping hand goes . We've been able to supply
them with some unique and stunning prizes for the children
who attend the festival. Prizes you wouldn 't expeel to win for
a cheap raffle ticket.

Our hope is that we were able to brighten up the day tor
some children , maybe even a family or two .. ..and help our
community at the same time.

Of course , we also donate to EFF andother hacker-friendly
groups . That really goes without saying, right?
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Important notes ofinterest:

DEA DLINES
For some reason. people seem to miss our deadline mention In the magazine and online, so be sure to
thi s. The DEADL INE for arlicles, lette rs , artwonk and ads for Vo lume 8, Issu e 3 is October 1st, 2006.
that? OCT 01 2006

""••SWAG NOW AVAILABLE •
That's right l We have SWAG now. We have so me coo l " Hack th e System" T... hi rta and baseball ca ps, p l us a •
w ide variety of bumper sti ckers availa ble at ou r on li ne store. We'll so on have some additional SWAG and
technology availabl e ss well. Keep wstchin g. www.blacklist ed411.net •

••

Charities
People generally believe that hackers are awful scum­
sucking low life degenerates not fit to inhale the air they
breathe. This idea has been pounded into the heads of
people repeatedly by the mainstream media . Not necessarily
because they're evil-doers, but more likely due to the fact that
they simply have no idea what hackersare or what we're all
about.

Blacklisted! 411 is owned and operated by real people who
care about things aside from hacking. No, really. In the spirit
of helping people and organizations outside of our community
by offering real support, not only have we done a good deed,
but we've demonstrated our philosophy at it's core level. We
want to help. As such, Blacklisted! 411 Magazine has
officially donated to several local charities in an effort to
achieve this goal.

Magazine Development
A major effort has been made to increase our exposure to the
hacking and information security community . Our distribution
goals for the magazine was to break lOOKcopies distributed
each quarter sometime in 2004 and we far surpassed our
goal within our timeframe.. To date, Blacklistedl 411 has a
circulation over 200,000 copies per issue. Based on orders
from distributors and sell through, we're doing excellent in the
marketplace. Additionally, we have been seeking and hiring
freelance writers, techs, photographers , and editors to
increase the quality and scope of the magazine. We've also
been promoting the magazine outside of our community to
bring in cross-over readers.

They think we're an uncaring bunch of thieves. They couldn't
be any further from the truth. Hackers do care. In fael, they
probably care more about the things that really matter than
your average Joe does.

Merchandising I SWAG
We now have a whole series of Blacklisted! 411 themed
swag and merchandise . This currently includes stickers and
apparel, but will soon include posters, a new DVD, gadgets
and technology ... ..whatever our creative minds can come up
with. Ideas and suggestions on this subjeel will be accepted
and appreciated .

•••••••••
• ADVERTI SING •
• People often email us ask ing if classifieds are free . We keep telling everyone YES. Classifieds are free. If •
• you have a classified you want us to ru n and it 's topic related to the maga zine, send it in and we'll consider it

Ads are limited to space constraints per iss ue. Fi rs t come, first serve d. Naturall y, we reserve the r ig h t to •
• reject advert isi ng for any reason. •

• ARTICL ES • •
• Do we really need to mention th is one? We're a maga zin e and we NEED arlicles. If you' re a w rite r and want •
• us to conside r your wonk, send some thi ng to us. Don 't wasts any time. We 're a PAYING MARKET. What

does that mean? It means th at we pay fo r articles w hich we use...bu t only if you want the $. We can donate •
• your payment to your favorite charity If you'd lik e. Our rates are generally $75-$100 a page, depending on •
• s ize, qua lity & use of photos. •

• ONLINE CONTENT •
.. If you haven 't no t iced it yet, we have a website (www.black li sted411.net) and we lik e to fi ll ou r pages w ith
.. interes ting, top ic related con ten t If you'd lik e to write art ic les /rev iews for use on our web site , send th em in. •
~ _._L._._._....... 11:::----.--.--11:::.----£11:::_ _ _ _ _ _ _ ___=_::a::a==-:=£-=. "IIIl
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Letterfrom Zachary Blackstone, editor-in-chief. ....

Welp, this makes another issue late to print and late to the
newsstand. It seems like there's a never ending supply of
excuses which printers and distributors have avai lable at
any given moment in time, most notably when WE need
something. Oh, I don't know, like getting paid, maybe?
Or how about having our issue printed? I'm still waiting
for this one : "My dog died" . Close, but not yet.

Yeah, so I won't name any names, but needless to say,
I'm a little perturbed right about now . Regardless, no
matter what the setback, we're going to keep publishing
issues as long as the readers still want them.

So, what's new for this issue? Well, we've streamlined
the magazine on just about every level which ultimately
means more hacking and less crap. I'm sure that's what
you wanted to hear, right? Good . That's what we like.

It appears that we had a little bit of trouble with the
shipment of our last issue with the release of our 2006
membership card. We tried our hand at bulk mail, using a
service provider and it blew up in our face. Seems that
many of our subscribers didn't get their issue along with
their membership card. Figures. Anyhow, Alex took the
situation head on and replaced the missing issues/cards.
If by some chance you 're still missing your issue along
with the membership card, fire off an email to
subscriptions@blacklisted4 1I.net and let us know .

Many have been asking about the Hack the System DVD
and if we're still doing it. In short, yes. The long of it is
that we're dealing with more serious issues and we've
slowed down our work on the DVD itself. Most, if not
all, of the footage has been shot and the product is in post
production now. There's no set ETA for this product, but
we hope to have it ready by Christmas 2006.

Given that approximately 99% of our Q&A letters had to
deal with nothing appealing enough for print, I decided to
axe the Q&A section for the summer issue. I know, I
know. What a bummer. People complain about these
kind of crap letter so we won't publish them anymore. If
you have some serious questions for print, please send
them in. We'd be happy to answer them in print.

What about the online magazine? Again, little to no
support from the community, so the project has been put
on indefinite hold until we decide what to do about it. We
made it six issues in, the whole time asking for support.
What'd we get? Tons of praise, little support. The idea is
wonderful in theory, but it doesn't seem to work in
practice. We're not giving up on it yet, just rethinking the
idea before we try a second go at it.

So, we're planning on being at Defeon this year . Hope to
see you there , HACK THE SYSTEM.

- Editor

1,

3

"I Can't find your magazine in my local bookstore"
Are you having trouble finding our Magazine?

Believe it or not. this still happens from time to time. Even though we're the #1 distributed hacker magazine on the planet,
there are stillmany stores who have not yet made the move to carry our title, It's possible they simplydon 't know about our
magazine. This is where your help comes into play. There are a few ways you can get our magazine into the store in
question.

Ifyou're in a place that doesn 't carry our magazine and you'd like to see it there in the future, do one of the following :

Ifyou're not sure if the store you're in carries our magaZine, ASK THEMI They might be sold out or they may have
hidden the magazine in a spe cial section or behind other maqazines , Those pesky anti-hacker type drones might be
hidrngthem.
If they do not carry our magazine , tell the store manager that you would like to see this magazine in their store in the
future. Our ISSN is 1082-2216. Give them this number and tell them they should call their magazine distributor(s) to
obtain the title. Make sure you let them know how disappointed YOU'd be if they didn't stock them or "forgot" to at least
call and TRYto get them in stock.
If that fails, you can give us their addre ss and phone number and possibly a contact name . We willhave the chance
to call themand convince them intocarrying ourwonderfulmagazine.

Overall, the best way to get a store to carry our magazine is for you, their customer , to bug them about it until they finallydo
something about it. Second to this is going through us. While we have no way to force their hand . we can strongly suggest
to them the benefits of stocking our magaZine.

In the meantime, you have alternative options to get our maga zine in your hands :

Subscribe to our magazine. We don't share our subscriber list with anyone. Further, our subscriber information is
isolated from the internet, so there 's no chance of it being disclosed .
Take a look in Tower Records , Barnes & Nobles, Borders , Bookstar, Hastings, Books-A-Million or B Dalton. They
usually have our magazine in stock. Ifyou can 't find it. ASK THEM.
Borrow a copyfroma friend - make sureto return it whenyou're done.

Of these, subscribing is the best way to ensure you get your copy of each issue as they are made available. This can be
done through regular <snail> mail or by visitingour website . It's very easy to obtain our magazine if you really want it.

Blacklisted! 411 Magazine
P.O. Box 2506

Cypress, CA 90630
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Scann i ng the U.K

Hi I am radio_phreak . I am a scanner here in the UK and am going to explain a little about
scanning here in the UK and how with a little bit of creativity it can aid you in your social
engineering applications . A little background on myself. I have been into scanning for 2
years now and have generally avoided the scene for a number of reasons :-

1. Why draw attention to yourself and your activities?
2. I find a number of people on the scene steal your ideas.
3. Why should I share my knowledge when people are going to claim it as there own?
3. I am shy

I am not going to tell you exactly how to do all the techniques. My aim is more to put the idea
into your head and point you in a better direction . This will allow you to discover all the
information and exploit in your own way. If I were to tell you how to say, install yourself into a
trunk and you did that, not only would that make you a criminal it would then make you the
radio phreak equivalent of a script kiddie.

By all means ask questions, play dumb online , even if you know what you are talking about
just to confirm your knowledge but do not just copy people's work. The contents within this
article are for educational and information purposes only. If you choose to use the techniques
or idea's in this article and are dumb enough to get caught doing anything illegal, it is not my
fault. I am just sharing my knowledge because I don't believe that any 1 person should have
absolute knowledge and who knows, I might even be wrong and someone else can help me

I am in no way responsible, Consequently, Inconsequently or directly any damageslloss of
earnings or anything remotely possible as a consequence of misuse of the information given.

In the UK the Wireless telegraphy act of 1949, states "It is illegal to receive broadcast's for
which you are not licensed for." Which basically means in a nutshell: No listening to boats,
airplanes, taxis , police, ambulance's, fire brigade (which we can't do anyway because they
have all moved to TETRA , read later on in the article). Basically the only things you are
allowed to listen to are broadcast radio, amateur radio (how boring) and PMR 446 which isn't
really interesting but doesn't stop a lot of people . This is an old and outdated law which
originated in 1949. There have even been calls to see scanners banned all together! A few
years ago man who shall remain nameless for legal reasons was approached by 2 reporters
working for a nationwide TV channel here in the UK Basically he spilled his guts to the
channel who then broadcast it. As a result this has led to all sorts of things changing . It has
also been suggested that (not by me) spilling his guts. Helped the police push their new
communications system, which has 128 bit encryption which is basically uncrackable.

Here in the UK the Police, Fire Brigade and Ambulance service can no longer be heard via a
normal scanner they are all on a scheme called airwave (http://www.airwaveservice .co.ukl) it
is run buy G8M mobile phone provider 02. This is basically a Tetra based system (Tetra
stands for TErestrial Irunked RAdio). It is highly encrypted and so far no programme's or
even solutions have come even close to cracking it. The encryption algorithm changes
hourly.

I personally believe it may be many years before a crack is found. Tetra is far superior to UHF
analogue in that it allows multiple users on to a single frequency (AKA Full Duplex
Conversations) . The people in the control room have the option to announce all units'
broadcast or just to speak to an individual officer . In addition to these features with stolen
equipment: the control room can lock it out of the network and switch on a GP8 unit allowing
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them to track the unit down. One of the advantages of tetra is that it allows GPS and data
packets performance wise it offers GSM like performance without the GSM based costs. The
Police were on analogue UHF using Motorola PMR equipment and communicated privately
with their control room via GSM Nokia mobile phones. This was found to cost more than the
implementation cost's and radio channel hire therefore Airwave was rolled out. There have
been rumbling's inside the police however, about a number of things. First it does not have
the reliability of GSM and UHF analogue based radio (because it's new and because its all
Computer based) also the police do not own the communications infrastructure for Airwave
which means 02 UK can cut it off at will. This is being implemented over the next 2 years
with all Forces expected to be on airwave by 2007 with some Forces remaining on MPT1327
Trunking schemes until then.

So what reason is there for us to carry on scanning in the UK? Well, for people who are
performing security evaluations on a company, you can determine the building's security
frequency. This kind of thing can be use to gather all sorts and can and aid you with any
social engineering projects you have going and I will explain how.

Consider this, when you are listening to security for a building or area you may wish to enter
you can establish the security's patrol time's any internal codes and inside talk patrol
locations. You can also gather information on procedures , l.e. what there action is on shift
swap. Armed with this information you can do all manner of things. You can create a false
intruder alert, drawing security away from the area that you wish to enter. Alternatively if the
security guard has to radio your arrival to control someone from your team can then either
answer the call or jam it. The problem with this type of solution is that if the control hears your
friend or team member answer the call they will instantly know something is wrong causing
them to immediately become suspicious. It all seem's a little too techy and mission
impossible like, but I tell you its actually great fun! Remember all these things can be bought
up on a security evaluation.

There are all manner of different techniques and methods you can use radios for . Here's one
I tried that worked. I tried this on my own camera system and must say was surprised when it
worked. Remember, if you have a hunch or a gut feeling then act on it.

Consider this; wireless camera's also emit radio signals as well. These can fall anywhere from
900 MHz to 2.4 GHz range. With the aid of a palm top or laptop and the appropriate software
you can find wireless video signals like War Driving (it's better known as War Spying). So you
can evaluate camera positions and blind spot's, which is the sort of information again that can
be raised during a security assessment. With the right sort of equipment you can gain all
sorts of information whether it is encrypted or not (which means you be able to impose your
own signal over it) this is the kind of thing that can be bought up when white hat's have been
tasked to perform a security evaluation of facility's . Equipment wise you are looking for 13cm
and 23cm ATV receiver and transmitters . The 13cm radio ham band actually covers 2.3 GHz
to 2.5 GHz. You can also get transmitters for this band. Which with the aid of a DVR you can
record footage and later play it back on the frequency with more wattage and a half decent
aerial (Like a Yagi or di-pole) Just bear in mind yagi is very very directional and di-pole proved
all around coverage you could even hack a satellite TV dish with a cantenna or something
similar I personally use an umbrella dish or a di-pole all of these antenna's can be
homebrewed you may be able to wipe the original signal out and replace it with your own
again aiding your entry into the building, if you do not like the thought of purchasing these
item's there are a number of website's with schematics for the 13cm ATV receiver and
transmitter, personally I prefer to buy them for a number of reasons

• If they Break I can send them back and get a replacement, saves time with a o'scope
and stuff

• I know it has been tested before it is released for sale therefore I know its going to work
under pressure.

• Sometimes I can't be arsed to sit there and play and tweak things. I lose my temper with
things really easily (Which is why most of my equipment is broken)
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Decimal
o
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Converting Decimal to Binary:
Continuously divide number until it is reduced to O. On dividing by 2, if there is a remainder of
1, the corresponding binary number is 1, however if the remainder is 0 then the binary number
willbeO.

Converting Binary to Decimal :
The decimal value of a binary number is equivalent to the sum of the decimal values of the
binary digits .

Converting Hexadecimal to Binary to Decimal :
The best way to convert hexadecimal into decimal is to convert it into binary first , then from
there convert the binary into decima l.

Gray Code:
This is a variable weighted code and is cyclic. It is arranged so that every transition from one
value to the next involves only one bit change . The gray code is sometimes referred to as
reflected binary, because the first eight values compare with those of the last 8 values, but in
reverse order.

Binary I Gray
0000 10000
0001 10001
0010 10011
0011 10010
0100 10110
0101 10111
0110 10101
0111 10100
1000 11100
1001 /1101
1010 11111
1011 11110
1100 11010

11101 11011
11110 11001
11111 11000

The gray code is often used in mechanical applications such as encoders. Modulo 1
Arithmetic. This is binary addition but the carry is ignored.

Converting Gray to Binary:
Write down the number in gray code .
The most significant bit of the binary number is the most significant bit of the gray code
Ass (using modulo 2) the next significant bit of the binary number to the next significant bit of
The gray coded number to obtain the next binary bit
Repeat until all bits of the gray coded number have been added modulo 2
The resulting number is the binary equivalent of the gray number.

ASCII :
ASCII is the American Standard Code of Information Interchange, and 8 - bit code, which only
consists of 1 and O. The 8 - bit code can be broken down into two smaller parts of 4 - bits. The
plain text value of an 8 - bit ASCII code is the value obtained at the intersection of the two 4 ­
bit values. Refer to an ASCII chart for example.

I hope this brings you to a greater understanding of just how the information in computers
work . Enjoy.
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The hardware based keylogger is an excellent addition when performing physical penetration testing.
The ease at which you can install them, and the fact that precautions are often not taken to prevent such
an attack make them a relatively easy way to gain sensitive information. Unlike software keyloggers,
which are detectable using anti-virus software and forensic analysis, hardware based keyloggers are
almost completely transparent to the user. Unless the keylogger fails or the user regularly checks the
back of his computer, these devices usually remain unnoticed . The following article will cover the
production of your own hardware based keylogger using basic parts that can easily be acquired . If you
aren't up to building your own keylogger, I would highly suggest taking a look at keelog.com. These
keyloggers are cheap (Remember, many commercial keyloggers cost up to 100 USD just for a 128kb
version. Keelog.com offers you 64kb, 128kb, and 256kb versions for under half the price [Based on
$36.99 for the 128kb version vs. $89.99 for another 128kb commercial keylogger])

Overall I would highly recommend the people at keelog.com for any of your hardware based keylogger
needs. In addition to PS2 keyloggers, they also offer keylogging modules designed to integrate into pre­
existing PS2 keyboards for even greater stealth capabi lities along with a new product for USB based
keylogging (Which has not been released yet) .

What you Need

Before you start, go down this list and see if you have all the basic stuff needed to do this project on
your own:

a little bit of experience in electronics

a soldering iron

26

a microcontroller programmer supportin g the Atmel 89C20XX family

Volume 8 Issue 2 - Summer 2006 Blacklistedl411



The biggest problem faced with building the device is the need for a programmer for the AT89C2051
chip. Purchasing one would probably be impractical since you will only need it once . If yo u know
someone that has this type of programmer, you may want to borrow it or if you feel up to it, you may
want to build your own (http://chaokhun .kmitl.ac.th/-kswichit/89proglindex.html). The following is a
list of materials to build the keylogger:

• an Atmel AT89C2051 microcontroller (AT89C1051 or AT89C4051 will do as well)

• a 24C512 serial EEPROM chip

• a 12MHz crystal (as small as possible)

• two 33pF capacitors

• one lOuF capacitor (as small as possible)

• one 10kiloohm resistor

• a small push-button

You will also need casing for the device. A variety of materials can be used to encase the device .
Materials such as heat shrink tubing and possibly even plumbing material may be used to encase the
device. Be creative when finding material to encase the keylogger. The smaller less noticeable cas ing
would probably be preferred due to the decreased likelihood ofdetection.

The first thing to do is program the microcontroller. The first step is to bum the AT89C205 I using the
programmer you borrowed, purchased, or made. Use the following binary version (Downloadable from
http://www.keelog.com/file s/diy.bin) or the hex version (Downloadable from http://www.keelog.com/
files/diy.hex) .You can also compile your own binary using the source code (Downloadable from http://
www.keelog.com/files/diy.asm )anda8051 compiler.

After flashing the device, you're ready for soldering. This is probably the most difficult part in the
whole project since the keyboard logger should be made as small as possible. The electrical schematic
below shows how connections should be made between components.
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24C512
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Solder the components together starting from the microcontroller and the EEPROM. Unused pins can
be removed if needed. Make sure the push button is accessible and the IOuF capacitor is biased
correctly (minus should be connected to pin 1).

Leave the PS/2 connectors for the end. Try to make the keyboard logger as compact as possible while
avoiding short circuits since they will be very difficult to remove after the device is ready. The finished
product should look somewhat like the prototype shown on the photo after the core is assembled.

Now it is time to solder the PS/2 connectors. In order to do this, cut the PS/2 extension cable into two
pieces and solder each part separately. Make sure you put the heat shrink tubing on one part of the
cable. Be sure to connect all four used PS/2 pins (CLK, DATA, VCC, and GND) on both plugs (at the
keyboard and at the computer).

Vee

ClK

DATA

GND

Vee

ClK

DATA

Before placing the casing on it's a good idea to place resin or glue in order to make the device more
resistant to impact. Finally pull the thermal tubing on, heat it until it wraps around the soldered
components, and cut a small hole out so the button is accessible.

The keyboard logger starts recording key-strokes once plugged between the keyboard and the
computer. Only PS2 PC keyboards are compatible with the device. The logger is completely
transparent for computer operation and cannot be detected by software in recording mode. All data sent
by the keyboard will be logged in internal non-volatile EEPROM memory (up to 65536 bytes).
Recording mode is completely independent from the operating system installed on the computer.
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In order to install the device follow the steps listed below:
Find the PS/2 connector at the computer.

Disconnect the keyboar d.

Connect the keyboard logger in place of the keyboard.
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Connect the keyboard to the logger. On computer power-up data will start being recorded.

Once data has been recorded into the keyboard logger, it can be retrieved to a PC running Windows
9X1MeIXP/2000. The keyboard logger does this by simulating the keyboard. The transmitted characters
are acquired by a special appl ication called KeyGrab (http://keelog .com/down .html). After using the
software to replay and capture the keystrokes, you're ready to reap all the sensit ive information from
the unsuspect ing victim.



Listen! Part Two
By ML Shannon

Welcome back. For you who have just tuned in, in Part One, I rewrote the original article on scanning,
which was called The Ear, and shortened it to include only the most useful chapters. This was followed
by the first half of a long list of services, organizations that use two way radio communications that you
might be able to monitor.

Please be aware that while some entries contain known or believed actual frequencies, this is not
intended as a frequency guide or listing. There are many available in the Sources section at the end of
this article.

Agencies come and go and change frequencies as well as bands. What listings are there are only as a
convenience.

Now, the second half followed by monitoring repeater input frequencies, online Internet scanners, Data
signals, near-field monitoring, the trunked radio system, and a little technical stuff on radios.

PART TWO LISTINGS

Garage Door Openers
Try 3i5, 390 and 288-418 MHz.
Interesting article about these being interfered with near some military bases:
http://www.aaaremotes.com/fccpunoforga.htmi

Golden Age of Radio
On some commercial broadcast and international shortwave stations, you can hear old radio programs
from the thirties to the sixties. They come and go from one station to another , so they are where you
find them.
If you are really interested in these wonderful old programs, you can find a list of sources on my web
site www.fusionsites .com/otr

GreenPeace
Aboard their vessels at sea, amateur HF frequencies may be used; at least this once was true. Also try
151.625,462.575,462.600,462.625,464.500,464.550.

Homeland Security
Here is an area where some serious research is needed. Perhaps you might get involved in trying to find
some good frequencies. Keep in mind that there has been some re-shuffling of agencies so some that
were formally independent, such as the Secret Service, are now part ofDHS.

Hot Air/ helium Balloons
Wouldn't it be fascinating to hear Steve Fosset in his next adventure?

International Short-wave broadcasting
All the many stations I heard as a kid and lots more; from practically every nation on the planet. And
while some are weak and fade in and out, a new system used by some of these stations solves that
problem. This is called Digital Radio Mondiale (DRM) which uses a type of transmission called
COFDM (Coded Orthogonal Frequency Division Multiplex).

With this system, those shortwave stations that use it can be received with excellent signal quality. You
can learn about DRM here: http://www.drm.orglindexdeuz.htm. or
http://www.owdjim.gen.nzlchrislradio/DRM/

I haven't tried DRM, preferring to spin the knob on my Icom R-8500 (Very nice radio) and tune in
what I can.
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Law enforcement Agencies
City, County and State
In many states including California, the Hiway Patrol uses 45 MHz as their main channels. They also
have VHF for comms with their aircraft and UHF for various 'MARS' (Mutual Aid Radio Systems).
In San Francisco as well as many other areas, local police also have 'Low Band' but unless they use the
trunked system, they will likely be between 460 .050 and 460.550 MHz.

Law enforcement Networks.
State and nationwide common channels for law enforcement, firefighters and others
[f a police vehicle from one city visits another, or even a different state, they may be able to access the
local radio station on CLEMARS, California Law Enforcement Mutual Radio System, or
NALEMARS, the national equivalent. Now, some cities have gone to the trunked system, but they
may, as does San Francisco, still maintain some of the UHF 'PIC' (Police Instant Communications)
ehannels which include CLEMARS. Try 154.92 and 154.935 for CLEMARS and 460.025 for
NALEMARS.

Local government agencies
Public works, utilities, the dogcatcher. Normally not the most exciting transmissions to monitor, but in
the trunked radio system even the Mayor or District Attorney have their own 'channels'. You never
know...

International Short-wave broadcasting
All the many stations I heard as a kid and lots more; from practically every nation on the planet. And
while some are weak and fade in and out, a new system used by some of these stations solves that
problem. This is called Digital Radio Mondiale (DRM) which uses a type of transmission called
COFDM (Coded Orthogonal Frequency Division Multiplex).
With this system, those shortwave stations that use it can be received with excellent signal quality.
You can learn about DRM here: htrpz/www.drm.org/indexdeuz.htm, or
http://www.owdjim.gen.nzlchrislradio/DRM /

Local government agencies
Public works, utilities, the dogcatcher. Normally not the most exciting transmissions to monitor, but in
the trunked radio system even the Mayor or District Attorney have their own 'channels'. You never
know...

Marine telephone.
From 155 to [56 including Coast Guard.

M.A.R.S.
Military Affiliate Radio System
http://public.afca.af.mil/LIBRARY/MARSI.HTM: "The program consists of licensed amateur radio
operators who are interested in military communications. They contribute to the MARS mission
providing auxiliary or emergency communications on a local, national, and international basis as an
adjunct to normal communications."

See this link for a long list of emergency frequencies including M.A.R.S. (Most are HF; shortwave)
http://www.ominous-valve.com/hurricne.txt

Media and remote relay
Get the news before anyone else does! Newspaper and TV reporters tend to be very chatty; they say a
great deal about what is happening, obviously, to report to the 'City Desk' or whatever. An example is
later in this book.

Often around 450- 453 with repeater input 5 MHz lower. (May be unlawful to monitor)

Medical Telemetry
These will usually be very short range transmissions, within a hospital or other medical facility and are
sometimes on the 2.4 GHz no-license band along with wireless 802.11 computer networking.
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I might mention that if you are into wireless, that using a directional antenna and a hi-power card such
as the Senao, that it is possible to interfere with medical telemetry. So please, be careful what you point
your antenna at, and use RMM; Radio Monitor Mode when applicable.

Military aircraft and Facilities.
"KC-I this is Blue Leader, we got two thirsty Tomcats here. And check the oil, will ya'. Just like in the
movies. Aircraft refueling, the SAC, fighters on training missions, maybe even transmissions from
those stratospheric tankers that criss-cross the sky with Chemtrails. Bob Kelty's books are an excellent
source and are available at Ham Radio Outlet. Much military traffic is in the 200-300 MHz area, but
virtually any frequencies might be used.

Mobile Data Terminals, Law Enforcement
Probably unlawful to monitor, and most definitely illegal to reveal any information you intercept.
Someone posted MDT data on a web site. As the story goes, he was raided by the feds, his house and
all electronic equipment confiscated.

Some years ago, police MOTs used simple ASCII and with a 4 level decoder, it was easy to intercept
their transmissions and display on the computer screen. Since then, many agencies have changed to a
secure system, allegedly encrypted with the DES. While it is true that it is possible to derive a key for
DES, it takes a specially built machine that costs a couple hundred thousand dollars. So, you aren't
likely to do this with a fast Pentium.

Mobile Data Terminals, Private Business
The same laws apply as to revealing what you intercept. These terminals may be easier to 'crack' but I
don't have current info on how it is done. The sounds, audio clips in .wav format are available from the
publisher's new web site.

MURS
Multi-Use Radio Service
Private two way short-distance voice, data, or image communications for personal or business.
151.820,151.880,151.940,154.570,154.600

National Guard
Will vary from one location to another, but some frequencies are probably shared nationwide. A few
you can try: 38.450, 148.175, 148.225, 148.450, 148.550, 148.545, 149.175, 150.200, 173.5375,
173.5875,395.100

Networks.
State and nationwide common channels for law enforcement, firefighters and others

If a police vehicle from one city visits another, or even a different state, they may be able to access the
local radio station on CLEMARS, California Law Enforcement Mutual Radio System, or
NALEMARS, the national equivalent. Now, some cities have gone to the trunked system, but they
may, as does San Francisco, still maintain some of the UHF 'PIC' (Police Instant Communications)
channels which include CLEMARS. Try 154.92 and 154.935 for CLEMARS and 460.025 for
NALEMARS.

Newsline
The Ham radio news program. Stories about amateurs being involved in emergencies individually or
through RACES; Radio Amateur Civil Emergency t Service or ARES, Amateur Radio Emergency
Service and other newsworthy stories about ham operators.
A list of repeaters that may still broadcast NewsLine is here
http://www.amewsline.org/nlsurvey2000/nlrepeaters.html

NexTel Direct Connect
NexTel has a simplex feature- direct from one radio to another. I have not verified this, but apparently
is it ordinary FM and so is easy to monitor. One report is that Motorola incorporated FRS frequencies
into the radios. If true, not a very god idea.
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NOAA
National Oceanic and Atmospheric Administration, the weather channels.
162.400,162.425,162.450,162.475,162.500,162.525,162.550

NORAD
North American Air Defense Command. Check this site:
http://www.abovetopsec ret.com/pages /mil_freq.htm I

and Input Freq uencies
ercial two way radio systems, including trunked, use repeaters.

. ina police car, or the hand held radios they have, are too weak to reach other
o.tthese radios transmit on an 'i nput' frequency (offset) that is picked up by

at a much higher power. .

, oudon' t want to listen to everything that is happening all over town, you just want to
know if something is happening in your neighborhood. By programming these input frequencies into a
separate bank, you can do just that. It works with the trunkedsystem, too!

OnStar
Supposedly uses cellular for voice communications. Interesting article :
http://www.windley.com/archives/2003/01/16.shtml

OSCAR
Orbiting Satellite Carrying Amateur Radio. Try 145.9738 .
See also AMSAT at http://www .amsat.orglamsat-new/index.php
Also: http://science.nasa.gov/Reallime/jtrackiAmateur.html

Pagers, Voice and text
NOTE: Unlawful to monitor. Voice pagers seem to be disappearing, replaced by text messaging. Pagers
are all over the spectrum; 30, 50, 150,454, and mostly around 929.

Pirate Stations
'Micro-Broadcasting' Low Power stations legal and otherwise.
Google has current information; these stations come and go frequently .

Public Transportation
Busses, trolleys and in San Francisco , cable cars.
Often in the 470-480 MHz band.

RadioSonde Telemetry
Possibly 400 to 407 MHz as well as above 1 GHz.

Railroads, freight trains, switch-yards, Amtrak
Mostly VHF with some UHF and also data transmissions. Many web sites are devoted to railroads and
monitoring. See the Blacklisted site for .wav files. Also interesting is a decoding program that could
apparently be modified to read the modem police MOTs. Or so I hear.

Receiver Local Oscillators
One of the ways countermeasures experts were able to zero in on the listening post, once a surveillance
transmitter, bug, was found, was to calculate the local oscillator frequency based on the bug frequency
and IF. So if you are bugged, go find the spy using this technique .
The LO from car radios can be detected by roadside sensors to determine what station the driver is
listening to. Sneaky, no?
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