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Blacklisted! 411 introduction for those of you who are new.....

Who we are... and were...

The question often arises on the subject of, "How did it all
start?" in ref to our magazine and it's history. In
response to this popular question, here is a quick history
lesson of Blacklisted! 411 magazine, including names, dates
and little known facts which have, thus far, been hidden away
for years...

Blacklisted 411 magazine dates back to October 1983 with a
group of friends from a Southern California high school that
shared a common interest. They were all deeply interested in
their Atari, Apple and Commodore computers, electronics,
sciences, arcade games, etc. They built projects, hacked
into various things, made their own programs, came up with
grand ideas and tried to make them into some sort of reality.

exclusively passed around by modem (unofficially on paper)
and disks were still being released at this time.

June of 1987 marked the end of Blacklisted! 411, the hackers
monthly. The last disk based magazine (# 46) was distributed
that month. Since all of the original crew were finally out of
high school and onto college, work and the bigger/better
things in life, nobody had the time or inclination to put any
effort into the disk based magazine anymore. The once
thriving Blacklisted! 411 group broke up and people went
their separate ways. Naturally, it was assumed that this was
the end and Blacklisted! 411 would never be resurrected in
any form.

In the summer of 1993, one member (and the original editor-
in-chief), Zachary Blackstone, felt it was time to revive the

The group started a hly hack “disk e” (an

early form of what is now known as an e-zine) called
“Blacklisted 411, the hackers monthly’. This may sound
strange today but circulating information on disk was the best
way to get it out (at the time) without all the cool toys we take
for granted today. There was no internet to utilize and nobody
had printers which could print anything other than plain text
(and didn't even do that well). With a disk based syst text

Blacklisted! 411 concept, but this time do it as a print

g It was ly difficult to get started because
the group was no more and he was alone. He was the only
one of the original group members remaining that had an
interest in bringing the hacker group and magazine alive
again. With some money, the will to make it happen, top of
the line (at the time) computer gear and page layout

ftware, Blacklisted! 411 was reborn. Blacklisted! 411

files, primitive graphics/pictures, and utilities were fairly easy
to distribute and it could be copied by anyone who had a
compatible computer. At our peak, at least 150 disk copies
<per month> of the disk magazine were sent into the public,
though there is no way to know how many were copied by
others.

Eventually modems caught on and the magazine was
distributed through crude BBS systems. Using the power of a
Commodore 64, a Blacklisted! 411 info site, which anyone
could log into without handle or password, was created and

ted. It was a completely open center. Using
X-modem or Punter file transfer protocols, one could
download the latest Blacklisted! 411 files or read/leave
“messages” which later became known as a "message base”
and has evolved into what are now commonly known as
"newsgroup postings" or "forum postings". There was only
one message center, no email capability & only 1 phone line.
Primitive, indeed. Effective, however.

Around 1984, the purchase of a 9 pin dot matrix printer that
could <gasp> print basic graphics was entered into the mix.
Printing out copies of the Blacklisted 411 monthly and
copying them at the media center at the high school became

Volume 1, Issue 1 was released in January 1994. Blacklisted!
411 was finally BACK. The issues were released monthly and
dcstnbuuon was small Regardless the related user meets
were p ! Thei t in the magazine was great. After
a year passed, it was decided to try a quarterly format in an
effort to increase distribution. During that year Zachary
managed to get in contact with many of the old group
members, most of whom which are active staff members
even today.

In 1999, what was to be the last issue of Blacklisted! 411
(Volume 5, Issue 4) was published. It was unknown at the
time, but many pitfalls would ultimately cause the demise of
the magazine. Officially, it was dead as a doornail. After 4
years of regrouping and planning, Blacklisted! 411 magazine
was resurrected yet again..

To date, Blackhstedl 411 :s one of the oldesl group. of
hackers still ining and g g and
information within the hacker and the

community as well. Hanging onto the very same hacker
mentality and code of ethics from the 80's, Blacklisted! 411
stands apart from the rest. Their ideal is that hackers are not
thieves - they're curious people who are the makers and

the new “experiment”. The media center staff gr.

hakers of the technology sector. They're not elitist hackers

allowed the production of these copies free of charge which
was very cool at the time. The copies were passed out at the
local "copy meets” (an interesting phenomenon of past
times - hordes of computer users would meet at a
predetermined location and setup their computers with the
sole purpose of copying software and exchanging this
software with each other). Piles of the magazine were left
anywhere and everywhere people could see them. One
popular location was next to the Atari Gauntlet and Gauntlet
Il arcade games strategically located at 7-11's all over the
place. It's been a longtime myth that people photocopied
those original copies and then those were photocopied, etc.
There's no telling just how many generations of early
printouts of Blacklisted! 411 monthly made it out there.

Years went by and Blacklisted! 411 evolved. The short life-
span of the printouts was both a great success and a
miserable failure. No matter where they were left, they were
taken - and taken quickly! The feedback was awesome in
that people wanted more. The interest was very high, but the
inability to meet this growing demand was completely
overlooked. The plug was officially pulled on the printout
experiment and distribution through diskettes remained the
norm. It was really the easiest way to go at the time. The
Blacklisted! 411 info site grew into a 2-line system. This was
a big deal in 1985. By that time, information was almost
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by any means and believe that no question is ever a “stupid”
question. Old school hackers and newbie hackers alike,
Blacklisted! 411 caters to you.

What' about now...

Community

The last two years have been an exciting time for the staff
and crew over here. We have become extremely active in
the hacker community. As we are based in the Los Angeles
area, we have built relationships with the local Hacker groups
such as LA2600, SD2600, twentythreedotorg, Irvine
Underground and many others. We have been attending and
sponsoring Hacker Conventions and Conferences such as
the Layer One Convention and the ever popular Defcon. You
can find us attending these conventions regularly. We
usually run a vendor booth at these events and we make
available our wares - subscriptions, back issues, t-shirts,
hats, stickers and other SWAG. We also provide several
"convention only” promotions such as the Apple IPOD give-
away we held at DefCon 13. Our give-away was a big hit.
We're planning on attending DefCon 14 this year and we'll be
holding our own private d ption for subscribers and
supporters. Additionally, we'll be handing out membership
cards with all new subscriptions this year. Whatever you do,
be sure to check out our booth first, you'll be glad you did!

Blacklisted! 411




Magazine Development

A major effort has been made to increase our exposure to the
hacking and information security community. Our distribution
goals for the magazine was to break 100K copies distributed
each quarter sometime in 2004 and we far surpassed our
goal within our tir To date, Blacklisted! 411 has a
circulation over 200,000 copies per issue. Based on orders
from distributors and sell through, we're doing excellent in the
marketplace. Additionally, we have been seeking and hiring
freelance writers, techs, photographers, and editors to
increase the quality and scope of the magazine. We've also
been promoting the magazine outside of our community to
bring in cross-over readers.

Merchandising / SWAG

We now have a whole series of Blacklisted! 411 themed
swag and merchandise. This currently includes stickers and
apparel, but will soon include posters, a new DVD, gadgets
and technology.....whatever our creative minds can come up
with. Ideas and suggestions on this subject will be accepted
and appreciated.

Charities

People generally believe that hackers are awful scum-
sucking low life degenerates not fit to inhale the air they
breathe. This idea has been pounded into the heads of
people tedly by the mai media. Not necessarily
because they're evil-doers, but more likely due to the fact that
they simply have no idea what hackers are or what we're all
about.

They think we're an uncaring bunch of thieves. They couldn’t
be any further from the truth. Hackers do care. In fact, they
probably care more about the things that really matter than
your average Joe does.

Blacklisted! 411 is owned and operated by real people who
care about things aside from hacking. No, really. In the spirit
of helping people and organizations outside of our community
by oﬁenng real support not only have we done a good deed,
but we've d d our p phy at it's core level. We
want to help. As such, Blackllstsd' 411 Magazine has
officially donated to several local charities in an effort to
achieve this goal.

First and foremost is the local chapter of the Ronald
McDonald House. Many people have never even heard of
this place, but nevertheless, they're a wonderful bunch of
people who offer an amazing service to those less fortunate
families who have a child in the hospital....they offer a place
to stay and a hot meal - for FREE (or a very small donation if
you can afford it). We've donated many items to help their
cause b we really beli in it. One of our favorite
donations was the 200 some odd small children costumes we
supplied them with to give to the children around Halloween.
If you have children of your own, maybe you can appreciate
this place a little better.  Blacklisted! 411 Magazine
wholeheartedly supports the Ronald McDonald House
mission and their programs.

Additionally, we've donated heavily to the Westminster Parish
Festival, specifically with the intent to help support their youth
programs and special classes for the mentally and physically
handicapped. The festival they operate is much like a small
carnival with rides, food, drinks, and entertainment. They
also run a huge raffle which is right up our alley as far as
lending a helping hand goes. We've been able to supply
them with some unique and stunning prizes for the children
who attend the festival. Prizes you wouldn't expect to win for
a cheap raffle ticket.

Our hope is that we were able to brighten up the day for
some children, maybe even a family or two....and help our
community at the same time.

Of course, we also donate to EFF and other hacker-friendly
groups. That really goes without saying, right?

Closing thoughts

Let’s start our closing thoughts by mentioning that we're your
friendly neighborhood hacker magazine. We're one of the
team players and happy to help people. Please don't feel
that you cannot approach us.

So, if you have questions, comments, articles, ideas,
suggestions, have a business proposition or wish to offer
support in some way, please contact us and let's see what
we can come up with. Thanks for your support, hackers!
BL411

SWAG NOW AVAILABLE

wide variety of b

¢ i

Important notes of interest:

That's right! We have SWAG now. We have some cool “Hack the System” T-shirts and baseball caps, plus a
at our onlme ston We'll soon have some additional SWAG and

technology available as well. Knp
DEADLINES

www.b

that? JAN 21 2007
ADVERTISING

For some reason, people seem to miss our deadline mention in the magazine and online, so be sure to read
this. The DEADLINE for articles, letters, artwork and ads for Volume 8, Issue 4 is January 21st, 2007. Got

People often email us asking if classifieds are free. We keep telling everyone YES. Classifieds are free. If
you have a classified you want us to run and it's topic related to the magazine, send it in and we’'ll consider it.
Ads are limited to space constraints per issue. First come, first served. Naturally, we reserve the right to
reject advertising for any reason.

ARTICLES
Do we really need to mention this one? We're a magazine and we NEED articles. If you're a writer and want
us to consider your work, send something to us. Don't waste any time. We're a PAYING MARKET. What
does that mean? It means that we pay for articles which we use...but only if you want the $. We can donate
your payment to your favorite charity if you'd like. Our rates are generally $25 a page, depending on size,
quality & use of photos.

ONLINE CONTENT

If you haven't noticed it yet, we have a d411.net) and we like to fill our pages with
interesting, topic related content. If you'd like to write articles/reviews for use on our website, send them in.

2 el www.blackli

EE NN NSNS SN SN N NN E NN NN NN

Blacklisted! 411 Volume 8 Issue 3 - Fall 2006




S A I 4 P B R O By R R 8 R R O 0 L BB S i S D S T WA,
Letter from Zachary Blackstone, editor-in-chief.....

R R RS

Welcome to the latest edition of Blacklisted 411 Magazine.
We've got some ground to cover, so I'm going to dive right on
in and get to it.

As you may have noticed, this issuc has been released relatively
carly considering the Summer issue’s late release. We're trying
to close the gap on our issues for 2006 so we can actually
release four issues this year.

Afler the super-late release of Volume 8 Issue 2, people began
1o ask if' we were going to just skip an issue this year. Looking
back at my letter from the editor from the Summer edition, it’s
obvious that my coverage of this topic was inadequate. The
short of it is that we're going to try and squeeze out four entire
issues this year, even if it means the time between the last few
issues is shortened.

Additionally, some readers were worried that they were going to
be stiffed an issue. I'd like to make this one crystal clear to
everyone. I you paid for a subscription, you'll receive the
number of issues you paid for (ie: 4 issues for a lyr
subscription, 8 issues for a 2yr subscription, etc). The point is
that we consider a years worth of subscriptions to be four issues.
This is how we determine that a subscriber gets what they paid
for. I hope this clears things up for everyone.

Another complaint is that we don’t communicate with our
readers as well as we could. We've already put changes in place
to alleviate this issuc. Not only are we posting regular updates
to the main page of our website, but we're leaving those
messages there a little bit longer and storing them in our news
section database so they can be viewed even when they’re not
on the main page any longer. In the past, we would delete
various news items from time to time, mainly due to a technical
issuc we tried to get around. We no longer delete our news
items. | believe that these changes will correct any general
communication issues we've been having.

About the page count of the magazine. Ever since the day the
magazine was made available to the public, it was a 60-page
“digest” format. We decided to try something new somewhat
recently. Volume 7 Issuc 4 and Volume 8 Issue 1 were both
released as 84-page “digest” format. We added 24 pages of
extra content in cach of those two issues. We didn’t increase
our cover price or increase our subscription prices. However,
our handling cost was increased dramatically. The weight of the
additional 24 pages per copy added up! We knew it would, but
we were willing to cat the additional cost to try out our idea.

Subscriber access to the forum may not sound like much, but let
me explain what this will include. First of all, subscriber access
to the forum will give you immediate access to the full range of
sections, including a special subscriber-only area that has a
Q&A topic directly linked back to and operated by the magazine
staff. Additionally, as soon as we bring the online magazine
back, subscribers will have immediate access to it. We're also
going to create a few other interesting items for subscribers. A
radio show and possibly a TV show. It’s only going to get more
interesting as time passes. Stay tuned.

Note: If you're not already a subscriber, you can subscribe
directly from the forum area and get instant upgraded access to
the forum. Just click on the “SUBSCRIBE NOW™ link near the
top of the page.

Like I said, we’re working on a Radio Show which is being
headed up by “ThelnstallGuy™ and we’re considering the idea of
putting together a monthly (maybe even a weekly) TV Show.
We don’t have any specifics on cither one of these yet, but
we’re accepting suggestions and offers of help from our readers
for the time being. If you’d like to be part of either, send me an
email right away at zachary@blacklisted411.net

You’ll notice that Alex is being a lot more active lately, in both
online and in-person matters. He’s recently taken over as head
of the magazine. This change means that he’ll be bringing his
business experience to the magazine which is good for backend
operations and the overall health of the magazine. You’ll be
seeing him at more conventions and events, too. Be sure to
swing by our booth at the various hacker cons.

Speaking of hacker cons, Defcon was an amazing event this
year. It’s 14th convention to date, they get better every year.
Even though the event was moved to a new location this year
which caused some grief, it was still an awesome social
gathering. Quite frankly, it’s arguably the best hacker con on
the planet.

Unfortunately, I could not attend, but the magazine staff ran a
booth in the vendor room and mingled with the attendees during
the off hours. I've read the reports, I've heard the gossip and
I’ve see the pictures. All in all, this was a great success for Dark
Tangent and his awesome event! You can read about Defcon in
this issue. Be sure to check it out.

What about me? Regardless of Alex taking over, I'll still be
here working on the magazine itself and helping create new

Our hope was that the increased page count would i sales
and interest in the magazine.

While the interest did appear to increase, the sales did not. After
two issues of testing out this theory, it was decided to pull the
plug on the idea and revert back to our original 60-page format.

So, what have we been doing over here at the magazine lately?
We've been making sweeping changes across every level of the
magi . Some of these changes are obvious while others are

tent for the website and anything else we come up with. In
fact, you’ll probably see me more often now that I have extra
time on my hands. Having Alex take care of day to day has
freed up a lot of my time that 1 would otherwise have spent
dealing with magazine operations. [ can now devote a
significant portion of my attention to the magazine in more
creative ways.

We're thinking about expanding our “street crew” to include
more people who want to help spread the word about the

not casily noticed. I'll take some time now to explain some of
what’s going on.

First and foremost would be the forum. If you haven't noticed
already, check out the forum! We migrated over to vBulletin
from the phpBB platform.  vBulletin will give us much more
creative control of how we use our forum. We intend to use the
forum to provide a reliable means for the community to share
ideas and with the staff. 1f you have not
done so yet, please check out the forum. By the way, if you're a
subscriber, contact Alex so he can set you up with subscriber
access to the forum. Be sure to include real name/address so he
can identify your subscription status.
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attend 8! and be our eyes and
ears in the community. We've already got a few good people
taking on the project, but they can only do so much. If you like
the magazine and want to help out in any way, you really should
contact us and let us know. There’s so many possibilities with
the magazine and plenty of room for expansion. We've very
receptive to ideas and constructive criticism, so don’t be afraid
to approach us.

As always, we want to hear from you, our readers. If you have
any questions, comments, suggestions or complaints, speak up.
Hack the system!!

- Editor

Blacklisted! 411



THE ART OF DSL

Written By: ThelnstallGuy

Introduction

[ feel this topic has been neglected lately and would like to reopen the topic for discussion. Since the release of VDSL,
there have been a lot of changes in the way the service works and things that can be done to enhance your experience
with it. Now, keep in mind that this article will primarily be based on A/VDSL connections in Canada. Most of the
information here should be cross-platform. In the very least, this article should get you pointed in the right direction.

How It Works

I am sure most of you are aware of how ADSL works. I will only offer a summary here.. All DSL connections
require an authentication (uname and pword). Once this is authorized by the SHASTA (Large servers used for
nothing but authentication), an IP address is handed out by the RADIUS server. Alot of people are under the
impression that the IP’s are Dynamic, this is only partially true. An explanation of Radius servers is beyond the scope
of this article, but feel free to Google it. Alright, so now you have an IP address and are able to browse. The last thing
of mention here is to notice that it is actually the PPPoE adapter that gets the IP on your computer. When you first
install the software for a DSL connection, (Pre-Windows XP. XP actually has built in software to do this) it creates a
software layer connection that allows you to authenticate to the providers service. This connectoid is what actually
receives the IP address from the provider. In Windows command prompt, running an “ipconfig /all” will show you
two different connections, 1 for the actual physical network card and 1 for the software level connection. You will
notice your actual network card will still have a 169..... Non-routable IP address and the software connectoid holds
the valid IP to the network.

With the introduction on VDSL, a few things have changed. Most noticeably is the VDSL box that now sits atop of
your TV. This new device not only acts as a DSL modem, but also acts as your TV receiver. The way this is
accomplished is by sending multiple signals down the phone line (TV, DSL, Land Line). These signals are separated
into frequency bands. Once inside the home, the land line or phone frequency is filtered off immediately. The
remaining frequencies are sent to the TV box and filtered appropriately. Lastly, I would just like to point out that since
the introduction of VDSL, all VDSL subscribers are receiving 17-20MB connections to there home! Most of that is
required for the TV, but we will explore shifting that number in a later article.

How to Fix it

In this part of the article, I am going to discuss a few of the common and not so common errors seen in DSL
connections. Although there are numerous sites that explain various error codes, most of them are very generic and
don’t help all that much. The trouble codes that are listed below are Windows XP generated. If you are using an older
OS, then refer to the manual that came with the PPPoE software. There will be specific codes generated by that
software.

Error 619 & 691: For all intensive purposes, these are the same. Incorrect uname and pword. The only other option
here is to disable the Symantec Password Validator in MSConfig under the services tab if you are using Norton 2004
or later.

Error 769: This error tells you that your network card is disabled. Locate your network connections, right click the
“local area connection” and select enable. You should be good to go.

*Note: This problem does misrepresent as error 678 on occasion.

Error 678: This one is a fun one. You have and endless selection of options. Basically, this error means that you
either have no communication between your computer and the modem or no communication from the modem to your
provider. If the lights flash on the modem (without a router) while you’re trying to connect, then you can be fairly
certain the problem exists at the provider level. Check all cables and connections and contact your provider. If the
lights do not flash on the modem while trying to connect, then there is something that is blocking any communication
to your modem. I will start with the most common fix and move to the more detailed. First, try power-cycling the
modem and the computer. Next, as mentioned above, check network connections for a disabled network card. If the
problem hasn’t been resolved at this point, it is most likely due to software. Software firewalls and anti-virus are
common culprits, especially after they run automatic updates. The easiest and most effective is to either disable them
on startup from the MSConfig utility, or just uninstall them. Yes, the un-installation takes some time, but it will allow
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