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Ok...last time we had this little section dedicated as a shout out to a bunch of phriends and other people
that have some meaning to the staff. But, as is always the case, there were omissions and errors....First
off, | totally forgot someone who, although it wasn't readily apparent, did have an influence on what we
are doing here. Thanx for reminding me that | forgot you. This one's for you Jazzlicks. Almost...heheh
Also, our phriend Shanen got her named misspelled. "There's only ONE N in Shanen!" DUH! on me!!
Sorry 'bout that honey!!! Forgive me??? Thanx :):)Well, fortunately that was all the mistakes in that
section, at least all the ones that | was made aware of!!! If there were any other mistakes or omissions,
why didn't you tell me!!! Too late now, huh? Ok, I'm not baggin' on you or anything but come on!!! Ok, |
think I've taken up enough space in here for this issue except | still need to say one more statement.
Thanx Mom for hanging in there for me and helping me out while | get this done. Oh, btw, | just got the
cutest little kitten...hi Sparky!!! ok, that's it...see ya on the flip side!!
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a message from the editor

| must say | am very pleased with the responses we've gotten
from our first issue. People just loved the cover and it seems
to be the most catching part of the magazine. The cover IS
what gets peoples attention and we succeeded in doing just
that. But, we also made sure the mag was worth picking up
and looking in between the pretty cover as well. From the
letters we've gotten we succeeded there too. Congratulations
on all those who helped us put it together...you know who you
are!l!

A few comments I'd like to address concerning a couple of
complaints. One person was not too happy with our article on
pyrotechnic chemicals. | can understand some of the leftists
radicals not wanting anything pyro being published in the
wake of things like the Oklahoma City bombing and the
Unabomber. However, this is a free country and our right to
free speech IS protected by the 1st Amendment to the
Constitution. Besides, if anyone reads the article it does not
detail how to make a bomb. All the article listed was the
various chemicals that are used in pyrotechnic, or firework
displays. The name of the chemical was given and a brief
description of it effect on the outcome of the explosion was
given. I'd hardly consider it plans to make a bomb. | know it's
a touchy subject and | hope objective and open minded
people were not offended. Of course, like the saying goes,
‘you can please all of the people some of the time and you
can please some of the people all of the time; but you can't
please all of the people all of the time." I'm sure there were
people who thought the 555 Timer article was a bunch of
bullshit too.

The cover was a great success and we only had one letter
that complained in any way about it. They thought the THUD
logo was out of the sixties or something. Hey, I'll have you
know our computer designer worked very hard on that logo!!
But rest assured, they aren’t taking offense. In fact, the letter
was written in a very constructively criticizing manner. The
person also happened to send a floppy with some of their own
logo ideas as well, and we were so pleased with one of their
designs that we decided to put it on the cover of this issue. |
hope you all go WOW as much as we did when we first saw a
full test render of the cover. If anyone else has some cool logo
ideas feel free to send them in. However, if you do and want
a chance at us possibly using it, you should send it on disk as
paper copies just don't scan very well...basically it'd end up
looking like shit. Now, on to the insides of this issue.

In the tradition of articles for the beginner and novice alike we
have an article on how to make a Dual Tone Multi Frequency
(DTMF) decoder and display. It's a great little gadget that
anyone with a beginning electronics background should be
able to build. It does use some hard to find parts but sources
for those are listed. The designer built and tested the device
and | even saw it in action myself. It was quite cool and | can
say that it definitely works. Oh, we hope you like the
centerfold schematic idea. Now you have something else to
stare at while you sit on the pot in the morn!!!

We also have a bitchen article about TEMPEST technology.
Man, | ‘bout shit my pants when | read this article. It's a very
well written piece of work and | think everyone should pay
close attention to it. | encourage all our readers to share this
one with their friends and co-workers alike. It's really amazing
what technology can do and how it can be used against you.
The scary part about this is that there’s no way to detect it!!!
But I'll let you read the article for more info.

There's also an excellent article on LIDAR. I'm sure you've at
least heard of it. The police use it to snag speeding drivers. It
works on a similar principle as RADAR but uses an infrared
LASER beam instead. It works almost instantly and you have
to have a special detector to detect it. There are, however,
ways of defeating or at least making it more difficult for the
officer to use LIDAR. Read the article and find out more!!!

Software reviews. Now who doesn't like to read about
software before buying. This issue we have a review of
Electronics Workbench 5.0 and is this ever a nifty program.
With this software one can design and test an electronic
circuit on their home PC. You can find out whether your idea
is gonna work or not without spending bucks on parts!!! It can
handle both analog and digital components, and at the same
time!!! It's also a great tool for the beginner in electronics as a
virtual lab tool. Read all about it on page 24.

You'll also find in between our awesome full color cover and
article about how to find peoples E-mail address on the
internet. Yes, it can be done and there are so many ways to
do it that all | can say is to read the article. There's quite a bit
of info there so take your time reading it. Oh, and even if
you're not interested in finding someone else's e-mail
address, read the article anyway to find out how others may
be trying to find yours!!! That way you could take measures to
stop unwanted e-mail....otherwise known as SPAM. BTW,
what's wrong with Spam? | happen to like canned meat!!! :)

Well, let's see, what else have we got. There's the beginnings
of quite a comprehensive frequency bandplan. It's more than
just a freq. list, it actually shows what the allocations are from
the FCC. Uhmm, there's a cool little article on a few items that
one of our staffers grabbed at ECSC (see the ad on the inside
back cover) that they thought were the best thing since sliced
bread. Hmmm...wonder what was best BEFORE sliced bread.
Ok, there's also some reviews on some hacker CD-ROMS
that I'm sure you won't want to miss. You really oughta get
these discs. They're so packed with info I'm sure everyone
would find something useful.

Well, that's about it for now. | could go on and on describing
what’s in this issue but then I'd have to add more pages!!! It's
a vicious circle. All in all I'm sure you'll be pleased with what
we're doing here. Oh, and just a quick plug for a couple of
other fine magazines...Don't forget to get your latest copies of
Blacklisted! 411 and 2600 when you pick up THUD!

WANT 70 START A THUD MEETING IN YOUR AREA?
PLEASE SEND YOUR IDEAS ON TS TOPIC.

INCLUDE DAY/TIME WHEN YOU'D LIKE TO HAVE MEETINGS HELD.

INCLUDE CONTACT INFORMATION SO WE CAN DISCUSS YOUR IDEAS.
SEE PAGE 35 FOR SPECIFIC INFORMATION ON NOTIFYING US OF MEETINGS IN YOUR AREA
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Questions, Answers

Letters from you...

THUD:

Just a little quiz for the cover of Vol 1 Issue 1. What is wrong
with the picture? The phone receiver is off the hook yet the
hook is still in the down position.

freaky@SzaticUsers.net

Yeah, we were wondering if anyone would notice that one.
We kinda did that one on purpose for legal reasons. See, that
way it PROVES that the persons taking the picture were not
REALLY red-boxing. Sorry, US Government, no crime
committed here!! Nyaah-Nyaaa-Nyaaa-Nyaah-Nyaaah!! :)
When the photographers went out looking they actually found
the phone in that condition and saved them the trouble of
sticking a piece of gum in the mechanism to keep the hook
down. What luck!! | hate wasting gum.

THUD! | picked up your magazine at the news stand a while
back. | was impressed. Your audience seems to range from
beginner to pro. | enjoyed reading your article on the 555
timer chip. | have been working on a project myself, and
keeping in the tradition of dummy articles, here is one | wrote.
Maybe this could become an open column? Anyway, these
methods | describe are tried and true. | have successfully
leeched hard drive directories, password files, and classified
documents using the tools | describe. | hope that you will
share this information in your magazine.

Ray Dios Haque
President of the United Phreaks Syndicate
http://welcome.to/ups

Yes, we are striving very diligently to include all levels of
hackers and phreakers. We do not believe in putting down the
newbies and giving them a hard time for asking the simple
questions. THE ONLY STUPID QUESTION IS THE ONE
THAT GOES UNASKED!!! With that said, we are pleased our
efforts are succeeding. The 555 article, and others like it in
this and future issues hopefully will be written in such a way
that it is not over the heads of the beginners yet still offers
usable information for advanced hackers.

Also, we liked your submission and you'll find it on page 12 in
this issue. Most areas of the magazine are open and all
readers are welcome to send in their written works for
consideration. It's the spread of information and knowledge
that we're interested in. Send submissions to

THUD Magazine Articles
P.O. Box 2521, Cypress, CA 90630

THUD:

Meeting: Wow Superstore - Sahara - Decator, Las Vegas
Nevada. Time: First Friday every month, 8pm.

www.nevadaunderground.org
ky@ daundergr d.org

£

EXCELLENT!! Only one issue out so far and the response
has just been so awesome. Listen up all you Lost Wages
folks, attend this meeting and support the local Vegas

hackers!!! Oh, and don't forget to check out the website...it's
pretty cool too!!. If others want to start their own meetings for
their area, please let us know!! It's an excellent way to meet
other hackers, exchange ideas, learn something new, and
heck, a it’s a chance to make new friends!!! For specifics on
notifying us about meetings, see page 35. There you'll find the
information we need to properly inform others of new meets!

THUD:

Hi guyz!! Great mag. Was picking up my copies of 411 and
2600 and saw this awesome color cover. | just had to grab
myself a copy. I'm hooked! Now | have three different hacking
mags to learn from. It's great. They all cover different areas.
Keep up the good work!!

Enrico

Thanx for the warm comments. That’s actually something we
are trying to do is to make sure we don’t cover too much of the
same exact material, unless we can offer a better or more
updated version of it. We only want to present the best for our
readers and hope that by there being several sources for
material of this nature, we will only accentuate the information
available and make it easier for everyone to read it.

THUD:

| am writing to tell you that | enjoyed your first issue of THUD.
| live in Hawaii and have been a Phreaker and Hacker for
sometime. | am currently writing an article for your Phine
magazine, | have also been a avid reader of your sister
publication blacklisted 411 for sometime as well as 2600.
What drew me to your magazine was the cover showing a
person Red Boxing a Phone. Well keep up the good work!

Here’s a short poem for you Phreaks that live in Hawaii.

GTE Hawaiian Tel payphones and Starnet phones accept
6.5536MHz Red Box Tones.

The Mililani Phiber Phreak
aka-INOEK ORIHSAMAT

Great, we look forward to reading your submission and
possibly printing it. Listen up everyone, if you have good
experiences that can be used to teach-others of our fine art,
WRITE ABOUT IT and SEND IT IN!!! The whole idea is an
exchange if information and knowledge.

Oh, and thanx for that very short poem...I had to read it twice
to understand it. Very profound...moving....and....short.....,

THUD:

Just wanted to say cool mag. | like the color cover. | was
wondering if you guys have plans of going FULL color inside
and out?

Derrick 12

We haven't seen a need to go color inside. But who knows?

I’'ve NEVER seen THUD before!
What Gives?

We’re brand new and have not been for sale anywhere before this.
We’re still looking for people to write for us.

We still need LETTERS sent in.

We still need photographs and artwork sent in, as well.

Read above.
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THUD:

| love the magazine. it seems to be far more clear to newbie
lamers like myself than either 2600 or Blacklisted. Cuz of yer
common question thing, | finally decided to try my hand at a
red box. | went the easy way, downloaded Cool Edit, and
copied the sounds to a microcassette recorder. Unfortunately,
| don't think any of the phones around here are old enough for
it to work. But it was a grand learning experience nonetheless.

McPunk

Thanx for the compliments. We're not trying to out do or put
down either Blacklisted or 2600. Heck, Blacklisted is our sister
publication, why would we knock them? Anyway, they are
both very fine magazines and | hope they both survive for a
long time. Many of us here read both of them as well.

You're absolutely right about why your Red Box won't work.
The telephone companies got smart (oxymoron?) and
decided to modify the phones so that the mouthpiece is muted
until the coins are dropped, the number is dialed, and the
connection is completed. Supposedly one can remove the
microphone element from a phone which DOES accept Red
Boxing and place into the mouthpiece of a phone which does
not and defeat this sort of trickery. But I'm sure that that does
not work everywhere. Alas, it's a never ending arms race to
see who can outsmart whom.

THUD:

Can you inform me of some computer defense attorneys? It's
always good to keep in touch with a few.

freaky@SzaticUsers.net

You're absolutely right, knowing a few people who understand
hackers and also have the knowledge of our ‘legal’ system
could come in handy. hopefully none of us will ever need one.
But, to answer your question, we don’t have any attorneys in
particular that we can recommend. Perhaps there’s some
attorneys out there who are open minded and read our zine
that could send us a note? Heck, ask us to put an ad in the
mag, I'm sure you'll drum up some business. Another great
idea would be for someone to interview an attorney
discussing the various legal aspects of hacking and what'’s
involved when someone is alleged to have committed a
‘hacking’ crime.

THUD:

Dudes. | saw your mag on display when | went to go pick up
my copies of Blacklisted 411 and 2600. That color cover really
caught my attention. | had NO CHOICE but to check it out.
Really cool. Well, on to my question. | was wondering if the
FCC regulated line of sight infrared laser data links. Me and a
friend were thinking of setting one up to experiment with and
can't seem to find any literature on this issue. Maybe you can
help?

Bright Eyes

Wow, everyone seems to really like our cover, which is good.
That was the idea. As for the IR data link, the FCC considers
anything above 300GHz amateur and IR is WAY above that
so you're safe. Just be careful with the power and your eyes!!
Just because the laser radiation is invisible does not mean it
will not damage your eyes. Hey, if you get this thing working,
maybe you could write up and article for us. Maybe even
something so that others can give it a try? Hope it works!!!

THUD:

Does THUD magazine have a website or email address?
Snail mail just supports federal government.

freaky@SzaticUsers.net

Boy, you're sure full of questions, but we're glad to answer
them! At this time we do not have a website or an e-mail
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address. We've been concentrating so much on putting out
the mag and getting everything just right for our readers. We
are DEFINITELY interested in having a THUD website. It
WILL happen, it's just a matter of when is all. An e-mail
address is in the works and will surely be available before the
website. In fact, we should have that available and printed in
the next (Fall, 1998) issue.

THUD:

You're ‘zine kicks ass man!!! Where have you been all my
life? | really dig the cover. It looks so 3D. It's a great acid trip.
HA HA HA. But this picture, the phone isn’t even off the hook.
How are you going to do any red boxing like that? Did you
guyz brake [sic] it or something? Ought to tell the phone
company on you!! But it's still cool. | really liked the chemical
list. You should do a list of drugs. Thatd be cool. Cuz like
what you have | can’t smoke. | suppose | could smoke a
capacitor but | hear those are bad for you. Ever smoke a
capacitor? They smell cool. | love sticking them in power
strips and turning them on. POW!!!

AcidPhreak

Whoa, dude, like ease up on the drugs or sumthin, man.
You're like trippin too much, man. Like man, | dunno what to
say, man. Pass the bong, man. HAHAHAH ANYWAY!!! as
said in one of the letters above, it was kinda done on purpose
to prevent any legal probs. See above for more details. As for
drugs...uhmm....DRUGS ARE STUPID!!! didn’t you know
that? Besides, | don't think we could get away with that very
easily. We'd have the DEA on our backs. Now you wouldn't
want that to happen, would you?

THUD:

What does the crystal look like in the 43-146 tone dialer from
Radio Shack look like? In the first issue you said it looked like
a “capacitor.” What is a “capacitor” and what does it look
like??? Also, how do you install a new crystal into the 43-146
version of the Radio Shack tone dialer?

ORYAN28

Ok. First, a capacitor is an electronic component that is
capable of storing a very small charge. They are used in a
multiple of ways including frequency filtering, oscillators, and
analog delays. They come in a multitude of shapes and sizes,
ranging from tiny little brown discs about 3 millimeters in
diameter with two wire leads coming out of one side to huge
‘cans’ with dimensions of several inches. Since there’s a
second letter asking about the 43-146 Tone Dial mod, see the
answer to the very next letter her for specifics.

THUD:

In the first issue of the first volume of THUD you had Q&A
instead of letters to the editor and you described some of the
more popular boxes. Could you please send me more
information on making these boxes? | already made a beige
box and | am making a red box from a Radio Shack Tone
Dialer and a 6.5 MHz crystal. | need to know how to replace
the normal crystal in the 43-146 and what the disguised
crystal looks like. | heard it looks like a capacitor but | have no
idea what the looks like. | would like to make as many
different boxes as | can. Thank you very much,

Michael Davis

Yeah, since it was the first issue, how could we have a Letters
to the Editor section? hehehe but now we do and now we
have letters to print as well. I'm glad you have an interest in
the color boxes and in electronics in general. You're the
second person to ask about the crystal in the 43-146 Tone
Dialer.

Just to be accurate we went out and bought the 43-146 Tone
Dialer from our local Radio Shack. The crystal in the tone
dialer you are talking about should look like a brown ceramic
dipped component that’s wider than it is tall, with two leads
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coming out of one side. Ours was marked “25.38M” which is
a funny way of saying 3.58MHz. Guess they're really trying to
throw us off. It's soldered to the board right next to the two
white wires that go to the smaller piezo-electric speaker. The
crystal which must replace the original one in the tone dialer
is of a different size and shape and there may not be enough
room in the box for it to fit properly. If you are not familiar with
working on electronics and soldering, this could be an almost
impossible, if not at least a very frustrating task. But, there is
no better way to learn than by doing. Experience, and
especially mistakes, are the best teacher.

THUD:

Hey cool cover for the first issue. | took this pic of a payphone
that was ripped out, it's cool because you can use a lineman's
handset on the wires. They never had the phone
disconnected. P.S. sorry about my thumb in the top.

Douglas M.
Hey, that’s pretty cool. Stupid phone companies. And people
wonder why we get ripped off on our phone bills!!! hahahah It
could be that they don’t even KNOW that it's missing. A lot of
times they won't know something like this until someone
reports it. Someone probably snagged the phone to steal the
coins. It's much easier to take the whole phone and break
open the coin box in private than it is lo try and break into it in
place. Mind you, I'm not recc such practi Jjust
informing the unknowing that this is whar happens in the real
world where the media and corporations are not in as much
control as they like to thlnk they are. :) If thls phone belongs to
the phone cc are that a i testset will
NOT work on the Ioose wires. Oh, nice thumb print!!!

THUD:

Good ‘zine. Lotsa cool info. | really liked the review that Solar
Prophet did on Cool Edit. | have found that program to be
even more useful than the article even hinted at. Shit, you
could probably write a whole book on just that one little
shareware program. I'm a sort of wanna be musician and
Cool Edit helped me with a lot with being able to remix my

THUD

music. It's not professional software but what do you expect
for free? Oh yeah, it helped me make the Red Box tones like
what was suggested in the article. I'm fairly new at all this
hacking and phreaking business and I'm not really interested
in ripping anybody off, just want to learn what | can about the
world around me. Anyway, | taped the tones out to a greeting
card and went around checking some of the pay phones in my
area. Mind you | did this just for experimentation and
curiosities sake only!!! hehehe | must have tried at least a
dozen phones (I'm really persistent) before | found an old beat
up phone outside one of the local liquor stores that let me
phool it. | can really see how phreaking used to be big in the
Eighties before the phone companies got wise to most of the
tricks. Anyway, just wanted to share my experiences with you
and send my $$$ in for a subscription. Keep up the good
work!!

Prince Nothing
So Cal

Heya Prince. Now that’'s the spirit of a true hacker/
phreaker...persistence to satisfy cunosrty If it wasn‘t for
curiosity we'd have no ad in computers,
communications, or ANY field for that matter. It was once said
to me that the definition of a scientist is someone who seeks
knowledge for the sake of knowledge. Does that make all us
hacker/phreakers scientists? Hmmm...that's an interesting
philosophical thought!! HAHAHA “So where'd you get your
degree?” “From the back of THUD magazine!!!”
heheh..sorry...off on a tangent. I'm pleased that our article
reviewing Cool Edit was of help to you. Another satisfied
customer. :) Hey, if you get any really cool remixes send
those in too. We may not be able to print it but I'd love to hear
what you've got!! One of our staff dabbles in remixing other
peoples music as a hobby.

THUD:

Man, that cover was really cool. All that text in the background
was really neat. And it was all real stuph too!! | recognized on
the back cover parts of a phile about hacking AOL!!! Seeing
that ASCII text reminds of when BBS’s were king and us
hackerz spread our material via philez on warez boardz and
such. Oh those were the days. But due to the internet, BBS
has gone out of style. Most of the boards in my area are gone
and the ones that do remain and pay boards supported by
wanna be rich kids. The good stuph never lasts, | tell ya. But |
really like what you've done with the mag. It's got the flavor of
those old philez, just in a new and updated format. With the
internet the size it is it is so hard to find good information
these days. Seems like any old geek can start up a web site
and put anything they want up there. Doesn’t matter if it's
correct information, or even their own!! I've seen copies of the
same stuff on multiple sites and many of them spout it off as
their own work. Sad...| don't recall that happening in that dayz
of yore. But enough of my reminiscing, thanx for the blast to
the past!!

The Stroker

| hear ya on that one. It really seems the BBSer is a dying
breed. There are still a few BBS out there but like you said
they’re mostly pay boards and don’t have shit on them. Any
others that are still out there are for those die hards that don’t
want to see a good thing pass. | see much of the problem as
a generation gap of sorts. When we got into computers, BBS
were the only game in town. Then came the net. Now, when
new kids get into computers they go straight to the net
instead. Now don't get me wrong. The net is a great thing. |
couldn't live without it. But it seems so cold and impersonal
when compared to a BBS. On a BBS you could chat with
people that you knew were in your area and if you went to a
local user meet you could actually see the faces behind the
screen. On the net you have no idea who you might be talking
to. Heck, it could be some private detective passing as a
Canadian lumberjack lady with a fetish for wood trying to snag
people who just want a fun convo. Don't recall that problem
BBSing. | don't think BBSing will ever truly die, just as people
still restore and drive old Model T Fords. There will always be
those who love them and won't allow them to die.
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Nowhere to run...Nowhere to hide...
The vulnerability of CRT's, CPU's and peripherals
to TEMPEST monitoring in the real world..

The following article is reprlmed by perrnisslon We suggest you visit WWW.THECODEX.COM for more information.
It’s a really full of infor ion on the latest in surveillance technology and how vulnerable we are
to it's misuse. Don’t forget to pick up the winter issue of THUD as we will have further information on TEMPEST
technolog_y. You won’t be disappointed!

George Orwell wrote the classic "1984" in 1949. He depicted a world in which the government controlled it's citizens and a
world devoid of privacy. Many of the things Orwell wrote almost fifty years ago have come to pass.

Surveillance technology has progressed to the point that is possible to identify individuals walking city streets from satellites in
orbit. Telephone, fax and e-mail communications can routinely be monitored. Personal information files are kept on citizens
from cradle to grave. There is nowhere to run...nowhere to hide...

The advent of the personal computer has revolutionized the way we do business, keep records, communicate and entertain
ourselves. Computers have taken the place of typewriters, telephones, fax and telex machines.

The Internet has opened up a new world of high speed and inexpensive communications. How secure and private is it? There
are many encryption programs and hardware devices available for security purposes but what about the computer terminal
itself? How safe is it? What are it's vulnerabilities? Hackers have been known to cause mischief from time to time...Is it
possible for an adversary to snoop on your private data? Can Big Brother?

Suppose it was possible to aim a device or an antenna at your apartment or home from across the street or down the block.
Suppose you were working on a confidential business project on your PC. Suppose that device down the block could read
what you were typing and viewing on the CRT? Feeling uncomfortable? Suppose that device could monitor everything you do
on your computer by collecting electromagnetic radiation emitted from your computer's CRT, CPU and/or peripheral
equipment, reconstruct those emissions into coherent receivable signals and store them for later review? Feeling faint? Good.
The technology exists...and it has for some time....

You don't have to worry about a "middle of the night" break-in by some clandestine government black-bag team to plant a bug.
They never have to enter your home or office. Seedy looking private investigators or the information warrior won't be found
tampering with your telephone lines in the basement either...it's not necessary...all they have to do is point an antenna...safely,
from a distance away...and collect your private data...

This surveillance technique has become known as TEMPEST monitoring. TEMPEST stands for Transient Electromagnetic
Pulse Standard. It is the standard by which the government measures electromagnetic computer emissions and details what
is safe (allowed to leak) from monitoring. The standards are detailed in NACSIM 5100A, a document which has been classified
by the National Security Agency. Devices which conform to this standard are called TEMPEST certified.

In 1985, the Dutch scientist Wim van Eck published a paper which was written about in the prestigious "Computers & Security”
journal, "Electromagnetic Radiation from Video Display Units: An Eavesdropping Risk?" Vol 4 (4) pp 269-286. The paper
caused a panic in certain government circles and was immediately classified as is just about all TEMPEST information.

Wim van Eck's work proved that Video Display Units (CRT's) emitted electromagnetic radiation similar to radio waves and that
they could be intercepted, reconstructed and viewed from a remote location. This of course compromises security of data
being worked on and viewed by the computer's user. Over the years TEMPEST monitoring has also been called van Eck
monitoring or van Eck eavesdropping.

In 1990, Professor Erhard Moller of Acchen University in Germany published a paper, "Protective Measures Against
Compromising Electromagnetic Radiation Emitted by Video Display Terminals". Moller's paper which updated in detail van
Ecks's work also caused a furor.

The government's policy of TEMPEST secrecy has created a double edged sword. By classifying TEMPEST standards, they
inhibit private citizens and industry by failing to provide the means of adequately shielding PC's and/or computer facilities.
There is an old saying, "You can't drive a nail without the hammer". If concerned personnel don't know the minimum standards
for protection...how can they shield and protect? Shielding does exist which can prevent individuals and companies from being
victims to TEMPEST monitoring. But without knowing the amount of shielding necessary...

Perhaps this is the way the government wants it... My work has focused on constructing a countermeasures device to collect
and reconstruct electromagnetic emissions from CRT's, CPU's and peripherals to diagnose emission levels and give security
personnel a hands-on tool with which they can safeguard their computer data.

In testing my countermeasures device | concentrated on interception and reconstruction of the three types of emitted
electromagnetic radiation written about in van Eck and Moller's work.

1. Electromagnetic radiation emitted from CRT's - similar to radio waves.
2. Shell waves on the surface of connections and cables.
3. Compromising radiation conducted through the power line.

| found my greatest success (distance & quality) was in the collection of emitted radiation from the CRT although we were
equally successful in our other experiments. In our opinion the greatest danger of TEMPEST monitoring comes from off
.premises and we decided early on to concentrate in this area. A workable countermeasures tool would give security personnel
a handle on distance from which compromising electromagnetic radiation could be collected. Hopefully full countermeasures
would then be implemented.
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This also is a double edged sword. The device | built albeit a countermeasures tool...can be used as an offensive TEMPEST
monitoring device. My concerns however are that if such a device is not made available to the private sector...then the private
sector is at the mercy of the information warrior using it.

TEMPEST MONITORING...HOW IT WORKS

TEMPEST monitoring is passive. It cannot be detected. The computer emits compromising radiation which can be
reconstructed from a remote location. There is no need to ever come near the target. No reason ever to go back to change a
faulty bug like the Watergate burglars...It can be performed from an office or a vehicle with no chance of discovery. The
premise is very simple.

All electronic devices emit some low level electromagnetic radiation. Whenever an electric current changes in voltage level it
generates electromagnetic pulses that radiate invisible radio waves. Similar to the ripples caused by dropping a small rock into
a quite pool of water. These electromagnetic radio waves can carry a great distance.

Computer monitors like televisions contain an electron gun in the back of the picture tube which transmits a beam of electrons
(electric current). When the electrons strike the screen they cause the pixels to fluoresce. This beam scans across the screen
from top to bottom very rapidly in a repetitive manner, line by line, flashing on and off, making the screen light and dark,
creating the viewed image. These changes in the high voltage system of the monitor generate the incoherent signal that
TEMPEST monitoring equipment receive, reconstruct and view.

We have found that most monitors emit signals in the 2 to 20 Mhz range although harmonics are fairly strong and can be
intercepted. Radiated harmonics of the video signal bear a remarkable resemblance to broadcast TV signals although various
forms of sync must be restored.

Associated unshielded cabling can act as an antenna and increase interception range. Emissions can be conducted down
power cables and supplies. Computers attached to unshielded telephone lines are easy prey as the telephone line acts as an
excellent antenna. Printers and their cables are not immune either. The average computer setup in the home or office could
be compared to a base station transmitting it's signals all over the neighborhood.

Put quite simply, it is easy for someone with basic electronics knowledge to eavesdrop on you while you are using a computer.
They might not be able to steal everything from the hard disk but they can view anything you do....see anything you see...

HOW IT'S DONE...THE COMPONENTS

A good commercial wide band radio receiver preferably designed for surveillance (requires a little modification) with spectrum
display. Sensitivity and selectivity are paramount. Not all receivers will do the job adequately.

Horizontal and vertical sync generator. Commercially available and will require some modification.
Multi-Scan Video Monitor with Shielded cables.
Active Directional Antenna (phased antenna array) with shielded cables. Think radio telescope.
Video tape recording equipment. For capture and later review.

WHAT WE WERE ABLE TO CAPTURE...

Bench testing of the unit was quite successful in and around the office. Several computers were targeted and interception of
the data was simple after injecting and restoring vertical and horizontal sync. We had no problem viewing computer screens
on adjacent floors in the building (we were sometimes hindered by noise) and were able to differentiate (to my surprise)
between different computers in a large office. We aimed our device out the window across the street at an adjacent office
building and were able to view CRT screens without too much difficulty.

| should mention here that during the field tests NO DATA WAS STORED FROM TARGET COMPUTERS. We were not on an
eavesdropping mission. We simply were interested in testing OUR equipment; not spying on others.

Field testing of the unit was quite different and required continuing manipulation of the equipment. From a vehicle in a
suburban area we were able to view active televisions inside homes ( the cable/pay-per-view people could have a field day)
and what programs residents were watching. When we came across homes with active computers we were able to view
CRTs. Average range was approximately 300 yards.

We continued to test the device in a suburb of New York City with startling results. We were able to view CRT screens at ATM
machines, banks, the local state lottery machine in a neighborhood candy store, a doctor's office, the local high school, the fire
department, the local police department doing a DMV license plate check, a branch office of a securities trader making a stock
trade and the local gas station tallying up his days receipts. We didn't expect that any of our "targets” would be TEMPEST
certified and we were correct.

BIGGER FISH IN A BIGGER POND

We took our DataScan device, as we named it, to New York City. The Big Apple. We were interested in testing the integrity of
various computer facilities and also wanted to see how our device would operate in an urban environment.

Let me start off by saying New York is in a lot of trouble. We started at Battery Park (the southern tip of Manhattan Island) and
headed north to Wall Street. The US Customs building leaks information as well as the Federal Reserve. Wall Street itself was
a wealth of information for anyone interested. With hundreds of securities and brokerage companies located within a few
blocks of each other, all an information warrior need do is rent an office with a view and aim his antenna. We were able to view
CRT's in MANY executive offices.

The World Trade Center was fertile. It afforded open parking areas nearby with millions of glass windows to snoop...we were
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