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MISSION OBJECTIVES

• Unders tand  new ways  to  check  in  c l ients  and  manage the i r  expectat ions
• Unders tand  new d iagnost ic  p rocesses  and  too ls
• Troub leshoot  and  e rad icate  v i ruses  e f fec t i ve ly
• Unders tand  what  Adware/Spyware  a re  and  how to  e rad icate  them
• Learn  new,  bas ic ,  and  low leve l  t roub leshoot ing  p rocedures
• Learn  more  e f fec t i ve  ways  o f  reso lv ing  advanced  operat ing  sys tem issues ,  NOT jus t  

res to r ing
• Reso lve  advanced  Winsock/Dia l -up  Network ing  i ssues
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2 .0  -  LEVEL  1  –  PRE-OPERATIONS (PRE-OP)

The  fo l lowing  a re  s teps  that  take  on ly  a  moment  andA be  per fo rmed on  every  computer  
before  i t  i s  checked  in to  tech  bench  o r  a t  the  beg in ing  o f  an  on-s i te  serv ice  ca l l

•  Rep l i ca te  c l ient ’s  i ssue (s )
• Open  the  computer  case :
• Check  fo r  dust
• Check  fo r  d is tended  capac i to rs
• Check  fo r  unseated  cards  and  unconnected  cab les
• Check  fans  fo r  p roper  operat ion

• Per fo rm v isua l  so f tware  inspect ion  fo r  v i ruses  and  spyware
• Check  fo r  rogue  p rocesses  and  s ta r tup  app l i ca t ions

Check  For  Dust
The  fo l lowing  a re  p rob lems that  can  and  wi l l  be  caused  by  dust :
•  Stat ic  E lec t r i c i t y
• Heat
• Fan  mal funct ion  
• System board  shor ts  

Typ ica l l y,  you  can  use  some type  o f  p ressured  a i r  tank  ( l i ke  the  one  used  in  Mobi le  Ins ta l l )  to  
e f fec t i ve ly  c lean  out  computers .  Because  o f  the  chemica l  res idue  that  may  accumulate  on  the  
sys tem board ,  canned  a i r  i s  not  recommended fo r  per fo rming  th is .  Get  author i za t ion  f rom the  
c l ient  fo r  a  System C lean ing  before  per fo rming  th is  task .

D is tended  Capac i to rs
A Dis tended  Capac i to r  i s  an  immediate  serv ice  d isqua l i f ie r.  When a  d is tended  capac i to r  i s  
found ,  you  can  deem the  computer  to  have  a  defect ive  sys tem board .  Look  fo r  e i ther  a  bu lge  on  
the  top  s ide  o f  the  capac i to r  o r  an  ac id - l i ke  mark  on  the  top  o r  the  bot tom of  the  capac i to r.
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3 .0  -  COMPUTER CHECK- IN

* Per fo rm the  in i t ia l  d iagnos is  fo r  the  p roduct  before  c reat ing  a  STAR Serv ice  Order

For  a l l  computers ,  admin is te r  the  fo l lowing :  

Per fo rm the  Non-Negot iab les
• Requ i re  the  c l ient  to  s ign  d isc la imer  fo rm.
• Each  computer  i s  g ranted  a  f i ve  minute  consu l ta t ion .  These  f i ve  minutes  shou ld  be  used  

fo r  “qu ick  f i xes”  and  the  in i t ia l  d iagnost ic .  A l l  s teps  o f  C .A .R .E .  shou ld  be  admin is te red  
a t  th is  t ime as  wel l .

•  I f  the  computer  i s  ab le  to  be  repa i red  in  less  than  f i ve  minutes ,  per fo rm repa i rs  and  
send  c l ient  on  the i r  way.  

•  I f  computer  i s  not  ab le  to  be  repa i red  dur ing  in i t ia l  consu l ta t ion  phase ,  in fo rm the  
c l ient  that  a  fu l l ,  in -depth  d iagnos is  must  be  per fo rmed to  determine  the  nature  and  
ex tent  o f  the  p rob lem(s ) .

•  I f  the  c l ient ’s  equ ipment  i s  not  covered  by  a  war ranty  o r  PSP,  in fo rm c l ient  that  a  $59  
d iagnost ic  fee  i s  necessary  to  per fo rm the  d iagnost ic  p rocedures  to  determine  the  
p rob lem.

 • In fo rm c l ient  o f  ant ic ipated  to ta l  cos t  o f  se rv ice  and  a lso  in fo rm them that  the  
$59  d iagnost ic  fee  i s  non- re fundab le  and  does  not  app ly  towards  the  cost  o f  the  
repa i rs .

 •  I f  p roduct  i s  covered  under  by  a  war ranty  o r  PSP  the  $59  d iagnost ic  fee  i s  
waived .

• Create  STAR tag  a t  th is  t ime wi th  deta i led  notes .
• Co l lec t  $59  D iagnost ic  Fee  th rough  P.O .S .  and  a t tach  copy  o f  rece ip t  to  s igned  STAR 

Tag .
• In fo rm c l ient  that  they  wi l l  be  rece iv ing  a  phone  ca l l  wi th  a  quote  fo r  to ta l  cos t  o f  

repa i rs  wi th in  g iven  t ime f rame

Dur ing  the  in i t ia l  conso la t ion  phase  a  thorough  examinat ion  o f  both  hardware  and  sof tware  
p ieces  shou ld  be  per fo rmed to  make  a  very  knowledgeab le  and  accurate  rough  es t imate  fo r  
to ta l  cos t  o f  repa i rs .

Examinat ion  po in ts  to  cons ider,  but  not  l imi ted  to :  
•  Open  case  to  check  fo r  dust
• Proper  operat ion  o f  a l l  fans
• Unseated  cards  and  cab les
• Dis tended  capac i to rs
• Spyware  and  o r  Vi ruses
• Low sys tem resources
• Amount  o f  memory
• Any  o ther  app l i cab le  examinat ions  that  the  techn ic ian  fee ls  necessary
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3 .1  -  IN-STORE FORMS

In-Store  Tact ica l  Ana lys is  ( f ront )

Data  co l lec t ion  po in ts  inc lude
• C l ient ’s  persona l :  name,  address ,  phone ,  computer  hab i ts
• C l ient ’s  computer  in fo rmat ion :  OS vers ion ,  CPU,  RAM,  HD
• Pre-Op check l i t s

Customer  feedback  in fo rmat ion
• Debr ie f ing  and  Recommendat ions :  recommendat ions  o f  what  shou ld/might  be  done  to  computer
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Tact ica l  Case  Repor t

• Techn ic ian ’s  note  sect ion
• Techn ic ian  wi l l  document  ALL  work  per fo rmed and  the  resu l ts  here
• Th is  wi l l  be  shown to  the  c l ient  when they  p ick  the i r  mach ine  up
• Addi t iona l  notes  about  the  c l ient ’s  computer
• Payment  due
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4 .0  -  LEVEL  2  D IAGNOSTICS

• Run PC  Doctor
• Run  DFT
• Run  v i rus  scan  
• Run  spyware  scan  ( re fe rence  sect ion  6 .8  fo r  ins t ruc t ions )

Document  ALL  Leve l  2  d iagnost ic  f ind ings .  There  a re  appropr ia te  sect ions  on  the  “ In -Store  
Tact ica l  Ana lys is”  fo rm fo r  a l l  o f  the  Leve l  1  and  Leve l  2  D iagnost ic  tes ts  under  the  sect ion  
labe led  “System Diagnos is” .  

I f  poss ib le  hard  d r i ve  fa i lu re  i s  p resent ,  IMMEDIATELY STOP work ing  on  the  c l ient ’s  mach ine  
and  contact  them wi th  f ind ings/so lu t ions .

Once  your  Leve l  2  d iagnost ics  a re  completed ,  s top  work ing  on  the  mach ine  and  contact  the  
c l ient  fo r  approva l .
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4 .1  -  PC-DOCTOR DIAGNOSTICS

• Star t  the  PC  in to  any  vers ion  o f  Mic rosof t® Windows®
• Close  a l l  p rograms,  INCLUDING ant i -v i rus  p rograms
• Inser t  the  PC-Doctor  CD in to  the  CD-ROM
• Connect  Para l le l  loop  back  Adaptor  (p rogram wi l l  not  run  wi thout  i t )
•  Se lec t  one  o f  the  ins ta l l  opt ions  f rom the  Opt ions  menu

• Ins ta l l
•  Qu ick  Ins ta l l  and  Run
• Create  se l f -boot ing  d isk
• Run  PC-Doctor  f rom CD
• Uninsta l l

•  Example  ( runn ing  wi th in  OS)

• Se lec t  D iagnost ics  f rom the  menu

The program wi l l  ask  you  to  se lec t  the  tes ts  to
be  run  and  then  p rompt  you  to  th is  sc reen  to  conf i rm 
( th is  wi l l  a lso  g ive  you  any  spec ia l  ins t ruc t ions  fo r  each  tes t )

•  Test ing  wi l l  commence  and  record  parameters  and  s ta tus
• Note :  Some tes ts  (mouse ,  g raph ics ,  keyboard )  wi l l  requ i re  in te rac t ion .   Once  aga in  th is  

wi l l  be  noted  as  spec ia l  ins t ruc t ions  before  the  tes t ing  s ta r ts .

• Once  tes t ing  i s  completed  the  resu l ts  wi l l  be  posted  to  v iew app l i cab le  i ssues .  The  
deta i l s  tab  wi l l  a lso  d r i l l  down in to  more  in fo rmat ion  about  each  tes t .
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4 .2  -  Hard  Dr ive  Sector  Scan  -  DFT  (Dr ive  F i tness  Test )

Choose  ATA or  SCSI  suppor t

• I f  runn ing  the  tes t  f rom a  CD,  choose  Abor t  (A )  when a  message  appears  a t tempt ing  to  access  the  
f loppy  d r i ve  fo r  a  log  f i le .  Th is  message  wi l l  not  appear  when runn ing  DFT  f rom a  f loppy

• Agree  to  the  l i cense  agreement
• Ver i fy  that  a l l  hard  d r i ves  appear
• Run  tes ts  in  ‘Advanced ’  mode

This  sof tware  package  runs  on ly  one  Hard  Dr ive  a t  a  t ime.  Star t  tes t ing  one  o f  the  d r i ves .  

I f  the  hard  d r i ve  tes ts  complete  successfu l l y  the  resu l ts  sc reen  wi l l  d isp lay  wi th  a  g reen  background .  
I f  the  background  co lo r  i s  red ,  the  hard  d r i ve  has  fa i led  a  tes t .  P roceed  to  match  up  the  e r ro r  code  f rom 
the  l i s t  that  can  be  found  on  page  32  o f  the  fo l lowing  PDF.  Most  o f  the  t ime when th is  tes t  fa i l s  the  
hard  d r i ve  needs  to  be  rep laced .

h t tp : / /www.hgst .com/hdd/suppor t /d f t32_usergu ide .pdf

REPLACE HD (Usua l l y  these  codes  mean HD rep lacement  i s  necessary )
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
0x42  Dr ive  temperature  p rob lem
0x70  Cor rupt  Sector  [A  genera l  hard  d isk  p rob lem was  detected .  You  can  run  the  “Erase  D isk”  u t i l i t y.  I f  
a  subsequent  tes t  fa i l s  aga in ,  the  d r i ve  i s  defect ive  and  shou ld  be  rep laced .
0x72  Dev ice  S .M.A.R .T.  E r ro r
0x73  Dev ice  damaged by  shock
0x74  S .M.A.R .T.  Se l f - tes t  fa i led  [An  e r ro r  was  detected  dur ing  S .M.A.R .T.  se l f - tes t .  You  can  run  the  
“Erase  D isk”  u t i l i t y  o f  DFT.  I F  a  subsequent  tes t  fa i l s  aga in ,  the  d r i ve  i s  defect ive  and  shou ld  be  
rep laced .
0x75  Defect ive  Hard  D isk  Dr ive  Component

OTHER ERROR CODES
- - - - - - - - - - - - - - - - -
0x00  No Er ro r
0x10  Test  abor ted  by  user
0x20  Se lec ted  d r i ve  not  p resent
0x21  ATA Master  dev ice  not  p resent
0x22  Dev ice  p ro tec ted
0x23  Format  Degraded
0x30  Out  o f  Memory
0x31  Wrong  Parameter
0x33  Funct ion  cannot  be  executed  on  th is  dev ice
0x40  System in te r rupts  the  cur rent  operat ion  [ smar td rv.exe  can  cause  th is  e r ro r ]
0x41  Bad  Cab le
0x43  Pend ing  SCSI  request
0x44  System Vib ra t ion
0x45  Low System Per fo rmance
0x71  Dev ice  not  ready
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4 .3  -  Vi rus  Scan  (McAfee  Command L ine )

Windows 95/98/SE/ME

Fol low these  ins t ruc t ions  fo r  scann ing  fo r  v i ruses .

• Boot  f rom MRI  o r  boot  d isk
• Go to  CD dr ive  and  type  in  the  fo l lowing  command:  smar td rv
• Go to  C  d r i ve  (C : \ )
•  P recede  to  de le te  a l l  temp/temp In te rnet/ res to re  f i les

 
 

Note :  I f  Win  ME,  per fo rm the  fo l lowing  command
   *  I t  may  be  eas ie r  to  remove  temp/restore  f i les  f rom wi th in  Windows

 

• Go to  CD dr ive  and  type  in  the  fo l lowing  commands :  

•  The  scan  wi l l  commence
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4 .3  -  Windows NT /  2000  /  XP  -  (NTFS)

Each  o f  these  operat ing  sys tems have  the  ab i l i t y  to  run  on  the  New Techno logy  F i le  Systems 
(NTFS)  which  cannot  be  accessed  f rom a  s tandard  boot  d isk .  You  f i r s t  need  to  boot  in to  Windows 
Safe  Mode.  Then  fo l low these  ins t ruc t ions :

• Open  the  run  command
• Type  ‘ cmd’  o r  ‘ command’  –  Command Prompt  wi l l  open
• Go to  CD dr ive  and  type  in  the  fo l lowing  commands :

 

•  When runn ing  a  scan  wi th in  Windows NT/2k/XP  you  may  get  an  e r ro r.  C l i ck  ‘ Ignore ’  and  
cont inue  the  scan  p rocess .  Th is  wi l l  not  damage any  f i les .

  

NOTE:  I f  a  v i rus  i s  found ,  f i r s t ,  contact  the  c l ient  and  approve  ( i f  not  p rev ious ly  approved )  the  
cost  fo r  remov ing  a  v i rus .

• Th is  i s  a  sof tware  i ssue  and  i t  i s  not  covered  under  any  war ranty  o r  PSP.
• Th is  i s  a lso  a  g reat  t ime to  up-se l l  the  ins ta l la t ion  o f  new ant i -v i rus  sof tware  i f  

necessary.

Commonly  Used  Swi tches :
• /ad l  =  a l l  d r i ves  loca l
• /a l l  =  a l l  f i les
• / repor t  c : \< f i lename> =  c reate  a  repor t  f i le
• /append  =  appends  repor t
• /c lean  =  c lean
• /?  =  he lp
• scanpm /?  =  he lp
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5 .0  -  CONTACTING CL IENT

After  the  fu l l  d iagnost ic  su i te  i s  completed ,  contact  c l ient  wi th  f ind ings ,  appropr ia te  
so lu t ions ,  and  to ta l  cos t  o f  sa id  so lu t ions .  I t  i s  ve ry  impor tant  that  a l l  repa i rs  that  a re  
necessary  to  be  made are  noted  on  Tact ica l  Case  Repor t  fo rm so  that  the  phone  ca l l  and  
approva l  amount  i s  accurate .  

Af te r  mak ing  contact  wi th  the  c l ient  and  they  approve/d isapprove  the  cost ,  make  sure  that  
the  conversat ion  t ime,  date  and  approva ls/d isapprova ls  a re  documented  on  the  Tact ica l  
Case  Repor t  fo rm.  I t  i s  to  your  benef i t  to  get  the  name of  person  approv ing/d isapprov ing  the  
repa i rs  i f  i t  i s  not  the  c l ient .  I f  c l ient  approves/d isapproves  par t  o f  the  serv ice ,  but  not  a l l  
o f  i t ,  make  sure  that  there  a re  notes  on  the  Tact ica l  Case  Repor t  fo rm that  re f lec t  th is .  A lso ,  
i f  there  a re  any  par ts  that  c l ient  needs  to  pay  fo r  th is  shou ld  be  noted  on  the  Tact ica l  Case  
Repor t  fo rm.

I f  c l ient  i s  not  ava i lab le ,  leave  a  message  in fo rming  them that  they  shou ld  contact  the  tech  
bench  a t  the  appropr ia te  number  and  that  you  a re  look ing  fo r  an  approva l  fo r  the  es t imate .

Af te r  get t ing  approva l  per fo rm necessary  repa i rs  and  cont inue  wi th  serv ice .
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6 .1  -  Motherboard  /  Power-Re la ted  Serv ice  D iagnost ics

NOTE:  P re -Op  shou ld  have  a l ready  taken  p lace

I f  the  sys tem does  not  boot :

• Use  power  supp ly  tes te r  to  ver i fy  that  i t  i s  push ing  out  power.

• Test  power  supp ly  and  CMOS bat te ry  wi th  a  vo l tmeter.

•  Power  Supp ly  -  (DC:  +/ -  5 ,  +/ -  12 )
• CMOS –  (+/ -3V )

NOTE:  Set t ings  wi l l  need  to  be  entered  in  the  B IOS af te rwards

I f  power  supp ly  i s  funct ion ing :  
•  Check  a l l  cab les
• Pu l l /Reseat  a l l  ca rds ,  memory  and  p rocessor
• I f  that  doesn ’t  work ,  i t  i s  p robab ly  a  bad  motherboard  

I f  power  supp ly  i s  not  funct ion ing :  
•  Try  a  d i f fe rent  power  supp ly
• Pu l l  a l l  ca rds  except  v ideo  card  and  one  s t i ck  o f  RAM 
• I f  the  computer  tu rns  on ,  use  p rocess  o f  e l iminat ion  to  f ind  out  which  card  i s  p revent ing  

the  computer  f rom power ing  on .  
•  Try  a  tes t  swi tch  o r  jump motherboard

Lookup  Beep  Codes  i f  you  hear  any :
Reference :  h t tp : / /www.computerhope .com/beep .h tm
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6 .2  -  B IOS Er ro rs

Keyboard  E r ro rs :
• Check  fo r  s tuck  keys
• Try  d i f fe rent  keyboard  o therwise  i t  i s  p robab ly  a  defect ive  por t
• Try  another  keyboard  type  (USB/PS2)

Checksum Er ro r :
•  Reboot  sys tem
• I f  i t  recurs  ver i fy  set t ings  in  B IOS (sys tem c lock )
• I f  i t  recurs  pu l l  bat te ry  and  power  cab le  fo r  30  seconds
• I f  i t  recurs  rep lace  CMOS bat te ry
• I f  i t  recurs  re - f lash  CMOS us ing  jumper  on  motherboard
• I f  i t  recurs  i t  i s  a  defect ive  motherboard

No Hard  Dr ive  Recogn i zed :
• Check  a l l  cab les
• See  i f  the  Hard  Dr ive  i s  even  sp inn ing
• Vo l t - tes t  the  power  cab le  to  the  hard  d r i ve
• Check  IDE  set t ings  in  the  B IOS (Auto )
• Try  d i f fe rent  IDE  cab le  and  power  cab le
• Try  o ther  IDE  channe l  (Secondary )
• Try  c l ient ’s  Hard  Dr ive  in  tes t  computer
• Try  d i f fe rent  Hard  Dr ive  in  c l ient ’s  computer
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6 .3  -  STOP Er ro rs  /  SU Er ro rs

STOP ERRORS
STOP er ro rs  messages  a re  sof tware  c rashes  o r  hardware  mal funct ions  that  cause  the  
operat ing  sys tem to  ha l t  normal  usage .
• Are  s imi la r  to  SU er ro rs ,  a l though  they  don ’t  a lways  happen  when ins ta l l ing  /  

re ins ta l l ing  the  operat ing  sys tem.  Aga in ,  re fe rence  the  Mic rosof t  Knowledge  Base  fo r  
deta i l s  on  why  the  e r ro r  i s  occur r ing .

• Also ,  search  by  STOP er ro r  number  ( i .e .  0x0000000 ) .  Check  Goog le .com (o r  Goog le  
Groups )  us ing  the  SU er ro r  code  to  f ind  the  f i x  workaround .

SU ERRORS
• Usua l l y  appear  when t ry ing  to  ins ta l l  a  new copy  o f  Windows or  when per fo rming  a  Sof t  

Ins ta l l  o f  Windows.  There  i s  a  f i x  o r  workaround  fo r  a l l  SU er ro rs .
• When an  SU er ro r  i s  encountered ,  re fe rence  the  Mic rosof t  Knowledge  Base  a r t i c le  

Q129971  fo r  deta i l  on  why  th is  e r ro r  i s  occur r ing .
• Also ,  check  Goog le .com (o r  Goog le  Groups ) ,  us ing  the  SU er ro r  code  to  f ind  the  f i x  o r  

workaround .

ERROR SU0350 WINDOWS 9x  INSTALLATION ISSUE
• Er ro r  SU0350 -  Setup  was  unab le  to  d isp lay  the  Nondisc losure  Agreement .  Setup  wi l l  

now c lose .
• Th is  i s  a  common er ro r  message  seen  when per fo rming  a  sof t  ins ta l la t ion  o f  Windows 

9x  Operat ing  Systems
• Boot  to  a  Command Prompt  wi th  p roper  boot  d isk .
• At  the  command prompt ,  t ype  the  fo l lowing  l ine ,  and  then  p ress  ENTER:
• Copy  c : \windows\ l i cense . tx t  c : \windows\he lp
• When you  a re  p rompted  to  overwr i te  the  f i le ,  p ress  Y,  and  then  p ress  ENTER.
• Restar t  the  computer  and  resume ins ta l la t ion
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6 .4  -  COMMON OPERATING SYSTEM ERRORS AND F IXES

No Operat ing  System Found/ Inva l id  System Disk/Unmountab le_Boot_Volume

Ver i fy  there  i s  no  f loppy  o r  CD is  in  the  d r i ve  

Run  DFT  ( i f  not  run  a l ready )  and  i f  DFT  passes :  
*  Do  NOT run  the  fo l lowing  i f  Dynamic  Dr ive  Over lay  (DDO)  i s  be ing  used  [e .g .  GoBack ,  
MaxBLAST]

Windows 9X /  ME

• Boot  o f f  o f  a  boot  d isk ,  a t  the  p rompt :
 

 

I f  th is  does  not  reso lve  the  p rob lem proceed  to  a  “Sof t  Ins ta l l ”  o f  Windows.

Windows XP

• Boot  o f f  the  c l ient ’s  ORIGINAL Windows XP  CD
• Run  the  recovery  conso le ,  command prompt  run  the  commands :
    *  I f  the  admin  password  i s  not  ava i lab le  o r  work ing ,  boot  o f f  a  Win2k  CD

• C : \>chkdsk  / r
• C : \> f i xboot
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6 .5  -  WINDOWS REGISTRY

The Windows Reg is t ry  i s  a  cent ra l  h ie ra rch ica l  database  used  to  s to re  in fo rmat ion  necessary  
to  conf igure  the  sys tem fo r  one  o r  more  users ,  app l i ca t ions  and  hardware  dev ices .

WARNING NOTE:  I t  i s  poss ib le  to  permanent ly  cor rupt  Windows by  chang ing  the  Reg is t ry.  
Any  changes  you  make  shou ld  be  done  wi th  caut ion .  By  back ing  up  before  modi f i ca t ion ,  
you  v i r tua l l y  e l iminate  the  poss ib i l i t y  o f  d isaster.  Many  reg is t ry  p rob lems can  be  remedied  
by  sof t  ins ta l l ing  the  operat ing  sys tem or  ins ta l l ing  cer ta in  updates  ( i .e .  Windows Serv ice  
Packs  and/or  In te rnet  Exp lo re r  Updates ) .

The  Reg is t ry  i s  ed i ted  wi th  a  too l  found  in  your  Windows fo lder.  That  too l  i s  the  Reg is t ry  
Ed i to r.  I t ’s  ca l led  Reged i t .exe  and  i s  inc luded  wi th  Windows fo r  the  purpose  o f  v iewing  and  
ed i t ing  the  Reg is t ry.

EXPORTING REGISTRY KEYS (BACKUP)
F ind  and  h igh l ight  the  key  you  want  to  modi fy  o r  de le te .

On  the  F i le  menu,  c l i ck  Expor t .

In  the  Save  in  box ,  se lec t  a  locat ion  where  you  want  to  save  the  Reg is t ra t ion  Ent r ies  ( . reg ) ,  
in  the  F i le  name box ,  t ype  a  f i le  name,  and  then  c l i ck  Save .

You  may  now modi fy  o r  de le te  the  expor ted  key.  I f  you  f ind  th is  was  not  he lp fu l  o r  a  par t  o f  
Windows has  become unstab le ,  s imply  Doub le  C l i ck  the  expor ted  Reg is t ra t ion  Ent ry  ( . reg )  
and  se lec t  “Yes”  when prompted ,  to  res to re  the  key  to  i t s  o r ig ina l  s ta te .

ENUMERATOR KEY
The Enumerator  key  conta ins  subkeys  fo r  the  spec i f i c  hardware  components  your  computer  
uses .  Remov ing  ind iv idua l  keys  wi l l  complete ly  remove  the  dev ice  f rom the  operat ing  sys tem.

Windows 9X /  ME
•    Locat ion  =  HKEY_LOCAL_MACHINE\Enum

Windows 2000  /  XP
•    Locat ion  =  HKEY_LOCAL_MACHINE\System\Cont ro lSet001 \Enum

Choose  next  leve l  down =  type  o f  dev ice

Right  c l i ck  on  the  dev ice  you  would  l i ke  to  modi fy  and  c l i ck  permiss ions

Select  A l low Fu l l  Cont ro l

Expor t  (Backup )  the  Key  and  Modi fy  as  needed

RUN KEYS
Programs in  the  Run  keys  s ta r t  automat ica l l y  each  t ime that  a  user  logs  onto  the  OS

Locat ions :
•    HKEY_CURRENT_USER\Sof tware \Mic rosof t \Windows\Cur rentVers ion \Run
•    HKEY_LOCAL_MACHINE\SOFTWARE\Microsof t \Windows\Cur rentVers ion \Run

Programs that  shou ld  not  be  s ta r t ing  up  wi th  Windows can  be  de le ted .

EXEF i le  KEY

Locat ion :
•    HKEY_CLASSES_ROOT\exef i le \she l l \open \command

A v i rus  may  cor rupt  th is  key  resu l t ing  in  EXE  f i les  be ing  opened  by  the  v i rus .

The  va lue  in  th is  s t r ing  shou ld  on ly  be-    “%1”  %*    - c lear  out  add i t iona l  words ,  characters ,  
o r  f i les .
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6 .6  -  OPERATING SYSTEM SERVICE  CHECKL IST

NOTE:  Assume that  P re -Op  has  been  p re fo rmed

• At tempt  boot  to  normal  Windows
• Rep l i ca te  c l ient ’s  i ssue
• I f  cannot  boot  to  normal  Windows,  boot  to  Safe  Mode
• Check  Dev ice  Manger  fo r  redundant ,  conf l i c ted  o r  unknown/un ins ta l led  dev ices .  (Windows 

9x/ME on ly )
• Remove  a l l  redundant  dev ices  (ALL  ent r ies  must  be  removed  fo r  the  dev ice )  (Windows 

9x/ME on ly )
• Remove  a l l  conf l i c ted  dev ices  and  unknown/un ins ta l led  dev ices
• Check  s ta r tup  conf igurat ion  wi th  MSCONFIG
• Uncheck  autoexec .bat  and  conf ig .sys  in  Windows 9x  Operat ing  Systems
• Remove  s ta r tup  p rograms that  a re  unnecessary  fo r  the  funct ion  o f  the  OS or  per iphera ls .  

(A lways  leave  Ant iv i rus  and  Sof tware  F i rewal ls  enab led )
• Reboot  sys tem and  enter  Normal  mode
• Re ins ta l l  any  d r i ve rs  fo r  removed  dev ices
• Delete  a l l  Temp f i les  and  Temporary  In te rnet  F i les
• See  System Tune-Up por t ion  o f  the  System Tune-Up and  Opt imizat ion  fo r  exact  deta i l s
• Run  Windows Update
• Ins ta l l  OS serv ice  packs  and  In te rnet  Exp lo re r  updates
• Ins ta l l  a l l  C r i t i ca l  Updates  and  se lec ted  o ther  Updates
• Ins ta l l  D i rec tX  updates

Proceed  to  Post -Op  p rocedures
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6 .6 .1  -  SYSTEM TUNE-UP AND OPTIMIZATION

* Th is  i s  a  p rocedure  that  shou ld  be  app l ied  to  ALL  mach ines
 (minus  mach ines  that  have  hardware  o r  o ther  i ssues  that  p revent  bas ic  OS funct iona l i t y )

*Th is  p rocedure  wi l l  be  app l ied  in  con junct ion  wi th  o ther  serv ices
  –  i t  may  end  up  be ing  app l ied  a t  d i f fe rent  s tages  wi th in  sa id  serv ices

Tune-up
• C lean  ALL  o f  the  temporary  f i les  on  ALL  accounts
 o  Make  sure  that  you  reboot  the  mach ine  once  in to  Normal  Mode
 ( in  case  temp f i les  remain  that  need  to  be  executed )
 o  Common temp f i le  locat ions :
 C : \Documents  and  Set t ings \%user%\Loca l  Set t ings \Temp
 C : \Documents  and  Set t ings \%user%\Loca l  Set t ings \Temporary  In te rnet  F i les
 C : \Documents  and  Set t ings \%user%\Loca l  Set t ings \H is to ry
 C : \Documents  and  Set t ings \%user%\Cook ies
 C : \Windows\Temp
 C : \Windows\Temporary  In te rnet  F i les
 C : \Windows\Cook ies
 Any  c : \ temp d i r

Even  though  Cook ies/T IF/His to ry  were  c leaned ,  use  IE ’s  “Delete  Cook ies” ,  “De le te  F i les” ,  and  
“C lear  H is to ry”  opt ions  too .

Remember  that  some .dat ’s  ( spec i f i ca l l y  index .dat )  located  wi th in  these  fo lders  may  not  be  
ab le  to  be  de le ted  us ing  convent iona l  de le t ion  methods
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6 .7  -  V IRUS REMOVAL

NOTE:  For  scann ing  ins t ruc t ions  p lease  re fe rence  sect ion  4 .3 .

Add  the  </c lean>  and  </append>  swi tches  to  the  command l ine .  Th is  wi l l  c lean  the  v i ruses  
and  append  your  v i rus . tx t  log  f i le

Example  o f  new command:
• scanpm /ad l  /a l l  /c lean  /append  / repor t  c : \ v i rus . tx t  

NOTE:  I f  the  v i rus  has  an  o f f i c ia l  c lean  too l  (Symantec  F ix  Ut i l i t y )  DO NOT at tempt  to  c lean  
us ing  th is  command l ine  method ,  use  the  F ix  Ut i l i t y.  You  may  then  run  a  command l ine  v i rus  
scan  to  be  sure  the  v i rus  was  e rad icated .

 

V IRUS ERADICATION ALTERNATIVES

Use f i x / remova l  too ls  located  on  MRI  \ . \Vi rus  Remova l  Too ls
• I f  too l  i s  not  ava i lab le/out -dated  fo r  spec i f i c  v i rus  you  may  download  Symantec  remova l  

too ls  a t  h t tp : / /www.symantec .com

Secondary  Dr ive :

• A hard  d r i ve  may  a lso  be  mounted  as  a  secondary  d r i ve  in  a  sys tem that  has  an  ac t i ve  
v i rus  scann ing  sof tware .  Then  run  a  manual  scan  o f  the  secondary  d r i ve  to  remove  
v i ruses .  Do  note  that  us ing  th is  method ,  a  v i rus  sof tware  may  quarant ine  requ i red  
operat ing  sys tem f i les .  Th is  would  requ i re  a  repa i r  o r  Sof t  Ins ta l l  o f  the  operat ing  
sys tem before  the  computer  wi l l  funct ion  p roper ly.  Do  not  per fo rm th is  operat ion  when 
remov ing  the  KLEZ  v i rus ,  use  the  Symantec  F ix  Ut i l i t y.  P lease  a lso  note  that  th is  method  
takes  more  manual  Agent  t ime as  opposed  to  typ ing  commands  and  le t t ing  the  sof tware  
take  care  o f  the  res t .

Scann ing  and  e rad icat ing  wi th  NTFS
• Safe  Mode wi th  network ing  requ i red  fo r  on l ine  scan/erad icat ion

Onl ine
• House  Ca l l  a t  h t tp : / /houseca l l . t rendmic ro .com/

Loca l
• Bar tPE  (where  ava i lab le )
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VIRUS RESEARCH

See McAfee ’s  Vi rus  In fo rmat ion  L is t  webs i te  fo r  advanced  manual  v i rus  remova l  ins t ruc t ions .

 h t tp : / /v i l .mcafee .com

Other  exce l lent  v i rus  in fo rmat ion  webs i tes :

 h t tp : / /www.symantec .com

 ht tp : / /www.v i rus l i s t . com

NOTE:  In  Windows ME and  Windows XP  remember  to  d isab le  the  Restore  funct ion  to  p revent  
the  Restore  d i rec to ry  f rom re - in fec t ing  the  sys tem.   Remember  to  enab le  a f te rwards .

I f  a  c l ient  does  not  want  v i ruses  removed  f rom the i r  sys tem you  MUST make  a  notat ion  o f  
th is  den ia l  o f  se rv ice  in  the  serv ice  o rder  notes .

A lso ,  i f  the  c l ient  does  not  want  us  to  ins ta l l  new v i rus  sof tware ,  note  that  we do  not  cover  
v i rus  re - in fec t ion  i f  the  computer  leaves  the  s to re  wi thout  p roper  v i rus  p ro tec t ion .  Notate  
th is  in  the  serv ice  o rder  as  wel l .
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6 .8  -  ADWARE/SPYWARE REMOVAL

This  p rocedure  i s  to  be  used  as  a  gu ide  fo r  remov ing  adware/spyware .  There  a re  many,  many  
ways  o f  remov ing  adware/spyware ,  but  th is  i s  a  p roven  way  o f  e rad icat ing  a  la rge  percentage  
o f  most  adware/spyware  app l i ca t ions .

I f  the  c l ient  requests  that  ANY adware/spyware  app l i ca t ion ,  f i le ,  e tc  be  le f t  on  the  mach ine  
our  serv ice  cannot  and  wi l l  not  car ry  a  war ranty

Boot  the  mach ine  once  in to  Normal  Mode [ in  case  temp f i les  remain  that  need  to  be  executed ]  
C l ient  may  p rov ide  v i ta l  in fo rmat ion  that  te l l s  you  f la t -out  that  there ’s  spyware .  Some of  these  
cou ld  be  but  a re  not  l imi ted  to :
• In te rnet  s low
• Tons  o f  pop-ups
• Homepage h i jack ings

Some keys  s igns  to  look  fo r :
•  KaZaA
• Too lbars  wi th in  In te rnet  Exp lo re r
• Machine  i s  ex t remely  s low to  boot

Common runn ing  p rocesses  
• Hbinst .exe
• Save .exe
• Msbb.exe
• AST.exe
• CMESys .exe

Cer ta in  app l i ca t ions  (e .g .  KaZaA,  WeatherBug ,  Wi ld  Tangent )  wi l l  p robab ly  not  work  a f te r  you  
c lean  the  mach ine .
• You  MUST in fo rm the  c l ient  o f  th is  before  p roceed ing

Boot  in to  Safe  Mode [wi th  network ing  i f  app l i cab le ]
• Most  spyware  remova l  app l i ca t ions  can  be  ins ta l led  and  updated  wi th in  Safe  Mode.  I f  not  

(o r  no  CD-ROM suppor t ) ,  ins ta l l /update  v ia  Normal  Mode,  then  re tu rn  to  Safe  Mode fo r  
c lean ing .

• Delete  ALL  temp f i les  on  ALL  accounts  ( see  Tune-up  por t ion  o f  Sys tem Tune-up  and  
Opt imizat ion  fo r  exact  deta i l s ) .  DO NOT remove  adware/spyware  app l i ca t ions  v ia  Add/
Remove  P rograms r ight  now

• In  Windows XP/ME –  D isab le  the  System Restore  funct ion

SPYBOT SEARCH & DESTROY
• Ins ta l l  SpyBot -S&D wi th  a l l  o f  the  defau l t  se t t ings  se lec ted .
• Apply  a l l  updates  manual ly  f rom MRI .  Don ’t  fo rget  to  change  the  path  o f  ins ta l la t ion  fo r  

the  updates  (Usua l l y  <C : \P rogram F i les \SpyBot  -  Search  & Dest roy \> ) .
•  Launch  “SpyBot -S&D (advanced  mode)” .  I f  In te rnet  i s  ava i lab le ,  app ly  web updates  v ia  

SpyBot  S&D.  Manual  updates  a re  a lso  ava i lab le  a t  h t tp : / /www.safer-network ing .o rg
 You  may  have  to  change  the  mi r ro r  s i te  as  DDoS at tacks  a re  f requent .
• SpyBot  S&D wi l l  automat ica l l y  res ta r t .
•  I f  you ’ re  not  in  the  main  scan  page ,  get  there ,  and  then  “Check  fo r  p rob lems” .  Record  

how many  ins tances  o f  spyware  were  found  fo r  your  notes .  
•  The  scan  wi l l  take  a  few minutes  o r  cou ld  even  “ f reeze”  fo r  some t ime (e .g .  c2 . lop ) .  Th is  

i s  normal  so  jus t  le t  i t  f in ish
• Whi le  SpyBot  i s  runn ing ,  per fo rm a  sys tem opt imizat ion  ( see  Opt imizat ion  por t ion  o f  

Sys tem Tune-up  and  Opt imizat ion  fo r  exact  deta i l s ) .
•  When SpyBot -S&D f in ishes ,  “Se lec t  a l l  i tems”  and  “F ix  se lec ted  p rob lems” .  I f  “Se lec t  a l l  

i tems”  i s  not  ava i lab le ,  go  to  Set t ings  ->  Set t ings  ->  then  enab le  “Show exper t  but tons  
in  resu l ts  l i s t”  (opt ion  i s  a t  the  bot tom) ;  then  re tu rn  to  SpyBot -S&D tab  and  cont inue  
c lean ing .  Depend ing  on  in fes ta t ion  leve l ,  “Network  f i xes”  may  need  to  be  app l ied ;  i t  wi l l  
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automat ica l l y  not i fy  you  o f  th is ,  s imply  c l i ck  “OK” .  Dur ing  the  f i x ing  o f  p rob lems the  
app l i ca t ion  may  appear  to  f reeze .  Th is  i s  normal  so  jus t  le t  i t  f in ish

• Usua l l y  SpyBot  wi l l  be  ab le  to  f i x  most  p rob lems on  the  f i r s t  a t tempt
 I f  i t  asks  to  be  run  a t  next  s ta r tup ,  cance l  th is .  I f  New.net  was  ins ta l led  a  second  scan  

i s  necessary.  Reboot  in to  Safe  Mode and  scan  aga in .  Other  p rob lems can  ac tua l l y  be  
removed  on  a  second  scan  wi thout  a  reboot .

• Cont inue  c lean ing  wi th  SpyBot -S&D unt i l  the  mach ine  i s  “c lean”  per  i t s  f ind ings
 Some prob lems can  NOT be  removed  by  SpyBot -S&D (e .g .  va r iants  o f  i - lookup ,  VX2 .

Bet te r In te rnet ,  e tc ) .These  wi l l  have  to  be  “sk ipped”  a t  th is  po in t  and  c leaned  wi th  o ther  
too ls

AD-AWARE
• Ins ta l l  Ad-Aware  wi th  a l l  o f  the  defau l t  se t t ings  se lec ted
• Apply  a l l  updates  manual ly  f rom MRI .  Ex t rac t  the  . z ip  –  usua l l y  <C : \P rogram F i les \

Lavasof t \Ad-aware  6> .  You  can  ac tua l l y  s ta r t  the  ins ta l la t ion  and  scann ing  wi th  th is  
app l i ca t ion  dur ing  the  la t te r  s tages  o f  SpyBot -S&D to  save  t ime.  However,  be  carefu l  not  
to  “c ross -c lean”  in fec t ions  found  by  both  app l i ca t ions  o therwise  you ’ l l  be  chas ing  a  non-
ex is t ing  in fec t ion

• Launch  Ad-Aware .  I f  In te rnet  i s  ava i lab le ,  app ly  web updates  v ia  Ad-Aware .  Manual  
updates  a re  a lso  ava i lab le  a t  h t tp : / /www. lavasof tusa .com/suppor t /download/ .  

•  Af te r  updates  a re  app l ied ,  C l i ck  “Star t” .  Be  sure  to  se lec t  “Customize”  and  enab le  the  
fo l lowing :
• “Scan  wi th in  a rch ives”
• “Scan  my  IE  Favor i tes  fo r  banned  URLs”
• “Scan  my  Hosts  f i les”  –  then  c l i ck  “Proceed”

• Record  how many  ins tances  o f  spyware  were  found  fo r  your  notes .  The  scan  wi l l  take  a  
few minutes  o r  cou ld  even  “ f reeze”  fo r  some t ime at  var ious  locat ions .  Th is  i s  normal  so  
jus t  le t  i t  f in ish .

• When Ad-Aware  f in ishes ,  “Se lec t  a l l  ob jec ts”  ( r ight -c l i ck  in  resu l ts  to  get  th is  opt ion ) ,  
c l i ck  “Next” ,  then  “OK” .  Dur ing  the  quarant ine  p rocess  the  app l i ca t ion  may  appear  to  
f reeze .  Th is  i s  normal  so  jus t  le t  i t  f in ish .  Usua l l y  i t  wi l l  be  ab le  to  f i x  most  p rob lems on  
the  f i r s t  a t tempt .  

•  I f  i t  asks  to  be  run  a t  next  s ta r tup ,  cance l  th is .  Other  p rob lems can  ac tua l l y  be  removed  
on  a  second  scan  wi thout  a  reboot .  Cont inue  c lean ing  wi th  Ad-Aware  unt i l  the  mach ine  
i s  “c lean”  per  i t s  f ind ings .  Some prob lems can  NOT be  removed  by  Ad-Aware  (e .g .  
va r iants  o f  i - lookup ,  VX2 .Bet te r In te rnet ,  e tc ) .  These  wi l l  have  to  be  “sk ipped”  a t  th is  
po in t  and  c leaned  wi th  o ther  too ls

Depend ing  on  the  leve l  o f  in fes ta t ion ,  o ther  spyware  remova l  app l i ca t ions  may  need  to  be  
used
• SpySweeper  i s  a  g reat  too l .  Not  on ly  fo r  c lean ing ,  but  as  a  p revent ion  too l  –  so  a t tach  

i t !

Once  both  above  p rograms show the  mach ine  be ing  “c lean”  move  onto  a  deeper  c lean ing .  Th is  
“C lean”  may  mean that  99% of  the  in fes ta t ion  was  c leaned .  Misce l laneous  ent r ies  l i ke  VX2.
Bet te r In te rnet ,  Coo lWWWSearch ,  look2me,  i - lookup  may  s t i l l  ex is t  and  poss ib ly  cannot  be  
c leaned  by  e i ther  p rogram.  

ADDIT IONAL REMOVAL TOOLS
There  a re  a  few add i t iona l  adware/spyware  remova l  too ls  that  wi l l  come in  handy.  They  can  
be  located  on  the  MRI  CD in  the  fo lder :  \ . \Spyware \Misc  Remova l  Too ls .  Before  you  use  any  o f  
these  too ls ,  p lease  read  the  documentat ion  fo r  each  app l i ca t ion .

CWShredder
Ut i l i t y  spec i f i ca l l y  des igned  to  remove  Coo lWWWSearch .  (SpyBot/Ad-Aware  somet imes  can ’t  
removed  a l l  o f  the  par ts  o f  th is  h i jack  –  th is  does )
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• I f  the  e r ro r  “ ‘A  requ i red  d l l ,  MSVBVM60.DLL ,  was  not  found”  appears ,  app ly  “Visua l  
Bas ic  6 .0  SP5  Run  Time F i les” .  Located  on  the  MRI  \ . \Windows Too ls .

• I f  CWS was  on  the  mach ine  and  i t  in fec ted  any  o f  the  fo l lowing ,  the  spec i f i c  .exe ’s  
wi l l  have  to  be  rep laced :

 wmplayer.exe ,  msconf ig .exe ,  cont ro l .exe ,  rund l l32 ,  notepad .exe
 Rep lacement  .exe ’s  located  on  the  MRI  \ . \Spyware \CWShredder \Add i t iona l  CWS f i xes
• I f  you  tweak  msconf ig  and  have  not  rebooted  the  mach ine ,  CWShredder  wi l l  say  that  i t  

found  the  CWS.Msconf ig
 Th is  does  not  mat te r ;  Sys tem Conf igurat ion  Ut i l i t y  wi l l  not  p rompt  on  next  reboot

Hi jack th is
Ut i l i t y  that  ass is ts  in  detect ing  and  remov ing  var ious  h i jack ing  ent r ies
WARNING –  Read  ALL  documentat ion  about  th is  app l i ca t ion  before  us ing  i t
I f  run  f rom a  CD,  backups  o f  f i les  you  de le te  wi l l  NOT be  made;  copy  the  app l i ca t ion  to  the  
desktop  i f  needed .

KaZaABegone
Ut i l i t y  des igned  to  fu l l y  removed  KaZaA and  a l l  o f  i t s  remnants
• Good to  run  th is  even  i f  KaZaA was  never  ins ta l led  as  i t  f inds  o ther  spyware  

app l i ca t ions  assoc ia ted  wi th  KaZaA

 WARNING –  Th is  u t i l i t y  wi l l  de le te  the  “My Shared  Fo lder”  fo lder  that  conta ins  the  
c l ient ’s  data  that  was  downloaded  v ia  KaZaA.  You  MUST in fo rm the  c l ient  that  th is  
wi l l  be  de le ted  BEFORE you  run  th is  u t i l i t y

• I f  c l ient  wishes  fo r  KaZaA or  content  downloaded  v ia  KaZaA to  remain  on  the  mach ine ,  
our  serv ice  cannot  and  wi l l  not  car ry  a  war ranty.  Document  th is  in  your  notes .

F ixMsg117
Ut i l i t y  des ign  to  cure  msg117 .d l l  (ZestyF ind )  i ssues
• Good to  use  th is  “ jus t  in  case”  ZestyF ind  i s  on  the  mach ine
 Hard  to  te l l  i f  th is  h i jacker  i s  ac tua l l y  on  the  mach ine  unt i l  i t  red i rec ts  you
• Depend ing  on  the  leve l  o f  in fes ta t ion ,  o ther  f i xes  may  need  to  be  app l ied
 I t  wi l l  not i fy  you  o f  th is ;  usua l l y  winsock2  re la ted

Ki l lMsg118
Ut i l i t y  des ign  to  cure  msg118 .d l l  i ssues
• I f  the  mach ine  i s  “ lock ing”/paus ing  fo r  a  long  t ime a  on  the  “Load ing  your  persona l  

se t t ings…” d isp lay,  run  the  fo l lowing  reg is t ry  ent ry  to  show the  f i le  that  i s  poss ib ly  
caus ing  th is

• Located  on  MRI  \ . \Windows Too ls \Reg is t ry  Ent r ies
  Enab le  -  Show Verbose  Secur i ty  Status  Messages . reg
  D isab le  -  Undo  Show Verbose  Secur i ty  Status  Messages . reg

BHODemon
Breaks  down Browser  He lper  Ob jec ts  (BHO)  fo r  fu r ther  t roub leshoot ing

CoolWWWSearch .Smar tK i l le r  ( v1 .v2 )  Min iRemova l
Ut i l i t y  spec i f i ca l l y  des igned  to  remove  var iants  o f  Coo lWWWSearch .  You  wi l l  know that  the  
mach ine  has  th is  var iant  as  most  major  adware/spyware  remova l  too ls  wi l l  s ta r t ,  and  then  
shutdown.  Most  major  adware/spyware  web s i tes  wi l l  be  inaccess ib le .  I f  the  mach ine  has  
any  o f  the  be low var iants ,  th is  remova l  must  be  run  F IRST to  a l low SpyBot  and  Ad-Aware  to  
run .
• Var iant  26 :  CWS.Smartsearch  -  Counter-counter-ac t ions
• CWS.Smartsearch .2 ,  CWS.Smartsearch .3 ,  and  CWS.Smartsearch .4
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I f  you  have  mul t ip le  user  accounts  on  the  mach ine  you  must  c lean  a l l  accounts  us ing  the  
ins t ruc t ions  above .

Manual  C lean ing
Af te r  you  “c lean”  the  mach ine  us ing  a l l  o f  the  app l i cab le  app l i ca t ions ,  there  wi l l  s t i l l  be  

misce l laneous  f i les/ fo lders/ icons  that  ex is t  on  the  mach ine  that  a re  re la ted  to  adware/
spyware

• Af te r  the  main  [SpyBot ,  Ad-Aware ]  and  misce l laneous  [CWShredder,  H i jack th is ,  
KaZaABegone,  e tc ]  app l i ca t ions  a re  run ,  the  mach ine  i s  p robab ly  techn ica l l y  “c lean”

o  Do  you  want  your  c l ients  to  see  the  mess  le f t  beh ind  –  no!
o  Th is  cou ld  f reak  them out  and  cause  a  “ reca l l ”  on  you  –  f i x  i t  the  f i r s t  t ime!

• C lean  the  Favor i tes  fo lders
o  C : \Documents  and  Set t ings \%user%\Favor i tes
o  C : \Windows\Favor i tes

Do NOT de le te  a l l  favor i tes  –  look  fo r  unusua l  ent r ies
• Adul t  L inks
• Gambl ing
• Cas ino

When these  a re  c reated  there  a re  usua l l y  a  few main  fo lders  and  they  a l l  have  the  same 
modi f ied  date

Somet imes  the  Favor i tes  a re  so  in fec ted  you  have  to  remove  a l l  o f  them;  more  e f fec t i ve  than  
go ing  th rough  hundreds  o f  shor tcuts .  Ta lk  to  your  c l ient  i f  th is  happens .

Remove  a l l  spyware/adware  ent r ies  f rom the  Add/Remove  P rograms L is t .  I f  i t  can ’t  be  
removed ,  manual ly  remove  i t
•  Open  Reg is t ry  Ed i to r  to  the  fo l lowing  key :
 [HKEY_LOCAL_MACHINE\SOFTWARE\Microsof t \Windows\Cur rentVers ion \Un ins ta l l ]

Th is  key  i s  where  the  Add/Remove  P rogram l i s t  i s  s to re .  Some of  the  ent r ies  a re  p la in ly  labe l  
and  o thers  a re  go ing  to  be  in  hexadec imal .  Fo r  the  hexadec imal  ent r ies  you ’ l l  have  to  look  in  
the  r ight  pane  fo r  the  name cor respond ing  to  the  ent ry  in  the  Add/Remove  P rograms l i s t  that  
you  want  to  remove .  Af te r  the  Add/Remove  P rograms L is t  i s  c lean ,  reboot  in to  Normal  Mode

Clean  the  [C : \P rogram F i les ]  fo lder  by  remov ing  the  misce l laneous  spyware/adware  f i les/
fo lders .  Be  sure  to  on ly  de le te  f i les/ fo lders  that  you  know are  re la ted  to  adware/spyware .

I f  you  recogn i ze  any  ins ta l le r  that  i s  used  to  ins ta l l  adware/spyware  [most  a re  in  the  root  
d i rec to ry ] ,  de le te  them.
• Only  de le te  executab les  that  you  know are  adware/spyware

Clean  [C : \WINDOWS\Downloaded  P rogram F i les ]  –  may  have  a l ready  been  done  wi th  
H i jack th is
• Don’t  fo rget  to  remind  the  c l ient  that  they ’ l l  wi l l  have  to  download  F lash  [o r  o ther  

s imi la r ]  p lug- ins  i f  you  de le ted  them

Delete  the  misce l laneous  spyware/adware  i cons/shor tcuts  on  the  desktop  and  s ta r t  menus

Af te r  ALL  o f  th is  you  have  f ina l l y  c leaned  the  mach ine  so  now i t ’s  t ime fo r  tes t ing .

(Re )Boot  in to  Normal  Mode and  tes t  In te rnet  Exp lo re r  by  v is i t ing  commonly  used  s i tes .  I t  i s  
a lso  he lp fu l  to  v is i t  s i tes  that  use :  F lash ,  SSL ,  Act iveX,  o r  o ther  s imi la r  techno log ies  a re  
good  fo r  tes t ing .  Th is  wi l l  he lp  p revent  ca l lbacks  and  reca l l s .
•  h t tp : / /www.goog le .com
• ht tp : / /www.comcast .com
• ht tp : / /mai l .geeksquad .com/sts
• ht tp : / /windowsupdate .mic rosof t . com
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I f  you  can ’t  get  to  web s i tes ,  but  you  get  an  IP  address ,  DNS,  and  can  p ing ,  winsock2  
p robab ly  needs  to  be  repa i red .  Fo r  ins t ruc t ions  on  how to  do  th is  p lease  see  the  winsock2/
DUN procedures .

Test  random programs that  may  have  been  in fec ted  [WMP,  msconf ig ,  cont ro l .exe ,  e tc ]  and  
p re fo rm th is  tes t ing  on  ALL  user  accounts .  

Reboot  the  mach ine  a  few t imes ,  tes t  aga in .  Test ing  shou ld  on ly  take  a  few minutes  and  wi l l  
he lp  p revent  reca l l s  –  so  do  i t ! !

I f  a t  any  t ime dur ing  your  tes t ing  spyware/adware  appears  (e .g .  IE ’s  red i rec t ing  you ,  random 
not  normal  pop-ups ,  e tc ) ,  you  may  have  to  s ta r t  the  remova l  p rocess  a l l  over  aga in

Uninsta l l  ALL  spyware/adware  app l i ca t ions  used  to  per fo rmed the  c lean ing

Delete  the  Lavasof t  fo lder  in  the  Star t  Menu and  [C : \p rogram f i les ]

Somet imes  SpyBot  wi l l  be  here  too ;  remove  i t  i f  found

Clean  the  [%temp%]  d i rec to ry  one  more  t ime;  H i jack th is/other  junk  may  be  here

In  Windows XP/ME –  reenab le  System Restore

Reboot  the  mach ine  a  few more  t imes  jus t  fo r  good  measure

Be sure  that  you  document  th roughout  your  remova l  p rocedures  –  i t ’s  easy  to  jo t  down a  few 
notes  whi le  you ’ re  do ing  the  scans/c lean ing  ins tead  o f  compi l ing  i t  a l l  a t  the  end  and  miss ing  
v i ta l  po in ts .

Documentat ion  i s  not  on ly  fo r  the  c l ient ,  but  i t ’s  fo r  the  ent i re  Geek  Squad  –  so  do  i t  wel l !

EDUCATE,  EDUCATE,  and  RE-EDUCATE the  c l ient  –  you ’d  be  amazed  how much  th is  he lps!!
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6 .9  -  WINSOCK2 /  D IAL-UP NETWORKING (DUN)

*I f  you  a re  exper ienc ing  d i f f i cu l ty  connect ing  to  the  in te rnet  o r  can  connect  to  the  in te rnet  
but  cannot  access  web pages ,  Winsock  i s  damaged and  must  be  reset  to  a  work ing  s ta te .   I f  
these  s teps  a re  fo l lowed in  the  cor rec t  o rder,  many  i ssues  that  a re  caused  by  Winsock  be ing  
b roken  wi l l  be  f i xed .

*These  i ssues  may  inc lude  a  s low in te rnet  connect ion ,  the  ab i l i t y  to  connect  to  the  in te rnet  
but  not  b rowse web s i tes ,  the  ab i l i t y  to  p ing  a  web s i te  by  IP  address  but  not  by  name.

Windows 98/SE/ME

Remove TCP/ IP  in  the  network  s tack
• Star t  ->  Set t ings  ->  Cont ro l  Pane l  ->  Network ing
• Remove  a l l  TCP/ IP  set t ings  in  the  box  ->  c l i ck  “OK”
• DO NOT Reboot

Remove  D ia l -Up  Network ing
• Star t  ->  Set t ings  ->  Cont ro l  Pane l  ->  Add/Remove  P rograms ->  Windows Setup
• C l i ck  on  Communicat ions
• Uncheck  D ia l -Up  Network ing  ->  c l i ck  “OK”
• DO NOT Reboot

Remove  the  Winsock2  reg is t ry  key
• Star t  ->  Run  ->  type  reged i t  ->  c l i ck  “OK”
• Search  fo r  Winsock2  and  de le te  a l l  ins tances  ( shou ld  be  two fo lders )
• Ex i t  Windows Reg is t ry
• Reboot

Re ins ta l l  D ia l -Up  Network ing
• Star t  ->  Set t ings  ->  Cont ro l  Pane l  ->  Add/Remove  P rograms ->  Windows Setup
• C l i ck  on  Communicat ions
• Check  D ia l -Up  Network ing  ->  c l i ck  “OK”
• Reboot

WINDOWS 2000

Remove the  Winsock2  reg is t ry  key
• Star t  ->  Run  ->  type  reged i t  –  c l i ck  “OK”
• Fo l low the  path  HKEY_LOCAL_MACHINE\SYSTEM\Cur rentCont ro lSet \Serv ices
• Delete :  HKEY_LOCAL_MACHINE\SYSTEM\Cur rentCont ro lSet \Serv ices \winsock2

Uninsta l l  TCP/ IP
• Star t  ->  Set t ings  ->  Network  and  D ia l -Up  connect ions
• R ight -c l i ck  Loca l  Area  Connect ion  ->  P roper t ies
• Uncheck  TCP/ IP  ->  C l i ck  Un ins ta l l
•  Reboot

Re- ins ta l l  TCP/ IP
• Star t  ->  Set t ings  ->  Network  and  D ia l -Up  connect ions
• R ight -c l i ck  Loca l  Area  Connect ion  ->  P roper t ies
• C l i ck  Ins ta l l  ->  h igh l ight  P ro toco l  ->  c l i ck  “Add”
• Ins ta l l  TCP/ IP
• Reboot
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Windows XP

Remove the  Winsock  and  Winsock2  reg is t ry  keys
• Star t  ->  Run  ->  type  reged i t  ->  c l i ck  “OK”
• Fo l low the  path  HKEY_LOCAL_MACHINE\SYSTEM\Cur rentCont ro lSet \Serv ices
• Delete :
 HKEY_LOCAL_MACHINE\SYSTEM\Cur rentCont ro lSet \Serv ices \Winsock
 HKEY_LOCAL_MACHINE\SYSTEM\Cur rentCont ro lSet \Serv ices \WinSock2

Make sure  a l l  f i les  a re  shown
• Star t ,  My Computer  ->  Too ls  ->  Fo lder  Opt ions… ->  View
• Enab le  <Show h idden  f i les  and  fo lders>

Re- ins ta l l  TCP/ IP
• Star t  ->  Cont ro l  Pane l  ->  Network  Connect ions
• R ight -c l i ck  the  connect  you  wish  to  repa i r  ->  P roper t ies
• C l i ck  “ Ins ta l l…” ->  h igh l ight  P ro toco l  ->  c l i ck  “Add…”
• Cl ick  “Have  D isk…” ->  c l i ck  “Browse…” ->  po in t  to  the  <c : \windows\ in f  fo lder>
  *  “Windows”  fo lder  may  be  named “Winnt”  
• C l i ck  “Open”  ->  c l i ck  “OK”
• High l ight  “ In te rnet  P ro toco l  (TCP/ IP )”  ->  c l i ck  “OK”
*  Ins ta l la t ion  wi l l  pause  fo r  a  few seconds  ->  when f in ished ,  c lose  a l l  open  Windows

Note :  In  XP,  i t  i s  not  usua l l y  necessary  to  reboot  a f te r  re - ins ta l l ing  TCP/ IP.   Try  to  open  In te rnet  
Exp lo re r  and  see  i f  you  can  b rowse.   I f  you  s t i l l  cannot  b rowse af te r  complet ing  the  above  s teps ,  
reboot .   Af te r  reboot ing  you  shou ld  be  ab le  to  b rowse web s i tes .
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6 .10 .1  -  SOFT  INSTALL  OF  WINDOWS 98/SE/ME

Any In te rnet  Exp lo re r  upgrades  shou ld  be  un ins ta l led  us ing  add/ remove  p rograms before  a  sof t  
ins ta l l  o f  Windows 98/ME is  per fo rmed.

Boot  f rom Windows boot  d isk  to  a  DOS prompt .
*  Try  per fo rming  a  Sof t  Ins ta l l  us ing  the i r  CABS f i r s t

A .  De le te  cur rent  CAB f i les  and  go  to  the  C :   d r i ve .

B .  C reate  a  new CABS d i rec to ry,  and  copy  cab  f i les  f rom the  c l ient ’s  operat ing  sys tem CD to  
the  new “cabs”  d i rec to ry.

C .  The  p rocess  fo r  ME is  exact ly  the  same except  on  the  CD the  fo lder  that  conta ins  the  cab  
f i les  i s  D : \win9x  ins tead  o f  D : \win98

D.  Af te r  the  copy  i s  complete  swi tch  back  to  the  C :  d r i ve  and  run  Windows 98/ME ins ta l la t ion  
by  typ ing  “setup” .

E .  Run  a  Windows ins ta l l  as  you  normal ly  would .   Make  sure  when i t  i s  completed  that  a l l  
p rograms and  dev ices  a re  work ing  p roper ly  and  that  the  post -op  p rocedure  i s  per fo rmed.
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6 .10 .2  -  CLEAN/PARALLEL  INSTALL  OF  WINDOWS 98/SE/ME

Cl ient  MUST BE  NOTIF IED before  a  C lean/Para l le l  Ins ta l l  i s  done  to  any  Operat ing  System.

No data  wi l l  be  los t .   However,  the  CL IENT must  re ins ta l l  ALL  o f  the i r  p rograms fo r  the i r  data  
to  work ,  o r  have  us  ins ta l l  the i r  so f tware  a t  an  add i t iona l  fee .

A  sys tem res to re  must  be  done  f rom the  Restore  CDs  i f  the  computer  i s  an  OEM computer  that  
d id  not  come wi th  p rogram d isks .   A l l  data  would  be  los t  in  th is  case .   ( see  fo rmat  ins ta l l  o f  
Windows 98/ME)

A C lean/Para l le l  Ins ta l l  o f  Windows is  very  s imi la r  to  a  Sof t  Ins ta l l  o f  Windows.   The  main  
d i f fe rence  i s  that  you  rename the  ent i re  Windows d i rec to ry  and  then  c reate  the  new fo lders  
fo r  the  cabs .   You  run  the  setup  exact ly  the  same way  as  you  do  in  a  sof t  ins ta l l .

Boot  f rom Windows boot  d isk  to  DOS prompt .

A .  Rename cur rent  Windows d i rec to ry  to  wino ld

 

B .  C reate  new Windows d i rec to ry  and  copy  cabs  f rom Windows 98/ME d isk

   

C .  The  p rocess  fo r  ME is  exact ly  the  same except  on  the  CD the  fo lder  that  conta ins  the  cab  
f i les  i s  D : \win9x  ins tead  o f  D : \win98

D.  Af te r  the  copy  i s  complete  swi tch  back  to  the  C :  d r i ve  and  run  Windows 98/ME ins ta l la t ion  
by  typ ing  “setup” .

   

You  may  need  to  re ins ta l l  some dr ivers  a f te r  a  C lean/Para l le l  Ins ta l l  o f  Windows.   Download  
the  p roper  d r i ve rs  f rom the  in te rnet .
• Computer  Manufacturer ’s  webs i te
• Dev ice  Manufacturer ’s  webs i te
• www.dr ivergu ide .com (Username:   d r i ve rs   Password :   a l l )
•  www.goog le .com/groups .goog le .com

Look  fo r  model  numbers  on  dev ice  P r in ted  C i rcu i t  Board  (PCB)  and  major  In tegrated  C i rcu i ts  
( IC )  fo r  search  c r i te r ia .

Af te r  a  C lean/Para l le l  Ins ta l l ,  ve r i f y  that  the  in i t ia l  p rob lem has  been  reso lved  and  can ’t  be  
rec reated .

I f  the  p rob lem can ’t  be  rec reated ,  p roceed  and  complete  post -op  p rocedures .

I f  the  p rob lem s t i l l  occurs ,  t r y  updates  (Windows,  In te rnet  Exp lo re r ) ,  then  p roceed  to  a  Format  
Ins ta l l  o f  Windows (contact  the  c l ient  before  p roceed ing ) .
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6 .10 .3  -  FORMAT INSTALL  OF  WINDOWS 98/SE/ME

A Format  Ins ta l l  o f  Windows 98/ME DELETES ALL  DATA ON THE HARD DRIVE .   The  c l ient  
must  know that  ALL  DATA WILL  BE  DELETED FROM THE DRIVE .   A l l  p rograms wi l l  have  to  be  
re ins ta l led  by  the  c l ient ,  o r  we can  ins ta l l  them fo r  an  add i t iona l  fee .   A  Format  Ins ta l l  o f  
Windows 98/ME shou ld  on ly  be  used  as  a  las t  resor t  a f te r  a l l  o ther  opt ions  have  been  t r ied .   

Boot  f rom Windows boot  d isk  to  DOS prompt .

A .  Fo rmat  C :  d r i ve

 a : \> fo rmat  c :

B .  Af te r  fo rmat  completes  c reate  new Windows d i rec to ry  and  copy  cabs  f rom Windows 
98/ME d isk

   

C .  The  p rocess  fo r  ME is  exact ly  the  same except  on  the  CD the  fo lder  that  conta ins  the  
cab  f i les  i s  D : \win9x  ins tead  o f  D : \win98

D.  Af te r  the  copy  i s  complete  swi tch  back  to  the  C :  d r i ve  and  run  Windows 98/ME 
ins ta l la t ion  by  typ ing  “setup” .

   

You  wi l l  need  to  re ins ta l l  some dr ivers  a f te r  a  Format  Ins ta l l  o f  Windows.   Download  the  
p roper  d r i ve rs  f rom the  in te rnet ,  o r  use  d r i ve r  d isks  that  came wi th  the  computer.
•  Computer  Manufacturer ’s  webs i te
• Dev ice  Manufacturer ’s  webs i te
• www.dr ivergu ide .com (Username:   d r i ve rs   Password :   a l l )
•  www.goog le .com/groups .goog le .com

Look  fo r  model  numbers  on  dev ice  P r in ted  C i rcu i t  Board  (PCB)  and  major  In tegrated  C i rcu i ts  
( IC )  fo r  search  c r i te r ia .

Make  sure  Windows,  p rograms,  and  dev ices  a re  work ing  p roper ly.   P roceed  wi th  post -op  
p rocedure .
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6 .10 .4  -  WINDOWS 2000  & XP  REPAIR  METHODS

• Sof t  Ins ta l l s  (Repa i r  Ins ta l la t ion )
• C lean/Para l le l  Ins ta l l s
• Format  and  Ins ta l l s

There  a re  th ree  ways  you  can  a t tempt  to  reso lve  more  severe  techn ica l  i ssues  that  requ i re  
a t  least  a  par t ia l  re ins ta l la t ion  o f  the  operat ing  sys tem.  The  best  p rac t i ce  i s  to  do  the  least  
in t rus ive  f i x  poss ib le  (don ’t  amputate  an  a rm to  f i x  a  b roken  f ingerna i l ) .  The  Geek  Squad  
a lways  t r ies  to  leave  a  computer  “ the  way  i t  used  to  be” ,  because  c l ients  a re  used  to  the  
way  they  do  th ings .  They  l i ke  to  have  the  so l i ta i re  i con  in  the  upper  r ight  corner,  and  the  
adorab le  puppy  wal lpaper.  Typ ica l l y,  when you  need  to  re ins ta l l  the  OS,  you  wi l l  f ind  that  
c l ients  have  the i r  res to re  CD bur ied  in  a  c loset  somewhere .  I f  you ’ re  lucky,  they  have  an  
ac tua l  XP  o r  2000  CD.  More  recent ly,  some manufacturers  have  s topped  g iv ing  out  CDs  and  
a re  e i ther  put t ing  the  OS and  res to re  in fo rmat ion  on  a  h idden  hard  d r i ve  par t i t ion ,  o r  put t ing  
images  on  the  hard  d r i ve  that  can  be  burned  to  CDs .  There  i s  a  potent ia l  fo r  data  cor rupt ion  
when per fo rming  any  sor t  o f  ins ta l l ,  espec ia l l y  when there  i s  f i le  sys tem or  par t i t ion  
cor rupt ion .   I t  i s  ve ry  impor tant  to  back  up  data  before  a t tempt ing  any  re - ins ta l la t ion ,  as  
catast rophe  can  s t r i ke  a t  any  t ime.  Don ’t  get  caught  in  the  head l ights  o f  an  empty  d i rec to ry  
t ree ,  in fo rm the  c l ient  o f  potent ia l  r i sks ,  and  suggest  back ing  up  any  impor tant  data  f i les  
“ jus t  in  case” .  Be low are  the  best  ways  to  per fo rm each  type  o f  ins ta l la t ion .

OEM SOFTWARE DISC

SOFT INSTALL

A sof t  ins ta l la t ion  i s  the  least  in t rus ive  way  to  repa i r  an  OS wi th  cor rupt  f i les  and/or  
miss ing  o r  damaged por t ions  o f  the  OS.  Once  you ’ re  done  wi th  a  sof t  ins ta l l ,  ve ry  l i t t le  has  
changed  cosmet ica l l y,  leav ing  the  c l ient  happy  as  a  c lam.  Even  though  the  sof t  ins ta l l  leaves  
th ings  v is ib ly  untouched ,  there  i s  a lways  a  chance  fo r  mass ive  data  cor rupt ion ,  usua l l y  when 
a  cor rupt  f i le  sys tem is  invo lved  -  so  in fo rm c l ient  o f  any  potent ia l  r i sks  before  s ta r t ing  
work .

OEM XP and  Win2k  cds  g ive  you  two opt ions  fo r  ins ta l la t ion  –  a  repa i r  ins ta l l  ( so f t  ins ta l l ) ,  
o r  a  c lean  ins ta l l .   To  a t tempt  a  Sof t  ins ta l l  (o r  repa i r  ins ta l la t ion ) :

1 . )   Se lec t  the  f i r s t  menu opt ion :  “To  setup  Windows XP  now,  P ress  Enter” .  

2 . )   Setup  wi l l  search  fo r  p rev ious  ins ta l la t ions  on  the  d r i ve .  

3 . )   I f  an  ins ta l la t ion  i s  found ,  i t  wi l l  g ive  you  the  opt ion  to  e i ther  repa i r  the  ins ta l la t ion  
that  was  found ,  o r  to  ins ta l l  a  f resh  copy  o f  the  Operat ing  System.

4 . )   Se lec t  the  repa i r  opt ion  “To  repa i r  the  se lec ted  Windows XP  ins ta l la t ion ,  p ress  R” .  
Setup  wi l l  then  go  th rough  a  ser ies  o f  checks  and  wi l l  beg in  repa i r ing  any  cor rupt  
o r  miss ing  sys tem f i les ,  and  wi l l  cont inue  th rough  setup  as  i f  i t  was  a  s tandard  
ins ta l la t ion .   

 
CLEAN/PARALLEL  INSTALL

Somet imes  a  sof t  ins ta l l  does  not  reso lve  the  i ssue  you  a re  t ry ing  to  repa i r.  A  c lean/para l le l  
ins ta l l  i s  necessary  when there  i s  ex t reme OS cor rupt ion ,  co r rupt  reg is t ry,  e tc .  A  c lean  o r  
para l le l  ins ta l l  i s  ins ta l l ing  a  f resh  copy  o f  windows on  the  sys tem in  a  d i f fe rent  d i rec to ry  
than  the  cur rent  copy  o f  windows.  The  advantage  to  do ing  th is  ra ther  than  fo rmat t ing  i s  that  
a l though  you  a re  “s ta r t ing  f rom sc ra tch”  wi th  windows,  the  c l ient ’s  data  i s  not  los t .  Be  sure  
to  in fo rm the  c l ient  that  ALL  app l i ca t ions  and  per iphera ls  wi l l  need  to  be  re ins ta l led  ( that  
means  Word ,  Qu icken ,  Sc rabb le ,  e tc…) af te r  the  windows re ins ta l la t ion  has  f in ished .  The  
c l ient ’s  data  SHOULD not  be  los t ,  however  be  sure  to  warn  them of  the  r i sk  o f  data  loss ,  
and  s t rong ly  suggest  back ing  up  a l l  impor tant  data  before  p roceed ing  wi th  the  ins ta l la t ion .  
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Although  data  shou ld  not  be  los t ,  in fo rmat ion  l i ke  e -mai l  and  qu icken  data  may  need  to  be  
impor ted  a f te r  the  respect ive  p rograms are  re ins ta l led .

1 . )  I f  poss ib le ,  rename the  c l ient ’s  Windows,  P rogram F i les ,  and  Documents  and  Set t ings  
d i rec to ry  before  p roceed ing  wi th  the  ins ta l la t ion .  Th is  wi l l  reduce  the  r i sk  o f  data  loss  
dur ing  the  re ins ta l l .

2 . )  Boot  to  the  OEM Win2k  o r  Windows XP  CD and  se lec t  “To  setup  Windows XP  now,  
P ress  Enter” .

3 . )  Se lec t  the  opt ion  to  ins ta l l  a  f resh  copy  o f  Windows.

4 . )  Setup  wi l l  p rompt  you  fo r  the  new ins ta l la t ion  locat ion .

5 . )  I f  you  were  not  ab le  to  rename the  cur rent  windows d i rec to ry  before  s ta r t ing  the  c lean  
ins ta l l ,  change  the  ins ta l la t ion  d i rec to ry  f rom “Windows”  to  “Windows2”  o r  “WinXP” .  
Th is  wi l l  be  your  new windows d i rec to ry

6 . )  P roceed  th rough  ins ta l l  as  normal .
 
FORMAT AND INSTALLATION

A fo rmat  and  ins ta l l  i s  the  most  in t rus ive  f i x  poss ib le ,  and  shou ld  on ly  be  used  in  ex t reme 
cases  o f  par t i t ion  o r  f i le  sys tem cor rupt ion .  Th is  method  causes  a l l  data  on  the  c l ient ’s  hard  
d r i ve  to  be  e rased  and  a  c lean  and  f resh  copy  o f  windows to  be  ins ta l led .  Th is  i s  a  *LAST 
RESORT*.

When per fo rming  a  fo rmat  and  ins ta l l ,  there  a re  3  th ings  you  must  do  before  p roceed ing  
wi th  the  work .

1 . )  In fo rm the  c l ient  that  a l l  o f  the i r  data  i s  go ing  to  be  los t ,  and  why  i t  i s  necessary  to  
take  such  harsh  ac t ion  to  reso lve  the i r  p rob lem (par t i t ion  tab le  i s  co r rupt ,  e tc . . . )

2 . )  In fo rm the  c l ient  that  they  wi l l  not  have  any  o f  the i r  data  a f te r  you  fo rmat  the  sys tem

3. )  In fo rm the  c l ient  that  the i r  data  wi l l  be  gone  when you  a re  done .  Th is  means  e -mai ls ,  
bookmarks ,  photos ,  documents ,  qu icken  data .  Gone ,  never  go ing  to  see  i t  aga in .  
Re i te ra te  th is  po in t  over  and  over  unt i l  you  a re  sure  the  c l ient  unders tands .

To  per fo rm a  fo rmat  and  ins ta l l :

1 . )  Boot  to  the  OEM CD.   Se lec t  the  opt ion  “To  setup  Windows XP  now,  P ress  Enter” .    

2 . )  Setup  wi l l  f ind  the  p rev ious  ins ta l la t ion  and  wi l l  ask  i f  you  want  to  repa i r  i t  o r  
“cont inue  ins ta l l ing  a  f resh  copy  o f  Windows XP  wi thout  repa i r ing”

3 . )  P ress  ESC.  

4 . )  De le te  the  cur rent  par t i t ion  and  fo l low setup ’s  ins t ruc t ions  to  c reate  and  fo rmat  a  new 
one .  BEFORE you  do  de le te  the  par t i t ion ,  i t  i s  c ruc ia l  that  you  exp la in  to  the  c l ient  
that  ALL  o f  the i r  data  i s  go ing  to  be  e rased .   Te l l  them th is  a t  least  3  t imes  before  
fo rmat t ing  the  d r i ve .   Exp la in  to  them what  data  i s  -  most  peop le  don ’t  know that  the i r  
data  i s  “a l l  o f  the i r  MP3 f i les” ,  o r  “a l l  o f  the i r  p ic tu res  f rom the  lake  cab in” .  On ly  
a f te r  the  c l ient  unders tands  and  agrees  to  los ing  a l l  o f  the i r  data ,  cont inue  de le t ing  
the  par t i t ion  and  rec reat ing  a  new one .   
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5 . )  Setup  wi l l  walk  you  th rough  the  res t  o f  the  ins ta l l .  Af te r  the  ins ta l la t ion  i s  complete ,  
i t  i s  your  respons ib i l i t y  to  ins ta l l  a l l  needed  d r i ve rs  and  to  make  sure  every th ing  i s  
work ing  as  i t  shou ld  be .  You  shou ld  make  sure  they  can  get  on l ine  and  check  the i r  e -
mai l .  Th is  does  not  mean you  have  to  re ins ta l l  a l l  the  app l i ca t ions  that  were  ins ta l led  
before .  Re ins ta l l ing  app l i ca t ions  and  impor t ing  data  i s  an  add i t iona l  se rv ice  and  shou ld  
be  b i l led  accord ing ly.

NOTE:  I t  would  be  wise  to  note  any  e r ro rs  you  run  ac ross  dur ing  ins ta l la t ion  and  research  
the  cause  and  poss ib le  e f fec t  o f  sa id  e r ro rs .  I t  i s  a lso  impor tant  to  make  sure  that  the  OS is  
to ta l l y  patched  and  the  newest  serv ice  packs  a re  ins ta l led .
 

SOFT  INSTALL  WITH RECOVER CD

Some recovery  CDs  g ive  you  the  opt ion  fo r  a  dest ruc t i ve  repa i r  o r  a  non-dest ruc t i ve  repa i r.   
I f  you  encounter  a  mach ine  that  was  sh ipped  wi th  W2K or  XP  and  i t  came wi th  recovery  CDs ,  
i t  i s  wise  to  invest igate  what  opt ions  a re  ava i lab le  fo r  that  spec i f i c  recovery  d isc .  Af te r  you  
have  examined  your  opt ions ,  in fo rm the  c l ient  o f  your  recommendat ion .  I f  a  non-dest ruc t i ve  
repa i r  opt ion  ex is ts ,  read  th rough  any  warn ings  that  the  recovery  CD’s  d isp lays  and  make  
sure  to  re lay  that  in fo rmat ion  to  the  c l ient  in  words  they  can  unders tand .   

Once  you  have  educated  the  c l ient  and  they  unders tand  what  i s  go ing  to  happen  to  the i r  
sys tem (and  why  i t  i s  necessary ) ,  run  the  non-dest ruc t i ve  repa i r.  The  s teps  to  per fo rm th is  
operat ion  wi l l  va ry  f rom mach ine  to  mach ine  and  you  shou ld  read  every th ing  VERY carefu l l y  
before  p roceed ing .  

I f  the  on ly  opt ion  that  the  recovery  CD has  to  o f fe r  i s  a  dest ruc t i ve  ins ta l l ,  a  sof t  ins ta l l  i s  
not  poss ib le .   At  th is  po in t ,  you  shou ld  s top ,  look  a t  a l l  ava i lab le  opt ions ,  and  p resent  the  
least  in t rus ive  opt ion  to  reso lve  the  p rob lem to  the  c l ient .   I t  i s  up  to  them to  dec ide  how 
they  want  to  p roceed  f rom there .   

FORMAT AND INSTALL  WITH RECOVER CD

This  i s  the  s tandard  recovery  opt ion  fo r  most  PCs .  Restore  CDs  a re  very  s t ra ight fo rward  and  
genera l l y  fo rmat  and  re - image the  c l ient ’s  hard  d r i ve ,  re tu rn ing  i t  to  the  s ta te  the  sys tem 
was  in  when i t  came of f  the  she l f .  I t  i s  c ruc ia l  to  s t ress  the  impor tance  o f  in fo rming  the  
c l ient  about  what  fo rmat t ing  rea l l y  means  and  mak ing  sure  that  the  c l ient  unders tands  the  
resu l t  before  do ing  any  work  that  cou ld  poss ib ly  resu l t  in  data  loss .  Aga in ,  th is  shou ld  be  a  
LAST RESORT.

NOTE:  Not  on ly  i s  i t  ve ry  impor tant  to  exp la in  r i sks  and  reasons  fo r  your  suggest ions  to  
c l ients  in  a l l  s i tuat ions ,  i t  i s  a lso  ex t remely  impor tant  to  document  EVERYTHING in  the  
notes!
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6 .11  -  COMMON F ILE  EXTENSIONS FOR DATA BACK-UP

The fo l lowing  i s  a  l i s t  o f  p rograms that  a re  commonly  backed  up  and  the  re levant  f i les  and  typ ica l  
locat ions .

Th is  i s  not  a l l  inc lus ive  so  i t  i s  impor tant  to  consu l t  the  c l ient  as  to  any  spec i f i c  needs  they  may  
have .

‘My Documents ’  d i rec to ry
• Usua l l y  best  to  back  up  every th ing  in  th is  d i rec to ry
• Some common extens ions  found  here :
 * .doc  -  MS Word  documents
 * .x ls  –  MS Exce l  sp readsheet
 * . jpg  –  image f i les

‘Favor i tes ’  d i rec to ry
• Win  2K/XP  –  C : \  Documents  and  Set t ings \%user%\Favor i tes
• Win  9x/ME –  C : \Windows\Favor i tes

Microsof t  Out look
• * .ps t  –  Out look  data  f i le
 Win  2k/XP :  C : \Documents  and  Set t ings \%user%\Loca l  Set t ings \App l i ca t ion  Data \Mic rosof t \Out look
 Win  9x/ME:  C : \Windows\Prof i les \%user%\Loca l  Set t ings \App l i ca t ion  Data \Mic rosof t \Out look

Microsof t  Out look  Express
• * .dbx  -  Out look  Express  data  f i le  (most  commonly )
 Win  2k/XP :  C : \Documents  and  Set t ings \%user%\Loca l  Set t ings \App l i ca t ion  Data \ Ident i t ies \ {%}\Microsof t \Out look  Express

 Win  9x/ME:  C : \Windows\Appl icat ion  Data \ Ident i t ies \ {%}\Microsof t \Out look  Express

• * .wab –  Windows Address  Book
 Win  2K/XP  –  C : \Documents  and  Set t ings \%user%\Appl icat ion  Data \Mic rosof t \Address  Book
 Win  9x/ME -  C : \Windows\Appl icat ion  Data \Mic rosof t \Address  Book
• * .csv  –  Comma Separated  Va lues
 A  more  re l iab le  way  to  expor t /back-up  address  book  ent r ies
 To  Expor t :  F i le>Expor t>Address  Book>Text  F i le>Expor t
 To  Impor t :  F i le> Impor t>Other  Address  Book>Text  F i le> Impor t

Qu icken
• * .qdf  -  Qu icken  data  f i le
 Stores  a l l  t ransact iona l  data  fo r  the  account
 Typ ica l  locat ion  -  C : \P rogram F i les \Qu ickenW\Backup
 I f  the  data  has  not  been  backed  up  recent ly,  the  ent i re  Qu ickenW d i rec to ry  shou ld  be  cop ied

QuickBooks
• * .qbb  -  Qu ickBooks  company  f i le
 Stores  a l l  company-spec i f i c  in fo rmat ion
 Typ ica l  locat ion  –  C : \P rogram F i les \ In tu i t \Qu ickBooks

Microsof t  Money
• * .mny
 Stores  a l l  t ransact iona l  data  fo r  the  account
 Typ ica l  locat ion  –  C : \P rogram F i les \Mic rosof t  Money



BURN OR EAT THIS DOCUMENT AFTER READING

EYES ONLY COMMUNIQUÉ

6 .12  -  GENERIC/QUICK F IXES

These  a re  some speedy  f i xes  that  a re  o f ten  used .

Mic rosof t  Word  wi l l  not  open
• Enab le  “Show h idden  f i les  and  fo lders”
• Normal .dot  i s  p robab ly  cor rupt  and  needs  to  be  p laced .
• S imply  search  fo r  normal .dot  and  de le te ;  Word  wi l l  rec reate  th is  f i le  next  t ime i t ’s  
opened
• C : \Documents  and  Set t ings \%user%\Appl icat ion  Data \Mic rosof t \Templates
• C : \P rogram F i les \Mic rosof t  Of f i ce \Templates
• You  must  in fo rm the  c l ient  that  the i r  cus tomizat ions  wi l l  be  los t

Pag ing  f i le  i s  se t  to  0  MB and  won’t  s tay  set  when you  manual ly  t ry  to  set  i t
•  App ly  the  In te l  App l i ca t ion  Acce le ra to r  v2 .3 ;  i f  app l i cab le
• Located  on  the  MRI  \ . \ In te l

Can ’t  access  any  web s i tes ,  but  you  get  an  IP,  DNS,  and  can  p ing
• Winsock2  may  need  to  be  repa i red ;  see  winsock2/DUN f ixes
• You  can  per fo rm th is  manual ly  o r  there  a re  a  few too ls  on  the  MRI
• \ . \Spyware \Winsock2  Ut i l i t ies
 
Windows 2000/XP  On ly
User  accounts  a re  tak ing  a  long  t ime to  load/paus ing  a t  the  “Load ing  Your  Persona l  Set t ings . . . “  
message  –  use  th is  . reg  to  show you  what  f i le  i s  poss ib ly  caus ing  th is
• Apply  Show Verbose  Secur i ty  Status  Messages . reg
• Located  on  the  MRI  \ . \Windows Too ls \Reg is t ry  Ent r ies
• Don’t  fo rget  to  app ly  the  undo  to  re tu rn  the  mach ine  back  to  d isp lay ing  the  defau l t  

message

Out look  Express  6  not  a l lowing  a t tachments
• I f  Serv ice  Pack  1  was  ins ta l led ,  “Do  not  a l low at tachments  to  be  saved  o r  opened  that  

cou ld  potent ia l l y  be  a  v i rus”  was  automat ica l l y  enab led ;  s imply  uncheck  th is  opt ion

You can ’t  access  the  fo l lowing  s i tes :
• Secured  Sockets  Layer  (SSL )
• Act iveX is  work ing  par t ia l l y /not  a t  a l l
•  Windows Update  i s  not  work ing  p roper ly  (web s i te  d isp lays  an  Act iveX er ro r )
•  AOL  vers ions  g reater  than  7 .0  ( spec i f i ca l l y  9 .0  Opt imized )  won’t  access  most  s i tes ,  

spec i f i ca l l y  SSL
• Apply  the  Cryptograph ic  serv ice  and  Act iveX f i xes  v3 .bat
• Located  on  the  MRI  \ . \Windows Too ls \Batch  F i les

I f  network  shares  a re  tak ing  a  long  t ime to  d isp lay,  t r y  th is  tweak
• When app l ied  th is  te l l s  the  computer  not  to  look  a t  the  shares  fo lder,  therefore  speed ing  

up  your  shar ing
• Apply  Speed  up  f i le .p r in t  shar ing  tweak . reg
• Located  on  the  MRI  \ . \Windows Too ls \Reg is t ry  Ent r ies

There  i s  a  fo lder  on  the  MRI  wi th  a  few he lp fu l  l inks  to  var ious  web s i tes
•  \ . \He lp fu l  L inks
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7 .0  -  Post -Operat ions  (Post -Op )

Af te r  complet ing  any  type  o f  computer  serv ice ,  post -op  each  sys tem to  ver i fy  that  a l l  o f  the  
fo l lowing  i tems are  p roper ly  funct ion ing .  Th is  i s  done  to  catch  any  i ssues  that  may  s t i l l  be  
occur r ing .  By  tak ing  less  than  5  minutes  you  may  save  a  c l ient  the  inconven ience  o f  hav ing  to  
b r ing  the i r  computer  back  fo r  what  cou ld  have  been  an  easy  f i x .

•  Reboot  the  sys tem a  min imum of  th ree  t imes
• Watch  fo r  shutdown prob lems

• Test  a l l  F loppy  and  CD dr ives  
• Test  sound ,  modem/NIC ,  and  v ideo  ( i .e .  h igher  than  16-b i t  800x600 )
• Check  Dev ice  Manager  in  Normal  Mode
• Check  fo r  mul t ip le  ex t raneous  dev ices  in  Safe  Mode Dev ice  Manager  (Win9x  on ly )
•  Make  sure  Windows recogn i zes  a l l  the  RAM in  the  sys tem

• Load  web pages  ( t r y  to  use  c l ient ’s  account  i f  poss ib le )  
•  Open  a  sampl ing  o f  app l i ca t ions  on  the  desktop  that  the  c l ient  l i ke ly  uses
  (e .g .  Mic rosof t  Word ,  Mic rosof t  Exce l ,  Qu ickBooks ,  Qu icken ,  e tc . )
•  Test  the i r  major  app l i ca t ions  whether  you  worked  on  them or  not .
   
Th is  has  tu rned  up  many  l i t t le  i ssues  in  the  past  that  may  have  become potent ia l  reca l l s .  A  
sat is f ied  c l ient  means  a  potent ia l  repeat  c l ient!
 
•  Educate ,  educate ,  and  re -educate  the  c l ient  on  what  was  done  wi th  the i r  sys tem!

Check-Out

• Pu l l  up  c l ient ’s  serv ice  o rder  th rough  STAR
• Ver i fy  p roduct  i s  complete
• Get  p roduct ,  paperwork ,  and  a l l  par ts
• Exp la in  in  deta i l  what  was  wrong  and  what  serv ice  was  per fo rmed
• Make sure  the  c l ient  i s  fu l l y  aware  o f  EVERYTHING you  d id  to  the i r  mach ine
• Make recommendat ions  as  to  how to  p revent  i t  f rom happen ing  aga in
• C lose  serv ice  o rder  in  STAR
• Process  payment  th rough  P.O .S .
• Par ts  and  Labor
• Get  c l ient ’s  s ignature  on  c losed  serv ice  o rder
• Last ly,  thank  the  c l ient  fo r  the i r  bus iness!
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8 .0  -  COMPUTER CHECK-OUT

When the  c l ient  re tu rns  to  p ick  up  the i r  se rv iced  p roduct ,  per fo rm the  fo l lowing :

1 .  Greet  the  c l ient .
2 .  Use  STAR to  ident i fy  the  un i t ;  use  the  Serv ice  Order  number  o r  the  c l ient ’s  phone  number  

and  las t  name to  pu l l  up  the i r  Serv ice  Order.
3 .  Show the  c l ient  the  Tact ica l  Case  Repor t  fo rm (on  reverse  s ide  o f  In -Store  Tact ica l  

Ana lys is  fo rm)  and  exp la in  any  app l i cab le  ins t ruc t ions  regard ing  the  p roduct
4 .  C lose  the  Serv ice  Order  in  STAR to  p r in t  out  cop ies  o f  the  Serv ice  Order.
a .  R ing  out  the  ba lance  due  in  P.O .S .  even  o f  there  i s  a  $0  ba lance  due .  Co l lec t  payment  as  

app l i cab le .  I t  i s  ex t remely  impor tant  that  a l l  se rv ices  and  hardware  p ieces  a re  p rocessed  
th rough  P.O .S .  as  to  p revent  shr ink  and  to  not  miss  out  on  any  labor  charges .

b .  Have  the  c l ient  s ign  a  copy  o f  the  Serv ice  Order ;  techn ic ian  shou ld  s ign  i t  as  wel l .  Keep  
s igned  copy  fo r  the  s to re  f i le .

c .  G ive  the  uns igned  copy  o f  the  Serv ice  Order  and  the  un i t  to  the  c l ient .

I f  repa i rs  were  completed  and  ver i f ied  us ing  the  fu l l  d iagnost ic  su i te  and  the  post -op  was  
per fo rmed and  noted  then  there  i s  no  reason  to  power  on  the  computer  and  show the  c l ient  
that  i t  i s  funct ion ing  appropr ia te ly.  I f  c l ient  requests  to  have  un i t  powered  up  a t  that  t ime 
power  up  the  mach ine  and  demonst ra te  p roper  operat ion .


