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In an Ideal World Interfaces...
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Evil Interfaces

Warning - Grand Prize Winner “Evil interfaces are
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e s designed to
LUCKY VISITOR!!) mislead or trick,
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Not bad design...
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The Problem is Evolving...
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Motivators

Profit

- Make sales

- Register software

- Advertising revenue
- Protect IP

Brand recognition
- including political candidates

Disclose Information
(Sick) Humor

Legal

Your definition of “evil” may vary



Attacker’'s Problem

attention to . e e
advertisements. |
“Generation MySpace is ¥ e
Getting ==Ye Up"
Banner Ad Blindness

Occurs on and off
desktop

Attacker’s solution... Evil
Interfaces

http://www.useit.com/eyetracking/



So What?

The problem is ubiquitous

Minimal countermeasures exist

This is a hard problem

Raising awareness increases resistance



Outline

A little background

Threat model and attacker motivations
Taxonomy

Measuring evil



Threat Model

» Attacker is often designer of interface

- or Third-parties able to influence interface

« sources of embedded content
« [SPs

» Assets: user’s time, attention, and money

* Environment: Problem exists everywhere.
Gas stations, casinos, grocery stores,
software, hardware, the web.



Taxonomy of Evil Usability

Attention
- Attract
- Avoid
- Demand

Error Exploitation

Work

Deceive

Manipulating Navigation
Manipulating Controls



Attract Attention



Preattentive Processing

Orientation
* Length

« Width

* Size

‘ * Shape

Curvature
‘ . * Color
* Spatial
. ‘ Positioning

http://www.intelligententerprise.com/print_article.jhtml;jsessionid=XB1PNVUTOOMAOQSNDLOSKHOCJUNN2JVN?articlelD=31400009
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jobs that would generate an at-home income with what seemed like respectable sites,
howewver these sites led to massive amounts of spam.”
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Finding that perfect spot to retire can be both chall g and exj ive. That's
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handy.
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JULY 18-20 2008
HOTEL PENNSYLVANIA
NEW YORK CITY

Internet Explorer
1 |

| - Don't Forget to

« 'The Best Of 2600' To Be Released At Conference
« More Stories...

We all knew these days would come. The Last HOPE is the
seventh Hackers On Planet Earth conference. Join the rest of the
hacker community from around the world July 18 to July 20, 2008
for this momentous occasion at the historic Hotel Pennsylvania i
New York City.

There will be three days and nights of speakers along with all
sorts of activities to keep you entertained and enlightened. We
have a tremendous amount of space for us to make use of and
Joi iling list it's all right in the middle of the city, across the street from Pen
fg;nugggtn;gl s Station. You still have time to get involved in this historic event,

whether by attending, volunteering, speaking, or creating
_ something new that none of us have thought of yet.
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A Signal to Noise Example
(Computer World)

2,509,171 pixels (total)
384,462 pixels (content)
* 15% is content
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Value is Relative

Search / News



Related References

“Perception in Visualization.”
http://www.csc.ncsu.edu/faculty/healey/PP/index.html

“Attacking Information Visualization System Usability”
http://www.rumint.org/gregconti/publications/20050515_SOUPS_Malviz_final.pdf

“Googling Considered Harmful.”
http://www.rumint.org/gregconti/publications/20061101_NSPW_Googling_Conti_Final.pdf

“How Web Advertising Works."”

http://computer.howstuffworks.com/web-advertising.htm/printable

Ian Parberry. “The Internet and the Aspiring Games

Programmer.”
http://www.eng.unt.edu/ian/pubs/dags95g.pdf

Jakob Nielsen. “Banner Ad Blindness: Old and New
Findings.”
http://www.useit.com/alertbox/banner-blindness.html

“Generation MySpace is Getting Fed up”
http://www.businessweek.com/magazine/content/08_07/b4071054390809.htm



Feedback Welcome

* Where do people learn malicious
interface techniques?

* Where do we go from here?
* Examples / URLs

Survey



http://gizmodo.com/photogallery/microserveces08/1000446257

Questions?

Greg Conti
gregory-conti@usma.edu
United States Military Academy
West Point, New York
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Assumptions

* People are interested in
accomplishing the task at hand, and
not learning about new products and
services.

* Not covering the traditional notion of
attacking applications or operating
systems.
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Use an Alertbox

[indows tnternet Explorer x

some files can harm your computer. If the file information looks suspicious
or you do not fully trust the source, do not open the file.

You are opening the following file:

File name: cs385.doc
From:
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