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Network Services
23500 Northwestem Hwy.
Roam A-250

Southbald, Michigan 48075
Office: 810/424-2500

Qralg M, Qrangsr
Area Manager
Disiributed Security

January 12, 1994

George Gardner David P. Smith John Hannon

William Cicilian Judy N. Anderson Robin Richards

Jeffrey Upholzer Richard Krock John Trimpe

Helen Reedy Leo G. Lulofs Cornell Hudson
Jeremiah O'Donnell Robert Peters Kathryn A. Cunningham
Sherri Pierce Elizabeth Thompson Marvin F. M yberry
Ronald Rydel Robert Zader Elizabeth A. Millett
John Manosky Hayes Davis Anthony Fontana

Crary T Chaplin Susan Reinhnld Gary Fox

In an effort to meet one of Mr. Eibel's main objectives, elimination of all direct dial access
to all Network Elements, we need your assistance in identifying all of the network
elements. Attached you will find a letter addressed to the field personnel. Included in this
package arc Network Element Security Form Instructions, 2 examples (one has two
nages) nf filled 01t farms and hlank forms; (these can he duplicated for field nse)  Please
have your field personnel fill out and return this information by January 28, 1994. This
information will be used to develop a database, which requires as much accuracy as
possible from the field. If you have any questions, require assistance or need more
Information, pleasd somact me invnediately.

Thank you in advance for your cooperation.
e
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Network Element Secarity
Form Instructions

1. CLLICoDE
If you have more than one switch within one building lgcation, be sure to conrelate the dial access
to the individual switch. See exampie B.

2. OwricE TYFE
Put in the kind of Central Office Switeh, LE,, DMS 10 S 100, 44,

3. STRRET ADDRESS, CITY, STATE
Put in the address of the Switch.

4. SCC NAME AND TELEPHONE NUMBER.
5,  OFFICE MANAGER AND TELEPHONE NUMBER.

6. FORM FILLED OUT BY, AND TELEPHONE NUMBER
Answers 10 4, 5, and 6 will enable us to contact you for help or clarification.

9. DAL ACCESs TELEPHONE NUMBER AND/OR
Fill in for each modem and access number.

8. CmrcurrIp
Circuit ID's can be FX, Tie Line, Point to Point, etc. as indicated in TIRKS.

9. BAUD RATE
Fill this in if you can sec what the baud rate is.

10, LOCATION
Frame, Power, Swilch, Toll, or any other areas with

dial access.

11. PURPOSE OF CIRCUIT
Be sure to check the following areas as weil as any other areas in your building that may be

- utilizing modems.

Digital X-Connect Systems (DACS IV, eic.)
* Fiber Systems (LTS 2000, etc.)
SLC Systems (Fujitsu, 1¢.)
SMART Power Plant Systems {DGU, Linage, 2000, etc.)
Facility Systems (SMAS, Dantel, Terradyne, etc.)

Questions concerning the form should be directed (o the Security Hotline, 810/424-7751.

Mail completed forms to:
Distributed Security

23500 Northwestern Room A250
Southfield, MI 48075




Mail completed form Lo:
Distributed Security
23500 Northwestern A250 .

Southfield, Ml 48075 e

AMERITECH NETWORK SWITCHING ELEMENT
DIAL ACCESS INVENTORY FORM

Do DTRTMIXTDISZ Office T%e EG.DMS 100,5E)__DMS 1O papetof o2
(3 Swect Address:_ ZOIDD  Bor oackwa. 4 City:_ Dewpod State: Muc b 3 P
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List Additionat dialups for this CLLI code on next page.
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Tf there avc no dial ups, please certify.
§ hereby Certify (hat there are no Dial ups in this office. Name

(Questions on form cotpletion . ditle
should be directed to the CONFIDENTIAL

Security Hotline Selcly for wse by empleyees of Ameritech whe have a need fo knew.
S10/424-775% Not to be disclosed 0 or used by any elher pesson withoul prior authorization,
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o =7 3 Ar 02 Mail completed form 10: .
AMERITECH NETWORK SWITCHING ELEMENT '2’3‘%;‘“‘ secuiyy
DIAL ACCESS INVENTORY FORM - fezlﬂmgg;m gt
(Additional Dial ups) ..
Ciii: DTETMIXTOSY Fage 2 of 2
Dial Access Circuit ID Baud Location (E.G. Toll, | Purpose of Circuit {E.G. Used for Remote
‘Telephone Number Rate (if ] Swiich, Power, Frame) | Maintenance Assistance)
known)
“W 6
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Questions on form complelion
should be directed to the e —
Security Hotline Solely for use by employees of Anteritech who kave = need to kaow.
$10/424-7751 Nat ta be disclosed to or used by any olher person wilhout grier aniherieation.
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Mail compteted torm to:
AMERITECH NETWORK SWITCHING ELEMENT Distributed Security
23500 Northwestern A250
DIAL ACCESS INVENTORY FORM Southfield, M1 48075

@ ciu: SFLDMIXAD‘"D%/ 051 on% Type (EG.DMS 100,5E)_OMD 10Q  pagetor [
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List Additional dialups for this CLLI code on next page.

If there are no dial ups, please certify.
[ hereby Certify that there are no Dial ups in this office. Name

Questions on form completion Title
sh i
ould be directed 10 the CONFIDENTIAL

Security Hotline Solely fer use by employees of Amerifech wito have a necd fo know.
410/424-7751 Not to be disclosed to or used by any siher persan witheut prior sutherization,
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January 12, 1994

To: Central Office Personnel

From: Network Element Security Team
Ameritech has embarked on a program to secure all network elements by the end of 1995,
Part of this process is securing all dial-up ports connected to every Network Element in
the region. In order to accelerate this process, a nigh performance team has been
assembled to address and secure the top 100 Central Offices in the region by June 1, 1994,
In order to accomplish this task we need your assistance in zdennfymg all network
elements in your area. Please provide us with an inventory using the attached form
Complete instructions and a sample form have been inchided.

We need your completed forms returned no later than January 28, 1994, Please return
your forms {o:

Distributed Security

23500 Northwestern Hwy. Room A-250
Southfield, Michigan 48075

Thank you for v~ v help,

~ Network Element Security Team




C—~— Mail completed formio:  ;«
AMERITECH NETWORK SWITCHING ELEMENT Distributed Security
23500 Northwestern A250 -
DIAL ACCESS INVENTORY FORM »Soutl\field, MI 48075
ouk:  ENByw Iy Co= Office Type (E.G.DMS 100,58) /£ Page1of A
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List Additional dialups for th’s CLLI code on next page.

@ If there are no dial ups, please certify.
: I hereby Certify that there are no Dial ups in this office. Name

Questions on form completion Title

shoulc_l be dm?cted to the  CONFEDENTIAL

Security Hotline Solely for wse by eraployces of Amseritech who have a need to kner.
310/424-7751 Not o be disclosed to o¢ wsed by sny other prrson witheut prior sullwrixatien.
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DIAL ACCESS INVENTORY FORM . e o
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Questions on form completion
should be directed (o the

X . CONFIDERTIAL
% Secunl.y Hotline Sol:ly_for use by employees af Ameritech whe have 2 need to know.
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