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ABSTRACT





Encryption plays an essential role in protecting the privacy of electronic information against threats from a variety of potential attackers. In so doing, modern cryptography employs a combination of conventional or symmetric cryptographic systems for encrypting data and public key or asymmetric systems for managing the keys used by the symmetric systems. Assessing the strength required of the symmetric cryptographic systems is therefore an essential step in employing cryptography for computer and communication security�



ÀÍÍÎÒÀÖÈß





Øèôðîâàíèå èãðàåò ñóùåñòâåííóþ ðîëü â ñîõðàíåíèè â òàéíå ýëåêòðîííîé ñåêðåòíîé èíôîðìàöèè îò óãðîç ñî ñòîðîíû ïîòåíöèàëüíûõ âçëîìùèêîâ. Äëÿ ýòîãî ñîâðåìåííàÿ êðèïòîãðàôèÿ èñïîëüçóåò êîìáèíàöèþ îáû÷íûõ (ñèììåòðè÷íûõ) êðèïòîãðàôè÷åñêèõ ñèñòåì äëÿ øèôðîâàíèÿ äàííûõ è îòêðûòûõ (àññèìåòðè÷íûõ) êëþ÷åé äëÿ óïðàâëåíèÿ êëþ÷àìè ñèììåòðè÷íûõ ñèñòåì. Ñëåäîâàòåëüíî, îöåíêà ñòîéêîñòè ñèììåòðè÷íîé ñèñòåìû åñòü  ñóùåñòâåííûé øàã â ïðèìåíåíèè êðèïòîãðàôèè äëÿ êîìïüþòåðíîé è êîììóíèêàöèîííîé áåçîïàñíîñòè.�
�
Technology readily available today (late 1995) makes brute-force attacks against cryptographic systems considered adequate for the past several years both fast and cheap. General purpose computers can be used, but a much more efficient approach is to employ commercially available Field Programmable Gate Array (FPGA) technology. For attackers prepared to make a higher initial investment, custom-made, special-purpose chips make such calculations much faster and significantly lower the amortized cost per solution.�
Òåõíîëîãèè, ëåãêî äîñòóïíûå ñåãîäíÿ (ïîñëå 1995 ã.) äåëàþò ñèëîâûå àòàêè íà êðèïòîãðàôè÷åñêèå ñèñòåìû áûñòðûìè è äåøåâûìè. Äëÿ ýòîé öåëè ìîãóò áûòü èñïîëüçîâàíû êîìïüþòåðû îáùåãî íàçíà÷åíèÿ, íî íàìíîãî ýôôåêòèâíåå èñïîëüçîâàòü Íàáîð Ïðîãðàììèðóåìûõ ×èïîâ (ÍÏ×). Äëÿ âçëîìùèêà, ñïîñîáíîãî ñäåëàòü áîëüøèå íà÷àëüíûå èíâåñòèöèè, ñïåöèàëüíûé ÷èï ìîæåò ïðîèçâîäèòü òàêèå âû÷èñëåíèÿ íàìíîãî áûñòðåå, è öåíà ðåøåíèÿ áóäåò çíà÷èòåëüíî äåøåâëå. �
�
As a result, cryptosystems with 40-bit keys offer virtually no protection at this point against brute-force attacks. Even the U.S. Data Encryption Standard with 56-bit keys is increasingly inadequate. As cryptosystems often succumb to `smarter' attacks than brute-force key search, it is also important to remember that the keylengths discussed here are the minimum needed for security against the computational threats considered.�
Â ðåçóëüòàòå, ñ ýòîé òî÷êè çðåíèÿ, êðèïòîñèñòåìû ñ 40-áèòîâûìè êëþ÷àìè ôàêòè÷åñêè íå îáåñïå÷èâàþò çàùèòû îò ñèëîâîé àòàêè. Äàæå àìåðèêàíñêèé ãîñóäàðñòâåííûé ñòàíäàðò øèôðîâàíèÿ äàííûõ DES ñ 56-áèòîâûìè êëþ÷àìè ÿâëÿåòñÿ íåäîñòàòî÷íî íàäåæíûì. Òàê êàê êðèïòîñèñòåìû áîëååå ïîäâåðæåíû âçëîìó, ÷åì ñèëîâîé àòàêå, òî âàæíî ïîìíèòü, ÷òî îáñóæäàåìàÿ äëèíà êëþ÷à ÿâëÿåòñÿ ìèíèìàëüíî íåîáõîäèìîé äëÿ îáåñïå÷åíèÿ áåçîïàñíîñòè îò âû÷èñëèòåëüíûõ óãðîç.�
�
Fortunately, the cost of very strong encryption is not significantly greater than that of weak encryption. Therefore, to provide adequate protection against the most serious threats - well-funded commercial enterprises or government intelligence agencies - keys used to protect data today should be at least 75 bits long. To protect information adequately for the next 20 years in the face of expected advances in computing power, keys in newly-deployed systems should be at least 90 bits


long.�
Ê ñ÷àñòüþ, öåíà ñèëüíîãî øèôðîâàíèÿ íå íà ìíîãî áîëüøå, ÷åì öåíà ñëàáîãî. Ñëåäîâàòåëüíî, äëÿ îáåñïå÷åíèÿ íåîáõîäèìîé çàùèòû îò íàèáîëåå ñåðüåçíûõ óãðîç - êðóïíûõ ôèíàíñîâûõ ïðåäïðèÿòèé èëè èíîñòðàííûõ ðàçâåäñëóæá - êëþ÷è, èñïîëüçóåìûå ñåãîäíÿ äëÿ çàùèòû èíôîðìàöèè äîëæíû áûòü íå ìåíåå 75-áèòîâîé äèíû. Äëÿ çàùèòû èíôîðìàöèè íà ñëåäóþùèå 20 ëåò, ïåðåä ëèöîì îæèäàåìîãî ðàçâèòèÿ êîìïüþòåðíûõ ìîùíîñòåé, êëþ÷è â ïðîåêòèðóåìûõ ñèñòåìàõ äîëæíû áûòü íå ìåíåå 90 áèòîâ.


�
�
1. Encryption Plays an Essential Role in Protecting the Privacy of Electronic Information�
1. Øèôðîâàíèå èãðàåò ñóùåñòâåííóþ ðîëü äëÿ ñîõðàíåíèÿ â òàéíå ñåêðåòíîé èíôîðìàöèè�
�
1.1 There is a need for information security.�



1.1 Íåîáõîäèìîñòü çàùèòû èíôîðìàöèè 


�
�
Today, most forms of information can be stored and processed electronically. This means a wide variety of information, with varying economic values and privacy aspects and with a wide variation in the time over which the information needs to be protected, will be found on computer networks. Consider the spectrum:


Electronic Funds Transfers of millions or even billions of dollars, whose short term security is essential but whose exposure is brief;


A company's strategic corporate plans, whose confidentiality must be preserved for a small number of years;


A proprietary product (Coke formula, new drug design) that needs to be protected over its useful life, often decades; and


Information private to an individual (medical condition, employment evaluation) that may need protection for the lifetime of the individual.


�
Ñåãîäíÿ áîëüøèíñòâî ôîðì èíôîðìàöèè ìîãóò áûòü çàïèñàíû è îáðàáîòàíû â ýëåêòðîííîì âèäå. Ýòî îçíà÷àåò, ÷òî â êîìïüþòåðíûõ ñåòÿõ ìîæåò áûòü íàéäåíî áîëüøîå ðàçíîîáðàçèå èíôîðìàöèè, ñ ðàçëè÷íûìè ýêîíîìè÷åñêèìè öåíàìè è óðîâíÿìè ñåêðåòíîñòè, øèðîêèì ðàçíîîáðàçèåì âî âðåìåíè, â òå÷åíèå êîòîðîãî îíà äîëæíà áûòü ñåêðåòíîé. Ðàññìîòðèì ñïåêòð:


Ìåæäóíàðîäíûå ïåðåâîäû ìèëëèîíîâ è, äàæå, ìèëëèàðäîâ äîëëàðîâ, õàðàêòåðèçóþùèåñÿ êîðîòêèì âðåìåíåì ñòîéêîñòè è ñóùåñòâîâàíèå êîòîðûõ íåïðîäîëæèèòåëüíî.


Ñòðàòåãè÷åñêèé ïëàí äåéñòâèé êîðïîðàöèè, ñåêðåòíîñòü êîòîðîãî äîëæíà ñîõðàíÿòüñÿ â òå÷åíèå íåêîòîðîãî íåáîëüøîãî êîëè÷åñòâà ëåò.


Ïðàâà íà ïðîäóêò (ôîðìóëà Êîêè, ñîñòàâ íîâûõ ëåêàðñòâ), êîòîðûå äîëæíû áûòü çàùèùåíû íà âñåì ïðîòÿæåíèè ñóùåñòâîâàíèÿ è èñïîëüçîâàíèÿ ïðîäóêòà, ÷àñòî äåñÿòêè ëåò.


Èíôîðìàöèÿ ïðèíàäëåæàùàÿ ÷àñòíûì ëèöàì (ñîñòîÿíèå çäîðîâüÿ, çàðïëàòà) êîòîðûå ìîãóò íóæäàòüñÿ â çàùèòå íà âñå âðåìÿ æèçíè .�
�
1.2 Encryption can provide strong confidentiality protection.�
1.2 Øèôðîâàíèå ìîæåò îáåñïå÷èòü ñèëüíóþ çàùèòó�
�
Encryption is accomplished by scrambling data using mathematical procedures that make it extremely difficult and time consuming for anyone other than authorized recipients - those with the correct decryption keys - to recover the plain text. Proper encryption guarantees that the information will be safe even if it falls into hostile hands.�
Øèôðîâàíèå ïðîèçâîäèòñÿ ïåðåìåøèâàíèåì äàííûõ èñïîëüçóÿ ìàòåìàòè÷åñêèå ïðîöåäóðû, êîòîðûå äåëàþò åãî ïðåäåëüíî ñëîæíûì è âðåìÿïîæèðàþùèì äëÿ âñåõ, êòî íå ÿâëÿåòñÿ çàêîííûì ïîëüçîâàòåëåì (îáëàäàþùèì íåîáõîäèìûì êëþ÷îì äåøèôðîâàíèÿ äëÿ ðàñøèôðîâàíèÿ èñõîäíîãî òåêñòà). Øèôðîâàíèå ãàðàíòèðóåò, ÷òî èíôîðìàöèÿ áóäåò â áåçîïàñíîñòè, äàæå åñëè îíà ïîïàäåò ê íåïðèÿòåëþ â ðóêè.�
�
The degree of protection obtained depends on several factors. These include: the quality of the cryptosystem; the way it is implemented in software or hardware (especially its reliability and the manner in which the keys are chosen); and the total number of possible keys that can be used to encrypt the information. A cryptographic algorithm is considered strong if:


1. There is no shortcut that allows the opponent to recover the plain text without using brute force to test keys until the correct one is found; and


2. The number of possible keys is sufficiently large to make such an attack infeasible.�
Ñòåïåíü çàùèòû çàâèñèò îò íåñêîëüêèõ ôàêòîðîâ: êà÷åñòâî êðèïòîñèñòåìû, ñïîñîáû åå èñïîëüçîâàíèÿ â ïðîãðàììàõ è àïïàðàòóðå (îñîáåííî åå íàäåæíîñòü è ñïîñîá âûáîðà êëþ÷åé),  îáùåå êîëè÷åñòâî âîçìîæíûõ êëþ÷åé. Êðèïòîãðàôè÷åñêèé àëãîðèòì ñ÷èòàåòñÿ ñòîéêèì, åñëè :


1. Íå ñóùåñòâóåò êîðîòêîãî ïóòè, ïîçâîëÿþùåãî ïðîòèâíèêó ïîëó÷èòü èñõîäíûé òåêñò áåç èñïîëüçîâàíèÿ ñèëîâîé àòàêè


2. Êîëè÷åñòâî âîçìîæíûõ êëþ÷åé çíà÷èòåëüíî áîëüøå òîãî, ÷òîáû ñäåëàòü òàêóþ àòàêó óñïåøíîé�
�
The sizes of encryption keys are measured in bits and the difficulty of trying all possible keys grows exponentially with the number of bits used. Adding one bit to the key doubles the number of possible keys; adding ten increases it by a factor of more than a thousand.�
Ðàçìåðû êëþ÷åé øèôðîâàíèÿ èçìåðÿþòñÿ â áèòàõ, à ñëîæíîñòü ïåðåáîðà âñåõ âîçìîæíûõ êëþ÷åé ðàñòåò ýêñïîíåíöèàëüíî ñ ðîñòîì ÷èñëà áèòîâ. Äîáàâëåíèå îäíîãî áèòà ê êëþ÷ó óäâàèâàåò êîëè÷åñòâî âîçìîæíûõ êëþ÷åé, äîáàâëåíèå 10 - óâåëè÷èâàåò åãî áîëåå, ÷åì â 1000 ðàç.�
�
There is no definitive way to look at a cipher and determine whether a shortcut exists. Nonetheless, several encryption algorithms - most notably the U.S Data Encryption Standard (DES) - have been extensively studied in the public literature and are widely believed to be of very high quality. An essential element in cryptographic algorithm design is thus the length of the key, whose size places an upper bound on the system's strength.�
Íå ñóùåñòâóåò ïðîñòîãî ñïîñîáà âçãëÿíóòü íà øèôðñèñòåìó è îïðåäåëèòü ñóùåñòâóåò ëè êîðîòêèé ïóòü. Òåì íå ìåíåå, íåêîòîðûå àëãîðèòìû - íàèáîëåå èçâåñòåí DES - èíòåíñèâíî èçó÷àëèñü â îòêðûòîé ëèòåðàòóðå è â íèõ ìîæíî áûòü óâåðåíûìè ñ âûñîêîé ñòåïåíüþ äîâåðèÿ. Ñóùåñòâåííûé ýëåìåíò â ðàçðàáîòêå êðèïòîãðàôè÷åñêîãî àëãîðèòìà ýòî òî, ÷òî äëèíà êëþ÷à åñòü âåðõíÿÿ ãðàíü ñòîéêîñòè øèôðñèñòåìû.�
�
Throughout this paper, we will assume that there are no shortcuts and treat the length of the key as representative of the cryptosystem's workfactor - the minimum amount of effort required to break the system. It is important to bear in mind, however, that cryptographers regard this as a rash assumption and many would recommend keys two or more times as long as needed to resist brute-force attacks. Prudent cryptographic designs not only employ longer keys than might appear to be needed, but devote more computation to encrypting and decrypting. A good example of this is the popular approach of using triple-DES: encrypting the output of DES twice more, using a total of three distinct keys.�
Ïîâñþäó â ýòîé ñòàòüå ìû áóäåì ïîëàãàòü, ÷òî íå ñóùåñòâóåò êîðîòêîãî ïóòè è ñ÷èòàòü äëèíó êëþ÷à ìåðîé ñòîéêîñòè ñèñòåìû - ìèíèìàëüíîå êîëè÷åñòâî óñèëèé òðåáóåìîå äëÿ âçëîìà ñèñòåìû. Âàæíî ïîìíèòü, ÷òî êðèïòîãðàôû ñ÷èòàþò ýòî ñëèøêîì îïðîìåò÷èâûì è ìíîãèå èç íèõ ðåêîìåíäóþò êëþ÷è äâîéíîé èëè áîëåå äëèíû, ÷åì íåîáõîäèìî äëÿ çàùèòû îò ñèëîâîé àòàêè. Ïðåäóñìîòðèòåëüíûé êðèïòîäèçàéí íå òîëüêî ïðèìåíÿåò áîëåå äëèííûå êëþ÷è, ÷åì íåîáõîäèìî, íî è çàòðà÷èâàåò áîëüøå âû÷èñëåíèé äëÿ øèôðîâàíèÿ è äåøèôîðîâàíèÿ. Õîðîøèé ïðèìåð ýòîãî - ïîïóëÿðíûé ïîäõîä ê èñïîëüçîâàíèþ òðîéíîãî DES: øèôðîâàíèå âûõîäà DES åùå äâà ðàçà  èñïîëüçóÿ â èòîãå ðàçíûõ êëþ÷à.�
�
1.3 There are threats from a variety of potential attackers.


�
1.3 Ñóùåñòâóþò ðàçëè÷íûå óãðîçû ñî ñòîðîíû ðàçëè÷íûõ âçëîìùèêîâ�
�
Threats to confidentiality of information come from a number of directions and their forms depend on the resources of the attackers. `Hackers,' who might be anything from high school students to commercial programmers, may have access to mainframe computers or networks of workstations. The same people can readily buy inexpensive, off-the-shelf, boards, containing Field Programmable Gate Array (FPGA) chips that function as `programmable hardware' and vastly increase the effectiveness of a cryptanalytic effort. A startup company or even a well-heeled individual could afford large numbers of these chips. A major corporation or organized crime operation with `serious money' to spend could acquire custom computer chips specially designed for decryption. An intelligence agency, engaged in espionage for national economic advantage, could build a machine employing millions of such chips.


�
 Óãðîçû áåçîïàñíîñòè èñõîäÿò ñî ìíîãèõ ñòîðîí è èõ ôîðìû çàâèñÿò îò ðåñóðñîâ íàïàäàþùåãî. Õàêåðû - êîòîðûå ìîãóò áûòü êåì óãîäíî, îò ñòóäåíòà äî ïðîãðàììèñòà - ìîãóò èìåòü äîñòóï ê ìàéíôðåéìàì èëè ñîòíÿì ðàáî÷èõ ñòàíöèé. Òå æå ëèöà ìîãóò îòõîòíî ïîêóïàòü íåäîðîãèå áûâøèå â óïîòðåáëåíèè ïëàòû, ñîäåðæàùèå íàáîðû ïðîãðàììèðóåìûõ ÷èïîâ (ÍÏ×), êîòîðûå ÷ðåçâû÷àéíî ïîâûøàþò ðåçóëüòàòèâíîñòü êðèïòîàíàëèòè÷åñêîãî óñèëèÿ. Íà÷èíàþùàÿ êîìïàíèÿ, èëè äàæå õîðîøî îñíàùåííûé èíäèâèäóóì, ìîãóò ïîçâîëèòü ñåáå ïðèîáðåñòè áîëüøîå êîëè÷åñòâî òàêèõ ÷èïîâ. Êðóïíûå êîìïàíèè èëè îðãàíèçîâàííûå êðèìèíàëüíûå ãðóïïèðîâêè ñ «ñåðüåçíûìè äåíüãàìè» ìîãóò çàêàçàòü êîìïüþòåðíûé ÷èï ñïåöèàëüíî ðàçðàáîòàííûé äëÿ øèôðîâàíèÿ. Ðàçâåäñëóæáû, çàíÿòûå â ïðîìûøëåííîì øïèîíàæå, ìîãóò ïîñòðîèòü ìàøèíó, ñîñòîÿùóþ èç ìèëëèîíà òàêèõ ÷èïîâ.�
�
1.4 Current technology permits very strong encryption for effectively the same cost as weaker encryption.�
1.4 Ñîâðåìåííûå òåõíîëîãèè äàþò ñèëüíîå øèôðîâàíèå çà òóæå öåíó, ÷òî è ñëàáîå�
�
It is a property of computer encryption that modest increases in computational cost can produce vast increases in security. Encrypting information very securely (e.g., with 128-bit keys) typically requires little more computing than encrypting it weakly (e.g., with 40-bit keys). In many applications, the cryptography itself accounts for only a small fraction of the computing costs, compared to such processes as voice or image compression required to prepare material for encryption.�
Îñîáåííîñòü êîìïüþòåðíîãî øèôðîâàíèÿ â òîì, ÷òî ìàëîå óâåëè÷åíèå ñòîèìîñòè âû÷èñëåíèé ìîæåò ïðîèçâåñòè îãðîìíîå óâåëè÷åíèå â áåçîïàñíîñòè. Î÷åíü ñòîéêîå øèôðîâàíèå ñîîáùåíèé (íàïð. ñ 128 - áèòîâûì êëþ÷îì) îáû÷íî òðåáóåò ÷óòü áîëüøå âû÷èñëåíèé, ÷åì øèôðîâàíèå ñëàáîå (ñ 40-áòîâûìè êëþ÷àìè). Âî ìíîãèõ ïðèëîæåíèÿõ êðèïòîãðàôèÿ ïîãëîùàåò ìàëóþ ÷àñòü âû÷èñëèòåëüíîé ìîùíîñòè, ïî ñðàâíåíèþ ñ òàêèìè ïðîöåññàìè, êàê ñæàòèå ãîëîñà èëè èçîáðàæåíèÿ, íåîáõîäèìûå äëÿ ïîäãîòîâêè ìàòåðèàëîâ ê øèôðîâàíèþ.�
�
One consequence of this uniformity of costs is that there is rarely any need to tailor the strength of cryptography to the sensitivity of the information being protected. Even if most of the information in a system has neither privacy implications nor monetary value, there is no practical or economic reason to design computer hardware or software to provide differing levels of encryption for different messages. It is simplest, most prudent, and thus fundamentally most economical, to employ a uniformly high level of encryption: the strongest encryption required for any information that might be stored or transmitted by a secure system.�
Îäíî èç ñëåäñòâèé òàêîé åäèíîé öåíû ñîñòîèò â òîì, ÷òî ðåäêî òðåáóåòñÿ îãðàíè÷èòü îïðåäåëåííûì óñëîâèåì ñòîéêîñòü êðèïòîãðàôèè â çàâèñèìîñòè îò ñåêðåòíîñòè èíôîðìàöèè. Äàæå åñëè áîëüøèíñòâî èíôîðìàöèè â ñèñòåìå íå ÿâëÿåòñÿ íè ñåêðåòíîé íè ôèíàíñîâî öåííîé, òî íåò ïðàêòè÷åñêîé èëè ýêîíîìè÷åñêîé ïðè÷èíû äëÿ ðàçðàáîòêè àïïàðàòóðû èëè ïðîãðàìì äëÿ îáåñïå÷åíèÿ ðàçëè÷íûõ óðîâíåé øèôðîâàíèÿ äëÿ ðàçëè÷íûõ ñîîáùåíèé. Ýòî ïðîñòåéøèé, íàèáîëåå îñòîðîæíûé (ïðåäóñìîòðèòåëüíûé) è ò.î. ôíäàìåíòàëüíî íàèáîëåå ýêîíîìíîé, ïðèìåíèòü åäèíûé âûñîêèé óðîâåíü øèôðîâàíèÿ: ñèëüíîå øèôðîâàíèå íåîáõîäèìî äëÿ ëþáîé èíôîðìàöèè, êîòîðàÿ ìîæåò áûòü ñîõðàíåíà èëè ïåðåäàíà â çàùèùåííîé ñèñòåìå.�
�
2. Readily Available Technology Makes Brute-Force Decryption Attacks Faster and Cheaper�
2. Ëåãêîäîñòóïíûå òåõíîëãèè äåëàþò ñèëîâóþ àòàêó áûñòðîé è äåøåâîé�
�
The kind of hardware used to mount a brute-force attack against an encryption algorithm depends on the scale of the cryptanalytic operation and the total funds available to the attacking enterprise. In the analysis that follows, we consider three general classes of technology that are likely to be employed by attackers with differing resources available to them. Not surprisingly, the cryptanalytic technologies that require larger up-front investments yield the lowest cost per recovered key, amortized over the life of the hardware.�
Îñîáåííîñòè àïïàðàòíîãî îáåñïå÷åíèÿ, èñïîëüçóåìîãî äëÿ ïðîâåäåíèÿ ñèëîâîé àòàêè íà øèôðîâàëüíûé àëãîðèòì çàâèñÿò îò êîëè÷åñòâà êðèïòîàíàëèòè÷åñêèõ îïåðàöèé è ñâîáîäíûõ ñðåäñòâ, äîñòóïíûõ ïðè íàïàäåíèè íà ïðåäïðèÿòèå. Íèæå ìû ðàññìîòðèì òðè ãëàâíûõ êëàññà, êîòîðûå îáû÷íî ïðèìåíÿþòñÿ íàïàäàþùèìè ñ ðàçëè÷íûìè ðåñóðñàìè äîñòóïíûìè èì.    êðèïòîàíàëèòè÷åñêèå òåõíîëîãèè, êîòîðûå òðåáóþò áîëüøèõ íà÷àëüíûõ èíâåñòèöèé, ïðîèçâîäÿò íèæàéøóþ öåíó çà âçëîìàííûé êëþ÷, ïîãàøàåìóþ çà âðåìÿ èçíîñà àïïàðàòóðû. �
�
It is the nature of brute-force attacks that they can be parallelized indefinitely. It is possible to use as many machines as are available, assigning each to work on a separate part of the problem. Thus regardless of the technology employed, the search time can be reduced by adding more equipment; twice as much hardware can be expected to find the right key in half the time. The total investment will have doubled, but if the hardware is kept constantly busy finding keys, the cost per key recovered is unchanged.�
Òàêîâà ïðèðîäà ñèëîâîé àòàêè, êîòîðàÿ ìîæåò áûòü áåñêîíå÷íî ðàñïàðàëëåëåíà. Íåîáõîäèìî èñïîëüçîâàòü òàê ìíîãî ìàøèí, êàê ýòî âîçìîæíî, âûäåëÿÿ êàæäîé ñâîþ ÷àñòü ðàáîòû. Âðåìÿ ïîèñêà ñîêðàùàåòñÿ âäâîå, åñëè âäâîå óâåëè÷èòü îáúåì îáîðóäîâàíèÿ. Îáùèå çàòðàòû äîëæíû óäâîèòüñÿ, íî åñëè àïïàðàòóðà ïîñòîÿííî èñïîëüçóåòñÿ äëÿ ïîèñêà êëþ÷åé, öåíà âçëîìà çà îäèí êëþ÷ íå èçìåíèòñÿ.�
�
At the low end of the technology spectrum is the use of conventional personal computers or workstations programmed to test keys. Many people, by virtue of already owning or having access to the machines, are in a position use such resources at little or no cost. However, general purpose computers - laden with such ancillary equipment as video controllers, keyboards, interfaces, memory, and disk storage - make expensive search engines. They are therefore likely to be employed only by casual attackers who are unable or unwilling to invest in more specialized equipment.�
Íà íèæíåì êîíöå ñïåêòðà íàõîäèòñÿ èñïîëüçîâàíèå íåñïåöèàëèçèðîâàííûõ ïåðñîíàëüíûõ êîìïüþòåðîâ èëè ðàáî÷èõ ñòàíöèé, çàïðîãðàììèðîâàííûõ äëÿ ïåðåáîðà êëþ÷åé.  Ìíîãèå ëþäè, áëàãîäàðÿ îáëàäàíèþ èëè äîñòóïó ê ìàøèíàì, â ñîñòîÿíèè èñïîëüçîâàòü èõ ðåñóðñû î÷íü äåøåâî èëè áåñïëàòíî. Êîíå÷íî, êîìïüþòåðû îáùåãî íàçíà÷åíèÿ, íàãðóæåííûå òàêèìè âñïîìîãàòåëüíûìè óñòðîéñòâàìè, êàê âèäåîêîíòðîëëåðû, êëàâèàòóðà, ïàìÿòü è äèñêè - äåëàþò ïîèñêîâûå âû÷èñëåíèÿ äîðîãèìè. Ñëåäîâàòåëüíî, èõ áóäóò ïðèìåíÿòü òîëüêî ñëó÷àéíûå ëèöà, êòî íå ìîæåò èëè íå æåëàåò ïîòðàòèòüñÿ íà áîëåå ñïåöèàëèçèðîâàííîå îáîðóäîâàíèå.�
�
A more efficient technological approach is to take advantage of commercially available Field Programmable Gate Arrays. FPGAs function as programmable hardware and allow faster implementations of such tasks as encryption and decryption than conventional processors. FPGAs are a commonly used tool for simple computations that need to be done very quickly, particularly simulating integrated circuits during development.�
Áîëåå ýôôåêòèâíûé òåõíîëãè÷åñêèé ïîäõîä çàêëþ÷àåòñÿ â ïðèìåíåíèè íàáîðîâ ïðîãðàììèðóåìûõ ÷èïîâ (ÍÏ×).  ÍÏ× ôóíêöèîíèðóþò êàê ïðîãðàììèðóåìîå àïïàðàòíîå îáåñïå÷åíèå è ïîçâîëÿþò áûñòðåå, ÷åì îáû÷íûå ïðîöåññîðû, âûïîëíÿòü òàêèå çàäà÷è, êàê øèôðîâàíèå è äåøèôðîâàíèå. ÍÏ× - îáû÷íûé èíñòðóìåíò äëÿ âû÷èñëåíèé, êîòîðûå íåîáõîäèìî âûïîëíèòü áûñòðî, â ðåàëüíîì ìàñøòàáå âðåìåíè.�
�
FPGA technology is fast and cheap. The cost of an AT&amp;T ORCA chip that can test 30 million DES keys per second is $200. This is 1,000 times faster than a PC at about one-tenth the cost! FPGAs are widely available and, mounted on cards, can be installed in standard PCs just like sound cards, modems, or extra memory.�
ÍÏ×-òåõíîëãèè áûñòðûå è äåøåâûå. Öåíà ÷èïà ÀÒ&Ò ORCA, ñïîñîáíîãî ïðîâåðèòü 30 ìëí. êëþ÷åé â ñåêóíäó, ñîñòàâëÿåò 200 äîëë. Ýòî â 1000 ðàç áûñòðåå, ÷åì ÏÝÂÌ, è, ïðèìåðíî, çà 1/10 åãî öåíû. ÍÏ× ëåãêîäîñòóïíû, è óñòàíîâëåííûå íà ïëàòå ìîãóò ïðèìåíÿòüñÿ â ñòàíäàðòíûõ ÏÝÂÌ íàïîäîáèå çâóêîâûõ êàðò, ìîäåìîâ, èëè ìîäóëåé ïàìÿòè.�
�
FPGA technology may be optimal when the same tool must be used for attacking a variety of different cryptosystems. Often, as with DES, a cryptosystem is sufficiently widely used to justify the construction of more specialized facilities. In these circumstances, the most cost-effective technology, but the one requiring the largest initial investment, is the use of Application-Specific Integrated Circuits (ASICs). A $10 chip can test 200 million keys per second. This is seven times faster than an FPGA chip at one-twentieth the cost.�
ÍÏ×-òåõíîëîãèè îïòèìàëüíû â òîì ñëó÷àå, êîãäà îäèí è òîò æå èíñòðóìåíò äîëæåí ïðèìåíÿòüñÿ äëÿ àòàêè ðàçëè÷íûõ êðèïòîñèñòåì. ×àñòî, êàê â ñ ëó÷àå ñ DES, êðèïòîñèñòåìà äîñòàòî÷íî øèðîêî èñïîëüçóåòñÿ, ÷òîáû îïðàâäàòü ïðèìåíåíèå áîëåå ñïåöèàëèçèðîâàííûõ óñòðîéñòâ. Â ýòîì ñëó÷àå áîëåå âûãîäíà òåõíîëîãèÿ, òðåáóþùàÿ, îäíàêî, áîëüøèõ íà÷àëüíûõ âëîæåíèé - èñïîëüçîâàíèå ñïåöèàëèçèðîâàííûõ èíòåãðàëüíûõ ñõåì (ÑÈÑ). 10-äîëëàðîâûé ÷èï ñïîñîáåí ïðîâåðèòü 200 ìëí. êëþ÷åé â ñåêóíäó, ÷òî åùå â 7 ðàç áûñòðåå è â 20 ðàç äåøåâëå, ÷åì ÍÏ×.�
�
Because ASICs require a far greater engineering investment than FPGAs and must be fabricated in quantity before they are economical, this approach is only available to serious, well-funded operations such as dedicated commercial (or criminal) enterprises and government intelligence agencies.�
Ïîñêîëüêó ÑÈÑ òðåáóåò ãîðàçäî áîëüøå èíæåíåðíûõ óñèëèé, ÷åì ÍÏ×, è îïðàâäûâàåò èíâåñòèöèè äàëåêî íå ñðàçó, òî  ýòîò ïîäõîä äîñòóïåí òîëüêî ñåðüåçíûì, õîðîøî îñíàùåííûì îðãàíèçàöèÿì.�
�
3. 40-Bit Key Lengths Offer Virtually No Protection�
3. Â äåéñòâèòåëüíîñòè, 40-áèòîâûå êëþ÷è íå îáåñïå÷èâàþò çàùèòû�
�
Current U.S. Government policy generally limits exportable mass market software that incorporates encryption for confidentiality to using the RC2 or RC4 algorithms with 40-bit keys. A 40-bit key length means that there are 240 possible keys. On average, half of these (2^39) must be tried to find the correct one. Export of other algorithms and key lengths must be approved on a case by case basis. �
Ñîâðåìåííàÿ ïîëèòèêà ïðàâèòåëüñòâà ÑØÀ çàïðåùàåò ýêñïîðòèðîâàòü ïðîãðàììíîå îáåñïå÷åíèå, âêëþ÷àÿ øèôðîâàíèå ïî àëãîðèòìàì RC2, RC4 ñ 40-áèòîâûìè êëþ÷àìè. 40-áèòîâûé êëþ÷ îçíà÷àåò, ÷òî ñóùåñòâóþò 240 âîçìîæíûõ êëþ÷åé. Â ñðåäíåì, äëÿ íàõîæäåíèÿ ïðàâèëüíîãî êëþ÷à ïðèáëèçèòåëüíî ïîëîâèíà èç íèõ äîëæíà áûòü ïåðåáðàíà. Ýêñïîðò äðóãèõ àëãîðèòìîâ äîëæåí áûòü ñïåöèàëüíî ðàçðåøåí.�
�
Anyone with a modicum of computer expertise and a few hundred dollars would be able to attack 40-bit encryption much faster. An FPGA chip - costing approximately $400 mounted on a card - would on average recover a 40-bit key in five hours. Assuming the FPGA lasts three years and is used continuously to find keys, the average cost per key is eight cents.�
Êòî óãîäíî, ñ ñîâðåìåííûì êîìïüþòåðîì è íåñêîëüêèìè ñîòíÿìè äîëëàðîâ ñïîñîáåíî âçëîìàòü 40-áèòîâîå øèôðîâàíèå ãîðàçäî áûñòðåå. ×èï ÍÏ× - ñòîèìîñòüþ îêîëî 400 äîëë. óñòàíîâëåííûé íà ïëàòå, ñìîæåò âçëîìàòü 40-áèòîâûé êëþ÷ çà 5 ÷àñîâ. Îöåíèâ ðàáîòó ÍÏ× â òå÷åíèå òðåõ ëåò äëÿ íåïðåðûâíîãî ïîèñêà êëþ÷åé, ïîëó÷èì ïðèáëèçèòåëüíóþ îöåíêó çà êëþ÷ - 8 öåíòîâ.�
�
A more determined commercial predator, prepared to spend $10,000 for a set-up with 25 ORCA chips, can find 40-bit keys in an average of 12 minutes, at the same average eight cent cost. Spending more money to buy more chips reduces the time accordingly: $300,000 results in a solution in an average of 24 seconds; $10,000,000 results in an average solution in 0.7 seconds.�
Áîëåå îïðåäåëåííûé êîììåð÷åñêèé õèùíèê, ãîòîâûé ïîòðàòèòü 10 000 äîëë. äëÿ óñòàíîâêè 25 ÷èïîâ ORCA, ñïîñîáåí ïåðåáðàòü 40-áèòîâûå êëþ÷è â ñðåäíåì çà 12 ìèíóò, ïðèáëèçèòåëüíî ïî 8 öåíòîâ çà âçëîìàííûé êëþ÷. Çàòðàòèâ áîëüøå äåíåã äëÿ ïîêóïêè áîëüøå ÷èïîâ óêîðà÷èâàåò âðåìÿ ñîîòâåòñòâåííî 300 000 äîëë. - 24 ñåê., 10 000 000 äîëë - 0,7 ñåê.�
�
As already noted, a corporation with substantial resources can design and commission custom chips that are much faster. By doing this, a company spending $300,000 could find the right 40-bit key in an average of 0.18 seconds at 1/10th of a cent per solution; a larger company or government agency willing to spend $10,000,000 could find the right key on average in 0.005 seconds (again at 1/10th of a cent per solution). (Note that the cost per solution remains constant because we have conservatively assumed constant costs for chip acquisition - in fact increasing the quantities purchased of a custom chip reduces the average chip cost as the initial design and set-up costs are spread over a greater number of chips.)


 These results are summarized in Table I.�
Êàê óæå îòìå÷àëîñü, êîðïîðàöèÿ ñ ñîîòâåòñòâóþùèìè ðåñóðñàìè ìîæåò çàêàçàòü ãîðàçäî áîëåå áûñòðûé ÷èï. Ñäåëàâ ýòî, êîìïàíèÿ çàòðàòèâøàÿ 300 000 äîëë äîëæíà íàéòè ïðàâèëüíûé êëþ÷ ïðèáëèçèòåëüíî çà 0,18 ñåêóíä, ïðè öåíå 1/10 öåíòà çà ðåøåíèå; áîëåå êðóïíàÿ êîìïàíèÿ èëè ïðàâèòåëüñòâåííàÿ àãåíòñòâî ñïîñîáíîå ïîòðàòèòü 10 000 000 äîëë. äîëæíî íàéòè ïðàâèëüíûé êëþ÷ ïðèáëèçèòåëüíî çà 0,005 ñåêóíä (îïÿòü 1/10 öåíòà çà ðåøåíèå). Çàìåòèì, ÷òî öåíà çà ðåøåíèå ÿâëÿåòñÿ êîíñòàíòîé, ïîòîìó, ÷òî ìû ïðåäïîëîæèëè êîíñòàíòîé öåíó ÷èïà. Â äåéñòâèòåëüíîñòè óâåëè÷åíèå îáúåìà çàêóïêè óìåíüøàåò ñðåäíþþ öåíó ÷èïà, ò.ê. ñòîèìîñòü ðàçðàáîòêè äåëèòñÿ íà áîëüøåå ÷èñëî ÷èïîâ.�
�
4. Even DES with 56-Bit Keys Is Increasingly Inadequate�
4. Äàæå DES ñ 56-áèòîâûì êëþ÷îì íåäîñòàòî÷íî ñèëüíûé�
�
4.1 DES is no panacea today.�
4.1 DES óæå íå ïàíàöåÿ �
�
The Data Encryption Standard (DES) was developed in the 1970s by IBM and NSA and adopted by the U.S. Government as a Federal Information Processing Standard for data encryption. It was intended to provide strong encryption for the government's sensitive but unclassified information. It was recognized by many, even at the time DES was adopted, that technological developments would make DES's 56-bit key exceedingly vulnerable to attack before the end of the century.�
Ñòàíäàðò øèôðîâàíèÿ äàííûõ DES áûë ðàçðàáîòàí â 1970 ã. IBM è ÀÍÁ è îäîáðåí Àìåðèêàíñêèì ïðàâèòåëüñòâîì â êà÷åñòâå ôåäåðàëüíîãî ñòàíäàðòà îáðàáîòêè èíôîðìàöèè. Îí ïðåäíàçíà÷åí äëÿ ñèëüíîãî øèôðîâàíèÿ ïðàâèòåëüñòâåííîé âàæíîé, íî íåãðèôîâàííîé èíôîðìàöèè. Ìíîãèì áûëî ïîíÿòíî, åùå êîãäà DES ðàçðàáàòûâàëñÿ, ÷òî òåõíîëîãè÷åñêèé ïðîãðåññ ñäåëàåò 56-áèòîâûå êëþ÷è DES óÿçâèìûìè, åùå äî êîíöà òåêóùåãî âåêà.�
�
Today, DES may be the most widely employed encryption algorithm and continues to be a commonly cited benchmark. Yet DES-like encryption strength is no panacea. Calculations show that DES is inadequate against a corporate or government attacker committing serious resources. The bottom line is that DES is cheaper and easier to break than many believe�
Ñåãîäíÿ DES - ìîæåò áûòü, íàèáîëåå øèðîêî ðàñïðîñòðàíåííûé øèôðîâàëüíûé àëãîðèòì è ïðîäîëæàåò èì áûòü. DES- øèôðîâàíèå åùå ñèëüíî, íî îíî íå ïàíàöåÿ. Âû÷èñëåíèÿ ïîêàçûâàþò, ÷òî DES íåäîñòàòî÷íî ñèëüíûé, îò êîðïîðàòèâíîé èëè ïðàâèòåëüñòâåííîé àòàêè, ïîääåðæàííîé ñåðüåçíûìè ðåñóðñàìè. DES âçëîìàòü ëåã÷å, ÷åì ìíîãèå äóìàþò.�
�
As explained above, 40-bit encryption provides inadequate protection against even the most casual of intruders, content to scavenge time on idle machines or to spend a few hundred dollars. Against such opponents, using DES with a 56-bit key will provide a substantial measure of security. At present, it would take a year and a half for someone using $10,000 worth of FPGA technology to search out a DES key. In ten years time an investment of this size would allow one to find a DES key in less than a week.�
Êàê îïèñíî âûøå, 40-áèòîâîå øèôðîâàíèå íå îáåñïå÷èâàåò çàùèòû äàæå îò ñëó÷àéíîãî âçëîìùèêà ñ îãðàíè÷åííûì âðåìåíåì è ëåíèâîé ìàøèíîé, ëèáî íåæåëàþùåãî ïîòðàòèòü íåñêîëüêî ñîòåí äîëëàðîâ. Ïðîòèâ òàêèõ îïïîíåíòîâ DES ñìîæåò îáåñïå÷èòü ñóùåñòâåííóþ çàùèòó. Ïîòðåáóåòñÿ 1,5 ãîäà äëÿ âñÿêîãî, êòî èñïîëüçóÿ 10 000 äîëë. íà ÍÏ×-òåõíîëîãèè íàéäåò êëþ÷. Çà äåñÿòü ëåò èíâåñòèöèè ýòîãî ðàçìåðà ïîçâîëÿò íàéòè êëþ÷ ìåíåå, ÷åì çà íåäåëþ.�
�
The real threat to commercial transactions and to privacy on the Internet is from individuals and organizations willing to invest substantial time and money. As more and more business and personal information becomes electronic, the potential rewards to a dedicated commercial predator also increase significantly and may justify the commitment of adequate resources.�
Ðåàëüíàÿ óãðîçà êîììåð÷åñêèì òðàíçàêöèÿì è êîíôèäåíöèàëüíîñòè â Èíòåðíåòå èñõîäèò îò èíäèâèäóàëîâ è îðãàíèçàöèé, æåëàþùèõ ïîòðàòèòü çíà÷èòåëüíîå âðåìÿ è äåíüãè. Ïîñêîëüêó âñå áîëüøå äåëîâîé è ëè÷íîé èíôîðìàöèè ïåðåâîäèòñÿ â ýëåêòðîííóþ ôîðìó, ïîòåíöèàëüíîå âîçíàãðàæäåíèå êîììåð÷åñêîìó âçëîìùèêó òàêæå óâåëè÷èâàåòñÿ çíà÷èòåëüíî è ìîæåò îïðàâäàòü çàòðàòû.�
�
A serious effort - on the order of $300,000 - by a legitimate or illegitimate business could find a DES key in an average of 19 days using off-the-shelf technology and in only 3 hours using a custom developed chip. In the latter case, it would cost $38 to find each key (again assuming a 3 year life to the chip and continual use). A business or government willing to spend $10,000,000 on custom chips, could recover DES keys in an average of 6 minutes, for the same $38 per key.�
Ñåðüåçíàÿ óãðîçà - çàêîííûé èëè íåçàêîííûé áèçíåñ ñìîæåò íàéòè êëþ÷ ïðèáëèçèòåëüíîçà 19 äíåé èñïîëüçóÿ 


èëè çà 3 ÷àñà ñ ïîìîùüþ çàêàçíîãî ÷èïà. Â ïîñëåäíåì ñëó÷àå, ýòî áóäåò ñòîèòü ïðèìåðíî 38 äîëë. çà êëþ÷ (èç ðàñ÷åòà 3 ëåò íåïðåðûâíîé ðàáîòû). Ïðàâèòåëüñòâî èëè áèçíåñ ñïîñîáíûé çàòðàòèòü 10 ìëí. äîëë. íà çàêàçíûå ÷èïû ñìîæåò âñêðûòü DES êëþ÷ ïðèáëèçèòåëüíî çà 6 ìèíóò, ïðè òîé æå öåíå 38 äîëë. çà êëþ÷.�
�
At the very high end, an organization - presumably a government intelligence agency - willing to spend $300,000,000 could recover DES keys in 12 seconds each! The investment required is large but not unheard of in the intelligence community. It is less than the cost of the Glomar Explorer, built to salvage a single Russian submarine, and far less than the cost of many spy satellites. Such an expense might be hard to justify in attacking a single target, but seems entirely appropriate against a cryptographic algorithm, like DES, enjoying extensive popularity around the world.�
Íà ñàìîì âåðõíåì êîíöå, îðãàíèçàöèè - ïðåèìóùåñòâåííî ïðàâèòåëüñòâåííûå ðàçâåäûâàåòåëüíûå àãåíòñòâà - ñïîñîáíûå âëîæèòü 300 ìëí. äîëë. ìîãóò âçëîìàòü DES  çà 12 ñåêóíä. Çàòðàòû îãðîìíûå, íî íå çàïðåäåëüíûå äëÿ ðàçâåäûâàòåëüíîãî ñîîáùåñòâà. Ýòî ìåíüøå, ÷åì ñòîèò ïîñòðîåííûé ñïåöèàëüíî äëÿ ïîäíÿòèÿ îäíîé ðóñêîé ïîäâîäíîé ëîäêè «ïîäâîäíûé èññëåäîâàòåëü», è íàìíîãî ìåíüøå, ÷åì öåíà ðàçâåäûâàòåëüíûõ ñïóòíèêîâ. Òàêèå äåíüãè òðóäíî îïðàâäàòü àòàêîé íà îäíó öåëü, íî, ïî-âèäèìîìó, ïðèåìëåìî ïðîòèâ àëãîðèìîâ òèïà DES, øèðîêî ïðèìåíÿåìûõ âî âñåì ìèðå.�
�
There is ample evidence of the danger presented by government intelligence agencies seeking to obtain information not only for military purposes but for commercial advantage. Congressional hearings in 1993 highlighted instances in which the French and Japanese governments spied on behalf of their countries' own businesses. Thus, having to protect commercial information against such threats is not a hypothetical proposition.�
Ýòî äîñòàòî÷íîå äîêàçàòåëüñòâî îïàñíîñòè ïðåäñòàâëÿåìîé òàêèì àãåíòñòâàìè â ïîèñêàõ ïîëó÷åíèÿ èíôîðìàöèè íå òîëüêî äëÿ âîåííûõ öåëåé íî äëÿ êîììåð÷åñêèé öåëåé. Ñëóøàíèÿ â Êîíãðåññå â 1993 âûñâåòèëè ïðèìåð, â êîòîðîì ïðàâèòåëüñòâà Ôðàíöèè è ßïîíèè ñëåäèëè çà áèçíåñîì â ñâîèõ ñîáñòâåííûõ ñòðàíàõ. Ò.î. çàùèòà êîììåð÷åñêîé èíôîðìàöèè îò òàêèõ óãðîç ýòî íå ãèïîòåòè÷åñêîå ïðåäïîëîæåíèå. �
�
4.3 The analysis for other algorithms is roughly comparable.�
4.3 Àíàëèç äëÿ äðóãèõ àëãîðèòìîâ ïðèìåðíî îäèíàêîâûõ�
�
The above analysis has focused on the time and money required to find a key to decrypt information using the RC4 algorithm with a 40-bit key or the DES algorithm with its 56-bit key, but the results are not peculiar to these ciphers. Although each algorithm has its own particular characteristics, the effort required to find the keys of other ciphers is comparable. There may be some differences as the result of implementation procedures, but these do not materially affect the brute-force breakability of algorithms with roughly comparable key lengths�
Ïðåäûäóùèé àíàëèç áûë ñôîêóñèðîâàí íà âðåìåíè è äåíüãàõ, íåîáõîäèìûõ äëÿ äåøèôðîâàíèÿ èíôîðìàöèè èñïîëüçóÿ àëãîðèòì RC4 ñ 40-áèòîâûì êëþ÷îì èëè DES ñ 56-áèòîâûì êëþ÷îì, íî íî ðåçóëüòàòû íå áûëè ñïåöèôè÷íûìè äëÿ êàæäîãî øèôðà. Õîòÿ êàæäûé àëãîðèòì èìååò ñâîè îñîáåííîñòè, óñèëèÿ òðåáóåìûå äëÿ íàõîæäåíèÿ êëþ÷à - ñîïîñòàâèìû. Âîçìîæíû íåêîòîðûå ðàçëè÷èÿ, íî îíè íå îêàæóò çíà÷èòåëüíûé ýôôåêò íà ñèëîâîé âçëîì àëãîðèòìîâ ñ ïðèìåðíî îäèíàêîâîé äëèíîé êëþ÷à.�
�
Specifically, it has been suggested at times that differences in set-up procedures, such as the long key-setup process in RC4, result in some algorithms having effectively longer keys than others. For the purpose of our analysis, such factors appear to vary the effective key length by no more than about eight bits.�
Îñîáåííî ýòî êàñàåòñÿ âðåìåíè ïðîöåäóð óñòàíîâêè, òàêèå, êàê äëèòåëüíàÿ óñòàíîâêà êëþ÷à â RC4, ðåçóëüòàò â íåêîòîðûõ àëãîðèòìàõ, èìåþùèõ ñóùåñòâåííî áîëåå äëèííûé êëþ÷, ÷åì äðóãèå. Äëÿ öåëåé íàøåãî àíàëèçà òàêèå ôàêòîðû äëèíà êëþ÷à èçìåíÿåòñÿ íå áîëåå, ÷åì íà 8 áèòîâ.�
�
5. Appropriate Key Lengths for the Future --- A Proposal�
5. Ñîîòâåòñòâóþùàÿ äëèíà êëþ÷à íà áóäóùåå - Ïðåäïîëîæåíèÿ�
�
Table I summarizes the costs of carrying out brute-force attacks against symmetric cryptosystems with 40-bit and 56-bit keys using networks of general purpose computers, Field Programmable Gate Arrays, and special-purpose chips.�
Òàáëèöà 1 îòðàæàåò ñòîèìîñòü ñèëîâîé àòàêè ïðîòèâ ñèììåòðè÷íîé êðèïòîñèñòåìû ñ 40-áèòîâûìè è 56-áèòîâûìè êëþ÷àìè, èñïîëüçóÿ ñåòè íåñïåöèàëèçèðîâàííûõ êîìïüþòåðîâ, ÍÏ× è ÑÈÑ òåõíîëîãèè.�
�
It shows that 56 bits provides a level of protection - about a year and a half - that would be adequate for many commercial purposes against an opponent prepared to invest $10,000. Against an opponent prepared to invest $300,000, the period of protection has dropped to the barest minimum of 19 days. Above this, the protection quickly declines to negligible. A very large, but easily imaginable, investment by an intelligence agency would clearly allow it to recover keys in real time.�
Îíà ïîêàçûâàåò, ÷òî 56 áèò îáåñïå÷èâàþò ñòåïåíü çàùèòû  îêîëî 1,5 ãîäà - êîòîðàÿ äîëæíà áûòü ïîäõîäÿùèì äëÿ ìíîãèõ êîììåð÷åñêèõ öåëåé ïðè îïïîíåíòå ñïîñîáíîâ âëîæèòü 10 000 äîëë. Îò îïïîíåíòà, ñïîñîáíîãî âëîæèòü 300 000 äîëë.ïåðèîä çàùèòû ñîêðàòèòñÿ äî ìàëåéøåãî ìèíèìóìà â 19 äíåé. Ó÷èòûâàÿ âûøåèçëîæåííîå, ñòîéêîñòü áûñòðî ïàäàåò äî ìèíèìóìà. Î÷åíü áîëüøèå, íî áëèçêèå ê ðåàëüíûì, èíâåñòèöèè â ñîîòâåòñòâóþùèå ñïåöñëóæáû ìîãóò ëåãêî ïîçâîëèòü ëîìàòü êëþ÷è â ðåàëüíîì âðåìåíè.�
�
What workfactor would be required for security today? For an opponent whose budget lay in the $10 to 300 million range, the time required to search out keys in a 75-bit keyspace would be between 6 years and 70 days. Although the latter figure may seem comparable to the `barest minimum' 19 days mentioned earlier, it represents - under our amortization assumptions - a cost of $19 million and a recovery rate of only five keys a year. The victims of such an attack would have to be fat targets indeed.�
Êàêàÿ äëèíà êëþ÷à òðåáóåòñÿ íà ñåãîäíÿøíèé äåíü? Äëÿ èíâåñòîðà, ÷åé áþäæåò ëåæèò â äèàïàçîíå îò 10 äî 300 ìëí. âðåìÿ òðåáóåìîå äëÿ ïåðåáîðà êëþ÷åé ñîîòâåòñòâóþùèõ 75 áèòàì ëåæèò ìåæäó 6 ãîäàìè è 70 äíÿìè. Õîòÿ ïîñëåäíÿÿ öèôðà î÷åíü ïîõîæà íà íàèìåíüøèé ìèíèìóì â 19 äíåé, îíà ñîîòâåòñòâóåò öåíå â 19 ìëí. äîëë. è óðîâíþ âçëîìà 5 êëþ÷åé â ãîä. Æåðòâà òàêîé àòàêè äîëæíà ïðåäñòàâëÿòü ñîáîé ëàêîìûé êóñî÷åê.�
�
Because many kinds of information must be kept confidential for long periods of time, assessment cannot be limited to the protection required today. Equally important, cryptosystems - especially if they are standards - often remain in use for years or even decades. DES, for example, has been in use for more than 20 years and will probably continue to be employed for several more. In particular, the lifetime of a cryptosystem is likely to exceed the lifetime of any individual product embodying it.�
Ïîñêîëüêó ìíîãèå âèäû èíôîìàöèè äîëæíû íàõîäèòüñÿ â ñåêðåòå äîëãèé ïåðèîä âðåìåíè, îöåíêà íå ìîæåò áûòü îãðàíè÷åíà çàùèòîé, òðåáóåìîé ñåãîäíÿ. Òàêæå âàæíî, ÷òî êðèïòîñèñòåìû (îñîáåííî ñòàíäàðòû) ÷àñòî ïðåäïîëàãàåòñÿ èñïîëüçîâàòü ãîäû è äàæå äåñÿòèëåòèÿ.  DES, ê ïðèìåðó, èñïîëüçîâàëñÿ áîëåå 20 ëåò, è, âîçìîæíî, áóäåò èñïîëüçîâàòüñÿ åùå. Â ÷àñòíîñòè, âðåìÿ æèçíè êðèïòîñèñòåìû ÷àñòî ðàâíî âðåìåíè ñóùåñòâîâàíèÿ íåêîòîðîãî ïðîäóêòà, âîïëîùàþùåãî åå.�
�
A rough estimate of the minimum strength required as a function of time can be obtained by applying an empirical rule, popularly called `Moore's Law,' which holds that the computing power available for a given cost doubles every 18 months. Taking into account both the lifetime of cryptographic equipment and the lifetime of the secrets it protects, we believe it is prudent to require that encrypted data should still be secure in 20 years. Moore's Law thus predicts that the keys should be approximately 14 bits longer than required to protect against an attack today.�
Ãðóáàÿ ïðèêèäêà ìèíèìàëüíîé ñòîéêîñòè, êàê ôóíêöèè âðåìåíè, ìîæåò áûòü ïîëó÷åíà ýìïèðè÷åñêèì ïóòåì, ÷àñòî íàçûâàåìûì «çàêîíîì Ìóðà», êîòîðûé ãëàñèò, ÷òî âû÷èñëèòåëüíûå ìîùíîñòè ïðè îäíîé è òîé æå ñòîèìîñòè óäâàèâàþòñÿ êàæäûå 18 ìåñÿöåâ. Âîçüìèòå âìåñòå âðåìÿ æèçíè êðèïòîãðàôè÷åñêîãî îáîðóäîâàíèÿ, âðåìÿ æèçíè ñåêðåòîâ è, êàê ìû ïîëàãàåì áëàãîðàçóìíî ïîòðåáîâàòü, ÷òî øèôðîâàííûå äàííûå äîëæíû áûòü â áåçîïàñíîñòè åùå 20 ëåò. Â ýòîì ñëó÷àå çàêîí Ìóðà îçíà÷àåò, ÷òî êëþ÷è äîëæíû áûòü ïðèáëèçèòåëüíî íà 14 áèòîâ äëèíåå, ÷åì òðåáóåòñÿ äëÿ ïðåäîòâðàùåíèÿ àòàêè ñåãîäíÿ. �
�
Bearing in mind that the additional computational costs of stronger encryption are modest, we strongly recommend a minimum key-length of 90 bits for symmetric cryptosystems.�
Íåîáõîäèìî ïîìíèòü, ÷òî äîïîëíèòåëüíûå âû÷èñëèòåëüíûå öåíû ñèëüíîãî øèôðîâàíèÿ ñêðîìíûå, ïîýòîìó ìû î÷åíü ðåêîìåíäóåì ìèíèìàëüíóþ äëèíó êëþ÷à â 90 áèòîâ äëÿ ñèììåòðè÷íûõ ñèñòåì.�
�
It is instructive to compare this recommendation with both Federal Information Processing Standard 46, The Data Encryption Standard (DES), and Federal Information Processing Standard 185, The Escrowed Encryption Standard (EES). DES was proposed 21 years ago and used a 56-bit key. Applying Moore's Law and adding 14 bits, we see that the strength of DES when it was proposed in 1975 was comparable to that of a 70-bit system today. Furthermore, it was estimated at the time that DES was not strong enough and that keys could be recovered at a rate of one per day for an investment of about twenty-million dollars. Our 75-bit estimate today corresponds to 61 bits in 1975, enough to have moved the cost of key recovery just out of reach. The Escrowed Encryption Standard, while unacceptable to many potential users for other reasons, embodies a notion of appropriate key length that is similar to our own. It uses 80-bit keys, a number that lies between our figures of 75 and 90 bits.�
Ïîó÷èòåëüíî ñðàâíèòü ýòè ðåêîìåíäàöèè ñ Ôåäåðàëüíûì ñòàíäàðòîì îáðàáîòêè èíôîðìàöèè 46, DES, Ôåäåðàëüíûì ñòàíäàðòîì îáðàáîòêè èíôîðìàöèè 185, Ñòàíäàðòîì øèôðîâàíèÿ ÅÅS. DES áûë ïðåäëîæåí 21 ãîä íàçàä è èñïîëüçóåò 56-áèòîâûé êëþ÷. Ïðèìåíÿÿ çàêîí Ìóðà è äîáàâëÿÿ 14 áèòîâ ïîëó÷àåì, ÷òî ñòîéêîñòü DES â òîì ãîäó, êîãäà îí áûë ïðèíÿò (1975 ã.), ñîïîñòàâèìà ñ 70-áèòîâîé ñèñòåìîé ñåãîäíÿ. Ïîäñ÷èòàíî, ÷òî âðåìÿ â òå÷åíèå êîòîðîãî è ÷òî êëþ÷è ìîãóò áûòü ïåðåáðàíû â îäèí äåíü ñîîòâåòñòâóþò èíâåñòèöèÿì â 20 ìëí. äîëë. Íàø 75-áèòîâûé ðàñ÷åò ñåãîäíÿ ñîîòâåòñòâóåò 61 áèòó â 1975 ã., äîñòàòî÷íî, ÷òîáû âûâåñòè öåíó ïåðåáîðà êëþ÷åé çà äîñòèæèìûå ïðåäåëû. EES ïîêà íåïðèåìëåì äëÿ ìíîãèõ ïîòåíöèàëüíûõ ïîëüçîâàòåëåé ïî ìíîãè ïðè÷èíàì, âîïëîùàåò ïîíÿòèå î ñîîòâåòñòâóþùåé äëèíå êëþ÷à, ÷òî ïîõîæå íà íàøè. Îí èñïîëüçóåò 80-áèòîâûå êëþ÷è, êîëè÷åñòâî êîòîðûõ ëåæèò ìåæäó íàøèìè çíà÷åíèÿìè 75 è 90 áèòîâ.�
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