Target: Ghosttyper-http://members.aol.com/MiScholz


Problem: serial


Cracker: CoDeViRuS-codevirus@netscape.net


Level: advanced


Tools needed:


-Soft-Ice





Hi there. Here is my third tutorial. In this we are going to crack a little bit more complicated protection but still easy enaught for you to understand. As you have probably seen in the beginning we are going to search (and find) right serial for program called Ghosttyper. Let's go to work.





When you satrt up Ghosttyper you will see a nasty nag telling you to register the program. It also pops up when you get to windows and you must wait for some time when program lets you to press OK button for nag to shut down. It is really  annoying. So, fire up SI and set a breakepoint on hmemcpy. If you have read my previous tutorials you will already know what to do next. Exit SI and fill in the registration form. By the way do not put any words in for your dummy serial coz if you do you won't find nothing then because program checks if we entered numbers or letters. Type something like "2435678". Now hit OK button or whatever it is and BOOM!!!! we are back in our good SI. Press Ctrl+D again, hit F11 and step trought the code till you reach part where adresses begin with 004.... Now search for our dummy. Type s 0 l fffffff '2435678' and set a breakpoint on memory location that SI finds you. Our dummy is locted somewhere at 030:........... so type bpm 030: and whatever SI displays. Disable previous breakepoint on hmemcpy with command bd 0. Hit Ctrl+D again and SI will breakepoint at our memory location. Here you will see some shit which you probably  won't understand so go forward with F10 and after some tracing you will see compare that we wanted. ESI is compared to eax at adress 015F:00462EEE. Call before contains algorithm that calculates our serial and gives it to compare function to compare it with our dummy. So let's display esi and eax. "Nothing usefull", I hear you talking. But wait try another option. type ? esi and ? eax. Now you can see that esi contains our dummy and eax as you probably already supposed our real serial. Got it? I thought so.





For the end just a little explanation of command ?. Let's use a example. Type ? 2D and you should see this:


0000002D      000000045      "-"


Now explanation: 2D is a hex value, 45 is decimal value of 2Dh and "-" is symbol which we get from this. Many programs (one of them is well known Mirc) use our example to make your search more complicated. When we on example go to call which leads us to hart of programs protection we may find something like this: "push 2D" and a couple of lines forward a check and jump which you can not overcome. To take it out you must add "-" to your dummy. And you may pass.





Any comments? Let me know.





CoDeViRuS














