Target: Tickle.exe-included in tutor


Problem: finding a real serial


Cracker: CoDeViRuS-codevirusd@netscape.net


Level: intermediate


Tools needed:


-Softice





	OK. We can start now. In this tutor I am going to show you newbies how to crack a program with finding it's real serial in Soft-Ice. It is powerfull debugger from NuMega. Start Tickle.exe, go to registration area and fill in name and dummy serial. Click on "register" and message will pop up telling you that you weren't successfull. Now fire up a SI with pressing Ctrl+D and set brakepoint on hmemcpy (bpx hmemcpy <enter>). Why not to set brakepoint on getdlgitemtexta or getwindowtexta you ask? Because hmemcpy is the most usefull. If we use it it works in 99,9%, it just needs some more tracking for the right piece of code. Press Ctrl+D again and fill in the registration again. For serial use some letters or words like "bitch" or "kdjfg" but not numbers or letters in order like "12345567890" or "ABCDEFGH". Why? Because we are going to shearch for our dummy serial and if you writte in what I told you not we will not trace our dummy but some piece of shit. So now you have entered your dummy serial and pressed register button. SI pops up and now we press Ctrl+D again. We want our serial not name, remember? We are going to search for our dummy now. Type s 0 l ffffffff 'our dummy' and as a result of search you will get something like 013F:00761724 but your this walue will probably vary. What with this? We are going to set a brakepoint on memory acess or bpm. We could also set brakepoint on memory range or bpr but it is more complicated and it gives the same result in this case but I will explain to you anyway. So type:


-bpm 013F:00761724


	or


-bpr  013F:00761724 013F:00761728 RW if your dummy is 5 bites long. 


Note the last two digits changed on the ending range.  That's because it is


pointing to the memory location containing the last character of our string.


First character is at 013f:00761724.  String length is 5.  So the last char


is at 013f:00761724+(5-1), or 013f:00761728. Understood? I thought so.





Press Ctrl+D again so and we are immediatly back in SI. Note some compares here and some jumps and two mov functions above? One of them points to our dummy and other to real serial so display them. You do that with d "name of register". Now you got your serial. And here comes the another problem-I had it and I don't know if you will have it to, but I will explain it anyway. Even with the right serial program didnt't register. So, what to do? Do everything as you did it before and when you display your real serial write down numbers that you see in data window on left side of real serial. For me it gave 32 31 33 45 42 43 37 37-00 00 B6 00 00 EE 0F A0. Now display our dummy and write e. Press enter. We are now going to edit some data. At the line where our fake is located only rewrite numbers of our right serial and you can see how it is slowly changing in real serial. Press escape and exit SI and program is registered.





Any comments? Let me know.





CoDeViRuS


























