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The world of intelligence moves so quickly that it is
impossible to digest and report on every subject and
incident. By the time we go to print, events often
change and new information occasionally alters the
context of a story. This is true of the Madrid train
bombings last year. What is unknown to the media at
present is the scale of the intelligence operation that
is still ongoing.

We have learned that it is almost certain Madrid was
but one city targeted in an audacious operation. It
appears likely that London and New York City may have

been part of an even grander scheme. Due to reporting
restrictions, few details have been released though our
analysts have managed to join a few dots...

For those readers who have enquired about our electronic
newsletter, the service will resume shortly. See
www/eyespymag.com for details
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Lack of intelligence liaison blamed
on death of Italian SISMI agent

n Italian general

admitted the United

States Army had only

limited information
about an intelligence-led
operation to free abducted
journalist Giuliana Sgrena in
Iraq. Nicola Calipari, a senior
officer in Italy’s SISMI military
intelligence service, was shot
dead on 4 March as he tried to
shield Sgrena as their vehicle
approached Baghdad Interna-
tional Airport.

General Mario Marioli, deputy
commander of the US-led
International Coalition Force in

| would return to Baghdad airport

documents
for Calipari
and his aide
to move
around
freely.

Italian Nicola Calipari
military

intelligence informed General
Marioli that Calipari and his aide

in the company of an “Italian
national without a coalition and
airport pass.” It is not clear if
Marioli knew at this stage that
Sgrena was the unidentified
passenger.

Iraq, has been asked to prepare
a report on the incident. Earlier, = Marioli was assigned to liaise
the general had in fact provided ' with US military officials on

MI6 Officers ‘Breached’
Geneva Convention

\ 3

fficers from Britain’s interview hooded detainees. “intelligence of the highest
Secret Intelligence These occasions were a breach  value” from the US, reportedly
Service (SIS), who of UK policy and should not from “ghost prisoners” to
questioned suspected = have happened. Both instances whom they did not have
terrorists in Iraq, inadvertently = occurred due to a lack of access. MI6 and MI5 said they
breached the Geneva Conven-  training prior to deployment.”  did not know the terms of
tion and UK laws on interroga- their detention.
tion. The incidents were The first incident took place in
highlighted in a report by the ~ June 2003, when an Iragi man  The report, with references to
parliamentary Intelligence and  was questioned regarding “ghost prisoners”, comes at a
Security Committee. Saddam’s association with time when military intelligence
weapons of mass destruction.  officials at the notorious Abu
The investigation, headed by He was Ghraib prison apparently had
Ann Taylor, said that the ; V brought an agreement with the CIA to
officers seemed unaware of the into a hide certain detainees at the
full details of the Geneva room, facility without officially
Convention that bans the use of shackled registering.
hoods in the interrogation of and

hooded by Army Lt. Col. Steven L. Jordan,
US guards. who was second in command

suspects. British law also
forbids such procedures after

4

Ann Taylor

an edict was introduced in In April of the intelligence gathering

1972 following similar incidents 2004, effort at Abu Ghraib, told US

in the interrogation of Irish another suspect was also military investigators that

terrorist suspects. interrogated under similar “other government agencies
circumstances. He was later and a secretive elite Task

The report states: “There were  released by the US Army Force” routinely brought in

two occasions when the SIS following MI6 questioning. detainees for a short period of

interviewed detainees who Ann Taylor blamed “memory time. “The detainees were held

were hooded. The interviewers = slips.” without an internment number

thought that this was to protect and their names were kept off

their identities and were In the same report, British the books.”

unaware it was prohibited to intelligence said they received



granting airport access to an
Italian national travelling with
two officials, all of whom had
been already identified earlier in
the day.

It appears the US Army had only
snippets of intelligence about
the vehicle. They did not know
the make of the vehicle (a Toyota
Corolla), its
colour, (light grey)
or the Iraqi license
plate number.

It has been
speculated that
details were not
fully passed on
about the Italian
intelligence
operation because
a ransom of £3m
($6m) had been
paid to the
terrorist gang
holding Sgrena, stated a reporter
with the communist newspaper
I1 Manifesto.

Giuliana Sgrena
pleads for her life

The approach road to Baghdad
International is recognised as one of
the most dangerous in lraq

General Paul J. Kern,
Army Materiel Com-
mnand, commanding
general and appoint-
ing authority for the
investigation info any
military intelligence
involverment in
detainee abuse at
Abu Ghraib prison,
priefs reporters on his
team’s findings at the
Pentagon

COURTESY: RAINI WRIGHT US ARMY

COURTESY LORIE JEWELL

Agen
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ADVANCED flexible display screen technology is being
developed at the US Army Research Laboratory. It will allow
Soldiers to project images like maps onto a portable, rugged
screen that can be bent, rolled or folded, and take it with
them wherever they go. No doubt the technology will be
scrutinised by intelligence agencies across the globe.

join free for intel briefs and great
offers - visit www.eyespymag.com

lips of the other were to be claims, saying that if the

wo former Soviet

intelligence officers

who defected to the

United States, have
failed in their bid to sue the
CIA (see Eye Spy 31) ina
Supreme Court case in which
they contended the agency
reneged on a pledge of lifetime
support.

Chief Justice William Rehnquist
said former spies cannot sue to

Cold War spies fail in
| their quest to sue CIA

enforce their contracts,
because of the secret nature of
their agreements. The justices
relied on an 1875 Supreme
Court ruling (Totten v. United
States) which forbade a lawsuit
by a Civil War spy who entered
into a contract with President
Lincoln to work behind
Confederate lines.

“Both employer and agent
must have understood that the

forever sealed,” the post-Civil
War decision, which Rehnquist
mentioned in supporting the
CIA.

The former diplomat and his
wife, identified in court as
John and Jane Doe, said they
wanted to defect but were
asked by the CIA to continue

to spy for two years by the CIA.

In exchange, they were
promised financial and
personal security for life.

An appeals court in San
Francisco had allowed the
couple to sue on some of their

government wanted to protect
sensitive information in the
case, it should invoke the state
secrets privilege, leaving it up
to a court to decide what could
be revealed. However, the
Supreme Court said: “Requir-
ing the government to invoke
the privilege on a case-by-case
basis risks the perception that
it is either confirming or
denying relationships.”

Had the couple won the case,
it would have opened the door
to numerous other cases.




e sip afternoon tea in a

wood panelled room off

the main lobby of

London’s Russell Hotel.

After nearly fifteen

minutes of small talk,
Bill Fitzgerald takes off his glasses and
slowly begins to relax. He had seemed
slightly reticent when he arrived, but is
now chatting away as if we’re old friends.
If it wasn’t for the fact that I'd found his
birth certificate some months earlier at
the Family Records Office, it would have
been difficult to guess that Bill was only a
year and a few months short of his 75th
birthday.

As interesting as his anecdotes about
policing London’s East End just after the
last war are, it isn’t his police career that
we’ve met to talk about, but that of his
grandfather, Harry Fitzgerald. In particu-
lar, Harry’s tales of a superior he had,
referred to only as ‘Mr M.

According to Bill, Harry ‘had known Mr
M when they worked together at Scotland
Yard’ at the turn of the last century. Like
Harry, he was a Londoner of Irish birth.
One day, some years after Mr M’s retire-
ment, the two had met again at the
wedding of a mutual friend, and Harry
had been let into a confidence. Appar-
ently, Mr M hadn’t really retired at all, but
was now working for the War Office in
what Bill’s grandfather described as a
‘hush hush job’. Not only that, but Mr M
was looking for an assistant and wanted
Harry to join him. Although this would
mean leaving the police force, Harry was
assured that he would be, ‘well looked
after’ and would suffer no loss in earn-
ings. So far as the neighbours were
concerned, Harry was now working as an
investigator for, ‘a small insurance office
not far from Temple Underground
Station’. The hours could be a little
irregular, but insurance fraudsters didn’t
always work nine to five either.

In reality he was now an employee of
the Secret Service Bureau, which had

been set up in 1909 and would later
evolve into what we know today as MI5

by Andrew Cook
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and MIG. I was able to tell Bill that Mr M
was in fact William Melville, who had
previously been Head of Scotland Yard’s
Special Branch in which capacity he had
been described by the Times as ‘the most

celebrated detective of the day’. The

blank look on Bill’s face told me that this

was the first time he had heard the name.

This was not really surprising, given the
fact that Melville’s role as ‘M’, the Secret
Service spymaster remained a closely
guarded secret for the best part of a
century, giving credence to the view that

the most accomplished spies are those
whose cover was never revealed or exposed
during their lifetime.

The reason I had suggested that Bill and I
meet in Russell Square was that it was just
around the corner from an address that
figured in a story Bill had partly alluded to
when we spoke on the telephone two
weeks earlier. During our brief chat, Bill
had told me that his grandfather had been
involved in tracking down an accomplished
German spy in the First World War who had
posed as a Russian. He and Mr M had
‘searched high and low’ for the spy, and had
eventually found him in a town ‘somewhere
up north’. I asked Bill if there was anything
else about this story he had first heard as a
young boy that he could remember. When
he told me that the spy had a partner who
was a baker and that he had somehow
managed to escape the firing squad, the
case of Karl Muller immediately sprang to
mind.

Nearly two years earlier while reading
through a set of MI5 case files on German
spies arrested during 1915, I had been
particularly intrigued by Muller’s. A Russian
born German, Karl Muller had, before the
war, run a successful marine engineering
business in Antwerp. Following the occupa-
tion of the city by German troops he was

The original Metropolitan Police Head-
quarters in Great Scotland Yard, where
Melville’s Special Branch career began
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recruited for espionage work, given basic
training and put on a boat with a party of
Belgian refugees which left Rotterdam for
England on 9 January 1915. Little did he
know that the Rotterdam PO Box number
he had been given by German Intelli-
gence to send his reports back to was
already known to the British Secret
Service. They had been intercepting all

Branch posed for this unique photograph £
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mail sent to that address for some time
and had been testing the notepaper for
secret ink. Several of Muller’s reports had
been posted from Deptford, south
London, and were intercepted shortly
after his arrival. Copies in his case file
suggest that he was particularly interested
in troop movements; ‘today I visited
Hampstead in London where the quarters
of the Australian troops are. Saw 600-800
men, mostly recruits who will require
training.’

According to Bill, Harry had been
involved in a raid, ‘on a dirty little room
above a baker’s shop in Deptford High
Street’, where a supply of secret ink had
been discovered, along with envelopes
and writing paper which matched those
that had been addressed to the Rotterdam
PO Box. The baker, Peter Hahn was
arrested, but no clues as to the identity
and whereabouts of the letter writer were
found. Mr M, who seemed to relish the
opportunity of going under cover,
decided to move into a lodging house a
few doors away, where he befriended a
number of his fellow tenants. A man they
described as a Russian had been seen in
Hahn’s company on several occasions of
late and had been drinking with him in
the local pub. Apparently the Russian had
lodgings near Russell Square and had
been particularly noted by the other
drinkers for the lingering odour that
seemed to accompany him. Armed with a
description, Mr M had then scoured the
lodging houses and hotels in the Russell
Square area until he found his man.

>

WILLIAM MELVILLE

At the start of the 20th century, when

London fogs - pea soupers - blanketed

the city, it was Melville who, from a

small secret office in London’s Victoria
Street, determinedly lobbied the
Government to create an effective
counter intelligence service. Today, M15,
the organisation he strove to create is a
household name and one of the world’s

leading intelligence agencies.

Melville talked to kings and murderers,
con men and wily diplomats: he had a
way of getting what he wanted from
them all. In his day he was a master of
detection. He had a devious mind and a
bleakly humorous view of humanity,
and because he understood the motive
of the criminal or the desperate, he was
able to pioneer methods and tactics
that still work today. methods improved

by advanced technology.

Melville was the son of a publican in
rural Ireland. Guileful and single-
minded, he came to London when it
was the hub of Empire and worked his
way through the ranks of the Metro-
politan Police. As the most famous
detective in England and head of
Scotland Yard’s Special Branch, he
retired at the start of the new century
and disappeared from public view.
The enduring evement of his life
lay ahead: to transfer the ethos and
practices of detection to the War Office,
its spies and agents all over the world.

He died in 1918, and eighty ye
passed befor:
MIS5’s first

s true significance as
naster became appar
with the release of earl et serv
documents to the Public Record Office.
Very little further documentation about
Melville and his career has come into
the public domain since. To piece
together an accurate picture of his
extraordinary life, the author has drawn
on as many primary sources as possible.
Melville’s family and the descendants of
those who played key roles in his story

ave been tracked down and i
viewed: they have been invaluable in
illuminating a life's work that pittec
Melville against ] the Ripper, Irish
terrorists, anarchist assassins and

German spy rings.




Melville signed a photograph for
his daughter Kate in 1906

Not long before Harry Fitzgerald’s death
he recited the story of the spy’s capture for
the last time to his grandson, on this
occasion referring to a few details he had
not told him as a child. Apparently Mr M
had been put on Muller’s trail by ‘a madam
who ran a brothel in Bloomsbury’. The girls
remembered Muller as a particularly ugly
man with an unpleasant odor. Mr M had
told Harry that a lot of useful information
came out of brothels and after all, ‘didn’t
the Bible tell how Joshua had a spy in
Jericho who was a prostitute?’

Muller was ‘away on business’ when Mr
M, Harry and a posse of police officers
came calling at his lodgings. As a result,
information was obtained that led to his
arrest in a Newcastle hotel room the
following day. Four months later, in June
1915 he was tried, found guilty and
condemned to be shot at the Tower of

Melville sitting at his
Scotland Yard desk, a
drawing by a colleague.
Circa. 1894 |

]
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London. When his time came he appar-
ently walked along the line of men who

were about to shoot him, solemnly shaking

each one by the hand, before his eyes were
bound and he bravely faced the firing
squad.

Had Muller managed to evade detection,
his file makes clear that he would have
represented a serious threat to British
security; intelligent, well educated and
personable he spoke English with only the
faintest of accents and was highly convinc-
ing in his guise as a Russian travelling
salesman.

With a new pot of tea on the way, Bill’s
story was drawing to a close. ‘Muller’s trial
and execution were never announced in
the papers’ Harry had told him. So far as
his German controllers were concerned,
Muller was still alive and at liberty. His
death was followed by one of the first
recorded ‘double-cross’ operations
employed by the Secret Service. Experts
from the Bureau’s Imitation Section
perfected his handwriting and continued
to file reports containing false intelligence
to his chief in Rotterdam. The case officer
writing the reports even managed to
negotiate Muller a pay rise, which was duly
paid into Secret Service funds along with
the regular money orders made out to Karl
Muller that arrived from Rotterdam each
and every month. According to the case
file, there was soon enough money for the
Secret Service to purchase a much needed
second-hand motor car, which was,
“promptly christened ‘The Muller’.”

According to a 1919 list of MI5 staff
recently released to the National Archives
in Kew, Harry Fitzgerald left the Secret
Service before the war ended, which I

1
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Jack the Ripper suspect
Francis Tumblety

evaded Melville

SR
\\:‘

German spymaster Gustav Steinhauer,
Melville’s chief adversary throughout WWI

found puzzling. I wondered if Bill knew
anything about the reasons surrounding
his departure from the service. Bill gazed
into the distance, almost as if he hadn’t
heard the question, and then shrugged his
shoulders.

“All he ever said was that things were
never the same after Mr M died, when that
was I haven’t a clue.” On that point I was
able to volunteer that Melville had died of
kidney disease in a south London hospital
on 1 February 1918. What precisely
happened to the ‘Special Staff’ section of
the Secret Service he had headed so
successfully is still somewhat of a mystery.
It seems clear, however, that its independ-
ence as an autonomous entity did not long
outlive its creator. At some point during

The ‘dirty little room’ above a baker’s shop in
Deptford High Street - London - as it is today

© LAW ENFORCEMENT PICTURE LIBRARY




i
German spy Karl Mulleg~
He was executed in 1191_5/

1918 it became a victim of administrative
re-organisation. Those hand-picked men
who worked under Melville, like Harry
Fitzgerald, may well have coveted the idea
of succeeding him, and no doubt greeted
such developments with some despond-
ence.

Harry Fitzgerald clearly felt that Melville's
death changed things for the worse - he
certainly didn’t leave to improve his
prospects. According to Bill, he went into
the licensing trade, where he failed to
make his mark. He died fifteen years after
the end of the war, with no police pension
and barely enough to his name to pay for
his funeral.

Melville’s legacy, however, lived on. His
attitude toward policing was nothing short
of revolutionary in its day and it was he
who passed on this attitude to the Secret
Service. He was focused to the point of
ruthlessness, discreet to the point of
secrecy. He had begun work in the days of
the hansom cab and the street sweeper; he
had seen the first motor cars and speaking
tubes; he had come to recognise cryptogra-
phy, fingerprinting and forensic analysis as
the tools of his trade. He had also seen the
potential of telephone tapping and mail
interception and had determinedly lobbied
the Government to create an effective
counter-intelligence service that utilised
these approaches. Today, MI5 the organisa-
tion he strove to create, is a household
name and one of the world’s leading
intelligence agencies.

M: MI5s First Spymaster by Andrew
Cook. Tempus Publishing. See page 83 for
order details - and a special signed copy offer.
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he Mossad has often been

accused of using cell-

phones in a number of

assassinations. But the very

same technology that

instilled fear into terrorists
is being utilised by shadowy figures that
once worked within the M21 Directorate
of Saddam’s Mukhabarat - the former
Iraqi Intelligence Service. A CIA report
on the Mukhabarat said a clandestine
operation called the Al Ghafiqi Project
created a variety of improvised explosive
devices (IEDs), many of which are being
triggered by cell phones to attack US
and Coalition forces in Iraq. The CIA
notes: “Al Ghafiqi constantly invented
new designs or methods to conceal
explosives; books, briefcases, belts,
vests, thermoses, car seats, floor mats
and facial tissue boxes were all used to
conceal explosives to conceal PE4, C4,
RDX or TNT.”

US Marines, acting on a tip-off, recently
raided a safehouse in the once-terrorist
controlled city of Fallujah. Here they

s
i

discovered a variety of IEDs, cell phones
and radios. The ‘factory’ was producing
bombs connected to other phones that
in turn trigger a detonator - a relatively
easy thing to do if engineered by
professionals.

The devices are then placed in areas
frequented or patrolled by US forces and
are observed by former agents of the
Mukhabaret and, more worryingly, al-
Qaida agents. The IEDs are often buried
beneath garbage or other discarded
material - an empty box, for example.
The manner of which certainly suggests
M21 involvement or training.

CIA and military officials were puzzled
by the accuracy and split-second timing
of some attacks on Coalition forces,
until they seized a video tape. The tape
showed a US Army convoy travelling in
one direction and a civilian vehicle in
the other. Seconds later a huge explo-
sion destroyed one of the trucks in the
convoy. When CIA analysts examined the
film their attention was drawn to the

SADDAM'S SECRET M-

...Al Ghafiqifconstantly
invented new designs
or methods to conceal

explosives; books,

briefcases, belts, vests,

thermoses, car seats,
floorsmats ang facial
tissue-boxes that were
all used to conceal
explosiyes...
b

-~
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Soldiers use an armoured bulldozer to clear
debris from a road in Baghdad, Iraq. The
debris could have been used to hide
improvised explosive devices

passenger in the passing car who was
tapping a number into a cell phone.
They concluded the IED had been
triggered by the phone.

A CIA memorandum notes that new
found freedom in Iraq has led to a huge
number of cell phones being imported
into Iraq. Working in conjunction with
the National Security Agency, a constant
major eavesdropping operation has
detected numerous calls that relate to
terrorist activities. Yet al-Qaida and
former agents of the Mukhabarat have
become wise to the intercepts and are
now establishing a huge codebook to
thwart the eavesdropping. Charles
Krohn, a US Army official and a visiting
professor at the University of Michigan
spent a year in Baghdad. He confirmed
the terrorists have manufactured an
“ingenious” way to stay one step ahead
of the intelligence services. “They would
use more than one phone to forward
messages of meetings and operations.
One caller would deliver part of a >

DIRECTORATE PASSES ON ITS BOX OF TRICKS

I 88 0F 3 2 2008

The multi-fnctiona advanced remote
control, or MARC Bot, tackles improvised
explosive devices

Dr Mark Sabol, research psychologist, Army
Research Institute, operates the ‘America’s’
Army Talon Robot to dispose of a virtual
irprovised explosive device
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General John Abizaid (left) is concerned about the growing
number of cell phone detonated IEDs

message and another caller the second
part from a different phone. If someone
[NSA] was listening, they would get only
part of the message. If you were con-
cerned about eavesdropping, you would
want to use more than one telephone...

there is no shortage of cell phones in
Iraq.”

The art of cell phone-IED detonation
has been mastered by Abu Musab Al-
Zarqawi - more than a thorn in the side
of US forces. His network of agents use
the methods described by Krohn to
coordinate attacks. The remnants of cell

COURTESY SANDIA
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phones have also been discovered from
the scene of many suicide bomb attacks,
indicating the apparatus worn by such
people have also been modified so that
clumsy wiring is done away with.

So bad is the problem of cell phone
detonation that huge areas of Iraq are
often deprived of cell phone connection
by the US - especially during operations
and vehicle and troop movements. By
denying cell phone connection and
jamming signals, the NSA has managed
to save lives, but the IEDs are still in
place and can be called upon at any

M ¥ P
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The Meerkat, a South African designed
mine detection vehicle, is just one of
the unique vehicles employed by US

forces in Iraq to locate and destroy
Improvised Explosive Devices.

time. Finding the location of such
weapons is very dangerous and certainly
not an easy task, given the clandestine
nature of the devices. One US official
speaking on the condition of anonymity
said: “We don’t yet have all the pieces in
place to combat this.”




COURTESY:US ARMY

Worryingly, the same methods of cell-
phone triggered IEDs and the technol-
ogy used, is being passed on to al-Qaida
cells throughout the world. Far from
being a US Army problem, the matter
has now become one of international
concern, with domestic agencies such as

addam’s Al Ghafiqi Project
S existed to make explosive devices

for the Iraqgi Intelligence Service
(ISS) to be used in assassination and
demolition operations. The Explosives
Section of M9/] was extracted from the
M9 Directorate in 1990 and assigned as
its own directorate, M21; at the same
time, the remainder of M9/J] was also
extracted and designated as M16. The
name Al Ghafiqi, referring to a geo-
graphic area between Saudi Arabia and
Kuwait, was most likely attached to the
project in 1990 as it was designated as
an independent directorate. The
project is also known as ‘sheen 27,
where ‘sheen’ is the first letter in the
word for Section, however, this was
not seen until after 2000.

Khalil Ibrahim Fayad Al Sabahi was the
director of the former Explosives
Section. From 1986 he continued to
head the organisation as the M21

The Al Ghafiqi Project

Director until his departure in 1996.
Dr Amir’ Awni Juma’a, who was
previously the M16 director until 1996,
was the superintendent of the Al
Ghafiqgi Project during the negotiations
to integrate Al Ghafiqi into M16 in
1999. Badi’a Muhammad Salih was the
director of the project, which was
decommissioned in 2000 and reas-
signed to M16.

No one person constructed an entire
explosive device alone. The construc-
tion process drifted through the
sections of the directorate. An impro-
vised explosive device (IED) began in
the Chemistry Department which
developed the explosive materials for
the device, the Electronics Department
prepared the timers and wiring of the
IED, and the Mechanical Department
produced the igniters and designed the
IED.

MI5 and the FBI now having regular
discussions about the trait. General John
Abizaid, US Commander in the Persian
Gulf, said: “It is a problem that requires
not just an American effort but an
international effort, because we see the
technology moving and the tactics and

US researchers from
Sandia Laboratories
have conducted much
| research into combating
IEDs, such as this state-
of-the-art robot. The
device is remotely
controlled and can
perform an array of fasks
to disarm or detonate
explosives.

Recovered explosives or
detonators can reveal a
multitude of clues
regarding the manner in
which the bomb was
built,. More importantly,

! by using a roboft to

© examine a suspect
package or vehicle, the
machine can safeguard
those tasked with the job
of making an area safe

A US Army foot patrol on the still-
dangerous streets of Baghdad

techniques moving from Iraq to Pakistan
and Afghanistan.”

* A Task Force Liberty raid was respon-
sible for the capture of a suspected
improvised-explosive-device maker in
Jisr Naft in Iraq’s Diyala province 5
March 2005, Iraq officials reported. The
suspect was found with bomb-making
materials in his possession and tested
positive for plastic explosives following a
residue test, officials said. The bomb
making materials were confiscated, and
coalition forces detained the suspect.

Pentagon IED countermeasures Y.
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s the Pentagon strives for a solution to the

IED, defence scientists from a number of

America’s most prestigious research facilities

are engaged in secret work that could help

thwart many attacks. From microwave

explosions, chemical sensors, radio jammers
and cell phone blockers, the US defence industry has
speeded up some extraordinary projects.

However, one programme manager at the Office of Naval
Research, has admitted there is no “magic bullet.” Cliff
Anderson notes that anything from a radio-controlled toy car
to an automatic garage opener can provide the trigger to
detonate an IED.

America’s foot soldiers have suffered more casualties than
any other force, thus it is no surprise to learn that the US

L lesponse . 5= A
to the Threat of =
Cell Phone-IEDs ¢ Som i

equipment recently |

COURTESY US ARMY




© ISS TRAINING

COURTESY US NAVAL RESEARCH LABORATORY

Army has purchased thousands of
radio-frequency jammers from Simi
Valley, California, EDO Communica-
tions & Countermeasures.

The devices are called Warlock Green
and Warlock Red and intercept signals
intended to detonate IEDs. A US Army
official stated: “The signal cannot make
contact, therefore when it can’t make
contact it doesn’t detonate. It’s like the
cell phone never gets through, but
enemy forces thinks it goes through.”

They are not 100% foolproof but do
offer some guard against the bomb.
Daniel Goure, vice president of the

Protection Against Explosives

US Naval Research Laboratory researchers have developed new flexible arm and leg protective armour
for marines and soldiers optimizing blast protection, mobility, weight and comfort. The lightweight
armour can be used by vehicle crews, breaching parties in urban operations, security and support

The cell phone ‘trigger’ was also used in the

devastating Madrid train bombings

Lexington Institute, a Washington DC
think tank said: “You need to find the
right frequency in order to stop it. And
that’s not easy, with all of these cell
phones and garage door openers being
used to trigger the [EDs.”

Yet the US research facilities are defi-
nitely getting close to a major break-
through, and Goure believes the answer
may be just around the corner. “Effective
IED countermeasures might be a pulse of
electromagnetic energy that fries the
circuits of these bombs,” he said.

Two other Pentagon-backed projects
are also moving apace. Scientists at the

operations, sentry and checkpoint duty, and roadside patrols.

The armour is designed to reduce the likelihood of severe injuries by protecting against the large
number of smaller blast fragments generated by blast weapons and improvised explosive devices.
It provides much protection against objects that fragment, while also providing protection against
blast pressure waves and thermal flash.

Naval Surface Center’s Dahlgren
Laboratory in Virginia are involved with
a project codenamed NIRF - Neutraliz-
ing Improvised Explosive Devices. The
device works by emitting a very high-
frequency field in the microwave range.

If NIRF is a somewhat strange name
then how about PING? Ping is already
operational in Iraq and sends out waves
from the inside of the extraordinary
Humvee vehicle. The waves seek metal
and bounce the signal straight back.
Many weapons’ cashes have already
been uncovered using PING.

The Office of Naval Research has also
sponsored several firms on a “change
direction” programme. By using ad-
vanced intelligent video-processing
software, operators can survey a street
scene on Monday, for example, and then
review the scene hours later to look for
objects such as garbage, a broken down
vehicle or anything that is new to the
scene. However, garbage accumulates in
cities and the task is still formidable...
but serious efforts are already underway
to thwart the dangers of IEDs.
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READER
PARTICIPATION -
GET INVOLVED!

INTELLIGENGI

Eye Spy Intelligence Magazine is pleased to announce a
unique programme that will assist readers and persons
working in the intelligence, security, defence and law
enforcement professions to expand their knowledge and
skill base. The material and forthcoming series has been
developed through a cooperative agreement between Eye
Spy Intelligence Magazine, Kevin Colman’s Technolytics
Institute, an executive technology think-tank, and Spy-
Ops, an organisation dedicated to continuing education

/By Kevin Colman

Key challenges facing the
intelligence industry today
require professionals to continu-
ously update their knowledge
and skills. The global war on
terror, corporate espionage,
identity theft and domestic
violence, just to name a few, are
real threats facing our cities and
corporations. There are several
major factors combined with
these threats that influence the
requirements for new and
updated information including:

* the increasing pace of

technological change,

* the increased pace of
political change,

* the increased pace of
social change, and

* the increased pace of
economic change.

Professional development
demonstrates your commitment
to ensure that your knowledge
and skills are relevant and up to
date. Some people use continu-
ing education to stay current in
their present job; others use
continuing education to gain
promotions or recognition
within their industry. What ever
your reason, it is critical for
individuals in the intelligence,
security, protection and defence
industries to continue to grow
and develop professionally.
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Toward that end, our combined
research has identified sixteen
topical areas listed below that
will touch on most, if not all, of
the topics germane to the
intelligence industry. The
information will be presented in
a continuing education brief
accompanied by an exam in
future issues of Eye Spy. The
topics for the first five briefs are
listed below.

CONTINUING EDUCATION
BRIEFS FOR 2005

* EYE SPY 33 - From Q’s Lab:
Future Spy Technology

* EYE SPY 34 - Forensics

* EYE SPY 35 - Money
Laundering

* EYE SPY 36 - Electronic

Footprints “Your Digital Trail”

* EYE SPY 37 -
Psychological Profiling

Two continuing education units
(CEUs) can be earned upon
successful completion of the
exam at the end of each brief. In
order to receive these CEU’s,
readers will complete the exam
questions, and send them in to
Eye Spy with a payment of just
£5.00 $10, at which point a

through practical knowledge.

certificate of completion will be
mailed. Complete details will be
included in the June issue of Eye
Spy magazine.

Eye Spy Magazine, the
Technolytics Institute and Spy-
Ops would like to hear from
you. Please send your feedback
and any ideas or suggestions for
future topics to info:-
@spy-ops.com

Visit www.spy-ops.com for
additional Training Briefs.

TOPICAL AREAS COVERED IN
CONTINUING EDUCATION
PROGRAMME

1. ADVANCED TECHNOLOGY:
A general understanding of
various advanced technologies is
important to an agent. At any

time an agent could be called on
to destroy an installation or
particular equipment which is of
a highly technical nature.

2. COMPUTER SECURITY: The
professional must have the
ability to break into computer
systems for the purpose of
retrieving confidential informa-
tion. This is a commonly used

skill that is a critical part of
espionage, especially in a time
where computers are predomi-
nantly used to store information.
One of the primary functions of
an intelligence agency is using
data that is processed into
information and that is further
analysed and turned into
knowledge.

3. COUNTER SURVEILLANCE:
The professional must have the
ability to detect and disable the




Kevin Colman

surveillance capabilities of any
parties involved in an operation.
Although this would usually
include the use of technical
apparatus, there are many ways
to foil a surveillance operation
without using any physical
equipment. This might include
speaking in code or using the
environment to hide communi-
cations.

4. DISGUISE: The professional
must be knowledgeable in the
art of disguise. Whether for
personal use to cloak their
identity or to identify a suspect
that is using a disguise - knowl-
edge about these techniques is
critical. Although quite simple to
learn, it is difficult to become an
expert in disguise. It is crucial
for a professional to understand
how one can manipulate
people’s sensory perceptions by
changing their appearance.

5. ETIQUETTE AND ARTS: The
professional is routinely called
upon to operate in a number of
different situations, which may
include dealing with individuals
from foreign countries, or

SEGURITY

GAZINE & SPY-0PS
\ CATION PROGRAMME

individuals that are very affluent,
and highly cultured. The
understanding of foreign

cultures, etiquette and arts is
required to provide a base that
could be used in covert opera-
tions.

6. EXPLOSIVES: The profes-
sional must be able to recognise
who has the ability and materials
necessary to manufacture
explosive devices. These devices
can be used for many purposes
such as distractions, assassina-
tions and destruction. Contrary
to public opinion, explosives are
a lot easier to make and are
more useful than firearms.

7. FAKE IDENTIFICATION: The
professional should be able to
identify fake identification
documents (IDs) and under-
stand how these documents are
acquired. Legal IDs are very
difficult to forge in today’s world
of high technology. However,
significant capabilities exist
worldwide that create an
abundant supply of fake IDs.

8. FORENSICS: The profes-
sional needs a clear understand-
ing of forensic techniques, or the
use of science and technology to
investigate and establish facts.
Forensics techniques are not just
used by police agencies but also
by intelligence, security and
defence personnel.

9. INCENDIARY DEVICES: The
professional must be knowledge-
able about the construction and
use of incendiary devices, in
other words, devices capable of
causing fire. This goes far
beyond using matches or a fuel
lighter obtained at any location
worldwide. These devices are
some of the more destructive in

the terrorist arsenal of know-
how.

10. INTERNATIONAL AND
LOCAL LAW: The professional
must have a general knowledge
of issues related to law. This can
aid in the manipulation of local
and international issues to the
advantage of their cause.
Additionally, this knowledge will
allow the professional to avoid
common mistakes that could
jeopardize their operations by
being caught breaking local laws
and attracting the attention of
local authorities.

11. LANGUAGES: The profes-
sional must be able to effectively
and efficiently communicate
with all people they interact with
in the performance of their
duties. Professionals must be
educated in the languages of the
regions they serve. This aids in
disguise and better integration
with the local culture.

12. LOCK AND SECURITY
DEVICES: The professional in
the field must have a basic
understanding of locks and
other security devices. The
majority of locks available today
operate on the same principle,
that of the pin tumbler lock. An
agent who can bypass doors,
lockers, drawers and other lock-
based containers removes the
ability of a moderate target to
keep anything confidential,

Continued on page 82
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EYE SPY SPECIALIST BOOKS AND MANUALS FOR ALL ASPECTS OF.... INTELLIGENCE * ESPIONAGE * SECURITY

* SURVEILLANCE * SAFETY ¢ DETECTION *« EQUIPMENT ¢ FORENSICS « COUNTERSURVEILLANCE « MILITARY TRAINING

For detailed

information on thes
All prices shpwm include postage

and many more titles go to www.eyespymag.com
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Use order form on page 82 - or go to www.eyespymag.com or telephone direct

TACTICAL TRACKING
OPERATIONS Guide for
military and police frackers.

k 1700p
ES827 £38.00 $60.00

SERIOUS SURVEILLANCE
PRIVATE INVESTIGATOR
Softoack 100pp
ES812 £29.99 $50.00

HIDING IN PLAIN SIGHT
Superb guide to
steganography plus CD
ROM. Softback 335pp
ES802 £27.00 $45.00

HOW TO MAKE $100,000
ayear as a private
Investigator
Softback 128pp
ES857 £21.50 $40.00

CYBER ALERT
How the world Is under
attack from cyber crooks.
Softback 263pp
ES980 £12.99 $25.00
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BODY GUARD MANUAL

Professional guide to the

industry. Softback
ES893 £16.99 $31.00

RANGER
HANDBOOK

RANGER HANDBOOK
US Army Ranger.
Rare small manual.
Softoack 448pp
ES810 £26.00 $48.00

Techniques
and Tric
to Secure

EXECUTIVE PROTECTION
PROFESSIONAL'S MANUAL
For professional security

officers. Softback

ES895 £29.99 $59.00

SAS SURVIVAL HANDBOOK
Survive in any climate,
land or sea.
Softback 576pp
ES830 £24.00 $45.00

ATTER

Evidence

BBPATEOES fram ke SEEREE HEALE

INTERROGATION
RCMP guide. Techniques
and fricks to secure
evidence. Softback 88pp
ES811 £19.50 $38.00

DEATH

INVESTIGATOR'S
HANDBOOK

DEATH INVESTIGATORS

HANDBOOK Field guide
to crime scene forensics.
Massive Hardback 888pp

ES879 £65.00 $90.00

The Whole Spy
+ Catalog

THE WHOLE SPY CATALOG
Everything you need to
know about espionage.
Softback 448pp
ES886 £35.00 $55.00

CHATTER Conversations
from the secret world of
eavesdropping.
Hardback 300pp
ES950 £25.00 $35.00

SCANNER AND SECRET
FREQUENCIES
All you need to know.
Softback 314pp
ES967 £25.00 $38.00

MAKE 'EM TALK
Principles of military
inferrogation. Professional
guide. Softback 80pp
ES890 £17.99 $35.00

How To Get Aﬂy"lillg
On Anybody

{;
1

Book 3

HOW TO GET ANYTHING ON
ANYBODY
SPECIAL SECURITY WORK
Massive Softback
ES737 £65.00 $109.00

AFFORDABLE SECURITY
Survive in any climate,
land or sea.
Huge Softback 302pp
ES830 £24.00 $45.00

IDENTITY

IDENTITY THEFT Secrets of
countering identity theft
and profecting yourself.
Softback 241pp
ES950 £12.99 $25.00

U. S. MARINE CORPS

SCOUT/SNIPER
TRAINING MANUAL

®

SCOUT/SNIPER TRAINING
MANUAL Product of US
Marine Corps
Softback 576pp
ES959 £29.99 $40.00

PHE

COVERTCATALOG

THE EXTREME COVERT
CATALOG - SPECIAL
TRADE SECURITY WORK -
IMPORTED
Massive Softoack
ES738 £50.00 $60.00

L) ..
INVESTIGATOR'S
LITTLE BLACK

Rohert Scott, P.I

INVESTIGATORS LITTLE
BLACK BOOK
Major US-based resource
guide. Softback 504pp
ES806 £19.99 $35.00

Electronic
Surveillance
Devices

ELECTRONIC
SURVEILLANCE DEVICES
Micro-phones,
fransmitters etc.160pp
ES807 £24.99 $45.00

PRIVATE INVESTIGATION IN
THE COMPUTER AGE
Using computers.
Softback 176pp

ES859 £25.50 $50.00

SURVEILLANCE & TARGET
Acquisition Systems
For surveillance.
Hardback 260pp
ES797 £31.99 $58.00

Igentitication
and Response
Guide for Law

BOOBY TRAP
IDENTIFICATION
Response guide for law
enforcement personnel
Softoack 80pp
ES876 £20.00 $38.00

MUG SHOTS
A police detective guide
o remembering faces.
Softback 128pp
ES880 £20.00 $38.00

RECOGNISING BIO
ATTACKS Anthrax,
smallpox, nerve gas,
radiation. Softback 112pp
ES870 £17.00 $23.50

e Neork Secinly

HACKERS CHALLENGE 2
Test your security and
forensic network skills.
Large Soffback 320pp
ES982 £25.00 $48.00

EXECUTIVE PROTECTION
A professional’s guide to
bodyguarding.
Soffback 112pp
ES872 £15.50 $31.00

The Home Workshop

Spookware

Serious Hobbyist

HOME WORKSHOP SPY
Spookware for the
serious hobbyist.
Softback 104pp
ES856 £24.50 $48.00

u.....,

0 SRy

BUG BOOK Everything you
wanted to know about
elecfronic eavesdropping
Softback 168pp
ES907 £30.50 $50.00

SECRETS OF
SURVEILLANCE
Professional guide to
failing subjects. 248pp
ES814 £29.99 $50.00

Saviets Tr:
sonal Comb

KGB ALPHA TEAM
Training Manual -
Combat, assassination
and subversion. 320pp
ES808 £24.99 $45.00

DICTIONARY OF TERRORISM
Every group, individual
listed. Essential.
Softback 448pp
ES975 £25.00 $48.00

Th sl of ki g 3o Combst

FIT TO FIGHT
Complete manual of
intense training for
combat.
Softback 183pp
ES654 £18.00 $30.00

SPY GAME
Winning through super
fechnology
Huge Softback 520pp
ES862 £35.00 $60.00

RADIO MONITORING
The 'know how guide’
packed with tips.
Softback 176pp
ES964 £25.00 $35.00

the ulimafe guide 10 forensic science

CRIME SCENE
The ultimate guide to
forensic science.
Hardback 145pp
ES794 £18.50 $38.00

THE BASEMENT BUGGER'S
BIBLE Everything you
need to know about

bugs Softback 312pp
ES947 £34.99 $60.00

TRAVELSAFE
A complete and
authoritive safety guide
for the traveller. Softoack

348pp
ES606 £22.00 $35.00

YE SPY TRADE BOOKS
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o "™ Wty

bs Paoriiseual s suint 10]

ENDING
VIOLENCE
QUICKLY

o bogw Sedgge d
b Sesaty Pofemwss
Fove iy Srvrom

ENDING VIOLENCE
QUICKLY Avoid injuries and
law suits - professional
guide. Softback 256pp
ES894 £21.99 $40.00

BENCH-TESTED

CIRCUITS

Tom Larsen

BENCH-TESTED CIRCUITS
For countersurveillance
technicians.
Softback 128pp
ES824 £15.00 $32.00

Marnit M & B e

WIRELESS SECURITY
Professional tips to
secure you wireless
network. Softoack 300pp
ES980 £25.00 $49.99

Careers
AmR

Crime
Fighting

Mary Prier Loe + Richard 8. Lre + Cared Beam

100 BEST CAREERS IN
CRIME FIGHTING
For US marketplace.
Paperback 200pp
ES826 £26.00 $45.00

SAS SELF-DEFENCE
HANDBOOK
Complete guide to
unarmed combat,
Softback 240pp
ES831 £29.99 $48.00




SURVEILLANCE

COUNTERMEASURES
Detecting, evading and
enduring fhreats. 180pp

ES835 £29.99 $48.00

CRIME SCENE
Search and physical
evidence handbook.

Softback 208pp
ES877 £25.00 $40.00

GUIBE T0

FBI GUIDE to
concealable weapons.
Packed with photos.
Softback 86pp
ES966 £18.00 $25.00

PY'S GUIDE:

ICE ESPIONAGE

THE SPY'S GUIDE
OFFICE ESPIONAGE
Professional tips.
Softback 170pp
ES722 £12.00 $20.00

ClA CATALOG
Clandestine weapons,
fools and gadgets.
Softback 128pp
ES944 £18.00 $28.00

Air Band

Radio

HANDBOOK

AIR BAND RADIO

HANDBOOK 2005
For the enthusiast and
professional alike.
Softback 208pp
ES971 £14.99 $30.00

I AR
MORE BENCH-TESTED

EIHEUITS

y(-wn

rmr»nnzgs

MORE BENCH-TESTED
CIRCUITS Innovative
designs for surveillance
techs. Softback 72pp
ES909 £19.99 $38.00

HOME SECURITY How fo
select locks and alarms
for your home/business.

Softback 128pp

ES988 £22.99 $32.00

AT
palole
crypto

s

STEVEN LEVY

in.

CRYPTO Code rebels.
Humble the hackers and
spooks. Essential.
Paperback 352pp
ES903 £10.00 $20.00

KILL 08 CET BILLED

KILL OR GET KILLED
Longest-selling book on
close combat in history.

Softback 420pp
ES889 £45.99 $80.00

SECRET
SOFTWARE

SECRET SOFTWARE
Data, forensics, crime
investigation. Softoack

128pp
ES861 £20.00 $38.00

Working ina War Zone

WORKING IN A WAR ZONE

Cashing-in safely affer
the shooting stops
Softback 184pp
ES875 £17.50 $34.00
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WARFARE | IRELULTTTS

| MANUAL |

BCOTT WIMBERLEY

SPECIAL FORCES
Guerilla warfare manual
for successful operations.

Softback 248pp

ES912 £22.99 $42.00

Edmond A. Macinaugh

VIRGIN TRAVEL HEALTH
HANDBOOK - 2003
Business, professional or
casual fravel. 288pp
ES727 £17.50 $34.00

DISGUISE TECHNIQUES
Fool all of the people
some of the time.
Softback 82pp
ES962 £18.000 $28.00

THE CITIZEN'S GUIDE TO

STOPPING
SVICIDE
ATTACKERS

Counterterrorist <’
& ¢

ey 64 2 s B

LIFE AFTER TERRORISM
What you need to know
fo survive today.
Softback 192pp
ES868 £21.50 $40.00

STOPPING SUICIDE
ATTACKERS Secrefs of an
Israell counterterrorist.
Softback 128pp
ES865 £20.00 $38.50

PRIVATE INVESTIGATORS
HANDBOOK
How to find out anything
on anybody. 192pp
ES813 £15.99 $30.00

SEX CRIME INVESTIGATIONS

SURVIVING TERRORISM
Packed with essential fips
and advice
Softback 86pp
ES971 £12.50 $18.00

THE ART OF
DECEPTION

HOSTAGE RESCUE
MANUAL Agvice from
professionals in the know.
Softback 192pp
ES801 £16.99 $32.00

Complete investigators
handbook.
Softoack 328pp
ES882 £25.00 $48.00

ADVANCED

S

e

ADVANCED THE ART OF DECEPTION
SURVEILLANCE Complete Controlling the human
Manual of Survelllance element of security.

Training. Softback 400pp Softback 352pp
ES712 £24.99 $40.00 ES803 £12.99 $23.00

SECRETS OF STREET
SURVIVAL Staying alive in
a civilian warzone.
Softback 400pp
ES809 £29.99 $50.00

Surviving
Nuclear,
giolooical.

How to Get Started.
How to Get Ahead
it Wi
CITIZEN'S GUIDE CAREERS IN PRIVATE SCANNER MODIFICATIONS
Surviving nuclear, SECURITY How to get AND ANTENNAS
biological, chemical started, how fo get Modifying equipment.
aftacks. Softback 80pp ~ Ghead. Sofftback 168pp Softback 176pp

ES874 £20.00 $38.00 ES910 £18.00 $35.00

COMBATIVE
PERSPECTIVE

ES866 £17.00 $22.50

RSTAND
ﬁ‘TBEELLIGENCE N

SHABOWS

JORNES IR

RUNNING A RING OF SPIES UNDERSTANDING COMBAT PERSPECTIVES
Spy craft and black INTELLIGENCE The thinking man’s guide
operations in real world in the 21st century 1o seif-defence.
of espionage. Softback 576pp Softback 112pp

Softback 216pp
ES860 £25.00 $48.00

ES973 £20.00 $38.00 ES884 £17.50 $34.00

The
WORST-CASE SCENARIO |
Survival Handbook

WORST-CASE SCENAR!O

SECRETS OF COMPUTER KILLING ZONE
ESPIONAGE A professional’s guide to TRAVEL
Tactics and counter- preventing ambushes. Survival handbook
measures. Softback Softback 240pp Softback 192pp
ES790 £25.00 $46.00 ES960 £25.00 $40.00 ES805 £12.00 $24.00

SPEAK LIKE A

NATIVE e

Scanner

Bill Cheek

THE ULTIMATE SCANNER
The complete guide to
scanning
Large Softback 242pp
ES963 £34.99 $48.00

RURAL SURVEILLANCE
Police guide fo gathering
evidence in remote
areas. Softback 128pp
ES881 £22.00 $40.00

SPEAK LIKE A NATIVE
Professional secrets for
mastering languages.

Softoack 192pp
ES961 £20.00 $30.00

INTENSIFICATION
SURVEILLANCE

INVISIBLE ADVANTAGE THE INTENSIFICATION OF MAPPING MURDER
Ghillie suit SURVEILLANCE Secrets of geographical
construction made Crime, terrorism and profiing.

Hardback 240pp
ES731 £21.00 $35.00

warfare. Softback 176pp
ES825 £25.00 $45.00

simple. Softback 80pp
ES914 £13.99 $25.00

WORLD'S SPECIAL FORCES COUNTER-TERRORISM SPECIAL FORCES
Encyclopedia of special Weapons and Equipment Weapons & Equipment

forces, air, seq, land A major illustrated work. Used by UK forces.

Hardback 255pp Hardback 240pp Hardback 240pp

ES/735 £32.50 $50.00

ES886 £28.00 $55.00 ES798 £32.50 $60.00

COUNTERSURVEILLANCE
THE FINE RRT OF BUG
EXTERMINATION I
THE REAL WORLD OF
INTELLIGENCE GATHERING

THE ULTIMATE SNIPER
Advanced training for

TECHNIQUES IN
COUNTERSURVEILLANCE

MODERN BODYGUARD
The manual of close

military and police Exterminate the bugs. protection and fraining.

Huge Softback 543pp Softback 120pp Softoack 332pp

ES965 £45.00 $70.00 ES863 £18.50 $35.00 ES607 £25.00 $40.00
s
STREET
S.W.A.T. TEAM
MANUAL
By Robart . Cappet

S.W.A.T. TEAM MANUAL
First time in print -
formailly restricted official
SWAT data. Softback
ES911 £22.00 $38.00

THE PHONE BOOK
Stop eavesaroppers,

STREETE X E
Evading, escaping and
other ways to save telephone bugs, phone
yourself. Softback 192pp call fraud and more
ES885 £20.00 $38.00 Softback 280pp
ES858 £30.00 $60.00

BOUNTY HUNTER

Professional guide fo the
art of bounty hunting,
Softback 136pp
ES873 £15.50 $30.00

STREETWISE The
complete manual of
personal security and
self-defence. 314pp
ES608 £25.00 $40.00

COMBAT IN URBAN AREAS
Ground operations in
urban settings.
Softback 312pp
ES888 £29.99 $58.00

STREET COP
Innovative tactics.
Professional guide.

Softback 215pp
ES883 £23.50 $45.00

COMBAT |

CONDITIONING |
The Ol (S Mrne |
Corps Physical Traiing
s HandaHand
Combe Course

Fomewond by Chuck Vet

COMBAT CONDITIONING
US Marine Corps Physical
Training.
Softback 329pp
ES822 £35.99 $55.00

ELECTRONIC CIRCUITS

AND SECRETS
of an old-fashioned spy -
bugs and more.
Softback 128pp
ES908 £22.99 $4n nn
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recent US Government

report on counterintelli-

gence notes that in the

last 20 years, nearly 80

Americans have been

caught spying for foreign
intelligence services. The FBI admits this
is probably just a fraction in terms of
those participating in espionage. “There
are probably hundreds of US citizens who
have betrayed their country since 1985,”
an intelligence source told Eye Spy. “The
fact is, they have never been caught.” That
is set to change. A new National Counter-
intelligence Strategy has been approved
by President Bush.

The report said the strategy calls for
“specific counterintelligence policies for
attacking foreign intelligence services
systematically via strategic counterintelli-
gence operations.” This will mean major
changes in the way spies are targeted and
uncovered. Michelle Van Cleave, head of
the office of the national counterintelli-
gence executive, called the move “cru-
cial.” It “will require substantial changes
in the conduct of US counterintelligence,”
Miss Van Cleave said. “These changes
include a renewed intelligence focus on
hostile services and intelligence capabili-
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| ties, including those of terrorist groups,
| and proactive efforts to defeat them.”

MI5, Britain’s counterintelligence

service, often target suspects at an early

| stage. The new US strategy is similar and
calls on the FBI, CIA and other intelli-

| gence ‘components’ to “identify, assess,
neutralize and exploit foreign intelligence
| activities before they can do harm to the

| United States.” The report also states that
| the incidents “reveal a systemic vulner-

| ability” and lack of a “comprehensive

focus” on protecting secrets. “Counterin-
telligence must be transformed into a
more coordinated, community-wide effort
to help neutralize penetrations of our
government,” the report said.

Ninety countries have been identified,

| many of which use students, businessmen
| and diplomats to steal US technology,

discover government strategy, and acquire
corporate trade secrets.

As for the spies who were caught, the

| 22-page report concludes that, “in a time

| of war, it could have been worse.” Some

| of the names are familiar; members of the
1980s spy ring headed by John A. Walker

| Jr. They passed US military code secrets to
| Moscow for more than 17 years; the US

- Army spy ring which supplied the KGB

| with NATO secrets for more than 18 years.
| Other infamous spies include CIA officer
Aldrich Ames, FBI Agent Robert Hanssen

| and Defense Intelligence Agency analyst
Ana Montes. She spied for Cuba for more
| than 15 years.

The report believes America’s current
counterespionage tactics are “frag-
mented.” The new security measures will
see a specific attack on all levels - human,
technical and computer counterintelli-
gence supported.




uring heightened
times of tension, the
structure of military
and intelligence
agencies are occa-
sionally changed to
meet exceptional
challenges head on.
Sometimes entirely new units emerge
from a variety of agencies to tackle ‘
difficult and unforeseen circumstances.
One such organisation formed after 9/
11, which has since remained secret, is
the Pentagon’s Strategic Support Branch
(SSB). The SSB is reportedly made up of
highly skilled intelligence and Special
Forces personnel whose modus oper-
andi is to operate without detection.
The SSB work under the protection of
the Pentagon and Donald Rumsfeld, the
US Defense Secretary. The team is a
composite of highly trained intelligence

officers, linguists, interrogators and

| technical specialists. They have been

drawn together to give the US Depart-
ment of Defense a cutting edge more

| potent than conventional forces.

They have been likened to a similar
task force sometimes referred to as
‘Gray Fox’, a unit made up of intelli-
gence, military and special advisors.

| Gray Fox has reportedly led the ardu-

ous hunt for Osama bin-Laden, after it
was quickly realised that conventional
methods to capture the world’s most
wanted man would simply not work.

Senior investigative journalists in
Washington disclosed information on
the SSB, after allegedly being advised
the unit played a pivotal role in the
capture of Saddam Hussein. Shortly
after 9/11, secret meetings between

| defence intelligence officials heralded a

mindshift away from electronic eaves-

| dropping. There was a serious void in

America’s ability to grasp HUMINT
(human intelligence), thus the SSB was
established to fill this void. In recent
months the unit has expanded to
become more operational, though its
operations remain top secret. It is
managed by the Defense Intelligence

| Agency Human Intelligence Service.

The DIA was critical of other intelli-
gence services following the attacks on
9/11, feeling that sister organisations
did not analyse information properly,
information that could have uncovered

| the intricate al-Qaida plot to use

|

airliners as flying bombs. The very fact
that the SSB has been put under the
DIA's ‘umbrella’ is probably as a result
of intelligence misgivings and the need
to be multifaceted.
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The SSB is not a stand-alone unit, and
besides its flexibility, can be quickly put
together to meet and conduct specific
intelligence-led operations that are
beyond conventional, though known
agencies such as the CIA’s highly potent
Special Activities Division (SAD). SAD
was involved in a number of covert
operations to oust al-Qaida and the
Taliban from Afghanistan. They also
worked closely with Special Forces in
the early planning to remove Saddam.
Larry Di Rita, a spokesman for Donald
Rumsfeld said: “There is a desire to
connect better intelligence to battle-
field operations. The unit is an example
of ways that can be done in support of
commanders in the field.”

Secretary of Defensé*
- Donald Rumsfeld 7%
" % -addresses Specia

\w "“"‘Mlons Soldm

Defense intelligence missions... are
subject to less stringent congressional
oversight than comparable operations

by the Central Intelligence Agency

Many observers believe the Pentagon
has decided to ease the CIA’s Directo-
rate of Operations, out of the ‘loop’,
though the creation of the SSB appears
to be simply a powerful new ‘tool’ to
augment existing intelligence opera-
tions.

A BLACK PROGRAMME?

Many politicians in the United States
have expressed concern over the
creation of the SSB. The Washington
Post said: “Pentagon officials said they
established the Strategic Support
Branch using ‘reprogrammed’ funds,
without explicit congressional authority
or appropriation. Defense intelligence
missions, they said, are subject to less
stringent congressional oversight than
comparable operations by the CIA.” The
Post said Rumsfeld has “broad author-
ity” over clandestine operations abroad.

William Arkin, a former Army intelli-
gence officer and author of a new book,
Code Names: Deciphering U.S. Military
Plans, Programs and Operations in the
9-11 World, has suggested the SSB may
be a permutation of Gray Fox. Arkin is
also concerned that by using secret
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intelligence units, the Pentagon is
“blurring the lines between combatants
and noncombatants.” A reference to the
fact that some SSB officials don’t
operate in military uniforms but do
work in a battlefield environment.

The US Navy has
converted a number of
nuclear submarines to

augment special

forces’ operations

When active, the SSB will liaise with
the US Joint Special Operations Com-

- mand (JSOC), a covert unit based in i
Tampa. “Although JSOC’s stated pur- ! ‘ ’
pose is to provide a unified command t
structure for conducting joint special q
operations and exercises, it is widely ;
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reported that JSOC is actually the
command responsible for conducting
US counter-terrorism (CT) operations,”
writes GlobalSecurity.org. “These SMUs
[Special Missions Units] are tasked with
conducting CT operations, strike
operations, reconnaissance in denied
areas, and special intelligence mis-
sions,” for instance in Afghanistan,
where a unit called Task Force 11,
composed mostly of Delta Force
soldiers and SEAL’s are hunting for
senior Taliban and al-Qaida members.”

SSB and JSOC are but two of Ameri-
ca’s powerful new clandestine units.
Another unit is the shadowy Proactive
Pre-emptive Operations Group, or
P20G. In September, 2002, details
emerged of a Defense Science Board
(DSB) report submitted to Mr Rumsfeld
proposing an elite group of counter-
terror operatives to make the war on
terrorism pre-emptive and proactive,
duping al-Qaida into undertaking
operations it is not prepared for and
thereby exposing its personnel. Rather
than simply trying to find and foil
terrorists’ plans - the approach that
characterizes the current strategy - the
Proactive Pre-emptive Operations
Group would devise ways to stimulate
terrorists into responding or moving

Saddam Hussein pictured shortly after his arrest on 13 December 2003

B ]

operations, possibly by stealing their
money or tricking them with fake
communications, according to the
report.

Despite concerns over funding and
the scope of the SSB, (it is suspected
the group has been involved with
reconnaissance operations in Iran), the
unit was instrumental in the surveil-
lance operation that led to the capture
of Saddam Hussein last year. Without
providing detailed information, a
Pentagon official acknowledged that the
SSB played a major role in the hunt for
Saddam. Specialists well versed in
interrogation methods, skilled investi-
gators, analysts and surveillance experts
all worked together to uncover
Saddam’s hiding place. The actual
arrest was reported at the time as the
work of a team of “conventional and
special operations troops.”

Lt. Gen. Ricardo Sanchez, Commander, Joint Task Force Seven, speaks to the media .
during a press conference at the Iragi Forum in Baghdad, 14 December 2003, covering the W€ now know those ‘special opera-
capture of Saddam Hussein by coalition forces in Tikrit, Irag, Dec. 13, 2003. Ambassador  tions troops’ were the SSB.
L. Paul Bremer, Coalition Provisional Authority Administrator, is standing to the right.
There was no reference to the role played by the Strategic Service Branch
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Easter Monday, 20 April 1987, was like any other bank holiday in the
seaside town of Newcastle, County Down, Northern Ireland. The
crowds were enjoying the beautiful sunshine. The town had attracted
a large but peaceful crowd, young and old, families with children, all
intent on making the most of the public holiday.

verseeing protec-

tion that day was

Royal Ulster

Constabulary

(RUC) Inspector
Dave Ead, a 17-year veteran in
the RUC who had joined the
force in 1970.

Ead was content that policing
was going according to plan.
He began to make his way back
to the town’s police station; the
short walk would take him
along the sunny promenade
where he mingled with the
happy crowds. However,
hidden amongst the crowds
were members of a Provisional
Irish Republican Army (PIRA)
assassination team. As Ead
made his way along the
promenade the gunmen
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approached the inspector from
behind - seconds later they
fired several shots into the back
of the unsuspecting officer. Ead
fell to the ground, mortally
wounded. In the ensuing panic,
the gunmen made their escape
on a motorbike, a favourite exit
route for assassins both
Republican and Loyalist
operating in the Province.

Inspector Ead left behind a wife
Christine and two young
daughters. They became
statistics in of one of the
bloodiest periods of what have
been labelled, The Troubles.

The murder of any British
police officer is a shocking and
brutal crime. However, this
outrage became even more

shocking when it was discov-
ered that one of the gunmen
and the man who supplied the
getaway motorcycle were both
agent informers on the payroll
of the British Army. They were
agents of the now infamous
Force Research Unit (FRU), a
shadowy group that ran
undercover agents in both the
Republican and Loyalist terror
organisations.

In his book, Stakeknife, former
FRU agent handler Martin
Ingram made public for the first
time the full extent of FRU
operations in the province,
including the murder of
Inspector Ead. His revelations
led to the unmasking of the
FRU’s alleged highest-placed
PIRA informant, Freddie

' Freddie Scappatici has
denied he is agent Stakeknife

Scappaticci, codenamed
‘Stakeknife’. His book provides
a revealing account of collusion
by the British Army in the
targeting and murder of
members of the PIRA, and of
how innocent and the not so
innocent were allegedly
sacrificed to protect the FRU’s
highly placed sources.

Since writing his book in 2004,
Martin Ingram has ‘gone to
ground’ at risk from those
involved in terrorism and
shunned by those he once
worked with; the life of a
whistle blower is a precarious
one. When his book was
published Ingram said it would
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ADOW

By Steve McManus

be his last word on the subject.
However a request from
detectives from the Police
Service for Northern Ireland
(PSNI, formerly the RUC), who
are investigating the murder of
Inspector Ead, drew Martin
Ingram out of the shadows. On

31 January 2005, Ingram, along
with former FRU agent Kevin
Fulton, travelled to London’s
Charing Cross Police Station to
talk to detectives.

Ingram had been under court
order not to speak to any police
officer regarding murders he
had information on. This would
suggest to the more cynical that
someone or some agency had
something to hide. After

Martin Ingram and Kevin Fulton
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pressure from the PSNI, the
terms of the injunction were
varied and Ingram was allowed
to discuss the case with
detectives.

Eye Spy was granted an
exclusive interview with Martin
Ingram and I travelled to
central London to meet with
him and Kevin Fulton. Martin
Ingram is identified as MI,
Kevin Fulton KF, and myself as
SM.

MI: Stakeknife was published
just over a year ago. It con-
tained a number of allegations,
and as a result of that, a victim’s
widow and Christine Ead made
a complaint to the police. Mrs
Ead wanted her husband’s case
re-investigated. I was contacted
by my solicitor last year and
asked if I would co-operate
with the police. As Kevin Fulton
was one of three sources for
that part of the book, I asked
him to attend the meeting. We
had a two-hour meeting and
discussed all aspects of the
murder and the activities of an
agent within that team. The
investigating officers also
wanted to see the site.

KF: He wanted me to point out
the sites. I'd already given my
handler the location of the
caravan the gunmen stayed in
and the motor bike used in the
murder that was later aban-
doned. At that time the security
services did nothing about it, to
my knowledge. They now want
to re-open the case and look at
this murder.

MI: This PSNI officer claimed
nothing had been passed to
them. This investigation never
got off the ground. In effect, Mr
Ead’s murder was never
investigated.

KF: The book Stakeknife
exposed this and there’s going
to be an investigation.

MI: If nothing else, at least the
book has highlighted and
brought some closure to this
RUC widow in her quest for the
truth. The police have asked us
to help them further, but for
legal reasons we are not sure if
we can help them. We are still
checking with our legal advisors.

KF: The police made it clear that
after our meeting its investiga-
tion can progress further. I have
to wait before making any
further statements to make sure
I don’t implicate myself.

MI: Self incrimination is a
major problem. These were
CID officers not Special Branch
Officers, and I made a special
request to the senior investigat-
ing officer to look into the
murder of Frank Hegarty. A
subject that is close to my
heart, primarily because the son
of Frank Hegarty was six-years-
old at the time. He is in contact
with me, and he wants to get to
the bottom of his father’s
murder. Frank was an agent
who was responsible for the
largest ever weapons find in
Ireland. A fantastic amount of
Libyan arms were discovered
enroute to Ireland. Unfortu-
nately Frank was uncovered,
and brought out [of Northern
Ireland] but he subsequently
returned. [ know for certain he
was enticed back. He was
subsequently murdered. He
was somebody I was quite close
to so I have asked if I can
discuss the case with the senior
investigating officer. Previously
the RUC have ignored me, so
hopefully now we will be able
to speak through the good
offices of this senior policeman
who has intimated that he will
do his best.

SM: Would that investigation be
over and above the Stevens’

inquiry?

Note: The
Stevens
inquiry is an
investiga-
tion led by
former
Metropoli-
tan Police
Commis-
sioner Sir
John
Stevens
(right), into
alleged collusion between
British security forces and
Loyalist paramilitaries in
murders carried out in the
province, including that of
Solicitor Pat Finucane

>
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MI: It wouldn’t surprise me if it
becomes entwined within
Stevens. Stevens is a nice happy
safe pair of hands, though
nothing will ever go anywhere
with Stevens.

KF: The police are about to
announce the reopening of old
cases, though this one has not
been mentioned. They have
been trying for a year to get the
injunction changed so they can
speak to Martin.

MI: My injunction covers me
anywhere in the United
Kingdom, and outside as well -
technically. If T had knowledge
of a murder, I would be locked
up if I went to a police officer
and said “excuse me I want to
report a murder”. I would be in
breach of a High Court order
which specifically prohibits me
from doing that. The only
person I could speak to before
today was John Stevens, well
you might as well go and talk to
that letter box over there. It has
taken quite a long time to vary
the court order, and its only
really through the dogged
persistence of this widow who
has put it up to the PSNI, she’s
really fighting.

KF: Murder cases close in
Northern Ireland. On the UK
mainland they never close, they
are always open.

MI: It’s political and the ‘in-
thing’ to say is “lets have
closure and move on”. To a
certain extent I can understand
that, but if you are relative, or
someone affected, like Mrs Ead,
it must be difficult.

SM: Has the book caused you
problems?

MI: Yes, immense problems.
When I started five years ago,
Kevin Fulton explained that it
would cause me grief. I used to
meet journalists all the time. I
refused payment. It wasn’t
written for the money. The only
money I have ever made is from
the book, it wasn’t a fortune.
However, it has actually
stimulated debate which is
what I intended. A lot of the
stories were known to other
journalists. They had their own
reasons for not publishing,
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perhaps because of the political
climate. Stories like the
Notorantonio* murder would
never see the light of day, but
for Greg Harkin. He has won
journalist of the year twice, and
has done more than anyone to
highlight case files. But the
book itself, has it caused me
trouble? Yes.

Note: The murder of Francisco
Notorantonio became one of
the most infamous in Northern
Ireland. Francisco Notorantonio

- was an ailing 66-year-old former

member of the IRA. He was
shot as he got out of his bed
while his wife slept beside him.

It is alleged he was targeted by

Loyalist intelligence officer
Brian Nelson a FRU agent.

- Nelson was allegedly directed

by his FRU handlers to target
Notorantonio in order to save
the life of the Republican FRU
agent
Stakeknife,
who in
turn was
being
hunted by
an Ulster
Freedom
Fighters
(UFF)
assassina-
tion team. The Chief Constable
for Northern Ireland Hugh
Orde, recently met the daugh-
ter of Mr Notorantonio and
confirmed that her Father was
indeed mentioned in the
Stakeknife files

Brian Nelson

SM: Some people deride the
book, and say that there was no
evidence against Stakeknife.
How has the book affected him?

MI: No evidence against
Stakeknife! (Exasperated)
‘Steaks’ gone, his family
admitted it, he admitted to his
son, and his son admitted to
Amy McDonald of the Observer
newspaper that his father made
a full confession. But the
Republican movement knew
before the exposure and they sat
on it for quite a while for their
own reasons. It didn’t come as
any great surprise to them. As
for evidence, there’s plenty of
evidence, it’s widely accepted,
the Republicans will tell you,
there’s no doubt about it.

Note: Secret SB50 (agent)
source reports recently leaked
and published on the internet
appear to confirm that the
security services were aware in
advance that the PIRA were
investigating two members of
its own organisation Joe Fenton
and Charles Mcllmurray. These
documents also confirm that
the PIRA were aware of the
identity of, and targeting of

two Special Branch officers who

were meeting with Mcllmurray.
Neither officer was allegedly
informed their cover had been
compromised

MI: People say that in a war
situation things happen. But
there comes a point where you
have to ask whether any
Government has the right....
Terrorists partake in that, I can
accept that. However, if you
turn a blind eye, what you are

© Kevin Fulton




actually advocating is anarchy. I
don’t think we have that right,
we live in a regimented society
where we have laws which
affect everybody. You also have
people with children, and this
is one of my other major
bugbears. One lady was
pregnant at the time. He never
saw the child.

KF: Stakeknife was working for
the British Government.

MI: He was no
different in my eyes
than a policeman
walking down the
road, he was acting
for and on behalf
of the State, and
the UK must take
and, accept
responsibility. All
I'm doing is
reminding them of
their responsibility, whether they
like it or not is another thing.

SM: Do any of your other
colleagues feel the same way?

MI: (Laughs) Some. It’s like
that guy who just stopped me a
moment ago. He shook my
hand and the response was
warm, but it was a two minute
fleeting exchange and I made
my excuses and said I had to
go. It was the way he delivered
his next comment - “I bet you
do.” It reminded me that he
knew that I was digging away.
Some people accuse me of
being disloyal. I accept that,
they have a right to that
opinion.

Note: Martin Ingram was
referring to an incident mo-
ments earlier as he passed
through a busy London train
station on his way to our

Patrick Finucane
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meeting. He bumped into a
former FRU colleague at the
station. Coincidence or a gentle
reminder that Ingram and his
actions were being monitored
by the security services?

MI: I think where you can, you
should help. Like the Finucane
family, they should be told the
truth. It’s not going to endan-
ger anybody’s life, it might
embarrass a lot of people but
embarrassment is a
temporary meas-
ure. Mrs Finucane
will go to her grave
never finding
peace. She had to
witness that man
being shot. She
does deserve to be
told the truth.

SM: Did the FRU
and intelligence
officers accept the murders?

MI: No, neither did I. I'm going
to put it into context. There
were dissenting voices, though
not loud dissenting voices. I did
query a few decisions myself
which affidavits make clear. I
accepted the ends justified the
means, but that’s when you’re
young and you haven’t got a
family you haven’t got little
kids. With a little bit of maturity
and a little bit more experience
you do see things differently,
that’s why today I temper what
I say. I wouldn’t advocate
anyone going to jail, even Mrs
Finucane makes it clear she
doesn’t want anybody to go to
jail, or to be held accountable.
What she wants is the truth,
and not just a version of it.

SM: Do you think she will ever
get the truth?

© LAW ENFORCEMENT PICTURE LIBRARY

Marti Ingrram,ﬂ author of Stakeknifé . évailéble
from Eye Spy

MI: “No I don’t. There are two
tiers of society here. I believe if
you are white and live in
London, you are treated
differently than your equivalent
in Belfast. I can’t comprehend
that, it's double standards, but
that is the reality of life and we
have to deal with that. If you
remember, Prime Minister Tony
Blair agreed at Weston Park to a
full judicial public inquiry
should Judge Corey find the
grounds to recommend one.
He found the grounds and did
recommend one, but the Prime
Minister has changed the terms
of reference to that, and
brought in new legislation
which limits the powers of the
inquiry, which is not public nor
judicial, nor does it have an
international dimension. So the
rules of the game are constantly
changing and evolving. Nobody
has a crystal ball. I can’t tell you
what'’s going to happen in two
years time. I guess that they will
continue to dodge and avoid
the issues, especially while
people are still serving in
government, primarily because

it’s going to be embarrassing.
However, embarrassment is
temporary, you come through
troubles in life, you may be
embarrassed but you do get
over it. It’s a bit like a kid being
caught stealing, you have to get
over the stigma and just be big
and adult about it. You have to
admit you were wrong, you
made a mistake, move on and
learn from it. That’s a problem
in Northern Ireland’s ‘new
society’. If you ask the average
person do they have confidence
that we have learned from the
past, and ask them if we can
move on, I would hazard a
guess that it wouldn’t be their
experience. They haven't really
seen the fruits of their past
experiences.

Ingram and Fulton remain
sceptical that they ever will.
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Briton hid shoe

e was a likable student
from a Gloucester
grammar school,
loved by many and
respected in his
community, but
something snapped in the mind of
Saajid Badat as he ventured into the
underworld headed by Osama bin-
Laden. Badat, 25, pleaded guilty at the
Old Bailey Court, London, of con-
spiracy to destroy, damage or endanger
an airliner. On the very day he admitted
his guilt, Britain’s politicians debated
ough new anti-terrorist legislation that
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ROM DISASTER

ange of heart

Saajid Badat

omb paraphernalia under bed

arrest. In an address played out on
radio, Britain’s Prime Minister Tony
Blair stated that new powers were
urgently needed to thwart “several
hundred” people in the UK who are
currently “engaged in plotting or trying
to commit terrorist acts.”

Badat, together with another Briton,

the infamous Shoe Bomber Richard
Reid (below), had been chosen by

bin-Laden as part of an intended
second wave of attacks on the United
States. He had left the UK in 1997 for
religious studies in the Middle East
and Pakistan. It was here he became
entangled with happenings in Af-
ghanistan and allegedly attended an
al-Qaida training camp two years later.
By 2001 he was back in Britain and
became one of many sleeper agents
around the world awaiting instruc-
tions from the al-Qaida leadership.

Just a week or so after the attacks on
America, Badat visited the British
Embassy i in Belgium on 11 Septemb
2001, just after the US attacks and
asked for a replacement passport. It
seems a communication had been
sent to prepare for the ‘second wave’.

r had been chosen to
- two US targets in Euro
_ connection was growing.
~ working with various inte

He told an embassy official that his
passport had been lost - a claim now
known to be false. Nearby, Richard
Reid made similar requests at the
British consulates in Amsterdam and
Brussels. It was here in Europe that
the explosive shoe bombs were
carefully manufactured by an al-Qaida
bombmaker charged with supplying
the equipment. Reid and Badat made
contact with the gang that also
included former soccer star, Nezar

 Trabelsi. Trabelsi was arrested on 13

September 2001 on explosives
~ charges. It later trans

services were soon on thc track‘of
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Sandia official
Chris Cherry
displays an
exact replica of
the boot wormn
by Richard Reid.
The boot was
chosen for the
operation
because of the
depth of the
heal and the
thick shoelace.
A section had
pbeen cut out in
the heal be-
neath the floor
of the actuadl
boot.

Ra’uff and Reid are one and the same
person.

The net was closing, but all the pieces
were not in place. Curtailler had been
seen in London at locations frequented
by Reid, but the clues led intelligence
officials back to Holland, and an apart-
ment in Rotterdam. Curtailler was
arrested and the US Embassy attack
thwarted. Nevertheless, MI6 and the CIA
now had several suspects under observ-
ance, but trying to predict their next
actions was decidedly difficult.

MI5, meanwhile, had intercepted a
number of phone calls between Reid and
another suspect, Zacarias Moussaoui.
This seemed to confuse matters even
more. However, what is known is that it
was during this time, Reid took delivery
of his deadly shoe bombs - packed with
PETN plastic
explosives.

other al-Qaida members. This led to the
arrest of Djamel Beghal, who ran a

network of sleeper agents in the UK and
France. Beghal is now in French custody.

By November 2001, Badat and Reid
were back in Pakistan and reportedly
made their way to Afghanistan for final
instructions. Returning quickly to
Europe, the men kept in touch by using a
series of email accounts. Reid then
travelled to Holland and met with Dutch
contact, Jerome Curtailler, who the CIA

reportedly believe was a ‘liaison man’.
Europol, Europe’s police service, were
contacted by a supergrass who claimed
Curtailler was involved with Trabelsi and
the plot to smash an airliner or helicop-
ter packed with explosives into the
American Embassy in Paris and a US air
base. Other significant intelligence was
discovered by the CIA. A computer file
recovered by investigating officers
revealed that Reid’s travel schedule was
identical to that of Abdul Ra’uff, a known
al-Qaida operative. It later transpired that

Intelligence
sources say the
bombs were
manufactured
at an apartment
in Amsterdam,
though another
report suggests
that they had
been given the

Zacarias Moussaoui

Continued on page 33
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THE END OF TATPs INVISIBILITY?

SCIENTISTS CLOSING IN ON THE DEADLY EXPLOSIVES

As mentioned in Eye Spy 31
(see page 82) Israeli
scientists have developed a
device that identifies the
previously undetectable
explosive triperoxide (TATP)
often used by terrorists. Once
a suspicious substance is
located, a tiny sample is
placed in the device, named
Peroxide Explosive Tester, or
PET for short, to determine
whether or not it is in fact
TATP. PET resembles a three-
colour ballpoint pen - that
releases three chemical
mixtures that change colour
when they interact with TATP

TATP and other explosives of
the peroxide family are used
extensively by terrorist
organisations around the
world because they are easy
to prepare and very difficult to
detect. Professor Ehud
Keinan of the Technion-Israel
Institute of Technology said.

“TATP bombs are also
dangerous to those who
prepare them. This is the
reason for the frequent ‘work
accidents’ that have occurred
in the terrorists’ labs.”
Triacetone triperoxide is very
unstable and often explodes
unexpectedly.

Unfortunately, Triacetone
triperoxide is extremely easy
to make from two widely
available chemicals: acetone
and hydrogen peroxide.

Ehud Keinan of the Institute of
Catalysis Science and
Technology of the Technion-
Israel Institute of Technology
has discovered the surprising
reason why TATP is so
unigue.

“Most explosives are
energetic materials. They
have a lot of energy chemi-
cally stored in them. In an

explosion, that energy is
released suddenly, generating
a huge amount of heat. The
heat in turn creates the
explosive expansion.”

TATP is different. It is formed
at room temperature and
does not require any input of
heat. Nor does it contain
nitrogen compounds. It is in
fact a carbohydrate-type
compound somewhat related
to sugar. So the question is—
how can it explode if the
energy is not pumped into it
in the first place?

“There is no increase in
energy when the molecules
break apart,” said Keinan,
“but there is a sudden
increase in entropy.” Entropy
is a measure of the degree of
disorder in a system, and the
randomly moving gas
molecules have far more
entropy than the orderly TATP

KEVIN FULTON

crystal from which they are
produced. When entropy
increases in a system, energy
can be derived from it, such
as the kinetic energy of an
explosion. In a TATP explo-
sion, the gas molecules give
up their energy of motion to
the surroundings, in the
process creating the shock
wave that does the damage.

According to the American
Society for Technion-Israel
Institute of Technology, the
research team discovered
TATP's secret by first
analysing the structure of the
molecule. They found that it is
held together by weak oxygen-
to-oxygen bonds that are
broken when the substance is
subjected to mild heating or a
chemical shock - thus making
it highly unstable.

The team was then able of
follow the decomposition of
TATP with detailed calcula-
tions of the energy content of
the intermediate products.
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Advanced Secyity and Techology to
Thwart Airline Bombers

THE SENTINEL II portal, by Smiths
Detection & Protection Systems -
Barringer Instruments, makes it
possible to non-invasively screen
people for the presence of an explo- |
sive device with the same technology ‘
currently used to screen luggage and |
freight. ;
|

“With the SENTINEL 11, it is possible |
to screen people - not just their bags -
with the most advanced explosives
detection equipment available,” said
Ken Wood, president of Barringer
Instruments. “Given the reality of
actual and potential suicide bombers,
people must be screened thoroughly.
The shoe bomber incident is just one
example of the necessity to screen

EYER SP¥Y ZSSUE 32, 2005

' people using this technology. How-

ever, the travelling public expects

| screening to be quick and non-
| intrusive. The SENTINEL II solves all

of these issues. This technology is
proven, affordable, and can be
adapted to various settings and
applications.”

Barringer develops and produces
screening technologies and devices
that can detect explosives, narcotics,
chemical warfare agents, toxic indus-
trial chemicals, and other substances.

All of Barringer’s detection devices
use lon Mobility Spectrometry (IMS),
which performs a real-time chemical
analysis and essentially identifies a

Kevin Linker of
Sandia National
Laboratories looks
through the
air-intake/valve

assembly of a
andia chemical
preconcentrator, a
key component of
Barringer’s SENTI-
NEL Il explosives-
o jon portal

“fingerprint” of a target substance.
Even if a person has only a minute
concentration of explosives, drug

| residue, or chemical agent on his or

her skin or clothing, the substance
will be detected, according to
Barringer.

Sandia developed and licensed to
Barringer the sample preconcentrator
used in the SENTINEL II. The tech-
nology efficiently traps the target
particles and vapours from a large
volume of air, then directs the con-
centrated chemical sample to
Barringer’s IONSCAN® detector for
analysis, which makes possible the
detection of very low concentrations
of explosive chemicals.



material during
their last visit to
Afghanistan. Reid
was later to
confess to the FBI
that he purchased
five ounces of
TATP (triacetone
triperoxide) and
PETN explosives.
In an effort to
conceal where the material originated, he
said he bought it from an “intermediary on
the internet,” for $1,000 (£480). PETN
was the primary ingredient used to blow
up Pan Am Flight 103 over Lockerbie,
Scotland, in 1988. FBI tests also showed
the presence of the volatile chemical
accelerant, TATP, often used by Palestinian
suicide bombers.

Nezar Trabelsi

Badat bought an aeroplane ticket to fly
from Manchester to Amsterdam. From here
he would board a flight to the United States
and detonate the explosives. Yet something
happened in the mind of Badat and he
contacted his handler and said he could not
go ahead with the plan. Richard Horwell for
the prosecution explained: “It is clear the
plan was that Reid and Badat would bring
down a passenger aircraft at similar times in
late December that year. He did not take
that flight. We accept by then he had
withdrawn from the conspiracy. The device
he brought with him to the UK was kept at
his home. He had separated the fuse and
the detonator from the plastic explosive.”

ADVAN

ADVANCED

SURVEILLANGE

The Complete Manual of Surveillance Training

An indispensable aid for:

* Surveillance Operators o
+ Close Protection Officers

* Private investigators

* Law Enforcement

Consultants
Security Teams

When anti-terrorist police raided Badat’s
home on 27 November 2003, they discov-
ered a detonator in a green case under his

. bed. The explosive had been rolled up in a

sock, placed in a suitcase and put inside a

. cupboard. Badat was arrested.

British and American forensic officers

- discovered that the detonator cord used by

Badat and Reid came from the same length
of material and a match was made.

Deputy Assistant Commissioner Peter
Clarke, head of Scotland Yard’s anti-
terrorist branch, said: “Three years of

. intensive and painstaking international

investigation brought us to the point
where Saajid Badat had no option but to

‘ plead guilty to this horrendous offence.”

Joel Bennathan, Badat’s counsel, said it
was important for people to realise that
although a very serious conspiracy it was
an agreed fact that Badat had decided he
would not go through with the bombing.

Reid didn’t change his mind. On 22
December 2001, he boarded American

- Airline Flight 63 from Paris to Miami and

over the Atlantic tried to ignite the cord.
Passengers overpowered him. The flight
was diverted to Boston where the FBI

. arrested him. Reid, an admitted follower of

al-Qaida terrorist leader Osama bin-Laden,

. was given a life prison sentence in January

2003, after admitting he planned to blow
up the transatlantic flight.

Badat became the first British citizen to
actually admit his involvement with a
major al-Qaida operation.

After Badat’s arrest, the Homeland
Security Department and FBI each issued
warnings that al-Qaida remained interested

- in using personal items to bomb aircraft. It
is now commonplace for travellers to
remove their shoes for screening before
boarding a commercial flight.

The FBI may seek Badat’s extradition to
stand trial in the United States.
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TEMBPE:S

hrow the word ‘tempest’ into

a conversation with a bunch

of forty-somethings and

you're likely to evoke fond

childhood memories of

square-jawed hero Troy
Tempest in that classic 1967 Gerry
Anderson puppet series, Stingray. Fast
forward almost 40 years into the 21st
Century and the word takes on an
altogether more sinister meaning in the
shadowy world of espionage.

The acronym TEMPEST has many
interpretations, but the most widely
accepted one is ‘“Telecommunications
Electronics Material Protected from
Emanating Spurious Transmissions’.

TEMPEST refers to the measures that
need to be put into place to counter the
interception of electro magnetic radiation
being emitted from everyday apparatus
such as hard drives, printers, fax ma-
chines, computer monitors and so on.

These emissions can be intercepted by
covert agencies and used to spy on an
individual or organisation. For example,
the radiation fields surrounding a seem-
ingly innocuous CRT display may be
picked up by rogue operatives, the signals
demodulated and then, amazingly, the
data that was originally displayed on the
computer monitor can be pieced back
together again.

Surely, you think, corporations and
governments must be aware of this. But if
so, what are they doing about it? The race
is on to develop materials and equipment
to counter this electronic surveillance
activity. The methods may involve modify-
ing power supplies and cables and
shielding rooms and even whole build-
ings against TEMPEST attack.

by Alan Turnbull




If not good old Troy Tempest, who's
coming to the rescue? Enter the UK Defence
Evaluation and Research Agency (DERA) -
the Government’s key Ministry of Defence
(MOD) research and development body.

In 2001, DERA was split into two parts:
DSTL and QinetiQ. DSTL, the Defence
Science and Technology Laboratory
network, represents the most secretive
MOD laboratories and test facilities, like
the Chemical and Biological Warfare
Research Lab at Porton Down and the
Forensic Explosives Lab (among other
things) at Fort Halstead, Kent, which are
still under strict MOD control.

QinetiQ - a play on the word ‘kinetic’ in
the style of ‘quality’ - is the commercial
public sector wing of the old DERA
facilities, bringing together the best UK
scientific minds to use their cutting edge
research in the wider industrial arena.

QinetiQ Aquila, at the end of typical
residential Golf Road in Bickley, Bromley
(Fig. 1), is a comparatively little known
former DERA site in the south east London
commuter belt on the edge of Kent. It has
been researching, developing and testing
TEMPEST technology since at least the
mid-1980s. Other activities there have
included the test, evaluation and calibra-
tion of electronic components for inclu-
sion in military defence projects.

‘Aquila’ is the Latin word for eagle and in
Greek Mythology, Aquila was the beloved
bird of the God Zeus, entrusted with
bearing his weapons of choice, the
thunderbolts. QinetiQ Aquila has only just
been closed down in the last couple of
years and is earmarked for development
into a prime location for over 200 houses,
as the main train line into central London
lies next door.

Indeed that train track, with its high
voltage third rail, caused many a headache
for the Aquila scientists, playing havoc with
their equipment.

The site, which had been in MOD use
since 1946, has been abandoned for some
time but fear not, Getmapping’s aerial
photo of the site (Fig. 2) was shot in

Fig. 1: Location of

former QinetiQ Aquila
: TEMPEST facility at

Bickley, Bromley, Kent

Map courtesy of

www.multimap.com -
© Collins Bartholomew
Limited

Summer 2002, before the bulldozers were
called in.

The old Aquila TEMPEST facilities have
been transported over to another long
standing DERA location at the Farnbor-
ough Aerospace Centre in Surrey.
QinetiQ’s enclave at Farnborough (Fig. 3)
can be spotted at the Cody Technology
Park, named after Samuel Franklin Cody
(actually born Cowdery), the American
aviation pioneer who made a powered
flight from Farnborough Airfield in 1908.

Fig.3: Location of QinetiQ Farnborough
(south east) and Pyestock annexe (north
west)

Map courtesy of Ordnance Survey’s
www.getamap.co.uk - Crown Copyright

Getmapping’s aerial photo of the site (Fig.
4) shows the QinetiQ enclave in the south
east of the shot but also an intriguing
development in a clearing in Pyestock
Wood to the north west. Note the over-
pass running across the main road

o T 3
Fig. 4: Aerial photo of QinetiQ Farnbo
and Pyestock annexe

Courtesy of www.getmapping.com -
© Getmapping plc

rough

Fig. 2: Aerial photo of the former QinetiQ
Aquila buildings

Courtesy of www.getmapping.com

© Getmapping plc

apparently connecting the two locations.
That clearing in the wood turns out to be
yet another DERA facility more recently
run by QinetiQ. It is the Pyestock annex to
QinetiQ Farnborough, responsible for the
development and testing of jet engines and
also the research into their noise reduc-
tion. Take a look at Getmapping’s close-up
aerial photo of the Pyestock site from
Summer 1999 (Figure 5) and note the
massive network of pipelines.

Fig. 5: Aerial photo (close-up) of QinetiQ
Pyestock jet engine facility Courtesy of
www.getmapping.com - Copyright
Getmapping plc

The jet engine complex at Pyestock
(developed from inventor Sir Frank
Whittle’s original Power Jets plant in the
1940s) has suffered closure too, apparently
a victim of the Government’s reluctance to
invest further, when a glut of similar
facilities is available elsewhere in the
world.

Secretive Government research and test
laboratories may come and go, but thanks
to the various online mapping and aerial
photography tools, the truth is always out
there ... just a few clicks away.

© Alan Turnbull 2005

www.secret-bases.co.uk http://
www.secret-bases.co.uk
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A special three day conference
at Bletchley Park 18-20 May 2005

EPATTION &L 1

Conference Speakers

Richard J. Aldrich - Professor of Politics at the
University of Nottingham and currently a
Leverhulme Fellow.

Christopher Andrew - Professor of Modern &
Contemporary History at Cambridge University.

June Barrow-Green - Lecturer in the History of
Mathematics at the Open University and President
of the British Society for the History of
Mathematics.

Mark Birdsall - Editor, Eye-Spy magazine.

Dr James Hart QPM - Commissioner of Police
for the City of London.

Michael Herman - author of /ntelligence Power in
Peace & War and Intelligence Services in the "
Information Age. '

Christine Large - Director, Bletchley Park Trust.

Sir David Omand - Security & Intelligence
Co-ordinator and Permanent Secretary at the
Cabinet Office.

Professor Fred Piper- Director of Information
Security at Royal Holloway, University of London.

Phil Venables - Chief Information Security Officer
for Goldman Sachs based in New York.

Dr Jeffrey R Yost - Associate Director, The Charles ‘
Babbage Institute, University of Minnesota. ’

B
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enior US intelligence officials
have discussed an alarming
number of attempts by
suspected terrorists to
infiltrate a wide range of
vacancies in America’s
burgeoning intelligence machine. Many
of the posts are in sections dedicated to
analysing foreign intelligence, thus
linguists fluent in overseas languages
have been sought by the CIA, NSA, DIA
and FBI. Assessors checking the back-
grounds and personal history of the
potential employee, have discovered an
array of information that has led some
senior US intelligence figures to be-
lieve, a genuine attempt to place
sleeper agents within the US intel
community has begun. One analyst
openly believes the operation is being
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coordinated from elsewhere, and that
the sole purpose is to prepare a
roadmap whereby terrorist command-
ers have the ability to spy on American
counterterrorism procedures.

The CIA has recently liaised with
Dutch intelligence over breaches in its
security infrastructure. It is reported
that at least one linguist, recruited in
Holland shortly after 9/11, passed on
vital intelligence to an al-Qaida liaison
man, that revealed counterterrorism
operations.

By the end of March, as many as 50
US-born and naturalized citizens who
applied for positions in senior intelli-
gence services had been turned down.
No reason was publicly given, but

President Bush lectures
officers at Langtey

i‘z HONOR OF THOM &2
OF THE CINTRAL INTILHIGENC
WHO GOT THER LVISIN THE SERVICEC
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INFILTRATIC

Spies Infiltrating America’s Huge Intel




intelligence sources state all the per-
sons are suspected of having ties to
terrorist groups. The covert operation
was confirmed by Barry Royden, a CIA
counterintelligence instructor. “We
think terrorist organisations have tried
to insinuate people into our hiring
pools,” he told delegates at a
counterterrorism conference.

One intelligence source confirmed to
Eye Spy that the situation appears
“managed.” The analyst admitted that if
had only a handful of people been
rejected on such grounds, then the
affair would probably have been quietly
put away. “Ripples make waves and it
became clear as the numbers grew a
pattern was forming,” the source said.
“Senior administrators who noted the
assessors reason for rejecting the
application, became concerned at the
growing number in the ‘rejected box’.”

At least two other counterterrorist
officials in Washington believe there is
an attempt to place sleeper agents and

COURTESY: FBI .

'uctu re Intelligence officials are concerned that al-Qaida and other groups, may acquire
US technology, including information on advanced military projects

spies within the US intelligence net-
work as part of a “long-term plan to
compromise counterterrorist efforts.”

The applicants were exposed when
checks on their personal details proved
inaccurate. Occasionally false names
had been used, addresses did not exist,
family sponsors living overseas simply
did not exist. Several of those who
managed to enter the second round of
the assessment protocol failed lie
detector tests and other parts of the
application procedure. And though
suspicions are high, the FBI has ac-
knowledged that no arrests have been
made, though undoubtedly many of
those who are suspected of trying to
infiltrate the intelligence services, are
now under observance. >

~ President Bush with former
j*DCl George Tenant at Langiey, .
inia - CIA Headquarters
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Newly installed DCI Porter Goss taking
his oath at the White House

The opportunity for terrorist infiltration
of America’s 15 premier intelligence
services is a result of the “intense compe-
tition™ as they |

desperately
8 try to hire
% linguists,
o analysts and |
’a%) agents who | Porter J. Goss announced plans to SECRET FBI REPORT
2 can “blend | increase the number of active operatives |
; into Middle | and field agents by 50 percent. i On 16 February, the FBI submitted a
9 Eastern or | secret 32-page report to White House
o South Asian | Paul Redmond, a veteran CIA counterin- | officials that discussed infiltration.
§ \ communi- | telligence official said he was certain that |
z ties.” In early US intelligence agencies have been | “Al-Qaida’s leaderships intention to
5 /« February new | infiltrated by spies. “I think we're worse | attack the United States is not in question.
8 g . CIA Director | off than we’ve ever been,” he said. | However, its capability to do so is unclear,
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The entrance.to
CIA headquarters

particularly in regard to
‘spectacular’ opera-
tions. We believe al-
Qaida’s capability to
launch attacks within
the United States is
dependent on its
ability to infiltrate and
maintain operatives in
the United States.
“Limited reporting
since March 2005
indicates al-Qaida has
sought to recruit and
train individuals to
conduct attacks in the
United States, but is
inconclusive as to
whether they have succeeded in placing
operatives in this country. US government
efforts to date also have not revealed
evidence of
concealed cells or
networks acting in
the homeland as
sleepers.

“To date we have
not identified any
true ‘sleeper
agents’ in the US.
This followed
concern prosecu-
tors said seven

Robert Mueller

men allegedly involved in a terror plot in
Lackawanna, New York in 2002 were part
of a ‘sleeper cell’. “You always have to be
concerned about what you don’t know.”

The report contradicts statements made
by other intelligence and law enforce-
ment officials regarding the terrorist
threat in the United States. FBI Director
Robert Mueller is just one official who
warned in the past that several sleeper
cells were probably in place.

Mueller testified at a hearing before the
senate select Intelligence Committee
hearing: “I am concerned about what we are

Get a second subscription for the same |
address and save a massive 40%

not seeing,” he said.
“One of the gravest
dangers is al-Qaida cells
in the United States that
have yet to be identified.

The report does cite
several cases in which
individuals have been
seen as potential
sleeper agents, includ-
ing a member of the
Saudi Arabian Air Force
training at Lackland Air
Force Base in Texas.

The FBI also identi-
fied a shift in al-Qaida’s
recruiting tactics that may make it more
difficult to detect sleeper cells. The
reports says the terror group now places a
premium on finding operatives who do
not appear Arab and that it’s trying to
recruit disgruntled citizens

The report suggests that instead of
actual sleeper agents, ‘lying in wait’. “
Qaida may rely on disaffected Americans
or other sympathizers who might pick
easier, softer targets, such as shopping
malls.”
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] President Bush has authorised the CIA to produce at
least two NIEs (national intelligence estimates) on Iran’s
nuclear and biological programmes, and the other, a
political review, which suggests the agency has already re-
ignited the spying game in Iran. However, unlike the
failed operation in the 1990s, which resulted in the

execution of dozens of CIA informants, the stakes are
much higher today. The New Yorker believes that the US
Defense Department has bypassed the CIA and formed an
elite intelligence unit made up of various military and
civilian specialists that has already started to bring back

‘ HUMINT (human intelligence). In response to this,
Tehran has moved thousands of its troops to shore up
crossing points into the country.

s the United States piles the pressure on Iran

to cease its pursuit of a nuclear bomb,

former intelligence officials have admitted

that the CIA’s entire spy network in Iran was

wiped out in 1995, leading to a massive void

in Washington’s understanding of Tehran’s
secret programmes.

The fact that the CIA has not been able to recreate its
spy network fully in Iran, means that vital intelligence is
being lost. Some intelligence watchers say that there are
no CIA operatives left in Iran, thus the DOD has taken its
own initiative. However, this is not entirely true, for in
November 2004, a CIA report concluded that “Iran
continued to vigorously pursue indigenous programmes
to produce nuclear and biological warfare.” That conclu-
sion could not possibly have been made without

T
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COURTESY: US ARMY

“The Iranian intelligence autl
quickly saw the surge in traffic, a d as

Comments that describe the collapse of
the CIA spy ring in Iran are fragmentary -
though reveal a plethora of errors by
officials in Langley and the agents’
handlers in Europe and the Middle East.
One intelligence source - a former US
official - said that in the late 1980s, at the
request of the Pentagon, then-CIA
director William Casey set up a network
of informants in Iran, designed to collect
“low-level information on the situation
on the ground.”

With no CIA Station in Iran due to the
political situation between the Washing-
ton and Tehran, the CIA had to gradually
scout for trusted businessmen who
would then recruit agents. The financial
rewards were great, but the risk factor
enormous. Capture or even a suspicion
of working for an enemy state would
result in only one outcome.

Just as technology allows the CIA to spy
on most countries without necessarily
being in the country, Iran was different.
Emerging forms of communication such
as email and mobile phones were not
prevalent in Iran in the mid-1980s when
the CIA set about creating its spy net-
work. Tehran’s interception of telephone
calls and electronic signals meant that
agents were under constant threat of
exposure. Thus, much intelligence was
sent by an age-old method used by spies
for centuries - invisible ink. It was
impossible for Iran’s counterintelligence
agency to stop people writing to ad-
dresses overseas. There were simply too
many letters and too many postal points.
And even when a person was suspected
of being an enemy agent, the fact that he

| understand it, virtually our entire
network in Iran was wiped out... we’re
in very bad shape in lran.”

or she had used invisible ink meant that
it was unlikely they would be caught.
Counterintelligence officers were not
looking for invisible ink - they were
focused on the content and context of
the actual written letter - which would be
innocuous.

The CIA used a facility in Frankfurt,
Germany, to collect the letters forwarded
to safe houses throughout Germany and
elsewhere. It was here that the agency
prepared instructions and issued re-

Most of the intelligence gleaned on Iran is by electronic means
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quests to its agents in Iran, embedded in
a variety of companies, government
offices, military wings etc.

While the intelligence was useful, it was
simply not sufficient. By the early 1990s,
senior CIA officials began to exert
pressure on the network to increase its
output. This
was fatal, as
Iran’s security
services
suddenly
noticed a
number of
persons
under
observance
had started to
write more
frequently.
Former
Pentagon advisor, Richard Perle, who has
criticised the CIA for a number of years,
recently made reference to the downfall
of the network: “It was a terrible setback

Richard Perle

- we suffered in Iran a few years ago,” he

said. “In a display of unbelievable
careless management, we put pressure
on agents to report with greater fre-
quency and didn’t provide improved
communications.” Perle said he had
heard about it after he left government
from people who had first-hand knowl-
edge of the operation. “The Iranian
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hearing on security threats, on 2 Febru- ra n S u C ea r u n e r
ary before the House Intelligence
Committee. New facility is beyond reach of bunker-busting bombs

When one agent was identified the confidence that Tehran

ast year it was

d(.)m.mo effect quickly took hold and cEaaaing Shat may yet have all the

within a few months, the CIA had lost the Israeli Air pieces in place

too many agents. It is not known if their Force had regarding its nuclear

handlers managed to warn other agents  purchased an programme, before

that they had been compromised, unknown number of negotiations with the
UK, France and

‘bunker-busting’
bombs from the
United States.
Intelligence analysts

though it appears most of the network
was uncovered. The CIA privately
concluded that Tehran executed the

Germany are con-
cluded. US intelligence
officials say Iran is

e concluded they were stalling for time as it
for use in a pre-emptive seeks to counter
The snippets of information about the  strike on Iran’s nuclear such a depth, the deadly Israel's nuclear bomb
demise of the CIA in Iran have come sites. It has since come to missiles are useless. technology with a weapon of
about due to a major overhaul of its light that in September its own, and that the under-
spying capabilities by new DCI Porter 2004, Tehran fasttracked ~ The development is taking  ground f§C|I|w is inconsistent
Goss. Goss has countered claims that the the construction of a huge place near the city of ‘ with Iran’'s contention that its
agency is “inefficient” and “ineffective” concrete tunnel nearly one Isfahan, some 100 miles nuclear programme is
. ) ; kilometre beneath the south of Tehran. Design intended only for the genera-
by installing new officials and demand- g, face. An Iranian official plans have been submitted  tion of electricity. For its part,
ing that the CIA once again get involved  confirmed a uranium to the International Atomic ~ Tehran insists the nuclear
with espionage. The DOD appears to enrichment plant in central Energy Agency in Vienna. sites are there only to provide
have made up its own mind, and has Iran is underground as a Nuclear officials in Iran say it with energy.
now initiated its own operation that has protection against the tunnel will “increase
two goals - to access Iran’s nuclear airstrikes, but insisted that ~ capacity, safety and”security Mossad, Israel’s foreign
capabilities and identify nuclear sites. it is not a sign qf the of nuclear material. intelligence service, I']as
The CIA has already given its opinion on PPOCPRITINE = BITERY b - alregdy condgcted 5 Gy
¢ produce nuclear weapons. The move is another raid’ on the sites in conjunc-
whether or not Tehran would use such  \jjitary experts saythatat  indication of the growing tion with the Israeli Defence
weapons. Force.
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NEW YORK'S

madrid brief

Sketch and intelligence file confirms New

he Madrid train bombs
which killed 190 people
and injured 1,400 more,
has left behind a paper
trail that may take years to
follow. A laptop computer
file seized at a Madrid apartment by
Spanish anti-terrorist officials within
days of the attack, not only helped
bring about the collapse of the entire
terrorist gang, but it also revealed the
extent of al-Qaida operations in Europe
and beyond. US officials now recognise
that Spain has been used as a staging
post for operations against targets in
the United States, including the 11
September 2001, attacks against the
World Trade Center and the Pentagon.

Several men will go on
trial in the summer in
connection with the
Madrid outrage. One of
them, Ghasoub al Abrash
Ghayoun, a Syrian, trav-
elled to the United States
in 1997 and took video
footage of the Twin Towers,
the Golden Gate Bridge
and other city landmarks
and passed the video on to
al-Qaida leaders in Afghani-
stan, Spanish judges and
prosecutors will say. These
officials say the video was
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too detailed to have been simply a
tourist record.

Of much concern to investigators
trying to stop similar rail attacks by al-
Qaida on US soil, is confirmation that a
basic drawing of the facade of Grand
Central Terminal, the heartbeat of New
York’s huge travel infrastructure was
found on the computer of Syrian born
Mouhannad Almallah Dabas, 41.
Technical information and a map of the
building was also recovered. The
discovery led to the arrest on 24 March
2004 of his brother, Moutaz. MI6
suspect Moutaz is a senior link man
providing communication between
Osama bin-Laden’s inner circle and
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various groups supportive of al-Qaida -
including the Madrid bombers.
Mouhannad has since been released by
the Spanish authorities, on bond after a
hearing before Madrid Judge Juan del
Olmo. Moutaz reportedly fled London
and is wanted for questioning by
Scotland Yard.

Following Madrid, Peter Kalikow;
chairman of the New York’s Metropoli-
tan Transportation Authority (MTA),
inspected transit points, including
Grand Central, which he said was
“analogous to the Madrid one - trains
over subways.” NYPD’s intelligence
division also dispatched officers to
Madrid to study the attack. MTA tight-
ened security in the
subways and at commuter
train stations - but ad-
equate measures were in
place long before the city
received word of the
Grand Central sketch.

Some analysts are
convinced the operation
could be template for a
New York or London
attack. An election looms
in the UK and MI5 are
already anticipating that al-
Qaida will strike.

Grand Central Station




Scotland Yard Arrest
Madrid Bomb Suspect

man wanted by Spanish police in

connection with the Madrid train

bombings has been arrested by British
police. Moutaz Almallah Dabas, 39, was
detained by extradition and anti-terrorist police
in Slough west of London. “He was arrested
under a European arrest warrant which was
issued by Spanish authorities for alleged
terrorist offences, in particular the involvement
in the Madrid bombings,” a police spokes-
woman said.

The operation followed the arrest in Spain of =~ Ghalyoun, who is in prison accused of

g 2 . i his brother Mohannad Almallah Dabas. Spanish ~ participating in the train bombings.
M wy police said Mohannad was Syrian, but British

; i police said Moutaz held Spanish nationality. Police say the Dabas brothers associated with
a man identified by investigators as a leader of
Both men are accused of training young the bombers: Serhane ben Abdelmajid Farkhet,
militants at their home in Madrid and sending also known as ‘The Tunisian’. Farkhet was one

them overseas, the Interior Ministry said in a of seven suspects who died when they blew

statement. Investigators allege Mohannad themselves up in a Madrid suburb.

cooperated with another Syrian, Basel

k City and London still prime terror targets

Apparently, Spanish intelligence with the New York Police Department’s  launch an attack on Grand Central,
analysts who examined the computer counterterrorism division and city though this has naturally been played
did not understand the drawing, nor transit officials. down by US officials. Nevertheless, New
did they pass on the information to the York City Mayor Michael Bloomberg
FBI or CIA until shortly before Christ- Investigative journalists believe that acknowledged he had been advised
mas 2004. The intelligence was shared = the computer file outlined a plan to over the legitimacy of the intelligence.

New York police
chief Ray Kelly said
“...I think it’s reliable
and reasonable to
assume it is Grand
Central Station...”
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Talking to the city’s WBLS Radio
about the discovery, he said: “We’ve
known about the data on the computer
for some time. We’ve taken all the
appropriate steps to tighten security at
all the major transportation hubs, train
stations, airports and bus terminals.
Places where you say if a terrorist
wanted to attack, they would.

New York!Ci
kyor Michael
loomberg

“This is not something I think people
should be panicked about or worried
about. We took the appropriate steps
and we do not think that in that par-
ticular case there was a real plan to
attack Grand Central.”

However, the very fact that New York’s
train station was identified by the
Madrid bombers gave credence to US
intelligence that transport targets
remain firmly on the agenda of Osama
bin-Laden. New York police chief Ray
Kelly said the sketch was drawn by
“someone who perhaps had visited the
location. This is a very basic sketch, but
I think it’s reliable and reasonable to
assume it is Grand Central Station.”

A diskette with a sketch of the
floorplan of Grand Central, was central
to Kelly’s comments. The drawing was
hand-sketched, and led to the conclu-
sion that at least one member of the
Madrid terror cell had actually visited
the terminal.

Kelly also confirmed other material
was encrypted. “There’s a challenge to
download that information,” he said.
Eye Spy learned from a New York
source that some data has been de-
crypted, though for security purposes,
has not been released. Photographs, and
another drawing of a private building in
the city, which Kelly refused to identify,
was found on the computer.

Almallah was questioned
over his alleged ties to two
suspects, Basel Ghaylon and
Fouad El Morabit jailed in
connection with the

attack after witnesses 4 s \
placed them on trains ‘
targeted in the series \

of 10 bombs. El -
Morabit spoke
with other train
bombers on the
day of the attack.

o
”

Mouhannad 3 {
knew an alleged W = ';
I

participant of the
Madrid attack, Serhane ( p
Ben Abdelmajid. He was
trapped with six other &
suspects by the security \ '
services in an apartment. b N
After deciding escape was \§ o
impossible, they blew ’
themselves up on 3 April

2004.

A total of 24 people are now
in jail over the attack, although
at least 40 more who were
arrested and released are still
considered suspects.

@&
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LONDON’S FEAR

Most analysts believe the
Madrid bombings were >
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MI5 Did Thwart Madrid-Type
Rail Operation in London |

hough the exact
nature of an al-Qaida
operation to repli-
cate the Madrid
railway bombings in London
may never be known, former
Metropolitan Police Commis-
sioner Sir John Stevens has
admitted that the security
services “did stop a Madrid.”

Eye Spy has learned that al-
Qaida intended to strike at
three targets using the cell
phone method to trigger
explosives on trains. “Madrid
was successful, though London
failed,” an intelligence source
told the magazine. “It is likely
that the third target is in
America, almost certainly New
York or Washington. There are
threads of intelligence and
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clues being found that link the
UK and American operations
to Madrid. Due to ongoing
investigations, few details will
be published.”

Shortly before he retired, Sir
John said: “Thank God to date,
and we have had to work
extremely hard, we've
thwarted attacks.”

Asked if the London operation
was on a par to Madrid, Sir
John was adamant: “Yes, I can’t
discuss it because of court
proceedings - but yes we have
stopped a Madrid.”

Sir John also revealed that
Britain was a prime target for
radicals, and warned that
sooner or later it would

intended to derail the Spanish election and end Spain’s
support for the Iraq war. A few days later the Spanish public
voted out Prime Minister José Maria Anzar in favour of a new
government which quickly sought to pull its troops out of
Iraq.

THE MASTER FORGER

The mastermind behind the Madrid and New York plots is
Syrian-born Mustafa Setmarian Nasar, 47, also known as Abu
Musab al-Suri. He is a former trainer at the Derunta and al-
Ghuraba terrorist camps in Afghanistan. The US State Depart-
ment has put up a $5 million reward for his capture, though
he remains at large with four other Madrid planners. The CIA
believe he may be hiding in Kuwait. An official in the State
Department called him one of al-Qaida’s five most dangerous
terrorists.

Nasar’s instructions for the attack were decoded from the
computer found in Dabas’s apartment. MI5 recognise that
Nasar lived in North London for several years and like
Madrid, may have liaisons with unidentified sleeper agents.
As Britain’s election looms, the Security Service fear a
Madrid-type operation may already be in place (Nasar had
given the green light to the Madrid attack a full three
months prior to its actual implementation). Britain’s new
Metropolitan Police Commissioner and Charles Clarke, the
Home Secretary, have already raised concerns about an
election day attack.

Nasar has strong connections to al-Qaida commander, Abu
Musab al-Zarqawi. His operations inside Iraq have cost many
US and Iraqi lives. In late February 2005, the CIA intercepted

happen. “The risk of an attack
to London has not changed.
An attack is still inevitable,” he
said.

© THAMES HOUSE

Buller (above), also warned:
“There might be major attacks
like Madrid earlier this year.”

In November 2004, MI5
Director Eliza Manningham-
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NYPD’s robotic
bomb engager

a communication from the terror
group’s leader, Osama bin-Laden to
Zargawi urging him to widen the
conflict in Europe. An election attack
on the UK is “has been given priority,”
according to intelligence sources in
London. This view is supported by
Spain’s intelligence service who are
slowly piecing together the structure
and personnel of Nasar’s gang. Two of
the four members still on the run had
British passports in the names of Frost
and Burgess. It appears Nasar has
access to equipment enabling him to
create fake documentation that is of the
highest quality.

FBI's GRYSTAL BALL

US INTELLIGENCE 2004 TRANSPORT WARNING

n January 2004, just weeks

prior to the train attacks

in Madrid, the US security

services published a
report titled: ‘FBI and DHS
Report Continued Terrorist
Interest in Attacks on US
Subways and Railways’. Here
are a few significant points.

A joint Federal Bureau of
Investigation and Department
of Homeland Security bulletin
(FBI and DHS respectively)
presented a continuing
terrorist interest in targeting
and conducting attacks against
US subway and railway systems,
both critical infrastructure
components. Although the FBI
possesses no information
indicating a specific threat to
subways and rail systems in the
US, the potential for an attack
cannot be ruled out given that
Osama bin-Laden’s al-Qaida
terror network has had a long-
standing fascination with the
1995 sarin gas attack on the
Tokyo subway system by
Japanese Aum Shinrikyo
religious cult. FBI and DHS
stated that an attack on a
subway or rail system could
cause substantial loss of life, and
would have an adverse impact
on public confidence, resulting
in massive economic loss. The
March 1995 terrorist attack
killed 11 and injured more than
5,500.

PHOTO BY ANDREA BOOHER/ FEMA NEWS PHOTO
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The bulletin describes possible
attack scenarios, such as train
derailment, trackside bombs
and chemical or biological
attacks and acknowledged that
attacks on rail systems require
less planning, training and
materials than attacks against
large passenger aircraft or
cruise ships, potentially
increasing their attractiveness
to a diminished al-Qaida.

The attractiveness of these
targets is heightened because
timetable and operating
schedules are publicly available
and accessible by terrorists and
internet sites provide informa-
tion regarding the location of
critical rail assets for train
command and control.
Because public rail transporta-

tion is highly accessible, critical
assets such as signal boxes and
communication lines vulner-
able and difficult to protect
against attack. Passenger
railcars, subways and under-
ground transfer stations with
large numbers of people in
confined spaces represent
potentially attractive targets for
terrorists in hopes of executing
media-savvy, mass casualty acts
that heighten public fears of
vulnerability and susceptibility
to acts of terrorism. Equally
important is the desire of these
individuals and organisations to
cause damage and disruption to
the US economy; rail systems
play a vital role in urban public
transportation and freight
movement, carrying consider-
able economic resources.
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here is a real sense of
excitement and new found

staff working from an office

at CIA headquarters in

Langley, Virginia. For the first
time in two years, officers assigned to the
capture of Abu Mussab al-Zarqawi, al-
Qaida’s commander in Iraq, believe they
are tantalisingly close to ending his reign
of terror in much of the Middle East.

For over a year, a specialist unit from
the CIA's 300-strong team in Iraq, has
carcfully trained a select number of
agents who have successfully infiltrated
Zarqawi's pyramid-structured network.
This has been revealed following the
arrest of low-level operatives and more
recently, many of Zargawi's most trusted
commanders. Unfortunately, the terror
leader has reacted by hunting down the
‘traitors” and spics that he believes have
led the CIA to his doorstep.

CIA Closing in on the
Grand Master of Disguise

INSIGHT

urgency amongst intelligence

The secret Iraqgi operation is under the
direct control of the office of interim
prime minister lyad Allawi. On 20 Febru-
ary 2005, the operation heralded its
biggest success - the capture of Zarqawi's
most trusted aide, Talib al-Dulaymi aka
Abu Qutaybah. Since the collapse of
Saddam’s regime, he set up Zarqawi's
appointments with fellow terrorists,
arranged safe houses, transport and
weaponry. “Qutaybah’s extensive contacts
and ability to operate throughout western
Iraq made him a critical figure in the
Zarqawi network,” an Allawi official said

Qutaybah was captured near Anah, just
north of the city of Baghdad, along with
two senior Zargawi commanders, Moham-
med Najam Ibrahim and Haidar Abu
Bawari. One of Zarqawi's personal
drivers, Ahmad Ismail al-Rawi aka Abu
Uthman, was also arrested. 1t was a major
coup for the intelligence-led operation.

Just how the capture of the al-Qaida
men came about is unclear, but it could
have resulted from the capture of Abu
Ahmed, an al-Qaida-linked insurgent
leader in the northern city of Mosul who
was detained on 22 December 200+4. It
has since transpired he was very close to
Abu Qutaybah

Iraqi government security Services now
acknowledge they have infiltrated the
terrorist network with embedded police-
men. For his part interim Prime Minister
Allawi believes Zarqgawi is almost within

his grasp.

The recent successes follow months of
carcful planning, and not least, the
y of the CIA-trained
agents. Intelligence watchers could not

incredible brave

fail to notice the rising number of arrests
late last year of Zargawi's gang. Then, just
before the New Year, a spate of scarches



throughout the country revealed
Zarqawi’s principal ammunition and
explosive caches. This was the result of
intelligence obtained in the interrogations
of the captured terrorists. For his part,
Allawi hopes many of Zarqawi’s opera-
tives will flee or give themselves up as the
operation begins to take hold.

Intelligence reports note that Zargawi’s
clever use of ‘safe corridors’ has meant
that he has been able to roam Iraq and
beyond freely. As these corridors slowly
evaporate, Zarqawi has had to move into
the open, and on more than one occasion
he has almost been captured.

Frequent sightings of him near the
Iranian border suggests he has already
created an escape route, should the
situation deteriorate for him further.
However, Allawi’s staff have already met
with influential Iraqi Shiite cleric,
Ayatollah Ali Sistani, and officials from
Iran’s security service, who have agreed to

US diplomat Laurence Foley -
killed by Zarqawi gang
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US intelligence confident than ever that Al-Zarqawi will be caught

arrest him if he tries to cross the border
and surrender. Zarqawi is under investiga-
tion for the deaths of 182 people follow-
ing incidents elsewhere in the neighbour-
ing countries.

Other corridors, such as Jordan -
Zarqawi’s place of birth - have also been
closed. The Jordanian Government has
issued a death sentence to Zarqawi, who
was convicted last year for assassinating
US aid worker Laurence Foley in Amman
in 2002. In 2004, Jordanian intelligence
stopped a Zarqawi-sponsored plan to use
chemicals and explosives to blow up
Jordan’s secret service agency, the prime
minister’s office and the US Embassy.

Besides creating an environment that
has made terrorist operations in Iraq
more difficult, and by closing off alterna-
tive escape routes, Allawi’s team has had
secret talks with several commanders of
the Ba’athist underground guerrilla
insurgency. It is understood they are
willing to lay down their arms if a pardon
is granted. Baghdad is establishing a Truth
and Reconciliation Commission on the
lines of the South African forum devised
by Nobel peace prize winner Archbishop
Desmond Tutu.

MOVING OUT?

Osama bin-Laden, who is believed to be
hiding on the rugged border between
Afghanistan and Pakistan, communicates
with his commanders by courier, tape
recordings and text messaging. In January
2004, Kurdish forces in northern Iraq
detained Hassan Ghul an al-Qaida courier.
After close examination it was concluded

a letter in Ghul’s possession was written
by al-Zargawi to bin Laden. In it, Zarqawi
proposed starting a civil war between
Iraq’s Sunni and Shiite Muslim
populations.

Intelligence acquired by the CIA that
Osama bin-Laden has instructed Zarqawi
to organise attacks on US soil, has
provided further evidence that al-Qaida’s
master of disguise may yet slip the net. It
could also be a sign that bin-Laden
recognises Zargawi’s time in Iraq may be
probably already up.

Theatre Face Paint Behind
Zarkawi’s Invisibility?

Abu-Musab al-Zarkawi and his terrorists
in Irag may be moving around Irag with
impunity because they spend hours in
front of the mirror making up their faces,
according to intelligence services quoted
by the Berlin newspa-

7 REWARD
per Tagesspiegel. Up to $10,000,000 USD
ABU MUSAB AL ZARQAW!

Mo

The newspaper said
the services claimed
Zargawi's group were
maijor buyers of rich
theatrical make-up,

and used the e
cosmetics to drasti-
778-4076 Inside Bagdad

cally change their
appearance.

The false appearance

would explain why the terrorists were not
being recognised, despite widespread
wanted posters. The United States has
posted a $25-million reward for his
capture. “He is like a phantom,” said one
intelligence operator quoted by the
newspaper.
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MI5's Gonnolly Hou

Security Service Admits Bugging Operation

hen thieves carried
out the world’s
biggest cash robbery
at the Northern Bank
in Donegal Square,
Belfast, removing
about £26.5m ($50m), intelligence
officials were quick to point the finger
of guilt at the Irish Republican Army
(IRA). “Blame was apportioned very
quickly, and even journalists with inside
knowledge of happenings in Northern
Ireland were surprised,” an intelligence
source told Eye Spy. Days later, Bertie
Ahern, the Irish Prime Minister also
named the culprits. “This was an IRA
job, this was a Provisional IRA job,” he
told RTE, the Irish state radio station.
“This was a job that would have been
known to the political leadership [Sinn

Irish Prime Minister Bertie Ahern presents a
shamrock plant to President George Bush and
First Lady Laura Bush. Mr Ahern was quick to

point the finger of blame at the IRA
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Fein].” Both Sinn Fein and the IRA deny
any involvement in the raid.

Some intelligence sources believe MI5
and Special Branch Police managed to
examine information quickly due to an
ongoing surveillance operation. The
Security Service has in place a series of
listening devices that continue to
function, a situation which has angered,
though not surprised, Sinn Fein offi-
cials.

One such bug was uncovered in
September 2004, at Connolly House,
Sinn Fein headquarters in
Andersonstown, west Belfast. The head
of MI5, Eliza Manningham-Buller,
acknowledged that MI5 had been
eavesdropping on senior Sinn Fein
officials as part of a surveillance opera-
tion. At a closed meeting of the parlia-
mentary intelligence and security
committee just before Christmas, 2004,
she confirmed that it was her service
that had planted a very sophisticated
listening device in Connolly House.

Party chairman Mitchel McLaughlin
said it was highly sophisticated and had
no idea how long it had been in place.
The device, five foot three inches long,
was disguised as a floor joist and
discovered during renovation work, he
said. Two live microphones were
attached. One was pointing upwards

Y

The intricate surveillance device
discovered in Connolly House, Belfast

towards an office, the other downwards
to listen to conversations in its confer-
ence room. Sinn Fein leader Gerry
Adams said people were very naive if
they thought Republicans would sit in a
meeting room in Connolly House
discussing strategy.

The device was uncovered after a
major sweep of buildings. This fol-
lowed the discovery of another listen-
ing device found in the home of Paula
McManus, who works in Gerry Adams
west Belfast constituency offices. Ms
McManus is not suspected of any wrong
doing, but the device could have been
placed there after a senior IRA intelli-
gence officer was seen at the apart-
ment. The IRA has formidable counter-
intelligence experience and it is likely
that these two devices will not be the
last found.
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Detective Superintendent Andy Sproule
displays empty money boxes at the bank

© 2004 NORTHERN IRELAND POLICE SERVICE

Surveillance Operation

| Intelligence sources say this particular room. Sinn Fein put the blame on Paul

| bug consisted of a powerful micro- Murphy, the Northern Ireland Secretary,
phone, six batteries and a transmitter. saying he must have authorised the Bugs 3 Bugs 9 Bugs
As to how the bug was implanted, it operation.
seems a communal area above the The bugs found last year came as no
apartment was used to bury the device Mr Adams said: “On Monday 6 surprise to intelligence analysts. During

the late 1990s a spate of suspected MI5
and British Army Intelligence operations
were identified.

in a wooden beam just above the living  September a sophisticated listening >

‘ Some of the bank April 1998: Sinn Féin placed on display
J : T note-types stolen bugging devices that were found during

: ; in the world’s previous weeks in the North Belfast home
biggest cash heist of a relative of senior negotiator Gerry Kelly.

May 1998: Two Sinn Féin members living
in Cappagh, Co Tyrone, uncovered a sophis-
ticated British listening device built into the
rafters of their house.

October 1998: A Belfast-based Sunday
newspaper, published allegations that a
specialised miniature
tracking device was
secreted in the wing-
mirror of a car used
by the Sinn Féin
President  Gerry
Adams (right).

December 1999:
Sinn Féin President
Gerry Adams places a highly sophisticated
listening and tracking device on public dis-
play, which was discovered in a car which
he had used during sensitive negotiations.

September 2000: A chambermaid at the
Europa Hotel discovered a sophisticated lis-
tening device in a hotel room used by mem-
bers of the Independent International Com-
mission on Decommissioning.

7
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device was discovered in the home of a
member of my staff. Following that incident
I asked activists to check their homes, as
best they can, and our party offices.

“Late last night, following several hours
of intensive discussions with senior
officials from the Irish and British govern-
ments, I received a phone call from a
party colleague to go to Connolly House.
A sophisticated listening device had been
discovered. The device was constructed
so that it could listen to conversations
upstairs and in the conference room
downstairs.

“While Republicans always work on the
presumption that these devices exist, the
use of this very sophisticated bug is a very
serious act of bad faith by the British
government.”

As for the £26.5m bank raid, it appears
MI5 may well have had some knowledge
of the raid either prior to the operation,
or just hours thereafter, indicating not all
the listening devices have been uncov-
ered. One intelligence source told 7he
Times:* Connolly House was always the
focus point of both IRA and Sinn Fein
meetings, though they were cute enough
to have other meetings at different places
that we weren’t aware of.

“I don’t think they [Sinn Fein] knew
about it [the bug] because we got some
great stuff there. We wouldn’t have got
permission to put that device in there if
terrorists weren’t holding meetings there.

# . "Sinn Fein leadef t‘;"prry
Adams displays an'MI8 car

"¢ bug found in a vehicle

used by party members
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THE GREAT NORTHERN
BANK ROBBERY

g™

Upper Queen Street where he handed
over a holdall, containing in excess of £1
million pounds in new notes, to a man
wearing a hat and scarf.

etective Superintendent Andy

Sproule, heading the investiga-

tion gave a detailed account of

how the robbers carried out
their crime at a press conference held in
Belfast. He said that the incident started
on Sunday night, 19 December, at around
10.00pm when three masked men took
over a house at Colinmill in Poleglass, on
the outskirts of west Belfast.

Over the course of the next couple of
hours money from the bank was loaded
into crates and boxes and on two occa-
sions, between 7.00pm and 7.15pm and
8.00pm and 8.15pm, a van called at the
Wellington Street entrance of the bank
In the house at the time were a mother, = and took away a substantial amount of
father, two sons and a friend. One of the cash, each time heading in the direction
sons, who is a bank official with the of the Grosvenor Road roundabout/West
Northern Bank in Donegal Square, was Link.
taken away whilst at least two masked
men stayed with the rest of the family for

over 24 hours. e
|

The bank official was driven in a red car . ‘c ral (‘E
(Clelg
e

from Colinmill in Poleglass to the home »
of his supervisor at Loughinisland Road at
Downpatrick. When he arrived there
masked men had already taken over the
house. Dressed as police officers they had
called at the house claiming that a member
of the family had been killed in a road
accident. A gun was then put to the head
of the bank official and he was tied up.

CCTV footage showing
the white %&n""*
(foreground) used in
the audacious raid

His wife was then taken from her
Loughinisland home at around 11.30pm
in a red car to an unknown location
where she, too, was held for up to 24
hours.

At around 6.30am on Monday the
masked men left the house at
Loughinisland Road after giving the two
bank officials instructions about what they
were to do. They went into work about 12
midday and carried on business as normal
during the afternoon.

At around 6.00pm one of these bank
officials left the bank and walked to




One of the victims of the
raid walks out of the bank}
with a holdall containing

The vehicle used to transport the cash
has been described as a white box type
van with a distinctive tail lift. The registra-
tion number borne by the van at this time
was RCZ 6632.

It is believed the money that has been
taken is in excess of £22 million: £12
million of which was in Northern Bank
£10 and £20 notes, £1.15 million was in
new Northern Bank £50 and £100 notes,
in excess of £5 million of assorted
Northern Ireland new notes and £3.4
million of used Northern Bank notes were
also taken.

Internatlonal Masterclass & Speclallst Courses 2005

Published by the Office of the Director General International
Bodyguard Association Headquarters

The Bodyguard Masterclass in Ireland
(Taught by the IBA Director General) 7
Duration: 5 DAYS (40 hours) i
Venue: Eire, (Kilmuckridge, Co. Wexford)
Dates: Course number MCISE 11th -15th April
(or) Course number MCI5C 21st - 25th Nov =
For course syllabus, please see International Masterclass in the United Kingdom
description. (below)

Accommodation only provided at venue for 4 nights commencing on the Monday PM
Total cost 825 Euros (deposit 250 Euros)

Discounted with full course fee and application Discounted cost 750 Euros

International Bodyguard Masterclass in the United Kingdom
(Taught by the IBA Director General)

Duration: 5 DAYS (40 hours) followed by International Specialist Courses)
Venue: U.K. (Pinewood Camp, Croydon, Surrey)

Dates: Course number MCOS5E 18th - 22nd April (or)
Course number MCO5C 28th November - 2nd December
Course syllabus taught by the Director General:

* History & Role of the Bodyguard

¢ Protective Escort (purpose and formations)

* Protective Driving (defensive/evasive/offensive modes)

e Communications & Search for Electronic-Surveillance-Devices
¢ |Improvised-Explosive-Devices search

¢ History and role of the Bodyguard and Structure of the Bodyguard Team
¢ Close-Quarter-Battle (defence & restraint tactics/impact/edged/ pistol)
¢ Bodyguard Paramedicine

Accommodation and meals provided Total cost £825 (deposit £250)
Discounted with full course fee and application Discounted cost £750

International Specialist Tactical Firearms Course
Duration: 2 DAYS (20 hours)

Venue: Riga, Republic of Latvia

Dates: Course number TFO5/1 26th -27th March

There are 20 places available for this advanced course
conducted with Baltic Government Bodyguard Service.

You are responsible for your return airfare to Riga. Course
fee includes: 2 nights hotel, breakfast & lunch, Range fees,
ammunition and weapon hire. Semi-Auto Rifles (AKM)/Carbines (MP5/Uzi)/Shotgun/
Pistol & Revolver

Course Price: £525 (deposit £150)

International Bodyguard Tactical Firearms Course
Duration: 2 DAYS (20 hours)

Venue: Kocevje, Ljubljana, Republic of Slovenia

Dates: Course number TFO5/2 30th April - 1st May

There are 20 places available for this popular course.

You are responsible for your return airfare to Ljubljana.
Course fee includes: 2 nights hotel, breakfast & lunch, Range
fees, ammunition and weapon hire: Semi-Auto Rifles (AKM)/
Carbines (MP5/Uzi/Skorpion)/Shotgun/Pistol & Revolver
Course Price: £525 (deposit £150)

International Bodyguard Counter-Sniper Course
Duration: 2 DAYS (20 hours)

Venue: Kocevje, Ljubljana, Republic of Slovenia
Dates: Course number CSNO5/1 2nd - 3rd May
There are 20 places available for this popular
course. Covers dedicated marksman counter-sniper
operations and counter sniper drills for Protective
Escort Section. You are responsible for your airfare
to Ljubljana. Course fee includes: 2 nights hotel &
breakfast, Range fees, ammunition and weapon hire.
Course price: £470 (deposit £150)

For full details contact: Office of the Director General International Bodyguard Association
Castleshort Lodge, Ballywater, Kilmuckridge. Co.Wexford. Rep. of Ireland.
Tel: +353 53 30821 - Fax: +353 53 30822 - Mob: +353 85 729 2859
E-Mail: ibahq@indigo.ie www.ibabodyguards.com
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Professional surveillance and espionage equipment available from Eye Spy.
Please note. This use of the equipment may be illegal in some countries

EYE SPY PEN
MICROPHONE

Put this pen into your top pocket
and it looks 100% normal but it
also has a powerful microphone
inside. Simply plug the lead into
your recorder and record every
conversation you may have
clearly without any worry of
trying to hide the microphone.
Can be hidden in a desk etc.
Order code: L-PN1
UK £25.00 US $48.00
ROW £28.00

MULTIBAND
RECEIVER

Our popular multi-
band radio covering
FM, air, marine band,
etc. A good hand
held radio offering
squelch control and
has a telescopic
aerial and also
earphone socket for
private listening.

Use with any FM bug

Order code: L-RAA-110
UK £40.00 US $80.00
ROW £48.00

PROFESSIONAL
CALCULATOR
TRANSMITTER

This ordinary-looking desk calcula-
tor conceals a very powerful FM
transmitter inside. The unit can be
left in an office environment
without raising any suspicion -
simply listen in from another
location. Has a range of 300ft and
a battery life of 15 hours

Order code: LS-TX-6
UK £85.00 US $150.00
ROW £90.00

58

™SS  MAINS-DOUBLE
: SOCKET
[ il TRANSMITTER

MAINS-DOUBLE
PLUG ADAPTOR
TRANSMITTER
A conventional fully functional
UK mains-working double plug
adaptor. Inside is a tiny FM
transmitter which becomes
active and powered when

plugged in socket. This unit is ideal for
permanent applications.
Order code: LS-TX-3 Range 350ft
UK £80.00
US and European models available Order code: LS-TX-4 UK £80.00
on request

Using the identical FM transmit-
ter as the LS-TX-3 (left), but
inside is a fully working mains

VER UNIT

Superb 12-channel
UHF receiver kit that
can be used to pick
up transmissions

¢ from different UHF
listening devices

~ placed in several

* locations, simply by

~ changing channels.

Use with any of the
UHF bugs available
through Eye Spy.

Powered by a Sv

- battery, the unit has
a range of 400
metres

Order code: L-§5-12CR
UK £145.00 US $290.00

ROW £155.00
VOICE MINIATURE SPY
ACTIVATED CAMERA WITH
RECORDER VIDEO

Mini-Digital Camera - web-cam
and AVIHilming mode.
Windows 98,/2000/XP
operating system only

Order code: MS102
UK £25.00 USA $50.00

This pocket size
Sanyo recorder
has many uses. It
can be used to
record meetings
and can also be
used with some
of our other
products where you need a
recorder - the pen microphone
for example. The best at its
price in the market. Specially
adapted to avoid feedback and
machine noise

Order code: L-TRIA

UK £50.00 US $100.00
ROW £60.00

EMERGENCY
MOBILE PHONE
CHARGER

This model uses the widely
available AAA-type battery,
stocked by any newsagent,
chemist, petrol station or other
high street outlet. Extra small
keyring that fits anywhere. 4 AAA
Batteries included providing S
hours standby/1 hour talktime.
This model works with all major
phone types Nokia, Siemens,
Eriksson, Matorala.

Order code: MS106 UK £10.50
USA $20.00 ROW £12.50

SCRAMBLER
PHONE

Keep your telephone conversa-
tions secure from being recorded
or listened to. A simple switch
activates the scrambler, which
has 4 settings. Can also be used
as a normal phone. Another
scrambler phone at other end will
descramble everything

Order code: L-SST
UK £130.00 per phone

UHF BODY WORN
TRANSMITTER

For body or for a room this UHF
miniature transmitter is like a
capsule form. The Bmm diam-
eter microphone can even be

pushed under door gaps to listen

to sounds in another room. Use
with our UHF receiver

Order code: L-IR1
UK £125.00 US $250.00
ROW £150.00

E SPY ISSUE




EYE SPY’S
ENIGMA BUG

This is a very serious and
powerful surveillance device
'\ that allows the operator to
listen in to a conversation
from anywhere in the
world. The phone looks
and operates like any
ordinary
mobilephone,
however, by dialling
its number you
can monitor any
conversation or
sound that is
A within range of its
highly impressive
SPECIAL and advanced
PRICE internal micro-
FOR EYE SPY M=%

READERS

\

3
€

The special micro-
phone can detect the
quietest of whispers. The unit
can be taken into meetings or
any environment, allowing
colleagues thousands of miles
away to listen in. Similarly,
simply leave the phone at a
location and dial up whenever
you need to listen. A superb
bug used by professionals only.

Now available for the USA cell
phone network

Order Code: LS-ENIGMA
UK £295.00 $600.00 ROW £310.00

UV AND STAIN
DETECTION KIT

Ever been convinced someone
has entered your room or
worse? This useful kit contains
the necessary pieces to get the
evidence you need. Three
different powders are included
along with a UV light unit. Orange
ultra violet powder can be wiped
off hands, but under UV light it is
visible for hours. The stain
powder is not UV - but dreadfully
difficult to remove - and spreads
the more you wipe. The final
powder is UV - simply blow it or
brush gently over a target area.
Once down it is invisible - but
under UV light anyone who has
touched or walked through the
powder will leave a trail. Foot-
prints, smudges on drawers and

even fingerprints can be seen
quite clearly

Order Code: UV SDK UK £75.00
USA $145.00 ROW £80.00

FSSUFEF

EYE SPY SEED
MICROPHONE

This seed microphone is so small
it can be used in a variety of
ways - hide in a car, bag, sleeve
anywhere. The length of lead is
36 inches - but we can custom-
ise this for you. The microphone
head is just 5mm in width

Order Code: LS-SM1 UK £17.50
USA $38.00 ROW £18.00

MOBILE PHONE
SENSORPEN

Mobile Phone
Sensorpen -
flashes when
your mobile-
phone rings.
Pen senses
incoming
signal. Range
between one
¥ and two metres

Order Code: MS197 UK £15.50
USA $35.00 ROW £18.00

THROUGH WALL
LISTENING UNIT
CERAMIC
CONTACT MIC

This professional kit is ideal for
listening through walls, doors,
floors or windows. A unique
device uses a special ‘contact
microphone’ which detects the
slightest vibration. The device is
so small it fits confortably into a
shirt or jacket. Comes complete
with a high-quality earphone. A
socket is included for recording
onto a tape. Powered by a 9 volt
battery (included), this useful unit
comes with battery and smart
carry case
A high quality piece of kit

Order Code: LS-TWL UK £235.00
USA $460.00 ROW £250.00

32, 2005

PINHOLE BOARD
CAMERAS

73‘;

A 12v PCB board camera with
pinhole lens and audio. Easy to
fit into most objects, air vents,
speaker grills etc. These
cameras are low lux and CCD -
not the cheaper CMOS variant.
Measures just 15 x 32 x 32mm

B & W 380Hine board camera
Order Code:

L-CAMI UK £95.00 USA $180.00
ROW £100.00

Colour 380-ine board camera
Order Code:
L-CAM3 UK £125.00 USA $240.00
ROW £135.00

MINI ANTI-
SPYING
DETECTOR

A key fob size mini detector,
which could detect most of
those wireless wiretap and video
cameras secretly installed in
your home or at a public place.
A quick simple scan will tell you
if anything is there

Order Code:
L-ASD UK £12.99 USA $22.50
ROW £14.99

TELEPHONE/FAX
TAP DEFEAT

CREDIT CARD
TRANSMITTER

This remarkable UHF transmit-
ter is only 3mm thick and can be
slipped in the side of a wallet,
file, folder or pocket. It also has
the advantage of voice activated
transmission. Range 650ft. Use
with our UHF receiver

Order Code: LS-CCT UK £199.00
USA $350.00 ROW £199.00

This telephone/
fax tap defeat is
very clever and
will defeat any
wiretap or bug
that could be
wired to your
phone line. The
machine will also
defeat any voice
activated phone
recorders by
sending constant pulses of noise.

The TD1 has a LCD line condition
display and LED's to indicate the
mode setting. Offers the following
features: turn on or off any
wiretap or bug, any phone
recorder controlled by line
voltage, any phone recorder
controlled by voice activation

QUALITY WATCH
MICROPHONE

A full function wristwatch that
houses an integrated seed
microphone. The lead is
concealed up the arm, beneath
the shirt of jacket and is
connected to a cassette
recorder

Please specify Ladies or
Gentleman

Order Code: LS-WW UK £50.00
USA $90.00 ROW £55.00

COMPLETE WITH RECORDER
Order Code: LS-WWR UK £90.00
USA $180.00 ROW £100.00

Order code: TD1

UK £195.00
EXECUTIVE
TRUTH MACHINE
- I -, Executive Truth

Machine -
combines
psychological
stress evalua-
tor and voice
stress analyser
(VSA).

Results shown
on a column of
LED lights

Order code: MS108
UK £32.00 USA $65.00 ROW
£35.00

&

* Some of the products advertic
may be illegal to operate in yoL
country. Please familiarise yours
with the law as it effects you.
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MI5 Release Treasur

The Kensington area of London with its
affluent appartments and clubs, was
3 seen as a good location for Russian
spies to live and hide...
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Britain’s Security Service, MI5, has released a plethora
of intelligence files that has whetted the appetite of
espionage enthusiasts across the world. It was the 12th
such release of MI5 records and by far its biggest - 357
case files now available for public scrutiny at the
National Archives. Many of the files fall within the inter
and postwar years, but the majority cover 1939 to 1945.

How to Spy and Remain Safe in London

GB agents operating in

were provided with some
fascinating tips about the
city and more than
enough information on
how to blend in with folk of ‘social
standing’. The guidebook was suppos-
edly retrieved by the Germans from a
captured Russian agent in Paris during
WWIL. After that, MI5 officers managed

ot (e s
swe 2llens FRatistios,

185 UE

2005

London during the 1930s,

to recover the document which gave a
revealing insight into the everyday
fieldwork of a KGB agent.

Agents were briefed on a variety of
subjects that included everything they
needed to know about life in London
and the best rendezvous points. Leading
hotels such as the Ritz, Savoy and
Grosvenor were recommended. “It is
advisable to arrive at all hotels with
smart and sufficient luggage,” agents
were advised. “The British spend a lot of
money on good luggage and travellers
risk being turned away or asked for a
deposit if they do not comply with this
custom.” Agents were also given infor-
mation on seeking out the best apart-
ments in high class areas such as Ken-
sington. “Smart dress” was essential to

Stores such as Harrods
were frequented by KGB
spies as they offered
numerous exit points

Trove of Intelligence

blend in with the locals, and the KGB
also noted a “jewellery wearing society.”

Kensington is indeed famed for its rich
history in espionage, evidenced by this
statement in the file: “The whole area
(perhaps with the exception of North
Kensington) has a good reputation in
the eyes of the police and a South
Kensington address is definitely an
asset.” >
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SUGGESTED RENDEZVOUS

Besides noting the British way of life,
the guidebook provided a list of restau-
rants around central London - ideal for
meeting contacts and passing on
intelligence, though points of contact
were also provided on the outskirts of
the city.

KGB agents were briefed on using
London’s major stores such as Harrods,
Selfridges and Liberty’s: “Thus one can
pass, both on the way to the rendezvous
and on the homeward journey... the
central area with all its stores, museums,
shops subways etc. having several
entrances in order to make sure one is
not shadowed.”

THE QUEEN OF HEARTS

Other fascinating documents released
by MI5 seem to confirm that James
Bond’s creator lan Fleming - was after
all - inspired by real-life events, from
exploding fountain pens to human
torpedoes.

During WWII, Britain was involved in a
secret war to defend Gibraltar. Docu-

A2

PHOTOGRAPHS COURTESY NATIONAL ARCHIVES

ments that show
an Italian plan for
human torpedoes
inspired Fleming
to write
Thunderball, one
of the earliest
Bond films.

Security on
Gibraltar was
awarded to the
Security Intelli-
gence Depart-
ment, headed by
David Scherr. His
personal records
are a treasure
trove of intelli-
gence gems.

e

The secret human torpedo door
in the bow of the Olterra

-

o atav nd  S< OLYERRD.

With Hitler and Franco wanting the
British removed from their Mediterra-

The Italians wore the most advanced scuba
gear of the times - kit similar to that already
used by the British forces. This gear was
discovered abandoned in May 1943 after an
attack on a merchant vessel

nean base, the area became a prime
target for spies from a variety of nations.
Spanish agents provided useful intelli-
gence on the Rock and continually
smuggled items in and out of Gibraltar
for the Axis powers. British security
officers were hard pressed by German
double-agents. Disinformation was

constant; quite often market stalls would
be searched for bombs hidden in
vegetables.

Italian frogmen posed an even greater
threat. The Tenth Flotilla MAS - frogmen
- successfully attacked 14 merchant
vessels in three years. The Italians had
created special torpedoes that could be
piloted by frogmen to their target,
either from the beach of submarines.

Scherr writes: “The normal method of
approach was to travel on the surface
until 80 to 100 yards from the target and
then to submerge. Under the hull of the
ship the MAS men would then leave their
detachable warheads [and incendiary
devices] and then escape to the Spanish
shore using the torpedo to carry them to
safety.” The divers would then surface on
a safe beach and escape into the night.

As operations against the Rock became
more intense, the Italians grew in
confidence - and cunning. They secretly
adapted a 5,000 tonne tanker, the
Olterra, which had been partially
scuttled on the outbreak of war. Cutting
large entrances in the hull, they built
flood chambers from which the human
torpedo missions could be launched.

The British decided to act and re-
cruited a female agent, codenamed the
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Police
Question
Mié

- Officers
over

- Death of
Princess
Diana

ormer Commissioner of Britain’s Metropolitan Police,
Sir John Stevens, who is heading a major inquiry into
the death of Princess Diana, has recently interviewed
a number of MI6 and MI5 officers, as part of his
investigation. Sir John, 62, who recently retired from
his post as the UK’s most senior police officer, is

being assisted by a specialist team of seven detectives.

Following widespread concern over the circumstances sur-
rounding the August 1997 car crash in Paris, which also claimed
the lives of her lover, Dodi Fayed, and chauffeur, Henri Paul, a
senior security officer at the Paris Ritz Hotel, Sir John was asked
by Michael Burgess, Coroner to the Queen’s Household, to get to
the bottom of the case. Sir John promised to leave “no stone
unturned” in his quest to establish the truth.

Detectives from the investigative team have carefully built up a
major dossier on the case, including files of individuals consid-
ered “loosely connected.” That means information held by both
premier British intelligence services. Sir John said: “We are
looking at everything we need to look at in relation to what they
have got. We are talking to people in both places as well.” While
acknowledging information has been secured, he has thus far
refused to give any details to the press.

Part of the investigation un-
doubtedly focuses on suspected
MIG6 agent, Henri Paul. Sir John
wants to know if MI6 had any
contact with Paul prior to him .
driving the couple through Paris l s
on that fateful night. Claims have P '
been made that MI6 had the
couple under observance
throughout the evening. Henri Paul leaves

the Ritz Hotel

Intelligence watchers are
adamant Paul was a ‘spy for hire’, an ‘MIO asset’, and could have
worked for several other intelligence services besides M16. 1t is
believed the investigation surr(iunding the exact role of Paul had
“assumed greater significance.” :




HOTEL RITZ SECURITY VIDEO

Dodi’s father, Al Fayed, Harrod’s owner  have come from Paul. In recent years
and multimillionaire, believes the crash doubt has been cast on the authenticity of
was the result of a carefully planned this data. Some leading medical experts
operation by the ‘British Establishment’, say that the high levels of carbon monox-
and rejects the notion that Paul was as ide present in Paul’s blood, would have
“drunk as a pig” and under the “influence = made it almost impossible for him to
of drugs.” French police blame Paul for walk, let alone drive.
the 90mph on 31 August 1997, which
involved a dark blue Mercedes S-280. Sir Paul could have been an MIG asset,
John is almost certain to require further though not simply to report on the
information on the blood sample said to movements of Princess Diana. It has been
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suggested Paul could have been supplying
inside information on a variety of persons
and companies. The Hotel is frequently
used by international statesmen, leading
politicians and highly placed business-
men. Clearly most foreign intelligence
services would be keen to have an agent
embedded in such a fabulous location. Sir
Mr Al-Fayed, owner of John’s team may want to find out where
Harrods in London, has Paul was for two hours before the jour-
fought a long-standing  ney. That has never been established by
battle to uncover every  prench or British investigators. And what
& or;f:ren(i’rigngmoe"::;‘t?\nof of the £1,100 in US (¥ollar.s found in‘ his
Diana and his son, Dodi  Pocket? One former intelligence officer
has conjectured this amount could have
been “his reward” for information
provided on the night in question.

Sir John may want to interview Richard
Tomlinson, a renegade MIG officer who
believes the incident sounds rather
similar to an alleged British plot to
assassinate the former leader of Yugosla-
via, Slobodan Milosevic. In this case, a
split-second flash gun would be used to
‘blind’ the driver, causing him to swerve
and lose control. Witnesses say that
moments before Paul crashed, a white
strobe light suddenly appeared.
Tomlinson has suggested Paul may have
been ordered by his MI6 handler to drive
through the Pont de LU'Alma tunnel
without knowing it was ‘set-up’.




British Release of Secret Papers
Fuels More Conspiracy Theories

number of previously Robin Cook. The papers were Hotel Ritz
A unseen documents made public under the UK ;
concerning the events Freedom of Information Act.

leading up to the death of

Princess Diana in 1997, have Investigators have always been

started a new chain of convinced that the Mercedes

conspiracy theories. The vehicle in which Diana and

British Government papers Dodi should have travelled in,

detail secret communications was switched at the last ists. They tried to leave quickly

between Tony Blair, the moment to foil the waiting but the first hire car failed to

British ambassador to France paparazzi. However, the newly start.”

and then Foreign Secretary released papers seem to
suggest that the original Another letter sent by Britain’s
vehicle would not start, thus  ambassador to France, Michael
the replacement driven by Jay, to then Foreign Secretary,
Henri Paul was ushered to the Robin Cook, confirmed this

Ritz Hotel security video rear of the Ritz Hotel. scenario: “...Because, appar-
showing Henri Paul, Diana ently, their getaway car failed to
& " Details of this incident are start they got into another
Dodi, moments before clearly written in a memoran- nearby car driven by a Ritz

dum sent to Tony Blair just driver.”
hours after the crash. “The
Princess and Dodi al-Fayed A few weeks later, however, Sir
arrived at the Paris Ritz Michael apparently changed the
yesterday afternoon. story. “A security officer had

switched cars following a last
“They were immediately = minute change of plan aimed at
subject to media diverting the waiting paparazzi.”
attention and when
! they left the hotel late Clearly this an interesting,
Foreign : last night they were  though not conclusive piece of
Secretary surrounded by a evidence that Sir John will
Robin Cook number of journal- examine.

Tomlinson knew Paul from as early as a 3D-computerised reconstruction of the  to electronically map the entire area. This
1992. The MI6 officer was part of a unit death scene. Using Scotland Yard data, the data will be used to augment existing
on the trail of advanced weapons smug- team can now view, in minute detail, information that was obtained by French
glers operating in the former Soviet every aspect of the crash which involved investigators and help reconstruct a model
Union. Meetings between various parties the powerful Mercedes vehicle. Thou- on the crash site being built by a specialist
and MI6 were staged at the Paris Ritz sands of photographs provide a split- model team. Forensic specialists back in
Hotel. Tomlinson suggested that a hotel second sequence of events as the car the UK are also examining fragments and
security officer pass information to MI6. swerved and crashed into a concrete atmospheric data that might also provide
Friends of Henri Paul always suspected he pillar in the Pont da I’Alma tunnel. additional clues. “The model will enhance
was an intelligence source for Britain’s [our] understanding of the factors which
Secret Intelligence Service, though he On 15 February this year, French security = may have contributed to the collision,”
never confirmed it. officers again closed the tunnel and said Detective Superintendent David

allowed the British investigators to view Douglas, who headed the Paris team.

Back in London, at Sir John’s inquiry the scene with an array of cameras and

headquarters, specialists have constructed = other equipment. It took a full eight hours Another clue almost certain to be

investigated, and one that may involve the
Royal Family, concerns a letter written by
Diana in which she writes that her
husband, Prince Charles, had planned to
kill her. Former Royal butler, Paul Burrell,
claimed that Diana feared the brakes of
her car would be tampered with. Ten
months before her death she wrote: “This
phase of my life is the most dangerous.”
Sir John has already said he would talk to
the Prince of Wales, but as yet, does not
think it necessary. “The Royal Family
obviously wants this job done in a proper
way and no one will get in the way and
that is the message I have got from them,”
he said. “They want to draw a line under
this, one way or another.”

Former MI6
officer
Richard

Tomlinson
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Did ‘Test’

ainer Karlsch, a German

historian, has uncovered

remarkable new evidence that

Germany did test a basic

nuclear device in the latter
stages of the war. Hitler apparently saw
the weapon as Germany's defence against
the Soviet Union on the Eastern Front. In
a new book, Hitler's Bomb, published in
Germany. Dr Karlsch claims that hundreds
of prisoners of war were killed during
tests of the device in 1944 and 1945.

Intelligence and military academics have
always rejected any suggestion that Hitler
was close to building the bomb, but some
arc beginning to believe Karlsch may be
right. He insists the device was not as
powerful as that dropped by US bombers
on Hiroshima and Nagasaki in 1945, but
given time, could well have been.

Karlsch spent years researching official
archives in Germany, Britain, America and
Russia. He says intelligence agents
working for Russia infiltrated a secret SS
agency that was in charge of supervising
the programme. Based on his findings.
Karlsch then visited several areas looking
for evidence, convinced that any nuclear
rescarch would leave trace evidence. Two
arcas were of great interest to him, the
island of Rugen and near Thuringia, a
location known to have been home to
several advanced research projects. It was

4

Nuclear Device

here that he located and interviewed a

| number of survivors who believe they saw |
| “test explosions.” Soil samples were also |

removed for detailed forensic examination.

New York City was
primary target

Close to the Ohrdruf concentration camp,

| one witness recalled: “I was standing by

the window at 9.00pm, there was sud-
denly a long, slim pillar of light. It became
so bright that I could have read a newspa-
per. The pillars expanded at the top so
that they looked like a leafy tree. That was
on 3 March 1945. The next day, and the
days following, we all became so tired.”
Karlsch also learned that other people in
the area began to suffer nose bleeds,
severe headaches and nausea.

Another witness explained to Karlsch
that his building firm was contracted to
construct massive fires on the edge of the
forest. “Piles of corpses were waiting to be
burned, obviously prisoners. They had no
hair, some of them had blistered skin,
naked raw skin and were missing body
parts.” The suggestion being that they
were killed during an explosion.

According to Karlsch, after visiting the
nuclear test site in Thuringia in March
1945, SS leader Heinrich Himmler

proclaimed: “We still haven’t used our last
miracle weapon,” he told his doctor. “In

i one or two strikes, New York and London

will disappear.”

In 1943, a secret project to build a

| bomber to deliver an atomic bomb was
discussed by senior German aviation

officials in Berlin. The programme at-
tracted attention from mainstream aero-

| plane builders and a number of private

firms. A number of the designs were very
unconventional. The bomber’s primary
target was New York City.

Far from dismissing Karlsch’s research,

some senior historians believe he may well

have uncovered one of the last great
secrets of WWIL. “The evidence presented
is very persuasive,” said Professor Mark
Walker, of Union College in New York
State. Walker is an expert on Germany’s
WWII nuclear research.
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After smashing the operation in 1943, the British recovered this human torpedo from
the insides of the tanker Olterra. The leader of the two-man team would steer from the
front while his assistant sat behind. The Allies developed the idea for their own weapons.

David Scherr (left) v

Queen of Hearts, who could have
inspired Fleming’s concept of the Bond
girl. Scherr said: “This was a woman in
her 30s whose dress, mannerisms
speech and general appearance made
her a rather seedy but not unattractive
imitation of the seductive female spy of
the thrillerette type.

“She sat down, crossed her legs
(adjusting her skirt to reveal them to the
best advantage), slowly lit a cigarette,
inhaled, breathed out the smoke in a
furtive fashion, looking down her long
aquiline nose at the same time, and then
smiled across at her interrogator: ‘I am
the Queen of Hearts. Who are you’'?”

The British learned of a dangerous
Italian operation through the Queen of
Hearts. Three torpedoes, each with two
men onboard, would be launched from
the submerged Olterra, and used
against HMS Nelson, a battleship, as well
as aircraft carriers HMS Furious and
Formidable.

However, two of the torpedoes mal-
functioned but were quickly repaired. As

the frogmen tried again, Royal Navy
gunners destroyed them. Five Italian
frogmen died. The third torpedo was
directed by a sixth frogman, but seeing
the fate of his colleagues, he lost control
and decided not to direct the weapon
into the ships.

MI5 BUGGED FAMOUS AUTHOR

Arthur Ransome, author of the famous
children’s book, Swallows and Ama-
zons, had a relationship with Lenin and
the Bolsheviks that in MI5’s opinion,
was simply “too close for comfort.” The
intelligence service believed he was a
spy and a traitor, after he married
Trotsky’s
former secre-
tary, Evgenia
Shelepin.

As a corre-
spondent for
the Daily
News in 1917
in Petrograd,

} . then the
N P capital of
Arthur Ransome Russia, he
frequently

travelled to England. An MIS5 file showed
much concern. On his next arrival in the
UK, a file describing his threat was given
to the King and War Cabinet.

In 1927, a confidential report stated:
“Arthur Ransome is a traitor, married to
a Bolshevik woman, he is an undoubted
Communist and is in the pay of the
Russian Secret Service.”

e
INSTRUMENTS OF
LETHAL CUNNING

Saboteurs disguised bombs in everyday
items. This car battery recovered by Agent
Cock contained high explosive and had
been destined to blow up foundations in
the naval dockyard.

EXPLODING PENS

Agent Sundae, a Spanish worker, provided
the British with this pen and pencil
detonator kit. The device was activated by
rearranging the parts. A press of the pen’s
button would break an ampoule of sulphuric
acid, allowing it to drip onto potassium
chlorate to cause the detonation.

X L

However, as with most affairs in the
world of espionage, not all is so clear.
The declassified file also suggests
Ransome was an MIG spy providing
valuable intelligence on the emerging
Soviet Union. He was just one of a few
selected journalists operating in Russia
who could freely meet with important
people and travel back to London with
information. In 1918, a report sent by
MIG to MI5 noted that the reporter was
“quite loyal and willing to help by giving
information and that the appearance of
working against us is due to his friend-
ship with Bolshevik leaders, not by any
means to any sympathy with the regime
which the Terror has made him detest.”

Intelligence author Christopher
Andrews explained that Ransome did
not have access to classified material,
but could have provided valuable gossip
of goings-on in England.
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Galaxy

g-Ghannel Gommunication Watches

hen these two units

arrived for review at

Eye Spy, we were

suspicious of the
many claims made by the manufac-
turer. After several hours of
fieldwork and testing, all our fears
proved unfounded. They are
terrific and, besides their good
looks, are sturdy and astonishingly
easy to use. Idiot-proof is a word
that comes to mind.

Worn on the wrist, they are not
heavy and can be used in a variety
of ways. With two units per case,
one-to-one communication is
provided. However, there are 8-
channels for you to select, making
it possible to talk to several people
at the switch of a button. In
respect of surveillance operations,
they are ideal. With an effective
communicative distance of 2.5
kilometres (we managed to make
clear contact from a distance of 3
miles - line of sight applied),
staying in touch is easy.

Sending and receiving communica-
tions is simple. By pressing a call

L 8

Product Review

ISSUE 32

"

button situated just below the
liquid crystal display screen, any
user on your channel will receive
the call. A small pinhole micro-
phone is situated on the lower left
near the screen. We found that a
distance of about four inches
(speaking normally) is its optimum
range, though this is dependent on
a variety of factors (surrounding
noise etc.) The clarity of message is
excellent and the Galaxy has full
volume control. This helps provide
clarity when talking into the
microphone. Its computer also
notes the time of communication,
whether you are sending a
message or receiving one.

At the top of the unit a small
antenna is tucked away. By simply
flicking the antenna into an
upward position, the message is
much clearer and the signal easier
to pick up. Four sturdy rubber
control buttons situated on the
sides of the unit are easy to reach,
use, and very strong.

The Galaxy also has some neat
functions, including VOX

dispatch. By pressing a side
button, and switching over to the
VOX function, an icon appears on
the screen. You can then talk
without pressing the talk-call key.

Another excellent function is ANR -

automatic noise restrain. This

helps cut off faint signals and noise

arising from terrain or distance.

The battery is situated in the back
of the unit and is easily recharged.
Indeed, the set comes with two
battery charges and two sets of
earphones. The earphones are

ideal and fit into the side of the
unit, thus incoming messages are
not heard by those around. The
lead is long enough to run inside
your sleeve and a neat clip keeps it
in place. VOX can also be used in
conjunction with the earphones,
thus in a people environment,
your actions would appear normal.

The clever creators of Galaxy have
also installed an automatic energy
saving function which saves even
more battery life. The life of the
lithium iconic battery is about 15
hours, however, if the unit fails to
receive any signal in five seconds,
it automatically switches to its
energy-saving mode. It will
continue to receive signals as usual.
A full recharge is recommended -
this can take around 12 hours.

With a continuous 12-hour AM-PM,
back-lit screen display function,
auto squelch, a channel scanning
device key, and adjustable band,
the Galaxy is very, very good. It is
simple to use and the screen
displays are big and readable.

ST
: [ Galaxy
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For those who are ultra-creative,
we believe it is possible to change
the built-in frequencies, though it
is not recommended.

The unit can be cleaned with a soft
cloth, do not use thinner or any
detergent or allow any continuous
water to breach its surface. The set
comes with easy-to-follow
instructions and general advice. It
is ready to use in seconds and
besides making an excellent covert
surveillance tool, the unit would
be of use in other environments,
business, walking, shopping, and
staying in touch with friends and
youngsters.
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Usual Price - £129.99 $260.00
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counter measures 4

What can the average person do to disc

TOP! Don’t buy that wiretap

locator gadget from the mail-

order catalogue. It’s not

effective. Don’t call the

experts to check your phone
lines. Not yet.

You are the average person. You're
not involved in industrial espionage or
government intrigue. You suspect an
acquaintance, neighbour, or even a
family member of being the culprit. You
stand a good chance of discovering the
eavesdropping device yourself.

Basic wiretaps are just that - attach-
ments to the telephone wires.
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Most amateur taps can be found just
by looking at the wiring. There is no
need to touch. In fact, you should
never touch or tamper with unfamiliar
wiring, or wiring which does not
belong to you.

KNOW WHAT YOU ARE LOOKING AT

Household telephone wiring generally
contains four pieces of wire in one
cable. The cable is usually round. The
inner pieces of wire are coloured: red,
green, yellow and black. The red and
green wires carry your calls. The yellow
and black wires may be used for a
second phone line, to carry power to
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phone taps

by Kevin D. Murray -
CPP, CFE, BCFE

another telephone device, or not used
at all. You will not normally see the
yellow and black wires attached to the
red and green wires (a possible sign of
a wiretap). Try to visually inspect every
foot of this wiring.

KNOW WHAT YOU ARE LOOKING FOR

Look for attachments to the wiring -
either at wire connection locations or
spliced into the cable. Attachments
include: cassette tape recorders,
electronic parts on a small boards,

(5 it

small boxes and different looking
wiring leading to other areas. You
might even find evidence (stripped or
damaged cable) of a wiretap which has
been removed.

An electronics or spy store catalogue
can provide a pictorial guide to the
amateur wiretapping / eavesdropping
devices you might find. Check on-line
using search terms like ‘spy shop’
‘digital voice recorder’ ‘wireless micro-
phone’ ‘surveillance camera’ etc. >

Unfortunately telephone intercepts made
by the government are almost impossible
to detect - but they can be prevented
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This air vent opening has been used by the telephone
J/\ company to thread the line into a house. It also offers
/j +~“the eavesdropper an ideal location to conceal a line-

attached bug

WHAT IE...?

If you find anything that arouses your
suspicions, don’t touch it. Photograph
your find immediately. Do not confront
your suspect. Contact your local
telephone company, or law enforce-
ment agency for further assistance.

If you don’t find anything, it does not
automatically mean that you are
wiretap free. A previous tap could have
been removed before your search, or
the tap may be well hidden. If your line
is clean it is possible that your conver-
sations are getting out in other ways.

Consider these possibilities: room
bugs, false friends, or perhaps the
person you are talking to is wiretapped,
using a cordless phone or in a place
where people nearby can overhear the
call.

REVENGE VIA DIRTY TRICKS

Leaving the phone off-hook (next to a
playing radio) can fill an eavesdrop-
per’s tape recorder with useless noise.
You may even make the machine run
out of recording time.

Prearrange phone conversations in
which you pass false information. You
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can drive eavesdroppers nuts by pulling
the right strings.

If you are worried about a bugging
device that might have been placed
inside your phone, replace it with a new
one fresh from the store. Seal the screws
which hold the new phone together
with Krazy Glue® (Super Glue) so that it
can not be opened and tampered with
in the future. Continue to use your
regular phones for general calling. When

If you believe your
phone is tapped, use
a digital cell phone
or public call box

you need to make a confidential call, use
a digital cellular phone.

CAVEAT

You can never be 100% sure about your
telephone privacy. However, with a
little knowledge you will have the edge
over the amateur wiretapping crowd.

© Kevin D. Murray Murray Associates, PO
Box 668, Oldwick, NJ 08858 908-832-7900




THE NEW PEARL HARBOR

Disturbing Questions About T

Bush Administration and 9

David Ray Griffin
Arris Books
ISBN 1 84437 036 4

i1

David Griffin sifts through the
evidence about the attacks of 9/11 -
stories from the mainstream press,
reports from abroad, the work of
other researchers, and the sometimes
contradictory words of the White
House. He believes that untruths
were told and are still being told
about what exactly took place on the
eastern seaboard of the United
States.

The author asks a great many
questions surrounding the tragedy,
including why the USAF did not
scramble jets when radio contact was
being lost with the commercial
flights. It’s a good point, but Griffin
seems not to understand the
confusion that prevailed and the
breakdown of communication
between military and civil authorities.
The speed of the attacks may also

A S B

have played its part, with many
senior Pentagon officials unsure of
what was happening.

Griffin is a Professor of Philosophy of
Religion in California; he should
therefore reflect on human failures
and uncertainty in countering actions
that defy logic or reason. Hindsight is
a wonderful thing and he would do
well to remember that. Still, 7he New
Pearl Harbor a is mind-boggling
read, though not without obvious
failures of its own. But for those
researchers who have asked many
questions pertaining to the incidents,

Griffin’s book is an A-Z.
&
i

Available from Eye Spy
ES/972 £12.49 $25.00

UNDERSTANDING INTELLIGENCE
IN THE 21ST CENTURY

journeys in Shadows

L.V. Scott and Peter Jackson
Routledge

ISBN 0 714684228

Intelligence has never been more
important to world politics than it is
now at the opening of the twenty-
first century. The terrorist attacks on
the United States, along with the
politics of the second Gulf War, have
brought intelligence issues to the
forefront of official, academic and
popular discourse on security and
international affairs. The emerging
challenges posed by new forms of
terrorism, together with the issues
raised by the war in Iraq, have shown
the value and limits of secret
intelligence generated fresh
controversies for its proponents and
for its critics.

The splendid collection of intelli-
gence gems covers specific services,
major events (both historical and
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modern), clandestine operations,
hunters and gatherers, surveillance,
fact and fiction. Above all it offers a
journey into the maze of the secret
world of the spy, and is packed with
references and important studies. At
journey’s end you are without doubt
more informed about intelligence,
and a little wiser as to who obtains
material, and the many ways it has
and is used today. For good measure
the authors debate ethics, though the
topic is in itself as complex an issue
as any in this most important book. A
must for the professional and
enthusiast alike.
Available from Eye Spy %
ES/973 £20.00 $38.00 [ ¢/
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AFFORDABLE SECURITY

A Do-It-Yourself Guide to Prot
Your Home, Business, and Automobile
Steven Hampton

Paladin Press

ISBN 1 58160 461 0

In this complete, hands-on-guide,
security expert Steven Hampton,
author of Modern High-Security

R Do-It-Yourself
Buide to
Protecting Your
Home, Business,
and Automahile

Rl B A 5 E S

Locks, tells you everything you need
to know about how to secure your
home, business, car and more -
without breaking the bank! Afford-
able Security offers all the tips and
insider advice of the topnotch
security seminars at a fraction of the
cost, from basic, practical,

low-tech security measures that have
withstood the test of time to
sophisticated commercial perimeter
alarm systems and motion detectors.

Hampton walks you through a
comprehensive evaluation of your
security status using “security review
checklists” that will help you access
your property’s vulnerability from
every angle, just as a security
professional - or a professional
burglar - would. Once you have
identified the holes in your security,
Hampton shows you how to shore it
up, from securing doors, windows,
yards, sheds and garages using
simple but little-known tricks of the
trade, to creating safe and effective
indoor and outdoor lighting
solutions and selecting the right type
of perimeter alarm system / motion
detector to suit your needs. Finally,
he examines the pros and cons of
professional versus do-it-yourself
alarm installation, providing a
complete crash course in installing
your own system for those so
inclined.

Available from Eye Spy
ES/974 £35.00 $50.00

DICTIONARY OF TERRORISM
Second Edition

John Richard Thackrah
Routledge

ISBN 0 415 29821 0

This is a truly remarkable book
brought up to date as the menace of
terrorism now begins to bite into the
very fabric of society. It is a colossus
of a work that easily ranks with the
very best reference books on
terrorism and includes just about the
most deadly collection of individuals
and groups you could ever wish to
meet. However, the author has also
studied terrorist modus operandi,
state-sponsored terrorism and the
measures now being taken to stamp
out this deadly phenomena.

Thackrah has meticulously refer-
enced each section of the book and
with an authoritative bibliography to
supplement each reference, the
reader is provided with a wealth of
intelligence. >

75




PICTE

Dictionary of Terrorism includes:

¢ Individual terrorists: Abu Nidal,
Yasser Arafat, Carlos the Jackal,
Osama bin-Laden, Unabomber plus
many, many more

¢ Terrorist organisations and
structure: Al-Qaida, Farc, Hizbullah,
IRA, Shining Path, (to name but a few)
¢ Terrorist incidents: Bali, Oklahoma,
9/11, Lockerbie, Omagh...

* Countries affected by terrorism:
Colombia, Iraq, Israel, Northern
Ireland...

* Types of terrorism: Bio-terrorism,
cyber-terrorism, eco-terrorism...

* Measures against terrorism: CIA,
counter-terrorism, Europol, FBL...

* Forms of political violence: Civil
war, ethnic conflict, kidnapping...

* History of terrorism

¢ Psychology of terrorism: Terrorist
beliefs, terrorist types

Terrorism is one of the primary
concerns of the modern world and is
increasingly becoming a major factor
in all international relations in the
21st century. If you buy just one
reference book on this subject,
Thackrah’s painstaking research
makes this an obvious choice.

Available from Eye Spy .&
ES/975 £25.00 $48.00 ;

THE ENCYCLOPEDIA OF THE
WORLD’S SPECIAL FORCES
Spellmount

ISBN 1 86227 213 1

Since the advent of special forces
units in WWII, governments and
armies have trained small, elite teams
of soldiers to perform operations
deemed too risky or demanding for
regular troops. Training to enter the
special forces is harsh and extreme,
and the few who enter the ranks of
the elite can expect a life of
operational danger. Special forces
missions include counterinsurgency,
hostage rescue, sabotage, spying,
covert surveillance and force

ambush. Most of these operations are
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performed deep behind enemy lines.
With a battlefield effect out of all
proportion to their numbers, special
forces today are usually the first to
combat and the last out.

This heavily illustrated book, packed
with hundreds of colour photo-
graphs, provides a fascinating and
unique look into the world of such
soldiers. As a reference guide, it is
truly remarkable. Units are arranged
by the type of mission that they
specialise in; Sea, Land, Air and

THE

ENCYCLOPEDIA OF THE

WORLD'S

HISTORY
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Counter-Revolutionary Warfare. Each
entry includes detailed and authorita-
tive information about the unit, its
history, tactics, weapons and
equipment used, and many have
extraordinary accounts of operations.
A special section on the training and
selection methods of a few elite units,
including the US Delta Force and
British SAS, details just what it takes
to become a member of the elite.

Edited by former special forces
soldiers, this full-colour book is
highly recommended.

Available from Eye Spy &
ES/976 £28.50 $55.00 [/

THE 9/11 COMMISSION REPORT
Omissions and Distortions

David Ray Griffin

Arris Books

ISBN 1 84437 057 7

Unlike Griffin’s The New Pearl
Harbor, this book tends to be more
constructive than destructive, though
he often takes time out to walk into a

Omissions and Distortions

y
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DAVID RAY GRIFFIN
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world where conspiracy and political
secrecy seem joined at the hip.
Nevertheless, it is compelling and
controversial.

The author takes a cold and
calculated look at the recommenda-
tions of the 9/11 Commission, and
points out that its final report is not
as accurate as most commentators
believe. Indeed, he says there are
“holes where there should be detail”,
calls the Commission report
“shabby” and begins to question the
whereabouts of Donald Rumsfeld on
the morning on 9/11.

Griffin accuses the US Government
and some of its ministers of lying.
Just what about is unclear. And while
he offers no evidence for this, he
does pose some interesting ques-
tions. The author seems to have a
‘bee in his bonnet’ about President
George Bush and his inner circle.
Had he stuck to an agenda of
identifying the facts, among other
things, this work could have been
taken more seriously. As it is, those
who monitor the industry of the
White House and Pentagon are
probably still trying to work out what
exactly is Griffin's gripe. The
Commission’s 567-page report was
informative and offers much further
reading. Clearly such an event
demanded more than this number of
pages, but the report had to end
somewhere. Had Griffin focused on
areas that he believed demanded
more attention, then embarked upon
a search for answers, his book could
have been a gem. It has stimulated

debate.
&

Available from Eye Spy
ES/977 £15.00 $30.00

CHATTER

Dispatches from the Secret World
of Global Eavesdropping

Patrick Radden Keefe

Random House

ISBN 1 4000 6034 6

Chatter is the story of Patrick Keefe’s
efforts to understand how chatter
works: who can listen in and how
they go about it. It is the story of an
epic struggle between two abstract
concepts - security and privacy -
which is playing out amid lightning-
fast technological and social change.
It's also a story about government
secrecy.

Keefe journeys from the NSA's
communication base, Menwith Hill in
the Yorkshire Dales, to an abandoned
spy station in rural Appalachia to the
corridors of power in Washington
and London. Along the way, he meets
eavesdroppers who spend their time
listening to other people’s private
conversations, former spies who
believe the United States has invested
too much money in electronic
intelligence and not enough in
human spies on the ground, and the
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band of journalists who first brought
the story of Echelon to light.

Chatter is both a terrific narrative
nonfiction debut and an important

work of investigative journalism |
about a topic that has been hushed

up by politicians and overlooked by

the American media.

Available from Eye Spy
ES/978 £25.00 $35.00

THE DECEIVERS

, Donald

Maclean, and

Yale University Press
ISBN 0 300 10416 2

The hardest and most bitterly fought
confrontation during the Cold War
was on the espionage front. Among
the most sensational espionage cases
of this period were those of
Moscow’s three British spies - Kim
Philby, Donald Maclean and Guy
Burgess.

During the 1950s, Philby, Maclean
and Burgess were recruited as spies
by the KGB during their studies at
Cambridge University, and provided
information to the USSR for nearly 20
years until they defected to Moscow
to avoid capture.

In the excellent book, Hamrick draws
on recently declassified information,
concealed for almost 50 years, to
reconstruct the complex series of

Hamrick




R E L-E-A S5E S99

B0 K

R ELEASES -

events that led British intelligence to
identity all three as Soviet agents.

Basing his argument primarily of the
Venona archive of broken codes,
released in 1995-96, as well as on
complementary Moscow and London
sources, Hamrick refutes the myth of
MI5's identification of Maclean as a
Soviet agent in the spring of 1951.
Instead he suggests that British
intelligence knew much earlier than
this, but concealed that knowledge in
a 1949-1951 counterespionage
operation that deceived Philby and
Burgess. Hamrick also introduces
compelling evidence of a 1949-1950
British disinformation initiative using
Philby to mislead Moscow on Anglo-
American retaliatory military
capability in the event of an attack on
the West by the USSR.

Hugely entertaining and well
researched, Hamrick breaks new
ground in interpreting the final
espionage years of three infamous
spies and in clarifying 50 years of
conjecture, confusion and error in
Anglo-American intelligence history.

Available from Eye Spy é
ES/979 £22.50 $45.00 §~
.

WIRELESS SECURITY
Merritt Maxim and David Pollino
RSA Press

Reduce the risk of security breaches
and keep your wireless communica-
tions safe with the help of this
comprehensive guide. Written in
conjunction with wireless security
experts, this authoritative resource
provides a clear background of how
wireless technology works world-
wide, explains current key security
protocols, shows you how to deploy
a wireless LAN (Local Wireless
Network), and much more.

RS/\

Wireless
security

Merritt Maxim & Bavid Polling

You will understand the full range of
wireless network vulnerabilities and
learn the characteristics of specific
threats such as eavesdropping and
wireless denial of service attacks. You
will also discover how to securely
access business applications from
wireless devices, gain real-world
knowledge through numerous
detailed wireless implementations,
and preview emerging technologies

including 3G (third generation
networks).

This book will show you how to:

* Identify threats unique to wireless
systems

* Design and implement a mobile
security plan to keep hackers out

* Enable secure access to corporate
applications through wireless devices
* Identify the various layers of

wireless network protocols - physical,

network, and application layers

* Learn the differences in wireless
technologies around the globe

* Recognise the vulnerabilities in
today’s wireless technologies and
take steps to prevent against threats
* Alleviate data security risks
associated with PDAs, cellular
handsets, and other wireless devices
* Determine which security
architecture is best for accessing
corporate applications from wireless
devices

* Build a successful wireless security
infrastructure using existing
technologies

Available from Eye Spy 43
ES/980 £25.00 $49.99
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SPIES, LIES AND WHISTLE-
BLOWERS

MI5, MI6 and the Shayler Affair
Annie Machon

The Book Guild Ltd

ISBN 185776 952 X

Former MI5 officer Annie Machon
worked for the Security Service’s
political and counter-terrorism
department. This work reflects her
own unease about the work
conducted by MI5 and MI6. Drawing
upon numerous controversial
episodes involving both services,
Machon launches into what any
reader would perceive as a calamity
of errors and illegal operations
performed by the UK’s intelligence
services.

Together with long-standing friend
David Shayler, a former MI5 officer,
the book examines case files and
operations that include assassination
attempts in Libya, avoidable terrorist

attacks in the UK, monies ending
with al-Qaida bankers and much
more.

The sad fact is that the book is a one-
way tirade against the intelligence
services from the inside cover to the
back cover. Yet it is a very good read.
Fair and balanced? Probably not. A
revealing insight into the world of
the spy? Yes.

Available from Eye Spy @
ES/981 £22.50 $48.00 [0
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Test Your Network Security & Forensic SKills

HACKER’S CHALLENGE 2

Test Your Network Security and
Forensic Skills
McGraw-Hill/Osborne

ISBN 0 07 222630 7

Do you have what it takes to keep
hackers out of your network? This
unique volume tests your computer
forensics and response skills with
real-life security incidents as told by
top-tier security experts. In an
entertaining and informative style,
this book addresses key security
topics, including Denial of Service,
malicious code, Web application
attacks, wireless technologies, insider
and outsider attack and more. Each
challenge unfolds like a chapter from
a novel and includes details of the
incident - how the break-in was
detected, evidence, and background
such as log files and network
diagrams - and is followed by a series
of questions to be solved.

In Part II there is a detailed explana-
tion of exactly what was happening
in each incident and the answers to
the questions posed in Part I, along
with prevention and mitigation
methods. After reviewing the log files
included in the challenge, propose
your assessment: How could the
employees have approached the
initial investigation differently that
may have helped them get to the
culprit sooner?

An interactive book that gives you the
edge in defeating the underworld of

the hacker.
&
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Available from Eye Spy
ES/982 £25.00 $48.00

CYBER ALERT

How the World is Under Attack
from a New Form of Crime

Peter Warren and Michael Streeter
Vision Paperbacks

ISBN 1904132626

Anyone with an email account
receives numerous virus-ridden files
and requests to give away their
personal details, but this is just
scraping the surface of what is
known as cyber crime. From taking
websites off the internet to hacking
into government infranets, and even
moving satellites, internet crime is
increasing in epidemic proportions.

It has taken software manufacturers
and law enforcers years to catch on,
but the fight against the cyber
criminals has now begun for real.
With exclusive access to the work of
the new National High-tech Crime
Unit and the FBI's Cyber Division,
Peter Warren and Michael Streeter
track the attempts by these whiz-kid
law enforcement officers to tackle
cyber crime.

As traditional organised crime is
waking up to the huge criminal
potential of cyber space, Cyber Alert
details where they will strike next,
who is trying to stop them and how
we can protect ourselves.

Available from Eye Spy é

ES/980 £12.99 $25.00

USA and UK prices include
postage and packing, and air
mail delivery. Please use order
form on page 82

For our complete collection,
please visit:-

www.eyespymag.com
While every effort is made to
despatch books immediately,

some specialist titles can take
up to 28 days for delivery



he crowds gathered outside
the Cabinet War Rooms in
King Charles Street,
London SW1, to greet Her
Majesty Queen Elizabeth as
she arrived for the official
opening of phase 2 of The Churchill
Museum; the world’s first museum solely
dedicated to the life and legacy of Sir
Winston Churchill, voted the “Greatest
Briton” by the British public in a BBC
2004 poll of Great Britons. It was a
particularly poignant time to open the
new museum celebrating his life, for 2005
marks the 40th anniversary of his death.

On hand to greet the Queen were,
Winston Spencer Churchill, the grandson
of Sir Winston Churchill and, Phil Reed,
Director of the Churchill Museum and
Cabinet War Rooms.

“Churchill was an icon whose fame and
significance still transcends class and
generations,” said Mr Reed. “The young
Queen Elizabeth was present at Church-
ill’s state funeral - the first for a com-
moner for over a hundred years and so it
is a particularly poignant and historic
gesture that she should have here the
person to open his museum. We are very
grateful and proud that our tribute to the
great man has been honoured in this way.”

In 2003 phase one of the museum (see
Eye Spy 17), a suite of rooms including
Churchill’s dining room, kitchen, Mrs
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Churchill’s bedroom-come-office and a
war time map room were opened to the
public.

Phase 2 of the museum has fittingly
been set alongside the very rooms from
where Churchill directed Britain’s war
effort. The museum moves beyond the
readily recognisable perception of
Churchill “the wartime leader” to discover
the real man behind the legend.

The museum contains 172 objects
including previously unseen photographs
and personal documents such as his early

school reports, love letters from his wife
Clementine and the ransom note for the
escape of Churchill from a South African
prisoner of war camp. Other unique
articles include items of clothing, such as
his trademark red siren suit, his iconic
spotted bow tie and famous hat and
trademark cigar, displayed in over 9000
square feet of exhibition space.

The centrepiece of the attraction is the
diagonally placed electronic lifeline table,
a computerised filing cabinet with
thousands of virtual files relating to each
year, particular months and certain days
in his life. The lifeline is a huge interactive

touch screen; there is a touch strip at the
edge of the lifeline, which, when activated
will bring up documents, data, films,
photographs and sound tracks that relate
to Churchill’s life.

The lifeline is surrounded by the five
chapters chronicling Churchill’s life:
Young Churchill 1874-1900, Maverick
Politician 1900-1929, Wilderness Years
1929-1939, War Leader 1940-1945, and
Cold War Statesman 1945-1965.

The museum, which cost £6 million
pounds ($12) to build, was achieved
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purely through gifts from private individu-
als and trusts from the UK and USA. The
project received no official funding.

The Churchill Museum was designed by
exhibition, museum and interior design-
ers Casson Mann. That the research and
development alone cost three million
pounds, is reflected in the cutting edge
audio-visual displays. The phase 2
exhibition took two and a half years to
design and build, however the whole
project (phase 1 & 2) took over ten years
to come to fruition.

Special guests on the opening day
included, Lieutenant Colonel Anthony
Mather, Officer Commanding the bearer
party at Churchill’s funeral, Elizabeth Nel,
Churchill’s personal secretary during
WWII, Lady Williams of Elvel, personal
private secretary to Churchill, Olive
Margerison, secretary to General Hollis
(head of the war cabinet secretariat), Lady
Jacqueline 1liff who worked closely along
side Olive Margerison as a secretary and
Wendy Maxwell, secretary to Ian Jacobs
(military secretary to the war cabinet).

One of the most interesting aspects of
the exhibition is the glimpse into the
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private side of this very public man.
Churchill the writer, whose works
included a four-volume history of the
English speaking peoples. He was a
prolific writer, and few people are aware
that he is the only statesman to have won
the Nobel Prize for Literature, which he
received in 1953, for his mastery of
historical and biographical description as
well as for brilliant oratory in defending
exalted human values.

Churchill the artist, who loved nothing
more than escaping to the Cote d’Azur in
the South of France, adored the scenery
and light and spent many hours painting

COMMENTS

“Churchill’s emotions would often come
through as be dictated, sometimes a
twinkle, sometimes a tear, but always
with an emotional n@egbﬂ uo‘ae £
Elizabeth Nel.

4*

“It dzd not occur o us"'tbat we we;'e

being brave we just felt lucky tlm; we
had this marvellous, exciting jobwbicb
took us all-over the world.” (311ve ‘
Margerison.

“To have commanded the bearer party
for the state funeral of Sir Winston
Churchill was a nerve racking duty but
an enormous privilege.” Anthony Mather

the stunning views. Examples of his oil on
canvas paintings are displayed along with
his paint palette easel and brushes.

The museum is a fitting tribute to this
great man, however it could have been
further enhanced if there was some form
full-scale three-dimensional figure, such
as a waxwork or sculpture of this larger
than life character. A perfect position for
such a sculpture would have been along-
side the actual door from 10 Downing
Street from Churchill’s time in office,
which is on display in the exhibition.

The museum is a fascinating insight into
the personality and life of one of the
world’s most famous men. A complex
man whose spirit, nuances and character
are displayed in this engaging state of the
art tribute.

© Belinda Warren 2005

The Churchill Museum and Cabinet War
Rooms can be found at Clive Steps, King
Charles Street, London SW1A 2AQ.

Tel :020 7930 6961 www.iwm.org.uk

Open daily 09.30 -1800, sound guides
provided free of charge. Nearest Underground
Station, Westminster or St. James’s Park.
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including the security of their
own home. A basic understand-
ing of Electronic Security
Systems allows the professional
to understand the built-in
protection capabilities as well as
common techniques used to
defeat these systems.

13. PHOTOGRAPHY: A profes-
sional in this field needs to
understand the capabilities,
techniques and use of digital and
film photography. In some cases
the professional will choose to
use the role of a photographer
or journalist as a cover for their

The ability to leverage psycho-
logical techniques is one of the
most important skills a profes-
sional can have. By using such
social factors as sex, love and
friendship to their advantage,

the professional can gain a lot
more information than with
physical operations. It is
extremely important to under-
stand that the vast majority of
intelligence operations do not
include violence, but the
manipulation of information
through social factors.

covert activities. Very simply a
photographer can take photos of
the target without arousing
suspicion. A journalist can ask a

15. SURVEILLANCE: The
professional must have a

4 /\\

lot of questions and can easily
acquire a motive for his so called
investigations. Selecting, using
and interpreting the output of
photographic equipment is
another critical skill set needed
to succeed in this field.

14. PSYCHOLOGY: The
professional must have a basic
understanding of psychology.

complete understanding of the
equipment and techniques used
to conduct surveillance. This is
probably the most important
technical knowledge to have, as
it involves the acquisition of
information. A conversation
caught on tape has tremendous
value, and can be easily used to
bring down politicians, or
manipulate public officials and
other targets. Modern technol-
ogy for the use of surveillance is
highly sought after and is usually
developed by intelligence and
secret agencies.

that is accessible from any
worldwide location allows the
operative to have quick access to
funds in case of need. A profes-
sional should be knowledgeable
in the techniques used to
acquire such bank accounts and
funds.

16. BANKING: The professional
must understand electronic and
offshore banking. This knowl-
edge is required to trace funds,
discover money laundering
operations and other financial
transaction activities involved in
investigations. A bank account

www.Spy-Ops.com
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