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In 2004, al-Qaida’s
brilliant codemaker was
arrested... information
found on a computer led
police to London and the
‘GAS LIMOS PROJECT".
Mi5 discovered plans to
bomb several buildings in
| the UK and United States,
) including the World Bank
headquarters in Washing-
fon DC...
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of surveillance and intelli- \
gence gathering and what
every trainee should know |

New Series where readers
can build or convert ordinary
instruments into spy tools

NORWAY

2 T :
, FINLAND
Torshava ¥ p ol .
% Taeoc iands :

SWEDEN!

SHETIAW

The contract
‘spooks’ plying

¥ their trade across
the globe

ISSUDE 44, 2006 -



VOLUME VI NUMBER FOUR 2006 (ISSUE 44) ISSN 1364 8446
FRONT COVER MAIN IMAGE: US ARMY

C ONTENTS

6 Mystery of MIi6’s Crest - Solved
The mysterious ‘brain’ crest attributed to Britain’s
Secret Intelligence Service is authentic

0 A Spy’s Blood Money
A European Court rewards George Blake - one of
Britain’s most notorious spies for his treachery

2 “l ;WL» [ a,l )”v'}(‘n""‘ r\int

Details unravel of an al-Qaida operation that mirrors a
400-year-old plot to blow up the Houses of Parliament

8 Barnham - Photo Specia
In the late 1950s, Britain redesigned an air base to
store its nuclear missiles. lts life was short lived, but
visitors to a sleepy area of England can still experience
its eerie past. The story of Barnham

2 Bridge to North Africa

MI5 and Scotland Yard raid a London restaurant and
arrest several suspects of trying to recruit civilians to al-

Qaida terror cells in North Africa + 4 Azzam the American » 7 S|r Mansfield Cumming * 10 George Blake
* 12 Omar Khyam * 28 Noor Khan ¢ 58 Igor Sutyagin * 62 Roger Hunting
56 Winter Cormneth * 71 Fred Cohen

A few tips from our survelllance experts that will keep ‘ AL
your windscreen clean, your body warm, and details of SOme mb\d@ f@@TU@S

A e PSR O 4 Intelligence Briefings; 8 Inteligence Extra; 24 Intel Trade Book Store; 30 Back Isstes;

5 8 _ 58 Intelligence Extra; 60 Subscribe; 74 Book Releases; 80 Eye Spy Trade Shop
{1k i ty Spying

A Ieaked repor‘t suggests MI5 is finalising plans to help \/ P\/ IT R‘AL
universities spot suspected terrorist recruiters using the

campuses of seats of learning to recruit students

62 The Eniamas n this information-packed edition of Eye Spy, readers
3 s will find three specially commissioned features on

tradecraft and the intelligence services. We receive

dozens of enquiries each month from readers wanting to learn more
about the training potential operatives undertake as they endeavour to
carve out a career in the security services. So what's it really like?
68 Cvber Terrorism Training techniques are carefully guarded secrets, but we can relate

basic scenarios and reveal a few tips from the real spooks who ply their

trade in countries across the world.

A fascinating story about the recovery and restoration
of WWII Enigmas from the German U-85 sunk over half
a century ago. David Hamer reports from Fort Meade

Kevin Coleman examines the evolving threat of cyber
terrorism - its history, destructive power and the steps
that can be taken to halt the hackers. Part 9 of the

series - ‘Understanding Intelligence’ A new series of DIY Spycraft begins in this edition. In coming issues

readers can learn from our experts who have spent years adapting
ordinary devices and turning them into more powerful tools. Use the

78 PowerMonkey - Product Review material responsibly!
An absolutely terrific device that is set to take the

market by storm - the PowerMonkey --an emergency
battery charger that can be used anywhere

There's just time for me to mention our new INTELLIGENCE MAGAZINE
subscription card. All new and existing
subscribers can use the card to save money
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THE AL-JAZEE

Two former UK officials face April trial for Al-J

date has been set for the
trial of former Cabinet
Office spokesman David
Keogh and former
parliamentary researcher
Leo 0’Connor, who are accused of
violating Section 3 of Britain’s Official
Secrets Act by leaking a secret
memo in which President Bush was
said to have told Prime Minister Tony

R Blairin April 2004 of a plan to bomb

Arab broadcaster Al-Jazeera at the
height of the US campaign against
Iragi insurgents in Fallujah.

Journalists will be banned from the
trial, according to a ruling made by
Judge Richard Aikens back in July
2006.

Charaed With Treason

Azzam the American becomes the first US citizen charged with treason since WWI|

dam Gadahn, a 28-year-

old California man has

been charged with

treason and providing

material support to a
terrorist group for making a series of
propaganda videotapes for al-Qaida,
including one in which he praised
the hijackers involved in the 9/11
attacks and referred to the United
States as “enemy soil.” Gadahn is
the first person to be charged with
treason against the USA since the
World War Il era.

The charges filed in the Central
District Court of California say Adam
Gadahn, also known as ‘Azzam the
American’, “gave al-Qaida aid and
comfort... with intent to betray the

United States.”

In October the FBI added Gadahn to
its Most Wanted Terrorists List. The
US Department of State is offering a
reward of up to $1 million for
information leading to Gadahn’s
arrest.

Most Wamted
lerTorists

Aliases: Abu Suhayb Al-Amriki, Abu Suhail Al-Amriki,
Abu Suhayb, Yihya Majadin Adams, Adam Peariman, Yayah,
Azzam the American, Azzam Al-Amriki

“Adam Gadahn represents a new
breed of home-grown extremist,
who has chosen to betray the
country of his birth,” FBI Executive
Assistant Director Willie Hulon said
during a press conference in
Washington DC.

Gadahn appeared in a videotape
broadcast in 2004 in which he
identifies himself as “Azzam the
American.”

EYE SPY

A former resident of Orange County,
Gadahn appeared in a series of
videotaped segments that were
broadcast between October 2004
and September 2006. In the first
tape, Gadahn is wearing black
sunglasses and a headdress
wrapped around his face. He
identified himself as Azzam the
American and announced his
relationship with al-Qaida. “The
streets of America shall run red with
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AFFAIR

mbing’ memo leak

President Bush at 10
Downing Street during
his state visit

Keogh and 0’Connor are alleged to
have disclosed part of a transcript in
which Prime Minister Tony Blair
apparently resisted a proposal by
President George Bush to bomb the
Qatar-based satellite station - this
after the station broadcast images
of civilians lying dead in Iraq.

According to the charges, Keogh
allegedly gave the memo to
0’Connor at some point between 15
April 2004 and 29 May 2004. The
Daily Mirror then ran a story relating
to the affair, noting that ‘sources’
“disagreed as to the seriousness” of
Mr Bush’s suggestion.

A White House spokesman called the
report “outlandish and inconceiv-
able.” Downing Street said it had “no
information” about any proposed US
action against Al-Jazeera.

Both Keogh and 0’Connor deny the
charges.

MAKING A KILLING

THE EXPLOSIVE STORY OF

| AVAILABLE FROM

| Ref: ES/1174

CASE OF THE

n jail awaiting trial for the

abduction and murder of 11-year-

old Carlie Brucia in 2004, Joseph

P Smith wrote an enciphered

message to his brother. In it,
Smith replaced letters of the
alphabet with a series of one or two-
character combinations of numbers
and symbols. He also wrote the
message from right to left, starting
at the bottom of the page and
working his way up.

The letter was sent to the FBI
Laboratory, where cryptanalysts
quickly deciphered the code, which
held incriminating references to
hiding evidence and moving the
girl’s body. It also contained an
admonition to keep quiet: “DE-
STROY THIS AFTER DECIPHERING
[T AND SHUT UP” Smith was

Breaking jail man’s code reveals deadly clue

CODED CLUES

T R R e e

A AP g A

convicted in 2005 and received the
death penalty for his crimes.

The case was one of the many
investigations last year by the
Laboratory’s Cryptanalysis and
Racketeering Records Unit. And it's
one of scores of investigations and
success stories contained in the
Laboratory’s 2005 Report.

UK £20.00 USA $40.00 ROW £22.00

blood,” Gadahn said on the 2004
broadcast.

In a broadcast in 2005, around the
fourth anniversary of the 9/11
attacks, Gadahn called the attacks
“blessed raids” and discussed the
“jihad against America.” Earlier this
summer, Gadahn appeared in a
videotape that also contained
statements from al-Qaida leaders
Osama bin-Laden and his deputy,
Ayman al-Zawahiri. More recent
propaganda broadcasts aired on 2
September 2006 and on the fifth
anniversary of 9/11.

FBI Deputy Director John Pistole
said Gadahn’s indictment for
treason and material support for
terrorism prompted his elevation to
the Most Wanted Terrorists List.
“Gadahn is considered a high value
target, which puts him high on the
FBI's radar screen,” Hulon said.
“This intense exposure limits
Gadahn’s operational ability, but he
still poses a different kind of threat
as a communicator for al-Qaida.”

BEYE SPY ISSUE 44,

FBI Deputy Director John Pistole

Gadahn is probably in hiding in
Pakistan or Afghanistan.

Gadahn’s treason charge is
controversial in nature and strikes a
chord with the strange affair of
fascist William Joyce, alias ‘Lord
Haw-Haw’. Throughout much of
WWII, Joyce broadcast to Britain
and America from his ‘beloved’
Germany - often mocking the public
and government. Far from unnerving
the populace, his bizarre rantings
made him somewhat of a cult figure
and his speeches were listened to
by millions of people.

2006

Joyce fled Britain in 1939 just one
week before the outbreak of WWII -
this after he was tipped-off he might
be interned. He had already become
a dedicated supporter of Adolf Hitler.

Friends in Germany put Joyce in
contact with Dr. Erich Hetzler -
Private Secretary to Germany’s
Foreign Minister von Ribbentrop.
Two weeks after the outbreak of war
he was appointed editor and speaker
for the German transmitters for
Europe at Berlin’s Charlottenburg.

His infamous broadcasts began -
“Germany Calling... Germany
Calling” and soon the propaganda
flowed. Tales of “betrayed Britons”
and ghostly “fifth columnists”
ensued. Throughout this period, his
anti-scemitism never stopped.

He was captured near Flensburg
after the war and news of his arrest
stirred-up hysteria in the press. The
media immediately branded him a
traitor. Interestingly, just one day
before he was flown back to Britain,

William Joyce alias Lord Haw Haw

the Government passed the Treason
Act 1945.

Charging Joyce with treason meant
only one thing - death. However, it
was not straightforward - Joyce was
born in America, raised in Ireland
and took German nationality on 26
September 1939. He was ultimately
charged with treason from 3
September 1939 to 2 July 1940...
the date when his UK passport
expired. After his execution, Joyce
was buried in an unmarked grave in
the grounds of London’s Wands-
worth Prison.




MI6 AND ITS M

ye Spy’s feature on intelligence
and security crests certainly
attracted a great deal of interest.
So too did our giant intel crests
poster which was warmly
received by hundreds of readers.
But not everyone was happy! Two
Canadian intelligence officers wrote to say the
NORAD crest should be flagged a joint USA-
Canadian crest (on the poster it states USA).
We also received a few e-mails from intelli-
gence services wanting to know why their
crest or seal never appeared. Unfortunately we
did write to over 100 services but many failed
to respond, or simply said “no crest exists”.
However, since then, many services have
forwarded images so a new feature and
second poster is being planned for next year.

We also received
dozens of
messages and
letters from
military personnel
requesting a
similar exercise be
done for interna-
tional armed
forces. That's a
huge task in that
thousands exist!
It’s likely that Eye
Spy will feature special forces and elite units
in a future edition.

The NORAD crest

should also have

been attributed to
Canada

Yet we can now reveal what we have known
for some time - the MI6 visualisation crest

Sir Mansfield Cumming

(that's how it was identified) showing a grey
brain encased inside a letter ‘C’ after its
creator Mansfield Cumming, is authentic and
still used by Britain’s Secret Intelligence
Service. It has never been officially acknowl-
edged before, and still isn’t. The only visual
image on MI6’s web site shows an SIS logo
and UK Government crest - henceforth our
description in Eye Spy 43. Prior to the
feature’s appearance, Eye Spy consultants
agreed the crest was authentic, but obtaining
any sort of official document displaying the
crest was impossible. However, several
immaculate sources have now confirmed it is
real.

SIS

YSTERIO

The unusual crest mysteriously surfaced on
the Internet about 10 years ago, and we are
advised that even MI6 was puzzled who
obtained and uploaded the crest. We can also
reveal that other elements are missing.

The crest’s origin dates back to the time of
Captain Sir Mansfield Cumming RN, the
Service’s creator and first Chief. He used
green ink to sign his letters, a tradition that
continues to this very day. The colour green
and the letter ‘C’ feature prominently in the
crest of MI6. However, green has been a
colour associated with intelligence since the
First World War, thus it’s impossible at present
to say if the colour was incorporated to reflect
Cumming’s ink or the world of intelligence,
though the former is likely! The letter ‘C’
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The crest which first surfaced
on the Internet

It's likely the crest is inset. Evidence of air-
brushing is apparent around the ‘C’, crown
and text - Semper Occultus

encases a drawing of a grey brain - almost
certainly a direct reference to ‘intelligence’.
The brain symbol represents intellectual power
and intelligence and the capacity to acquire
and apply knowledge. Beneath the crest, two
words are evident ‘Semper Occultus’ -
translating to Always Secret - the ethos of the
Service.

GREST

Like 99% of all British Government services
(both military and intelligence), the crest is
topped by a crown. This refers to the Serv-
ice’s status as ‘crown servants’.

It's quite possible that the MI6 crest is inset
into the official UK coat of arms (used by the
Service on its web site - see our diagrams).
There is also evidence of ‘brush work’ on the
crest that indicates it was surrounded by other
details. This brush work is evident on the
image.

Eye Spy is absolutely confident that the crest
is authentic and thus ends one of the most
debated and controversial topics amongst
intelligence watchers....

EYE SPY ISSUE 44, 2006

» HE SECRET INTELLIGENCE SERVICE

The Secret Intelligence Service (SIS), also known as MI6, collects Britain’s foreign intelli-
gence. The Service is based at Vauxhall Cross in London. Its current Chief is John Scarlett
(above - inset). SIS provides Her Majesty’s Government with a global covert capability to
promote and defend the national security and economic well-being of the United Kingdom.

A BRIEF HISTORY

ritain’s Secret Intelli-
gence Service (SIS),
more commonly known
as MI6 (originally
Military Intelligence Section
6), or the Secret Service or
simply Six, is the United
Kingdom’s foreign intelligence
agency.

The origins of the Secret
Intelligence Service (SIS) are
to be found in the Foreign
Section of the Secret Service
Bureau, established by the
Committee of Imperial
Defence in October 1909. The
Secret Service Bureau was
soon abbreviated to ‘Secret
Service’, ‘SS Bureau’ or even
‘SS’. The first head of the
Foreign Section, Captain Sir
Mansfield Cumming RN,
signed himself ‘MC’ or ‘C’ in
green ink. Cumming died in
1923, but his legacy lives on -
all subsequent heads of the
Service are referred to
internally as ‘C’.

Cumming sought to ensure
that the Foreign Section of the
Secret Service Bureau
maintained a degree of
autonomy but the War Office,
in particular, managed to

exercise extensive control
over his actions. The outbreak
of the First World War in 1914
brought a need for even
closer cooperation with
military intelligence organisa-
tions within the War Office.
The most significant manifes-
tation of this was the virtual
integration of the Foreign
Section within the Military
Intelligence Directorate. Thus,
for much of the war,
Cumming's organisation was
known as MI1(c). This
arrangement did not sit well
with Cumming who regretted
this diminution of his inde-
pendence. As a naval officer
he was less than pleased at
appearing under the auspices
of the War Office.

The debate over the future
structure of British Intelligence
continued at length after the
end of hostilities but
Cumming managed to
engineer the return of the
Service to Foreign Office
control. At this time the
organisation was known in
Whitehall by a variety of titles
including the ‘Foreign
Intelligence Service’, the
‘Secret Service’, ‘MI1(c)’, the

The official UK
Government crest

‘Special Intelligence Service’
and even ‘C’s organisation’.
Around 1920, it began
increasingly to be referred to
as the Secret Intelligence
Service (SIS), a title that it has
continued to use to the present
day and which was enshrined
in statute in the Intelligence
Services Act 1994.

MI6 has become an almost
interchangeable title for SIS, at
least in the minds of those
outside the Service. The
origins of the use of this other
title are to be found in the late
1930s when it was adopted as
a flag of convenience for SIS.
It was used extensively during
the Second World War,
especially if an organisational
link needed to be made with
MI5 (the Security Service).
Although MI6 fell into official
disuse years ago, many writers
and journalists continue to use
it to describe SIS.




DELIVERY
SYSTEM NEXT
GOAL FOR
NORTH KOREA

he US government confirmed

that North Korea did carry out

a nuclear test on 9 October.

“‘Analysis of air samples
collected on 11 October 2006,
detected radioactive debris which
confirms that North Korea conducted
an underground nuclear explosion,”
said John Negroponte - the director of
National Intelligence.

Just weeks earlier, Pyongyang
successfully tested a number of long-
range missiles, one of which carried
coordinates for the island of Hawaii.
Analysts warned that North Korea is
within two-three years away from
having a rocket capable of delivering a
nuclear bomb. Analysts are also
fearful the success of the test will
prompt Iran to hasten its rush towards
a nuclear device. North Korea,
meanwhile, faces international
sanctions.

INTERNATIONAL
INTELLIGENCE
EXTRA

Kim Jong-il

ESPIONAGE AND VODAFONE

ATHENS: Vodafone faces a huge fine over the Greek 2004 Olympic Games
phone-tapping affair. Over 100 mobile phones, including those belonging to the
Greek Prime Minister, Costas Karamanlis, leading cabinet members, high-
ranking military officials and journalists were bugged by an unidentified agency
by ‘persons unknown’ under the unprecedented surveillance scheme.

During the months leading up to the event, a huge security operation was set in
motion. However, it seems not all countries were convinced Greece had every
eventuality covered. An elaborate surveillance system was activated within
software and used to intercept messages from Vodafone’s Greek subsiduary.
Officials say that “alarm bells rang” but no-one suspected anything. Eight
charges of misconduct have been levelled. Vodafone could be fined a stagger-
ing £114 million ($200m).

Border tension: A South Korean/US border control team
monitor North Korean guards through binoculars

RUSSIAN-GEORGIAN SPY WARS

Russian ‘spies’ arrested by Georgian security services as tensions grow

n late September, five Russian military intelligence officers were arrested

in Georgia for spying. The incident provoked a ferocious response from

Moscow. President Putin demanded their immediate release. Shortly

after the officers were detained, Georgian security services blockaded
the regional headquarters of Russian forces in Thilisi, the Georgian capital.
The authorities also requested Russia hands over a “sixth spy”. Russian
Ambassador Vyacheslav Kovalenko said Moscow would not comply with
the request. The men were reportedly involved in a spy ring of up to 12
Georgian citizens sympathetic to Russia - all the suspects were arrested.
Officials described them as a “very dangerous spy chain.” Russian
ministers warned that “every action to free the suspected spies will be
considered.”

According to intelligence sources, the spy ring was headed by a Russian
agent suspected of involvement with an explosion in the town of Gori in
February 2005. Three police officers died in the attack.
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ASPY'S BLOOD

DOUBLE AGENT RESP

One of the most
iINnfamous spies in
British history has
Oeen awarded
nmonies by the
European Court
for his freachery

eorge Blake, one of Britain’s
most notorious traitors responsi-
ble for the deaths of dozens of
British agents has been awarded
£3,000 ($5,750) and £1,340
costs by judges sitting in the
European Court of Human
Rights. The court had heard: “The applicant
had, they considered, brought the proceedings
on himself as a self-confessed traitor who

10

TRE< % gt

wished to profit from his treachery.” This still
didn’t stop the court ruling in his favour.

The money relates to profits over his 1989,
autobiography, No Other Choice. A large
section of the book focused on his work as an
MI6 officer. Blake had already received about

£60,000 in royalties before the UK Government

started legal action to “stop him profiting from
the book.” A further £90,000 was frozen. In
May 2003 his lawyers started another action
and argued that his “human rights were being
breached” - he was awarded £5,000 in
compensation. Blake’s lawyers had also
argued that the case was being deliberately
“slowed down” and passed through various
courts. The Strasbourg court agreed. When
news filtered through to 89-year-old Moscow-
based Blake, of his recent award, he was “too
ill” to understand the ruling.

Five years ago Blake failed in an attempt to
obtain the outstanding royalties. An English
court ruled that £90,000 should be donated to
the charity - Save the Children. That ruling is
not affected by the Strasbourg judgement.

In 1960, Blake was “outed” as a KGB spy, but
not before he had caused immense damage to
British intelligence. Blake served in MI6 from
1944 to 1961, but unbeknown to his superi-
ors, in 1951, started spying for the Soviets. At
his trial (behind camera) in 1961, the UK
Government initiated a clever plan to try and
limit the damage he had caused from the
media. They even suggested Blake, born in

ONSIBLE FOR DOZENS OF DEATH

JSOTICANT

s

Wormwood Scrubs Prison

Holland, had never been involved in intelligence
work.

Blake was handed down a 42-year prison
term, but only served five years after his
dramatic escape from Wormwood Scrubs
prison in London. Wardens found metal bars in
a corridor had been sawn off and a rope
enabling him to climb to freedom was still
hanging in place. Despite a long search, he
had disappeared - with the help of sympathis-

2006
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ONEY

WARDED £3,000

Mmhal Goleniewski

Lt. Col Michal
Goleniewski was the
Deputy Chief of Polish

Intelligence until 1958.
- He also operated as a

~ Polish service.

By 1960 he headed
Polish mllltary mtelllgence in East Berlin.

After his defection in 1961 Goleniewski told
the CIA that George Blake was a double agent.

ers. A year later he surfaced in Moscow and
was given a heroes welcome. Blake had left
his three children behind and once in Moscow
divorced his wife. He remarried shortly after
and has remained in Russia ever since.

The spy’s journey could not have been more
colourful. The son of an Egyptian Jewish
father, and a Dutch mother, Blake was interned

EYE SPY ISSUE 44, 2006
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GEORGE BLAKE (born George Behar) was born in 1922 in Rotterdam. After serving with the
Dutch resistance he joined the British Royal Navy and in 1944 joined MI6. In 1949 he was
posted to South Korea and upon the outbreak of the Korean War was interned by the invading
North Korean forces. In 1951 he defected to the Russians, and volunteered to work as a
Soviet Spy, being assigned the KGB codename Diomid. Information supplied by Blake to the
Soviets enabled them to eliminate the entire Western intelligence force in East Germany
between 1953 and 1955. It's believed he betrayed the names of more than 40 British agents
to the Soviets. Many disappeared, and were thought to have been executed. Blake also
informed the Russians about the American CIA intercept tunnel built from West to East
Germany, and designed to intercept Soviet communications - a tunnel which the CIA believed
to be a success until the truth was revealed following the dissolution of the Soviet Union
some forty years later. Blake was identified following information provided by the Polish
defector Michal Goleniewski in 1961.
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Downing College, Cambridge

by the Germans before escaping and making
his way to Britain. During WWII he joined the
Royal Navy, before studying languages,
including Russian at Downing College in
Cambridge. He skills were noted by MI6 and
he was sent to Seoul, Korea, as vice-consul
under the guise of the Foreign Office.

He was arrested during the Korean war and
spent three years in a North Korean prison. It
was here his sympathies grew for Commu-
nism. A KGB official asked Blake to work for
Moscow - but remain in MI6. Soon after, he
returned to London and began handing his

A rare photo showing Mi6
officers and Army engineers
building the famous ‘Berlin
spy tunnel’

KGB controller copies of every official
document that came in his possession.

MI6 posted Blake to Berlin. He was tasked with
searching out defectors in the East. He
established a shop packed with “hard-to-get
goods” on the border in the hope that Soviet
officials would be tempted to enter. This
afforded the KGB with an opportunity it could
not have dreamed of. Blake said: “| was the
only officer in Berlin who was actually in
contact with the Russians.” The KGB told
Blake to send a communication to MI6 that he
had befriended a possible defector who was
willing to remain in place to provide intelli-
gence. MI6 were delighted and forwarded
questions to Blake to ask the “defector”. From
this ruse, the KGB learned of British policy
towards the USSR and also had an opportunity
to respond accordingly - disinformation flowed
to the UK. The imaginary defector was an
economist called ‘Boris’. Learning the financial
strength of the USSR was vital, especially as
the Cold War was beginning to cost both sides

nuclear

supremacy, it

was advanta-

geous there-

fore, to show

the West that

the USSR’s

economy was :

flourishing. B s
Blake pictured in Moscow

Renowned in the late 1990s

British (Austral-

ian born) intelligence expert Phillip Knightley,
author of The Second Oldest Profession: spies
and spying in the 20th century, is still uncer-
tain if this was the case: “Was it to persuade
the West to believe that the Communist
economy was stronger than the West be-
lieved? Or weaker? To this day, no one in the
West knows. And if Blake does, he is not
telling.”

* The UK’s Department for Constitutional Affairs
said it was obliged to comply with the

huge amounts of money. Both NATO and the
Warsaw Pact were involved in a race for

he Berlin Spy Tunnel was one
of the most astonishing and
remarkable achievements of
Western Intelligence during the
Cold War. Built in the mid-1950s to tap
into Red Army cables, it stretched
some 800 metres underground from
West Berlin to East Berlin. In operation

* for almost a year, it harvested an

astonishing range of political, military
and operational intelligence, including
details of the political fallout behind the
Iron Curtain from Khrushchev’s
famous denunciation of Stalin at the
20th Soviet Party Congress of February
1956, as well as information about
Moscow’s nuclear programme.
Masses of data were gleaned about the
Red Army’s equipment, communica-

s tions and morale, and what one CIA
‘&5 officer involved
& described as “a
i bonanza” of material

about Soviet military
intelligence and

{ = counterintelligence
"¢ inside East Germany.

= The tunnel was

»

remarkable for another
reason, too. Inside
British intelligence, a
Soviet ‘mole’ had
betrayed it even before
it was built. The plans

Strausbourg ruling, noting that Blake had
requested more money and that other claims
were dismissed.

Soviet controller in London immedi-
ately following their approval by a top-
level SIS-CIA meeting at 2 Carleton
Gardens, the offices of SIS’s Section
Y which worked on intercepts, by the
SIS officer George Blake.

For years after Blake’s exposure it

| was assumed that his treachery had
nullified the tunnel’s achievements.

| Surely, the argument ran, the Soviets

| must have exploited the tunnel for
deception or disinformation. Yet after
the end of the Cold War, revelations
from Moscow show that far from this
being the case, the KGB preferred to
guard the secret of the tunnel and
protect their mole. As a result,
genuine Red Army messages
continued to pass along the cables.

; Verge Roadway

Tap Chamber

A major
i feature on the
i 1 Berlin spy
: tunnel
appears in
Eye Spy 18
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conspired with a group of Roman Catholic conspirators to

blow up the Houses of Parliament. He was caught and

quently executed. His death is remembered every year
millions of Britons on 5 November - Bonfire night. It's ironic

demolish London’s m@ei famous buildings.
IR
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The London Eye

On the morning of 30 March 2004, anti-
terrorist police arrested Omar Khyam and six
other men after police discovered more than
half a ton of ammonium nitrate fertilizer in a
storage facility near Heathrow Airport in west
London. The police operation was codenamed
Crevice and owed its genesis to an alleged
interception of an instruction sent by al-Qaida
commanders to operatives in the UK.

The trial of Khyam is currently taking place at
the Old Bailey and is not expected to end until

Security Service film footage of one of the
suspects in the lock-up with the fertiliser

14

well into 2007. Some of the testimony is
revealing.

On 15 September Khyam told the court: “I
remember | was watching on a Wednesday, the
Prime Minister’s questions, and we just made a
comment ‘Can you imagine if you dropped a
bomb right there and then? You would take out
all the MPs’.” Asked who had made the
comment, Khyam answered: “| did.” The other
men just laughed. Defence barrister Joel
Bennathan then asked: “Was that a serious
proposition?” Khyam replied: “No.”

Khyam said he felt happy when he heard of the
11 September 2001 attacks on the World Trade
Center in New York, because “America was the
biggest enemy of Islam.”

The 24-year-old former university student
denied claims by FBI informant Mohammed
Junaid Babar that he discussed launching a
bombing campaign in Britain. Khyam acknowl-
edged that comments were made from time to
time, but were only responses to what was

Omar Khyam

being said in the media. He said he was
“working for the cause” in Afghanistan,
bringing money and equipment from England.

He denied working for al-Qaida but accepted
that people in the area could have had links to
the terror group. Perhaps the most dramatic
incident occurred on 18 September when
Khymam was to be questioned about the
purchase of the ammonium nitrate fertilizer.
Asked by his counsel, Joel Bennathan, whether
he had bought the fertiliser with the help of
others, he told the court he could no longer
answer questions because he was fearful of
the well-being of his family in Pakistan.

Khyam said: “Before we go on to that topic, |
just want to say the ISl in Pakistan has had
words with my family relating to what | have
been saying about them. | think they are
worried | might reveal more about them, so
right now, as much as | want to clarify matters,
the priority for me has to be the safety of my
family so | am going to stop. | am not going to
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Scotland Yard officers
raid the Access
storage centre near
Heathrow Airport
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discuss anything related to the ISI any more or
the evidence.”

Khyam said he attended a weapons-training
camp in Pakistan where he claimed the
country’s Inter-Services Intelligence agency,
(IS1), gave explosives instruction. He believes
his family are in danger because of this
admission. The ISI, according to Khymam,
have already threatened his family - a claim
dismissed by Pakistan officials. The jury has
already heard that aluminium powder intended
to be mixed with the fertiliser was found at
Khyam’s home in Crawley, West Sussex.

The court was adjourned for lawyers to
consider the situation.

Another member of the alleged cell who
actually bought the fertiliser admitted that he

BYE SPY ISSUE 44, 2006

knew it was for explosives. However, Anthony
Garcia, 24, said he thought it was going to be
shipped to Pakistan for use in Kashmir.

Garcia explained that in November 2003,
Khyam asked him to buy the fertiliser. “He said
he could not do it because he is Asian and
might arouse some suspicion.” He told the
court: “At the time | thought it was really the
same as fund-raising because | thought it was
going to help people in Kashmir - to be used as
an explosive, as a bomb. It would be basically
to protect the villages under attack from the
Indian soldiers.”

Security officials believe the men had al-Qaida
links and that they were planning a bombing
campaign in Britain. Targets that have been
mentioned include utility companies, The
Ministry of Sound - a Soho nightclub, the huge

a0 Je T

Bluewater shopping centre in Kent and the
London Eye.

Khyam, his brother Shujah Mahmood, 19,
Waheed Mahmood, 34, and Jawad Akbar, 23,
all from Crawley, Sussex, Salahuddin Amin, 31,
from Luton, Bedfordshire, Anthony Garcia, 24,
of llford, east London, and Nabeel Hussain, 21,
of Horley, Surrey, deny conspiring to cause
explosions likely to endanger life between

1 January 2003 and 31 March 2004.

Khyam, Garcia and Hussain also deny a charge
under the Terrorism Act of possessing 1,300Ib
(600kg) of ammonium nitrate fertiliser for
terrorism. Khyam and Shujah Mahmood further
deny possessing aluminium powder for
terrorism.
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In the coming issues of Eye Spy we will not tell you where to acquire spy equip-
ment - we will show you how to BUILD it - inexpensively and without needing a
degree in electronics. These projects can be built with off-the-shelf parts and can
be put together in a few hours - or in the following example - a few minutes. All the

projects can be modified, mixed or matched to create an arsenal of spy tools.

Future projects include how to build a telephone voice changer, parabolic dish
microphone, wall clock camera, bug detectors, room transmitter, night vision fire
detector camera, outdoor night vision illuminator, spy camera killer and resurrect
deleted data from a computer and many more devices associated with the world

of espionage. Use the printed material responsibly.

ost micro or covert cameras
offer very little in the way of
telephoto lenses - they are
designed to view a relatively
close area with a wide angle
lens. But, there are times
when it may be necessary to
monitor a distant scene, or it may be located
in a hostile environment. Purchasing covert
zoom cameras can be costly, and they often
perform only moderately. Microcameras are
designed to record as wide an angle without
distortion. Even cameras that are available and
equipped with zoom capability are often too
underpowered to bring in a scene at more than
a hundred feet.

REQUIREMENTS .

Professional operators will of course circum-
navigate the problem by purchasing expensive
alternatives, but there is one method that
costs absolutely nothing. Converting an
ordinary £50.00 microcamera into one that
can ‘zoom-in’ hundreds of yards is simple and
takes between five and ten minutes.

The process involves mounting the camera to
the eyepiece of a pair of binoculars or
telescope. All that is required is super or hot
glue, a few spare plastic lens covers or plastic
caps. In our example, we used the tops from
two milk containers.

Simply cut a hole in the lens covers or plastic
cap of the binoculars and the camera; then

EASY CONCENTRATE TOfJGH

glue them together so that the camera can
look into the eyepiece. It's that simple. The
hole in the lens cap and eyepiece cover should
be only large enough to allow the camera to
see through the hole without any shadows in
the video, and should be tested before gluing
the caps or covers together. The covers
should fit snugly over the devices so that there
is no risk of dropping the camera if the
binoculars are moved. If there is too much

Lens caps or
plastic tops
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play on either cap, an elastic band can be Ll—l_‘ E@LHJ V MA@ E

used to keep them in place. Covert cameras
are very light and the likelihood of it pulling the
glued cap away is slight.

The actual lens caps supplied with
instruments such as binoculars are
ideal, simply because they were built
to protect the eye piece. But we found

that a milk bottle cap fitted perfectly The target used in Eye Spy’s test was a remote farmhouse tucked away in
over our binoculars woodland. The untouched image shown here is a photograph taken off a
monitor that was captured using the miniature camera seen on page 16. Blurry
and hardly discernable - it was the best the camera could do. The distance from

The camera never lies... or does it?

When using your new ‘long-range spycam’,  the camera is approximately 500 yards. Weather conditions were dry, warm with
the easiest way to acquire video is to watch some sunshine and a little mist. The project took our researcher about five
the live video on a monitor, as it will be minutes to complete.... the results were dramatic. See page 82.

brighter than what you can expect to see with
the naked eye, especially if working with low- = i
lux cameras. You may need to do some \ The camera can be fastened
focusing by turning the threaded lens on the \ ~ using a rubber band - but in most
spy camera in whatever direction sharpens the R cases if the hole is cut correctly,
image, usually counterclockwise. The picture / . on’t be necessary. However,
quality is excellent and can be seen in the ' ; : ﬂ r bands do add support
images which accompany this feature. Make .
sure you remember to focus the binoculars or
telescope as well!

You can adapt these cameras to just about
any device designed to magnify, including a
telescope, gun sight or a microscope. There
might be an occasion that you need to mark
an object for identification so that it is
undetectable to the human eye. By using a
video camera attached to the microscope, you
can make modifications by viewing the
monitor and it allows you to make a record of
the identifying marks or modifications

Continued on page 82

Super glue is a good option
to join the two caps, but this
should be done before
placing the caps on the
binoculars or camera.
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PRICE ALSO INCLUDES SHIPPING/POSTAGE AND PACKING TO ALL COUNTRIES!

EYE SPY SHOP#

P ROFESSIONA AL
Professional surveillance and espionage equipment available from Eye Spy.
Check out our new range of productson: www.eyespymag.com

L7 MAINS-DOUBLE
SOCKET
TRANSMITTER

TRANSMITTERS & RECEIVERS

UHF KEY RING
TRANSMITTER

Ready to use in one second -
Eye Spy's new key ring UHF
transmitter requires the use of
just one 3V lithium battery
(included). Simply open the case,
pop the battery in, and it starts
transmitting immediately.

With a range of 850 metres,
this remarkable bug can be left
in offices, vehicles or just about
anywhere! Use with any of our
UHF receivers.
Sound pick-up - excellent.

Order Code:
LSSKR

UK £180.00
USA $330.00
ROW £190.00

CREDIT CARD
TRANSMITTER

This remarkable UHF transmitter
is only 3mm thick and can be
slipped in the side of a wallet,

file, folder or pocket. It also has

the advantage of voice activated
transmission.

Battery operated (included)
Stunning quality. Range 850ft.
Use with any of our
UHF receivers

BESTSELLING
EYE SPY BUG

Order Code: LS-CCT UK £195.00
USA $350.00 ROW £199.00

18

UK AND USA

PORTABLE MAINS-DOUBLE PLUG
ADAPTOR TRANSMITTER

mﬁ?m -

A conventional fully
mains-working double plug
adaptor. Inside is a tiny UHF '
transmitter which becomes
active and powered when

A plugged in. 24-hour-a-day g
transmission. No batteries
¥ = needed just plug into any -
socket. Minimum range 850ft.

UK model

Using the identical UHF
transmitter as the LH-1 (left),
but inside is a fully working
mains socket. This unit is ideal
for permanent applications -
easy to install.
Continuous 24-hour-operation.

Range 850ft

Order code:
LS-TX-4 UK
£195.00

Only UK model available

= Sound pick-up - superb.
Use with any Eye Spy UHF
receiver.

Order code: LH-1
UK £195 US $350

UHF CALCULATOR
TRANSMITTER

United States model

please state which model you require

Working desk calculator con-

UHF BODY WORN
TRANSMITTER

Order code: L-IR1 UK £125.00 US $230.00

10-CHANNEL METAL
CASED UHF RECEIVER
UNIT

Eye Spy's superb 10-
channel UHF receiver
kit that can be used
Y| to pick up transmis-
sions from any of the
transmitters listed
here. The unit will
pick up transmissions
from different UHF
listening devices
placed in several
locations, simply by
changing channels.

Powered by a Sv
battery, the unit has
a range of 400
metres - comes with
jack-plug so you can
record transmission
and luxury earphones
for privacy - all
contained in a solid
case.

Order code: L-S5-12CR
UK £145.00 US $290.00
ROW £155.00

FOR OUR FULL RANGE OF TRANSMITTERS
AND RECEIVERS VISIT www.eyespymag.com

& WARNING: Some of the products advertised in this
magazine may be illegal to operate in your country.
| Please familiarise yourself with the law as it affects you.

Bodyworn or for a room this

UHF miniature transmitter is

superb. The Bmm diameter
microphone can even be pushed

ceals a tiny UHF transmitter. The
unit can be left in an office
environment without raising any
suspicion. Range 850ft. Battery
life of 15 hours. Use with any

Built b < :
specialis\{:s under door gaps to listen to Eye Spy UHF receiver.
and used sounds in another room. Use caleulator
across the  With our UHF receiver which will ;”eog%’eff’;%
wonld we programme to receive 16 1hat
transmission. Range 850ft displayed -
but of equal
quality!

Order code: LS-TX-6
UK £195.00 US $350.00

10-CHANNEL UHF
RECEIVER AND
TRANSMITTER KIT

This transmitter and receiver (metal
cased) kit is ready to use in seconds. Our
tiny matchbox-sized room transmitter; is
extremely sensitive to sound and can be
concealed absolutely anywhere. It will
pick up voices up to 40 feet away and
transmit with amazing clarity to the
receiver. Powered by one v battery.
Transmitter range 850ft.

Comes complete with all accessories.
UK £290.00 US $575.00
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Tucked away in the
glorious English country-
side is a former military
facility that hides a
plethora of Cold War
secrets...

Watch towers, crumbling
concrete huts, barbed-
wire fences, seemingly
oddly designed path-
ways and roads and a
number of strange build-
ings indicate this was no
ordinary facility. Eye Spy
takes a look at what
remains of
- a former top
secret base once used
to house BritaipsTirst
nuclear detefrent... the !
Blue Da ube; > i i e §
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t's one of the most fascinating Cold War
military locations in the UK, though
visitors unaware of its existence would
ever believe it once hosted Blue Danube,
Britain’s first nuclear bomb. Today, the
primary buildings of what was RAF
Barnham - a dispersed subsidiary of RAF
Honnington in Suffolk, act as Gorse Industrial
Estate. However, there are still many struc-
tures in place that reveal its secret history - a
location once capable of storing well over a
100 fissile cores. Just inside what was the
main electronically controlled gates, a high
concrete blast wall still sits tall and a massive
watch tower in immaculate condition gives
some sense of scale to its role. It's one of the
first features you notice that betrays its
previous role, but all the buildings have a
distinct “military feel” even though some now
host small commercial businesses.

Situated around the main compound in
woodland, some 60 concrete buildings,
sometimes called kiosks, hutches or huts
(about the size of a shed) on Thetford Heath
stand empty in well-managed terrain. The
kiosks design was such that it was intended to
cast a tree-like shadow, presumably to foil
Soviet detection from the air. It's a thoroughly
eerie place to visit, especially when you
consider each hut hosted a material so deadly
in nature. Building of the so-called pentagon-
shaped ‘bomb store’ (23 acres) began in
1953 and was finished by 1955. The main
storage buildings were divided into two main
groups: larger stores were designed to hold
the bomb casings and high explosive compo-
nents, and the small concrete huts to hold
fissile cores. Quite bizarrely, the only person-
nel permanently stationed at the base were

RAF Police officers responsible for guarding
the base.

The kiosks appear randomly placed in the
wood, but early aerial photos show they were
logically positioned. Each kiosk is fronted by a
steel encased wooden door, which, during its
operational life, was fitted with a combination
lock. Rusting radiation symbols are still visible
on some of the doors, so too are electrical
fittings inside and outside each kiosk. The
doors had a large spring-loaded electrical
contact, which sent a signal to the control
building to indicate if the door was open or
closed. Once inside, visitors will notice a hole
or cavity in the solid concrete floor (some of
the structures have two holes). The holes
supported steel vessels to store the nuclear

The Vulcan bomber. The bomb-bay
(seen open) had to be redesigned to
allow the aircraft space to carry the
Blue Danube
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The huge hoist to remove the bomb from
transporters is still evident. Behind is one
of the buildings used to store the case

bunkers, they would believe Britain had more
warheads than it actually did. Gently rising
pathways once used to trolley materials into
the kiosks are still visible. So too are the old-
fashioned lamp posts that helped guide RAF
personnel guard dog patrols at night.

The actual bomb was brought to the base on
large transporters. Two huge heavy steel-
framed structures and a 10 tonne hoist remain
intact to this very day. The device lifted the
explosive part of the bomb and casing into
‘ large non-nuclear storage buildings. Each
o SR SRR A O R s ' storage unit measured about 60 x 20 yards
- Twd bomp-blast . e s - §  and was divided into 11 bays long by three
walls still'exist.on fhe i % ; =t bays wide with two internal lines of supporting
estate ‘s e &5 wgiet i <l concrete pillars. The Blue Danube bomb

material. Forty eight single-hole
stores, known as Type ‘A" were
constructed, these would have held

| a single plutonium core. The

g remainder, known as Type ‘B’
buildings would have held two
cobalt cores. The kiosks were
connected via a path system. At
some point during the operational
life of RAF Barnham, the holes of
Type ‘B’ huts were filled in and

& covered by gritless asphalt.

Cold War Deception

. Once away from the roadside, visitors find
Some experts believe part of themselves in a wooded area, and though
Barnham'’s role was also one of most of the paths are overgrown, it’s not

long before the outline of dozens of small

deception, in that if the Russians structures hidden by trees become visible

noted dozens of nuclear storage
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Blue Danube

measured 24ft 2in and had a diameter of 5ft
2in and weighed 10,000Ibs. Its enormous
length and the maintenance required (and the
fact that it was free-falling) rendered it almost
useless before its service career (1957-1961)
had even begun. Blue Danube’s fins extended
after being dropped so that it could be carried
inside the bomb bays of Britain’s V-bombers -
Valiant, Vulcan and Victor. Just how many
bombs were stored at RAF Barnham is
unclear, though Britain had an arsenal of just
20 Blue Danubes so it’s evident the facility
was operating well below its capacity.

The bombs were stored without their fissile
components in three almost identical buildings
joined by an internal loop road. One of the
warehouses was damaged by fire in the
1980s and was demolished. However, the
other two remain.

Rusting metal fence posts and rails that
guided base staff to the H-block positioned
huts still protrude from the grass. From above,
the bomb store and boundary plan are barely
visible due to the trees. The base was
encompassed with an inner and outer fence
and a concrete wall added a third line of
protection. Dog patrols were constant between
the fences and quite often the animals

would be allowed to roam freely.
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Giant watch towers built in 1959 to augment
security still exist. The towers were positioned
in a manner to monitor all sides of the base
and helped keep intruders out. Indeed, to our
knowledge there was only ever one breach of
security during RAF Barnham’s nuclear
history. One tower is in extraordinarily good
condition and affords an excellent view of the
base. Also still visible are train or trolley tracks
used to move materials across the base.

RAF Barnham’s nuclear role was short lived.
By 1960 military specialists regarded such
weapons (dropped by bombers) as obsolete.
They were superseded (as the principal British
nuclear deterrent) by the stand off missile Blue
Steel, and the storage and maintenance of
nuclear weapons moved to other RAF bases.
It's believed the last nuclear bomb was
removed from RAF Barnham in 1963 and the
site sold to its present owner. Another storage
facility virtually identical to Barnham was built
at Faldingworth in Lincolnshire.

The manager gave Eye Spy a guided tour
around this most impressive site. Readers
who may be interested in visiting the estate
should always seek his permission before
entering. RAF Barnham is just a short drive
from the town of Thetford. Please note that the
MOD still uses adjoining land. National Grid
Reference TL 8517 7988
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A single hole ofr the floor of one
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PY BINDERS

Keep your
magazines in
pristine condition
with Eye Spy’s
smart binders -
each binder holds

eight editions

Order Ref: ES/099

UK £7.50
USA $17.00
ROW £9.50 -
price includes P & P

Please use order
form on page 82

WITH SUBSCRIPTION CARD UK £6.50 USA $15.00 ROW £8.50

EVE SPY INTELLIGENCE MAGAZINE
SUBSGRIPTION

INTELLIGENCE MAGAZINE

SUBSCRIPTION CARD

Peter Pavifon 201206214

Telephone UK O1756 770188
USA 877 308 89243

e-mail eyespy@eyespymag.com

A subscription to Eye Spy
Intelligence Magazine is
already excellent value, but
its now even better. From 1
November 2006, all sub-
scribers will receive a
subscription card and a
unique number that enables
readers to claim discount on
a wide variety of purchases,
including books, videos,
trade equipment and much
more. Wherever you see the
card (as above - binder
advert) discounts will be available. Similarly, we are negotiating with other
companies who will recognise the card and act accordingly. The card remains
valid throughout the subscription period. When ordering any item, simply add
your number - it's that easy.

* Existing subscribers can send a SAE to Eye Spy to receive their card, or simply
wait until the subscription is renewed.
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EYE SPY TRADE BOOKS
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EYE SPY SPECIALIST BOOKS AND MANUALS FOR ALL ASPECTS OF.... INTELLIGENCE ¢ ESPIONAGE « SECURITY

* SURVEILLANCE ¢ SAFETY ¢ DETECTION « EQUIPMENT ¢« FORENSICS * COUNTERSURVEILLANCE « MILITARY TRAINING

For detailed information on these and many more titles go to www.eyespymag.com
All prices shpwm include postage and packing ¢ Includes air mail delivery to USA, Europe and Rest of World
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IN 2004, AL-QAIDA'S
BRILLIANT CODEMAKER
WAS ARRESTED...

INFORMATION FOUND ON
HIS COMPUTER LED
POLICE TO LONDON AND
THE DEADLY
‘GAS LIMOS PROJECT’

n 12 October 2006, Dhiren
Barat admitted planning for a
series of attacks against key
buildings and locations in an
operation he himself dubbed
‘The Gas Limos Project’. Barat
also pleaded guilty to charges
that he intended to cause mayhem by
exploding a radioactive ‘dirty bomb’ and three
vehicles packed with explosives in under-
ground carparks. MI5 regard his arrest as one
of the most significant ever in the fight against
terrorism.

Seven other men are to stand trial in connec-
tion with the plot next April. They all deny
conspiracy to murder and commit public
nuisance with radioactive materials, toxic
gases, chemicals or explosives. One of the

g men faces charges under the Terrorism Act in
- a The towering Citicorp@Kkyscraper - connection with an alleged plot to target
4 . headquarters of Gifigroup financial institutions in the United States.
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According to intelligence sources, this
defendant is said to have possessed detailed
plans of the Prudential Building in Newark,
New Jersey that could help a person commit-
ting or preparing an act of terrorism.

13 JULY 2004 - ARREST OF
THE CODEMAKER

In Eye Spy 28 (August 2004) we reported
upon the arrest of al-Qaida operative Moham-
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med Naeen Noor Khan at Lohare Airport by
security officials of Pakistan’s Inter Service
Intelligence agency (ISI). His demise began
weeks earlier after he had attached a cell
phone to 18 pounds of explosives on a busy
Karachi road. The device failed to detonate.
Police traced one of the phone numbers
stored in the phone to an address in the city.
The IS raided the apartment and found
Mussad Aruchi, Khan's nephew and the son
of a well known al-Qaida liaison man. GCHQ
and the NSA began tracking other telephone
numbers, but at the time, both organisations
had no idea who Khan was or the significance
of what they where about to discover. Khan
was eventually traced and kept under surveil-
lance. He was arrested at the airport as he
attempted to collect a parcel. Unbeknown to
the ISI, Khan was an al-Qaida operative given
the nickname ‘The CodeMaker’.

At the time of his arrest Khan was carrying a
laptop computer. Two other computers at an
address used by Khan and 50 CD-Roms were
seized. These contained the names of dozens
of operatives and hundreds of contacts who
were regarded as ‘safe’ and willing to help al-
Qaida’s cause. Within days of Khan's arrest,
MIS raided several locations and detained
Barot and other suspects in and around
London. MI5 analysts discovered plans to
bring down the huge Citicorp building in New
York; attack financial institutions such as the
World Bank in Washington DC, and render the
area around the New York Stock Exchange
totally useless because of the radiation fallout
from a dirty bomb. Another target was the
International Monetary Fund (IMF) headquar-
ters in Washington. Several operations were
written down in notebooks. One was headed
‘Rough Presentation for Gas Limos Project’.
Another note said [this is] the main corner-

-
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NYPD Hercules
police officer.
Above: The
World Bank in
Washington DC -
another target
analysed by
Barat

stone [main target] of a series of planned
attacks’.

Barot intended to hire three limousines and
pack them with propane gas cylinders and
explosives. The vehicles would then be driven
into underground car parks directly under-
neath highly populated buildings. The loca-
tions were not specified in court, but all were
in the UK.




%5 Eye Spy learned
of the plot two

AL-QAIDA SURVEILLANGE

Main entrance to the
Citigroup Center
building in Manhattan.
= | Eye Spy understands
the terrorists believed
|its unique design made
it vulnerable

According to Eye Spy sources the following questions relating to surveillance on the
buildings in the USA were asked by Khan. The data was retrieved from a computer

« |s the building occupied by undercover or
uniformed security guards?

» What are the daily routines or shift-
patterns of the guards?

« Are traffic lights situated near or in front of
the building - these offer a stopping point for
a truck bomb, for example?

28

» What explosives are required to generate
heat above 2,700F (1,480C)?

* Has the building a weak-point or additional
protection against explosives?

* How soon could security and emergency
forces reach the scene?

» Where are the nearest police and fire
stations situated?

» Where are the security cameras fixed - and
are there cameras on approach to the area?
* Does the building have an underground car
park?

» Where are the exit points?

« Are crash barriers situated around the
building?

» Where are the delivery and service points
to the building located?

" § years ago (see
%1 Eye Spy 28)
R but Barot's
guilty plea has
#| meant further
details being
| released. The
vehicle based
bombs may or
may not have
resulted in the
destruction of
the Citicorp building, but its strange design
has often been criticised by security officials.
Following the discovery of Barot's computer,
MI5 immediately notified law enforcement
officials in New York and Washington. NYPD
then launched a major surveillance operation
after intelligence suggested the building had
been under observance from US-based
suspects from a nearby cafe. Our exclusive
photographs show a member of NYPD’s
Hercules operation guarding the Citicorp
building on the day intelligence was forwarded
to New York officials in 2004.

g h d
Noor Khan

© JAY GOLDBERG NEW YORK

August 2004: An NYPD officer
guards the Citicorp building
following MI5 operations in

London
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Barot’s planning was meticulous. Following
the limousine explosions, he admitted that he
intended to detonate a “synchronised” dirty
bomb explosion. That location is still un-
known, though Eye Spy sources believe it was
the New York Stock Exchange area in Lower
Manhattan. Experts agree the bomb itself
would not have caused many (if any) casual-
ties immediately, but hundreds of people
would have been contaminated and suffered
radiation sickness at a later date. Similarly, the
result would have caused panic throughout
many global financial institutions. The Wall
Street locale is one of the most heavily
secured areas of New York and has undergone
various security alterations in the last two
years, including high-visibility patrols, CCTV
cameras, and is patrolled regularly by
specialist NYPD officers.

Woolwich Crown Court heard that Barot, 34,
from Willesden, northwest London, would not
have warned the authorities that bombs were
in place. He simply wanted “to kill as many
innocent people as possible.”

Left: Badat probably decided to u

Limousines as they are hugely
popular in many major cities and are®
spacious.

are rarely challenged by p
most underground car par
accommodate their si
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In court Barot looked relaxed and took notes
on his laptop computer. He entered a plea of
guilty to the first count on an indictment
containing 23 charges, including a “con-
spiracy to commit murder conducted between
January 2000 and his arrest in August 2004.”
Edmund Lawson, QC, for the prosecution,
said Barot had admitted planning terrorist
murders in the US and Britain.

Mr Lawson said: “The principal planned attack
involved packing three limousines with gas
cylinders and explosives then detonating the
devices in underground car parks.”

As for the dirty bomb plot, Mr Lawson noted
that this would have caused “fear, panic and
social disruption.” Mr Lawson also revealed:
“The parts of the conspiracy relating to the
United States are contained in plans found by
the police on computers after his arrest.”

MI5 and Scotland Yard found no evidence
whatsoever that the Gas Limos Project had
received financial backing, and no
bombmaking equipment or vehicles had been

August 2004: A
heavily armed
police officer

patrols the
concourse of the
- Citicorp sky-
scraper after MI5
notified the
security services
in New York

physically acquired. The plot existed only on
paper and in the mind of Barot.

Mr Lawson ended by telling the court: “They
were plans to carry out explosions at all those
premises with no warning, plainly designed to
kill as many innocent people as possible.”

Mr Lawson said that by admitting his own
guilt Barot, “makes no admission with regard
to the involvement of any of his seven co-
defendants in the conspiracy.”

The case against seven other men arrested in
raids involving anti-terrorist officer in 2004,
will take place in 2007. The men deny all
allegations against them.

Editor’s note: Eye Spy 28 carries a major

feature on the arrest of Khan, and details of his
work. Khan visited the UK on six occasions.
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t's a question often raised by television news
reporters following a terrorism scare - “how
many surveillance officers are needed to
monitor one suspect?” Intelligence analysts
don’t seem to able to agree on this one.
Following recent operations in London, one
expert said between 50-60 people, while
another said 20 should be adequate. However,
the truth is that the number is always dependent
on the type of operation being performed, the
seriousness of the situation, the location, and
ultimately the organisational skill level of the
target[s] being surveilled. However, it can also be
governed by the number of officers available at
the time. Without a proper analysis of all these
factors (and there are many more), no expert
can truly say how many officers are required.

In the last twelve months, MI5 has recruited over
250 people specifically for surveillance work.
Training an MI5 surveillance officer takes
between six-nine months, though again, this is
dependent on various factors and the type of
work that might ensue.

Exercises to test the skill and determination of
undercover intelligence operatives (both qualified
and in training) regularly occur, and yes, they
occasionally take place in cities and towns or the
countryside to add an air of authenticity to
proceedings. Other surveillance training takes
place in specially constructed or controlled
environments.

TRAINING

Before an ‘operative in training’ is allowed to
participate in real high-level operations, he or she
must take various tests and learn the methods of
their new employers. It's back to the classroom.

BYE SPY ISSUE 44, 2006

Questions relating to fitness, eyesight and
hearing are obvious. But what of the trainee’s
observational skills, or acting ability - essential in
‘acting normally’ in ordinary, unusual or difficult
situations? Training in the use of surveillance
equipment is also necessary, so too is knowing
how to wear or place covert devices. Many of
these skills can be learned by training with a
reputable agency, but when working for the
government, there are rules and strict guidelines
to follow.

Then there is physical appearance. If a 7ft 9inch
tall person seeks a career in street surveillance,
he must either be brilliant or be able to walk
quickly with a stoop, or mask his height in ways
that are not obvious. And that’s not easy.
However, size, height, age, race, religion or
colour are not negative factors and each in itself
could prove invaluable in different operations.

The subject of surveillance is huge and opera-
tives can find work in other arenas, perhaps
analysis, communications, photography or
installing equipment. It's not just about street
surveillance. Three years ago MI5 bizarrely
insisted in including a height restriction for
prospective officers embarking on a career in
this field. However, the same sort of code could
apply to trainees with white or blazing red hair, or
as one expert noted, the agent “was extraordi-
narily beautiful.” All of these factors are manage-
able, of course, with a little help from disguise
experts and trainers (a feature on disguise
techniques is scheduled for Eye Spy 45).

RULES

Coloured hair, wearing bright clothes or brilliant
designer shirts with recognisable logos, white

A surveillance debrief board identifying
times and relevant intelligence

trainers or red T-shirts, jewellery etc. is simply
not acceptable, unless of course, the officer
intends to visit a night club or similar. Long hair
is problematic in some cases, but it can always
be tied up, or cut. If future operations demand,
operatives can always regrow their hair.

Dress sense is crucial in that the operative
appears normal in a crowd or location and does
not attract undue attention. Even if the target he
is shadowing notices him, two, three or four
times, it’s unlikely he will remember every detail.
But these odds go down if he remembers a logo,
a gold chain or bright boots. During a night-time

ining, government
es will use ordinary
as specialised areas




The white-black

arrangement of
this surveillance
officer make him
visible - especially
. against some
- backdrops

surveillance operation, operatives will always
don dark clothing, but trainees are warned -
some clothes do ‘shine’ and reflect under certain
lighting conditions. They are told to avoid
anything white - or a white-black arrangement.
Analysis of clothing and cloth, head-wear and
footwear in various conditions is an important
part of surveillance training.

WEATHER CONDITIONS

Trainees are taught to examine weather condi-
tions, especially prior to an operation. If it is
going to rain or snow, a coat or jacket are useful
additions, lest the officer is the only one walking
up and down the street absolutely soaked. If it
doesn't rain, this garment can always be
removed, dumped and collected later (it's not
wise to carry this garment under the arm for
hours it may be noticed). A plastic carrier is
always a useful addition - a removed coat or
jacket can quickly be placed in the bag. Selecting
the correct footwear is important, especially in
adverse weather. These are obvious codes of
conduct, but some trainees still have to be told -
“Don’t walk into a rock concert wearing a suit - it
simply won't work - and don’t walk into a
business environment wearing jeans.” Any
inadvertent breach of codes will be noticed by
trainers or senior officers, and may jeopardise
the future prospects of a trainee.

In later training exercises, MI5 surveillance
operatives are shown how to wear or carry
‘additional garments under existing sets of
clothing’ and are skilled in the removal or
application of such. Specially designed clothing
is also available such as reversible jackets,
sweaters and head wear.

STREET WISE, ESSENTIALS AND TRICKS

Once on the street, trainees are advised against
changing their appearance too much. It's helpful
to carry one or two additional items. A couple of
hats, spectacles (clear glass), a second jacket

etc. Wearing items that might make an operative

White sport shoes, though comfortable for walking, are to be avoided

appear threatening, aggressive or “shifty” are to
be avoided. Sunglasses are fine if everyone else
is wearing them - but not at midnight. If the
exercise involves visiting a library, carrying a
book might prove useful. Surveillance officers
will use anything to help maintain their invisibility
and conceal the deception.

Cash is an essential asset. There are times when
a surveillance operative will be required to follow
a target into a shop, cafe, bar, amusement
arcade, turf accountant (betting shop) etc., or
occasionally purchase a travel ticket, hop onto a
bus, hail a taxi or even make a phone call.
Standing about in a betting shop for an hour
simply reading the odds will most certainly be
viewed as ‘oda’. Similarly, the target may go into
a cafe to meet someone and be there for quite a
while. Hanging about on a street corner for any
length of time will attract undue attention from a
passing police officer or member of the public. It
only induces suspicion. A surveillance officer is
trained to casually enter such an establishments
purchase a drink and monitor. In most cases
officers will refrain from buying a hot drink - it
looks unusual to all concerned if he buys a hot
cup of tea and then has to depart seconds later if
the target leaves. A small cold drink can be
consumed in seconds. However, if it's minus 10

There are few cetions to the rule in respect of wearing bright clothing. However, in

W/

Acting normally’ is an aspect
drilled time and time again
into the student

and freezing it could look unusual if he orders a
chilled beer. Experienced officers will assess the
situation and act accordingly.

ACTING AND OBSERVATION

An MI5 surveillance trainee will undergo various
observation tests. A film may be played showing
an everyday street scene. Several questions
relevant to its content will be asked. Initially
responses may be poor and diverse, but in time
experience is developed and these skills can be
taken on to the street. Making notes or even
using a recorder is acceptable - even in a
classroom environment. This is vital training and
habit forming. It's important that all intelligence
gleaned, time, location, actions etc. are recorded
in a real surveillance. At the end of any opera-
tion, the intelligence is pooled and entered into a
working log book. This becomes a treasure trove
of information and provides analysts and senior
officers with essential data.

|

some situations - such as a surveillance at a pop concert or casual nightclub - they will
probably go unnoticed
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Acting normally throughout a surveillance
operation is mandatory. Ducking and diving into
alleyways and doors just because the target
turns around could jeopardize the operation.
Trainees are taught to ignore such actions and
simply walk by the target. Eye contact is
important at all stages of a surveillance - but
when in close contact, it's better to not to look at
the target. Nervous trainees may think their cover
is blown, but in 99% of all cases the target has a
genuine reason for turning back - and it’s rarely
because he wants to take a good look at the
person following him. He could be about to cross
the road, so he will stop at the kerbside, turn
around and check for traffic. ‘Acting normally’ is
an aspect drilled time and time again into the
student. If he or she fails this part of the
programme, there is virtually no need to proceed
to the next test stage. If, however, the trainee
genuinely feels their cover has been blown, they
are taught to remove themselves from the scene.
A senior officer will decide if further participation
in the operation is possible.

In early training exercises, officers may initially
partner a colleague,
and then join a four or
eight-man team. It's
rare for an operative to
work alone at the
training stage. Most
government surveil-
lance operations
involve multiple
members (men and
women), however, in
the corporate world,
it's not unusual to find
operatives working by
themselves. They may

All professional surveillance officers are required to be able to use equipment

Strange but true...
female and male
operatives acting as
man and wife are
often missed by
those performing
countermeasures
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have been hired to monitor a target in a personal
injury case or similar.

At MI5 and other counter-espionage or anti-
terrorism units, a great deal of training actually
takes place in the classroom or controlled
environments. Using radios, understanding
communications, driving methods, foot surveil-
lance, photographic skills, and of course,
knowing how to work as a team takes time. A
parallel course in electronic surveillance helps
trainees become familiar with a whole host of
equipment, including microphones, cameras,
transmitters etc. Similarly, knowing where to
position yourself in a vehicle to obtain a good
photograph or video clip of the target is a skill
not easily taught. Yet by researching locations
and testing these prior to an operation, the
trainee will learn how to hide in plain sight and
still manage to succeed.

In a busy street, for example, the target may be
partially hidden by shoppers. It's advantageous
that the operative stays on the outside of the
pavement. This will, in most cases, afford a
better view. If the street is empty, the officer is
more exposed, thus it's preferable to stay close
to buildings. This procedure means the operative
can stop and view window displays or even enter
shops if necessary to create a ‘normal scene’ in
the event the target is becoming suspicious.
Using shop windows or any reflective surface to
augment surveillance is always helpful. However,
the trainee is reminded that the target can also
use this method - even inadvertently.

APPEARANCE

The trainee is given several subtle lessons in
changing his or her appearance. However,
disguise experts agree that this is a difficult area
and can take a great deal of preparation - but it's
necessary in some situations. If the officer stays
covert and carries out the surveillance properly
then using ‘heavy’ disguises should not be
required. There are other methods that can be
used that change the ‘outline’ of a person. The

>

UTILISING SURROUNDINGS

These images show two surveillance
officers making imaginary phonecalls.
However, in the above photo note the
operative is utilising his surroundings,
looks casual and has a wide field of vision.
The officer below is isolated and looks
decidedly uncomfortable and turns away

»
Stopping to use a cash machine is an
ideal way to conceal a surveillance. In

this case, the officer also uses a window
to see the target’s reflection
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A dark alley providing an observation point
is fine and the surveillance officer is totally
invisible to the naked eye - but note what
happens when someone decides to turn
their living room light on

manner in which a person walks can be altered
by using concealed splints behind the knee;
wearing a knee bandage or placing a single shoe
inlay will help induce a limp. Mastering disguise
techniques is a vast subject, but the consensus
of all professional surveillance trainers is “if you
are going to do this - be dramatic”.

MORE TRICKS

Trainees are taught many tricks to conceal their
role, including using everyday objects and
situations such as withdrawing money from a
cash machine, entering a telephone box or even
lifting the bonnet of a car to suggest a break-
down. All these situations help provide cover.

Getting close to a target presents its own
problems. For example, following the target into a
railway station as he prepares to purchase a
ticket. The trainee in this case, therefore, must
stand immediately behind the target. It’s likely he
will overhear the target’s intended destination as
he buys a ticket. If that fails, he can always ask
the seller “a ticket to the same place as my
friend please.” A little acting can go a long way.

The training is intense, but at some point trainees
will test their skills in a carefully managed

EYE SPY ISSUE 44,



exercise. The team may be given a briefing about
a fictitious character or group and asked to
gather as much intelligence as possible. In the
scenario used here (based on an actual case),
the primary target is a drugs dealer thought to
have links with terrorism.

THE TEN POINT TEST
Armed only with a fuzzy photograph and the

address of a bar/club where the target frequents,
the team is asked to:

EYE SPY

ISSUE 44, 2006

During the exercise, the trainers
can monitor skill levels, note
mistakes, point out good actions
and act upon them accordingly. A
training exercise provides
instructors with an insight into the
overall potential of each trainee.
It's better to iron-out mistakes and
problems at this stage rather than
in a real-life situation.

THE OPERATION

Preparation is a priority - briefings
are frequent and always precede a
surveillance. Trainees are invited
to form teams, delegate roles and
identify what equipment is
necessary (including vehicles).
Maps of the location, and a
‘general surveillance area’ must
be identified. The operatives will
research the bar, its clientele,
drinks and food menu, opening
and closing times, entry and exit

doors, car parks, telephone
boxes, study road maps, bus
stops, taxi ranks and any transit
points such as a nearby subway.
Identifying a location that affords
a covert monitoring point is also
useful, lest the trainee is observed
before the operation has even
begun. The choice of vehicles is
also important. Driving into a car
park full of battered cars in a shin
BMW or Mercedes is not appropri-
ate, but this scenario could also
work in reverse - if the establishment
is frequented by wealthy people. Car
choice is just part of the preparation, but a
very important one.

An external surveillance of the bar will also reveal
the dress sense of those entering the establish-
ment; if it is frequented by older people, young-
sters, parties, couples etc. This will enable the
team to determine what type of person actually
visits the bar. The operatives are invited to create a
cover story in the event he or she is asked
questions in the bar, such as “where do you live?”
- “what do you do?” “where do you work” etc.
Conversation in a bar is often ‘off the cuff’ and
such questions arise frequently over the course of
a drink or snack. Most contact surveillance
officers will relate a conventional cover story -
utilising real companies that are close by, or
noting a street name on a nearby housing estate.
Attention to detail is vital prior to embarking on
such an operation.

At some stage the bar must be entered, even if
an ordinary surveillance reveals the target’s
home address. (The bar itself could be used as a

Surveillance officers will utilise both
sides of the pavement - and occasionally
fake a breakdown

looking a little

has CCTV.

meeting point for other dealers and cash
transactions may occur inside.) Like any bar or
club, it will be used by locals or regulars who will
notice a total stranger. It's important therefore
that any cover story used by the operatives
appears totally authentic.

In this exercise the trainees know the dealer and
his cohorts - they are all colleagues of course,
but this very rarely lessons the tension. Nor do
they want to fail at the first hurdle by not
gathering as much evidence as other participants
in the programme.

Once inside the bar, the operatives are invited to
examine the possibility of placing cameras and
recorders in concealed areas. It's essential some
type of imagery is taken for analysis by the team
as a whole. The ceiling of the bar may by
suspended enabling cameras to be positioned in
the roof space. A particular type of smoke alarm
could be installed. These could be exchanged for
identical units carrying covert cameras or
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Run-down and

menacing - this
bar and club still



listening devices. Air vents, PIR units, music
speakers, picture frames, televisions, ornaments,
seats etc. are also useful concealment objects.

However, many establishments now have CCTV,
and suspicious activity could be recorded. An
experienced surveillance officer will note the type
of camera[s] being used and evaluate their
potential.

In this test trainees use surveillance devices
concealed on their person. There are many
available on the market, but carrying a camera or
listening device always poses some risk. In two
recent BBC undercover documentaries (one on
illegal payments in the football transfer market,
and the other on the activities of rogue bailiffs),
the corporation used equipment that provided
excellent images and sound quality. However,
one button camera shone red and alerted one of
the men being investigated, while staff at the
money recovery company actually discovered an
adapted video camera in the handbag of a female
undercover reporter. Amazingly, the acting ability
of both reporters enabled them to escape these
tricky situations and continue their role play.

ON-SITE INVESTIGATION

Before selecting any body-worn equipment, the
trainees must evaluate the lighting inside the bar.
Some cameras work well in changeable light, but
others perform dreadfully, thus a little time and
analysis should be given to this factor. Initially,
the trainee is given advice on the type of system
to use and where best to conceal the devices.

Once the target has been identified, the operative
has an opportunity to collect video footage or
still photographs, note his favourite place in the
bar etc. (a small recorder could be placed under
the table or chair). More importantly, they must
determine if the target is interacting with other
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clients on a purely personal level, or
whether or not more sinister dealings
are afoot. Spending hours in a bar
is not an ideal situation, yet few
people will notice anything
untoward if the time span is
20 or 30 minutes. Intelligence
gathering is often played out
over a period of time, thus the
trainees are taught not to
chance their arm by trying to get
all the information in one visit. The
operatives will also be charged with
learning of any patterns that emerge.
The target may meet with individuals
on specific days or at a certain time.
This type of information is helpful in
establishing a picture, and in the event
that the surveillance may be broad-
ened to encompass the target's
colleagues.

Obtaining names can be difficult, but
in time, eavesdropping on conversa-
tions or the barman’s chatter can
prove rewarding. Nicknames may be
called out by his friends or other
places the target visits. Monitoring the
use of the target’s cell phone and the
arrival of colleagues thereafter could
expose more leads. If the target uses
the local bar telephone, instead of his
cellphone - it could suggest he
believes his phone is being monitored.
Noting counter-surveillance methods
gives the surveillance officer warning
that the target is concerned about his
activities.
hroom is ideal to
position @ covert camera. Note the nearby
light. By ing a power line to the camera it
would enﬂt’continuous surveillance. It also
neEafes the use of batteries

When a professional surveillance
occurs that involves the placing of
listening devices and cameras in a
private building, a warrant is always

2006
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required. But that’s as easy as it gets. Installing
such equipment in a residence, bar or office
requires a thorough surveillance and cunning.
Surveillance teams will monitor the movement of
those working in or managing the bar: when it is
not manned, or a time-slot when devices can be
installed. However, the owner could be willing to
help the authorities, but asking for his or her
cooperation always runs the risk of exposure,
and it's possible they too could be involved with
the illegal activities.

MI5 are experienced in this field and use highly
secret methods to infiltrate locations and install
necessary equipment. Few bar owners would

question a delivery man or a plumber arriving to

fix a leaking waterpipe. The trainees are invited to
create scenarios allowing team members time to
install devices - and if that means cutting a wire or
moving a few slates from the roof - then so be it!

HOME ALONE

A surveillance on the target’s house or apart-
ment will always provide a plethora of useful
information. Sifting through garbage can uncover
discarded notes, receipts, invoices, telephone
bills and scribbled messages. Trainees are taught
that sometimes getting your hands dirty can be
very rewarding. Equally as important, a photo
surveillance will help identify any visitors to the
house - some may ‘match up’ with people

<3\ ™ REFLECTIONS AND MIRRORS

Using every available means to track
targets and vehicles is taught to trainees
at MI5 from an early stage. In these three
images note how the operative utilises
the reflection from an office building, a
restaurant, and finally a vehicle. In all
cases there is no eye contact

already observed in the bar. The operative should
by now be able to determine if the target is using
counter-surveillance methods, but a surveillance
analyst is taught not to read too much into
unusual behaviour. Closing curtains during the
daytime may simply mean he is taking a nap, but
it could also indicate he is performing tasks that
are decidedly illegal, such as the packing of
drugs or even manufacturing them.

Throughout a surveillance of the bar and target’s
home, the trainees will write down the registra-
tion numbers of all visiting or suspicious
vehicles. This is an essential security trait that
analysts (and ultimately the courts) may use.
Cross-referencing such numbers with those
identified in the bar’s car park, for example, can
be useful in determining more patterns.

LOSING CONTACT

Surveillance is often a time-consuming and
mundane affair, especially if contact is lost over a
period of a few days - and that happens -
especially if the target uses counter-measures.
Trainees are taught never to drop their guard -
even for a few seconds. Loss of contact could
mean the target has gone on holiday, is visiting
friends, laying low for a while, or has gone
further underground. There are a number of
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EYE SPY SURVEILLANCE COMP

Test your observation skills

Once inside the bar, the trainee can surveill the location and
note any object, fitting etc. that could be useful if surveillance
equipment needs to be installed. In this authentic covert
photograph there are at least eight locations ideal for placing
cameras and audio devices. Send your answers to Eye Spy in
the UK. Correct papers will be entered into our prize draw
(drawn on 1 December). Three readers identifying the most
locations will win Eye Spy’s best-selling SPYFINDER - a covert
camera detector worth £125.00. A high-resolution image can be
downloaded at ww.eyespymag.com under ‘Surveillance Com-
petition’ (front page). Readers can also send their answers via
the website. We’ve already given you a start - note the PIR
sensor that can be exchanged for a covert camera.

ways the trainees can determine if the target is
indoors.

If the target’'s home telephone number has been
discovered, a simple phone call to the premises
can be made resulting in a “sorry - | dialled the
wrong number”. A trace on the target’s cell
phone will also reveal the general area of his
whereabouts - unless it is being used by another
person. Monitoring lighting in the house or
listening to a television or radio is not always
proof enough he is still indoors. Inexpensive
equipment can turn electrical equipment on and
off in a random manner. Surveillance officers can
get near the premises by posing as a postman,
for example. A through-wall listening device
could reveal movement or conversation. If no-
one is at home, entry can be made and a proper
search of the apartment is possible - but it's a
risky business.
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If the target’s car is still in place, various options
exist that will reveal if the vehicle has been
driven. Twenty-four hour surveillance is always
enabled, but officers can resort to other methods
to confirm if the target is still indoors. A tiny
stone placed on the wheel will fall off if the
vehicle is moved, or a plastic or paper cup can
be positioned so it will be crushed. Similarly, a
black thread can be loosely fixed across the front
door with spray glue and will be moved if the
target exits or enters the house. A mounting
number of milk bottles or unopened mail behind
the letter box offers further clues. If the target
has been seen getting into a taxi or friend’s
vehicle with suitcases before contact was lost,
it's more likely a holiday is the reason for his
departure - but it could also mean he has
discovered the surveillance and fled. However, a
trainee is taught time and time again to “never
assume”.

WIN A SPYFINDER - COVERT
CAMERA DETECTOR

Surveillance cameras |

- even when covertly

hidden on the person ===

or fixed in hidden
objects and places
does not necessarily
mean they won’t be
discovered. A recent
undercover BBC &
operation was nearly
blown after the
camera (lens) hidden
behind a button

| caught the light and

shone red - as seen
in this image. The
camera in this case is
not even transmitting
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8 8Py covert surveillance photo
ase, the operative uses handily..
: mirrors above the fireplace to
monitor activity at the bar. However, note
the female drinker looking directly at our
team. Mirrors and shiny surfaces can be
helpful, but they can also betray a
surveillance officer

Surveillance skills can be taught, but the trainee
must also have the ability to absorb information
and respond accordingly. It's not for the
fainthearted, but with the proper training and
much enthusiasm, a determined person can
succeed, after all, the main role of a street
surveillance officer is to simply act normally in
everyday situations. The real skill is remaining
invisible, having the ability to converse with
colleagues, gather intelligence and make
calculated decisions.

In the exercise depicted here the trainees should
have achieved most, if not all of their objectives.
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SURPRISE MAIL

LETTER BOMBS AND RISK A

Eye Spy looks at what should and should not be done when a
suspicious package or letter arrives on your door step.

t's the easiest, though hardly the most
effective way to deliver a bomb or deadly
substance to a location, office or individual.
During its journey a multitude of things can
happen to a package that results in it not
reaching its destination, yet despite
spectacular advances in mail security and
screening, the odd item will get through.
However, the sender will always be uncertain,
and furthermore, once the item is discovered,
tests can take place on its content, outer-
packaging and from whence it came and was
posted. Eye Spy has learned that terrorists are
again examining the ‘route one’ method to
deliver their deadly message. Sadly, it’s likely
those working in the delivery system are more
vulnerable than the intended receiver. But there
are actions and procedures than can lessen the
risk.

Parcel and letter bombs, anthrax-laced
envelopes and other devices have caused
mayhem in the past. Letter bombs may be
explosive or incendiary (the two most likely
kinds), or conceivably chemical, biological or
radiological. People have lost fingers, eye sight
and some have even paid the ultimate price for
not recognising a suspicious package.
Furthermore, items laced with anthrax have
come apart in postal machinery and innocent
workers have been killed.

Since the deadly anthrax attacks in Washington
DC and elsewhere in the USA that followed 9/
11, huge efforts have been put in place to alert
workers to the dangers in sorting offices.
Devices and ‘sniffer’ machines are 99%
successful in identifying such materials, but
there are always going to be instances where
dangerous packages get through to their
intended location. Similarly, courier firms are
now so numerous and not all have the same
type of security that organisations like the

Royal Mail or US Postal Service employ. Of
additional interest, unless the package is
delivered by courier, a letter bomb is unlikely to
contain a timing device. So, do you know the
warning signs of a potentially dangerous letter
or package? And what to do if you come
across one? These questions were raised by
the security services endeavouring to advise
not only postal workers, but employees of
firms and individuals who are often the first to
open mail - and this also includes ordinary
members of the public - mail sometimes gets
delivered to the wrong address.

In recent years major government poster
campaigns warning of terrorism, cyber
terrorism, espionage, and general safety,
including what to do in the event of a serious
biological incident, have become more and
more prominent. Spread across London, New
York and other major cities it's not uncommon
to see security service posters request the
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ESSMENT

Intelligence
watchers note the
aangers of letter
and parcel bombs

public come forward if they observe anything
suspicious. Connected to a recent security
campaign in London, Scotland Yard produced a
clever arrangement of posters giving clues to
what the public should look out for - be it
unusual activity at a storage lock-up, or bizarre
behaviour from persons. At virtually every
major transit point in Europe or North America,
the public will come across posters and
guidance that warn to be fully alert and report
unusual items or activity. The posters are
produced for no other reason than to help
defend against the growing menace of
terrorism and for personal safety. The scale of
ﬁ the threat is such that in September 2008, Sir
lan Blair, Scotland Yard’s most senior police
officer said: “In all my years in the force, | have

Verify
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never known the threat to be so dangerous... it
is extremely grave.” A further terrorist attack in
the UK is utterly inevitable.

In the past, terrorists, crime lords and simple
thugs bypassed security on the street, transit
systems and locations, by sending their
“message” in a box or envelope. It's now on
the security agenda again, especially in the UK
and United States.

This is evidenced with the release of a new
poster produced by intelligence and security
experts from four major US intelligence and
government agencies: Department of Home-
land Security, US Postal Service and its Postal
Inspection Service, the Bureau of Alcohol,

In 1996, letter bombs were received at
the National Press Club building in

Washington DC. The bombs
mailed in Alexandria, Eg

Forensic specialists wearing anti-
contamination suits check for anthrax
during the 2001 scare

Tobacco, Firearms and Explosives and the FBI.  cheating spouses have received a nasty
Dubbed ‘The Suspicious Mail or Packages surprise in the mail. The following case
Poster’, it contains vital clues to the possible examples are taken directly from FBI alerts:
content of a suspicious package and the

necessary steps that must be taken if suchan  07/08/97 - PHILADELPHIA - Federal authorities
item lands in your office or home. Prior to this  have charged a 31-year-old Philadelphia man

poster, all four organisations had their own with trying to mail a home-made bomb to
ideas on what to look for, but this new version  President Clinton, [the Philadelphia Inquirer
is more instructive and concise and brings reported Wednesday.] An official of the US
together the experience of several senior Attorney’s office declined to discuss the
officials. report, other than to say he was familiar with
the case. According to the Inquirer, Joseph
There are thousands of incidents every year Washington was charged on Monday with
across the world. But it's hardly a new trying to send a padded envelope containing a

phenomena. Deadly packages are usually sent  plastic bottle filled with a flammable liquid and
for a reason. Newspapers, politicians, pressure  a wick to the White House. It was intercepted
groups, individuals and even the lovers of last Thursday after postal officials X-rayed it at
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the Fairmount branch post office. The Inquirer
said the man voluntarily admitted himself to a
psychiatric hospital after he was charged.

01/03/96 - Washington, DC - The FBI has this
evening issued a warning about letter bombs,
mailed from Alexandria, Egypt, and received at
the National Press Club building in Washington
DC. Seven devices were received at the offices
of the Al-Hayat, an Arabic newspaper. They
were described as being in plain, white
envelopes, 5 1/2" X 61/2", with computer-
generated addresses, no return address. They
were post-marked on or around Dec. 21, 1996
from an Egyptian post office. They appeared to
be Christmas cards.

Greeting cards are getting more sophisticated
every year. Those that contain an audible

¥
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message are fitted with electronic devices.
These products can be adapted with deadly
intent. Take this FBI signal, for example:

SECURITY ALERT - issued 12/24/97 via ENN
Daily Report - Vol. 2, No. 359 - By: Paul
Copher, ENN Counter-Terrorist Analyst-at-
Large. The nice Christmas cards that use tiny
circuit boards to play music when opened are
now being bought and can be used to act as
the final circuit in the detonation of letter
bombs. The device is removed from the card
and fixed to the letter bomb. The flat
DataSheet, Flex-X or even thinly cut and rolled
out C-4 can be fitted with a detonator and the
wiring tied into the musical circuit board. The
tiny battery in the board has been found to
have enough of a charge to fire some detona-
tors. The explosive can then be fitted into a

THE AMERITHRAX
INVESTIGATION

Soon after the terrorist attacks of 9/11, letters
laced with anthrax began appearing in the US
mail. Five Americans were killed - and millions of
people terrorised. It was the worst biological
attacks in USA history.

The ensuing investigation by the FBI and its
partners - code-named “Amerithrax” - was one of
the largest and most complex in the history of law
enforcement. Today, the FBI remain determined to
solve the case. The Bureau conducted more than
9,000 interviews and issued some 6,000
subpoenas. Nearly 20 FBI agents, working with
inspectors from the US Postal Service, continue to
pursue each and every lead aggressively.

magazine or book. When opened the circuit
will send the detonator a current of electricity
and detonate the blasting cap and explosive.

Christmas is always a nightmare for the
security services. Hundreds of millions of
cards and gifts ply their way through sorting
offices across the globe, and of course,
everyone loves to receive such items. However,
for the more discerning terrorist or criminal, it’s
not too difficult to find when the intended
target’s birth date is and send a ‘birthday card’.

Continued on page 66

Never open a package with protruding wires.
A favourite method used by terrorists is to
attach a detonator to the seal of a padded

envelope. Once broken, it will detonate any
contained explosives




TRADECRAFT

INFILTRATION

Eye Spy examines the complex and
dangerous world of undercover agents,

the forwarding of intelligence, and some *.[

L

of the methods used to communicate,
infiltrate, observe and conceal...

epending on the environment,

circumstances, and often country

of operation, working undercover

and acquiring and communicating

intelligence poses major problems.
Infiltrating a suspected terrorist cell, crime
gang or any illegal operation with an embed-
ded operative is both difficult and dangerous,
but not impossible. In recent times at least six
suspected terrorist cells in Canada, Britain and
America, have been successfully infiltrated by
actual operatives. In each case the members
of the cells had associations with al-Qaida.

Creating layers of “reality”,
“assurance” and “insurance”

| are areas deemed off limits to
|

' those not working in the intelli-
:gence business, but there are a:
- few trade secrets in the public |
: domain already, and these do \

provide a glimpse of how a
sting operation is enabled...
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To breach any terror cell’s security the
authorities must first try and establish who its
core members are, the lead players and their
association with each other. Beyond this, the
group may use peripheral personnel who have
some knowledge of the group’s intent, though
not necessarily be aware of operational plans,

or indeed, the identity of all the core members.

Many terrorist groups in the 1970s and 80s
were small in number and confined to a
specific area of operation. The Bologna (Italy)
based group - Red Brigades - formed by
student protesters who dedicated themselves

to an “armed struggle” against the “capitalist
state” were notorious for attacking govern-
ment targets in the country. However, once an
operative was caught, this often led to the
capture of other terrorists. Today's terrorists
are more cautious.

Al-Qaida has long used the “pyramid tech-
nique” whereby if a terrorist is identified and
arrested, he will not be able to expose all the
members of the group. A terror cell will
operate in secrecy, use pseudonyms, false
addresses, various identities and communi-
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-cate covertly, often in code. The cell will
rarely meet as a group, but if this does
happen, the location can either be covert or
overt. A prime example of an overt meeting
occurred recently in London, whereby a dozen
or so suspects were arrested as they sat
down in a restaurant. Few would suspect a
group of people enjoying an evening meal - a
scenario that happens all the time.

Since the dismantling of many sleeper cells in
the last three years, terrorist operatives or
those who support such people have started
to use additional security measures. This has
made it more difficult for organisations like
MI5 to infiltrate, but the service has a long
history of success in this area. Experience in
countering terrorism was forged in Northern

Ireland, and since the end of the conflict, it has
been revealed that MI5 had agents deep within

the IRA and its hierarchy.

Once a terrorist cell has been identified, its
intent or role must be evaluated. Electronic
and foot/mobile surveillance can expose a

plethora of useful intelligence. Analysts will
use this data to:

1. Identify core members.

2. Determine its role.

3. Assess the urgency of the investigation.
4. Learn of peripheral or support personnel.
5. Accumulate code words.

6. Identify meeting points.

Preparing a cover story prior to any attempt of infiltration is vital. In many cases,
terrorist members of a cell will check details, background, paperwork, identity and
can even invite the undercover operative to perform certain tasks

7. Gather telephone numbers.

8. Check criminal backgrounds.

9. Discover if the group has an international
thread.

10. Track and note electronic financial
transactions.

11. Locate and disseminate Internet commu-
nications.

12. Determine members’ specialist areas.

Surveillance teams will also monitor everyday
purchases and travel. Once vehicles have
been identified, this can lead to other mem-
bers and occasionally, expose buildings where
articles or purchases are stored (bomb
making equipment, monies, false documenta-
tion for example).

An undercover agent is trained to monitor his surroundings and absorb as much intelligence as possible. For example, in this case a
casual glance inside an open drawer reveals a set of photos of Times Square, a Lloyds bank book, a membership card to a local martial
arts club, a photographer’s address, travellers cheques and cash. Obtaining any item could provide fingerprint or DNA evidence (inset)
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This is all good detective work and will provide
the authorities with excellent intelligence, but
what if the group intentions are obscure or the
only thing that really exists is suspicion?
Similarly, cell members change names
frequently, thus confusing those charged with
intercepting calls or letters.

Infiltration is an art, and its highly unlikely core
members would except a total stranger joining
its ranks without asking questions or perform-
ing multiple checks. This is when undercover
work starts to get interesting and the minds of
intelligence officials and specialists work
overtime. Creating layers of “reality”, “assur-
ance” and “insurance” are areas deemed off
limits to those not working in the intelligence
business, but there are a few trade secrets in
the public domain already, and these do
provide a glimpse of how a sting operation is
enabled.

To infiltrate any organisation, be accepted and
trusted is a number one priority. Just like
spies, terrorists or those who support groups
such as al-Qaida can and do get over
confident. Henceforth, core members,
planners and those in charge tend not to
discuss operations over the telephone or in
public - though it does happen.
Once a sleeper cell has been
identified, the security
services will focus on any
area that could prove useful
and expose vulnerabilities in

Intelligence gleaned by
an undercover agent
can be voluminous

its operational duties. If a the group. During the course of several

public meeting place - a months, he managed to gain their confidence

restaurant, library, club or and ultimately their friendship. Meanwhile, two
similar is used by cell companies had been established - a travel

L members, it's possible to  bureau and an army surplus store - both
B get close to those fronted by security officers. The undercover
- involved simply by agent said they were “secure” and invited cell
placing an undercover members to visit the shops. The “managers”
agent in the area. confirmed his “reality” as a neighbour and

“Listening” is a valuable  also befriended the cell members. The illusion
assetand an agent may  worked: the shops and staff provided assur-
overhear a conversation ~ ance and insurance - a vital tool in respect of
and make a gesture such  concealing the agent’s real identity. Purchases

as a “nod of agreement”. were then made and requests given to the
Over a period of time, cell agent revealed the group’s intent. The plan
members may become worked and a sting operation followed.
familiar with the agent’s face. In
one case example, Eye Spy Double Jeopardy
learned of a US-based terror cell
meeting regularly in a pool hall. It can be helpful if the security services obtain

The agent became a frequent the help of persons who are friendly with
visitor and eventually befriended ~ suspected cell members - a neighbour for

48
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An operative who successfu}ly infiltrates a terrorist cell or group will provide
intelligence on the locations used or frequented by the suspects. This is used by
the security services in future raids or searches. Knowing which room is used to

store materials or used for meetings is invaluable

groomed and fully informed
of the task in hand.
Infiltrating al-Qaida in the . 4
UK, may or may not = A = ' 2, 0
involve MI5’s highly & T : !
regarded Muslim officers

example. However, it can be problematic - the
person may notify cell members that they are
being monitored, or even provide
disinformation. An undercover operation may
also be exposed before all the evidence has
been acquired, thus, it’s an avenue that some

Fl

intelligence officials deem too risky.
Eyes and Ears

MI5 are particularly good at infiltration -

getting agents close to surveilled targets. Its
methods are highly secret, but depending on
the type of operation, agents will be outfitted,
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and agents.

Working alongside persons
planning a terrorist operation or

performing tasks that support terrorism is

advantageous.

An agent may be able to:

In certain
circum-
stances an
agent may
have an
opportunity
to install a
surveillance
device - or at
least identify
a prime
location for
colleagues to
perform such
EREET

Intelligence can be gleaned from suspicious
packages as this from the security tape,
address label, delivery company and even
the barcode

1. Detect real names.

2. Obtain paperwork.

3. Obtain forensics (i.e.. fingerprints, DNA).

4. |dentify new faces.

5. Place listening devices.

6. Note how funds are transferred, collected and

what currency (cash) is being used.

7. Discover who is assigned the task of

purchasing equipment, hiring vehicles or similar.

8. |dentify the senior cell members.

9. Ask disguised questions.

10. Learn of connections to other local groups.
)

49



It's both awkward and dangerous if the under-
cover agent is asked by group members to
participate in the actual operation. Delivering
a package to a ‘colleague’ or collecting travel
documents means the operative must be
tracked for his own safety throughout his
journey by fellow security officers. His
journey could even take him out of the coun-
try. Terrorists now employ counter-measures
that could expose suspicious behaviour

Many of the points on the previous list are
factors that ordinary electronic or foot/mobile
surveillance may not be able to detect, especially
if the group uses advanced counter-surveillance
methods.

If invited to houses, meeting rooms or other
locations, the agent then has the opportunity to
note his surroundings and other details, including
any unusual items. Memorising the delivery
address of a suspicious packet or even the
carrier may prove useful. Any intelligence that
can be gleaned from such items affords the
police or security services with an opportunity to
augment the operation. For example, if the group
regularly uses one postal delivery company, it's
likely it too can be surveilled and the contents of
the packages researched more fully. Similarly, it
won't take long to discover where the item was
despatched from. Even noting a few numbers
from a barcode can be rewarding.

The Ladder

If the sleeper cell has international connections, it
is often possible to infiltrate associated groups
or individuals in foreign countries. One this has
been achieved, “recommendations” can be
made - the purchasing of equipment or explo-
sives etc. Of course the recommended person or
company will be bogus and fronted by agents. A
cell member thousands of miles away unaware
of the ruse will trust the person and an associa-
tion will form - after all, his name was given by a
trusted colleague. In time, the cell will be
breached and valuable intelligence gleaned. It's a
method that has been used to expose spies for
decades and is now being adapted to help “out”
existing threats in dozens of countries. A hefty
cash advance in a foreign country for making a
simple phone call “recommending” an under-
cover agent or front company works almost
every time. The intelligence service will look for a
weak link, blackmail or similar may follow,
including the threat of a prison term. It's
underhand, shadowy but legitimate in the world
of counter-terrorism and the technique helps get
the security service climbing the ladder until it is
inside the terror cell.

Once away from the terror cell, agents will
be debriefed by senior officers. The agent
can also relate information in more detail
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Searching for a weak link is a specialist task.
“Turning” an actual cell member risks revealing
an investigation is underway. However, the
suspect may feel that he has nothing to lose
because the plot has been exposed anyway -
and it may save him from a lengthy prison term.
Infiltrating a sleeper cell using this technique has
been questioned by senior analysts, including
Nick Pratt of the George C. Marshall European
Center for Security Studies based in Germany.
He warned: “Al-Qaida is held together by bonds
of friendship, kinship and discipleship.”
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MI5 has specialist agents well-groomed in the
art of infiltration, but occasionally, operatives

\ must perform tasks alongside terrorists to help

| enhance the illusion. This is a controversial area
‘\ - just ask Kevin Fulton, a British Army agent who
\ operated in the IRA. He built bombs, travelled to
New York to purchase bomb-making compo-
nents, lied and deceived, but all in an effort to
help keep his true role invisible.

1 Infiltration has a unique friend in the Internet. Eye
Spy is often asked why the authorities don't shut
down al-Qaida’s numerous “support” web sites.
The answer is simple - visitors to such sites can
be identified. Similarly, they offer an incredible
amount of intelligence, be it a concealed
message from a terror leader or revealing a
planned or conducted operation. By monitoring
such sites, organisations like GCHQ or the NSA
can analyse traffic and help focus on extended
chat rooms. By cross-referencing users, the
intelligence world can literally “see” who is a
prolific user and examine remarks and com-
ments in detail. It’s true certain characters will
not use their real names or connect via comput-
ers in Internet cafes instead of their own machine
or cell phone, but that terminal then becomes an
intelligence target - revealing its location, users
etc. In the recent USA airliner plot, dozens of
Internet Cafe terminals were removed by MI5
and the police because they had been used by
‘ the suspects. A correlation with surveillance
footage will ensue and the user identified.

If a chat room used by potential terrorists is
identified, it's not at all difficult to join in the

.
-

The agent may be able topwlléagues with accurate data on

a location for a planned meeting - this will enable specialists to
prepare the room with recording devices

EYE SPY ISSUE 44, 2006

Analysis of any intelligence collected by the agent will help authorities plan the next
stage of their operation. Similarly, senior analysts must determine if the agent’s role
is under suspicion - lest his covert role be compromised

conversation. Once this has been achieved, and
the agent has secured his “place on the table” it
becomes impossible to question his real identity.
“Off the cuff” remarks may lead to an event or a
social gathering... once in attendance, the agent
has removed himself from the virtual reality of
the Internet to the real world. More importantly,
his new associates will already be aware of his
opinions and background - all perfected by
intelligence analysts sitting in Thames House or
the FBI's headquarters. It's a time-consuming
business, of course, but a valuable method of
infiltration. Identifying other chat room users is
virtually impossible - as the illustration (above
right) shows. In this case a youngster believes
she is talking to a young student.

Acting

Getting inside a terror cell is the first step, once
that has been achieved, the agent must then
function accordingly - even if that means being
sent abroad for “training” or performing tasks
within the group. However, this does offer
additional opportunities for the security services
in that they can acquire vital intelligence. If such
a venture is deemed too
dangerous, an excuse will
already have been
created.

Passing communications
to an “intelligence
handler” presents its own
problems. Infiltration
involves a high degree of
planning and prior to any
undercover operation
codewords, actions, or
written words are
‘manufactured’ to relate
or portray previously
determined situations. An
agent must have the

CHAT ROOMS

1am 14 and a bit of a fithess
fanatic, | often go power lifting
after school.

Hi. You sound real cute!!
How old are you and what
do you like doing after school?

ability to make contact immediately with
colleagues. Generally such contact is conven-
tional, via personal meetings, telephone or letter.
In all cases it must be discreet. An agent will
probably be surveilled by colleagues who in turn
will be watching to see if his “new friends” are
conducting their own surveillance on him.
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