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In 2004, al·Oaida's
brilliant codemaker was
arrested... information
found on acomputer led
police to London and the
'GASLIMOS PROJECT',
MI5 discovered plans to
bomb several buildings in
the UK and United States,
including the World Bank
headquarters in Washing­
ton DC...
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THE AL·JAZEE
Two former UK officials face April trial for AI-J

A
date has been set forthe
trial of former Cabinet
Office spokesman David
Keogh and former
parliamentary researcher

Leo O'Connor, who are accused of
violating Section 3ofBritain'sOfficial
Secrets Act by leaking asecret
memo inwhich President Bush was
said tohave told Prime Minister Tony
Blair inApril 2004 of aplan tobomb
Arab broadcaster AI-Jazeera at the
height ofthe US campaign against
Iraqi insurgents in Fallujah.

Journalists will be banned from the
trial , according toaruling made by
Judge RichardAikens back inJuly
2006.

American Charged With Treason
Azzam the American becomes the first UScitizen charged with treason since WWII

Aliases: Abu Suhayb AI-Amriki, Abu Suhail AI-Amriki,
Abu SUhayb, Yihya Majadin Adams, Adam Pearlman, Yayah,

Azzam the American, Azzam AI-Amriki

A
dam Gadahn, a28-year- The charges filed inthe Central
old California man has District Court ofCaliforniasay Adam
been charged with ' Gadahn, also known as Azzarn the
treason and providing ; American', "gaveal-Qaida aid and
material support to a : comfort... with intent to betray the

terrorist group formaking a series of United States."
propaganda videotapes foral-Oalda, ,
including one inwhich he praised ' InOctober the FBI added Gadahn to
the hijackers involved inthe 9/11 its Most Wanted Terrorists List. The
attacks and referred tothe United US Department ofState is offering a
States as "enemy soil. " Gadahn is reward of up to $1 million for
the first person to be charged with information leading to Gadahn's
treason against the USA since the arrest.
World War IIera.

4

"Adam Gadahn represents a new
breed ofhome-grown extremist,
who has chosen to betray the
country ofhis birth," FBI Executive
Assistant DirectorWillie Hulon said
during apress conference in
Washington DC.

Gadahn appeared inavideotape
broadcast in2004 inwhich he
identifies himself as "Allamthe
American."

, Aformer resident ofOrange County,
[ Gadahn appeared in aseries of
; videotaped segments that were
broadcast betweenOctober 2004
and September 2006. In the first
tape, Gadahn iswearing black
sunglasses and aheaddress
wrapped around his face. He
identified himself as Azzam the

, American and announced his
relationshipwith al-Qaida. "The
streets ofAmericashall run red with
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Breaking jail man's code reveals deadly clue
CASE OF THE CODED CLUES

: convicted in2005 and received the
death penalty forhis crimes.

The case was one ofthe many
investigations last year by the
Laboratory's Cryptanalysis and
Racketeering Records Unit. And it's
one ofscores of investigations and
success stories contained inthe
Laboratory's 2005 Report.

The letter was sent to the FBI
Laboratory, where cryptanalysts
quickly deciphered the code, which
held incriminating references to
hiding evidence and moving the
girl's body. It also contained an
admonition to keep quiet: "DE_
STROY THIS AFTER DECIPHERING
ITAND SHUT UP." Smith was

I
njail awaiting trial forthe .
abduction and murder of 11-year- ;
old Carlie Brucia in2004, Joseph . • "7 I-"7-l---7-i-~

P. Smith wrote an enciphered •
message tohis brother. In it, .

Smith replaced letters ofthe ;
alphabet with aseries ofone ortwo- ;
character combinations ofnumbers .
and symbols. He also wrote the
message from right to left, starting
atthe bottom ofthe page and
working his way up.

Keogh and O'Connor are alleged to
have disclosed part ofatranscript in
which Prime Minister Tony Blair
apparently resisted aproposal by
President George Bush to bomb the
Qatar-based satellite station - this
after the station broadcast images
of civilians lying dead in Iraq.

According to the charges, Keogh
allegedly gave the memo to
O'Connor atsome point between 15
April 2004 and 29 May 2004. The
Daily Mirror then ran astory relating
to the affair, noting that 'sources'
"disagreed as to the seriousness" of
MrBush's suggestion.

AWMe House spokesman called the
report "outlandishand inconceiv­
able." Downing Street saidit had "no
information"about any proposed US
action against AI-Jazeera.

Both Keogh and O'Connor deny the
charges.

FFAIR

blood," Gadahn said on the 2004
broadcast.

In abroadcast in2005, around the
fourth anniversary ofthe 9/11
attacks, Gadahn called the attacks
"blessedraids" and discussed the
"jihad against America." Earlier this
summer, Gadahn appeared ina
videotape that also contained
statements from al-Qaida leaders
Osama bin-Laden and his deputy,
Ayman al-Zawahiri. More recent
propaganda broadcasts aired on 2
September 2006 and on the fifth
anniversary of9/11.

FBI Deputy Director John Pistole
said Gadahn's indictment for
treason and material support for
terrorism prompted his elevation to
the Most Wanted Terrorists List.
"Gadahn isconsidered ahigh value
target, which puts himhigh on the
FBI's radar screen," Hulon said.
"This intense exposure limits
Gadahn's operational ability, but he
still poses adifferent kind ofthreat
as acommunicator foral-Oalca."

FBI Deputy Director John Pistole

; Gadahn isprobably inhiding in
· Pakistan orAfghanistan.

· Gadahn's treason charge is
· controversial innature and strikes a
· chord with the strange affair of
; fascist William Joyce, alias 'Lord
Haw-Haw'. Throughout much of
WWII, Joyce broadcast toBritain
and America from his 'beloved'
Germany - often mocking the public

; and government. Far from unnerving
· the populace, his bizarre rantings
; made him somewhat ofacult figure

and his speeches were listened to
by millions ofpeople.

Joyce fled Britain in1939 just one
week before the outbreak ofWWII ­
this after he was tipped-off he might
be interned. He had already become
adedicated supporter ofAdolf Hitler.

Friends inGermany put Joyce in
contact with Dr. Erich Hetzler ­
Private Secretary to Germany's
Foreign Minister von Ribbentrop.
Two weeks after the outbreak ofwar
he was appointed editor and speaker
forthe German transmitters for
Europe atBe~in's Cha~ottenburg.

His infamous broadcasts began ­
"Germany Calling ... Germany
Calling" and soon the propaganda
flowed. Tales of "betrayed Britons"
and ghostly "fifth columnists"
ensued. Throughout this period, his
anti-scemitism never stopped.

He was captured near Flensburg
after the war and news ofhis arrest
stirred-up hysteria inthe press. The
media immediately branded him a
traitor. Interestingly, just one day
before he was flown back to Britain,

William Joyce alias Lord Haw Haw

the Government passed the Treason
Act 1945.

Charging Joyce with treason meant
only one thing - death. However, it
was not straightforward - Joyce was
born inAmerica, raised in Ireland
and took German nationality on 26
September 1939. He was ultimately
charged with treason from 3
September 1939 to 2July 1940...
the date when his UK passport
expired. After his execution, Joyce
was buried inan unmarked grave in
the grounds ofLondon's Wands­
worth Prison.
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(that's how it was identified) showing agrey
brain encased insidealetter 'C' after its
creator Mansfield Cumming, is authentic and
still used by Britain 's Secret Intelligence
Service. Ithasneverbeenofficially acknowl­
edged before, and still isn't. The only visual
imageon M16's websiteshows an SIS logo
and UK Government crest- henceforthour
description in Eye Spy 43. Prior tothe
feature 's appearance, EyeSpy consultants
agreed thecrest was authentic, but obtaining
any sort of official document displaying the
crest was impossible. However, several
immaculate sources havenow confirmed it is
real.

I

ye Spy's feature on intelligence We also received
and security crests certainly dozens of
attracted agreat deal of interest. messages and
So too didour giant intel crests letters from
poster which was warmly militarypersonnel
received by hundreds of readers. requestinga
But not everyone was happy! Two similar exercise be

Canadian intelligence officers wrote to say the done forinterna-
NORAD crest should be flagged a joint USA- tional armed
Canadian crest (onthe poster it states USA). The NORAD crest forces. That's a

should also have
We also received afew e-mails from intelli- been attributed to huge task inthat
gence services wanting to know why their Canada thousands exist!
crest orseal never appeared. Unfortunately we . It's likely that Eye
did write toover 100services but many failed : Spy will feature special forces and elite units
to respond, orsimply said "no crest exists". inafuture edition.
However, since then, many services have
forwarded images so anew featureand Yet we can now reveal what we have known
second poster is being planned fornext year. for some time - the MI6 visualisation crest

6

The unusual crestmysteriouslysurfaced on
theInternet about 10 years ago, and we are
advised that evenMI6 was puzzled who
obtained anduploadedthe crest. We can also
reveal that other elements are missing.

The crest's origin dates back tothetime of
Captain Sir MansfieldCumming RN, the
Service's creator andfirst Chief. He used
green ink tosign his letters, atradition that
continues tothisvery day. The colour green
and the letter 'C' feature prominently inthe
crest ofM16. However, green has been a
colour associated with intelligence since the
First World War, thus it's impossible at present
to say if the colour was incorporated to reflect
Cumming's inkorthe worldof intelligence,
though theformer is likely!The letter 'C'
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emper OccuItuS
The crest which first surfaced

on the Internet

THE SECRET INTELLIGENCE SERVICE
The Secret Intelligence Service (SIS) , also known as M16, collects Britain 's foreign intelli­
gence. The Service is based atVauxhall Cross in London. Itscurrent Chief is John Scarlett
(above - inset). SIS provides Her Majesty's Government with a global covert capability to

promote and defend the national security and economic well-being of the United Kingdom.

ABRIEF HISTORY

The official UK
Government crest

MI6 has become an almost
interchangeable title forSIS, at
least inthe minds ofthose
outside the Service. The
origins ofthe use ofthis other
title are tobe found inthe late
1930s when it was adopted as
aflag ofconvenience forSIS.
Itwas used extensively during
the Second World War,
especially if an organisational
link needed to be made with
MI5 (the Security Service).
Although MI6 fell into official
disuse years ago, many writers
and journalists continue touse
it todescribe SIS.

'Special Intelligence Service '
and even 'C's organisation'.
Around 1920, it began
increasingly to be referred to
as the Secret Intelligence
Service (SIS) , atitle that it has
continued to use tothe present
day and which was enshrined
instatute inthe Intelligence
Services Act 1994.

The debate over the future
structure of British Intelligence

• continued atlength after the
: end ofhostilities but
, Cumming managed to
, engineer the return ofthe
i Service to Foreign Office

control. At this time the
, organisation was known in
, Whitehall by avariety oftitles

including the 'Foreign
· Intelligence Service', the

'Secret Service', 'M11(c)', the

exercise extensive control
over his actions. The outbreak
ofthe First World War in1914
brought aneed foreven
closer cooperation with
military intelligence organisa­
tions within the War Office.

· The most significant manifes-
· tation ofthis was the virtual
, integration ofthe Foreign
, Section withinthe Military

Intelligence Directorate. Thus,
, formuch ofthe war,
: Cumming'sorganisation was

known as MI1 (c). This
arrangement did not sit well
with Cumming who regretted
thisdiminution ofhis inde-

, pendence. As anaval officer
he was less than pleased at
appearing under the auspices
ofthe War Office.

Cumming sought toensure
that the Foreign Section ofthe
Secret Service Bureau
maintained adegree of
autonomy but the War Office,
inparticular, managed to

The origins ofthe Secret
Intelligence Service (SIS) are
to be found inthe Foreign
Section ofthe Secret Service
Bureau, established by the
Committee of Imperial
Defence inOctober 1909. The
Secret Service Bureau was
soon abbreviated to 'Secret
Service', 'ssBureau' oreven
'SS'. The first head ofthe
Foreign Section, Captain Sir
Mansfield Cumming RN,
signed himself 'MC' or 'C' in
green ink. Cumming died in
1923, but his legacy lives on ­
all subsequent heads ofthe
Service are referred to
internally as 'C'.

B
ritain's Secret Intelli­
gence Service (SIS) ,
more commonly known
as MI6 (originally

Military Intelligence Section
6), orthe Secret Service or
simply Six, is the United
Kingdom's foreign intelligence
agency.

Eye Spy isabsolutely confident that the crest
is authentic and thus ends one ofthe most
debated and controversial topics amongst
intelligence watchers....

Like 99% ofall British Government services
(both military and intelligence) , the crest is
topped byacrown. This refers tothe Serv­
ice's status as 'crown servants'.

encases adrawing ofa grey brain - almost
certainly adirect reference to 'intelligence'.
The brain symbol represents intellectual power
and intelligence and the capacity to acquire
and apply knowledge. Beneath the crest, two
words are evident 'Semper Occultus ' ­
translating to Always Secret - the ethos ofthe
Service.

It'squite possible that the MI6 crest is inset
into the official UK coat ofarms (used by the
Service on itsweb site - see our diagrams).
There is also evidence of 'brush work' on the
crest that indicates it was surrounded by other
details. This brush work is evident on the
image.

It's likely the crest is inset. Evidence ofair­
brushing is apparent around the 'C', crown

and text - Semper Occultus
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DELIVERY
SYSTEM NEXT
GOAL FOR
NORTH KOREA

T
he US government confirmed
that North Korea didcarry out
anuclear test on 9 October.
"Analysisofair samples

collected on 11 October 2006,
detected radioactive debris which
confirms that North Korea conducted
an underground nuclear explosion,"
said John Negroponte - thedirector of
National Intelligence.

Just weeks earlier, Pyongyang
successfully tested anumber of long­
range missiles, one ofwhich carried
coordinates fortheisland ofHawaii.
Analysts warned that North Korea is
within two-three years away from
having arocket capable of delivering a
nuclear bomb. Analysts are also
fearful the success ofthe test will
prompt Iran to hasten its rush towards
anuclear device. North Korea,
meanwhile, faces international
sanctions.

_ _ ....--t Kim Jong-i1

Borde r tension: A South Korean/US border control team
monitor North Korean guards through binoculars

RUSSIAN-GEORGIAN SPY WARS
Russian 'spies' arrested by Georgian security services as tensions grow

I
nlate September, five Russian military intelligence officers were arrested
in Georgiaforspying. The incident provoked aferoc ious response from
Moscow. President Putin demanded their immediate release. Shortly
after the officers were detained, Georgian security services blockaded

the regional headquarters of Russian forces inTbilisi, the Georgian capital.
The authorities also requested Russia hands over a "sixth spy". Russian
Ambassador Vyacheslav Kovalenko said Moscow would notcomply with
the request. The men were reportedly involved in a spy ring of up to 12
Georgian citizens sympathetic to Russia - all thesuspects were arrested.
Officials described them as a "very dangerous spy chain." Russian
ministers warned that "every action to free the suspected spies will be
considered. "

According to intelligence sources, the spy ring was headed byaRussian
agent suspected of involvement with an explosion inthe town of Gori in
February 2005. Three police officers died inthe attack.

ESPIONAGE AND VODAFONE
ATHENS: Vodafone faces ahugefine over the Greek 2004 Olympic Games
phone-tapping affair. Over 100 mobile phones, includingthose belonging tothe
Greek Prime Minister, Costas Karamanlis, leadingcabinet members, high­
ranking military officials and journalists were bugged byan unidentified agency
by'persons unknown' under the unprecedented surveillance scheme.

• SUBSCRIPTIONS

• EYE SPY INDEX

• SURVEILLANCE DEVICES

• PROFESSIONAL EBUIPMENT

• INTELLIGENCE BOOKS

• TRADE SECURITY BOOKS

• BACK ISSUES

• 24 HOUR NEWS SERVICE

• INTELLIGENCE RESOURCES

• SPECIAL OFFERS

Welcome to Eye SpYMagaZine • PHOTO GALLERY

INTELLIGENCEMAGAZINE

24 HOURS ADAY
www.eyespymag.com

During the months leading up tothe event, ahuge security operation was set in
motion. However, it seems not all countries were convinced Greece had every
eventuality covered. An elaborate surveillance system was activated within
software and used to intercept messages from Vodafone's Greek subsiduary.
Officials say that "alarmbells rang" but no-one suspected anything. Eight
charges ofmisconduct have been levelled. Vodafone could be fined astagger­
ing £114 million ($200m).
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DOUBLE AGENT RESPONSIBLE FOR DOZENSOF DEAT

Blake was handed downa42-year prison
term, but onlyserved fiveyearsafter his
dramatic escape from WormwoodScrubs
prison in London. Wardens found metal bars in
acorridor had been sawn offand arope
enabling him toclimb to freedom was still
hanging inplace. Despite along search, he
had disappeared - with the help ofsympathis-

Wormwood Scrubs Prison

, Holland, had never been involved in intelligence
work.

The money relates toprofitsover his 1989,
autobiography,No Other Choice. Alarge
section ofthe book focused on hisworkas an
Ml6 officer. Blake had already received about
£60,000 in royalties before the UK Government
started legal action to "stophim profiting from
the book." Afurther £90,000 was frozen. In
May 2003 his lawyers started another action
and argued that his "human rights were being
breached" - he was awarded £5,000 in
compensation. Blake's lawyers had also
argued that the case was being deliberately
"slowed down" and passed through various
courts. The Strasbourg court agreed. When
news filtered through to 89-year-oldMoscow­
based Blake, ofhis recent award, he was "too
ill" tounderstand the ruling.

wished toprofit from his treachery." This still
didn't stop the court ruling inhis favour.

Five years ago Blake failed in an attempt to
obtainthe outstanding royalties. An English
court ruled that £90,000 should be donated to
the charity - Save the Children. That ruling is
not affected by the Strasbourg judgement.

In 1960, Blake was "outed" as aKGB spy, but
not beforehe had caused immense damageto
British intelligence. Blakeserved inMI6 from

• 1944 to 1961 , but unbeknown tohis superi­
ors, in 1951, started spyingforthe Soviets. At
his trial (behind camera) in1961 , the UK
Government initiated aclever plan totryand
limit the damage he had caused from the
media. They even suggested Blake, born in

One of the most
infamous spies in
Brit ish history has
been awarded
monies by the

European Court
fo r his treachery

eorge Blake, one ofBritain's
most notorious traitors responsi­
ble for the deaths ofdozens of
British agents has been awarded
£3,000 ($5,750) and £1,340
costs by judges sitting in the
European Court ofHuman

Rights. The court had heard: "Theapplicant
had, they considered, brought the proceedings
on himself as aself-confessed traitor who
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WARDED £3,000
Michal Goleniewski

Lt. Col Michal
Goleniewski was the
Deputy Chief of Polish
Military Counter
Intelligence until 1958.
He also operated as a
mole forthe KGB in the
Polish service.

By 1960 he headed
Polish military intelligence in East Berlin.

After his defection in 1961 Goleniewski told
the CIA that George Blake was adouble agent.

ers. Ayear later he surfaced in Moscow and
was given aheroes welcome. Blake had left
his three children behind and once in Moscow
divorced his wife. He remarried shortly after
and has remained in Russia ever since.

The spy's journey could not have been more
colourful. The son ofan Egyptian Jewish
father, and aDutch mother, Blake was interned

~

© LAW ENFORCEMENT PICTURE LIBRARY/STEVE MCMANUS

GEORGE BLAKE (born George Behar) was born in 1922 in Rotterdam. After serving with the
Dutch resistance he joined the British Royal Navy and in 1944 joined M16. In 1949 he was
posted to South Korea and upon the outbreak ofthe Korean War was interned by the invading
North Korean forces. In 1951 he defected to the Russians, and volunteered towork as a
Soviet Spy, being assigned the KGB codename Diomid. Information supplied byBlake to the
Soviets enabled them to eliminate the entire Western intelligence force in East Germany
between 1953 and 1955. It's believed he betrayed the names ofmore than 40British agents
tothe Soviets. Many disappeared, and were thought to have been executed. Blake also
informed the Russians about the American CIA intercept tunnel built from West toEast
Germany, and designed to intercept Soviet communications - atunnel which the CIA believed
to be asuccess until the truth was revealed following the dissolution ofthe Soviet Union
some forty years later. Blake was identifiedfollowing informationprovided bythe Polish
defector Michal Goleniewski in 1961 .
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Downing College, Cambridge

by theGermans before escapingand making
hisway toBritain. During WWII he joinedthe
Royal Navy, before studying languages,
including Russian atDowning College in
Cambridge. He skills were noted by MI6 and
he was sent to Seoul, Korea, as vice-consul
under the guise of the Foreign Office.

He was arrested during the Korean war and
spent three years inaNorth Korean prison. It
was herehis sympathies grewforCommu­
nism. AKGB official asked Blake towork for
Moscow - but remain in M16. Soon after, he
returned to London and began handing his

KGB controller copies of every official
document that came in hispossession.

MI6 posted Blake toBerlin. He was tasked with
searching out defectors in the East. He
established ashop packed with "hard-to-get
goods" on theborder in the hope that Soviet
officials would be tempted to enter. This
afforded the KGB with an opportunity it could
not have dreamed of. Blake said: "I wasthe
onlyofficer in Berlinwhowas actually in
contact with theRussians." TheKGBtold
Blake to send acommunication to MI6that he
hadbefriended apossible defector whowas
willing to remain inplace toprovide intelli­
gence. MI6 were delighted and forwarded
questions to Blaketo ask the "defector". From
this ruse, the KGB learned ofBritish policy
towards the USSR and also had an opportunity
to respond accordingly - disinformation flowed
totheUK. The imaginary defector was an
economistcalled 'Boris'. Learningthefinancial
strength of theUSSR wasvital, especially as
the Cold War was beginningtocost both sides
huge amounts ofmoney. Both NATOand the
Warsaw Pact were involved ina race for

nuclear
supremacy, it
was advanta­
geous there­
fore, to show
the West that
the USSR's
economy was
flourishing.

Blake pictured in Moscow
Renowned in the late 19905

British (Austral-
ianborn) intelligenceexpert PhillipKnightley,
author ofThe Second Oldest Profession: spies
and spying in the 20th century, isstill uncer­
tain if this was the case: "Was it topersuade
the West to believe that theCommunist
economy was stronger thanthe West be­
lieved? Or weaker? To this day, no one inthe
West knows. And if Blake does, he is not
telling."

• TheUK's Department for Constitutional Affairs
said itwasobligedto comply with the
Strausbourg ruling, notingthat Blake had
requestedmore money andthat other claims
weredismissed.
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Omar Khyam

being said inthe media. Hesaidhewas
"workingfor the cause" inAfghanistan,
bringing money and equipment from England.

He denied working foral-Qaidabut accepted
that people inthearea could have had links to
the terror group. Perhapsthe mostdramatic
incidentoccurred on 18September when
Khymam was to be questioned aboutthe
purchase of theammonium nitrate fertilizer.
Asked by his counsel, Joel Bennathan, whether
he hadbought the fertiliser withthe help of
others, he toldthecourt he could no longer
answer questions because hewas fearful of
thewell-being of hisfamily in Pakistan.

Khyamsaid: "Beforewego ontothat topic, I
just wantto say the lSI in Pakistanhas had
words with my family relatingtowhat I have
been saying about them. I think they are
worried I might reveal moreabout them, so
right now, as much as I want toclarify matters,
thepriority for mehasto be the safety of my
family so I amgoing to stop. I am notgoing to

well into 2007. Some ofthe testimony is
revealing.

On 15September Khyam told the court: "I
remember I was watching on aWednesday, the
Prime Minister's questions, and we just made a
comment 'Canyou imagineif you dropped a
bomb right there and then? You wouldtake out
all the MPs'." Asked who had made the
comment, Khyamanswered: "I did." The other
men just laughed. Defence barrister Joel
Bennathan then asked: "Wasthat aserious
proposition?" Khyamreplied: "No."

Khyam said he felt happy when he heard ofthe
11 September 2001 attacks onthe World Trade
Center inNew York, because "Americawas the
biggest enemy of Islam."

The 24-year-old former universitystudent
denied claims by FBI informant Mohammed
JunaidBabar that he discussed launching a
bombing campaign in Britain. Khyam acknowl­
edged that comments were made from time to

Security Service film footage of one of the time, but were only responses towhat was
suspects in the lock-up with the fert iliser

The trial ofKhyam iscurrently taking place at
the Old Bailey and isnotexpected to end until

Onthe morning of 30 March 2004, anti­
terroristpol ice arrested OmarKhyam and six
other men afterpolice discovered more than
half atonof ammonium nitrate fertilizer ina
storage facility near Heathrow Airport in west
London. Thepolice operationwas codenamed
Crevice and owed itsgenesis to an alleged
interception of aninstruction sent by al-Qaida
commanders to operatives inthe UK.
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discuss anything related tothe 151 any more or
the evidence."

Khyam said he attended aweapons-training
camp inPakistan where he claimed the
country's Inter-Services Intelligence agency,
(151), gave explosives instruction. He believes
his familyare indanger because of this
admission. The lSI, according to Khymam,
have already threatened his family - aclaim
dismissed by Pakistan officials. The jury has
already heard that aluminium powder intended
to be mixed with the fertiliser was found at
Khyam's home inCrawley, West Sussex.

The court was adjourned for lawyers to
consider the situation.

Another member ofthe alleged cell who
actually bought the fertiliser admitted that he

knew it was forexplosives. However, Anthony
Garcia, 24, said hethought it was going tobe
shipped to Pakistan for use inKashmir.

Garcia explained that in November 2003,
Khyam asked himto buy thefertiliser. "Hesaid
he couldnot do it because he is Asian and
might arouse some suspicion." He told the
court: "At the timeI thought it was really the
same as fund-raising because I thought it was
going to help people in Kashmir - tobe used as
an explosive, as abomb. Itwould be basically
to protect the villages under attack from the
Indian soldiers. "

Security officials believe the men had al-Oalda
links and that they were planning abombing
campaign inBritain. Targets that have been
mentioned includeutilitycompanies, The
MinistryofSound - a Soho nightclub, the huge

Bluewater shopping centre inKentand the
London Eye.

Khyam, his brother ShujahMahmood, 19,
Waheed Mahmood, 34, and Jawad Akbar, 23,
all from Crawley, Sussex, SalahuddinAmin, 31 ,
from Luton, Bedfordshire, Anthony Garcia, 24,
of liford, east London, and Nabeel Hussain, 21 ,
ofHorley, Surrey, deny conspiring to cause
explosions likely to endanger lifebetween
1January 2003 and 31 March 2004.

Khyam, Garcia and Hussainalso deny acharge
under the Terrorism Act ofpossessing 1,3001b
(600kg) ofammonium nitrate fertil iser for
terrorism. Khyam and Shujah Mahmood further
deny possessing aluminium powder for
terrorism.
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PY RAFT

glue them together so that the camera can
look into the eyepiece. It's that simple.The
hole inthe lens cap andeyepiece cover should
be only largeenough toallow the camera to
see through thehole without any shadows in
the video, and should betested before gluing
the caps orcovers together. The covers
should fit snuglyover thedevices so that there
is no risk ofdropping the camera if the
binoculars are moved. If there is too much

Professional operators willof course circum­
navigatethe problem by purchasing expensive
alternatives, but there isone method that
costs absolutelynothing. Converting an
ordinary £50.00 microcamera into one that
can 'zoom-in ' hundreds ofyards issimple and
takes betweenfive andten minutes.

Simply cutaholeinthe lens covers or plastic
cap of thebinoculars and the camera; then

Theprocess involves mountingthecamera to
theeyepieceof apair ofbinocularsor
telescope. All that is required issuper orhot
glue, afew spare plastic lenscoversorplastic
caps. In our example, we used thetops from
twomilk containers.

Future projects include how to build a telephone voice changer, parabolic dish
microphone, wall clock camera, bug detectors, room transmitter, night vision fire
detector camera, outdoor night vision illuminator, spy camera killer and resurrect
deleted data from a computer and many more devices associated with the world
of espionage. Use the printed material responsibly.

In the coming issues of Eye Spy we will not tell you where to acquire spy equip­
ment - we will show you how to BUILD it - inexpensively and without needing a
degree in electronics.These projects can be built with off-the-shelf parts and can
be put together in a few hours - or in the following example - a few minutes. All the
projects can be modified, mixed or matched to create an arsenal of spy tools.

Eye Spy launches its new series of professional DIY'

ost micro orcovert cameras
offer very little in the way of
telephoto lenses - they are
designed to view arelatively
close area with awide angle
lens. But, there are times
when it may be necessaryto

monitor adistant scene, orit may be located
in ahostile environment. Purchasing covert
zoom cameras can be costly, and they often
perform only moderately. Microcameras are
designed to record as wide an angle without
distortion. Even cameras that are available and
equipped with zoom capability are oftentoo
underpowered to bring in ascene at more than
ahundred feet.
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play on either cap, an elastic band can be
used to keep them in place. Covert cameras
are very light and the likelihood of it pulling the
glued cap away is slight.

The actual lens caps supplied with
instruments such as binoculars are

ideal , simply because they were built
to protect the eye piece. But we found
that a milk bottle cap fitted perfectly

over our binoculars

When using your new 'long-rangespycam',
the easiest way toacquire video istowatch
the live video on amonitor, as it wil l be
brighter than what you can expect to see with
the naked eye, especially if working with low­
lux cameras. You may need todo some
focusing by turning the threaded lens on the
spy camera in whatever direction sharpens the
image, usually counterclockwise. The picture
quality isexcellent and can be seen in the
images which accompany this feature. Make
sure you remember tofocus the binoculars or
telescope as well!

You can adapt these cameras tojust about
any device designed to magnify, including a
telescope, gun sight oramicroscope. There
might be an occasion that you need to mark
an object foridentification so that it is
undetectable tothe human eye. By using a
video camera attached tothe microscope, you
can make modifications by viewing the
monitor and it allows you to make arecord of
the identifying marks or modifications

EYE SPY I S S U E 44 , 2006

The target used in Eye Spy's test was a remote farmhouse tucked away in
woodland. The untouched image shown here is a photograph taken off a

monitor that was captured using the miniature camera seen on page 16. Blurry
and hardly discernable - it was the best the camera could do. The distance from
the camera is approximately 500 yards. Weather conditions were dry, warm with

some sunshine and a little mist. The project took our researcher about five
minutes to complete.... the results were dramatic. See page 82.

Super glue is a good option
to join the two caps, but this

should be done before
placing the caps on the
binoculars or camera.
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calculator
mode/may
be different

10 that
dlsplayed­

but o f equal
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MAINS-COUBLE
SOCKET

TRANSMITTER

Order code: LS-TX-6
UK £195.00 US $350.00

Using th e ident ical UHF
tra nsmitter as the LH-1 [left) ,

but inside is a fully working
mains socket. This unit is ideal
for perm anent application s ­

easy to install.
Continuous 24-hour-operation.

Range 850ft

Order code:
LS-TX-4 UK
£195.00

UHF CALCULATOR
TRANSMITTER

Working desk calculator con­
ceals a t iny UHF transmitter. The

unit can be left in an office
environment without ra ising any
suspicion. Range 850ft. Battery

life of 15 hours. Use with any
Eye Spy UHF receiver.

UK£29 0.00 US $575.00

1a-CHANNEL UHF
RECEIVER AND

TRANSMITTER KIT

Comes complete wit h all accessories.

This transmitter and receiver [metal
cased) kit is ready to use in seconds. Our
tiny matchbox-sized room transmitter, is
extremely sensitive to sound and can be
concealed absolutely anywhere . It will
pick up voices up to 40 feet away and
transmit with amazing clarity to the
receiver. Powered by one 9v battery.
Transmitter range 850ft.

UK model

Order code: LH-1
UK£195 US $350

Bodyworn or for a room this
UHF miniature transmitter is
superb. The 6mm diameter

micro phone can even be pushed
under door gaps to listen to

sounds in another room. Use
with our UHF rece iver which will

we programme to rece ive
transmission. Range 850ft

Built by
spec ialists
and used

across the
world

please state which model you require

A conventional fully
mains-working double plug

adaptor. Inside is a tiny UHF
transmitter which becomes

act ive and powered when
plugged in. 24-hour-a-day

transmission. No batteries
needed just plug into any

socket. Minimum range 850ft.
Sound pick-up - superb . .-----------,

Use with any Eye Spy UHF
receiver.

Order code: L-IR1 UK £125.00 US $230.00

WARNING: Some of the products advertised in th is
magazine may be illegal to operate in your country.

Please familiar ise yourself with the law as it affects you.

FOR OUR FULL RANGE OF TRANSMITTERS
AND RECEIVERS VISIT www.eyespymag.com

UK ANC USA
PORTABLE MAINS-COUBLE PLUG

ACAPTOR TRANSMITTER

UHF BODY WORN
TRANSMITTER

United States model

Order Code:
LSSKR

UK£180.00
USA $330.00

ROW £190.00

CRECIT CARC
TRANSMITTER

UHF KEY RING
TRANSMITTER

With a range of 650 metres,
this remarkable bug can be left
in offices, vehicles or just about
anywhere! Use with any of our

UHF receivers.
Sound pick-up - excellent .

Ready to use in one second ­
Eye Spy's new key ring UHF

transmitter requ ires the use of
just one 3V lithium battery

[included). Simply open the case,
pop the battery in, and it star ts

transmitting immediately.

This remarkable UHF transmitter
is only 3mm th ick and can be
slipped in the side of a wallet,

file, folder or pocket. It also has
th e advantage of voice act ivated

transmission.
Battery operated [included)

Stunning quality. Range 850ft.
Use with any of our

UHF receivers

Order Code: LS-CCT UK£195.00
USA$350.00 ROW £199 .00

PRICE ALSO INCLUDESSHIPPING/POSTAGE AND PACKING TOALL COUNTRIES!

PROFESSIONAL
Professional surveillance and espionage equipment available from Eye Spy.
Check out our new range of products on: w w w . eye spy mag . com

TRANSMITTERS &RECEIVERS

EYE Spy SHOP
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Tucked away in the
glorious English country­
side is a former military
facility that hides a
plethora of Cold War
secrets...



N

The Vulcan bomber. The bomb-bay
(seen open) had to be redesigned to
allow the aircraft space to carry the

Blue Danube

RAFPolice officers responsibleforguarding
the base.

Situated around themain compound in
woodland, some 60 concrete buildings,
sometimes called kiosks, hutches orhuts
(about the size ofashed) on Thetford Heath
stand empty in well-managed terrain. The The kiosks appear randomly placed in the
kiosks design was such that it was intended to . wood, but early aerial photos show they were
cast atree-like shadow, presumably tofoil logically positioned. Each kiosk isfronted by a
Soviet detection from the air. It's athoroughly steel encased wooden door, which, during its
eerie place tovisit, especiallywhen you operational life, was fitted withacombination
consider each huthosted amaterial so deadly lock. Rusting radiation symbols are still visible
innature. Bu ilding of the so-called pentagon- on some of the doors , so too are electrical
shaped 'bomb store' (23 acres) began in fittings insideand outside eachkiosk. The
1953 and was finished by 1955. Themain doors hadalargespring-loaded electrical
storage buildings weredivided intotwo main contact, whichsent asignal tothecontrol
groups: larger stores were designed tohold building to indicate if the door was open or
the bomb casings and high explosive compo- closed. Once inside, visitors will notice ahole
nents, and the small concrete huts to hold • orcavity in the solid concrete floor (some of
fissile cores. Quite bizarrely, the only person- the structures have two holes) . The holes
nel permanently stationed at the base were supported steel vessels tostore the nuclear

. ··....i ..

t's one ofthemost fascinating Cold War
military locations intheUK, though
visitors unaware ofits existence would
ever believe it once hosted Blue Danube,
Britain's first nuclear bomb. Today, the
primary buildings ofwhat was RAF
Barnham - adispersed subsidiaryofRAF

Honnington inSuffolk, act as Gorse Industrial
Estate. However, thereare still many struc­
tures inplace that reveal its secret history - a
locationonce capable of storing well over a
100 fissile cores. Just insidewhat was the
main electronically controlled gates, ahigh
concrete blast wall stillsitstall and amassive
watch tower in immaculatecondition gives
some sense ofscale to its role. It's one ofthe
first features you notice that betrays its
previous role, but all the buildings havea
distinct "military feel " even thoughsome now
host small commercial businesses.



E YE S P I' I S S U E 44 ,200 6

material. Forty eight single-hole
~~,Ilt1If.:. stores, known as Type 'N were

constructed, thesewould haveheld
asingle plutonium core. The
remainder, known as Type 'B'
buildings would haveheld two
cobalt cores. The kiosks were
connected viaapath system. At
some pointduring theoperational
life of RAF Barnham, the holes of
Type 'S' huts were filled in and
covered by gritless asphalt.

Cold War Deception

Some experts believe part of
Barnham's role was also one of
deception, inthat if the Russians
noted dozens of nuclear storage

The hu ge hoist to remove the bomb from
tr ansport ers is still evident. Behind is one

of the build ings used to store the case

bunkers, they would believe Britain had more
warheads than it actually did. Gently rising
pathways once used to trolley materials into
thekiosks are still visible. So too are the old­
fashioned lamp posts that helped guide RAF
personnel guard dog patrols atnight.

The actual bomb was brought to the base on
large transporters. Two huge heavy steel­
framed structures and a10tonne hoist remain
intact to this very day. The device lifted the
explosive part ofthe bomb and casing into
large non-nuclear storage buildings. Each
storage unit measured about 60 x 20 yards
and was divided into 11 bays long by three
bays wide withtwo internal lines of supporting
concrete pillars. The BlueDanube bomb ~

Once away from the roads ide, visitors find
themselves in a wooded area, and though
most of the paths are overgrown, it' s not
long before the outline of dozens of small
structures hidden by trees become visible
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Rusting metal fence posts and rails that
guided base staff tothe H-block positioned
huts still protrude from the grass. From above,
the bomb store and boundary plan are barely
visible due to the trees. The base was
encompassed with an inner and outerfence
and aconcrete wall added athird line of
protection. Dog patrols were constant between
the fences and quite often the animals--=-would be allowed to roam freely.

Blue Danube

measured 24ft 2in and had adiameter of5ft
2in and weighed 10,000Ibs. Its enormous
length and the maintenance required (and the
fact that itwas free-falling) rendered it almost
useless before its service career (1957-1961)
had even begun. Blue Danube's fins extended
after being dropped so that it could be carried
inside the bomb bays ofBritain 's V-bombers ­
Valiant, Vulcan and Victor. Just how many
bombs were stored at RAF Barnham is
unclear, though Britain had an arsenal of just
20 Blue Danubes so it'sevident the facility
was operating well below its capacity.

The bombs were stored without their fissile
components inthree almost identical buildings
joined by an internal loop road. One ofthe
warehouses was damaged by fire in the
1980s and was demolished. However, the
other two remain.
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Keep your
magazines in

pristine condition
with Eye Spy's
smart binders ­

each binder holds
eight editions

PY BINDERS
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UK £7.50
USA $17.00
ROW £9.50 ­

price includes P& P
Please use order
form onpage 82

A subscription to Eye Spy
Intelligence Magazine is
already excellent value, but
its now even better. From 1
November 2006, all sub­
scribers will receive a
subscription card and a
unique number that enables
readers to claim discount on
a wide variety of purchases,
including books, videos,
trade equipment and much
more. Wherever you see the
card (as above - binder

advert) discounts will be availab le. Similarly, we are negotiating with other
companies who will recogn ise the card and act accordingly. The card remains
valid throughout the subscript ion per iod . When ordering any item , simply add
your number - it's that easy.
• Existing subscribers can send a SAE to Eye Spy to receive their card , or simply
wait until the subscript ion is renewed .
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Giant watch towers built in1959 toaugment
security still exist. The towers were positioned
inamanner to monitor all sides ofthe base
and helped keep intruders out. Indeed, toour
knowledge there was only ever one breach of
securityduring RAF Barnham's nuclear
history. One tower isinextraordinarilygood
condition and affords an excellent view ofthe
base. Also still visible are train ortrolley tracks
used to move materials across the base.

RAF Barnham's nuclear role was short lived.
By 1960 military specialists regarded such
weapons (dropped by bombers) as obsolete.
They were superseded (as the principal British
nuclear deterrent) by the stand off missile Blue
Steel, and the storage and maintenance of
nuclear weapons moved toother RAF bases.
It's believed the last nuclear bomb was
removed from RAF Barnham in1963 and the
site sold to its present owner. Another storage
facility virtually identical to Barnham was built
atFaldingworth in Lincolnshire.

The manager gave Eye Spy aguided tour
around this most impressive site. Readers
who may be interested invisiting the estate
should always seek his permission before
entering. RAF Barnham is just ashort drive
from the town ofThetford. Please note that the
MOD still uses adjoining land. National Grid
Reference TL 8517 7988
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HOW TO HIDEANYTHING
learn hOw to ccosmct
ooze-s of hidIng ooces

SOftboc k 120pp
ESI 11 7 £16 .00 $26.00

PI SCHOOL: HOW TO 8E
A PIlIVAlE INVESTIGATOR

Soflback 112pp
ES107 2 £19 .00 $25 .00

www.eyespymag.com
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OF TRADE BOO S
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sc.w<EJlMOOlfICAI1ONS
AND ANTENNAS

Modifying equipment.
Soflback 176PP

ES910 £18.00 $35 .00

ELECT1lONIC CIRCUITS
AND SECRETS old,

fashioned spy . bugs and
more. Softbock 128pp
ES90 8 £22.99 $40.00

lMNG WITHTERRORISM
Sul'vtvol lessons From the

Streets of Jerusa lem
SOttbock

ES1116 £19.00 $30.00

COP'S GUIDETO
OCCULTINVESTIGATIONS

A police m ust.
Soflback 184pp

ESI0 43 £25 .00 $29.00

LMNGINTROUBlfD lANDS
Beating!he TerrorisIlhreat

Overseas
SOftCOVef 192pp

ES1113 £2 1.001$35 .00

o

THE tA.TIMATE SNIPER
Advanced training fa

mllitay and police.
Huge Softbock 543pp
ES965 £50 .00 $70.00

I~ 1

1~ I:
crypto
lij lO ~-

CRYPTO Code rebels.
Humble the hackers and

spooks. Essential.
Pape!bock 352pp

ES903 £10.00 $20.00

DIGITALPIRACY
A guide to computer
security. Essential tips.

SOftback
ES1003 £25 .00 $50 .00

FBIGUIDEto
concealable weapons.

Packed wttn photos.
Soflback 86pp

ES966£18 .00 $25 .00

Use order form on page82- or go to www.eyespymag.com or telephone direct

For detailed information on these and man)' more titles go to www.eyespyrnag.com
All prices shpwm include postage and packing· Includes air mail delivery to USA, Europe and Rest of World
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THE EXTREME COVERT
CATALOG - SPECIAl

TRADE SECURrlY WORK •
IMPORTED

Massive SOfTbOCk
ES738 £50 .00 $60 .00

B008Y l1lAP
IDENTIFICATION

pesoc-se g.jde fa IaN
enforcement persorrlElI.

SOfTbOCk BOpp
ES876 £20 .00 $38.00

HOMEWORKSHOP SPY
Soooewore tor the
serious hobbyist.
SOfTbOCk tczco

ES8S6 £24 .50 $48 .00

KIUINGZONE
A professional's guide to
preventing ambushes.

SOfTbOCk 240pp
ES960 £25 .00 $40.00

WORST-CASESCENARIO
TRAVEL

Survtvol handbOOk
SOfTbOCk 192pp

ES80S £12.00 $24 .00

BOUNTY HUNTER
Professional gUde to the

art of bOun1y tulmg.
SOfTbOCk 136PP

ES673 £15.50 $30 .00

FlTTO FIGHT
Complete monuoI of

"tense training for
combat.

SOf1t>ock 1ascc
ES654£18.00 $30 .00

SURVIVING TERRORiSM
Pocked wrttl essential tips

and advice.
SOfTbOCk aecc

ES971£12.50 $18.00

An
InfantrBman's

Guide toCombat
In BuUt-Up

Areas

SAS SELF-DEFENCE
HANDBOOK

Complete guide to
wcrrrec combat.

SOfTbOCk 24Qpp
ES831 £29 .99 $48 .00
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IN 2004, AL·QAIDA'S
BRILLIANT CODEMAKER

WAS ARRESTED...

INFORMATION FOUND ON
HIS COMPUTER LED

POLICE TO LONDON AND
THE DEADLY

'GAS LIMOSPROJECT'

n12October 2006, Dhiren
Barat admitted planning fora
series ofattacks against key
buildings and locations in an
operationhe himself dubbed
'The Gas Limos Project'. Barat
also pleaded guiltytocharges

that he intendedto cause mayhem by
exploding aradioactive 'dirty bomb' and three
vehicles packed withexplosives inunder­
ground carparks. MI5 regardhisarrest as one
of the most significant ever inthefight against
terrorism.

Seven other men are to stand trial in connec­
tion withthe plotnext April. They all deny
conspiracy to murder andcommit public
nuisance with radioactive materials, toxic
gases, chemicals orexplosives. One of the
men faces charges under the Terrorism Act in
connection with an alleged plot totarget
financial institutions intheUnited States.
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Pruden tia l Building, Newark

NYPD Hercules
police officer.
Above: The

World Bank in
Washington DC •

another targe t
analysed by

Barat

stone [main target] ofa series ofplanned
attacks '.

Barot intended to hire three limousines and
pack them with propane gas cylinders and
explosives. The vehicles would then be driven
into underground car parks directly under­
neath highly populated buildings. The loca­
tions were not specified incourt, but all were
inthe UK.

med NaeenNoorKhan atLohare Airport by
security officials ofPakistan 's Inter Service
Intell igenceagency (lSI). Hisdemise began
weeks earlier after he had attached a cell
phone to 18 pounds ofexplosives on abusy
Karachi road. The device failed to detonate.
Police traced one ofthe phone numbers
stored in thephone to an address inthe city.
The lSI raided theapartment and found
Mussad Aruchi, Khan 's nephew and the son
ofawell known al-Qaida liaison man. GCHQ
and the NSA began tracking other telephone
numbers, but at thetime, both organisations
had no ideawho Khan was orthe significance
ofwhat they where about to discover. Khan
was eventuallytraced and kept under surveil­
lance. He was arrested atthe airport as he
attempted to collect aparcel. Unbeknown to
the lSI, Khan was an al-Qaida operative given
the nickname 'The CodeMaker' .

At the time ofhis arrest Khan was carrying a
laptop computer. Two other computers atan
address used by Khan and 50 CD-Roms were
seized. These contained the names ofdozens
ofoperatives and hundreds ofcontacts who
were regarded as 'safe' and willing to help al­
Qaida's cause. Withindays ofKhan 's arrest,
MI5 raided several locations and detained
Barot and other suspects inand around
London. MI5 analysts discovered plans to
bring downthe hugeCiticorp building inNew
York; attack financial institutions such as the
WorldBank inWashington DC, and render the
area around the New York Stock Exchange
totally useless because ofthe radiationfallout
from adirty bomb. Another target was the
International Monetary Fund (IMF) headquar­
ters inWashington. Several operations were
written down in notebooks. One was headed
'Rough Presentation forGas Limos Project'.
Another notesaid [this is] the maincorner-

· .- .

13JULY 2004 - ARREST OF
THE CODEMAKER

According to intelligence sources, this
defendant is saidto have possessed detailed
plans ofthe Prudential Building inNewark,
New Jersey that could help a person commit­
ting orpreparing an act of terrorism.

In Eye Spy 28 (August 2004) we reported
upon the arrest ofal-Qaida operative Moham-
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Mohammed Naeen
Noor Khan

28

\ \
Main entrance to the

y itigroup Cent~r_
building in Manhattan.
Eye Spy uriderstarids
the terrorists belie Ved

its unique desig n m~de
I it vUln~rable

------

Eye Spy learned
of the plot two
years ago (see
Eye Spy 28)
but Barot's
guilty plea has
meant further
details being
released. The
vehicle based
bombs mayor
may not have
resulted in the
destruction of

the Citicorp building, but its strange design
has often been criticised bysecurity officials.
Following the discovery ofBarot's computer,
MI5 immediately notified law enforcement
officials in New York and Washington. NYPD
then launched amajor surveillance operation
after intelligence suggested the building had
been under observancefrom US-based
suspects from anearby cafe. Our exclusive
photographs show amember of NYPD's
Hercules operation guarding the Citicorp
building on the day intelligence was forwarded
toNew York officials in2004.
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Barot's planning was meticulous. Following
the limousine explosions, headmittedthat he
intended todetonatea"synchronised" dirty
bomb explosion. That location is still un­
known, though EyeSpy sources believe it was
the New York Stock Exchange area in Lower
Manhattan. Experts agree the bomb itself
wouldnothavecaused many (ifany) casual­
ties immediately, but hundreds of people
would have been contaminated and suffered
radiation sickness at alater date. Similarly, the
result wouldhavecausedpanic throughout
many global financial institutions. The Wall
Streetlocale is oneofthe most heavily
secured areas ofNew York and has undergone
various security alterations in the last two
years, including high-visibility patrols, CCTV
cameras, and is patrolled regularly by
specialist NYPDofficers.

WoolwichCrownCourt heard that Barot, 34,
from Willesden, northwest London, would not
have warned the authorities that bombs were
in place. He simplywanted "to kill as many
innocent people as possible. "

Left : Badat probably decided to
Limousines as they are hugely

popular in many major cities and are
spacious.

Though they attract attention they
are rarely challenged by pol and

most underground car park
accommodate thei r siz

E,'E Spy I S S U E 4 4. 2006

Incourt Barot looked relaxedand took notes
on his laptop computer. He entered aplea of
guilty tothe first count on an indictment
containing 23 charges, including a "con­
spiracy tocommit murder conducted between
January 2000 and his arrestinAugust 2004. "
Edmund Lawson, ac,for the prosecution,
said Barot had admitted planning terrorist
murders inthe USand Britain.

MrLawson said: "Theprincipal planned attack
involved packing three limousines with gas
cylinders and explosives then detonating the
devices inunderground car parks. "

As for the dirty bomb plot, MrLawson noted
thatthis would have caused "fear, panic and
social disruption." MrLawson also revealed:
"Theparts ofthe conspiracy relating tothe
United States are contained in plans found by
thepoliceon computers after his arrest."

MI5 and Scotland Yard found no evidence
whatsoever that the Gas Limos Project had
received financial backing, and no
bombmaking equipment orvehicles had been

August 2004 : A
heavily armed
police officer

patrols the
concourse of the

Citicorp sky­
scraper after MiS

notified the
sec urity services

in New York

physically acquired. Theplotexisted only on
paper and in the mind ofBarot.

• Mr Lawsonended by telling the court: "They
were plans to carry out explosions at all those
premises withno warning, plainly designed to
kill as many innocent people as possible."

MrLawson saidthat by admitting his own
guilt Barot, "makes no admission with regard
tothe involvement ofany ofhis seven co­
defendants in the conspiracy."

The case against seven other men arrested in
raids involving anti-terroristofficer in2004,
will take place in 2007. The men deny all
allegations against them.

Editor's note: Eye Spy 28 carries amajor
feature on the arrest ofKhan, and details of his
work. Khan visited the UK on sixoccasions.
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td's leading security services
t's aquestion often raised by television news
reporters following aterrorism scare - "how
many surveillanceofficersare neededto
monitor one suspect?" Intelligence analysts
don't seem to able to agree on this one.
Following recent operations inLondon, one
expert said between 50-60 people, while

another said 20 should be adequate. However,
the truth isthat the number is always dependent
on the type ofoperation being performed, the
seriousness ofthesituation, the location, and
ultimately the organisational skill level ofthe
target[s] being surveilled. However, it can also be
governed by the number ofofficers availableat
the time. Without aproperanalysis ofall these
factors (and there are many more), no expert
can truly say how many officers are requi red.

In thelast twelve months, MIS has recruited over
250 people specifically forsurveillance work.
Training an MIS surveillance officer takes
between six-nine months, though again, this is
dependent on various factors and the type of
work that might ensue.

Exercises to test the skill anddeterminationof
undercover intelligenceoperatives (both qualified
and intraining)regularly occur, and yes, they
occasionally take placein cities and towns orthe
countryside to add an air of authenticity to
proceedings. Other surveillance training takes
place inspecially constructedor controlled
environments.

TRAINING

Before an 'operativeintraining ' isallowed to
participate in real high-level operations, he orshe
must take various tests and learn the methods of
their new employers. It'sback tothe classroom.

EYE SP }' I S S U E 44. Z006

Questions relating to fitness, eyesight and
hearing are obvious. But what ofthe trainee's

· observational skills, oracting ability - essential in
'actingnormally' inordinary, unusual ordifficult
situations?Training inthe use ofsurveillance

· equipment is also necessary, so too isknowing
how towear orplace covert devices. Many of
these skills can be learnedby training with a

· reputable agency, but when working forthe
government, there are rules and strict guidelines
tofollow.

Then there is physical appearance. If a7ft9inch
tall person seeks acareer in street surveillance,
he must either be bri lliant orbe abletowalk
quickly with astoop, ormask his height inways
that are not obvious. And that's not easy.
However, size, height, age, race, religion or
colour are not negative factors and each initself
couldprove invaluable indifferent operations.

The subject of surveillance is huge and opera­
tives can find work in other arenas, perhaps
analysis, communications, photography or
installing equipment. It'snot just about street
surveillance. Three years ago MIS bizarrely
insisted in includinga height restriction for
prospective officers embarking on acareer in
this field. However, the same sort ofcode could
apply totrainees with white orblazing red hair, or
as one expert noted, the agent "was extraordi­
narily beautiful. " All ofthese factors are manage­
able, ofcourse, with a little help from disguise
experts and trainers (afeature on disguise
techniques is scheduled forEye Spy 45).

RULES

Coloured hair, wearing bright clothes orbrilliant
designer shirtswith recognisablelogos, white

A surveillance deb rief board identifying
times and relevant intelligence

trainers orredT-shirts, jewelleryetc. is simply
not acceptable, unless ofcourse, the officer
intends tovisit anight clubor similar. Long hair
is problematic insome cases, but it canalways
be tied up, orcut. If future operations demand,
operatives canalways regrowtheir hair.

Dress sense iscrucial inthat the operative
appears normal inacrowd orlocation and does
not attract undueattention. Even if the target he
is shadowing notices him, two, three orfour
times, it's unlikely he will remember every detail.
But these odds go down if he remembers alogo,
agold chain orbright boots. During anight-time ..
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White spo rt shoes, though comfortable for walking, are to be avoided

and freezing it could lookunusual if he orders a
chilled beer. Experiencedofficers will assess the
situation and act accordingly.

ACTING AND OBSERVATION

'Acting normally' is an aspect
drilled time and time again

into the student

An MI5 surveillance traineewill undergo various
observation tests. Afilm may be played showing
an everyday street scene. Several questions
relevant to its content will be asked. Initially
responses may bepoor and diverse, but intime
experience isdeveloped andtheseskills can be
taken on to the street. Making notes oreven
using arecorderis acceptable - even ina
classroomenvironment. This is vital training and
habit forming. It's important that all intelligence
gleaned, time, location, actions etc. are recorded
inareal survei llance. Attheend of any opera­
tion, the intelligenceis pooled andentered into a
working log book. This becomes atreasuretrove
of information and provides analysts and senior
officers with essential data.

Cash is anessential asset. Therearetimes when
asurveillance operative will be required to follow
atarget into ashop, cafe, bar, amusement
arcade, turfaccountant(betting shop) etc., or
occasionally purchase atravel ticket, hop onto a
bus, hail ataxi or even make aphone call.
Standing about inabetting shop for an hour
simply reading the odds willmost certainly be
viewed as 'odd'. Similarly, the targetmay go into
acafe tomeet someone and betherefor quite a
while. Hanging about on a street corner for any
length of time will attract undue attention from a
passing police officer ormemberofthe public. It
only induces suspicion. Asurveillance officer is
trained tocasually enter such an establishments
purchase adrink and monitor. In most cases
officerswill refrainfrom buying ahot drink - it
looks unusual toall concerned if hebuys a hot
cup oftea and then hasto depart seconds laterif
the target leaves. Asmall colddrink can be
consumed in seconds. However, if it's minus 10

There are few exceptions to the rule in resp ect of wearing bright clothing. However, in
some sltuatlons - such as a surveillance at a pop concert or casual nightclub - they will

pro bably go unnoticed

appear threatening, aggressive or "shifty" are to
be avoided. Sunglasses are fineif everyone else
is wearing them - but notat midnight. If the
exerciseinvolvesvisitinga library, carrying a
book might prove useful. Surveillanceofficers
will use anything tohelp maintain their invisibility
and conceal the deception.

Trainees are taught to examine weather condi­
tions, especiallyprior to an operation. If it is
going to rainorsnow, acoat orjacket are useful
additions, lest the officer isthe only one walking
up and downthe street absolutely soaked. If it
doesn't rain, this garment canalwaysbe
removed, dumped and collected later(it's not
wise tocarry thisgarment under the arm for
hours it may be noticed). Aplasticcarrier is
always auseful addition - aremovedcoat or
jacket can quickly be placed inthebag. Selecting
thecorrect footwear is important, especially in
adverse weather. These are obvious codes of
conduct, but some trainees still have to be told ­
"Don't walk intoa rock concert wearingasuit - it
simply won't work- and don't walk into a
business environment wearing jeans." Any
inadvertent breach ofcodes will be noticed by
trainers or senior officers, and may jeopardise
thefuture prospects of atrainee.

STREET WISE, ESSENTIALS AND TRICKS

WEATHER CONDITIONS

surveillance operation, operatives will always
don dark clothing, but trainees are warned ­
some clothes do 'shine' and reflect undercertain
lighting conditions. They are toldto avoid
anything white - orawhite-black arrangement.
Analysisofclothing and cloth, head-wear and
footwear invarious conditions is an important
part of surveillance training.

Once on the street, trainees are advised against
changing their appearance too much. It's helpful
to carry one or two additional items. Acoupleof
hats, spectacles (clearglass) , a second jacket
etc. Wearing items that might make an operative

In later training exercises, MI5 surveillance
operatives are shown how towear orcarry
'additional garments under existing sets of
clothing ' and are skilled intheremoval or
application ofsuch. Speciallydesigned clothing
is also available such as revers ible jackets,
sweaters and head wear.
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Stopping to use a cash machine is an
ideal way to concea l a surveillance. In

this case, the officer also uses a window
to see the target 's reflection

UTILISING SURROUNDINGS

These images show two surveillance
officers making imaginary phonecalls.
However, in the above photo note the

operative is utilising his surroundings,
looks casual and has a wide field of vision .

The officer below is isolated and looks
decidedly uncomfortable and turns away

:(
have been hired tomonitoratarget inapersonal
injury case orsimilar.

APPEARANCE

The trainee isgiven several subtlelessons in
changing his orherappearance. However,
disguise experts agreethat this isadifficult area
and can take agreat deal ofpreparation - but it's
necessary in some situations. If theofficerstays
covert and carriesout the surveillance properly
then using 'heavy' disguises should notbe
required. There are other methodsthat can be
usedthat change the 'outline' ofaperson.The

In abusy street, forexample, the target may be
partiallyhidden by shoppers. It's advantageous
thatthe operativestaysonthe outside ofthe
pavement. This will, inmost cases, afford a
better view. If the street isempty, theofficer is
more exposed, thus it's preferable to stay close
tobuildings. Thisproceduremeans the operative
can stop and view window displays or even enter
shops if necessary to createa'normal scene' in
the event thetargetis becoming suspicious.
Using shop windows orany reflective surfaceto
augment surveillance is always helpful. However,
thetrainee is remindedthat thetargetcan also
use this method - even inadvertently.

At MI5 and other counter-espionage oranti­
terrorism units, agreat deal oftrainingactually
takes place inthe classroom orcontrolled
environments. Using radios, understanding
communications, driving methods,foot surveil­
lance, photographic skills, and ofcourse,
knowing how to work as ateam takes time. A
parallel course in electronic surveillance helps
trainees become familiar with awhole host of
equipment, including microphones, cameras,
transmitters etc. Similarly, knowing where to
position yourself inavehicletoobtainagood
photograph orvideo clip ofthe targetisaskill
not easily taught. Yet by researching locations
and testing these prior to an operation, the
trainee will learn how to hide inplainsight and
still manage tosucceed.

Strange but true ...
female and male

operatives acting as
man and wife are
often missed by

those performing
countermeasures

In early training exercises, officers may initially
partner acolleague,
and then joinafour or
eight-man team. It's
rare foran operative to
work alone atthe
training stage. Most
government surveil­
lanceoperations
involve multiple
members (menand
women), however, in
the corporateworld,
it'snot unusual tofind
operatives working by
themselves. They may

All professional surveillance officers are required to be able to use equipment

Acting normally throughout asurveillance
operation ismandatory. Ducking and diving into
alleyways and doors just because the target
turns around could jeopardize the operation.
Trainees are taught to ignoresuch actions and
simply walk by the target. Eye contact is
important atall stages ofasurveillance - but
when inclosecontact, it'sbetter tonot to lookat
the target. Nervous trainees may think their cover
is blown, but in 99%ofall cases the target has a
genuine reason forturning back - and it's rarely
because he wants to take agood look atthe
person following him. He could be about to cross
the road, so he will stop atthe kerbside, turn
around and check fortraffic. 'Acting normally' is
an aspect drilled time and time again into the
student. If he orshe fails this part ofthe
programme, there isvirtually no need to proceed
tothenexttest stage. If, however, the trainee
genuinely feels their cover has been blown, they
are taught to remove themselves from the scene.
Asenior officer will decide if further participation
inthe operation is possible.
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manner inwhich aperson walks can be altered
by using concealed splints behind the knee;
wearing aknee bandage orplacing asingle shoe
inlay will help induce a limp. Mastering disguise
techniques isavast subject, but the consensus
of all professional surveillance trainers is "if you
are going todo this - be dramatic".

MORE TRICKS

Trainees are taught many tricks toconceal their
role, including using everyday objects and
situations such as withdrawing money from a
cash machine, entering atelephone box oreven
lifting the bonnet ofacar tosuggest abreak­
down. All these situations help provide cover.

Getting close toatarget presents its own
problems. For example, followingthe target into a
railway station as he prepares to purchase a
ticket. The trainee inthis case, therefore, must
stand immediately behindthe target. It'slikely he
will overhear the target's intended destination as
he buys aticket. If that fails,he can always ask
the seller "aticket tothesameplace as my
friend please.n Alittle acting can go along way.

The training is intense, butat some point trainees
will test their skills inacarefully managed
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exercise. The team may be given abriefing about
afictitious character orgroup and asked to
gatheras much intelligence as possible. Inthe
scenario used here (based on an actual case) ,
the primary target is adrugs dealer thought to
have links with terrorism.

THE TEN POINT TEST

Armed only with afuzzy photograph and the
address of a bar/club where the target frequents,
theteam is askedto:

1~'r::ate the targets address
2 O:,ta:n tootaqe of the bars Interior
3 identify locations for the installation of
cc",ert surveillance equipment
4. leent:f,' and photograph colleagues and
dr~j~) recipients
5 ~Jote relevant vehicles
5 Discover the dealers methods In handling
3;;[1 fe'rwardlllg cash
- D"term!ne who his primary agent is
8 ldentdy drugs exchange locations
9 Recover receipts
'Q rwte cash transactions (depositing
... :thjrawlng monev:
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During the exercise, the trainers
can monitor skill levels, note
mistakes, point out good actions
and act upon them accordingly. A
training exercise provides
instructors withan insight into the
overall potential of each trainee.
It's betterto iron-out mistakes and
problems atthis stage rather than
ina real-life situation.

THE OPERATION

Preparation is apriority - briefings
are frequent and always precede a .
surveillance. Trainees are invited
to form teams, delegate roles and
identify what equipment is
necessary (including vehicles) .
Maps ofthe location, and a
'general surveillance area' must
be identified. The operatives will
research the bar, its clientele,
drinks and food menu, opening

: and closing times, entry and exit
: doors, car parks,telephone

boxes, study road maps, bus
stops, taxi ranks and any transit
points such as anearby SUbway.
Identifying a location that affords
acovert monitoring point is also
useful, lest the trainee is observed
before the operation has even
begun. The choice ofvehicles is
also important. Driving into acar

. park full of battered cars inashin
: BMWorMercedes is not appropri­

ate, but this scenario could also
work inreverse - if the establishment
is frequented bywealthy people. Car
choice is just part of the preparation, but a
very important one.

An external surveillance ofthe bar will also reveal
the dress sense ofthose entering the establish­
ment; if it is frequented byolder people, young­
sters, parties, couples etc. This will enable the
team todetermine what type of person actually
visits the bar. The operatives are invited tocreate a
cover story inthe event he orshe isasked
questions inthe bar, such as "wheredo you live?"
- "what do you do?" "wheredo you work" etc.
Conversation inabar is often 'off the cuff ' and
suchquestions arise frequently over the course of
adrink orsnack. Most contact surveillance
officers will relate aconventional cover story ­
utilising real companies that are close by, or
notingastreet name onanearby housing estate.
Attentiontodetail isvital prior toembarking on
such an operation.

At somestage the bar must be entered, even if
anordinary surveillance reveals the target's
home address. (The bar itself could be used as a

Surveillance officers will utilise both
sides of the pavement - and occasionally

fake a breakdown

Run-down and
looking a little

menacing · this
bar and club still

has CCTV.

meeting point forother dealers and cash
transactions may occur inside.) Like any baror
club, it will be used bylocals orregulars who will
notice atotal stranger. It's important therefore
that any cover story used bythe operatives

: appears totally authentic.

In this exercise the trainees know the dealer and
his cohorts - they are all colleagues of course,
but this very rarely lessons the tension. Nor do
they want tofail atthe first hurdle by not
gathering as much evidence as other participants
inthe programme.

Once inside the bar, the operatives are invited to
examine the possibility ofplacing cameras and
recorders inconcealed areas. It'sessential some
type of imagery is taken foranalysis bythe team
as awhole. The ceiling ofthe bar may by
suspended enabling cameras to be positioned in
the roof space. Aparticular type of smoke alarm
could be installed. These could be exchanged for
identical units carrying covert cameras or

~
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When aprofessional surveillance
occurs that involves the placing of
listening devices and cameras ina
private bUilding, awarrant isalways

Obtaining names can be difficult, but
intime, eavesdropping on conversa-

. tions orthe barman's chatter can
prove rewarding. Nicknames may be
called out by his friends orother
places the target visits. Monitoring the
use ofthe target's cell phone and the
arrival ofcolleagues thereafter could
expose more leads. Ifthe target uses
the local bar telephone, instead ofhis
cellphone - it could suggest he
believes his phone isbeing monitored.
Noting counter-surveillance methods
gives the surveillance officer warning
that the target is concerned about his
activities.

ON·SITE INVESTIGATION

listening devices. Air vents. PIR units. music clients on apurely personal level, or
speakers, picture frames, televisions, ornaments, i whether ornot more sinister dealings
seats etc. are also useful concealment objects. . are afoot. Spending hours inabar

is not an ideal situation. yet few
people will notice anything

; untoward if the time span is
, 20 or30minutes. Intelligence

gathering isoften played out
over aperiod oftime. thus the
trainees are taught not to

i chance their arm by trying toget
all the information inone visit. The
operatives will also be charged with
learning of any patterns that emerge.
The target may meet with individuals

, on specific days oratacertain time.
o This type of information ishelpful in

establishing apicture, and inthe event
that the surveillance may be broad-

, ened toencompass the target's
. colleagues.

However, many establishments now have GGTV.
and suspicious activity could be recorded. An
experienced surveillance officer will note the type
of camera[s] being used and evaluate their
potential.

Before selecting any body-worn equipment, the
trainees must evaluate the lighting inside the bar.
Some cameras work well inchangeable light, but
others perform dreadfully, thus alittle time and
analysis should be given to this factor. Initially,
the trainee isgiven advice on the type ofsystem
touse and where best toconceal the devices.

In this test trainees use surveillance devices
concealed on their person. There are many
available on the market, but carrying a camera or
listening device always poses some risk. In two
recent BBG undercover documentaries (one on
illegal payments inthe football transfer market,
and the other on theactivities of rogue bailiffs).
the corporation used equipment that provided
excellent images and sound quality. However,
one button camera shone red and alerted one of
the men being investigated, while staff atthe
money recovery company actually discovered an
adapted video camera inthe handbag ofafemale
undercover reporter. Amazingly. the acting ability
ofboth reporters enabled them toescape these
tricky situations and continue their role play.

Once the target has been identified. the operative
has an opportunity tocollect video footage or
still photographs, note his favourite place inthe
bar etc. (asmall recorder could be placed under
the table orchair). More importantly, they must
determine if the target is interacting with other
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Using every availab le means to track
targets and vehicles is taught to trainees
at MI5 from an early stage . In these three
images note how the operat ive utilises
the reflection from an office building, a
restaurant, and finally a vehicle. In all
cases there is no eye contact

Surveillance is often atime-consuming and
mundane affair, especially if contact is lostover a
period ofafew days - and that happens ­
especially if the target uses counter-measures.
Trainees are taught never to drop their guard ­
even for afew seconds. Loss ofcontact could
mean the target has gone on holiday, isvisiting
friends, laying low forawhile, or has gone
further underground. There are anumber of

LOSING CONTACT

Throughout asurveillance of the bar and target's
home, the trainees will write down the registra­
tion numbers ofall visiting orsuspicious
vehicles. This is an essential security trait that
analysts (and Ultimately the courts) may use.
Cross-referencing such numberswith those
identified inthe bar's car park, forexample, can
be useful indetermining more patterns.

REFLECTIONS AND MIRRORS

already observed inthebar. The operative should
bynowbe able to determine if the target is using
counter-surveillance methods, but asurveillance
analyst is taught not to read too much into
unusual behaviour. Closing curtains during the
daytime may simply mean he istaking anap, but

, it could also indicate he is performingtasks that
are decidedly illegal , such as thepacking of
drugs oreven manufacturing them.

HOME ALONE

• fixa leaking waterpipe. Thetrainees are invited to
create scenarios allowing team members time to
install devices - and if that means cutting awire or
moving afew slates from the roof - then so be it!

Asurveillance on the target's house orapart­
ment will always provide a plethora of useful
information. Sifting through garbage can uncover
discarded notes, receipts, invoices, telephone
bills and scribbled messages. Trainees are taught
that sometimes getting your hands dirty can be
very rewarding. Equally as important, aphoto
surveillance will help identify any visitors tothe

. house - some may 'match up' with people

required. But that's as easy as it gets. Installing
such equipment inaresidence, bar oroffice
requires athorough surveillance and cunning.
Surveillance teams will monitor the movement of
those working in ormanaging the bar: when it is
not manned, oratime-slot when devices can be
installed. However, the owner could be willing to
help theauthorities, but asking for his orher
cooperation always runs the risk of exposure,
and it's possible they too could be involved with
the illegal activities.

MI5 are experienced in this field and use highly
secret methods to infiltrate locations and install
necessary equipment. Few bar owners would
question adelivery manoraplumber arriving to

One method of learning of a target 's destination at a train station , for
examp-Ie, is to stand directly behind the person as they request a
ticket. If the operative falls to hear the location, he can ask the seller
"a ticket to the same place as my friend please"
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WIN ASPYFINDER .COVERT
CAMERA DETECTOR

! If the target's caris still inplace, various options
. existthat will reveal if the vehicle has been

driven. Twenty-four hour surveillance is always
enabled, but officers can resorttoother methods
to confirmif thetargetis still indoors. Atiny
stoneplaced on the wheel will fall off if the
vehicleismoved, or aplastic or paper cup can

, be positioned so it will be crushed. Similarly, a
: black thread can be loosely fixed across the front

door withspray glue and will be moved if the
targetexits or enters the house. Amounting
number of milk bottles or unopened mail behind
theletterbox offersfurtherclues. If the target
has been seen getting into ataxi orfriend's

, vehicle with suitcases before contact was lost,
i it's more likely aholiday is the reason forhis

departure - but it could also mean he has
discovered thesurveillance and fled. However, a
trainee is taught timeand time again to "never
assume".

If thetarget's home telephone number has been
discovered, asimple phone call to thepremises
can be maderesulting ina"sorry - I dialled the
wrong number". Atrace onthetarget's cell
phone will also reveal the general area of his
whereabouts - unless it is being used by another
person. Monitoring lighting inthe house or
listeningtoatelevision orradio isnot always
proof enough he is still indoors. Inexpensive
equipment can turn electrical equipment on and
off inarandom manner. Surveillanceofficers can
get near the premises by posing as apostman,
forexample. Athrough-wall listening device
couldreveal movementor conversation. If no­
one is athome, entry can be made andaproper
searchof the apartment is possible - but it'sa
risky business.

Test your observation skills
Once inside the bar, the trainee can surveill the location and
note any object , fitting etc. that could be useful if surveillance
equipment needs to be installed . In this authentic covert
photograph there are at least eight locations ideal for placing
cameras and audio devices. Send your answers to Eye Spy in
the UK. Correct papers will be entered into our prize draw
(drawn on 1 December). Three readers identifying the most
locations will win Eye Spy's best-selling SPYFINDER - a covert
camera detector worth £125.00. A high-resolution image can be
downloaded at ww.eyespymag.com under 'Surveillance Com­
petition ' (front page). Readers can also send their answers via
the website. We've already given you a start - note the PIR
sensor that can be exchanged for a covert camera.

ways thetrainees can determineif the targetis
indoors.
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Surveillance skills can be taught, but the trainee
must also have the ability toabsorb information
and respond accordingly. It'snot forthe
fainthearted, but with the proper training and
much enthusiasm, adetermined person can
succeed, after all, the main role ofastreet
surveillance officer isto simply act normally in
everyday situations.The real skill is remaining
invisible, havingthe ability to converse with
colleagues, gather intelligence and make
calculated decisions.

In the exercise depicted here the trainees should
have achieved most, if not all oftheir objectives.
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LETTER BMB AND RI KA
Eye Spy looks at what shouldandshouldnot be done when a
suspiciouspackage or letter arrives on your door step.

42

t's the easiest, though hardly the most
effective way todeliver abomb ordeadly
substance toa location, office orindividual.
During itsjourney amultitude ofthings can
happen to apackage that results in it not
reaching itsdestination, yet despite
spectacular advances inmail securityand

screening, the odd item will get through.
However, the sender will always be uncertain,
and furthermore, once the item isdiscovered,
tests can take place on itscontent, outer­
packaging and from whence it came and was
posted. Eye Spy has learned that terrorists are
again examining the 'routeone' method to
deliver their deadlymessage. Sadly, it's likely
those working inthe delivery system are more
vulnerable than the intended receiver. But there
are actions and procedures than can lessen the
risk.

Parcel and letter bombs, anthrax-laced
envelopes and other devices have caused
mayhem inthe past. Letter bombs may be
explosive or incendiary (the two most likely
kinds) , orconceivably chemical, biological or
radiological. People have lost fingers , eye sight
and some have even paid the ultimate price for
not recognising asuspicious package.
Furthermore, items laced with anthrax have
come apart inpostal machinery and innocent
workers have been killed.

Since the deadly anthrax attacks inWashington
DC and elsewhere inthe USA that followed 9/
11 , huge efforts have been put inplace to alert
workers tothe dangers insorting offices.
Devices and 'sniffer' machines are 99%
successful in identifying such materials, but
there are always going to be instances where
dangerous packages get through totheir
intended location. Similarly, courier firms are
now so numerous and not all have the same
type ofsecurity that organisations like the

Royal Mail orUS Postal Serviceemploy. Of
additional interest, unless the package is
delivered by courier, a letter bomb isunlikely to
contain atiming device. So, do you know the
warning signs ofapotentially dangerous letter
orpackage? And what to do if you come
across one? These questions were raised by
the securityservices endeavouring toadvise
not only postal workers, but employees of
firms and individuals who are often the first to
open mail - and this also includes ordinary
members ofthe public - mail sometimes gets
delivered tothe wrong address.

In recent years major government poster
campaigns warning ofterrorism, cyber
terrorism, espionage, and general safety,
including what todo intheevent ofaserious
biological incident, have becomemore and
more prominent. Spread across London, New
York and other majorcities it'snot uncommon
to see securityservice posters request the
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PoSSibly mailed
from a lore+gn
country

Excessive postage

iC!J!J UNITED STIITB
~ POSTIILSERVICE.

Restrictive
mar1<Jngs

If you suspect the mail orpackage contains abomb (explosive),
or radiological, biological, orchemical threat:

• Isolate area Immediately • Call911 • Wash yourhands with soap andwater

Protect yourself, your business, and your mailroom

• Don't open, smell,
or taste.

• Isolate it immediately.

• Stop. Don't handle.

• Activate your
emergency plan.
Notify a supervisor.

If you receive a suspicious
letteror package:

public comeforward if they observe anything
suspicious. Connected to arecent security
campaign in London, Scotland Yard produced a
clever arrangement ofposters giving clues to
what the public should look out for- be it
unusual activityatastorage lock-up, orbizarre
behaviour from persons. Atvirtuallyevery
major transit point in Europe or North America,
the public will come across posters and
guidance that warn to befully alert and report
unusual items oractivity. The posters are
produced forno other reason than to help
defendagainst the growing menace of
terrorism and forpersonal safety. The scale of
the threatis such that inSeptember 2006, Sir
Ian Blair, Scotland Yard 's most senior police
officer said: "In all my years inthe force, I have ~ '-- ---.:..::..:.=.=...J

Intelligence
watchers note the
dangers of letter

and parcel bombs

E MENT

5
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Forensic specialists wearing anti­
contamination suits check for anthrax

during the 2001 scare

never known the threat tobe so dangerous... it
is extremelygrave." Afurther terrorist attack in
theUK is utterly inevitable.

In the past, terrorists, crime lords and simple
thugs bypassed security on thestreet, transit
systems and locations, by sending their
"message" in abox orenvelope. It's now on
the security agenda again, especially in the UK
and United States.

This is evidenced with the release ofanew
poster produced by intelligence and security
experts from four major US intelligenceand
government agencies: Department ofHome­
land Security, US Postal Service and its Postal
Inspection Service, the Bureau ofAlcohol ,

Tobacco, Firearms and Explosives and theFBI.
Dubbed 'TheSuspicious Mail or Packages
Poster', it contains vital clues tothe possible
content ofasuspicious package andthe
necessary steps that must be taken if suchan
item lands inyour officeorhome. Prior to this
poster, all four organisations hadtheir own
ideas onwhat to lookfor, but this newversion
is more instructiveand concise and brings
together the experience ofseveral senior
officials.

There are thousands of incidentsevery year
across the world. But it'shardlyanew
phenomena. Deadly packages are usually sent
fora reason. Newspapers, politicians, pressure

, groups, individuals and even the lovers of

cheating spouses have received anasty
surprise inthemail. The followingcase
examples aretaken directly fromFBI alerts:

01/08/97 - PHILADELPHIA - Federal authorities
have chargeda31-year-oldPhiladelphia man
with trying tomailahome-madebomb to
President Clinton, [thePhiladelphia Inquirer
reported Wednesday. ] An official of the US
Attorney'soffice declined todiscuss the
report, other than tosay hewas familiar with
the case. According to theInquirer, Joseph
Washington was charged on Monday with
trying tosend apadded envelope containing a
plastic bottle filled with a flammable liquid and
awick to the White House. It was intercepted

• last Thursday after postal officials X-rayed it at
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the Fairmount branch post office. TheInquirer : messageare fitted withelectronic devices.
said the man voluntarily admitted himself toa ! These products can be adapted withdeadly
psychiatric hospital after he was charged. : intent. Takethis FBI signal, for example:

THE AMERITHRAX
INVESTIGATION

Soonafterthe terroristattacks of9/11 , letters
laced with anthrax began appearing inthe US
mail. Five Americans were killed - andmillions of
people terrorised. Itwas the worst biological
attacks inUSA history.

The ensuing investigationby the FBI andits
partners - code-named "Amerithrax" - wasone of
thelargest and most complex in thehistory oflaw
enforcement. Today, theFBI remain determined to
solve the case. TheBureauconductedmorethan
9,000interviewsand issued some 6,000
subpoenas. Nearly 20 FBI agents, workingwith
inspectorsfrom the US Postal Service, continue to
pursueeach and every leadaggressively.

magazineorbook. When opened thecircuit
will send the detonator acurrent ofelectricity
anddetonate the blastingcap and explosive.

01/03/96 - Washington, DC - TheFBI has this
evening issueda warning about letterbombs,
mailed from Alexandria, Egypt, and receivedat
the National Press Club building inWashington
DC. Seven devices werereceived at the offices
of the AI-Hayat, an Arabic newspaper. They
were described as being inplain, white
envelopes, 5 1/2" X61/2", with computer­
generated addresses, no return address. They
were post-marked on oraround Dec. 21, 1996
froman Egyptian post office. They appeared to
be Christmas cards.

Greeting cards are getting more sophisticated
every year. Those that contain an audible
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SECURfTY ALERT - issued12/24/97 via ENN
Daily Report - Vol. 2, No. 359- By: Paul
Copher, ENN Counter-Terrorist Analyst-at­
Large. The niceChristmas cards that use tiny

; circuit boards toplay music when opened are
now beingboughtand can beused toactas
the final circuit in thedetonation ofletter
bombs. Thedevice is removedfrom the card

i and fixed totheletter bomb. The flat
; DataSheet, Flex-X or even thinlycut and rolled
out C-4 can be fitted with a detonator and the
wiring tiedinto themusicalcircuit board. The
tinybattery in theboard has been found to
have enough of acharge to firesome detona-

. tors. The explosive can then befitted intoa

Christmas is always anightmare forthe
security services. Hundreds ofmillions of
cards and giftsply their way throughsorting
offices across the globe, and ofcourse,
everyone loves to receive such items. However,
forthe more discerning terroristorcriminal, it's
not too difficult tofind when theintended
target's birth date is and send a 'birthday card '.

Continued on page 66

Never open a package with protruding wires.
A favourite method used by terrorists is to
attach a detonator to the seal of a padded

envelope. Once broken, it will detonate any
conta ined explosives





An undercover agent is trained to monitor his surroundings and absorb as much intellig ence as possible. For example, in this case a
casual glance inside an open drawer reveals a set of photos of Times Square, a L10ydsbank book, a membership card to a local martial
arts club , a photographer's address, travellers cheques and cash. Obtaining any item could provide fingerprint or DNA evidence (inset)
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Surveillance teams will also monitor everyday
purchases and travel. Once vehicles have
been identified, this can lead to other mem­
bers and occasionally, expose buildings where
articles orpurchases are stored (bomb
making equipment, monies, false documenta­
tion forexample) .

>

Preparing a cover story prior to any atte mpt of infiltration is vital. In many cases,
terrorist members of a cell will check details , background, paperwork, identity and

can even invite the undercover operati ve to perform certain tasks

7.Gather telephonenumbers.
8.Checkcriminal backgrounds.
9.Discover if the grouphas an international
thread.
10. Track and note electronic financial
transactions.
11. Locateand disseminate Internet commu­
nications.
12. Determinemembers' specialist areas.

ocate covertly, often incode. The cell will
rarely meet as agroup, but if thisdoes
happen, the locationcan either be covert or
overt. Aprime example of an overt meeting
occurred recently in London, whereby adozen
or so suspects were arrested as they sat
down inarestaurant. Few would suspect a
group ofpeople enjoying an evening meal - a
scenariothat happens all the time.

Since the dismantling ofmany sleeper cells in
the last three years, terrorist operatives or
those who support such people havestarted
touse additional security measures. Thishas
made it more difficult fororganisations like
MIS to infiltrate, but the service has along
historyofsuccess in this area. Experience in
countering terrorismwas forged in Northern
Ireland, and since the end ofthe conflict, it has
been revealed that MIS had agents deep within
the IRA and its hierarchy.

Once aterrorist cell has been identified, its
intent orrole must be evaluated. Electronic
and foot/mobile surveillance can expose a
plethora ofuseful intelligence. Analysts will
use this data to:
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1. Identify core members.
2.Determine itsrole.
3. Assess the urgency ofthe investigation.
4.Learn ofperipheral orsupport personnel.
5.Accumulate code words.
6. Identify meeting points.



Double Jeopardy
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It can be helpful if the security services obtain
the help ofpersons who are friendly with
suspected cell members - aneighbour for

the group. During the courseofseveral
months, he managed togain their confidence
and ultimately their friendship. Meanwhile, two

· companies had been established - atravel
· bureau and an army surplus store - both

fronted by security officers. The undercover
, agent saidthey were "secure" and invited cell
· members tovisit the shops. The "managers"

confirmed his "reality" as aneighbour and
also befriended the cell members. The illusion

· worked: the shops and staff provided assur-
, ance and insurance - avital tool in respect of

concealing the agent's real identity. Purchases
were then made and requests given tothe
agent revealed the group's intent. The plan
worked and asting operation followed.

ONFIUENCE
US-based terror cell meet ing regularly in a

became a frequent visitor and eventually
p.

itsoperational duties. If a
public meeting place - a
restaurant, library, club or
similar isused by cell
members, it's possible to
get close tothose
involvedsimply by
placing an undercover
agent in the area.
"Listening" isavaluable
asset and an agent may
overhear aconversation

and make agesture such
as a "nodofagreement".

Over aperiod oftime, cell
members may become

1
~;;~:~::~~Jr, familiar with the agent's face. Inone case example, Eye Spy

learned ofaUS-based terror cell
meeting regularly in apool hall.
The agent became afrequent
visitor and eventually befriended

This is all good detective work and will provide
theauthorities with excellent intelligence, but
what if thegroup intentions are obscure or the
only thingthat really exists is suspicion?
Similarly, cell members change names
frequently, thus confusing those charged with
intercepting callsorletters.

Infiltration is anart, and its highly unlikely core
members would except atotal stranger joining
its ranks without asking questions orperform­
ing rnulnple checks. This iswhen undercover
work starts toget interesting and the minds of
intelligence officials and specialists work
overtime. Creating layers of "reality", "assur­
ance" and "insurance" are areas deemed off
limitstothose not working inthe intelligence
business, but there are afew trade secrets in
the public domain already, and these do
provide aglimpse ofhow asting operation is
enabled.

To infiltrate any organisation, be accepted and
trusted isanumber one priority. Just like
spies, terrorists orthose who support groups
such as al-Qaida can and do get over
confident. Henceforth, core members,
planners and those incharge tend not to
discuss operations over the telephone orin
public - though it does happen.
Once asleeper cell has been
identified, the security
services will focus on any
area that could prove useful
and expose vu lnerabilities in
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Intelligence gleaned by
an undercover agent

can be voluminous



example. However, it can be problematic - the
person may notify cell members that they are
being monitored, oreven provide
disinformation. An undercover operation may
also be exposed before all the evidence has
been acquired, thus, it's an avenue that some
intelligence officials deem too risky.

Eyes and Ears

MIS are particularly good at infiltration ­
getting agents close to surveilled targets. Its
methods are highly secret, but depending on
the type ofoperation, agents will be outfitted,
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groomed and fully informed
of the task in hand.
Infiltrating al-Qaida inthe
UK, mayor may not
involve MIS's highly
regarded Muslim officers
and agents.

Working alongside persons
planning aterrorist operation or
performing tasks that support terrorism is
advantageous.

An agent may be able to: Intelligence can be gleaned from susp icious
packages as this from the security tape,

address label , delivery company and even
the barcode

1. Detect real names.
2. Obtain paperwork.
3. Obtain forensics (i.e.. fingerprints, DNA) .
4. Identify new faces.
5. Place listening devices.
6. Note howfunds aretransferred, collected and
whatcurrency (cash) is being used.
7. Discover who is assignedthetask of
purchasing equipment, hiring vehicles or similar.
8. Identify the senior cell members.
9. Ask disguised questions.
10. Learn of connections to otherlocal groups.

~
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Many ofthe points on the previous listare
factors that ordinary electronic orfoot/mobile
surveillance may not be able to detect, especially
if the group uses advanced counter-surveillance
methods.

If invited to houses, meeting rooms or other
locations. theagent then has the opportunityto
notehis surroundings and other details, including
any unusual items. Memorising the delivery
address ofasuspicious packet or even the
carriermay proveuseful. Any intelligencethat
can be gleaned from such items affords the
police orsecurity services with an opportunity to
augment the operation. For example, if the group
regularly uses one postal delivery company, it's
likely it too can be surveilled and the contents of
thepackages researched morefully. Similarly, it
won't take longtodiscoverwhere the itemwas
despatched from. Even noting afew numbers
from a barcode can be rewarding.

The Ladder

If the sleeper cell has international connections, it
is often possible to infiltrate associated groups
or individuals inforeign countries. One this has
beenachieved, "recommendations" can be
made- the purchasing ofequipment orexplo­
sives etc. Of course the recommended person or
company will be bogus andfrontedbyagents. A
cell member thousands ofmiles away unaware
of the ruse will trust the personand an associa­
tionwill form- after all, his name was given bya
trusted colleague. In time, the cell will be
breached and valuable intelligencegleaned. It'sa
method thathas been used to expose spies for
decades and is now being adapted to help "out"
existingthreats in dozens of countries. Ahefty
cash advance inaforeign country formaking a
simple phone call "recommending" an under­
coveragent orfrontcompany works almost
everytime. The intelligenceservice will look fora
weak link, blackmail or similarmay follow,
includingthethreatof aprisonterm. It's
underhand, shadowy but legitimate inthe world
ofcounter-terrorism and the technique helps get
thesecurity service climbing the ladderuntil it is
insidethe terror cell.

Once away from the terror cell, agents will
be debriefed by senior officers. The agent
can also relate information in more detail
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Searching foraweak link isaspecialist task.
"Turning" an actual cell member risks revealing
an investigation is underway. However, the
suspect may feel that he has nothing to lose
because the plot has been exposed anyway ­
and it may save him from alengthy prison term.
Infiltrating asleeper cell using this technique has
been questioned by senior analysts, including
Nick Pratt ofthe George C. Marshall European
Center forSecurity Studies based inGermany.
He warned: "AI-Qaidais held together by bonds
offriendship, kinship and discipleship."

MI5 has specialist agents well-groomed inthe
artof infiltration, but occasionally, operatives
must perform tasks alongside terrorists tohelp
enhance the illusion. This isacontroversial area
- just ask Kevin Fulton, aBritish Army agent who
operated inthe IRA. He built bombs, travelled to
New York to purchase bomb-making compo­
nents, lied and deceived, but all inan effort to
help keep his true role invisible.

Analysis of any intelligence collected by the agent will help authorities plan the next
stage of their operation. Similarly, senior analysts must determine if the agent's role

is under suspicion - lest his covert role be compromised

51

lam 14 anda tlitot. frtnen
fanatlc.1 oftenCopower Iiftlnc

after school.

H. YO\! lOU'ld real cute!!
How 0" are youand 'Ifhat

do youlike doin&: .jitter school?

Agents of infiltration are often very good actors.
Body language, dress and amanufactured
background must be absolutely perfect tocarry
out such an operation. One wrong response toa
question oran odd comment could generate
suspicion. Apersonal cell phone can be helpful
and allow the user to call forhelp, but they can
also be dangerous. One call from ortoa
colleague may alert the group, thus it's impor­
tant any item carried is "sanitised". Agents must
be confident, but not over confident. Their role is
to listen, learn and report. All three will Ultimately
combine todisrupt aplot.

ability to make contact immediately with
colleagues. Generally such contact is conven­
tional, via personal meetings, telephone orletter.
In all cases it must be discreet. An agent will
probably be surveilled by colleagues who inturn
will be watching to see if his "new friends" are
conducting their own surveillance on him.

CHAT ROOMS

,
Dozens of al-Qaida franchises have started to
appear across the world and the security
services are now facing an enemy from within.
However, because those involved are predomi­
nantly "homegrown" and operating from known
locations it does offer much more scope to
infiltrate suspected sleeper cells. The artof
infiltration is avital area of intelligence and one
being taught tonew recruits with an added sense
orurgency.

Passing communications
to an "intelligence
handler" presents itsown
problems. Infiltration
involves ahigh degree of
planning and prior toany
undercover operation
codewords, actions, or
written words are
'manufactured' to relate
orportray previously
determined situations. An
agent must have the

conversation. Once this has been achieved, and
the agent has secured his "placeon the table" it
becomes impossible toquestion his real identity.
"Off the cuff" remarks may lead to an event ora
social gathering... once inattendance, the agent
has removed himself from the virtual reality of
the Internet tothe real world. More importantly,
his new associates will already be aware ofhis
opinions and background - all perfected by
intelligence analysts sitting inThames House or
the FBI's headquarters. It'satime-consuming
business, ofcourse, but avaluable method of
infiltration. Identifying other chat room users is
virtually impossible - as the illustration (above
right) shows. In this case ayoungster believes
she istalking toayoung student.

Getting inside aterror cell is the first step, once
that has been achieved, the agent must then
function accordingly - even if that means being
sent abroad for "training" orperforming tasks
within the group. However, this does offer
additional opportunities forthe security services
inthat they can acquire vital intelligence. If such

aventure is deemed too
dangerous, an excuse will
already have been
created.

Acting
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Infiltration has aunique friend inthe Internet. Eye
Spy isoften asked why the authorities don't shut
down al-Oaida's numerous "support" web sites.
The answer is simple - visitors tosuch sites can
be identified. Similarly, they offer an incredible
amount of intelligence, be it aconcealed
message from aterror leader orrevealing a
planned orconducted operation. By monitoring
such sites, organisations like GCHQ orthe NSA
can analyse traffic and help focus on extended
chat rooms. By cross-referencing users, the
intelligence world can literally "see" who is a
prolific user and examine remarks and com­
ments indetail. It'strue certain characters will
not use their real names orconnect via comput­
ers in Internet cafes instead oftheir own machine
orcell phone, but that terminal then becomes an
intelligence target - revealing its location, users
etc. In the recent USA airliner plot, dozens of
Internet Cafe terminals were removed by MI5
and the police because they had been used by
the suspects. Acorrelation with surveillance
footage will ensue and the user identified.

If achat room used by potential terrorists is
identified, it's not atall difficult to join inthe



Suspected al-Qaida recruiters arrested
in London following major surveillance

operations across Europe
ollowing aseries ofhigh-profile MI5
operations inthe UK, British anti­
terrorist police swooped on a
restaurant in south London known
as The Bridge to China Town and
other residential addresses nearby.
Officers detained several men who

had just started toenjoy an evening meal. The
raid was intelligence-led indicating MI5 had
monitored the group's movement and were
aware oftheir destination inBorough Road.
About 50 armed officers raced intothe
restaurant at about 1O.OOpm on 1 September
2006.

The operation, according tohigh-placed
intelligencesources, is in connection with an
undercover al-Qaida recruitment outfit that is
trying toenrol young British Muslims. It is
believed surveillanceofseveral men had led
the security services tobelieve that an attack
to "supersede" Britain 's "7/7" had been
discussed. Targets allegedly includedthe
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London Eye, Buckingham Palace, Canary
Wharf and BigBen. London-based journalists
told Eye Spy that two prominent football
stadiums were also mentioned. It's not yet
known if the group had any ties with other
suspected terror cells already under detention
in the UK.

Four of the arrested men had reportedly been
under surveillance by MI5 and followed via
Spainto suspectedterroristtraining camps in
North Africa earlier this year. Three ofthe
names were already held on apolice file
noting that "discreet vigilance" should be
taken. Details ofthe North African connection
came via Madrid. Astatement from the office
of Alfredo Perez Rubalcaba - Spanish Interior
Ministry said:

"In Apri l 2006 as part ofaNational Police
operation into jihadist training camps, police
detected and controlled the movement offour
ofthose arrested in London on 1 September.

Alfredo Perez Rubalcaba - Spanish
Interior Minister

At the beginning ofApril the suspects crossed
through a land border inthe north ofSpain
and left two days later in acommercial ferry
towards north Africa.

"Ashort time later they returnedto Spain by
the same route and left Spain in the direction
ofFrance by alandfrontier. They only used
Spanish territoryas apassageway. Interested
foreign intelligenceservices were notified."

At the same time, the remote fee-paying
Jameah Islameah Islamic school in Sussex,

, which has just 12 pupils, was also raided.
Police searched the £3million former convent
and its 54 acres for several weeks. It is
believed some ofthe menarrested in the
restaurant were frequent visitors tothe school
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Val deLoire

and allegedly used the grounds totrain. A
HomeOffice source said: "Thetraining was
extreme and macho. It involved endurance in
bad weather and bonding. Inthat sense it was
like combat training."

Analysts have warned senior politicians that
the UK isabase fortraining and "exporting"
al-Qaida operatives. MI5 are known to be
monitoring the movements and actions of
hundreds ofsuspects who have entered
London from conflict areas such as Afghani­
stan and Chechnya. AI-Qaidamanuals and
communications discovered in the UK advise
sleepercells should have no more than 14
operatives. Similarly, the manual suggests
what type oftraining can be conducted
without attracting any attention.

Several ofthe men (aged between 17-48)
arrested in London have since been charged
with terrorist offensives.

• Over ten years ago French intelligence
warned their counterparts in London that the
capital was being used byal-Qaida. Their
fears were dismissed byDowning Street,
despite MI5 and MI6 supporting the report.

MI5 -SPANISH INTEL RELATIONS
Cooperation between Spanish
intelligence and MI5 and MI6 is at
an all time high following transit
bombs in London and Madrid.
However, the services have a long
history ofaccord. One ofthe most
recent joint operations occurred in
2001 when police raided the homes oftwo ETA
terrorists planning toplace 40kg ofdynamite
aboard the Val de Loireferry travellingfrom
Santander innorth Spainto Plymouth, England.
Had the bombs been detonated, hundreds of
passengers could have been killed.
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In 2004, the US created the National
Counterterrorism Center, headed by John
Negroponte. More than half those working at the
NCC as analysts and advisers are contractors.
Similarly, the green badgers - who wear special

t's not unusual forany intelligence agency
touse secure "contract firms" forcertain
tasks, but there isgrowing concern among
some senior officialsat theCIA, that the
increasing use of 'greenbadgers' (non­
agency personnel who attend secret
meetingsor performalongsidefull time

government operatives), may be harmful inthe
longterm. Others disagree, noting theuse of
contract personnel - many with 20+ years of
experienceinthefield - helps augmentcurrent
operations andallows new employees timeto
develop and be trained, "Whythrowaway years
of training andnotuse it to good measure?" a
former intelligenceofficer toldEye Spy.
Nevertheless, intelligence watchers believe if
the CIA suddenly stopped using contractors, a
serious shortfall in itsability toperform
worldwide would result.



identity cards, are regular visitors toLangley.
One well known contract firm inVirginiais
made up entirelyofretired CIA officers. It's
known thiscompany isused tocreate false
identifies, cover stories and front companies for
many ofthe CIA's elite overseas operatives. It's
apowerful entity that has performed 'tradecraft'
foryears.

Yet monitoring, liaising, managing and checking
the credibility and security ofthousands of
information providers and gatherers has proven
difficult. So muchso that earlier thisyear
Negroponteordered a"comprehensivestudy"
of the use of contractors. America's sixteen
premier intelligenceorganisations from the NSA
tothe DIA were asked to submit reports onthe
scale of 'contractor employment' in an
endeavour tosee if it is "appropriate." The man
charged withexamining the role ofcontractors
is Ronald Sanders, chief human capital officer
for the Director forNational Intelligence. In July
2006, Sanders vis ited Baghdad and spent time
withthe intelligencecommunityoperating in
Iraq. He said: "Most are not inuniform; they're
civilian employees from all across the intelli­
gence community who have voluntarilyplaced
themselves in harm's way togather intelligence
onour enemies. These arecivil servants who
are really on thefront lines oftheglobal war on
terror - indeed, many are infront ofthe front
lines. They are also invisible."

It's almost certain that the CIA's SOO-strong
presence in Baghdad isoutnumbered by non­
government intel contractors.

COURTESY DOD

Since the USA wasattacked five years ago,
hundreds of intelligence-mindedcivilian
agencies have been born - most willingto
assistthe 'official intelligence community'. Due
tothe massiveinvestment insecurity and on­
going operations overseas, agencies likethe
CIA are having to rely moreheavily oncontract
firms doing work once the preserve of itsown
analysts, foot soldiers and spies. This is despite
what DCIA Michael Hayden said inSeptember
2006, noting theCIA's "greatest recruitingdrive
ever. "

Postings may take contractors
anywhere in the world
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It's not just retired CIA male officers or
contractors that are being hired

Interestingly, many former employees are
"pluggingthe gaps" but on amuch higher wage
- so much so that there isconcern within some
agencies ofa 'braindrain' tothe private sector
and then aspeedy 'return ' forhigher wages.
"Wehavetocome tosome conclusion about
what our core intelligencemission is and how
many [full-time employees] it's going totake to
accomplish that mission," Sanders said. "I wish
I could tell you it'sby design," he said. "But I
think it's been by default."

Contracting spies has also drawncriticism from
those who bel ieve espionage and intelligence
can be likenedtoashopping basket - with feats
being performed usingaprice scale. "There's a
commercial side to it that I frankly don't like,"
said James Pavitt, former headofthe CIA's
clandestineservice. "I would much prefer to
see staff case officers who are inthe chain of
command, and making aday-in and day-out
conscious decision as civil servants inthe
intelligencebusiness."

CIA spokesman Paul Gimigliano rejectedcalls
that "out-sourcing"espionage and intelligence

~
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analysis is
problematic.
"Contractors give
theagency
enormous flexibility
and are an
important part of
our work force... as
partners, they help
us build orenhance
specific capabilities we need for afinite
period." His comments probably reflect the
majority inthe intelligence community. Many of
the CIA's new intel contractors are drawn from
the armed services (both serving and retired).
And it's interesting to read this comment on the
CIA's website recruitment page:

It'salso true that to fully trainaCIA case officer
takes years. The CIA isprobably busier now
than atany other time initshistory. By paying
high wages to retired officers to helptheagency
innumerous areas, theCIA bel ieves it is
generating vital time for new employees tobe
trained and gather experience. However, the fear
is, once trained employees might see greater
rewards by leavingtheservice and then 're­
entering' via asecure contract company.

Military service isa goodintroduction tothe
important role ofintelligence innational
decision-making. Many of the CIA'spositions
require securityclearances, specifictraining
and unique lifeexperiences - the same kinds of
professional development foundin the military.
Your patriotism, personal integrity and service
tothe country don't have toend when your
active status does. You can find new direction
atthe CIA. Explore the vital rolethe CIA plays in
sharing intelligence withbranches of the
military through the Office ofMilitary Affairs.
Consider a career at the CIA and continue to
assistyour branch of themilitary.

Contractors can find themselves being used on
'activeduties ', be it gathering informants in
faraway lands, oracting as liaison between the
CIA and military services. Retired officers ­
whose background is beyondreproach are
again being officially listedand their experience
used inspecific fields . Yet this is not really the
primary concern ofthose who believe only
government employees should handle classified
material or attend front-linemeetings where top
secret operations are discussed. What happens
if abreachof security occurs, oran operation
involving acontract firmoragent goes wrong?
And, just like any agencyrole, some employees
are uneasy about working alongside acontrac­
toron the same operation who will be paid far
more forhis time. Nevertheless, the CIA is one
agency which values the use ofcontract firms ­
as long as they are staffed by former employ­
ees of 'The Company', orhave beenrecom­
mended by its 'own' or the military. It'san
interesting concept.

Working attheCIAdoesn't mean you 'll be jet-setting around the globe, attending
parties with billionaires and showing offyour Tango skills. In reality, we depend
on administrative managers and staff forour operational success, athome and
abroad.

MYTH 4 - AGLAMOROUS LIFESTYLE AWAITS YOU

You don't have to know karate or look good inatuxedo to work at
the CIA. But you must possess adeep intellect, the ability to make
good decisions and adedicationto serving America throughthe
collection of intelligence.

MYTH 5 • HARDLY ANYONE EVER MAKESITTHROUGHTHE BACKGROUND
CHECK

Car chases through the alleyways ofaforeign city are common on TV, but
they'renot what aCIA career is about. And, they don't compare with the
reality of being part ofworldwide intelligenceoperations supporting a global
mission.

MYTH 3 . YOU HAVE TO BE SUPERHUMAN IN EVERY WAY

W ORKING FOR THE CIA

MYTH 2 - EVERYONE DRIVES ASPORTS CAR WITH MACHINE GUNS IN
THE TAILPIPES

The workwe 0 may be secret, but that doesn't mean your li!e will be. Because
thevariety of CIA careers is similar to that ofany major corporation. So... your
friends and family will still be part of your life.

Because ofour national security role, CIA applicants must meetspecific
qualifications - but, don't worry. Getting caught smoking inhigh school isn 't
enough to disqualify you. Your intellect, skills, experience and desire to serve
the nation are most important to us.
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VEHICLE SURVEILLANCETIPS

Don't get caught
out th is Winter

Prior to any winter surveillance, checkthe
weatherforecast.

the stationary vehicle - and the car won 't move.
Don't forget theshovel. Experienced operatives
will also carry afUlly-charged second battery as
night-time and winter surveillancecan drainthe

· battery more rapidly than inthesummer months.

There may be occasions when it is necessary to
switchonthe internal car lighting. Some lights
are extraordinarilybright. Torchesthatcan use

• variablelight are recommended. It's also not a
bad ideato carry the odd candle - just incase.

Placing additional mirrors inthevehiclecan be
helpful - forbothsurveillance and security - lest

i the target oranyone approaches from a point
1 where visual is impossible.

Video and camcorder equipmentshouldbekept
dry and the lenses frequently monitoredfor

i misting. However, if the operative starts tosuffer
: the ofeffects ofhypothermia, using instruments

(focusingetc.) is farmore difficult. Another
reasonfor keepingwarm.

i When nature calls it can be problematic. Leaving
· the vehicle can expose the operative- literally!
Thereis aproduct availablefrom 'Sportys
Catalog', acatalogue foraeroplanepilots and

I enthusiasts. The container will accommodate
· both males and females. But if you do have to

exit thevehicle- makesuretheheadlightsare
switched off. Walking infrontofthemwillmake
you visible.Alarge bagof salt (grit) can augment your

departureinthe eventthat icehas built-up under

windscreen wash and an ice-scraper. Insevere
weather - anti-freeze can be used - thus asmall
bottle tucked away inthecar can be handy
(don't forgetan oldclean ragtoapplythe flu id­
if you don't want to damagethecar's body­
work).

· Any surveillance, but especially atnight can be
problematic. For safety, lockthedoors and keep
thekey inthe ignition just incase ahurried exit is
required.

• Afirst aidkit, cell phoneand additional batteries
to powerall equipment aremandatory.

· Always carry additional blankets, gloves, boots,
: warm clothing and lots ofhot drinks and food. A
· thickcoat withahood isalso recommended.

There are also awide rangeofthermal under
garments availabletowarmtheentirebody.
Similarly, thereare electriccar blankets that can
keep an operative warm inthe vehicle. All
clothing and garmentsshouldbe dark incolour.

Onalengthy surveillance interiorcar windows
can (and do) begintofog. Theonly way to
demist glass istoturn theheater on- an action
that sometimes means the engine and lights
need to be engaged - alerting all around toyour
position. Asmall hand-held fan-heater can
eradicate most fogging- simply plug intothe
lightersocket. Similarly, if this fails - make sure
you carry araw potato... astrange itemperhaps,
but by slicing the vegetable intwo and rubbing
the fleshy part on the glass, it will help keep
away mistand stoptheinside from frosting. A
chemical insidethe potato is responsible.
Similarly, there are trade products onthe market
which havethe sameaffect. Turning on air­
conditioning isnoisyand may expose your
position - especially inaquiet neighbourhood. If
all else fails - open the window - but remember
to turn off radios.

Checking vehicles· and the weather
forecast before any surveillance should

be mandatory

Exteriorwindows can be keptfreeoffrostby a
de-icerspray, but it's always useful tocarry

During any vehicle surveillance in winter operatives may have to
deal with adverse weather conditions. Eye Spy's surveillance
advisors have listedafew points of interest - some are obvious,
some are not so obvious, but all should be mandatory.

M
aintainingyour vehicle throughout
the year should help when winter
descends. Afull inspection and
serviceiscrucial - especially in
coldclimateareas.
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MI5 Watchers Target Universities

E I' E SP " I SS U E 4 4 . 2 0 0 6

A
video tapedated January
2000shown on Arab
satellite channel AI Jazeera
featured Osama bin-Laden

meetingwithsome oftheterrorists
whoparticipated in the 9/11 attacks
on America. It's the third such tape
containing movie footage depicting
theleader of al-Qaidaand the
hijackers. Other tapeswere released
in2002 and2003 - both just days
prior to 11September. The film was
reportedly madein anAfghanistan
trainingcamp,

"Campusesprovide an opportunity
for individualswho are already
radicalisedtoform new networks,
and extend existing ones,"

at further and higher educational
establishments have been
involved in terrorist related activity,
which could includeactively
radicalising fellow students on
campus. Perhaps most impor­
tantly, universities and colleges
provide afertile recruiting ground
for students.

'Therearedifferent categories of
students whomay be 'suckedin' to
an Islamist extremist ideology. There
are those whomay be new toa
university or college environment
andvulnerable to 'grooming' by
individuals with their own agenda as
they search for friends and social
groups; there are those who may be
activelylookingfor extremist
individualswith whom toassociate.

MI5 has been engaged in an
operationto identify al-Qaida
recruiters operating in universities.
Trying to enable a just and fair
plan tomonitor and stop the
creative influenceofsuch
characters is proving both difficult
and controversial.

2000 VI
Pre-9/1 1Vide

ment advisors are hopeful that
universities will engage and
provide information.

Part of the draft report says:
"Whilerad icalisationmay not be
widespread, there is some
evidence to suggest that students

groups are recruiting on campus.
The 'recruiters' target young
impressionableand sometimes
lonelystudents who may be
tempted away from mainstream
activities. In futureyears , these
students may be contacted or
used for illegal activities. Govern-

Eye Spy learned that anumber of
groups and individuals in someof
Britain 's leadinguniversities are
already under surveillance due to
intelligence gleaned from various
sources.

A
s reported two years ago
inEyeSpy, British
intelligenceis surveilling
UK universities in an

attempt to expose infiltration by al­
Qaida. An 18-page draft report
was obtained by anewspaper that
outl ines plans to monitor the
activities ofcertainsections ofthe
student population. The docu­
ment, allegedly drafted bythe
Department forEducation
acknowledges that someuniversi­
ties may see themove as akin to
'big brother' orthat lecturers may
feel they are spyingfora 'secret
police state'.

MI5 and Special Branch are also
concerned thatanumber of

The move inviting lecturers to
raisetheir concerns over students
withthe relevant authorities has
already been attacked. Leading
academics believe the move
"envelopes" all Muslims and
Asians. However, the draft report
is only aconsultation document
and is now being examined and
discussedat every level.

58



"AN INTEL GEM"
sBin-Laden with Hijackers
Ramzi Binalshibh, al-Oalda's former
paymaster whohelped funnel
monies into the United States, is
shown speaking on the tape, which
was aired justdays ahead of the
fifth anniversary ofthe hijackings.
Bin-Laden issitting alongside his
former lieutenant Mohammed Atef,
another suspected planner ofthe
attacks. Atef, also known as Abu
Hafs ai-Masri, was ki lledby aUS
airstrike inAfghanistan in2001 .
Binalshibh was captured four years
ago inPakistan and isnow inUS
custody.

Another section shows Mohammed
Atta and Ziad Jarrah - two ofthe 9/

11 hijackers. Bothmen read their
will oncamera.

The tape also features hooded men
performingmartial arts in a
courtyard, wrestling over a
handgun, and others walking over
ruggedterrain. Wael al-Shahri and
Hamza al-Ghamdi, two ofthe 19
hijackers are also on the tape.

The video tape, acomposite of
variousscenes, shows Bin-Laden in
the middle ofagroupofarmed men
- reportedlymembers ofal-Qaida ­
though their faces are not clear
enough for identification. However,
some analysts believe other 9/11

Mohammed
Atta (right)
and Ziad
Jarrah

hijackers are inthisgroup. Through­
out thescenes, Bin-Ladendoes not
speak tothe camera. Anarration
praises the fighters and refers to the
campbeing "onthe soil of
Kandahar" - acity insouthern
Afghanistan.

The father ofMohammed Atta does
. notbelieve the video isauthentic.
"Thevideo-testament ofmy son is
false and I continue tobelieve he is

innocent," said Muhammad al-Amir
al-Sayd Atta, 71. He alsobelieves
the Americans "tamperedwith" and
"falsifiedthe video. "

AIJazeera said the tape was made
during the planning stageof9/11. It
refusedtoreveal how it acquiredthe
material thoughit was produced by
As-Sahab, al-Qaida's so-called
'mediabranch'.

[MIS, not nine to five]
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Igor Sutyagin. He was sentenced
to15years inprison forspyingfor
theUnited States. The Supreme
Court ofRussia upheld the
sentence against thescientist in
April 2004. Few intell igence
watchers believe he isguilty.

According to 'Human rights '
advocates, the FSB is increasingly
targeting Russian scientists and
academics foralleged espionage
ormisuse ofclassified information.
"Moscow is deeply suspicious of
Russian scientists ' contacts with
foreigners," said one official.

[ spooks]
beh ind the sce nes

Dumenkov was detained at
Kursk station in Moscow

Perhaps the most famous case
involving an academic isthat of

thesecrets had been passed to
German agents.

Britain's Foreign Office refused to
Theincident is the latest inaseries confirmor negate the men were
ofespionagecases investigated by MI6 officers. The country has also
Russia's FSB- the mainsuccessor been embroiled inaspy row with

• agency to the Soviet-eraKGB. Just ; neighbouring Georgia.
weeks earlieramilitary court
sentenced aretired Russian
colonel who reportedly helped
British intelligence unmask dozens
of Russianagentsto 13years in
prison. In January Moscow
accused four British diplomats of
espionageand allegedthey
received secret information from a
radiotransmitterhidden inarock.

Russia targets academics and MI6
'helpers' in espionage squeeze

SPYMOSCOW

Dumenkov pleaded guiltyto
charges of "hightreason inthe
form of espionage".

FSB agents detained Dumenkov on
3 August2005, at aMoscow
railway station and claimed he had
intendedto flee the country once

E YE S PY I S S U E 44 , 2006

I
nAugust 2006, aMoscow
court sentenced 42-year-old
Andrei Dumenkov, aRussian
scientistto12years in prison

fortrying to pass information on
new rockettechnology toGerman
agents, afederal security official
said.
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Letter from
Fori Meade
by David Hamer
...being an irregularly
occasional, or an occasion­
ally irregular, communication
from the American
cryptological community:
particularly those things
associated with the National
Cryptologic Museum [NCM]
and its parent, the National
Security Agency [NSA]

EYE S PY I S S U E 44 , 2006

nigma's World War IIhistory is
inextricably linkedwiththat of the
Unterseeboote (U-Boat). The
wreckageofU-85 commanded by
OberleutnantzurSee Eberhard
Greger, aType VIIB that sank on 14

••• April1942 under gunfire and depth
charges fromthe USS Roper with the loss of all
46 hands, lies in approximately one hundred feet
ofwater off Cape Hatteras, North Carol ina.

U-85 was participating inthe attacks on
merchant shipping along the eastern seaboard of
the United States that began inearnest with
Operation Paukenschlag on 13 January 1942. U­
85 was the first boat lost during these operations
and was infact the first U-boat sunk by aUS
Navy warship inWWII.

On 13April 1942, U-85 had sunk the Swedish
freighter Christina Knudsen offthe coast ofNew
Jersey and by that evening was lying on the
surface in shallowwateroffBodie Islandnorthof
Cape Hatteras. Shortly after midnight the
destroyer USS Roper under the commandof
Lieutenant Commander HamiltonW. Howe
picked up U-85 on her radarand gave chase.
The U-boat was unableto outrunthe destroyer
and, with insufficient water under herkeel to
escape destruction by diving, hercommander
gave the order to scuttleand abandonthe vessel.
Roper's reaction was to rakeU-85 with machine­
gun fire ki lling many of thecrew who were
jumping into the sea. Those who survived the
gunfire died soon afterwards whenthe destroyer
churned through them while they were still
struggling inthe water and inan incomprehensi­
ble act of (literally) overkill dropped eleven depth
charges on the already doomed U-boat.
Humanityaside, apparently no consideration was
given by Roper's commander to the potential

intelligenceharvest that might have been
gathered from theinterrogation of survivors or
fromtherecovery ofthe U-boat's Enigmas,
Tritonkeys, signal books and other classified
items, all oranyofwhichwould have been of
inestimablevalue tothoseat Bletchley Park who
werestruggling vainly withthe intelligence
'blackout' resulting from the introductionofthe
four-wheel Enigma only two months earlier.
Roper's actions contrast starkly with those of
HMSBulldog and the capture ofU-11 0, almost a
year before.

HMS Bulldog seizes U-110

For good measure an additional depth charge
was dropped on thewreck the following morning
by aPBY Catalina aircraft. This was followed by
thedropping oftwo more by Roper inthegeneral
vicinity ofthewreck. In spite ofall ofthishigh
explosive, U-85 remainedrelatively intact.

Atthetimeofthe sinking US Navy divers were
unabletorecover anything ofcryptologic
significance, despite attempts to do so. Citing
contemporary reports, the U-85 was "...Iying
nearly flaton her starboard side..." and suggests
this as the reason for the failure ofnavy divers to
gain entry totheboat despite "...about one
hundred descents to the wreck. " Any considera­
tion of raising U-85 tothe surfaceby pneumatic
means was soon abandoned owingtothe
considerable damage to the boat's ballast tanks
caused by Roper's depthcharges.

~
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to starboard. The first area tobe cleared
sufficiently was the sound room. This surren­
dered alarge brass compass, awooden box
containing phonograph records and, ofmore
significant cryptologic interest, acodebook and,
on alaterdive, apadofmessage log sheets.

EY E S P )" I S S U E 4 4 . ZOO 6

THECODEBOOK

Appendix
Semaphore

Between Germanwar- and German
merchant ships

(By order of the Naval HighCommand)

By 3 July 2001the divers had cleared the radio
room tothe point that it could be entered safely
and found Enigma M2946lying on the deck in
the center ofthe area. Nearby they found an
electric typewriter that on later examination
proved tohave been attached to the Enigma to
print the output. This was preferable to the more
usual copying by hand from the Enigma's lamp
panel and was ofparticular convenience when
considering both the confined space ofthe U­
boat and the limitations on available manpower.

Two days later the wooden lid ofM2946 was
found and more importantly the entire wheel
cage assembly ofthe second Enigma, M3131 .
Of poignant human, ratherthan cryptologic,
interest was the discovery oftwo coffee cups
and aPerrier water bottle. No human remains
were recovered - the entire crew having left the
boat priorto itssinking. U-85 therefore isnot
considered awar-grave site.

During an earlier dive, on 20 June 2001 , a
large block ofsilted material that contained a
codebook was recovered from the sonar
room. With enormous difficultythis was
brought tothe surface. Unfortunately much of
the codebook was lost during this operation. A
title page was recovered but regrettably it is
notclear if this page refers to the entire

codebook orsimply to asectionofsomething
much larger inscope(though its position inthe
booksuggests thelatter). Arough translation of
this page is:

Serial Number Wheels recovered

M2946 II, III, VI, VII

M31 31 I, III, IV, VI , VIII

The recovered wheels were:

inboth the M4 and its predecessor the M3. No
Greek wheels were recovered then, but the serial
numbers suggested that the Enigmas towhich
these wheels belonged were ofthe newly
introduced variant, M4. Details ofone ofthe
wheelsfrom M3131 can be seen inFig. 2 where
the identification marks are clearlyvisible.

Figure 2

RECOVERY OF THE ENIGMAS

In June 2001 three divers descended upon U-85.
Jim Bunch and brothers Richand RogerHunting
had each made numerous expeditionsto thesite
andtoanumber of other wrecks intheareabut
this timethey intendedtoclear out 60years of
accumulated silt and debris thathad hitherto
prevented access tothe all-important radio and
sound (sonar) rooms. Over aperiod ofapproxi­
mately two weeks, usingapurpose-built
dredging device, they gained accesstothese
two areas. Their taskwas renderedmore difficult
by the factthatU-85 has alistof 30-40degrees

The typewriter that was attached to M2946
as a printing device . A fragment of the
connecting cable is visible at lower left

RECOVERY OF ENIGMA WHEELS

Figure 1

In August of1997, amateur diver Roy E.
Parker, during hisfirst exploration ofU­
85, recovered two oak boxes containing
the spare wheels fortwo different
Enigmas (Fig. 1). Astudy ofthese
wheels determined that U-85 had been
carrying two Enigmaswhose inventory
numberswere M2946 and M3131 . The boxes
were recovered from acabinet on the bulkhead
adjacent tothe captain's quarters. Each
contained only the normal Enigma wheels used

Whereas the German army (Heer) and air force
(Luftwaffe) had atotal offive wired wheels from
which to select the three moveable wheels for
daily use intheir Enigmas, the navy
(Kriegsmarine) had atotal of eight wheels from
whichtomake this selection. Since 1 February
1942 the German submarine fleet inthe North
Atlantic had been using an updated version of
Enigma, designated SchlOssel M by the
Kriegsmarine, which was equipped with an
additional, non-moving fourth wheel variously
called lusatzwalze (additional wheel) or
Griechenwalze (Greekwheel) : this latter
cognomen arising from the naming ofthe two
variants ofthat wheel, 'Beta', and 'Gamma'.
Each was paired with a 'thin' Umkehrwalze
(reflector wheel) , designated Band Crespec­
tively. Each combination then formed avariable
reflector that couldbe set in anyone oftwenty­
six positions as part of the internal machine
settings. Anull positionwas provided: when set
to position 'f{ thecombination 'Beta/B' had the
same wiring as the old 'thick' reflector Bso
enabl ing afour-wheel Enigma tocommunicate
with the earlier three-wheel variant. The
combination of 'Garnma/C' behaved in
similar fashion. The Greek wheels were of
an entirelydifferent form from that ofthe
regular Enigma wheels and thus not
interchangeable with them.
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Significant fragments ofacodebook were also
recovered but the information gathered from this
document suggests that its contents are not
related to the use of Enigma. Rather, the
recovered fragments refer toflag signal proce­
dures. Several blank pages of radio message
sheets, in theform ofapage-numbered pad,
were also recovered. Ayear later, on 22 August
2002, the diveteam recovered the remain ing
parts ofM3131.

VIII) and atleast aB/Beta Umkehrwalze/
ZUsatzwalze combination. The internal setting of
each ofthe two Enigmas at the time ofU-85's
sinkingwasdetermined. M2946 was connected to
an electric typewriter that acted as aprinting device.

The wheel cage from M3131 after washing

Items recovered bythe dive teamare, or will be, ondisplay
atthe Graveyard ofthe AtlanticMuseuminHatteras, North
Carolina, USA:
http://www.graveyardoftheatlantic.com/

JimBunch, has writtenabout U-85inhisbookGermany's
U-85: AShadowinthe Sea publishedby DeepSeaPress
in 2003

Agallery ofthe cryptologic items recoveredduring the
dives made byJim Bunch, Richand Roger Hunting may be

: found at:
http://home.comcast.neV-d hhamer/u-85.htm

MESSAGEPAD

Cipher-pad
Secret

(after being used)

Medical section
(send)

In this section meanings of flag signals with
a medical content are arranged alphabeti­
cally by referencetothe decoding tables.
This enables signal traffic to be handled

rapidly in case ofsickness and accidents.
These signals are no longer included in the

general dictionary of the sending tables.

L- -' : © 2003. From The Enigmas - andOther Recovered
Artefactsof U-85, by DavidH. Hamer. Reproduced by
permission ofTaylor& FrancisGroup, LLC., http://
www.taylorandfrancis.com. For afulllist of references
contact EyeSpy.

SUMMARY

On 28 September 2001 amessage pad - overall
dimensions 31 x 23 centimetres - was recovered
fromthesonar room. Detail from the message
pad is shown inFig. 3 and begins:

Divers have recovered artefacts from U-85that
show that atthe time of its sinkingthe U-boat
was equipped with two Enigma M4 with serial
numbers M2946 and M3131. Each was provided
withafull complementofeight regular wheels (I-

Recovered pages ofthe codebook span the
range650 to 780 and obviously represent only a
fractionofthe complete book. The
Winkspruchverfahren (semaphore) title page is
identified as the entry to an appendix. Apparently
this volume included unrecovered sections. It is
interesting to speculate as to their possible
content.

A page ofthe codebook, approximately 27 x 20
centimeters, is shown above. Another titlepage
says:
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9. Prepare signs fordisplay to staff inthe event
ofasuspected oractual attack.

7. Consider whether staff handling post need
protective equipment such as latex gloves and
face masks (seek advicefrom aqualified health
and safety expert). Keep overalls and footwear
available incase staff need to remove contami­
nated clothing.

4. Ensure that all sources of incoming mail
(e.g. couriers, hand delivery) are included in
your screening process.

3. Make sure that all staff who handle mail are
briefed and trained. Include reception staff.
Encourage regular correspondents to put their
return address on each item.

8. Make certain that post opening areas can be
promptly evacuated. Rehearse evacuation
procedures and routes, which should include
washing facilities inwhich contaminated staff
could be isolated and treated

6. Staff need to be aware ofthe usual pattern of
deliveries and tobe briefed ofunusual deliver­
ies. Train them toopen post with letter openers
(and with minimum movement), tokeep hands
away from noses and mouths and always to
wash their hands afterwards. Staff should not
blow into envelopes orshake them. Packages
suspected of containing CBR material should
ideally be placed inadouble-sealed bag.

5. Ideally, post rooms should have independent
air conditioning and alarm systems, as well as
scanners and x-ray machines. However, while
mail scanners may detect devices forspread­
ing chemical , biological and radiological (CBR)
materials (e.g. explosivedevices), they will not
detect the CBR materials themselves. At
present, no CBR detectors are consistently
capable of identifying all hazards reliably. Post

, rooms should also have their own washing and
showerfacilities, including soap and detergent.
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GUIDANCE ON WHAT TO DO IF YOU SUSPECT
APACKAGE OR LETTER IS SUSPICIOUS

2.Consider processing all incoming mail and
deliveries atone point only. This should ideally
be off-site orinaseparate building, oratleast
inan area that can easily be isolated and in
which deliveries can be handled without taking
them through other parts ofthe building.

• Stop... don't handle the item
• Isolate the item immediately
• Don 't open, smell, ortaste it
• Activate your emergency plan and notify a
supervisor

1. Seek advice from your local police CTSA on
the threat and on defensive measures.

Second, if you do see one ormore ofthese tell­
tale signs, persons should:

• The address has been printed unevenly orin
an unusual way
• The writing is inan unfamiliar foreign style
• There are unusual postmarks orpostage paid
marks
• AJiffy bag, orsimilar padded envelope, has
been used
• There is apin-sized hole intheenvelope or
package wrapping

MI5 note: "Althoughany suspect item should
be treated seriously, remember that the great
majority will be false alarms and afew may be
hoaxes. Try to ensure that your procedures,
while effective, are not needlessly disruptive. "

BOBS
bylMAlL

Many companies have sophisticated
postal sort machinery that detects
explosives as well as chemicals

The collective advice:

• It isunex­
pected orof
unusual origin or
from an
unfamiliar sender
• Protruding
wires
• There isany
unusual smell ,
including but not
restricted to
almonds,
ammonia or
marzipan
• Excessive tape orstring
• Oily spots, discolourations, orcrystallization
on the wrapper
• It seems unusually heavy for itssize. Most
letters weigh up to about 30g, whereas most
effective letter bombs weigh 50-100g and are
5mm ormore thick
• Excessive postage
• It isoddly shaped orlopsided
• Addressing mistakes and issues, including
misspelled words, badly typed orwritten
addresses, wrong titles with names, no return
addresses, etc.
• It ismarked 'personal', 'confidential' or 'for
the strict attention of'

Britain's Security Service MI5 has vast
experience incountering letter orparcel bombs.
It's advice combined with that ofthe Homeland
Security initiative is well worth noting.

Continued from page 45

First, be suspicious if you come across mail!
packages:

MAIL SURPRISE
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For employers and employees alike, counter­
measures such as those identifiedmake for
essential reading and viewing.

For more workplace securityposters, see the
'Protect Your Workplace' campaign materials
posted on the Department ofHomeland
Security website.

Car bomb or
machine gun fire?
Neither. An instruc­
tor for Diplomatic
Security's Iraq
DSAC course
explains damage to
a car after a~
Q.QmQ is exploded
on its dashboard

Afew minutes ofyour time now mightjust
save you oraco-worker from future harm.
Better yet, download orprint the poster from
the US Postal Service website and display it in
your workplace. US readersof Eye Spy can
request afree hard copy atany post office.
Similarly, MI5 has some excellent advise on its
website.

EYE S PY I S S U E 44 .2006 67





---- - - - - - - By Kevin Coleman
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The fear surrounding cyber-terrorism isthat
terrorists and other criminals could attack and
penetrate critical infrastructure computer
systems and endanger human lives by
disrupting military networks, emergency
medical services, land and air transportation
systems, telecommunications and utilities.
Cyber-terrorists could also cause chaos and
massive disruption to business operations by
attacking banking and other financial institu­
tions that depend on computer networks for
their operations. With respect toUnRestricted
Warfare (seeEye Spy 43) , an attack on
computer systems ornetworks isnot only one
modality, butit plays asignificant supporting
role inmany other modalities. 'Information
weapons' will become the weapon ofthe arms
race inthe next decade.

One ofthe first recorded cyber-terrorist
attacks was in 1996. Acomputer hacker who
was allegedly associated with the White
Supremacist movement temporarily disabled a
Massachusetts Internet Service Provider (ISP)
and damaged part ofthe ISP's record keeping
system. The ISP had attempted tostop the
hacker from sending out worldwide racist
messages under the ISP's name. The hacker
signed offwith the threat, "youhave yet tosee
true electronic terrorism... this isapromise. "

In 1998, the Center for Strategic and Interna­
tional Studies issued areport that stated
cyber-terrorists are plotting all manner of
heinous attacks that, if successful, could
"destabiliseand eventually destroy targeted
states and societies." The National Strategy to
Secure Cyberspace ispart ofan overall effort
ofprotection. The purpose ofthis strategy is
to engage and empower the public and
businesses tosecure the portions of
cyberspace that they own, operate, control, or
with which they interact. However, today there
are no early detection systems inplace to
warn ofamajor cyber attack.

There are many types ofattacks that all fall
under the heading ofcyber-terrorism. Attack
methods include:

Computer Viruses
Logic Bombs
Denial ofService Attacks
Software Vulnerability Exploitation ..

Information Weapons

More than 120 countries or foreign organisa­
tions have orare developing formal pro­
grammes todevelop information weapons that
can be used toattack and disrupt critical

, Information Systems used by the United States.

The term "cyber-terrorism" conjures up many
different images. The truth is, cyber terrorism
has been around longer than most people
think. Cyber terrorism did not evolve after the
terror attacks on 11 September 2001 .
According tothe Federal Bureau ofInvestiga­
tion, cyber terrorism is any premeditated,
politically motivated attack against informa­
tion, computer systems, computer pro­
grammes, networks and data, which results in
violence, disruption ordamage against non­
combatant targets by sub-national groups or
clandestine agents.

...11II_ errorism and information
technology are related intwo
ways. First, the Internet has
become aforum for both
terrorist groups and individual
terrorists to spread their
messages ofhate and violence.

The internet allows terrorists tocommunicate
with one another and with sympathisers.
Secondly, individuals and groups use the
Internet toattack computer networks and
systems via cyber-terrorism orcyber-warfare
activities.
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COMPUTER VIRUSES

Many people believe the first computer virus,
which is considered aform ofcyber-terrorism
was created in 1981 and infected Apple II
computers atTexas A&M. After that incident
took place, an American student, Fred Cohen,
was behind the first documented virus that
was created as an experiment in computer
security. Shortly after Cohen's work, another
virus was released and another one with
malicious intent was discovered. The first
international virus was made in Pakistan by
two programmers. They replaced the execut­
able code in the boot sector ofa floppy disk
with their own code designed to infect each
360kb floppy accessed on any drive. The
debate continues whether acomputer virus is
acyber-terrorism attack, but most infederal
law enforcement believe it is atthis point in
time.

Today there are astaggering 60,000 viruses in
existence, many ofwhich have multiple
mutant strains. The rate ofvirus creation and
release has accelerated over the past few
years with nearly 250 new and mutated
viruses appearing each month. Acomputer
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industry insider, whoasked not to be identi­
fied , stated: "Weare losingthewar against
computer viruses.'

Viruses, as with all cyber attacks are becom­
ing more complex, more damaging, more
difficult to detect, and the frequency ofviruses
being released is also increasing.

Logic Bombs

Alogic bomb is a
computer pro­
gramme that lies
dormant in
systems fora
period of time until
it is triggered by
an event, such as
adate. Once
triggered, the
unauthorised act is
executed and
more often than
not is destructive
innature. Logic
bombs can also
be atactic used to
establish distrib­
uted denial of
service attacks for
rnulliple comput­
ers, sometimes
numbering inthe
tens of thousands.

Denial of Service
(DoS) Attacks

ADenial ofService
attack is an
assault on a
network that
floods it with so
many additional

AI-Qaidahas many computerexperts
within its ranksor sympathetic to its cause

• security services aroundthe worldare
convinced the terror groupwill sooneror
later try and cause havocvia the Internet

requests or transactions that regular traffic is
either slowed orcompletely interrupted. A
Distributed Denial of Service (DDoS) attack
uses multiple computers throughout the
network that it has previously infected.
Recently, vulnerabilities in Smart cell phones
have been discovered that would allow these
devices to be unwilling participants indenial
ofservice attacks. Unlike avirus orworm,
which can cause severe damage to
databases, adenial ofservice attack interrupts
network service forsome period.

INTELLIGENCE

Awell-known cyber attack took place when
ten thousand Internet activists calling them­
selves the Electronic Disturbance Theater
began aDDoS attack on the Pentagon,
Frankfurt Stock Exchange and Mexico
presidential Web servers in support of
Zapatista rebels in Chiapas. Mexico.

Software Vulnerabilities

Cyber attacks have caused billions ofdollars
in damage and have affected the lives of
millions. Recent data indicate several troubling
trends. First ofall the number ofsoftware
vulnerabilities that can be exploited are
increasing. A"softwarevulnerability" is >-
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defined as software which
contains code that allows the
software to do something it
wasn 't designed to do and can be
used inamalicious fashion.

Theincreasing availability ofthese
informationweapons ispartially
relatedto certain groups whose
solepurpose is tocreate attack
kitsthatare soldviatheinternet
toanyone willing to pay theprice.
Withintheinformation security
industry, there is widespread
bel ief that an organisation in
SouthAmerica has been created
and funded with the sole purpose ofdeveloping
malicious code that takes advantage ofrecent
vulnerabilities uncovered in commercial
software. Thetime fromwhen avulnerability
incident is reported and announced until the first
malicious code is discovered is shrinking atthis
time. The last few announcementsof commer­
cial software vulnerability incidents saw the
exploitation code released in less than24 hours ­
one taking only 17hours. The time required forthe
software vendor to create apatch was 8 days.

Known Terrorist Organisations

The organisations listed inthis section (seechart
opposite) havebeen designated foreign terrorist
organisations by theUS State Department. (Spy­
Ops expresses no opiniononthe contents ofthis
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list.) We have estimated the capabilities ofeach
ofthe groups below based on open source
intelligence. Thecapabilities can be described in
four levels asfollows:

Intent to Acquire - Lookingtoobtaincyber­
terrorismcapabilities.

Basic Data Weapons - Cyber weapons including
viruses, trojans and basic hacking tools.

Intermediate Data Weapons - Vulnerabil ity
scanning, advanced hacking tools, denial of
service tools andcustom cyber attack develop­
ment skills.

Advanced Data Weapons - Coordinated attack
executiontools, partial packet penetration

capabilities, data bombs, and
alternativedevice hacking capabili­
ties.

The cyber capabilities and ambition
ofthese groups are as yet
unknown. However, given the
disruptivecapabilities ofacyber
attack, it is clear that this isaviable
toolof choiceforterrorists.

INTELLIGENCE

Malaysia was afavoured meeting
place forthehatching ofatleast
part ofal-Qaida 9/11 terrorist plot

against the United States. It has emerged as the
region of choice forpro-al-Qaida cyber­
terrorism. Malaysiahas an advanced IT and
telecommunications infrastructure. As far back
as mid-2002, there wasanoted increasein
intrusion attacks originating fromMalaysia
whose country domain is .my.

The conclusion, basedonthis data, is that we
are currently engaged inacyber war! Inthe past
minute there have beenapproximately 54,000
serious computer attacks reported to
hackerwatch.org! Five percent ofbusinesses
estimate the cost ofsystems disruption would be
over $5 million an hour, and 60%ofbusinesses
do notknow how much computer attacks cost
them. Only1%ofbusiness continuityplans
address cyber attacks and only3%address
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TEST YOUR SKILLS

it's difficult todetect cyber
adversaries who might be
attempting tocompromise critical
system components."

Themonitoring system developed
inLOGIIC isbased onthe very
latest commercial enterprise
detectionand correlation
technologies adapted tomonitor
control networks,providing asset
owners withdramatically
improved situational awareness,"
Cook said,
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Afield test ofthe LOGIIC solution
may beginlater thisyear. The
LOGIICwebsite is at
www.logiic.org,

To test LOGIIC 's monitoring
capabilities, Sandiaresearchers
came up with five vulnerability
scenarios basedon cyber
compromises commonly used in
the hacker community. Two
scenarioswere extensively tested
to illustrate the effectiveness of

the LOGIICmonitoring solution.
Ray Parks, who led thedevelop­
ment of thescenarios, used his
backgroundas amember of
Sandia's cyberred team, which
has performed numerous
vulnerabilityassessments ofoil
and gas and other critical
infrastructurefacilities.

Attack Indications
and Warnings

real-time models ofcontrol
systems used for refinery and
pipeline operations,

: ment tocounter potential threats
• totheoil and gas industryusing

hypotheticalattack scenarios.
Sandiaresearchers created two

"Current control systemoperators
have limited situational aware­
ness," said Ben CookofSandia.
"InLOGIIC, industry leaders chose

• tofocus the partnership team's
• initial work on addressingtheir

concernthatcontrol networks
aren't monitored forcyber
intrusions as is routinely done on
business networks. As aresult,

Such anattackbyviruses,
worms or otherforms ofcyber­
terrorism on oil and gas industry
process control networks and
related systems could
destabiliseenergy industry
supplycapabilities and
negatively impact the national
economy.

Sandia workedwith project
partnerstocreate asimulation
test bed and applythis environ-

LOGIIC brought together 14
organisations to identifyways to
reduce cyber vulnerabilities in
process control and SCADA
(Supervisory Control And Data
Acquisition) systems. The goal of
the project wasto identify new
types ofsecuritysensorsfor
process control networks,

LOGUC HELPSKEEP Oil GAS CONTROL SYSTEMSSAFE

F
or the past 12 months,
SandiaNational Laboratories
has served as the lead
national lab inProject LOGIIC

(Linkingthe Oil and Gas Industry
toImprove Cyber Security). The External
project was createdtokeep USA Events
oil and gas control systems safe
and secure, and tohelp
minimisethechancethat a
cyber attackcouldseverely
damageorcripple theoiland
gas infrastructure.
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EYE SPY READERS can earn a certificate in future
spy technology bycompleting our examination
series. Send a stamped addressed envelopeto Eye
Spy to receive theexam papers. Completethe
exams using theinformationcontained in this
feature andsubmit it to EyeSpy Intelligence
Magazine along with a cheque or credit card
information, Thecost ofeach continuing education
module is $10 USD £5.00. Uponeach successful
completionof theseries you will receive acolour
Certificate of Completion thatidentifies the number
of continuing education units for that specific
programme,Thisprofessional programmehas been
developed through acooperative agreement between
Technolyticsand Spy-Ops (USA) and EyeSpy
IntelligenceMagazine.

computer viruses. Ina recent studyconducted
by theComputer Crime Research Center, 90%of
respondents detected computer security
breaches within the last twelvemonths.

Thecurrent approach for securing information
assets can onlybedescribed asa reactive
application of pointfixes to specific and identified
threats. A holistic approach is necessary to
make systems markedly moresecure. We have
no cyber-terrorism early detection system in
place. We only react after anattack is discov­
ered, and experts will nothazard a guess asto
thenumberof cyber-attacks thatgoundetected
or unreported. The increased value of informa­
tion weapons andtactics within the UnRestricted
Warfare (URW) environment requires the
development of newdata weapons, alerting
systems, tactical strategies, and new intell igence
gathering in order to protect and defend against
cyber-terrorism.

The exampaper forTrackingTerror Money, alongwith
previous tests - Part1 - Future Spy Technology From
'a's' Lab (issue34); Part2 - DNA Technology (issue
35); Part 3 Money Laundering (issue 36); Part 4 ­
Digital Footprints (issue37); Part 5 - Profiling a
Terrorist (issue 38); Part 6- UnRestricted Warfare
(issue40); Part 7 - Tracking Terror Money (issue42)
andPart 8 - TechonologyWarfare (issue43) can also
be downloaded atwww.eyespymag.com
For additional training briefs visit:
www.spy-ops.com
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Available from Eye Spy
Ref: ESl188 UK £18.99 USA $28.00

There arecomparisonstothe Vietnam
experience, but this book illustrates just
what these extraordinary menaredoing
andwhere they areoperating inthe
continuing war onterror. Atruly valuable
insight byarespected insider. If youare
interested in SEAL deployments, you will
not want tomissthis. Hardback255pp

AMBUSH ALLEY:
The Most Extraordinary Battle of the
Iraq War
Tim Pritchard
Presidio Press
ISBN: 0891418806

Pritchard does very well atturning a
complex sequence of events intoawell
rounded, flowing narrative. It is the story
of the US Marines attempt to secure two
bridges inNasiriyah, Iraq, inorder to
facilitatetheprogress ofthe main force
during the 2003 invasion. They were
expecting asimple, straightforward
mission, but it soon turned intoa
nightmare of epic proportions.
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Thinkyou are safe by ignoring al-Oalda?
Think again.

carefullydistil from the recent past to
help designaresponse that iscompat­
ible with democratic principles, the rule
of law and respect forhuman rights. This
book is essential reading forundergradu­
ate and postgraduatestudents of
terrorism studies, political science and
internationalrelations, as well as for
policymakers and journalists.

Available from Eye Spy
ReI: ESl187 UK £21.00 USA $46.00

Softback 272pp

DOWN RANGE:
Navy Seals inthe War on Terrorism
Richard Danzig (Foreword), Dick Couch
Crown Publishers
ISBN: 1400081009

Dick Couch was aSEAL member
operating inVietnam who has remained
current withthe currentSEAL pro­
gramme. Hehas written many books
about special forcestraining andsome
ofthose featured inthis book were men
he followed through their training.

This acclaimed study examines boththe
new terror networks andthose that have
been around for decades. This new
edition brings it up to date with the
dramatic opening ofthe twenty first
century, with new chapters on the 9/1 1
attacks, the growth ofinternational
terrorism, the al-Oaldanetwork and the
'War on Terror'. This text provides us
with some much neededcriteriafor
distinguishing between terrorists and
freedomfighters, and an explanation of
theuses ofterrorism as apolitical,
social, religious and criminal weapon.
Wilkinsonalso links theuseof terrorism
toawider repertoire of struggle. He
proposes avariety of possiblecounter­
measures and valuableprinciples to

TERRORISM VERSUS DEMOCRACY
Paul Wilkinson
Routledge
ISBN: 0415384788

Agreat bookforChristmas. Hardback
192pp

"No one understands terrorism better
than Paul Wilkinson. If policy makers
readthis book they will understand the
problems better. If terrorists read it they
will understand themselves alotbetter."
- Michael Clarke, King's CollegeLondon.

Available from Eye Spy
Ref: ESl186 UK £19.99 USA $45.00

attracts 7 million viewers. Thirty-six
episodes have been produced thus far,
and the background to each and
everyone isfeatured inSpooks. Of equal
relevance, theunnamedauthorshave
also chosento incorporatedozensof
sidebars - real events, spycraft, 'spy­
talk' etc. It'saterrific book that provides
acolourful, if inaccurate insight into M15.
The Security Service has admitted - MI5
is not nine to five - as the series always
contends!
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[ spooks ]
behind the scenes

This extremely well-produced, near-full
colourbooktakes the reader behind the
scenes ofthepopular SSCfiction series
about M15.

SPOOKS:
Behind the Scenes
Orion Books
ISBN: 0-75287-610-4

Though the characters ofSpooks may
be a little "out ofkeeping" withthose
who actually work forM15, the plots are
carefully thought-outand many are
based on real orconceivableevents. The
book provides arevealing insight into
how the show is put together: the
enormous amount of research that goes
intowriting theplots, the characters and
how the producers tryto reflect the
shadowy world occupied by MI5 and its
'friends' across the River Thames - M16.
Their adversaries arealso featured ­
fromal-Qaida toRussianspies.

Series three and four are being shownin
the USA, though it is called 'M-15' across
the 'pond'. The book has been published
tocoincide with the SSC's fifthseries
airing intheUK right now and regularly

74 EY E S P Y I S S U E « « , :/00 6



75

Availablefrom Eye Spy
Ref: ES1 193 UK£17.00 USA$32.00 ..

Available from Eye Spy
Ref: ES1191 UK£16.00USA $1 4.95

Now expanded with achapter on
American espionage after theCivil War!

432 in all , acomprehensive bibliography
ofbooks written byCivil War spies, and
aglossary of Civil War spy terms, this
book is the ultimate guide tounderstand­
ing Civil Warespionage, and the
foundation it built formodern-day
military intelligence.

Directorate and itssuccessor, the
Russian Foreign Intelligence Service.

During the1980s and early 1990s the
department encouraged biological
espionage, the planning and preparation
ofbiological terrorism and acts of
sabotage. Their worl< was carried out
primarily through 'lIIegals' - intelligence
operatives who were secretly deployed
to the West and covertly operated there,
masquerading as citizens ofWestern
countries under assumed names and
cover stories. One of itstop operatives,
Alexander Kouzminov, has decided to
break his silence and reveal indepth for
the firsttime the departments tasks,
plans and tactics. More disturbingly, he
explores what others inthe West and the
developing world are and could be
capable of. Inthis remarkable book we
learn the secrets ofthe USSR's elite
intelligenceoperatives - secrets which
couldprove vital inmaintaining
international securityintocays uncertain
political climate. Paperback: 192ppThis groundbreaking study lifts the lidon

the top-secret Department 12of
Directorate S(SpecialOperations) - the
elite inner core ofthe KGB FirstChief

Available from Eye Spy
Ref: ES1192UK £21 .50 USA$45.00

The activities and tactics ofhundreds of
spies are described, including in-depth
descriptions ofspy-masters like Allan
Pinkerton, Lafayette Baker, and Generals
Dodge, Sharpe, and Garfield. With its

! appendix ofall known Civil War spies -

BIOLOGICAL ESPIONAGE:
Special Operations ofthe Sovietand

i Russian ForeignIntelligence Services
! in the West
! Alexander Kouzminov

Greenhill Books
ISBN: 1853676462

; population. The expanded edition's new
: chapter, 'How Far We Have Come',
! presents the remarkable development of
i American political and military
: intelligence from itsorigins inthe Civil
, War tothe present day.
:

Inthe wake of9/11 the threat of
biological terrorismand sabotage has
been thrust to the forefront ofpublic
consciousness. However, this is far from
being anew phenomenon. From World
WarIIonwards, the Cold War powers

! devotedconsiderable resources to
developing what becameknown inthe
militaryas 'bugs and gas'.

! and provides avenues forfurther
I exploration.
!
! Inthe final element ofthe book, worl<ing

with ateam oftop cryptographers from
the Royal Holloway, the author sets his
own code, based on the techniques that
havebeen revealed throughout the book.
Sure tointrigueall loversof puzzles and
codes, the winning person who
deciphers the code will receive an
original, German World War Two Enigma

I machine, worth over £20,000. The
, publisher declares: 'CanYou Crack The
i EnigmaCode? Unravel thesecret code
, inthis book, based on the techniques
, revealed throughout. and winan original,
, World War Two Enigma machine."

Hardback: 336pp

Donald E. Markle
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I

SPIES&
SPYMASTERS

CAN YOU CRACK THE ENIGMA CODE?
Richard Belfield
Orion
ISBN: 0752875264

This bookcovers theentire history of
American Civil Warespionageforboth
the Union and Confederate armies.This
revised edition includes new photo­
graphs anddrawings and new chapters
including 'After Life' - the stories ofwhat
happened tomany notorious spymasters
after the war, and 'Amateur Hour' - new
information about the extensive
intelligence gathering done bythe civilian ; __

From the earliest days ofmankind,
peoplehave sought topass on secret
messages via code sothatonly those
whoaresupposedto understand the
message can receive it.For almost as
long, cryptographers have tried to break
the codes. Most famous ofall were
those atBletchley Pari< who managed to
break the Nazis 'unbreakable' Enigma.

SPIES AND SPYMASTERS OF THE
CIVIL WAR
Revised & Expanded Edition
Donald E. Markle
Hippocrene Books
ISBN 0-7818-1037·X

C YOU
CRACK ~THE

;

NIGMA
CO,D_E?

Now, inthisfascinating and intriguing
book, Richard Belfield looks atsome of
the mostdifficult codes inhistory that
havewithstood years ofinvestigation
and shows the reader how they too can
learnto solveor createalmost any code.
Sometimes, as with thenotorious Zodiac
Killer or the Voynich Manuscript, the
codes remain unsolved, oras with
Kryptos inthe CIA's headquarters only
90per cent has been decoded. Belfield
explains what the current theories are

ROUGHNECK NINE-ONE:
The Extraordinary Story ofa Special
Forces A-Team atWar
Frank Antenori & Hans Halberstadt
SI. Martin'sPress
ISBN: 0312353324

Amisdirected bomb dropped from a
Navy F14 landed inthe middle of
newsmen and Kurdish fighters. The
eventwas covered intensively bythe
world's mediaatthe timeand reports of
theincident varied. Was the reporting
accurate? The bookgives much needed
enlightenment intotheseeminglycomplex
world of US Special Forces and amply
demonstrates the magnificent qualityof
the men involved. Hardback 265pp

Available from Eye Spy
Ref: ES1190 UK £18.00 USA $29.00

Available from Eye Spy
Ref: ES1189 UK £20.00 USA $30.00

Thestory surrounding an incidentearly
inthe 2003 invasion of Iraq inwhich a
BBC Newscrew and several Kurdish
fighters werekilled and injured. Film
footage was recorded forall to see, and
it wasn 't too long before Coalition forces
knew they had made agrave mistake.

What should havebeen an easy race to
two vital bridges resulted inthemain
thrust being bogged down inclose
quarter fighting - literally inthe caseof
the Abrams tanks, which sank into an
area ofsewerage. Communication was
lost and forced asplitinanurban area,
their training tookover andthe troops
functioned independently.Theopposition
was fierce, yet these troops heldtheir
ground and won. Their casualties were
the highestofany singleday inthe
conflict. The writing is focused and
leaves thereader with agood overview
ofevents. The story is related inaseries
of interviews with the participants which
arethen assembled into this gripping
accountofchaoticurban warfare. Highly
recommended. Hardback
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he teaches youhow to prepare aroute
analysis, including marking maps and
identifying choke points and safe
havens; recognise likely attack snes for
lEOs, rammings, drive-by shootings and
overrun attacks; reinforce and maintain
your vehicles towithstand attack by
selecting theproper armouring, engine,
tires, alarms, windows, locksand more;
spot surveillance whetherit's fixed or
mobile; masterthe driving basics of
steering, braking and accelerating, as
well as advanced evasive manoeuvres
such as forward and reverse 1BO-degree
turns and barricade breaching; and
scrutinize military orpolice personnel at

: roadblocks or accident scenes totell
: whether they are real orfake.

: Inthe final chapter, Deatherageevaluates
! actual vehic leattacks and explainshow
: the simplelessonstaught inthis book
! might haveenabledthevictims toavoid
: the attacks oruseevasive manoeuvres
. tooutrun their attackers. Whether you

are an enlistedman orreservist about to
be deployed, asecuritycontractor or

Available from Eye Spy
Ref: ES1196 UK £20.00USA $20.00

covered includeidentifying hiding places
inthe home, on your person and in
automobiles, descriptions ofthe different
types ofsearchers you may encounter,
and the intensITy ofthe searchesthey
may conduct, aswell as the toolsand
techniques searchersuse, including
mirrors, metal detectors, vapour
detector, dogs, and more. And what
items might youneedtohide? Apartial
list might includethingsthat must
remain secret, or lterns that canbe
easily hidden and easily stolen. Softback
124pp

SURVIVAL DRIVING:
Staying Alive on the World's Most
Dangerous Roads
Robert H. Deatherage Jr.
ISBN: 0873646339

Inanyhigh-risk area, you are most
vulnerablewhen inavehicleen-route to
your home, office orother regular
destination. No one knows this better
than Robert H. Deatherage Jr., who has
more than 20years experiencein

: antiterrorism inboththe military and
! private sectors. InSurvival Driving,
i Deatheragetakes the antiterrorist driving
j lessons he learnedfrom today's war
! zonesand showsyou how toadapt
! them toyour situation, whether you are
! in Baghdad, Beirut, Bogotaor Brooklyn.

: Usingstraightforward rules, security
checklists, photographs and drawings,

hensive and informativebookever
written about public hidingspots.

The biggest and best book on conceal­
ment ofphysical objects ever printed.
This huge book tells how searchers find
hiddencontraband andhow tohide
things so lt can't be found. Topics

Available from Eye Spy
Ref: ES1195 UK £18.00USA $18.00

The author contends thatbyfollowing
i the text of this useful manual, rt
; "eliminatesthe risks involved with hiding
yourpossessionsathome: Softback
21 6pp

BIG BOOK OF SECRET HIDING PLACES
i Jack Luger
: ISBN: 1893626091

Second Edition

METHODS OF

John Sample

Whether
you are an
actor, an
under-cover
cop,a
gambler, a
practical
joker, or a
hostfor a
costume
party, this
book will
show you
how to
change
yourself so completely thateven old
friends won't recognise you! Some
interestingtips - Eye Spy.
Softback 25Bpp

Available fromEye Spy
Ref: ES1194 UK £19.99USA $17.95

METHODS OF DISGUISE
Revised and Expanded
John Sample
ISBN: 1893626423

John Sample's creative Methods of
Disguise isan easy-to-follow guide
which includes over 130detailed
illustrations,as well as sources for
makeup, uniforms, shoe lifts, badges
and 10 cards, contact lenses, prosthe­
ses, skin tanning preparations, fake
tattoos, transvestite supplies, voice
changing devices, wigs andhairpieces,
and much more.

Didyouever wanttohidesomething
from pryingeyes, yet were afraidto do
soinyour home? Now you can secret
your valuables away fromhome, by
following Dennis Fiery'seye-opening
instructions. The worldaround usis
filled wrth cubbyholes and niches that
can besafely employed... andthis book
identifies them.

HOW TO HIDE THINGS IN PUBLIC
PLACES
Dennis Fiery
ISBN: 1893626466

Illustrated wrth numerous photographs,
and including an index ofhiding places,
appendices of Simplex lockcombina­
tions and appropriate vendors, and a
bibliography, this isthe mostcompre-
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Available from EyeSpy
Ref: ES1 204 UK £15.95 USA $14.95

Availablefrom Eye Spy
Ref:ES1203 UK £17.00 USA $17.00

, SEXUAL PREDATOR
How to Identify Registered and

, UnregisteredSex Offenders
Robert Scolt

, Kit Cessnaservedinthe 1stSpecial
· Forces Operational Detachment - Delta
i (DeltaForce), 2nd Ranger Battalion and
; the1stSpecial Forces Group as anA-

Team member. While inDelta Force, he
saw combataction inthe 1989 invasion
ofPanama. Currently, he isan instructor
for the US StateDepartment Anti­
TerrorismAssistanceProgramme and is
thelead instructor forthe SouthernAnti­
Terrorist Training Academy inLouisiana.
Softback146pp

Isthereasexual
predator inyour
town? Fact: inthe
USA alone, more
thanhalf amillion
persons previously
convicted ofrape,

~ molestation and
, other sexual
, assaults have been
releasedfromprisonand are living in

· society. Here's alittle-known secret: the
government keeps lists ofthese sex
offenders, and theinformation is
availabletothepublicforthosewho
know where to look. Renowned private
investigatorRobert Scott, author of The
Investigator'sLittleBlackBook, unlocks
the secrets to identifying registered and

, unregistered sexual criminals. Amust for
anyone who needs to check into the

, background ofacquaintances, child care
workers, employees, neighbours and
others. Softback277pp

isyou.This
book will teach
you how to
develop astay-

· alive attitude,
! make yourself
i mentally tough
; enough forany
· situation,

control your fear during aconfrontation,
choosethe right weapon forvarious
situations anddeal with the emotional
and legal aftermath of an attack or
naturaldisaster.

EQUAL OR GREATER FORCE:
ADelta Force Veteran Teaches You How
toSurvive Crime, Terrorism, Natural
Disasters, and Other Calamities
KitCessna
ISBN: 1420809687

Fraudsters will as easily takeyour life
savings, trick you into paying for goods
youwill never receive orsteal your
complete identity, as they would catch a
bus. At the very least, this useful guide
gives the reader an insight intohow
people fall victimtothugs and criminals.

. Softback 143pp
!

! However, byrecognising the most
: common ofthesecrimes and the
! undenying principles that make them
! successful, this offers protection.

Kit Cessna, acombat-tested veteran of
, the US Army's supersecret Delta Force,
, knows alotabout survival. Drawing on
. his experience as acareer soldier, a
: SWAT officer and aLouisiana resident
, who provided security during Hurricane

Katrina, Cessna examines what it takes
tosurvive today and offers awake-up
call forthose citizens who expect the
government, oranyone else, to take care
ofthem inany disaster, natural or man­
made. Cessna's number one rulefor
survival isthat the party primarily
responsiblefor your continued existence

This book looks atvarious hoaxes,
scams, and types of fraud. You will learn
to recognisethese crimes forwhat they
are and look atwhat you can do to
protect yourself from becoming avictim.
It is important to remember, however,

; that no book can identifyevery possible
: hoax, scam or fraud, oreveryvariation
; on these crimes. There will alwaysbe
i some new twist, some newway that
i criminals find totake advantage ofthe

unsuspecting.

; DON'T BE AVICTIM!
; How toProtect Yourself fromHoaxes,
~ Scams, and Frauds
! Michael Chesbro
; ISBN: 1559502304

All Eye Spy prices
include postage and

packing

TECHNIQUES OF SECRET WARFARE:
TheComplete Manual ofUndercover
Operations
Carl Hammer

Availablefrom Eye Spy ; Available fromEyeSpy
Ref:ES1 201 UK £14.95 USA $14.95 ' Ref: ES1202 UK£14.99 USA $15.00

Available from Eye Spy
Ref: ES1200 UK £14.99 USA $17.50

Now you can studythe techniques used
by realprofessional spies and investiga­
tors.Learnhow to gather any type of
informationyoumay want- orstop
others form getting information onyou!

convictionrateabout one percent. This
volume describes dozens of frauds,
many ofwhich are not even illegal but do
involvedeception foreconomic gain.
This book will shed light onthenew
frauds and con games, withan extensive
chapter on steps you can take to reduce
yourvulnerability to fraud. Nobookon
fraud canbethefinalword, butthis one
will helpyou protect yourself and your
family. Softback178pp

; Examples from real operations and case
i histories are includedto illustrate the
. techniques described. This isvital
informationforeveryone interested in
intelligence-gatheringorprivacy.
Softback174pp

Available from Eye Spy
Ref: ES1 197 UK £24.00 USA $25.00

businessman
stationed
overseas or
just adaily
commuter
who travels on
some
dangerous
roads, you
owe it to
yourself to
take this crash course insurvival driving.

Robert Deatherage served inthe US
ArmySpecial Forces insome ofthe
world's most dangerous areas, where he
was responsibleforthesecurity ofGis
and their equipment. Most recently, he
was the security manager for an
international contractor invarious
regions of Iraq. He has attended the
most prestigious driving courses inthe
world, including those conducted for
Special Forces, FBI and United Nations
personnel. Softback 160pp

Fraud isthe fastest growing industry in
the world, which iswhy it's become a
global trillion-dollar problem. The main
reason isthat it's low-riskcompared to
other crimes. Overall , the apprehension
rateisabout three percent and the

MOOERN FRAUDS AND CON GAMES
TonyLesce
ISBN: 155950224X
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PowerMonkey
on charge - the
kit comes with

chargers for the
UK, USA,

Europe and
Australasia

I

Available from Eye Spy

Order code PT-PWRMNK3

UK £35.00 USA $70.00
ROW £40.00

that will undoubtedly become
, popular with millions of people.

And, there are nobatteries
required!

PowerMonkey worked well with
numerous digital cameras, but it
didn't have an adapter forolder
models, these, however, are
available from most good
electronic shops.

It'sperformance and adaptability
make PowerMonkey an essential

piece ofequipment forthe
professional and public alike. For
field operatives and private
investigators it's worth itsweight
ingold, but it is definitely a
product Eye Spy recommends to
all families. So simple touse and
with awide variety ofconnectors
(which can be added to)
PowerMonkey isaterrific device

• USB for iPod, smart phones,
: PDA and other devices

• Connector forSony PSP and
most digital cameras
• Black felt travel pouch

and powerful, this innovative
device can be leftinthe car, desk,
briefcase, handbag etc. and will
be ready toprovide you with
emergency power when you need
it most. It's ideal forsurveillance
jobs where you might have
several types oftechnology with
you. People may find that using
PowerMonkey eliminates the need
forbulky chargers taking up lots
of space orthe cost ofadditional
swap batteries. They may be
correct. However, forprofession­
als we would always advise such
equipment is carried. Neverthe­
less, if this isnot convenient
simply use the PowerMonkey and
itsconnectors (several popular
units included) to charge various
devices.

PowerMonkey features 2 LEOs; 1)
PowerMonkey Charging: flashes
red when PowerMonkey needs
charging, shows red whilst
charging and green when fUlly
charged. 2) Device Charging:
flashes green when discharging to
device and red when low battery
voltage. Importantly, the universal
mains charger will work inover
150 countries and has inter­
changeable heads foruse in the
UK, USA, Australia and Europe.

The unit comes with:

• Nokia & Mini Nokia, Motorola V
series, Samsung A288, Siemens
C25 and Sony Ericksson wide
connectors.
• 1 mini USB forMotorola Raza V
series, Blackberry and Bluetooth
headsets
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RECORD PHONE
CONVERSATIONS
Record single
line telephone
conversations
for further proof
in disputes.
Simply connect
to any telephone
socket at home
or workand record two-way
conversations clearlyon any
recorder. If youconnect it to a voice
activated recorder you canrecord
automatically every time the
telephone line is in use.

UKONLY £35.00
Order code: RV-SLR

A stylish fully-working telephone with a voice
changer built-in. The voice changer can be
switched onand off and comes completewith
eightdifferent settings. This phone requires no
external power. Also available in black.

UK £160.00 USA$350 .00 ROW: £175.00
Order code: RV-VC P

-c :. '. ~

, ......-.

EYE SpyJS ULTIMATE
SPY PHONE INTERCEPTOR

UK£850.00 USA $1500.00
ROW: £900.00

Order code: OL-OLS

SPVPHONE ANO TEXT FORWAROING
WITH REMOTE CONTROL

Install the intelligent software and you will beable to dial in and listento
the surrounding sounds and conversations coming from around the target
phone fromANYWHERE in the world without any indication of connection.
Every time the target makes or receives a text message onthis phone
you will instantly be sent a
copy. There will not be a log
and the copy will include the
number of person who sent or
received the text. A very
powerful espionage device.

DEL A T E D TEXT MESSAGE READER
This clever device allows you to read the
deleted messages stored in a mobile telephone
SIM card. Simply connect the device to your
USB port onyour PClLaptop then insert the
target SIM card into the reader and using the
software provided you can retrieve deleted text
messages. Package comes complete with software and reader. Ideal for
private investigators, concerned parents or worried spouses!

UK £240.00 USA$500.00 ROW: £250.00 Order code: RV-DTR

VOICE
C H A N G E R
P HON E

WARNING: Some of the products advertised in this
magazine may be illegal to operate in your country.

Please familiarise yourself with the law as it affects you.

COMPUTER MOUSE T RAN S M ITTE R
As soon as this computer mouse is connected
to a computer it transmits sounds to a receiver
for listening and recording. If you wantto know
what's going on in your computer room this
covertdevice is outstanding. Requires no
additional wiring.

UK£299.00 USA $550.00 ROW: £315.00 Order code: RV-MT

Miniaturecovertvehicle tracking unit, self contained, with built in long
life rechargable battery, GPS antennae andSIM card slot. Simply dial
the tracker from yourmobile phone and thenyouwill instantly be sent a
text message containing coordinates of its location. Simply enter these
coordinates into a map and you will beshown its location down to street
level. Unite measures 45 x 66 x 25mm. Weighs just 80gm.

WORLDWIDE O P E R A T IO N A L GPS/ G S M
TRACK & LIS T E N TRANSMITTER

Now with Sirf III technology enabling you to deploy the MicroTracker
insidethe vehicletoo.

UK £699.00 USA $1250.00 ROW: £750.00 Order code: RV-MGPSL

Compatible European map only £50.00

Nowwith Sirf III technology enabling you to deploythe Micro Tracker inside UK£1050.00 USA$2000.00
the vehicle too. Measures 45 x 66 x 25mm. Weighs 80gm. Opt ional UKor ROW: £1100.00

European map. Order code: RV-MGPSWW

Miniature covertvehicle tracking unit, self contained, with built in long life
rechargable battery, GPS antennae and SIM card slot. Nowwith a built-in
sensitive microphone. Simply dial the trackerfrom yourmobile phoneand
then you will beable to listen into the surrounding conversations. The Micro
Tracker can beprogrammed to automatically send you location reports
ISMS) at requested intervals. The text message ISMS) report will contain
coordinates of its location, simply enter these coordinates into a map and
you will beshown its location down to street level.

80
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Seed microphone sosmall it can be
concealed anywhere - hide in acar,
under door, bag, sleeve, belt etc. The
length of lead is36 inches - butwe
can customise this foryou - £1 .00
1$1 .75) for every additional 12
inches. The microphone head is just
5mm inwidth

Order Code: LS-SM 1 UK£17 .50
USA $38.00 ROW £18 .00

You can use
yourcomputer
for recording
telephone
conversations.
Store the data
safely on your harddisk. Product
comes with everything you need to
store voice data.

UK£155.00 USA $300.00
ROW: £165.00

Order code: RV-TCRS

EVE SPV PEN
MICROPHONE

Contained inside the ordinary pen is a
powerful microphone. Simply plug the
lead into a recorder and record any
conversation without the worry of
trying to hide a body-worn micro­
phone. Can be hidden inadesk etc.

Order code: L-PN1 UK£25.00
USA $48 .00 ROW £28 .00

TELEPHONE
RECORDING

TO PC

BEST
SELLERS

EVE SPV SEED
MICROPHONE

This highly rated product
is one of the best anti­
burglar-intruder systems
avai lable today. Simply
turn on [no installation
required) and the
realistic dog barksound
increases as its internal
radar senses someone
approaching the door.
Barkgets louder as person nears door. Review
appeared in Eye Spy 41 and we nowhave
dozens of satisfiedcustomers. Protect your
home, family or office with this superb security
system.

UK£90.00
USA $125.00

ROW: £100.00
Order code:

TX-EWREX

REX PLUS - ELECTRONIC
RADAR WATCHDOG

EYE SPY BEST-SELLER

Extensionsockets canbe found anywhere, but this one is slightly
different. Extension socket hasbuilt-in UHF transmitter. The microphone
is verysensitive and you can listen or record up to 1DDm range. Use
with our UHF receivers.

UK ONLY £285.00 Order code: RV-EEB

PORTABLE ACRYLIC
INSPECTION MIRROR

Security inspection where vision is ob- t

scured. Used by professional bomb squads, .
drug search, customs, airlines, security
and armed forces . Very bright reflection.
Shatter resistant lightweight acrylic. Don't
confuse this model with cheap replicas.

15cm diameter (5.9 inches) or 23cm
diameter (9.2 inches!. Extending arm to 1 metre. Folds away after use

15cm model UK£235.00 USA$400.00 ROW: £250,00
Order code: RV-A1M15

23cm model UK£275.00 USA $499.00 ROW: £285.00
Order code: RV-A1M23

POLICE STANDARD REVERSE PEEP-HOLE VIEWER
The 'Reverse Peep-Hole Viewer' was developed with the help of the lawenforcement
industry to help them assess potentialhazards behinddoors. The unit is simple to
use. The officer places it over the peephole in thedoor and can look intothe dwelling
withoutalerting anyone inside. They can assess any potential threats or activity
before proceeding with their mission. The unit fits 99% of mostcommon peepholes
used in apartments, condominiums and houses. Reverse Peep-Hole Viewer can be
used in mostothercountries. Made of highquality lightweight materials, its housing

. . . is a strong, lightweightcomposite with anall-weather coating. The lenses arehigh-
quality precrsion ground glass and custom designed for Reverse Peep-Hole Viewer.

Order code: TX-RPV UK£95 .00 USA $159.50 ROW £100.00

NIGHTPALM
PCB

Don't leave home without it!

PCB POLICE
redlb luelwhite lights

PROFESSIONAL
BODY WORN

COVERT
EARPIECE

UK£850.00 USA $1500.00
ROW: £875.00

Order code: RV-CEP

PCB OUTDOOR
red/green/white lights

For full description of functions
seewww.eyespymag.comor send
for our free equipmentcatalogue

Order codes:
PC8Police or PC8Outdoor

(p lease state option)

UK£40.00 USA $85.00
ROW £45.00

Multi-functional torch and
signallingdevice. A highly-rated

and versatile piece of equipment ­
ideal for numerous tasks including

emergency situations

Covert ear piece for undercover
communicationoperations.
Complete with miniaturebody-worn
transducor and microphone for two
way communication.

E YE SPY I SS U E 44 , 20 06

This system's communicationis
based onGSM therefore providing
anunlimited communication range.



EYE Spy DIY

Continued from page 17

forlater reference orevidence incourt. Atoy
microscope with a 10x or20x magnification level
is fine, even if the opticsare made of cheap
plastic. If it didn't come with a lens cap, any
plastic cap that fits over the lens will suffice.
Make sure the area iswell lit from the sides
using adesk lamp orflashlight.

The technique
can be used on
digital cameras

as well as
other devices

alters image brightness and contrast may be
necessary. Atelescope with levels up to 250x
works well, but athigher levels image quality
becomes poor and distorted.

UNITED STATES OF AMERICA
Eye Spy Magazine, Empire State Building,
350 Fifth Ave, Suite 3304-22H, New York,
NY 10118-0069, United States ofAmerica

Or Telephone TOLL FREE 877 309 9243

~ UK, EUROPE AND REST OF WORLD
Eye Spy Magazine, P.O. Box 10,

Skipton, North Yorkshire, B023 5US, England
Or Telephone: 01756 770199 (UK) standard rates

total £ or S

When adapting acamera toatelescope, you will
roughly double the range of binoculars but the
alignment is critical. If it is even slightly offyou
will get apicture ofthe inside ofthe telescope.
You may want to fasten atube ofsome sortthat
fits snugly over the camera lens and the
telescope eyepiece. The distance between the
camera lens and the eyepiece is also fairly
critical, but once your tube is inplace, it is easy
to slide either end back and forth to find the
correct position. Experiment with PVC tubes
found inany hardware store plumbing section.
Make sure to choose the black variety. PVC isa
good choice because it is stiff, but easily filed,
drilled, and even heated and melted into what
ever shape you might need.

An untouched screen shot from our monitor after the camera was attached
to the binoculars. The dark arch is caused by the caps

Using a base made from wood orplastic,
mounted toatripod is easy as the tripod has
mounting threads. Attach the base to the tripod
and put the camera/scope on the base. You
should be able to see a license plate from a mile
away. Remember you give up light fordistance at
magnified levels, so acomputer programme that

country - - - - - - - -

pricerefpriceref

The finished product

name _

post/zip code _

OFFICIAL EYE SPY ORDER FORM 2006/7

address ------------------ - -

You can use the same method to adapt your
digital camera. Make sure the alignment is as
close toparallel as possible and avoid getting
ambient light between the camera and sight as it
will cause the camera to open its iris darkening
the images. Experiment with the camera
exposures - you may need to turn offthe flash
and set the exposures manually and don't use
the cameras zoom function.

method of payment [A] cheque [ ] credit card [B] [ ]

Cheques/Postal Orders payable to: 'EYE SPY PUBLISHING LTD'
card number _

expiry date Last 3-digits on reverse
of card (security code)

, issue number (Switch UK only) __

CANADA
Eye Spy Magazine, Canadian Bureau

P.O. Box 153, Port Perry. Ontario,
Canada, L9L 1A3

Or Telephone TOLL FREE 877 309 9243

WE NOW ACCEPT ORDERS VIA PAY PAL eyespy@eyespymag.com
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Support Your Local Newsagent
The best way of ensuring that you receive your copy of EYE SPY is to

support your local newsagent by placing a reguiar stand ing order. The
newsagent will be abie to de liver it to your doer or reserve it in the shop

for you to collect. If you have any d ifficu lty, why not consider taking out a
post-free an nua i subscription - see advertisement elsewhere in this issue

, - - - -- - - - - - - - - - - - - -- - - - --,
I Dear Newsagent. I
I Please reserve/deliver* a copy of EYESPY on publication, sta rting with the next available issue I
I Name "" " """ " " " " "" " """" " " " " " " "" "" " " " ' " Address " " " " " " " " " " " " " " " " " " " " " " , ,........ I
I Post/Zip Code .

* delete where applicable IL ~

Hand the coupon in to your newsagent. or a simple hancMtritten note is adequate
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