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A
Hunter unmanned
aeria l vehicle
engaged and killed
two al-Qaida road­

side bombers as they prepared
IEDs (improvised explos ive
devices) near Qayyarah in
Iraq's Ninewah province on 1
September. The strike is
another examp le of the
increasing use of UAVs in
conflict zones .

Two specialist US surve illance
officers saw the men from a
tactical 'overwatch' near a
roadside . The team requested
Hunter UAV support. The pilots
guided the Hunter operator to
the scene , where it set up for a
strike mission and dropped its
precision munition , killing both
men. Other services, includ ing
the CIA have used remotely
piloted vehicles against al­
Qaida operatives elsewhe re,
but this strike marks a first for
Army aviation history. "It's very
humbling to know that we have
set an Army historical mark in
having the first successful
launch in combat from an Army

weaponised UAV," said Capt.
Raymond Fields, commander,
Unmanned Aerial Surve illance
Compan y.

Fields said he believes the
success will set the tone for

UNFINISHED BUSINESS
us issues warning on 6th anniversary of 9/11

General Pace outside the Pentagon on the 6th anniversary of 9/11

Nearly 3,000 people died
during the terror ist attacks at
the Pentagon, the Twin Towers
in New York City, and aboard
another hijacked airliner that
crashed into a Pennsylvania
field.
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is comm itted to defeating
America's enemies wherever
they may be. "There's no
question that the United States
is engaged in a global war

I

against terrorism ," Pace said.
"The enemy has declared war
on us.""The terrorists responsible for

the September 11 attacks will
never have peace again ... for
we will hunt them down
relentlessly and without
reservation."

General Pace declared that the
2.4-million-member US military

Outside the Pentagon , Gates
and Marine Genera l Peter
Pace, chairman of the Joint
Chiefs of Staff , addressed
about 150 family membe rs of
the 184 people who died at the
Pentagon when hijacked
American Airlines Flight 77
crashed into the building's
west wall. Afterward , the two
leaders placed a tribute wreath
near the blackened limestone
slab inscribed with the date of
the attacks .

organisations such as al­
Qaida . His comments were
made on the same day Osama
bin-Laden hailed one of the
hijackers in a newly released
video.

"Today the entire nation joins
with you," Gates told the family
members . "You have never
been and never will be alone in
your sorrow." He continued :

A
merican Defense
Secretary Robert M.
Gates told relat ives
of 9/11 victims that

the United States would
continue to pursue and defeat
enem ies, especially terror ist



The Secret Spy and Cherie Blair

Inafurther twist tothe Litvinenko case, Lugovoi said the cause ofdeath remains
unknown. He also suggested that fugitive Russian oligarch Boris Berezovsky and
British intelligencewere involvedinLitvinenko's murder.
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Lugovoi said: "I will take part inthe State Duma elections
on theLDPR's candidate lists: The offshoot ofthismove
means that if Lugovoi becomes amember of parliament,
he will receiveimmunity fromprosecution according to
Russian law.

Washington: JAMES WOOLSEY, former Director ofthe
CIA stated in an interview with NewsMax that terrorists
could strike the American homeland - possibly with a
weapon ofmass destruction. Eye Spy's US-based
partner Spy-Cps, believes that the most likely weapon
would be adirtybomb/radiation distribution device.
Woolsey goes on tosay that if Iran fails tocomply with
international demands tostop its nuclear weapons
programme, then America will haveno other option but to
takemilitary action. Spy-Ops analysts believe such an
actionwould lead to rnuhiple terrorist attacks on US soil
by Iranian operatives.
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Moscow: ANDREI LUGOVOI, the former FSB officer and millionaire businessman
wanted by British police inconnectionwith the murder ofAlexander Litvinenko,
announced he will be standing forparliament as a
candidatefor anunranaaonalistparty. The head ofthe
Liberal Democratic Party (LDPR), Vladimir Zhirinovsky,
said Lugovoi would stand as number two party candidate
attheDecember elections tothe lower house of
parliament, the State Duma.

Osama bin-Laden remains the
"UAVs" primary target.

other suspected al-Qaida
operatives in Yemen. Today,
hundreds of UAVs patrol the
skies of conflict zones, includ­
ing the difficult terrain separat­
ing Afghanistan and Pakistan.
Many are surveillance drones
armed with ferociou s missiles
and controlled by operators in
the US. Most missions involve
surveillance, but intelligence
watchers note UAVs are
increasingly armed and many
are fitted with infrared cameras
for night vision patrols.In early November 2002 , a

CIA-controlled Predator
launched a Hellfire missile
killing leading terrorist Qaed
Salim Sinan al-Harethi and six

Army Aviation in years to
come. "We will see more
weapon ised Army unmanned
vehicles being used instead of
manned platforms to save not
only our aviator brethren but
(also) our Army ground troops
from enemy contact. " Officials
believe the UAV provides "a
precise and discriminate
means for our Army to suc­
cessfully engage the enemy in
counterinsurgency warfare ."

© LAW ENFORCEMENT PICTURELIBRARY/STEVE MCMANUS

The wife of former Prime Minister Tony Blair is fighting for recognitionof
a British spywho fought the Nazis. Attorney Cherie Booth appeared in
a London court on21 September to

help gain legal recognitionfor Paul Rosbaud,
who tried to undermine the Nazis. The
Austrian-bornRosbaud's efforts aremostly
unknown because documents pertaining to
hisactivities are sealed in the archives of
Britain's Secret Intelligence Service (MI6).
Booth and Rosbaud's nephew, Vincent Frank­
Steiner, are trying to force the intelligence
service to releasethe documents. Ascientific
journalist, Rosbaudwas able to provide
informationonHitler's weapons programme
to Britain andwarn the world of the Reich 's
nuclear ambitions.

Rosbaud, who died in 1963, was recruited by
and worked closely with Major Frank Foley, a
British diplomat and spy in prewar Berl in who
asa passport control officer saved thousands
of Jews from concentration camps.

I . , t . ' I ' I

London: Former BritishMI5 intelligencedirector, Dame STELLA RIMMINGTON,
warnedthat terrorists will mount another attack on Britain, despite their failureto
carry outrecent car bombings inLondon and Glasgow, Scotland. "The
behavioural model of terrorism
suggest that until they redeem
themselves after the three recent
failed attempts, they will
acceleratetheir in-process
attack plans: she said. It is
believed that the patterned
behaviour ofterrorism also led
Director ofUS Homeland
Security Michael Chertoft 's to
issue his now famous comment
about his "Gut Feel" - "terrorists
are planning another attack on
the United States." While those
not inthe intelligence commu­
nity were quicktoadmonish
Chertoff forhis comments, seasoned intelligence professionals know all too well
about "Gut Feelings."
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National Clandestine
Spymasters in from the Cold

DCI Michael Hayden
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At thetime ofthe
internal 'blood­
letting', Sulick
was associate
deputy director
foroperations.
He "walked" -
along with
Stephen Kappes,
who also
resigned rather
than submit to
demands that
Sulick be reassigned to otherareas. Another
prominent agency stalwart who resigned was
32-year career veteran John McLaughlin.

I When former NSA head Hayden took over
from Goss inMay 2006, one of his first acts

i was to bring back Kappes - somewhat ofa
i "legendatthe agency", makinghim his
, deputy. WhenHayden reappointed Sulick, he
; madeno reference to ill feeling or incidents

which split agencyopin ion over Goss. Kappes
was Sulick's line manager. Sulick quit in
November 2004 as associatedeputy director
ofoperations (nowthe clandestine service)

retiring. The post of head ofthe clandestine
service isusually disclosed, but until his
decision to resign was revealed, Rodriguez
had chosen to remain anonymous.

Sulick replaces Jose Rodriguez, along-time
covert officer who recently announced he was

Michael Sulick, 59, was one ofanumber of
seniorstaff who quit theCIA in 2004 following
an internal rebellion against the agency's
former directorPorter Goss. However, DCI
Michael Hayden announced the appointment
of Sulick declaring him as a "proven leader
who understands our agency and the intelli­
gence community. " Sulick headed CIA
operations in Russia, but is also an experi­
enced counter-intelligence officer and an
expert on the modusoperandi ofal-Qaida.
After 9/11 , he moved quickly to integrate both
offices inan effort togather more accurate
intelligence on theterror group. Prior to that,
he led the way to establishing abetter rapport
with the FBI and helped "out" many foreign
spies.

T
heCIA has effectively "reappointed"
one ofAmerica's leading
spymasters to head itspowerful
National Clandestine Service - the
spying wing ofthe agency.
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His appointment comes at atime when the
agency has tried hard to remove much of its
shady past and recruit new officers, One
aspect recently criticised by agency watchers
isthe CIA's ability to collect good HUMINT or
human intelligence, Under Sulick's guidance,
more agents will be trained to operate
overseas,

mand all the CIA's field stations and have at
his disposal, 4-5 ,000 operatives.
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Sulick, who has handled many important and
delicate spy missions, includingpitting his
wits against senior KGB officers, will com-

most revered for his work inEurasia, Latin
America, and East Asia, He speaks Polish,
Russian, and Spanish, "Asaseasoned
operations officer, Mike earned a reputation for
superior tradecraft and sound judgment," said
Hayden, "He sharpened those skills in himself
and has over the years developed and
encouraged them in others."

•

Born on 22 August 1951 , Stephen R. Kappes was
sworn inasDeputyDirector of theCentral Intelligence
Agencyon 24 July2006. He is a career CIAofficer,
having served most recently as Deputy Director for

....::......- Operations and Associate DeputyDirector for Op­
erations from2002to 2004.Kappes retired from Federal service and
entered the private sector in 2005. He joined ArmorGroup Interna­
tional in April 2005and was the ChiefOperating Officer and a mem­
ber of the Board of Directorsfrom November 2005to June2006

Kappes joinedtheAgencyinJanuary 1981 afterhaving served asa
MarineCorpsofficersince 1976.Hewasbasedin theNearEastand
South Asia Division until his promotion to the Senior Intelligence
Service in July 1995 Kappes has more than 12 years of overseas
experience with assignments in the MiddleEast, Asia, and Europe.
He speaks Farsi and Russian. From 2000 to 2002, Kappes was
AssociateDeputyDirectorof Operations forCounterintelligence and
served concurrently during part of this period as Chief of CIA's
Countenntelligence Center He guided theAgency'soperations and
technical programmes againstforeign espionage threats

"A25-year veteran of CIA, Mike is afamiliar
figure to many of you, "DCI Hayden said in a
statement to agency employees, "Hehas
spent more than a decade in assignments
abroad for the agency, including senior
command positions, Mike has also excelled in
crucial assignments here at headquarters," he
said,

rather than except atransfer to the agency's
New York office,

INSIGHT. STEPHEN R. KAPPES DEPUTY DIRECTOR,
I. CENTRAL INTELLIGENCE AGENCY

Goss had surrounded himself with ex­
congressional aidesand tried to transform the
clandestine service into amore productive
branch. He had Sulick replaced with his own
appointee. At the time, it'sbelieved the
embattled Sulick called Goss 's new chief of
staff a "Hillpuke,"threw amemo at the aide
and stomped out of the room, Close associ­
ates of McLaughlin said Goss 's aides were
treating senior managers "disrespectfully,"

Sulick served the CIA in various overseas
posts for 10years, before rising to division
chief and chief of counter-intelligence before
his last assignment as associate deputy
director of operations, the CIA's espionage
arm, He held avariety of operational and
managerial assignments at Langley, but he is

I
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Vodka Search Nets Alleged "Pol
Four Belarusians convicted of spying

T
heSupreme Court in
Belarus has sentenced four
Belarusian Army officers to
between seven and ten

years inprison forespionage. The
men were accused of providing
Pol ish Intelligence with state secrets.

During the case, prosecutors said
the men transported classified
information inside atype of fire
extinguisher that all Belarus citizens
are required to carry inside their
vehicles. It isunderstood from court
documents, the men were "con­
tracted" by Polish intelligence to
obtain secrets on Russia's anti­
missile defence systems, in
particular the long-range S-300 Air
Defence. Deputy Chairman ofthe
State Security Committee, Vik!or
Vegera said, "their espionage

activities had been fully proven. "
The information on the defence
system was allegedly held on a
number ofCDs found inafire
appliance.

In July, Belarus state television
showed twoofthe alleged spies
apparently confessing.

The head of Belarus's intelligence
service - BKGB, did not reveal how
the men wereexposed, but it is
thought they were stopped during a
routine border crossing - officers in
this case searching for "smuggled
vodka".

Vladimir Russkin, the suspected
head of the group, was found guilty
of "organising espionage, " while
Sergei Kornilyuk, Pavel Petkevich

THE VICTORIAN
Spy CAMERA

Concealed camera sells for £21,600

HAGUE PROSECUTO

a:
~
<C
:r::
z
o
co
@

Radovan Karadzic is also
mentioned inthe same
context as Milosevic. The
US has a$5m reward for

information leading to his arrest.
However, Hartmann contends the
"spooks" of London, Washington
and Moscow struck adeal that
allowed him his freedom. Hartmann
mentions wiretapped conversations
between Milosevic and Serbian war

his MI6 role as early as 1966. In her
recently published book Peace and
Punishment, she writes: "For some
reason Nicekept trying to throw out

the gravest charges from
the indictment against
Milosevic, including
genocide inSrebrenica
and Sarajevo. "

F
ormer spokeswoman ofthe
Hague Office of the Prosecu­
tor, Florence Hartmann,
claims that Hague prosecutor

Geoffrey Nice was an MI6
spy. In a letter sent to daily
newspaper Jutarnji list,
Hartmann alleges Nice
"did not fight hard
enough" to get former
Yugoslavian Siobodan
Milosevic convicted for
the Srebrenica genocide
which resulted inthe
deaths of perhaps as many as
8,000 Muslim men and boys. She
alleges that Nice never considered
an array of serious charges against
Milosevic. According to Hartmann,
former Kosovon leader Azem Vllasi,
explained Nice had told him about

Though the spy camera isafully
functioning object, Lionel Hughes,
Bonhams' camera specialist,
believes only an expert could have
used it. "It would have been very
inconvenient to use as four very
small catches had to be released in
order to remove the glass screen
and to fit a separate metal sensi­
tised material holder foreach
exposure."

This "technicality" could explain
why only afew were sold. An
improved version which came on
the market in1890 proved more
popular. As to the exact number of
Lancasters built containing the spy
camera, it is believed only four are
known to exist.

The vendor sifting through his
collection ofwatches etc., noticed
what looked like an old nickel-plated
ordinary watch inacase. However,
when he opened it he could see it
contained atiny camera.

Lancasters and described the device
as the "forerunner of the spy
camera - amechanism disguised as
adifferent object. "

AtBonhams Auction Rooms in
Knowle, aunique and extremely rare
'Lancaster Watch Camera' made in
Birmingham inabout 1886, sold for
awhopping £21 ,600 ($43,500).
Though interest was high, experts
had placed avalue ofabout
£10,000 on the camera.

Bonhams said the grandfather of its
owner, acabinetmaker, worked at

The 19th Century Victorian spy­
watch camera, was patented and
built byMidlands firm J. Lancaster
& Son. It is believed the company
made a man's and female variant
until about 1890.

..._ very major spy agency
has its own creative
wing - recently
evidenced byM16's
'Moscow Spy Rock'
transmitter/receiver. The

••_ CIA's Clandestine
Service is inthe envious position of
calling upon many "builders' of spy
tools - but both services - we
understand - had one eye on a
particular device that came up for
auction inthe UK inMay.
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• Ernst Uhrlau, thehead of
Germany's Federal Intelligence
Agency (BND) criticised
private security firms
operating incombat zones.
Following arecent incident in
Iraq blamed on theUS
security outfit Blackwater,
Uhrlausaid: "Private
contractors aren't understrict international oversight
as soldiers and can be more prone tobreakthe law."

• J. Michael McConnell, US director ofnational
intelligence, toldCongress that the public debate over
the Bush administration's controversial warrantless
wiretapping programme would lead toAmerican
deaths by revealing sensitive surveillance methods to
potential terrorists.

• South Korea'sNational Intelligence Service (NIS) di­
rectorKimMan-bok saidthe spy agency has mapped
out ablueprint tobecome one the world's topfivespy
agencies in10 years, and saidhe wantstoput the NIS
on apar withM16, Mossad and the CIA.

To mark the anniversary, the CIA welcomed back an old friend ­
the agency's A-12 OXCART, the fastest, highest-flying aeroplane
ever to take to the skies.

"Those who founded the Central Intelligence Agency 60 years
ago understood they were creating something entirely new: a
secret civilian intelligence service, its place in government
central, its judgments free of departmental influence. They also
knew the times demanded it; Pearl Harbor was a recent memory,
and the Iron Curtain a new reality. America , no longer a reluctant
player on the world stage but the Free World 's champion, faced
global responsibilities and threats - and needed a Central
Intelligence Agency. In 2007, it still does - more than ever. We
confront a very different range of challenges than our founders
did , but we approach them with the same expeditionary spirit,
unrivalled expert ise, and deep patriotism. Eighty-seven stars on
our Memorial Wall attest to the sacrifice and resolve of our
heroes from every generation, qualities that are a constant in the
life of the Agency. As CIA fights a new kind of war - one that
uniquely demands the resources and tradecraft of a clandestine
intelligence service - we do so confident that we uphold and
defend the values of our free society, to which we are fully
accountable as we strive to enhance its security."

Geoff rey Nice

and French
intelligence
conspired
together.

• Florence
Hartmann
covered the
former
Yugoslavia
forFrance's Le Monde, and later
became the most prominent
spokesperson forthe Hague
Tribunal. She is also the author ofa
studyofSlobodan Milosevic entitled
La diagonale du tou (The Bishop's
Fool), expanded edition Paris 2002.
She recently visited Sarajevo to take
part inaconference on research
into crimes against humanity and
genocide.

Hartmann's
1990s work on

Milosevic

Favouriteto becomethe next US Presidentand formerNew YorkMayor, Rudolph Giuliani
(pictured above during thedebris removal operation)called the plan "outrageous".
President Ahmadinejad was inthecity attending aUNmeeting.

• Belarusian security teams
arrested Polish military attache
Kasimez Witaschy inApril 2004 on
spying charges. He was ejected
from Belarus afew weeks later.

leaders during
the "Srebrenica
massacre,"
which she
alleges the
Americans did
not submit to
the court, as
well as some
parts ofthe
evidence that
"slept inthe
prosecutors"
box foryears

without anyone feeling it necessary
to present them to the court as
relevant.

Ahmadinejad banned from Ground Zero
IRAN'SPRESIDENT MAHMOUD AHMAOINEJAD was
banned fromvisiting New York's "GroundZero". The
Iranian leader wanted toplaceflowersatthe site ofthe
fallentwin towers. Onereason is that US officials say
Iran is providing terroristsin Iraq withadvanced IEDs that
have killed hundreds ofCoalition troops in the country.
GeneralDavidPetraeus, the seniorPentagon commander
in Iraq, told Congress thatTeheran was training and
arming Iraqi militias whowere killing Americans. Hillary
Clinton called MrAhmadinejad 's request "unacceptable"
whileDemocratic rival Barack Obamasaid Ground Zero"must notbeabackdrop for
President Ahmadinejad to posture".

and Viktor Bogdan were
convicted of "treason.".

Hartmann believes the Srebrenica
massacre could have been
prevented and that British, American

The Supreme Court's military
collegiumfound the four guilty of
premeditated espionage which
damaged Belarus ' national security.
Russkin was also found guilty of
organising the collection and
passing of secret information to a
foreign intelligence - namely Poland.
All four were stripped of their
military ranks, that ranged from
lieutenant to major. The court did
not explainwhy the men received
such short prison sentences.
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Marwan had recently been "outed" as a
suspected Mossad agentwho supplied Israel
with vital intelligencepriortothe 1973 Israel­
Arab war. Egyptian intelligencerefute the
allegation - which camefrom the former head
of Israeli intelligence- andclaim he had
actually fed Tel Avivdisinformation. Either
way, both sides privately acknowledge
Marwan was awell-connected and resource­
fu l spy. The truthto his real ro le lies probably
somewhere in themiddle.

etectives from Scotland Yard
probingthe mysterious death of
Egyptian billionaire - Dr Ashraf
Marwan, have confirmed avital
piece of evidence has gone
missing. Marwan, 62, the son-in­

law ofthe former Egyptian leader President
Nasser, was found dead on the footpath
below his luxury seven-room Mayfair apart­
menton 27 June. Initially police treated
Marwan's death as an "accident" or "sui­
cide", but the evidence soon pointed to a
moreshadowy explanation.

i

/1

The strange death ofsuspected
Mossad agent Dr Ashraf Marwan

takes abizarre newturn

ALL PHOTOGRAPHS © SNAPPERJACK LONDON



Continuedon page 82

feet tall balcony rail would havebeen very
difficult forhim, " said an associate.

At the time ofthe inc ident, it is bel ieved the
only other person in the apartment was his
maid. Yet police are now investigating reports
that two "smartly-dressed men of Mediterra­
nean appearance" were seen on hisbalcony
just moments after he fell. The observation
was apparently made from awindow at the
nearby Institute of Directors ' buildingat 11 6
Pall Mall.The two men were seento look
down from Marwan's apartment, then
seconds later disappear inside.

Marwan's family are convinced he was
murdered. His son, Gamal said: "There is no

person with some knowledge of itscontent
also disclosed that it contained material drawn
from government-released papers. More
interestingly, Marwan apparently wrote he was
not an Israeli spy.

After police were called to the address,
I Marwan's body was carefully examined,

photographed and taken tothe mortuary. He
I was still wearing his shoes. The shoes are a
I particularly vital piece ofevidence. Eye Spy

visited the scene just hours after his death and
support the theory that if Marwan purposely
jumped, he would have had to climb on toa

I patio plant pot - then over the railings.
Particles from pot plants, shrubs orother
details on the soles of his shoes could have
confirmed this. However, the suggestion that
he "willingly jumped" has been rejected by his
family and close friends. Marwan's sister said
she saw him in "good spirits" just hours
before his death. But 'another unidentified
friend said Marwan lost his balance and fell.
Such information has complicated the case,
but it is true that Marwan needed assistance
to get in and out of the bath - the result ofa
nervous condition. He was also suffering from
aheart condition, depression and used a
walking stick. "To climb the four and ahalf

Unbeknown to many, Marwan had completed
several hundred pages of his memoirs - afact
that some believe could have contributed to
his death. That partially finished manuscript,
divided into three 200-page sections, has
reportedly "gonemissing" along with other
evidence - including the shoes he was
wearing atthe time ofhis death. Police
sources privately believe both items have been
destroyed orstolen.

Marwan was given code names such as
'Angel' and 'Babylon' byMossad. And it's
rumoured the Israeli intelligence service even
purchased asmall safe house near London 's
Dorchester Hotel where he could meet his
handler. Intelligence sources believe the
apartment was bugged so every comment
from Marwan could be recorded and sent via
Israel 's embassy toTel Aviv.

The shoeswhich Dr Marwan worewhen he "fell" from the balcony of
his luxury Mayfair apartment, havenowgonemissing. Theycould

haveprovided vital forensic evidence

It's not know exactly how many pages of the
book had been completed, but sources claim
Marwan had made anumber ofaudio tapes.
Of additional interest, it is believed he was due
to flyto the United States to conduct further
research and finalise publication details. The
book was reportedly due for release in
October, but this seems rather optimistic. A
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Fig. 1 CYBER THREAT MATRIX

World leaders are facing anew threat totheir
environment, unlike any they have previously
experienced inthe past.

Faring sc.",: 1 · Low 2. Limited J - ltfodef3tf 4 - High 5 • Slgnihcanr

E't/mated Mifrtary Ca~c,ry to DefendA~lnst Cyberwarfare

Cl
«
a::
o
z
>­en
l.U

tr:
::::J
o
<..:>

First, public-private partnership is required in
order to implement many of the defences. It is
always adifficult obstacleto overcome. The
second reason isthat much ofthe computer
manufacturing and software development isnow
done offshore. In one case, atechnology
oversight committee foundthat nearly 85%ofthe
telecommunications related equipment used a
substantial amount ofcomponents that were
sourced outside the United States. Foreign
influence inthe computer and information
technology sectors is high and has become a
majorconcern amongst defenseand security
experts.

It is reportedthat inthe summer of2002,
President George W. Bushsigned aclassified
order that established guidelines fordetermin ing
whenand howthe USA wouldattack foreign

CYBER DEFENSE MATRIX

li bya Moderate Z.S Yes No No

Nort h Korea Z.B Yes Limited No

Run l. 4.0 Yes Ye. Yes

Syria Moderate Z.Z Ye. No No

Fig. 2
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has been engaged incyber theft and attack
against the United States and other countries that
it perceives as its enemies foryears.

INTEL: InJuly of2007, German officials
proposed theuseof Trojan horsesoftware to
secretly monitor potential terror suspects ' hard
drives, amid fierce debate over whether the
measures violate civil liberties.

Most countries are complacent with regard to
protecting their information infrastructure. A US
Congressional Committee on computer security
has given failing grades to many ofthe federal
organisations it scrutin ises. The cyber defense
matrix (Fig. 2) was developed by Spy-Ops.

Most defences against cyber attacks are very
rudimentaryand reactivefortwomainreasons.

No one (military orprivate sector) should
assume that adversaries lack the sophistication
totakeadvantage ofsoftware vulnerabilities. Nor
should they turn ablind eye to the fact that more
and more equipment likecell phones, automo­
biles and other devices have microprocessors
and software built into them and connect to the
Internet. The exposure tocyber attacks grows
with every new device that connects tothe
Internet orour internal networks.

The cyber threat matrix (Fig. 1) has been
developed by Spy-Ops, that examines the intent
and capabilities ofsix potential enemy nations as
ofmid-2007.

TheDepartment ofHomeland Security(DHS)
and the National Security Agency (NSA) have
joined forces and launched amassive cyber
initiativeutilising 2,000 personnel - many of
them computer programmers and analysts.
Sources have stated that this coordinatedeffort
isdirectly relatedtothe recent escalation of
cyber attacks. Attacks on telecommunications
systems and computer networks have been
called the invisiblethreat tothenational economy
and security. Day after day, digital warriors
defend ourinformation systems and infrastruc­
ture againstthousandsofunseen attacks by
criminals, enemy states and terrorists. In
analysis provided by Spy-Ope, nearly 3.9million
computer attacks have been reported inthe last
24 hours. Thisclearly shows the magnitude of
theproblem.

FACT: China issecond toonly the United States
inmilitary spending. They recognise the lead that
the United States has on them inthe area of
C41SR (Command, Control, Communications,
Computers, Intelligence, Surveillanceand
Reconnaissance) and wants todisrupt oreven
remove that advantage.

It is also important to real ise that individuals can
pose as much of athreat as rough nation states
do. ABritish man hacked into nearly 100
computer networks operated by the military and
NASA. For overayear the man stole passwords,
deleted files, monitored traffic and shut down
computer networks on military bases from Pearl
Harbor toConnecticut, and two ofthe computer
break-ins were atthe Pentagon. An army ofone
can cause significant damage and disruption to
computer systems and networks.

A US Defense Department report indicated that
China's blueprint ofcyber war ispart ofaplan to
dominatethe cyber worldsurpassing its
competitors like the USA, UK, Russia and Korea
by 2050.

This isaclear indication ofthegrowing threat of
cyber warfare. One report charges that China
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computer systems. In 2004, then Defense
Secretary Donald Rumsfeld, approved anewly
drafted Jnformation Operations Roadmap that
was said to outline the capabilities being
developed foroffensive cyberwarfare. In
November 2006, the United States Air Force set
up a new cyberwarfare group, called the
Cyberspace Command.

INTEL: The Pentagon launched acyber attack on
Iraq as part of its 2003 invasion. This is thought
to be the first use ofcyberwarfare inconjunction
with conventional attacks inhistory. While there
have been numerous cyberskirmishes between
attackers inChina, Taiwan and the USA inthe
past decade, this was an all out attack.

The cost ofentry into these emerging weapons
ofmass disruption isvery low. It is important to
note that smart people are the key to developing
data weapons. Afew computers, anetwork
connected tothe Internet, and people who
understand software and systems, is all it takes
to enter the cyber weapons race. It is important
to realise that you can not tell if an adversary has
cyber weapons until they use them!

INTEL: In August of 2007, Chinese hackers
installed Trojan horse programmes on many PCs
inthe German government and related organisa­
tions using booby-trapped Microsoft Word files
(.DOC) and Microsoft PowerPoint files (.PPT),
according to sources close tothe investigation in
Germany. China is already aworld power and
will soon be asuperpower challenging the United
States and Europe inall fields. These threats are
real and our defences are weak. Use ofscenario
planning will help anticipate the challenges,
however, with so many ways to be attacked by
hackers it isdifficult toconstruct acyber
security strategy and plan.

CYBER ATTACK SCENARIO

The following scenario has been described and
rated as "a likely scenario. " Acyber attack
requires detailed planning in order to go
undetected and achieve the strategic objective.
While many believe this is very difficult, the
following data proves otherwise.

STRATEGY: Use malicious code hidden inside
computer imported by acountry.

OBJECTIVE: Mass disruption ofanation's
information infrastructure.

)00-
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Advanced Computer-Generated
Voices and "Vocal Terrorism"

attacks are particularly dangerous because of the
world's reliance on computers, networks and
technology. These computers control critical
systems that run power plants, telecommunica­
tions infrastructure, air traffic and more. Cyber
attacks on banks, stock markets and other
financial institutions could have a devastating
economic effect on any country. With interna­
tional law lagging inthearea of cybercrime and
cyber warfare, it resembles theearly daysof the
"Wild-West" (untamed territory).

The recent events are clearly cases of state­
sponsored governmentaland corporateespio­
nage. Spy-Ops estimated that corporate
espionage alone has grown to bea$1.5 trillion
problem. Countries around the world need to
wakeup and recognise the danger of cyber
warfare. Inthespring of 2001, literally weeks
after I leftNetscape, I testified beforemembers

ofthe US Congress and demonstrated the ease
with which one could break into acomputer. In
the live demonstration over a56k dial upline, we
wereableto hack into the computer througha
properly configured firewall , with antivirus and all
the latest updates.

The warningof predicted attackson the
information infrastructure has nowbecomea
reality. Significant action must be taken now by
the United Nations and individual countries to
protect the critical information infrastructure and
secure the electronic backbone of society.
Developing, equipping and deploying Cyber
Warfareunits are critical if weareto ensure
country's survivability, prosperityand stability.
In closing, remember that forevery breach you
read about, there are at least a dozen others that
gounreported. We are only mouse clicks away
from amassive cyber attack. Are you ready?

"We'll beable tosynthesizethe voiceofanybody
saying anything, based on hearing just asentence
or two ofthemspeaking,n hesaid. "Thisgives rise
toanotionofwhat I call vocal terrorism as a
possible scenariointhe future and we should be
thinking about that now."

"Itcouldbethat you 're fooled intothinking your
bank manager is ringing you, andgets you to
divulge detailsof youraccount, orit couldbethat
I'vetakenoveracommunications network for a
country andI broadcast thesound ofa leader tothe
people," he added. Criminals al ready usethe
telephone toconvince people tohandover vital
information, but having a "ready made tool", will
make the taskmuch easier.

In the past, voice artists have been usedtotrick
celebrities into thinkingthey were talkingtofriends
ordignitaries. Politicians havealso been fooled. Dr
Howard warns that criminalsmight alsoutilise the
technology.

WhenOsama bin-Laden is heard on atape, analysts
atthe CIA compare various data toconfirmthe
terror leader is actually speaking. Scientists believe
the new technology will outsmart such analysis. "All
that will be requiredto generateadigital voiceis
just afew lines of speech fromanindividual, " Eye
Spy was told.

The scientists further warn that the synthetic digital
voices will makethem indistinguishablefrom real
human speechwithin 10-15 years.

The3Dcomputermodels allowscientists to
generate more "natural sounding speech" by
simulatingair flowing through areal vocal tract. By
stretching and contracting the virtual larynx, the
researchers are able torecreate the movements of
throat muscles that are used toproducedifferent
vowels and other sounds.

For call centres, and business, the technology will
be ofvalue. However, Dr Howard says they could
also trigger new forms ofcrime and disruption.

ResearchersatYork University have warned
that so advanced is the fieldofcomputer­
ised speech, it now poses agenuine
terroristthreat. DavidHoward, who leads a

team ofvoicesynthesis experts, built a3D
computer model ofaman's larynxusing medical
imagingofthe throat providedby BradStory, a
voice expert working atArizona University. Howard
believes that intime, computer-generated voices
will beso impressiveand realistic, they couldbe
used to spreaddisinformation by hacking phone
networks, and used to broadcast propaganda.

© SNAPPERJACK LONDON L-- ---'

other metrics and measure that have been used
to report military progress will beof little
relevance in the ageof cyber warfare. Silent
attacks are waged daily that threaten the
electronic society welive in. The short­
sightedness of governments and businesses has
leftall ofus atsignificant risk. This is not a
problem thatwill goawayanytimesoon!

The threats we currently face represent a new
way of thinking about confl ict and warfare. Cyber

CONCLUSION
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OUT WITH THE OLD
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hand, some collectors of Nazi
memorabilia tendto keep their
Waffen SS skulls and
swastika crests tucked ina
drawer forfearof offence.
Intelligence and security crests,

: especially early examples, are valuable in
, that they represent amoment in time - a

piece of history. Today, of course, new crests
and seals are being born everyday, and many

I are being produced by people actually working
fortherespective agencies.

New crests emerge foravariety of reasons. In
2001 , Britain's "ears onthe world" GCHQ

, (Government Communications Headquarters)
relocated a few hundred yards away toa
brand new modern building - and anew crest
- orperhaps moreappropriately phrased inthe

i Internet world - a"new logo". It'sold crest
was acharming configuration of letters, laurel
orolive leaves, acrownand central to its

i design - aglobe crossed with latitude and
; longitude lines representing itscoverage ofthe

Earth. Colour plays apurposeful ro le inmany

It's all in the detail:
intelligence and

security crests of
the world

So popular was our feature on official crests,
seals and logos of the world's intelligence services
(issue 43), we've tracked down over a 100 more

to examine - most ofwhich appear on our
Intelligence Crests II Poster.And there are some

very rare examples indeed....

e

appears on German intelligence and govern­
ment logos. Moreexotic animalsareused
throughout theworld, includingthe elephant in
India, thelegendary Turul inHungary - and
more dragons and strange lion-typecreatures
you can think of. Butthey all have one thing in
common - they are used because ofaknown
association with the respective country,
tradition, leaders , people and sometimes
relig ion. Many are seen as an illuminated
history ofthe country - Turkey's MIT - or
National IntelligenceOrganisation, forexample.

What makes locating and researching crests
so particularly interesting, is that you never
know quitewhat toexpect. Another concern to
collectors ofsuch information is that new
representation crests are forever being
created, while older types are consigned to
history. Depending on thenature ofthe
organisation orwhat the crest oremblem
represents, some are hailed as "legendary
gems" and utterly respected, such as the OSS
badge (OfficeofStrategic Services) from
WWII. Anyone wearing that crest is regarded
as afreedom fighter and early composites are
highly collectable. Ontheother

t's never easy trying to determine just how
aparticular crest was formed, what it
represents, orwhen it came into official
being, unless ofcourse the Service in
question kindly explains itsorigin and
history. Yet despite this, many features
used to create acrest are universal inthe

heraldic world and can be deciphered.

Following our first article on crests, several
readers enquired about some "raregems" that
have never been seen. Indeed, it's quite
possible some "don't exist". China's MSS ­
Guojia Anquan Bu (Ministry ofState Security)
looks after the vast country's security - but it
is also busy pursuing the collection of
intelligenceas well as performing counteres­
pionage and counter-revolutionary activities. It
is not known if the directorate charged with
espionage (in all its forms), has aunique crest
- though we are reliably informed it does - and
central tothe crest is China's 'redstar
emblem'. Indeed, many agencies opt to
incorporatenational symbols withintheir
official crests. For example, the Bald Eagle of
theUnited States is embedded inmost of
America's crests and seals. Theeagle also
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The seals past and present of
the DOT· one of -America's 16
premier intel agencies. Also
pictured the first treasurer ­
Alexander Hamilton (1789·

1795) and Henry M. Paulson,
Jr., the current Secretary of the

Treasury

Other changes tothe seal was the
addition ofthe date - 1789 to record the
year the Department was created. The
Seal shows ITS arms depicting balancing
scales (to represent justice), akey (the
emblem ofofficial autaorrty) and a
chevron with thirteen stars (to represent
the original states).

ofthe Treasury ofNorth America. This
inscription was changed on the present
design to read The Department otme
Treasury.

OLD SEAL

NEW SEAL

For nearly two hundred years, the Seal
bore the Latin inscription, 'Thesaur. Amer.
Septent. Sigil ', which translates The Seal

In 1788 the Continental Congress named
John Witherspoon, Gouverneur Morris
and Richard Henry Lee todesign seals for
the Treasury and the Navy. The committee
reported on adesign forthe Navy the
following year, but there is no record ofa
report about aseal forthe Treasury.

Treasury Departmentrecords indicate that
the actual creator of itsseal probably was
Francis Hopkinson, who is known tohave
submitted bills to the Congress in 1780
authorizing design ofdepartmental seals,
including one forthe Board ofTreasury.
Although it is not certain that Hopkinson
was the designer, the Seal issimilar to
othershe designed. Also obscured bythe
absence ofhistorical proof isthe reason
fortheoriginal wording that embraced all
ofNorth America.

T
hepresent design ofthe Seal of
the Department ofthe Treasury
was approved byTreasury
Secretary Henry H. Fowler on 29

January 1968. Because it was used by
the Board ofTreasury under the Articles
ofConfederation, the basic design ofthe
Treasury Seal has existed longer than the
Federal Government ITself.

change defining the exact roleof
an agency might also prompt a
slight shift in this direction, but
more often than not, this results in
the creation ofan entirely new
agency, directorate or similar. And
no country intheworld has seen
more ofashift towards redevelop­
ment of its intelligence community
than the United States. Ahuge
dramatic change inthe way in
which intelligenceis collected,
shared, disseminated and
ultimately actioned, has seen the
birth of new agencies, sub­
agencies, directorates, commit­
tees and intelligence posts
throughout the civilian, military

~ '--------------------

President Bush attends the
Swearing-In ceremony of Mike

McConnell as Director of
National Intelligence - in the
background the seal of the

newly formed office

"Moving house" is but one reason
why aservice might consider
altering the design of itscrest. A

crests, and GCHQ chose to colour
its globe blue - a reflection of
"truth and loyalty"... ormaybe
just because most ofthe planet is
blue! Who knows?
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and space-related industries. For the
first time since the birthofthe CIA
(which incidentally turned 60 in
September 2007), just after WWII ,
all US intelligenceand security
agencies are pulling inthe same
direction. And with this change has
come afantastic array ofnew
crests, seals and logos.

To oversee the reconstruction of
American intelligence, Washington
neededtocreate anew post - enter

Director of National Intelligence.
Thisofficeis central tomanaging
the smooth flow of intelligence
between all ofAmerica's 16premier
intelligenceservices. But takea
closer look atsomeofthese
organisations andyou would be
forgiven forthinking they should not
be there at all! TheDepartment of
the Treasury sits proudly alongside
the CIA. But officials now recognise
that thecollection of intell igence is
no longer thesoleresponsibilityof a

The door to the Coroner's
Court in London - note the
prominent portcullis

spy agency. The DOTis avital cog
inthe intelligence wheel thathasthe
ability to identity theterrorist finance
houses, seize or locatemonies
enteringor leaving the country for
illegal purposes, track outfits
involved with identify fraud, drugs
and criminality etc. TheDOT crest
featuresaset of scales representing
justiceandakey for guardianshipor
dominion. Themodern design
mimicstheoriginal gray-slate­
maroon coloured crest, and even
carries the date inwhich the office
was firstestablished - 1789. The
stars depict theoriginal States while
the chevron means 'Protection' ­
"builders orcreators whohave
accomplishedsome workof faithful
service." Interestingly, theoffice
does notmention the chevron and
its vital meaningto thecrest on its
web site! Nevertheless, unbeknown
tomany, the DOT isoneofthe
world's oldest agencies.

Oneagency driven by events of
9/11 isthe FBI. It has purposely
moved away from aperceived
notion ofa "federal law enforcement
agency", to an organisationcapable
of living and operating withan
intelligence flag. Various directo­
rates and units havesprung-up
involving counterterrorism,
includingthe Terrorism Screening
Center (TSC) , weapons detection
units etc. With each new depart­
ment, comes anew dedicated crest.
And why not? Crests also reflect
people- the most important part of
anyservice. Manywearan
'associationpin' withpride, but in
the intelligenceworldthat's not

"Today, the FBI is part of a vast
national and internatio nal
campaign dedicated to defeati ng
terrorism . Working hand -in-hand
with partners in law enforcement ,
intelligence , the military, and
diplomatic circles, our job is to
neutralize terrorist cells and
ope ratives here in the US and to

help dismantle
terrorist
networks
wor ldwide." ­
Joseph Billy,
Jr. Assistant
Director ­
Counterterrorism
Division

always appropriate. The FBI's
CounterterrorismDivision crest, is a
simple, buteffective collection of
elements encircled bywhat could be
described as acompass - and a
series ofarrow-like markers fac ing
inall directions affording protection
(acompass symbolmeans
direction). Thecolour gold reflects
'generosity' and 'elevation ofthe
mind' - probably used inthis context
as awise protector. Withinthis
directorate lies other elements ­
includingtheTSC- arelatively new
division. The TSCdata base
contains information onknown or
suspected terrorists only; it does
not contain information on persons

I who have no nexus toterrorism.
The crest is fairly simple- aglobe
containing amapof theAmericas
and aseries of red and blue stars.
We are notcertain if thestars have
any sort of specific meaning. No
doubt the creators of this seal had

The Crest of the Slovak MIS·
Military Intelligence Service

The circular desi gn of the crest , which from a
heraldic po int of view is the mos t suitable, has
universal usag e not only as an emblem, but as
well as a plaq uette , medal , and signum.

© SLOVAK MIS

The linden-tree is sacred for Slovaks. Its leafy
branch is a symbol of "Slovak glory". The tube­
like roll on the crest expres ses the nation 's
liberalisational and democracy fight. The roll is
known as one of the oldest forms of the written
recording of laws ; it expresses "legality and
education".

"wisdom and act ion" (struggle). The des igner of
the MIS emblem was inspire d by this slogan to
create a new one - "Consilio et ferro " that stands
for "Wisdom and Sword". Ferro means iron, but
also swo rd. The sword is symbol of pow er,
"honour, courage and bravery ". The Latin title
"Consilio et ferro ", on the sword blade , punctu­
ates this mean ing and the process of the
Slovaks struggle.

Sword of Blatnica comes from the per iod of
Great Moravia Empire (9th century). The only
known example of the weapon is stored in
Hungary's National Museum in Budapest. The
sword was found at archaeological site in
Turc 'Tanska Blatnica in the grave of a "Great
Moravian nobleman". The sword is unique, so
the Slovaks believe, it was "exceedingly suitable
as an incentive for mil itary symbolism."

expresses its rich culture and represents the
thousand-year-struggle of the Slovak nation for
freedom and independence.

During the reign of Leopold I, and after the year
1658, swords carried on their blades the slogan
'Consil io et industria'. In English this means

The base and the geometric centre of the
MIS crest comes from the State emblem of
the Slovak Republic expressing the

competence and military-pol itical importance of
the Mil itary Intell igence Service of the Slovak

Republic. The
sword and
roll (tube )
under the
emblem
represent two
important
parts of
Slovak
history. The
"Sword of
Blatnica"
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ISA Intelligence •
and Security . ;a;.=it:lI

Agency crest of SOVA Intelligence

Bosnia and ~~~§I1i~~~ii~i!! and Security
Herzegovina l: Agency Slovenia

something inmind when they were
inserted.

When the former USSR collapsed
and Moscow's satellites became
independent, up sprung aplethora

of new national crests to reflect their
identity and new found freedom.
But, as nations bordering theformer
USSR slowly found their feet,
tensions emerged. In Europe,
countries such as Yugoslavia
imploded. For years heldtogetherby
Titoand his brand ofcommunism,
the many ethnic regions of
Yugoslavia opted forself rule. This

sadly led to bloodshed. About
250,000 were killedbywars
and "ethnic cleansing" inthe
new countries. Out ofthe
resulting warsemerged
Croatia, Bosnia and
Herzegovina, Slovenia, Serbia
and Macedonia. All of these
countries now had to seek or
"recreate" their intelligence

and securityagencies. Many of

Bosnia and Herzegovina ISA
received this medal in recog­
nition of its anti-terrorist work

Croatia's new securitycrests featu re
the familiar red and white chequered
national flag accompanied by owls ­
signifying wisdom, globes and keys.
Serbia's premier agency - the BIA
(Security Information Agency) has
opted to retain the sword - justice
and military honour - within its
crest. Serbia, withapopulation of
11 million is still the region'smost
powerful entity, despite the collapse
ofYugoslavia and Eye Spy under­
stands new security agencies are
being formed - look out therefore,
for new crests! The BIA has done
much inrecent years to rid itself of
the secrecy which once darkened
the imageofSerbia.

TheISA (Intelligence and Security
Agency) is another "young"
intelligenceservice that has
emerged inthe region - guided by
senior intel figures from theWest.
TheISA proudly state it "represents
the people of Bosniaand

Herzegovina". Set atop ablue-oval
globe, thecountry's national
emblem - a large yellow triangle
surrounded by aseries of stars is
incorporated inthe ISA shield. The
stars on the blue field represent
Europe. The yellow triangle stands
forequality between thethree
prominent peoples of Bosnia­
Herzegovina - these are represented
by three distinct yellow arrows. The
ISA orOSAas it is known in Bosnia
Herzegovina, ismaking great strides
incombating al-Oaldaterror cells. In
2005, it was awardedaspecial
medal fromtheUnited States in
recognitionof its counter-terrorism
work.

Agoodexample of how intelligence
services evolve, name change and
splinter can be found inthe Ukraine.
The formerSoviet satell ite's major
intelligenceagency has had several
"facelifts" since itsindependence
from Moscow inthe early 1990s. )0>
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UlSI .Czech Foreign Intelligence Service Crest

• E ~ l,

COURTESY NATO

Below: SZRU
head Colonel
General Malomuzh
Mykola
Grygorovych
pictured in his office
at the service's
headquarters. The
Ukraine has seen a
flood of intelli gence
books appearing in
bookshops since
the collapse of
communism

UZSI's - motto roughly translated means "without anger and bias", "without
hatred and partiality", "without prejudice and passions". Officials are keen to
declare they serve the country and not any particular interests. Note the crown
on the twin-tailed lion. During its time as a member country of the USSR - the
KGB enforced a "no crown law" throughout Czechoslovakia. Also visible are
the Linden tree leaves - as important to the Czechs as they are to the Slovaks

COURTESY CZECH REPUBLIC FOREIGN MINISTRY

Eye Spy reconstructed the original French DGSE
crest (above left). The popular logo is above

I

-~-­
~

I

SZRU links with NATO might be
reflected intheService's official
crest which appears toinclude part
ofNATO's unique crest as well as
other national symbols. On the
subject of NATO - it holds abizarre
secret. The NATO symbol is unusual
inthat even NATO does not know its
trueorigins. However, thebasic
design was conceived by amember
of its 'International Staff '. On 14
October 1953, theCouncil approved
aFlag forNATO, thedesign ofwhich
was awhite and blue compass on a
darkbluebackground. Theemblem
is normally used in blue or black on
awhite orlight-coloured back­
ground. If the star-like emblem is to
be used inacolour lighter than its
background, itsdesign should
conform tothat oftheNATOflag.
Regulations and protocol!

No doubt Moscow isprivately
annoyedthat so many of its former

..

tI· . i.t" ..."... .- ". .'.

From September 1991 - December
1991 it wasknown as The First
Headquarters ofthe National
Security Service. From December
1991 - March 1992 - The General
Headquarters ofIntelligence ofthe
National Security Service. In
February 2004 the SBU was
established - The General Headquar­
ters of Intelligence ofthe Security
Serviceof Ukraine. From February
2004 - October 2004, it was
referred to as The Intelligence
Department of the Security Service
ofUkraine (SBU). The SZRU - The
Foreign Intelligence Service of
Ukraine emergedfrom the SBU and
started operations on 14 October
2005, though it was actually formed
inOctober2004. The current head
ofthe SZRU isColonel General
Malomuzh Mykola Grygorovych. He
wants closer ties with NATO
countries andthe West and a
special unit has been established to
help gain full membership. The
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COURTESY SZRU VIA UKRAINE GOVERNMENT

Slovak Information
Service (SIS}

basin: Small Tatras, High Tatras and
Small Fatras. Thus the emblems
represents both the spiritual and
geographic history ofthe Slovak
people. (Interestingly, the Slovene
Intelligence and Security Agency
(SOVA) crest also incorporates
three hills). It is interestingto note
thatavery similar emblem is also
used as part of the Hungarian coat
ofarms. Itwas adopted after
Hungary incorporatedpresent day
Slovakia as "Upper Hungary" into
Greater Hungary during the13th
Century. In heraldry atree symbol is
the "lifeand the mystical connec­
tion of the earth with heaven and
theunderworld"!

The Lorraine cross was used by
General de Gaulle as a symbol of
freedom in the French resistance

during World War Two

LORRAINE CROSS

Rarer still are twooriginal Italian
servicecrests - SISMI (Servicefor
Information and Military Security)
and SISDe (Intelligence
Democratic Security Service). The
SISMI crest incorporates two world
maps (theAmericas in one - Africa,
Europe, Asia and Australia inthe
other). Above theseare the scales
of justice, and below alightedtorch
or beacon - "one who is watchful in
times oftroubleand who will alert
the people". The SISde crest is a
simplecircular arrangement
showing an eagle- strength,
bravery, alertness - flying over the
countryside. We believe both these
examples are still inuse - though
confined only tothe walls ofthese
important agencies.

When the SlovakRepublic was
established on 1January 1993,
following the break up of Czechoslo­
vakia, it moved quicklyto establish
anautonomous intelligenceand
security agency - theSlovak
Information Service (SIS) - not to be The leaves featured on the SIS crest
confused with the UK's SIS (Secret I are identical tothose featured on the
Intelligence Service)! Predominately Czech Republic 's UZSI (Officeof
acounter-intelligenceagency, the Foreign Relations and Information)
SIS crest features two owls - crest, which is not surprising since
signifying wisdom - standing on the the country's are so close. The
branches of a Lindentree - more lindenbranch symbol is regarded as
commonly known as a limetree. In hugely important to the Czech
thecentre is theSlovak emblem- a people. UZSl's crest features a
Lorraine Cross inagothic shield. unique twin-tailed lion - signifying
Thecross on the national flag is strength - which walks on two legs
whitecentredonabackground of wearingacrown - defender ofa
red and blue. fortress. LikeSlovakia, the Czech

Republic has not been slow tojoin
the intelligence community and
create crests and seals to signal its
national independenceand historical
importance. Alion also provides the
backdrop tothe Czech Republic's

~

spotofParis, France onthe map ­
fourlightning bolts strike out ­
signifying "swiftness and power".

The Cross ofLorraine was em­
ployed bySt. Cyril and Methodius
during their campaigns toChristian­
ise the peopleof the Danube. The
three hills are said to represent the
three ranges ofthe Carpathian

descriptionoftheoriginal DGSE
crest which includes aspray of
feathers (cockerel) , or a single wing
- asign ofobedience and serenity.
We've recreated the crest on our
Intel Crests IIPoster. Thecountry's
national bird is acockerel - though
the heraldic meaning ofacock's
feathers is courage and persever­
ance; hero; "anableman in
politics". This seems more in
keepingwith France's history of
empire and configured inashield ­
represents the defender. Also, now
under the investigativeeyes of Eye
Spy researchers, is the official crest
ofFrance's super secret DRM­
Directorate ofMilitary Intelligence.
The DRM crest houses elementsor
units that interact with France's
other agencies and perform
missions that rarely appear inthe
press. Its crest is contained within a
shieldutilisingthreecolours - pale
blue(truth and loyalty), green (hope
and joy) and red (military strength
and warrior/martyr) . Alarge owl sits
atopthe Earth and from theexact

"friends" are looking West for
security, but to ease tensions a
NATO-RussiaCouncil was formed.
Its logo isan interesting combina­
tion ofstars representing countries
onatotally vacant globe. Of course
all of Russia's friends havenot
abandoned it entirely. Belarus may
well be seen as an independent
nation, but its intelligence service­
the BKGB (Committee on State
Security) has retained many
elements of the original KGB crest ­
though "dressing" it with Belarus 's
national colours and symbols.

The SZRU Chairman Mykola Malomuzh makes a speech
on the occasion of the 14th anniversary of Ukrainian

foreign intelligence· the service crest is proudly
displayed behind the intelligence chief

Seeking rareexamples of service
crests isadifficult task. France's
DGSE (General Directorate for
External Security) isoneof the
world's great intelligence services. It
is widely known through its modern
logo which features on France's
Ministry of Defence web site.
However, the logo is nottheofficial
crest and Eye Spy has learnedthat
at least twovariants exist. We
managed totrack down anauthentic
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NBU(National Security Office) logo. Interestingly,
during the entire existence ofcommunist
Czechoslovakia, its national crown did not appear
on any government symbols - the KGB saw to
that. It was hurriedly restored when Moscow
departed and it magicallyappeared everywhere!

As fortheLorraine Cross, it is not unique to
Slovakia. Greece's military intelligence crest
features the emblem, sotoo the sn -Lithuania's
Special Investigation Service. A relatively new
service, the sn crestfeatures an eagle carryinga
flamingtorchontopof ashieldhousing the cross.
Slovakia's MIS - Military Intell igence Service
understandablyhad the emblem inthe centre of
its crest surrounded bythose mysterious linden
tree leaves!

SIGNALS

Many intelligence services turn tomilitary units
forassistance, especially when collecting
intelligence inaconflictzoneorif thetask is
simply beyondconventional methods. Onerecent
addition to the UK's extensive special forces is the
18th UKSF Signals Regiment - part ofthe Royal

Corps ofSignals. UKSFwas
reportedly created two or
three years ago along with
another specialised unit - the
Strategic Reconnaissance
Regiment. The men and
women of UKSF provide
communications forSpecial
Forces and are sometimes
usedto intercept radio and
telephone calls. They also
participate inlocating
communications signals
(ELlNT). The Royal Signals

motto is "Certa Cito" which is literally "Reliable
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InformationQuickly" but the Corps prefers "Swift
and Sure". Although the crest featured here is that
of the Royal Corps ofSignals, it is believed 18th
UKSF havetheir own defined crest.

The originof the Royal Corps ofSignals crest can
be traced back to the Royal Engineers Telegraph
Battalion in 1884, perhaps even earlier to the
formation in1870 of 'C'Telegraph Troop, Royal
Engineers. The original design featured a figure of
Mercury holding a Caduceus inthe lefthand, as
does today's impressivecrest. It was in 1920 that
Mercury was placed on top ofaglobe, and
though the globe has changed slightly in its
appearance, it remains firmly fixed to Mercury's
foot! Astowhy Mercury appears on the crest, the
explanation seems tosurround aMajor CFC
Beresford. He had asked forsuggestions fora
crest, but "could not find one better than his
own", according to military historians. As to why
he chose Mercury inthe first place, apparently his
father had bought a statue of the god atthe Great
Exhibition atHyde Park inLondon in 1851.

This little gem ofastory seems to betray the
accepted notion that all elements and pieces
broughttogether to make acrest, are carefully
constructed, historicallymanaged and have a
purposeful meaning. Major Beresford just liked the
figure! Or soit seems.

Contrastthis classic and elegant crest with the
modern logo ofAustralia 's DSD - Defence Signals
Directorate. It is quite possiblethis agency still
uses an identical design to their British counter­
parts, but the DSD, at least publ icly, have gone for
a "cleanlook".

Insteadof "lightning" or "electrical" streaks which
feature on other signalsand communication
services, the Australian agency has gone for

softer sweeping
lines. "Reveal their
secrets... Protect
our Own" isthe
DSD's Internet
motto - it says
everything about
the agency's
operation.

The DSD has
access tothe US-UK spy network known as
Echelon. It also shares intelligence with sister
[signals] intelligenceservices inthe UK, USA,
New Zealand and Canada. Its equivalent inCanada
is the Communications Security Establishment
(CSE). The CSE monitors foreign signals
intelligenceonly and legally can't track its own
citizens. However, that rule issomewhat defunct ­
as it is inthe UK, USA, Australia and New Zealand
because the law does not apply to the other
participants of the Echelon system. In theory at
least, if CSE wants an intercept on amember of
the public inToronto, forexample, it can quietly
ask a "friend" to help.

Under the 1948 UKUSA agreement, CSE's
intelligence is shared with the United States
National Security Agency (NSA), the British
Government Communications Headquarters
(GCHQ), the Australian Defence Signals Directo­
rate (DSD) and New Zealand's Government
Communications Security Bureau. As forthe
CSE's crest, the intelligence outfit has chosen to
keep its traditional military design completewith a
maple leaf. Within this, akey and two lightning
bolts signifying "swiftness and power".

One ofthe most visually impressive seals (or
shields inthis case) to appear inrecent times
belongs totheUS Air Force Office of Special



COURTESY NIS BULGARIA

Investigations. The 051is headquartered at
Andrews AirForce Base, Maryland, but has units
in 221 places globally - both on AirForce bases
and in strategically important locations around the
globe. Special 051 agents are trained to track
down criminals , perform counterintelligence
operations, and seek out threats ofterrorism to
the world.

NIB at GO
Bulgaria's Foreign Intelligence
Service Celebrates its 60th Birthday

NIS Director- Major General Kircho Kirov
at NATO headquarters

,.........' ''"'''''1

inclination and symmetrically opposedplacement of
the satellites signify the worldwide coverage provided
by Air Force satellites inaccomplishing the surveillance
and communications missions. Theslight taperingof
the orbital ellipses represents the characteristic
eastward motion. The centrally superimposed deltoid
symbolises both the Air Force upward thrustinto space
and the launchvehicles needed toplaceall satellites in
orbit. The distinctive dark blue backgroundshading,
small globe, and stars symbolise the space environ­
ment.

The USAF Space Command's
celebratory crest
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The Space Command Motto, 'Guardiansofthe High
Frontier' was the product ofacontest which was
opened tothe local Air Force community inthe
Colorado Springs area.The actual motto was coined
from the submissions ofthree individuals representing
Space Command and the USAF Academy.

Bulgarian President Georgy Parvanov
at the NIS headquarters

The new NIS memorial outside its headquarters

Air Force Space
Command Emblem

25 YEARS AS GUARDIANS OF
THE HIGH FRONTIER

The centrally dominant globe represents the Earth as
viewed from space, the Earth being both the origin and
control point for all space satellites. The lines oflatitude
and longitude emphasize the global nature ofAir Force
space operations. Theemblem isprovided its
distinctive appearance by two symmetric ellipses
representing the orbital paths traced by satellites in
earth orbit; the satellites themselves being symbolically
depicted as four point stars. The 30 degree orbital

In May 2007, Bulgaria's NIS Headquarters was the focal point of a ceremony to mark the
occasion ofthe 60th anniversary from theestablishment ofthe Bulgarian foreign intelligence
service. At the meeting the Vice-President ofthe RepublicofBulgaria Angel Marin,theInterior
Minister Rumen Petkov, the Chief ofthe Bulgarian Armed Forces Head Quarters General Ziatan
Stoykov, the Chair ofthe SCISTsveta Markova, other directors andofficialsofnational serv­
ices related to the securitysystem, including former high-ranking officialsofficers.

T
heUSAF Space Command was born on 17
April 1982. An emblem design had tobe
created which epitomized the mission and
people ofthe new command. Several

different designs were put forward, but US General
Hartinger suggested that the command emblem should
be patterned on the space operator's badge. The entire
process was accomplished inrecord time and the first
ever Space Command flag was ready for the official
assumption ofcommand. The final design drew heavily
on the space badge for most ofitselements.

A few thousand miles away in Bulgaria, the NIS ­
National Intelligence Service- has also created a
special crest to celebrate60years of operations...
well that's notstrictly true asit was officially
established as the NIS in1990. However, the good
people of Bulgaria were recently told the country
has had a foreign intelligence collection service
since 1947 - sowho cares! NIS leaders acknowl­
edge it has seen a few changes, including the odd
communist leader and attimes run operations
against the West. But the NIS is relishing itsnew
found freedom and purpose. Major General Ki rcho
Kirov, Director of the National Intelligence Service,

Continued onpage 82

CELEBRATING ANNIVERSARIES

Inafew years time, M15, Britain's Security
Service, willbe celebrating its 100th anniversary.
Eye Spy has learned aspecial crest is currently
being created to celebrate this terrific achieve­
ment. Another agency withreason to pat itsown
back is the US AirForce Space Command. It has
designed aspecial badge commemorating its
silver anniversary (25 years). The origins of the
service crest feature in an adjoining sidebar item,
butthe special "silver-laced" crest contains a
number of the original elements "brought upto
date", including the famous latitude and longitude
lines used to emphasise the global nature of Air
Force space operations.

As faras we can ascertain , the 051crest is
unique inthat it carries an oil lamp, though you
would be forgiven if you thought it looked more
like "Aladin's Lamp". The crest depicts a "Vol" or
set of wings over a globe. This symbol means
"swiftness and protection" and appears on
numerous international crests - but more
famously on the NORADshield. The twodaggers
represent "iustlt» and military honour", perhaps
notsurprisingly as 051 agents also monitor drug
abuse byserving military personnel. But what of
the oil lamp? Well, this symbol means "light, life,
and spirituality".
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Weeks before engaging
inthe artofmanually
applying orusing facial
disguises, trainees are

, taught much about
themselves: how others
perceive them and wider
issues - some ofthem controversial. Operatives
can find themselves working inso many diverse
areas and countries that totry and create arigid

I training programme is impossible. Shorts, dyed
"peroxideblond" hair, splashing colours and
whitedesigner shoes might be okay forthe

~

applied properly, make­
I up can 't be used to
, good order. Sometimes

achange ofclothes is

I
all that is required, ora .
good cover story. .

generally look ill and older. The nausea doesn't
last forever - but the results are dramatic.

Hours later Calthrop would hobble down a
restricted street towards 154Rue de Rennes ­
one leg tucked uncomfortably behind his back
and hidden by the long coat. The police were not
looking foraone-legged, grey-haired seventy­
five-year old resistance war hero - they were
seeking adashing, well groomed blond-haired
Briton. He had defeated aEurope-wide police
hunt. His objective? To kill President Charles de
Gaulle.

Having correct identification, abelievable
background, and at least some acting ability or
steely nerve are important elements that together
spawn one ofthemore unusual spycraft
techniques. Hiding behind "another person" is
not forthe faint-hearted.

Atintelligence centres like M16's 'Fort', orthe
CIA's sprawling 'Farm',training officers
do not rely solely on the
creative ability of
theatrical make-up artists
todeceive. That's too
simple and fartoo
dangerous. Viewed from
20 yards away on adimly-
lit stage, it's no wonder the
magic ofthe "make-up"
artist can create an illusion.
Utilising make-up fornon­
intended tasks can be
difficult, and if done incor­
rectly, only draws attention to
the wearer. That's not tosay,

Frederick Forsyth's 'The Day ofthe Jackal' not
only seduced the intelligence world with its
incredibleattention todetail, it actually contained
aplethora ofdisguise techniques - including
genuine methods forobtaining anew passport
and identity. More importantly, it showed that to
truly change your appearance, several factors
.must come into play.

Edward
Fox as

the
Jackal

..... he French detective proclaimed:
"Tomorrow the President will
rekindle the Eternal Flame under the
Arc de Triomphe." One man
contemplating that moment sat
quietly inafourth-floor apartment
close tothe great Parisian

monument. Assassin and Englishman 'Charles
Calthrop' sipped coffee and smoked cigarettes
as he prepared his disguise. Before himon his
bed, apair ofscuffed shoes, grey woollen socks,
trousers, an open-necked shirt, a long grey
military overcoat, and asingle row ofFrench
campaign medals. On top lay aforged passport
and the black beret ofwar veteran Andre Martin ­
the real owner ofthe one-bedroom 'digs'.
Elsewhere - two bottles ofaftershave lotion
containing grey hair-tint sat side-by-side on a
bathroom shelf; afew sticks ofcordite and
powerful bullets had also been secreted inside a
custom-built aluminium crutch that stood inthe
corner. Calthrop had thought ofeverything ­
including taking the advice ofamaster forger ­
chewing and digesting Cordite makes you feel
sick; within about thirty minutes it causes the
skintoturn grey, you beginto sweat and
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sunny footpaths of Miami, but attire like this
worn inother countries may look odd. 'Dressing
toSuit' isa key phrase used byoperatives
involved inthis type ofwork.

The primary concern ofatraining officer isto
help manufacture an illusion - aset of skills that
can be used by afield operative, undercover
agent, aperson intent on providing
disinformation or involved in infiltration etc. It
may also be used to help people flee acountry,

Using a
walking stick

naturally
alters the gait

cross arestricted zone, orwork freely inareas
that might be off limits toasecurity agency.
There will be times during the career ofan
operative aphysical disguise is needed to carry
out an operation ortask. The person may want to
attend ameeting incognito, pass on
disinformation - nothing better than allowing the
opposition to photograph an agent wearing a
disguise orwalking with adistinct limp orbent
back. Some agents will disguise themselves as
others toperform certain tasks orgain access to
places frequented bythe real person. Others will
pass themselves offas couriers - collecting mail
and packages from companies under observ­
ance. Under suspicion byaforeign intelligence
service, it'snot unusual to find operatives asking
colleagues to dress similarly and act like decoys
while they attend acovert meeting orvisit a
contact. Sometimes asimple switch ofcoats will
work. Similarly, many surveillance officers have
been confused and tracked decoys.

Disguise isnot the sole domain of the intelli­
gence services. Just ask failed 21 /7 terrorist
Yassin Omar, 26, from north London (above). He
fled to Birmingham bycoach, dressed ina long
black burka - agarment that covers the face and
body - and carrying awhite handbag. His
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can be affected by our immediatesurroundings
and situations. For example: acar thief driving a
stolenvehicle may confuse awhite car with a
roof-rack forapolice car. Hismind - fearful of
arrest - expects any moment the police to
appear. So too aspeeding driver. The eyes
sometimes see what the brain expects to see ­
not what is actually there! Ashoplifter just yards
away from an exit and 'freedom' will convince
him/herself that anearby member ofthe public .
reading anewspaper is an undercover security
guard and that they will be stopped. Seeing a
group ofmen carrying spades and pickaxes
wearing fluorescent jackets and hardhats is not
unusual and does not present athreat - we
automatically assume they are workmen.
Remove their jackets and hardhats, shave their
heads and they could be viewed as agang of
skinheads. The situation has changed. Avagrant
dressed inshabby ill-fitting clothes stands on a
street corner sipping abottle of cider. Most
people would probably cross the road and avoid
him. Walk down adifferent street and past awine
bar - few people would be unnerved and avoid
well-dressed smart drinkers enjoying a lager. The
truth is, the vagrant is probably less ofathreat
and more friendly than the folkatthe wine bar ­
it's just how people perceive things. Those who
work in the disguise industry have long used
such human behaviour and our perception of life
to augment covert actions.

Amore recent example of "seeingwhat you
expect tosee" - or "want to see" concerns the
well-publicised disappearance of British
youngster MadeleineMcCann. While holidaying
inMorocco atourist familiar with the case
spotted alocal woman carrying a "blond-haired"
youngster. Absolutely convinced it was the
missing Madeleineshe photographed the scene.
The photographer's mind "expectedto see"
Madeleine. Only now, is she questioning what
her eyes saw. It is an absolutely natural human
mental reaction and isused inthe world of
disguise techniques.

THE IDENTllY MAN

~ r
I

Abbas Boutrab - CIA code-name 'The
Identity Man' - was a skilled forger who
used numerous identities and disgui ses
to outwit the authorities. The al-Oaida
operative was eventually deta ined in the
UK. No-one really knows how many
identities Boutrab used - the FBI are still
unsure who he really is.

(see Eye Spy 38 for full story).

disguise worked because it offered him total
protection. The handbag was an excellent
accessory.

Eye Spy has seen first-hand the results of British
intelligenceoperatives using disguise techniques
- indeed, the editor actually sat just three orfour
feet away from one such person - a person he
had known well foranumber of years. He failed
to recognise him! There are anumber of reasons
why this happens - not least because people see
what they want to see - orwhat they expect to
see. .

Quantifying this inafew pages is impossible, but
changing one's physical appearance is not
always thebest way to hide inplainsight. Most
people drive acar - it becomes an extension of
that person. We've all said it from time totime
"isn't that so-and-so's car?" We're surprised
when we see astranger atthe wheel. Perception

EYE SPY JN TE_Ll GENC :: MA(;AZINC 5 2(JP7:
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GROUP ASSOCIATION method increasingly employed byundercover
operatives. M15, forexample, have a large pool

Initial disguise training briefs focus on behaviour. ofagents and officers who can be called upon
Behaving like amember ofa "target group", for forvarious tasks. Recruiters and senior manag-
example, might not necessarily gain you access, ers will carefully select the right individual and
and it would be dangerous to assume that just "dress" him orher accordingly - especially if the
because the operative dresses, talks, and mimics operation is covert. The rule here is don't let
the actions ofthose inthe group, safety is i appearances fool you.
assured. Perhaps more important is having the I

ability to understand, read, and predict the I Some trainers believe that if anoperative opts to
actions ofthe group. Sometimes being unique ! use adisguise tomask their identity, then it is

I and having charisma isa better form of illusion. better to be adventurous, rather than add just the
I If the operative is just too "mirror-like" to other ! odd sweater to increase body volume orwear a

members, suspicion may be aroused. Carrying I wigunder ahat. Other experts inthisfield believe
an "edge" an "attitude"or being "subtle" and I that wearing too much make-up can actually
"opinionated" can work the illusion. If the make the person stand out more and betray
operative is charged with asingle target, then the instantlywhat they are trying to achieve. The
lifestyle of the said person often determines and truth lies somewhere inthe middle. Changing
dictates what sortof approach should be made. one's physical features must be done in
This scenario relates to infiltration, but can be conjunction with elements found on the disguise
appl ied to awhole host ofcircumstances. It'sa techniques list (main photograph).

»
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This superb WWII British POW
dummy was almost certa inly used

as a decoy counting tool to confuse
German guards during role call

SOE and OSS (Office of
Strategic Services) agents
often carried asmall travel
case containingavariety of
items, most of whichwere
used to createdisguises
(sometimes in ahurry!). Items
included cottonbuds, for
applying make-up, spirit glue
andfalsemoustaches, asturdy
innerheal for altering thegait
ofaperson, tweezers,
trimming scissors, comb,
mixingdish for preparing
make-up, adyeing brush forchanging hair or eye-brow colour, atubeof
cold cream forremoving make-up, and of course- amirror. Otheritems

SOE photographs showing use of disguise. In this case the subject
has added a little shad ing to make the skin more rugged, perhaps
allowing one or two days of facial hair to grow. Accessories include a
false moustache and glasses. The subject has also swept his hair in
the opposite direction and allowed it to drop on his forehead. The
photo also suggests he has increased the width of his eyebrows. By
wearing no tie , angling his hat slightly upwards and increasing the
lines on his forehead by changing his expression, the subject on the
right looks slightly unkept and older.

Jhe Special.Operations Executive was effectively created by Winston
Churchill on 16 July 1940. Dr.,Hugh Dallon ,the Minister
of EconomicWarfare, was put in charge of the SOE
with a brief to organise and carry out acts of sabotage
in occupied Europe. However, the SOE's genesi s can
be traced back.to a meeting on 1 July, when the
government appo inted a "controller" with sweeping
powers . There were three sections : S01 -,propaganda;
S02 - act ive operations and S03 - a short}ived
administration department.
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Using clothing, headwear,
jewellery, body markings and
tribe association has been
used todeceive for thousands
ofyears. It's as old as the
'disguisetrade' itself. Thereare
so many examples littered
throughout history that
researchers couldfill several
volumes, fromGerman troops
dressing up as US Gl's inthe
'Battle of theBulge' (1944), to
SOE agents having their
appearancebrilliantly adapted.
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"start offMr average and
change intoMr nondescript"

such as soot could be applied totheteeth to
darken the enamel. Used in conjunction with
false glasses, ascarf, headwear and even the
odd false mole, a 'different' person could emerge
inminutes. Given more time, theillusionwould
be even better - with the application ofadditional
different shades ofcosmetics and even bushy
eyebrows. Some operatives even carried identify
cards complete with photographs ofthe wearer
and his "managed disguise". Dressing up or
dressing down, inthis case, was fairly easy, and
could be conducted inmost locations.

INVISIBILITY

It'sstrange but true, British military personnel
are taught fairly early intheir career that "eye
contact" isessential inestablishing a rapport
and trust with foreign locals, other servicemen
from overseas etc. On the other hand, eye
contact incovert surveillance orundercover
work is to be avoided - especially in close­
contact moments. It ispossible to monitor
someone, especially on foot, without actually
looking directly atthe target. Even if you are
walking adistance away. The reason why eye­
contact (or the lack of it inthis case) is impor­
tant, lies with the uncanny feeling that we all
experience atleast once inour lifetime - thatof
being watched orstarred at. Operatives inthe
intelligence world are reminded that people very
rarely notice you if you donot attract attention.
Staring atan aggressivedrunk inabar, for
example, isnot advisable. Noris leaning on a
wall turning your head one way and then shifting
your eyes inthe other direction as agang of
yobs pass. In asurveillance environment,
continuous eye-contact may blow your cover. At
the very least it attracts attention and suspicion.
One expert said "peoplerespond to stimulus ­
not a lack of it". Another - "start offMraverage
and change into Mrnondescript". Excellent
advice.
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A US Secret Service officer purposely makes eye contact with the crowds at Downing
Street. It is a 'challenging' glance. In an undercover operation such eye contact would be
kept to minimum as a stare such as this would be very noticeable. Inset - eye contact in

this case has alerted the woman on the left.

Confidence also plays a huge part of being
invisible. Furtive behaviour, incorrect dress,
walking too fast ortoo slow, eye contact, talking
too loud, changing direction too often, carrying a

stylish bag, wearing distinct clothing, bright
I shoes, coloured hats, all of these could betray

someone intent on invisibility. Acting normally is
part ofthe key to invisibility. Combined with
other factors and correctly actioned, aperson

has afarbetter chance to remain anonymous.
Acting - using your head and eyes only - isa
primary disguise technique.

THE SMOKING GUN

COURTESY US COAST GUARD/TRAINING EXERCISE/SIMULATION

EYE SPY INTELLIGENCE MAGAZINE 5' 20071

Human beings have an in-built defence mecha­
nism to create invisibility. We all have encoun­
tered afrightening situation which becomes
threatening, oran incident we would rathernot
get involved with. Aviolent fight involving two
strangers atataxi rank oracafe bar, for
example. How many of us havelookedtheother
away, perhaps shirking agreater responsibility
whereby we know one ofthe parties is innocent?
It does take somebody very special to get
involved and help. Nowhere is this strange
inherent defence mode played out more than ina
large scale hostage situation. No-one wants to

Continued onpage 72

31



TOLL FREE 7.00am - 4.00pm ,
Mon-Fri 1-877-309-9243

1+1
UNITED STATES OF AMERICA, CANADA

Mail your subscription to :
Eye Spy International

Empire State Building, 350 Fifth Ave,
Suite 3304-22H ,

New York. NY 10 118-0069, USA

Spy

USA 2 YEAR $96.00 D EUROPE/ROW 2 YEAR £60 .00 D

USA 1 YEAR $48 .00 D EUROPE/ROW 1 YEAR £30.00 DUK 1 YEAR £25 .00 D

UK2 YEAR £50.00 D

UK, EUROPE, ROW
Send your subscription to :

Eye Spy Publishing ltd
POBox 10 , Skipton, North Yorkshire,

BD23 5US, UK

32

By Telephone 0 1756 770199
12.00p m - 6.00pm, (Mon-Fri)

UNITED KINGDOM, USA, EUROPE, ROW
I WOULD LIKE TO SUBSCRIBE TO EYE SPY (8 ISSUES A YEAR) - PLEASE TICKAPPROPRIATE BOX

PAYPAL eyespy@eyespymag.com ONLINE www.eyespymag.com

A subscription will protect you against any price increase

Name: Address: _

Post/Zip Code: Country: _

email : _

Credit Card No : _

reverse of the credit card: Switch Issue No. (UKonly): _ _

OOIl ES51/5 1/51

Expiry Date: Three Digit Security Number (the last three numbers on the

Please make your cheque or money order payable to : EYE SPY PUBLISHING LTD ­
NOTE: WE ONLYACCEPT UK, USAAND CANADIAN CHEQUES/POSTAl ORDERS

I enclose Cheque/Postal Order for: __ / __ IWSA I ~s

For c redit card payment by Visa, MasterCard , American Express, Switch (UK)





Order code:
TX-RVS

UK £30.00
USA $35.00
BOW £35.00





ii=
C/)

w
>­w

@- - - - -

new computer forensic
techniques allowed

officers to restore deleted
and over-written files

The court was shown al-Qaida
bomb-making videos

Thesleeper cell in Canada was caught after
the Canadian Security and Intelligence Service
(CSIS), was provided with agreat deal of
intelligence from the Echelon system. Analysts
monitoring Internet traffic associated with al­
Qaida, soon focused their attention on various
chat rooms - including the one frequented by
Siddique. Within weeks aCanadian-based
terror gang had been exposed. CSIS surveilled
the primary members and sought to identity
others associated with the gang. After further

Siddique's family, say their son isa quiet and
bright student and "innocent."

Siddique also set up websites with links to
military techniques, weapons and how to
conceal booby-traps. There were guides on
bomb-making, and pointers to make even
more deadly explosives, including one oil­
based preparation said to be more powerful
thanTNT. The second sitehad features and
information on guerrillawarfare, surveillance
techniques and weapons.

Siddique's convictioncomes just three
months after terrorists attacked Glasgow
Airport.

Intelligencesources focused on the parliament
plot, believe it is highly likely more 'peripheral
players' will be questioned as CSIS and other

I services widen their searches.

investigation, the true ambition ofal-Qaida
became clear - its operatives would storm the
Canadian Broadcast Centre and Parliament
Building simultaneously. A series oftruck
bombs (ammonium nitrate) would kill
hundreds ofcivilians invarious shipping
centres tomark the beginning oftheassault.
Ultimately, the gang intended to demand that
Canada withdraw its force of2,300 troops
from Afghanistan, or it would behead Stephen
Harper - Canada's Prime Minister. Twelve men
and five teenage youths are in custody in
connection with the alleged attacks. However,
aspokesmanforCentral Scotland Police said
there was "no evidence that Siddique was
involved in an actual terroristplot. "

Following Siddique's arrest atGlasgow
Airport, Special Branch officers took away his
laptop computer. Computer forensic special­
ists from Central Scotland Policea-crimes unit
assisted byspecialists fromthe Scottish
Crime and Drug Enforcement Agency uncov­
ered hidden extremist material - and an al­
Qaida recru iting video urging young Muslims
to become suicide bombers. Much ofthe

I recovered material had been deleted, or over­
written, but new techniques allowed officers to
restore the files. Someofthe files, though
fragmented, were conversations with the
"recruiter" and other users ofthe chat room. A
week later Scottish securityforces raided
Siddiques familyhome. Hundreds ofdocu­
ments and the family computer was seized. A
CD found hidden under abedroom carpet was
packed with "horrific images," associated with
the terror group.

Ammonium
nitrate had been

purchased by the
gang through a
sting operation
carried out by

undercover
operatives from
the Royal Cana­
dian Mounted

Police

r
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In1981 , an MOD filewas sent to Downing
Street. It contained a letter from amember ofthe
diving team. "I was in charge ofthe naval
operational teamwho successfully surveyed the
undersides of theRussian ships atthe timeto
ensure that all was either 'safe' or 'unsafe'. The
Security Services, apart from alerting us to the
need forthis underwater survey operation,
engaged Crabb on aseparate mission which
faileddisastrously. This caused political chaos
from the Prime Minister downwards.
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Another reportdated 12September 1985, states:
"Inaddition tothe1956 operation carried out
against the Soviet ships by Commander Lionel
Crabb, aseparate diving operation was planned
by theRoyal Navy. " This was apparently
cancelled.

"Rest assured that I have adhered tothe
confidentiality ofthis incident. There were others
apart from myself who did the underwater work ­
I'msure they too are loyal. "

As forthe headless body? Who knows...
perhaps further material may shed light on this
most interesting spy drama.

The note about Crabb being engaged by British
Intelligence inan operation that "failed disas­
trously" isevidence enough that Whitehall knew
what had happened to the diver.

• See EyeSpy 46 forbackground tothe Buster Crabb case and
additional intelligencefiles released by the National Archives.

Buster Crabb

because Britain didnot want to admit it had
launched an intelligenceoperation against the
Soviets - especially as Nikita Khrushchev was on
board the ship that had been the focus of M16's
attention.

An importantdiving facility was used to stage
the operation - HMS Vernon. It ishere the
"unauthorised operation" was planned.

In 1972, Granada Television wanted tomake a
documentary about the affair, but itsproducers
were toldsuch afilm would breach national
security guidelines. In the mid-1980s, the
company tried again - hoping tomark the 30th
anniversary ofCrabb's disappearance. Again
Whitehall officialswerereluctant. Part of one of
the newly released papers says: "Inthis case,
we would run the risk ofconfirming tothe Soviet
Union an event whichthey may still only
suspect, and ofthereby adding afurther irritant
toAnglo-Soviet relations. "

L ' Iz ,

_._ he truth behind aRoyal Navy/
MI6 spy operation against
Russian warships in1955 isa
step nearer being solved. This
followsthe release of top secret
intelligence files by the Ministry
ofDefence. Classified memoran­

dums concerning aproposed television
documentary inthe 1970s and 1980s, make
reference to asimilar spy operation just six
months before experienced diver and MI6
Commander, Lionel "Buster" Crabb went missing
inPortsmouth. About 14 months after the
incident, aheadless body ofadiver was found in
the sea nearby. Itwas always rumoured this was
Crabb, though a careful cover-up ensued



"Writers ofthrillers gravitated to theSecret Service as
surely as thementally unstable become psychiatrists,
or the impotent pornographers", wrote one-time MIG
man andmedia personality Malcolm Muggeridge in
The Infernal Grove.

The rise ofimperialism andsense ofnationalism at
theendofthenineteenth century increased feelings
ofinsecurity andwariness ofalien nations subverting
the 'status quo'. Opposing military powers generated
fears andparanoia andinstilled incitizens a call to
patriotism thatledto some very unlikely spies and
acts ofbravery. These remarkable people; writers,
actors, singers, athletes, photographers andothers
had imagination, analytic ability, andday to day
diligence thatwere more than useful to intelligence
agencies.

Celebrities from allwalks oflife have onething in
common - they travel -andbecause ofthis visas are
rarely turned down. Opportunities also arise to meet
important people- (dignitaries as they like to be
known), seelocations andgenerally access areas
sometimes beyon ach ofauthentic spooks (and
deftnitelybeyond mere mortals like y'ou andme).
What betterway therefore, t anto recruit people who .
canventure to places anddoyour spying for you. ThiS
is exactly what ha nedduring decades ofconflict in
the 20th Century.

Many ofthese individuals ledeventful lives andthe
daring-do ofspying combined with an unfailing sense
ofpatriotism ledto some of themost unlikely and
colourful spies. They gotaway with it because w 0

would suspect a Hollywood actor, a famous sportsman
etc. Eye Spy looks at the 'Surprise Spies' hoplied a
secondary trade for 'King andCountry'...



Fleming's '007'

- inspired b)'
secret spy

school

Moe Bepg: Catchep &Spy

There are numerous unsubstantiated stories of
his wartime accomplishments including meeting
Admiral Canaris, head ofthe German Abwehr,
and conning Rudolph Hess into flying into
Scotland in 1941 . The truth? Fleming was
deskbound formost of the war. He observed
hundreds of spies from his office, Room 39 of
the Admiralty. It was from there that the
competent, but frustrated staff officer probably
gave fictional form tohis desire to be afull-time
secret agent.

'Sincla ir House' where Ian
Fleming trained as an agent

Fleming didmuch ofhis training forsecret
service work atCanada's famous 'spy training
school' - better known as Camp-X. Eye Spy's
Canadian EditorLynn Hodgson has catalogued
his stay inthe best-selling book -Inside Camp-X.
There's little doubt that his time spent atthe
school helped stimulate his "spy mind" tocome
up with the legendary spook - James Bond!

Indians", as he called them, were responsiblefor
capturing an entire radar station in1944 - with a
300-man garrison. It has been rumoured that the
mission was the basis forthe novel and movie
The Dirty Dozen.

T
heson ofJewish immigrants, Moe
Berg was an unlikely spy. Acoach, and
occasional catcher with the Boston Red
Socks, Berg was aprofessional athlete
cast as an "international man of

mystery". With degrees from Princeton,
Columbia Law School and Sorbonne, Berg could
converse on any topic and was conversational in
adozen languages. );>

HERE COMES
THE BIGGEST
BOND OF ALL!

It 's rumoured
Fleming

actually met
with Admiral

Canaris ­
headofWWII

German
intelligence

In his biography, Ian Fleming: The Man Behind
James Bond, Andrew Lycet said "war proved his
making." Fleming demonstrated atalent for
imaginative schemes and impressed his
superiors with aplan toacquire one ofthe
German Navy's code books. His flair forthe
dramatic resulted inhim being given free reign to
find new ways toconfuse, survey and enrage the
Germans.

Ian Fleming and Room 39

As amember ofAssault Unit 30, acommando
outfit that specialised incapturing equipment,
documents, and ciphers inforward areas before
they could be destroyed, he and his "Red

I
n 1939, Fleming was a
31-year-old lieutenant
inBritain's Naval
Intelligence Division,
assigned tocollect

information on enemy
shipping. When war
broke out, hisgroup was
brought into covert
activities outside itsnormal province. He found
himself coordinating clandestine operations
against Romanian oil refineries, sending
operatives tosabotage barges on the Danube,
and brainstorming ways to cut offGerman
supplies into Sweden.

HARRY SALTZ and
ALBERT R. BROCCOLI SEA CONNERY in IAN

.- FLEMING'S

"THUNDERBALL~'
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Nelson ARockefeller (19UB .1979) &The ForW Committee
Abusinessman, politician, statesman, artcollector, and philanthropist- Nelson
Aldrich Rockefeller moved inshadowy intelligence circles. One time governor ofNew
York, and Vice-President ofthe United States, he was more than useful to the Allies
and their WWII intelligenceoperations. After the war, hewas laterappointed
Coord inator of Inter-American Affairs, an intelligenceoutfit masquerading as a
cultural outreach organisationforLatinAmerica.

His expertise was again used when he served as special assistant tothe president
for "ColdWar Strategy", and headed the secret 'Forty Committee', agroup ofhigh­
ranking government officials who were charged with overseeing the CIA's clandes­
tine operations.

In 1934, five years before he retired
as aplayer, Berg made hissecond
trip toJapan as part ofatravelling
major league All-Star team. Berg,
who spoke Japanese, took home
movies oftheTokyo skyline that
were ultimately used inthe planning
ofGeneral Jimmy Doolittle's 1942
bombing raids onthe Japanese
capital.

~~­
Just after the start ofthe United States'
entry into World War II, Nelson
Rockefeller gave himajobwith the
Office of Inter-American Affairsthat
allowed him to travel through South and
Central America studyingthehealth and
fitness ofthe population. Fromthat post in
1943, he became an officerinthe Office of
Strategic Services (OSS), the forerunner of
the CIA.

Berg, according to one biography, was prone to
blunders: getting caught trying to infiltrate an
aircraft factory during his training, dropping his
gun into afellow passenger's lap, and being
recognised by wearing his OSS - issued watch.

Berg's most valuable contribution came near the
end ofthe war. US officials were worried that a
retreating Germany could turn the tables if their
nuclear programmebecame viable. Posing as a
Swiss student andarmedwithapistol and
cyanide capsule, his mission was toanalyse
Heisenberg 's speech and determine just how
close the Nazis weretobuilding the atomic
bomb. He was authorised toassassinate

cUlnera ­
will spy!
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Heisenberg and if captured to take the cyanide
pill. As it turned out, the Germans weren't that
close - but Berg provided thefirst substantial
accounts ofwhat the Germans were doing and
thinkingat the time.

Another exploit came atthe end ofthe war,
when, while travelling through Soviet-occupied
Czechoslovakiawithsome other agents, he
produced aletterwithabigredstaron it when
asked forcredentials. The Americans lacked any
authorisation - what Berg showed the Soviet
soldiers was acopy oftheTexaco Oil Co.
letterhead. Strange but absolutelytrue!

Sadly - the last25 years ofhis lifewere spent as
avagabond - butmaybethat's justexactlywhat
hewanted.Abachelor, heoften freeloaded off
friends and relatives, who once sent himeviction
notices to get him out ofthe house. He never
learned to drive, owned ahouse or rented an
apartment, and he never helddown another job
after leaving the OSS.

In1960,out offinancial necessity, he was
prepared to break his lifelong silence about his
supposed exploits and agreed towrite abook.

The project collapsed when theeditorglowingly
praised the prospective author's movies on the
mistaken assumption that he was about tosign a
contract withMoeof The Three Stooges.

Moe Berg (1902-1972)

Gpaham Gpeene . the
Vetepan Spook

~
t the beginning ofWorld War II,
Graham Greene was the author of
several bestsellers, and aveteran
spook. In the early 1920s he
travelledtheRhine region ona

commission forthe Germans and wrote pro­
German propaganda. He also agreed todo

the same fortheFrench. Throughout his life
he showed an appetiteforduplicityinboth his
professional and personal dealings. Inhis
speech in1969, "The VirtueofDisloyalty",
Greene hinted athis dedication to deception,
betrayal and subversion.

Although Greene always declared himself to be
apolitical asawriter, he nonetheless enjoyed
being politically connected and appearing
to be asupporter for theoppressed.
The extent ofhis involvement inBritish
Intelligence has become amatter of
intense speculation. He has publicly
declared himself alifelongfriendofKim
Philby, after working underhim inM16.
Afterthe publication of The Quiet
American, Greene was accusedof
being anti-American and conse-
quentlydeveloped a strong
dislike of US citizens,
particularly Ronald Reagan.
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TheHungarian-born American travel writer joined
theUS Army inWWII and shortly thereafter
moved to William Donovan's OSS with the rank
of lieutenant. Fodor subsequently allowed CIA
agents to cover themselves inforeign countries
by writinghis travel guides. There was, however,
acaveat. The agents could only use this cover
as long as they did "top quality work" and didn't
allow politics
to enterinto
theguides.
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Eugene Fodor .Tourists
&The OSS Spies Cafe

E
ugeneFodor pioneered the concept of
the modern guidebook in 1936, when he
created anew travel guide that people
found more inspiring than the existing
collections of facts and figures other

guidebooks offered. He wrote On the Continent ­
TheEntertaining Travel Annual, aguide to Europe
which made three important innovations: it went
beyond reporting on the sights and for the first
time included informationabout Europe's culture
and people. Second, Fodor included practical
informationforthe modern traveller, such as
what size tipto leave ataViennese cafe. Third,
On the Continent was an annual guide, so that
Fodor's readers would have the most current
information.

Today, Fodor
has 700
writers who
contribute to
itshuge range

I of300tourist
and travel
guide books.
Eugene Fodor
(1905-1 991)Buchan in uniform as The RI Hon.

TIJe Lord Tioeedsmuir . 15th Gouernor
General of Canada

begins withthe murderof theAmerican secret
agent, Franklin P. Scudder, whohas uncovered an
espionage plot. Hiscryptic notes then fall into
thehands of theunsuspecting Hannay, who
must clear hisnameof the suspected murder of
Scudder whilstdisarming theGermanspies
before they leave Britain, armed with secret
government information, from their hideaway at
themysterious 'thirty-ninesteps'.

JOHN
BUCHA

c- •• :.. - . ~ r..

Buchan also wrote Thepower House,
Greenmantle and Mr Steadfast. During World
War I, he joined the Intelligence Corpand wrote
forBritain's War Propaganda Bureau. He also
doubled as acorrespondent forThe Times in
France. In 1935 he became governor general of
Canada but still conspired behind the intelligence
scenes. John Buchan (1875-1940)

Greene (left) and British traitor
Kim Phi/by

John Buchan . the Spy
Who Wrote Me

He beganto delve into Central American politics,
associating with people such as Fidel Castro and
Manuel Noriega. Reporting from Eastern Europe,
Vietnam, Cuba and other hot-spots, he traded on
his fame to meet high-profile figures such as Ho
Chi Minh. His friendshipwith Panamanian
dictator General Omar Torrijos led him towrite
Getting to Knowthe General. (1904-1991 )

S
cottish author JohnBuchanwrotethe
classic bookThirtyNine Steps - aspy
thriller setjust before theoutbreak of
World War I. It's ashort, fast-paced
adventure story, and introduces

Buchan's best-loved hero, Richard Hannay, a
South-Africanmining engineer who quickly
becomes involved inprotecting British interests
against incursions from Germanspies inthe
months preceding the outbreak ofwar. The book



Ernest Hemingway &His
CUban-Based 'Gang'

Maugham's influenceon spy writers shouldnotbeunderestimated. John LeCarresaid: "Maughamwas
the first person towrite anything about espionagein amood ofdisenchantment andprosaic reality."
Somerset Maugham (1874-1965)

W. Somerset Maugham (left) created the modern spy fiction - but his1928 book -Ashendon wastoo
"closetoreality" and based on real-lifeexperiences. Churchill wasfumingand toldhim its content "violated
theOfficial SecretsAct." Some stories were torn from themanuscriptand hastily thrown intoacoal fire!

Hemingway lived in tbis
apartment in Chicago 1922

Eventually, though, it became clear that neither
Hemingway's spy network nor his sub patrols

Hemingway's drinking circle, whichwas quite
extensive, as well as afew professional
operatives. Hemingway, actually called his team
- the 'CrimeShop' - though wedon't know why.
He bought a38-foot fish ing boat and named it
Pilar. After clearance from the State Department,
he outfitted the vessel foranti-submarine
operations. With a braceof .50-calibre machine
guns and a handful of grenades (painted to look
like eggs), abazooka, rifles and homemade
bombs, Hemingway went on theprowl for
German submarines - his fee around $500 a
month. The US Government justified thescheme
because German submarines, inearly 1942,
were sinking dozens of ships inthe Florida
Straits, and civilianspotters were already being
widely used bythe Navy to try and locate them.

When WWI broke out, Maugham had volunteered as an ambulance driver and thenas an interpreter. He
later joined the intelligence service andwas senttoRussia tohelp support thetottering government against
the Bolsheviks. Themain character in Ashendon, was code-named 'Somerville', whichwas his actual 'non
de guerre' in Russia. When the fictional character inthe book was asked togivehis address, 'Somerville'
answered "ChesterfieldStreet, Mayfair, London" - Maugham's real address!

Somerset Mao ham . "Too Close For Comfort"

Called the Crook Factory, bythose inthe know ­
his Cuban-based group was composed mainlyof

D
ocuments released under the Freedom
of Information Act (FOIA), show that
Ernest Hemingway, American novelist
and short-story writer, was semi-hired
to spy on "unspecified insurgents" in

Havana, Cuba, and paid with "special funds" by
the US Government. In1942, the vigorously anti­
FascistHemingway organised his own small
spy-ringtowatch out for Nazi-sympathizers in
Cuba. Hemingway, regarded as one ofthe
world 's greatest writers, didhavesome previous
spying experience inthe Far East in1941 .
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Josephine Baker &
Her Invisible Ink

In 1951 inthe United States, Josephine Baker
was refused service atthe famous Stork Club in
New York City. Yell ing atcolumnistWalter
Winchell , another patron ofthe club, fornot
comingtoher assistance. She, inturn, was
accused by Winchell of communistand fascist
sympathies. Never as popular inthe US as in
Europe, she found herself fighting the rumours
begun by Winchell as well.

She became acitizen of Franceand pledged her
lifetoher adopted country. She enthusiastically
accepted every assignment and, after thewar,
General Charles de Gaullegave Baker the Croix
de Guerre and the Medal of the Resistance.

Josephine Baker's "WorldVillage" fell apart in
the 1950s and in1969 she was evicted from her

chateau which was then auctionedoff topay
debts. But there isahappy ending. Princess
Grace ofMonaco gave her avilla. In 1973 Baker
married an American, Robert Brady, and began

I her stage comeback.
Josephine Baker respondedby crusading for i
rac ial equality, refusing toentertaininany club or In 1975, Josephine Baker's CarnegieHall
theatre that wasnot integrated, and thereby comeback performance was asuccess, as was
breaking thecolour bar atmany establishments. her subsequent Paris performance.
In 1963, she spoke atthe March on Washington
at the side ofMartin LutherKing, jr.

D
uring World WarII, African-American
entertainer JosephineBaker helped the
French Resistanceby smuggling
secret information written in invisible
ink on her sheet music. Travelling

around Europe and the Middle East entertaining
the troops, she never failedtobring back some
scrapof intelligence. She pinned photographs of
German installations toher under garments, and
sidled throughmilitary checkpoints with prized
transit visas for friends, including Spanish
Moroccan passports forJews from Eastern
Europe toget them safelytoLatin America.

Hemingway
aboard the

Pilar in
the mid­

1950s

had produced much inthe way of intelligence.
He quit the "Cubanspy business" after only a
year, insisting the job needed "areal pro". His
efforts did have an impact. After Hemingway,
amateurswere no longer used inimportant
intelligenceoperations. FBI boss J. Edgar Hoover
had actually calledahalt toproceedings inApril
1944,1 after agents complained the Bureau was
simply funding "noisy parties" whichfollowed
each sailing trip!

It later transpired that even before America joined
the fight againstthe Nazis, Hemingway had
travelled to Spain in1937 to report on the
Spanish Civil War forthe NorthAmerican
NewspaperAlliance. This suggested healready
had threads tothe intelligenceworld.

ThOU~h out ofthe spy game, Hemingway did
have the last laugh. He used his Cuban adventure
as background researchto his 1953 book - The
Old Man and the Sea - which wonhimthe
Pulitzer Prize. Ayear later received the Nobel
Prize inLiterature. Sadly, in1961 , he shot
himself. Ernest Hemingway (1899-1961)

EYE SPY INTELLIGENCE MAGAZINE 5 2007j 43









Ton Sec~el Mossad mission Iargets
-"'·" f~·. II ;

nuclear materials smuggled inlo ..
Syria from North Korea



ntelligence from Mossad agents and spy
satellites monitoring asuspicious cargo
vessel , sparked amost daring raid deep
into Syria. The ship docked ataSyrian
port on 2 or3 September, after sailing
from Pyongyang, North Korea. Intelligence
suggested the fre ighter was carrying

materials and components destined fora
secret Syrian nuclear research facility inthe
northeast ofthe country.

Once the crated cargo had been offloaded on
to land transporters, Israeli spy satellites fixed
overhead relayed 'real-time' images ofthe
trucks as they wended their way to an
agricultural research centre on the Euphrates
river. Senior Israeli ministers immediately
ordered atactical strike. On 6 September,
severallAF F15is (believed to be from 69th
Squadron) flew into Syria and bombed the
plant. First news ofan apparent Israeli
overflight appeared on Syrian news wires
when Damascus announced it had fired upon
fighters from Israel causing them to drop their
reserve fuel tanks inorder to "hastentheir
retreat". Atthe time Tel Aviv did not comment.
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According tohighly-placed intelligence
sources, the facility had been under observ­
ance foratleast two years and was being
equipped with the help of renegade North
Korean technicians and probably remnants of
A. Q. Khan's nuclear network. Mossad agents
had reported it was "already capable" of
extracting uranium from phosphates.

There has been much speculation as to the
ship 's cargo - but it is has been widely
reported the warplanes targeted a nuclear
cashe.

Officials from both camps tried toplay down
the top secret mission. The Syrians don't want
the world toknow of its liaison with North
Korea and covert nuclear programmes, while
the Israelis are coy about admitting their
aircraft illegally penetrated and flew into a
foreign country's sovereign airspace.

TheMany Theories

Stories were leaked saying the cargo was
conventional weapons bound for Syrian-

}o>
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backed terrorists. Another suggestion was that
North Korea had moved some of itsweapons to
Syria for "safestorage" while negotiations
continue over dismantling itsnuclear sites. More
interesting isthe theory Syria was acting as a
conduit for Iran - the weapons ultimate destina­
tion - Tehran. Over £50m ($1 00m) ofweapons
has already been sent to Iran via this route.

SomeUSsources believe theair raidwas a
'decoy'. There are unconfirmed reports that two
convoys set offfrom the Syrian port. One
carrying bogus cargo - the other the real material
which was actually en-route to Iran. While the
warplanes attacked the secret Syrian site, Israeli
commandoes flew into Syria, stopped the
vehicles and took thecargo back by helicopter to
Israel. Though theories abound, it'sevident from
intelligence watchers that the Israeli operation
was far more complex and significant than first
meets the eye - so important the IAF took ahuge
political and military gamble indestroying or
recovering the cargo.

On adiplomatic front, the raid ispolitically
sensitiveas negotiations continue betweenthe
United States over the dismantling ofNorth
Korea's nuclear weapons programme. It is
believedthat Tel Aviv only informed Washington

of its plan to attack just hours before the
warplanes departed forSyria.

Both Syriaand Iran have good relations with
North Korea, and defence experts acknowledge
that thethree countries have tradedweapons'
technology inthe past. However, Western
intelligencebelieve this is the first time nuclear­
related materialshave been transported to Syria
via the communistcountry.

Israeli F-15i warplanes. Inset :
US diplomat John Bolton has

long maintained Iran, Syria and
North Korea were liaising and

cooperating over nuclear
weapons

Mossad sources claimIsrael first became aware
ofasecret deal that would allow Syriato

, purchase anuclear devicefrom North Korea at
the turn ofthe year. Alreadyequipped with
chemical weapons, placing anuclear device atop
one ofSyria's North Korean-built Scud missiles
would give Syria's defenceforces amajor boost
and counter Israel's military capability. The
Sunday Times quoting an Israel source said:
"This was supposed tobeadevastating Syrian
surprise forIsrael. We've knownfora long time
that Syria has deadly chemical warheads on its
Scuds, but Israel can 't livewith anuclear
warhead. "

Kim Myong-gil , North Korea's deputy tothe
United Nations mission chief rejected the
allegations: "They [Israelis] often say things that
are groundless."

In2004, John Bolton (left), former undersecre­
tary forarms control atthe State Department,
warned that Syria and Iran might "benefit" from
North Korea "outsourcing" its nuclear pro­
gramme. He has always been convinced Syria
intended to arm itself with anuclear bomb. In the
same year, the CIA reported numerous meetings
ofSyrian, Iranian and NorthKorean officials.
Boltonbelieves they werenot just discussing
benign matters.

Interestingly, Russian intelligence reportedly
warned Syria that Israel was planning amilitary
strike inAugust. However, it could not be certain
which area was being targeted.

The story that Russia was able to intercept
Mossad and government communications with
such ease has worried defenceofficials in Israel.

As abonus to the IAF, analysts believe counter­
measures employed byIsrael caused Syria's
highly regarded air defence system to drop "off­
line". Syria has farbetter air defences than Iran ­
afactthat won't be lost on those planners
seeking to dismantle Iran's nuclear sites.

IEYE Spy INTELL GENGE MAGAZINE 5' 2007



Every so often, Britain's Security Service
- MIS, release classified and secret files
from itsastonishing archives. No-one

really knows justhow many bits of
paper, artefacts and materials lie in the

vaults of Thames Houseand other
associated buildings, but the smart

money is on millions. Once cleared and
occasionally "sanitised" by persons

chargedwith protecting Britain's national
security interests, the files are frequently
delivered to the NationalArchives in Kew
near London, whereordinary peoplecan
viewtheircontents. However, newsof an

immanent release is met withmuch
hand-rubbing and anticipation from
historians and the media alike. In

September a newbatch of documents
were cleared, some involving suspected

WWIIGerman intelligence agents.

It's always beena matter of contention
just howmany- if any- German agents

plied their trade in the UK... at least
successfully. But these files areevi­
dence enough that MIS did face a

genuine threat.
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The Service had identified Gorschen before the
war as an Abwehrofficer in Holland and likely
channel forpassing Abwehr funds covertly into
Britain through his commercial activities, and this
belief seems to have made it hard to accept that
sorscnen might have had another motive. Minute
399 of November 1945, forexample, notes: "The
mystery deepens. There is not the slightest )i;>

T
heseheavily "weeded", reconstituted
files tell thestory, suchas the Security
Service was able to establish it, of the
German-born, naturalised Dutch Abwehr

officer Hans Gorschen, who seems to have used
thisposition to assistthe Dutch Resistance and
hide his own anti-Nazi opinions.

actually given information to Germany... I feel
that he is capable ofdoing so, and would not
hesitate if he werepaid."

On this basis, and withouthard evidence, M15 's
request forDehnto be interned for theduration
was granted. However, as recorded in one of the
files, Dehn was released frominternment on the
Isle of Man inJuly 1944 as hewas deemed no
longerathreat. Itwas only subsequently that his
intelligence rolewas confirmed from captured
German documents - though bythis time he had
submitted an application fornaturalisation (which
was granted in1952). Dehn's story from these
reconstituted files is therefore one of the very
few German agents inBritain during the war to
escape being confirmed as an agent - though the
efficient operation ofthe internment system
effectively prevented himundertaking any
espionage work. It also shows the calibre of man
used byGermany forthis work.

The H Curious Case"
of Kurt Dehn

UNDER THE COUNTER INTELLIGENCE
"The Mystery

Deepens" Hans
Gorschen

Dehn had been resident inBritainsince 1936,
and as an ex-German naval officer he was
suspected ofhaving divided loyalties. Awatch
was mounted on his correspondence, but his
identity as an agent was not positively confirmed
and he was interned more on the grounds of
being adoubtful case inSeptember 1939.
Interviewed by the Security Service that winter,
his dubious character was recorded: "Hewould
be willing to do such intelligence work [for
Britain) as was inhiscapacity... however, he
would becompletely unsuitableand also
untrustworthy. Although I doubt if Dehnhas ever

A
mongthe files, the curious case of Kurt
Dehn, an agent of the Etappendienst (the
German Naval EspionageOrganisation,
absorbed by the Abwehr in1939).
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spy so farreleased. The Count had been
identified as an Abwehr agent before his mission
to Uruguay started in 1943, and he was arrested
atGibraltar and taken toCamp 020 forinterroga­
tion. The Security Service was first warned about
the Count by correspondence from the notorious
Kim Philby atthe Secret Intelligence Service.
Records from 1944-1956 show how the Count
was returned to France tofacetrial forhis

•
COURTESY NATIONAL A~eHIVES

•

The file continues the story up to and beyond
Ludwig's trial and conviction. The consul-general
inNew York commented on the good effect the
case had on theAmerican press, withtherole of
the Bermuda censors being highlighted.

The Count and
Kim Philby

Kurt Ludwig's secret writing

representative inAmerica in
August 1941 up tothe
identification ofLudwig as
the spy JOE K'. The FBI
arrested Ludwigon 23 August
(seesidebar feature). The file
goes on tobuild traces ofLudwig's
movements and those ofhisassociates and
agents. There are also examples ofhis secret
writing.

W
hilethe case ofFrench Abwehr spy
Count Billebault de Chaffault is not the
most celebrated, dramatic or
significant, the three reconstituted

files covering the case are included inthe
archived file because they give the most
complete account ofthe handling ofaGerman

Yet this and another file contain many firsthand
reports that hehad assisted the Resistance, and
indeedthat he was working forAllied intelligence,
and was involved inthe July 1944 bomb plot
against Hitler (above). The trouble was that many
ofthe reports came from atbest dubious
sources, such as the account ofaone Carl
Deichmann ofJanuary 1946, which tells of
Gtirschen's wartime activities insome detail.

Kurt Ludwig and
his Spy Ring

doubt that in1938 von GOERSHCEN was an
important Abwehr man..." but goes on todoubt
the possibility that he had aided the Resistance.

The investigation peters out when MI5 accepted
the story that Gtirschen had been killed by the
Gestapo atPrinz Albrecht prison inBerlininApril
1945, after enquiries fortraces ofGtirschen in
captured Nazi records had not yielded any
evidence.

Though Ludwig thought he was under suspicion,
it was only due to theclever detective workon
informationculled from hiscorrespondence that
he could be traced, and it was the intercepted
evidence that was vital inthe courtroom. The
Ludwig case is included inVolume 4 ofHinsley's
history ofBritish Intelligence inthe Second World
War.

Ludwig wrote frequently, and the product from
his intercepted letters, and the analysis done on
the information they contain, can be found in
another released file. There is a good summary
ofthe case by the Secret Intelligence Service

L
udwigwas a German spy operating in
America, where he ran aspy ringpassing
military intelligencetotheAbwehr in
Lisbon and Madrid bymeans of corre­

spondence containing secret writing. The ring
was detected due to the skilled work ofthe
British censors inBermuda, whose role inthe
case is recorded inMI5 records, along with
examples ofthe intercepted correspondence and
revealed secret writing.
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MARCH,

December 1943, and what he did during the few
hours' liberty he thereby obtained, Hoppe was
deported toArgentina inOctober 1945.

Ernesto oppe ­
The Total Spy

COURTESY NATIONAL ARCHIVES

Hoppe, an Argentine living inGermany, was to
travel on aGerman Secret Servicemission to
Argentina, supposedly toarrange the transfer of
thevaluables andfunds ofseniorGerman figures
into safe deposit there. An Argentine source
revealedthe plan and Hoppe was removedfrom
his boat atGibraltar, fromwhere hewastaken to
Camp 020 forinterrogation, The report gives a
full account of hisstory, including detailsofhis
escape fromaguarded hospital room in

T
hefile on the case ofErnesto Hoppe
covers astory described inthe interim
report on himfrom Camp 020 as follows:
"Theadventures ofHOPPE would run well

in serial form intheservants' penny weekly,
Espionage, loot, U-Boats, clandestine landings,
wireless transmitters, pass-words, fast cars,
pregnant wives, Spanish brothels, denunciations,
forgeries, secretservice prisons, escapes in
hospital blue, all thesethings and more have
come under consideration during the official
investigation into the life ofthis man."

FBI Nabs the Last Ludwig Ring SpyThe captureot German messagesfroma mysterious
spy Teodore Erdmann 'Joe K' - forwarded by British
Erich Lauon October censors in Bermuda - described
18, 1946- the lastof vital American defense
the infamous German information. Neither theBritsnor

espionage'Ludwigring' - was the Bureau had been able to os
put in motion fiveyears earlier identify the spy. Then the Bureau u...

>-
by a jaywalker in New York City. itself intercepted a message C/)

u.J

from 'Joe K' that used secret I-
cr:

There was "Senor DonJulio writing to tell his superiors of the
::::l
0

LopezLido", ostensibly a 'Senor Lido' fatality.
<..:>

courier forSpain, crossing
Kurt Frederick Ludwig

againsta traffic lightone spring A connectionwas made, and Tracking Ludwigaround the
evening in 1941 whena taxi the huntwason. country, FBI agentswereable to
struckhim - fatally throwing him identify Ludwig'sspies and
under thewheelsof another car. PUTIING THE PIECES contacts. Arrests followed, and
His companion, who had tried TOGETHER in March 1943, eight members
to stop the accident, instantly of the Ludwig ringwere triedand
grabbed Lido's attachecase 'Joe K' turnedout to be none sentenced to long jail terms.
and left the scene. other thanAmerican-born Kurt

Frederick Ludwig. Ludwig had THE LONG ARM OF THE LAW
TWO MYSTERIES moved back to his parents'

native land as a young man.. . Thecase, though, was not over.
New York police took note of the and Germanintelligence was Oneagent - codenamed 'Bill' -
companion's suspicious delighted to recruit himas an had eluded capture,and the FBI
actions, but evenmorewere agent in thewareffort. Ithad continued to follownew leadsin
puzzled by the dead man's senthim back to the USA in tne case. One led to Teodore
possessions; hispaperswerein March1940to set up a spy ring Erdmann Erich Lau, a German-
German, not Spanish; his of young, industrious agents bornArgentinian who had
notebookcontained namesand who could gatherinformation served as paymaster for the
possibleassignments of some about UStroops, their order of Ludwig ring in 1941and 1942.
US soldiers; his clothes had no battle, and American manufac- TheBureau tracked'Bill' through
labels.Theyturned these items turing. South America, England, and
over to the FBI.The Bureau, Canada, until agents finally
though, could not identifythe 'Senor Lido' turned out to be captured him in New York on 18
mysterious companionof the Captain Ulrichvon der Ostenof .October 1946.
false Lido. theGerman Abwher, and - the

final piece of the puzzle - his In shortorder, Lauwas tried and
Another case at the time companionwas noneotherthan sent to prison likethe restof
puzzled them too: secret Joe KlKurt Frederick Ludwig. Ludwig's ring.
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treachery inJune 1945, and that he was
sentenced tofive years "degradationnationale
pour intelligence avec I' ennemi" in February
1946. Another file provides an extremely
derogatory and negative character assessment
ofthe Count, suggesting almost that his
propensity towards treason was an "inherited
trait" .
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was denied permission to leave at
Moscow's Domodedovo Airport. His
passport was confiscated but returned
tohim afew weeks later.

In June, Mediannikov was visited by FSB
officers who saidhewas under

I investigation for "smugglingmaterials
that might be used for preparing
weapons ofmass destruction."

Mediannikov's strange story began on
12 December 2006, when he booked a
flight toMarseilles from Sheremyetevo.
He had intended todeliver 20 phialsof a
"non-dangeroustyphoid vaccine" to
colleagues. Officials found the material
during aroutine bag search. The phials
were confiscated. He was later told the
material was sent toafacility code­
named the 47th military research
institute - for an "expert assessment."

S
ecurityofficials from Russia's
FSB are investigating a
Moscow-based scientist they
suspect oftransporting
materialsthat could be used in

abiological orbacteriological weapon.
Oleg Mediannikov, abiologist at
Moscow's Gamaleya Instituteof
Epidemiology and Microbiology denies
the allegation. He claims he had applied
and received all the correct paperwork
necessary tocarry research samples Mediannikov insists he isinnocent.
through customs. Mediannikov, isone of Indeed, it appears that thevaccine had
agrowing number ofRussian scientists been approved for export toFrance.
who have been targeted by the FSBfor "Logically, this shouldn't be happening at
their ties tothe West. In recent years, I all , but it isand why it is remains a
numerous academics havebeen I complete mystery forme," he said. "I
detained for allegedly misusing classified really hope that wiser heads will prevail."
information, revealing state secrets and This statement ofinnocence has not
insome cases, espionage. convinced Anatoly Osipenko, deputy

director oftheGamaleya Institute. He
said Mediannikov should have declared
the samples.

COURTESY NORAD

Russia's FSB and Biolo

IFvf Spy IN1E...L'( _N ....... - ~ A ,AliNE o '0/17
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In February 2007, he triedtoboard an
Africa-bound airliner foraholiday. He

zone thisyear, and analysts believe
Moscow is testing Britain's air
defences. Besides the three
Tornados, the RAF launched an
AWAC and a VC1 0 tanker that would
have allowed the fighters to refuel if
necessary.

Russia said 14 long-range bombers
had participated in the exercise,
which also included overflights over
the Pacific , Atlantic and North Pole
areas. Colonel Alexander
Drobyshevsky, aspokesman for

IRussia's air force, said in all ,
Russia's pilotshad counted 20
NATOfighters who "joined them."
He told reporters: "Virtually allof our
strategic planes are being shadowed
by NATO fighters".

proached. It was the biggest aerial
confrontation between Russia and
the UK in over a decade.

This latestincident mirrors several
Russian flights thathave "edged"
towards the UK's 12-mile airspace

The RAF were forewarned by
Norway, who had earlier sent fourF­
16 fighters to "parallel" the Tupolevs.
Moscow said the aircraft were
simply conducting atraining mission
over international waters from the
Barents Sea to the Atlantic before
heading for Britain.

R
AF warplanes intercepted
eight Russian Tupolev-95
Bear bombers in early
September asMoscow

resumed itsonce infamous Cold
War"nuisanceflights". It was the
fourth timethisyear UKfighters
have challenged Russian bombers.

Russian Bears Resume 'NATONuisance Flights'

RAF fighter intercepts Tu-95

Ministry of Defence officials became
concerned when a major formation
of targets started to move towards
British airspace. Three Tornado F3
fighters werescrambled to intercept
the giant aircraft, allof which turned
away when the warplanes ap-

WAR GAMES
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During the Troubles inNorthern Ireland, the IRA and other terrorist organisations
became skilled operators inthe constructionofsuch devices. From bombs using
dried peas as trigger mechanisms, tosimple toys modified toact as detonators ­
the IRA used them all - and British Intelligence became experts incountering such
devices. However, the threat ofan lED beingusedinthe UK grows everyday as
al-Qaida terror cells are finding it more difficult to operateand purchase materials
forlarger explosions.

MI5hope tocounter this threat by recruitingtheir own expert with knowledge of
such deadly weapons, including both military and commercial explosives.

The MI5 decision follows aseries ofdeadly attacks inIraq and Afghanistanand
two attempted attacks inthe UK thissummer. Earlier thissummer, aJeep laden
with gas cylinders was driven into apassenger terminal inGlasgow airport and
two Mercedes containingunexploded gas cylinders were found inLondon.

Those applying for theMI5job are expected tohaveknowledge ofcar and lorry
bombs which can be constructed byextremists using everyday materials. The
recruit, who will be paid up to£50,000 ($100,000) must have amilitary
background and will be required toreport tothe top levels ofthe government on
latest development interroristweaponry. The advert, which MI5 posted on its
website, states that thespecialist can "expect to be faced with some ofthe most
challengingand relevant issues affecting national security today".

N
ot Withstanding MI5have fought many atantalising game of 'cat and
mouse' with the IRA andits bomb builders over the past three decades, it
does seem strange that the SecurityServiceshould advertise fora
specialist in improvisedexplosive devices tocombat terrorism.

weapons'. Western intelligence fears lax
securityatRussia's nuclear and medical
research centres could see groups like
al-Qaidaacquire the materials necessary
foradirty bornb. The FSB's tough
stance with Mediannikov couldbean
attempt toshow the West Russia is
keeping awatchful eye on whatand
whom leaves the country.

Western intelligence isaware that most,
if not all ofRussia 's research centres are
under close scrutiny and observance by
the FSB. This situation is athrowback to
Russia's KGB days. Criminal proceed­
ings against Mediannikov startedinJune.

The FSB are increasinglyconcerned
terrorists haveturned their attention to
biological and chemical weapons. In
May, asecret FSB report subrnitted to
President Putin warned that biological
samples takenfromRussia could be
used abroad to produce 'genetic

Rising tensions between theWest
and Russia resulted in President
Putin declaring thatstrategic air
patrols would resume. It's thefirst
timein 15 years such flights have
occurred.

Didier Raoult, aFrench biologist withthe
University ofthe Mediterranean, said
Mediannikov had beentoFrance three
times in the past without incident. "We've
been working with the Gamaleya Institute
for15years and we've never had any
problems. Even when we were working
incommunist times," Raoultsaid.

InAugust, General Gene Renuart,
the commander of the North
AmericanAerospace Defence
Command (NORAD), admitted
Russian bombers were conducting

cal Weapons Material MI5 lED OVERLORD
Search is on for an lED specialist

"Each Tu-95 plane tookabout 30
tonsof fuel on board, for thefirst
timesince theSoviet era. Their
average flightduration was about 17

I hours, during which theaeroplanes
I covered a distance of over 13,000

km [8,000miles], " said Colonel
Alexander Drobyshevsky,

I According to Russian AirForce
i officials, the bombers were refuelled
I in the air by 11-78 Midas tankers.

exercises more frequently and closer
to US andCanadian territory.

"Over the lastfew months the
Russian Air Force has been flying a
little bit more than we've seen in the
past," Renuartsaid. "Certainly,
they're ranging farther than they
have in the more recent past.

Drobyshevsky also said another pair
of Tu-95MS flewaround Greenland
intothe eastern Atlantic, a flightthat

Renuart's team watched anxiously in I tookabout 12 hours.
mid-September astwo more i

strategic Tu-95 bombers carried out Though analysts believe Russia is
a flightalong thecoasts of Alaska simply flexing its muscles, some
and Canada.. intel watchers admit there is a real

"NORADhas intercepted them out
overinternational waters, near
Alaska, and thecommand continues
to monitor all of their long-range
bomber flightactivity."
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Available from Eye Spy
Ref: ES/1248 £25.99 $32.00

INTE LlGENCE
COMMUNITY

picture ofthe US intelligence
community that will allow readers to
understand thefull scope of
organisations andactivities andwill
give valuable support to
policymakersand military opera­
tions.Paperback 592pp

Available from Eye Spy
Ref: ES/1249 £22.99 $49.95

government. Ultimately, Zegart believes
failures of adaptation led to failures of
performance. Zegart reveals how
longstanding organizational weaknesses
leftunaddressed during the 1990s
prevented theCIA and FBltrom
capitalising on twenty-three opportuni­
ties to disrupt the 9/11 plot.

Spying Blind is asobering accountof
why twoofAmerica's most important
intelligenceagencies failed toadjust to
newthreats aftertheColdWar. The
author- perhaps unwisely - saysthey
are unlikelyto adaptinthe future.
Hardback 352pp

Inthis interesting book, AmyZegart
provides the first scholarlyexamination
ofthe intelligencefailures that preceded
the events of 11 September 2001 . Until
now, those failureshave been attributed
largelyto individual mistakes. But Zegart
contends the intelligence system itself
leftthe US public vulnerable.

SPYING BLIND:
The CIA, the FBI,
and the Origins of9/11
Amy B. Zegart
Princeton University Press

The roleof intelligencein US
Government operations has
changed dramatically and is now
more critical thanever to domestic
security and foreign policy. This
authoritative and highly researched
book provides adetailed overview of
America's vast intelligence empire ­
itsorganisations, its operations
(from spies on thegroundto
satellites thousands of miles in
space), and its management
structure. Relyingon amultitude of
sources, including hundreds of
official documents, authorJeffrey
Richelson provides an up-to-date

THE US INTELLIGENCE COMMUNITY
(5th revised edition) By Jeffrey T. Richelson - Westview Press

Zegart argues that after the Cold War
ended, the CIA and FBI failed to adapt to
the rise ofterrorism. Shemakes the
case by conductingpainstakinganalysis
ofmore than three hundred intelligence
reform recommendations and tracing the
history ofCIAand FBI counterterrorism
efforts from 1991 to 2001 , drawing
extensively fromdeclassified govern­
ment documents and interviews with
more than seventy high-ranking
government officials. She finds that
political leaders were well aware ofthe
emerging terrorist danger and the urgent
need for intelligence reform, but failed to
achieve the changes they sought. The
same forces that have stymied
intelligence reform fordecades are to
blame: resistance inside US intelligence
agencies, the rational interestsof
politicians and career bureaucrats, and
core aspects ofour democracy such as
the fragmented structure ofthe federal

F
romtheauthor of The
Wizards ofLangley, this
definitive survey of theUS
intelligencecommunity,

covering itshistory, organisations,
operations, and management in
detail, is now fully updated with new
material on homeland security,
intelligence sharing, POWand
detaineeinterrogation, and national
intelligence organisations.

the mythic and
deeply
misunderstood
dark-eyed
siren to find
the truth.

Mata Hari 's life reads like both an action­
packed adventure tale and passionate,
poignant romance. Shipman reveals new
informationabout this beautiful, brilliant,
and dangerous woman, tracing the web
ofconnections between her professional
and personal lives. Once called "an
orchid inafieldofdandelions,"

MataHari was one of akind,arichand
multifacetedpersonalitywhose
ambitions and talents propelled her
breathtaking rise - and hertragic fall.
Hardback464pp

Available from Eye Spy
Ref: ES/1247 £23.50 $48.00

Her blissful
Dutch
chi ldhood as
Margaretha
Zelleended abruptly with her parents'
emotionally scarring divorce and, shortly
after, her mother's death. Shuttled offto
reluctant relations, Margaretha
impulsively married amuch older man,
who gaveher syphilis (then incurable)
and took her tothe DutchEast Indies,
where the unhappy marriage exploded
into vic ious hatred following the death of
their oldest child. Fleeingher tragic
marriage, she reinventedherself as Mala
Hari, ascandalously sensual dancer with
an Indies nameand an Indies aura about
her novel "artistic" dances.

BOOK RELEASES

FEMME FATALE:
ABiography of Mata Hari: Love, Lies
and the Unknown Life of Mata Hari
Pat Shipman
Weidenfeld & Nicolson

In1917, the notorious Oriental dancer
Mata Hari was arrested on the chargeof
espionage - and the deaths of atleast
50,000 "gallant French soldiers"; less
thanoneyearlatershe was tried and
executed. Themistress ofmanysenior
Allied officers and government officials,
even the French minister ofwar, she had
asharp intellect and agolden tongue
fluent inseveral languages; she also
travelled widely throughout war-torn
Europe, with seeming disregard forthe
political and strategic alliances and
borders. But was she actually aspy? In
this persuasivenew biography, Pat
Shipman explores the life andtimes of
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Available from Eye Spy
Ref: ES/1253 £27.00$48.00

Available from Eye Spy
Ref: ES/1254 £11.99 $30.00

Seven men - three British, three French
and one Senegalese - born hundredsof
miles apart and separated bynationality,
race, religion and class... yet all have a
unity atthe timeoftheir death. Though
ordered toretreat, themendecidedto
stay inthe village ofCriquebeuf,
Normandy, where they faced asuperior
German infantry. They managed to
destroy abridge that would have
otherwise been useful to the enemy.
Through painstaking research, this
account tells ofthe mens' backgrounds
from birth tothe out break ofthe second
worldwar... their loves, hopes and
despair, and their optimism in the faceof
thegreatest danger. It describes the
comingtogether of their fates. These
were ordinary men, yet atthe same time
extraordinary intheir stubbornness and
ability togainthetrust and affection of
their friends, families and neighbours...
andthe respect oftheir enemies. In
following their transition from bored
labouring battalions during the 'Phoney
War' tofightingmen inthe last desperate
battlebeforethe defeatofFrance, this
fictional account breathes lifeinto a
long-forgotten yet heroic incident ata
time of greatturmoil. This fictionalised
account ofatrue story isamoving
tributetoanoble band ofmen whose
story has been hidden foryears. Soon to
be made into afilm byCentury Aspect
Films. Paperback 452pp

THE GREATER SHARE OF HONOUR
KimJames
Matador

points." What's the point thenin
spending afewdays digestinga
manuscript lookingfora sensible
balanced argument. However, to
comment properly the book must be
read.True, the CIA has ashadowy past
that it hopes people don't dwell too long
on, but Weiner couldn 't even wait until
the ink had dried on the insidepages
before he vented his hatred - he started
on the cover! Amistake. Someone from
Langley must surely have upset Weiner.

The publisher'S insight continues:
"Legacy ofAshes makes clear that the
CIA has always been ablundering,
ruinously incapable organisation, with
each decade providing its own low

Plain daft... though provoking? Perhaps
both. Large Hardback 400pp

Available from Eye Spy
Ref: ES/1252£28.00 $55.00

LEGACY OF ASHES:
The History of the CIA
TimWeiner
Allen Lane

Thepublishers blurbabout Weiner's
controversialbook is solop-sided and
anti-CIA that is it's hardly surprising the

I rest ofthe 720 pages are filled with
much ofthe same. The dust jacket

reads: "Since
its creation in
1947, theCIA
has been a

....~....,...,.,....~, byword for
everything that
is sinister and
ruthlessabout
America's
projection of
power during
the ColdWar
and with the

'war on terror'. There have been few
major political events around the world
inwhichthe hidden handof theAgency
hasnotbeen seen. Incountless movies
and books, the CIA has been shown as
decisive, brilliant and incontrol of its
own secret world: the image of
omnipotence." Weiner injects: "But this
is an illusion.Inreality, the CIA has been
incompetent, naive, chaotic. and a
danger toAmerican interests forsixty
years."

Great works ofart, scientificdiscoveries
and historic decisions areshowntohave
arisenoutofthese altered states - and
with aremarkable unanimity ofpurpose.
This history is crammed with more
esoteric believe-it-or-nots than any book
since Blavatsky's 'TheSecret Doctrine',
but it does also have aserious,
philosophical undertow, which is the
suggestion that with aslight shift in
consciousness, the world and itshistory
canbeseen to bevery different towhat
we havebeen broughtup tobelieve.

been helped to understand what is
supposedly encoded inkey texts bya
high level initiateofmore than one secret

I society, inone case initiated to the
highest degree. So he says. Leonardo,
Newton, Washington, Napoleon and an
astonishing numberof the great menand
womenwho have made history are

I shown tohave used the secret
techniques to achieve altered states that
have been nurtured and preserved bythe
societies. There, they believe, they
access ahigher intelligence and see the
world as it really is.

Available from Eye Spy
Ref: ES/1251 £1 8.99 $40.00
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THE SECRET HISTORY OF THE
WORLD:
As Laid Down bythe Secret Societies
Jonathan Black
Ouercus

For seven-and-a-half years, Ross
worked as atop-level undercover agent,
operating inmany political hotbed areas
inthe world.

InTheVolunteer, hedescribes hisrolein
the captureof the three senior al-Qaida
operatives who mastermindedthe1998
attacks on American embassies inKenya
and Tanzania, ajoint Mossad-FBI
operation that uncovered asenior
Hezbollah terrorist based intheUnited
States. Many of theoperations Ross
describes have never beforebeen
revealed tothe public. Hardback 288pp

The book isbased ontwentyyears
research and, crucially, the authorhas

money ranout, he woundup workingon
akibbutzin Israel, where he fell in love
withthe land and its rnulti-Iayered
history. He immersed himself in Israeli
culture, converted toJudaism, married a
Sabra, and adopted Israel's strugglefor
survival as his own. He joinedtheIsrael
Defence Force and was then recruited
forthe Mossad's most elite andstoried
covert-operations unit,~

Available from Eye Spy
Ref: ES/1250 £11.99 $19.99

Here is theunseenAmerica of
government facilities and installations
protected byawall of secrecy,
deception, and misinformation. It
includes huge, isolated areas (some
larger than the states ofConnecticut and
Rhode Island), along with innocuous
office buildings located inthe middle of
major cities. This "other America" has
an enormous impact on your life, but
you probably have little ideaof its extent,
scope, and power.

Your Travel Guide toGerm Warfare
Laboratories, Clandestine Aircraft Bases
& Other Places inthe United States
You 'reNot Supposed ...States You 're
Not Supposed to Know About

TOP SECRET TOURISM
Harry Helms
Feral House

This book invites you tovisit this top­
secret America. Listings are bystate,
and each facility/site entry gives its
history, discusses the activities carried
on there, explores various rumours, and
provides maps and directions toevery
location.

THE VOLUNTEER:
My Secret Life in the Massad
Michael Ross
Vision

None ofthe intelligence here was taken
from classified sources; everything was
on the public record and obtained
through visits and patient digging. Since
the9/11 attacks, much of this
informationwas removed from public
dissemination. To those who think that a
book like this discloses vital government
secrets, author Harry Helms says: "Get
real. If I can find this stuff out, the
Russians, Chinese, andvarious terrorist
groups also found it out a long time
before I did. "

Adventurous travellers and truth-seekers
willwant toknow how tonavigatewithin
top-secret America. Softback 224pp

In1982 Michael Ross joined the legions
ofNorth American 20-somethings
backpacking around Europe. When his
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"
eter, I want to you review anew piece ofequipment
that has arrived from the States. " Eye Spy's editor
had just taken delivery ofanew hand-held torch
(searchlight) direct from the manufacturer and
costing afew thousand dollars. "Youwon 't believe
how powerful it is, " he said.

I couldn't exactly get overexcited about a 'torch'... could I?
Designed by a "Teamguy" (US Navy SEAL), yes it's going to
work underwater but you turn it on. light shines out of one end,
it may survive adrop on aturtles back orawhack with apaddle
but what else can atorch do other than shine light?

Not really too enthusiastic I agreed take a look atit. My initial
thoughts were, 'what's the point, there aresomany outthere,



Primarily, this is more than ajust atorch: it's a
professional searchl ight designed and
intendedforuse by professionals, the military,
law enforcement, the emergency services and
search and rescue. I would also say hunting ­
but you wouldhave to be awealthy huntsman
as thesearchlight costs in the regionof
$2,100 (£1,1 00). It's not something that you
would wish to leave inthe trunk ofyour car or
oa t I u

So what do you get for your money? Besides
the device, ahigh-quality protective case,
Lithium Ion battery, wall charger, shoulder
strap and atactical quick-release lanyard. It
was pleasing to see that you can also obtain a
number of coloured filters including infrared,
which would be very effective with night vision
devices orthe "night shot" facility on some
camcorders. The spec, also states that it is

t 0 depth of300 feet
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100 metres) , which isa lotofpressure at
that depth. Not everyone needs the ability
to see in the dark at 200 feet below the
surface but you never know when your
submarine springs aleak and the captain
has volunteered you to go outside and take
aquick look

So what about the beam; the important bit?

Switching it on is simple and could
easily be done wearing diving gloves
orarctic mittens but I have acomment
about that later. The spec, says the
lamps output is 4000 lumens which is
extremely, extremely bright and I've said
it twice because it is. I field tested the
machine and discovered that it not only
covered agood arc but also illuminated
trees on the other side ofthe valley
approximately 1,100 metres away. It also
worked well against car registration plates
at that distance (see through binoculars).
The light isvery blinding and even its
reflection bouncing from something
nearby such as awall ortree can leave
blind spots on your eyes forquite a
while. So users be careful.

I quickly came to the conclusion that
this has got to be the most powerful
hand-held light I have ever come
across.

Its uses and applications are many
due to its long distance range and
brightness. Not only does it provide
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The searchlight
turns night into day

fantastic illumination at great distances, but
also any reflections from the beam make it
appear to reach further. In amaritime
environment the device will be ideal for
search and rescue andalso during hostile
boat boarding operations to control those
on deck. The target crew will be partially
blinded and by virtue not be able to see the
boarding party behind the lamp.

Search & rescueteams on land, operating
in the mountains, openmoorland or in
caves will find this useful as one person
with aPolarion takes the place oftwo or
three others with smaller flashl ights.

MILITARY APPLICATION

Asearchlight can be adouble-edged
sword because it identifies where you
are (theuser) but the range ofthis
can give you theedge, especially with
an infra-red filter. Covering border
crossings and vehicle checkpoints can
be done from adistance especially if
there is a risk fromhostile small arms
fire. I am sure theforces operating in
the caves ofAfghanistan at this
moment in timecould do with afew
Polarions if they haven't got them
already.

I read some ofthetrial reviews on the
company's website from US Special
Ops personnel who had field-tested it
almost to destruction. They found it still
worked after dropping it 250 feet from
ahelicopter, freezing it in liquid
nitrogen and then heating it up to 130
degrees. That is some test. I just took
it out on to theroll ing hills ofthe
Yorkshire Dales and I don't think the
local rabbits or local wildlife were too
impressed! Whenthey see me
coming now theanimals break out

the Ray Bans - and I definitely won 't be



taking this on any journey through aParis
tunnel.

Two criticisms which I hope are constructive
for the team from Polarion. Atailored soft­
padded case would be very useful, especially
if there are occasions when it will be carried in
arucksack. Ifyou don't have aprotective
case, it could get wrapped up inacamouflage
net orafleece and that's not the way totreat
an expensive piece ofequipment that might
save sorneone's life...oryour own.

The other point is the switching mechanism. It
isvery easy tooperate by turning acustom
metal ring orband around the body ofthe
torch just behind the lens. I felt that the friction
was not tight enough and imagined it being
placed in a rucksack orabag and accidentally

switching itself on. Not only would this drain
the energy-sapping battery but its also very
likely to create heat and start afire as the lens
does get quite hot. There is also the problem
of it being switched on accidentally at night
which would not be amusing if you get hit
"square in the eyes", it would really hurt.
Therefore, I would like to see asecond
"safety" switch forthose reasons mentioned.
Itwould also be good to see aversion that
supports trimming ofthe beam toconvert it
from wide to narrow. However, this might
defeat the object and intentionofthe Polarion.

I definitely give the Polarion the "thumbs up"
with both hands. It is probably the most
powerful hand-held torch (searchlight) I have
ever used and come across. I wish the team
at Polarion luck in getting it out there tothe
right people.

And finally, it'sashame the Polarion
was not around in1940. Given to
every household in London, Coventry
and other bomb-ravaged cities, it
would have augmented our air
defence sites!



UK£249.00 USA
$325.00 ROW:

£260.00
Order code:

TX-HOMEGUARD

Leave on desk, shelf, carry in pocket
or even give to target!
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HOMEGUARC

··r••• •• • · ·

Personal security digital video recorder. Homeguard
is a simple but dependable security surveillance
system that requires nowiring, software or exterior
power source. Simply place where you require video
footage. It will record continuouslyor take snap shots
at given intervals. Looks just likean air freshener/
purifier. For a full review of this fantast ic productsee
Eye Spy 41 or visit www.eyespymag.com

Contained insidethe ordinary pen is a powerful micro­
phone. Simply plugthe lead into a recorder and record any

conversation without the worry of tryingto hide a body­
worn microphone. Can be hidden in a desk ete.

Order code: L-PN1 UK£2 5.00 USA$48 .00 ROW £28 .00

BALLPOINT PEN UHF
TRANSMITTER

New to ESPL:s equipment range is this smart innocent-looking working biro
complete with one of our most powerful UHFtransmitter s. Unit can be use
in overt or covert fashion - and has a range of around 900ft . Use with any
Eye Spy receiver.

Image light-blasted to
show microphone 'A'
flag channel sticker

removable

EYE SPY PEN MICROPHONE

GAl N ~r

This highly rated product is
one of the best anti­
burglar-intruder systems
available today. Simply turn
on (no installation required)
and the realistic dog bark
sound increases as its
internal radar senses
someoneapproaching the
door. Barkgets louder as
person nears door. Going
on hol iday or just goingout?Protect your home,
family or office with this superb security
system.

UK£90.00 USA $125.00 ROW: £100.00 Order code: TX-EWREX

ELECTRONIC RADAR WATCHDOG

Fits snugly in purse. wallet or pocket. Battery
operated - easy to use

Order code: ES/SFI
UK £79 .99 USA$135.00 ROW £110.00

Countermeo U es for personal security..

TEL. 01756 770199 UK / TOLL FREE 877 309 9243 USA

SPVFINDER
COVERT CAMERA DETECTOR

SPYFINDER hidden camera detector/ locator must rank
as the most reliable and easyto usetechnology onthe
market for making sure you are not beingwatched. Ideal
for defeatinghotel and office snoopers. Its function is
based onthe principleof opticalaugmentation. Simply
scan the room and hiddencamerasreturn the beam
which resembles a flashing pulsating light.



SPECIAL SUBSCRIBER
PRICE UK £325.00

USA $599.00 ROW £375
Order Code: CBE-LESUB

-
SPY PEN ONLY

UK £225 .00 USA $395.00
ROW: £250 .00 Order code: TX-SPVPEN

High-quality full-colour wired pen camera
powered by OVR (includedJ. Simple and
reliable - video is uploaded directly into
OVR for storage,viewing and editing. SO
cardnot included.

FUll SYSTEM: UK£325.00 USA$595.00
ROW: £350.00 Ordercode : TX-SPVPENICAM

WARNING: Some of the pro ducts adver tised
in this magazine may be il/egal to operate in
your country Please familiarise yourself with

the law as it affects you.

ECONOMY
HIGH-DUALITY COVERT CAMERA AND AUDIO

RECORDER PLUS COLOUR DISPLAY

BLACK

Order Code: LS·SM1 UK£17.50
USA $38.00 ROW £18.00

Seed microphone so small it can be
concealed anywhere - hide in a car,
under door, bag , sleeve, belt etc. The
length of lead is 36 inches - but we
can customise this for you - £1.00
($1.75) for every additional 12
inches. The microphone headis just
5mm in width

EYE SPY SEED COVERT VIOEO PEN
MICROPHONE CAMERA WITH

COLOUR OVR

VIDEOTEK CAMERA F INDER
LOCATE AND VIEW ANY SECRET CAMERA

UK£399.00 USA$695.00 ROW: £420.00 Order code: TX-VIDTEK

EYE SPY SUBSCRIBER PRICE! Offer ends 30 October 2007

UK£374.00 USA $645.00 ROW: £399.00 Order code: TX-VIDTEKSUB

Wireless camera hunter locks-on to any wireless video
liiilil" 1IJ",' il camera and displays the transmission on its built-in

screen. Automatically scans all the commonly used
video frequencies in less than five seconds and locks-in

on any video camera transmitter. Besides displaying
whatthecovert camera sees, it also sounds an audible

alert tone. Selectableantenna sensitivity
allows lock-in on sources up to 500ft away (depending

onpower of source transmitterJ. Durable all-metal
case. Eye Spy recommended for countermeasures.
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COURTESY: USAF VIA RAMSTEIN AFB GERMANY AIRMAN 1ST CLASS KENNY HOLSTON------ ....

s exclusively reported several months ago inEye Spy, mem­
bers ofal-Qaida planned tocommemorate the anniversary of9/
11 by attacking US facilities inGermany. Our sources correctly
revealed inearly July, Frankfurt Airport and other US military
sites, including the important Patch Barracks, headquarters for
the European Command (EUCOM), were being surveilled by
terrorists. In September, German security services swooped on

an holiday home arresting three prominent members ofan al-Qaida "inspired"
terror cell. German federal prosecutor Monika Harms saidthe men - all intheir
twenties - and identified as Daniel S, 22, Fritz Gelowicz, 28 and Aden Y, 28, had
trained atcamps inPakistan and already procured some 200 gallons ofconcen­
trated hydrogen peroxide formaking explosives - the same sort ofmaterial used
bythe London 7/7 terrorists. "This is really agood day forsecurity in Germany,"
she said. Some commentators called it a "wake-up" call forGermany.

In issue 49, Eye Spy revealed that over the summer months, Germanofficials
had qu . ned several suspects inconnection with terrorist reconnaissance of

Frankfurt Airport. It has now been confirmed that one ofthe
ted on 5 September, was one of the original detainees. On 31

Germany's elite GSG-9 anti-terrorist unit
arried out the raid resulting in the arrest of

three suspects central to the plot

I~y[ Spy IN1LliGENC ,IAGAZ''JE 5' 2007



didn't take too long
to link German
news snippets that
covered earlier
arrests, suspicious
sightings around
base perimeters,
and an announcement saying there was
increased security measures being introduced
atmajor German airports.
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On 5 September, heavily armed officers from
Germany's crack GSG-9anti-terrorist un~
detained two ofthe suspects as they sat on
the balcony enjoying the sunshine. The two­
storey rented holiday home in Obserschledorn
central Germany, had been completely
surrounded by armed police. The house

>-

THE RAID

Monika Harms:

"This is really a
good day for
security in
Germany"

. ....

CIA surveillance officers tracked the
German terror suspects to al-Qaida

training camps in Pakistan

US security guards also monitored avehicle
close to Patch Barracks near the city of
Stuttgart. Further undercover operations
involving the CIA and BND ­
Bundesnachrichtendienst (Federal Intelligence
Service), exposed an operational terror cell
with as many as 15members and links tothe
Far East.

Eye Spy researchers first learned ofthe
undercover investigation after sources
revealed an increased presence ofair mar­
shals on flights leaving Germany. "Whentwo
orthree marshals ride in aeroplanes it's
usually asignal that the authorities sense
something," said asecurity consultant. It

Aweek later, officers from the BKA searched
Gelowicz's Ulm apartment - though few
details ofwhat was actually found have been
released. Nevertheless, evidence grew that the
authorities had stumbled across asleeper cell.

Eye Spy's report - issue 49

Left: 16 August 2007 - US military
police at Ramstein AFB check creden­
tials at the massive base. Security has
been increased since German and US

intelligence combined to foil what
promised to be a "massive bombing

campaign" against US targets

December 2006, he was spotted in avehicle
driving suspiciously slowly outside theHutier
Barracks inLamboy, part ofthe massive US
Army military installation- Hessen-Hanau
(nearFrankfurt) - one ofthe largest military
communities in Europe. When asked to
explaintheir actions - themen said they
"wantedtosee how Americans celebrate New
Year's Eve." They were released without
charge. This was probably adeliberate
securityact intendedtoexpose other mem­
bersoftheterror cell. At the same time, NSA
started monitoring Gelowicz's e-rnails - but
were initially confused as they were being sent
toan 'Abdul Malik'. It latertranspiredMalik
was in fact Gelowicz.
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other materials to produce a
bomb with theexplosive power
of550 kilos of TNT. Officials
saidthe bomb would have been
threetimes as big as that used
todestroy the FBI building in
Oklahoma.

had managed tofit atracking and listening
device inGelowicz's car. At some point, police
had secretly drained the hydrogen peroxide
and exchangedit with aharmless substance.
The terror suspects, unaware ofthe switch,
continued their plotting in earnest. Police
believe that thiswas intendedto be mixedwith

Other materials in the house, includingcode­
names, addresses, contact points and
telephone numbers were also found. Two
laptopcomputers were taken away. However,
it isbelieved German intelligence had already
discovered the gang's supply ofthe liquidas
early as June - hidden inagarage somewhere
inthe Black Forest. On atripto Hannover to
purchase the chemical, undercover officers

had been under surveillance since 17 August
- officers patiently awaiting the suspects
arrival. This indicates German intelligencehad
inside knowledgeofthe men's movements.
Duringtheraid, one man didescape through a
bathroom window. He was tackled by apolice
officer but thefleeingsuspect managedto
grab hisfirearm and shoot himinthe hand. He
was instantly arrested by fellow officerswho
hadthrown awide cordonaround the house.
The raid was authorised after asurveillance
team confirmedthatthe gang was moving
"suspicious containers" to another location
wherethey had hidden military-grade detona­
tors. It latertranspired the detonators were
manufactured inSyria.

Forensic specialists said the containers held a
largeamount of 35 percent solutionof hydro­
gen peroxide. At the same time, 40 other
addresses throughout Germany were searched.

THE SWITCH

COURTESY: USAF VIA RAMSTEIN AFB GERMANY
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programme" which saw some
suspects allegedly monitored.
Despiteavast majority ofUS
citizens supporting the pro­
gramme, it was shelvedonprivacy
grounds. "If you're going todo
cyber security, you have to spy on
Americans tosecure Americans,"
said one former government
official familiar with NSA's
operations. "TheCI would be a
very major step."

has been an "increaseinspying
activity from Russia and China."
He too compared what's
happening inthe United States to
the old "ColdWar days when KGB
officers pounded the streetsof
Washington.

Commissioner Sir Ian Blair, said:
"DACPeter Clarke has performed
outstandingly. His contribution to
the fight against terrorism has
been truly significant."

The NSA was caught up inthe
2005 "warrantless spying

code-named CI - or 'Cyber
Initiative', but criticsofthe NSA
have already started to moan it
will mean examining records and
Internet traffic of US citizens. The
programme is saidto involve
2,000 personnel fromNSAand
other agencies. Because of its
domestic role, the NSA's charter
would need revising.

Moscow's failure to hand over a
key suspect inthe assassination
ofAleksander Litvinenko. It is
believed the four were members
of Russia 's SVR - theagency
tasked with gathering foreign
intelligence.

It's not just Britain who is
complaining about Russian spy
activities. Michael McConnell,
head of US National Intelligence,
told the House JUdiciary
Committee that additional
[security] measures are still
needed,not least because there

He led theinvestigation intothe
terror attacks on London inJuly
2005, quickly identifying those
responsible. He was also in
charge when Princess Diana was
killed inacar crash in Paris on
31 August 1997.

MrClarke has been the public
face ofBritain 's fight against at­
Qaida, and was a calming
influence during moments of
great tension.

WASHINGTON: The world 's most
secret intelligence service - NSA ­
isset to start wielding itspower
onhomesoil. Anew programme
run inconjunction with the Dept.
ofHomeland Security, will be
enabled tothwart attacks on
government, business and private
Internet communication networks
bycyber terrorists, hackers and
others intent on espionage. Little
is known about the highly
classified operation, other than its

LONDON: Atleast 30members
accredited tothe Russian
Embassy inLondon are actively
engaged in espionage orother
activities, according toWhitehall
sources. This isabout the levels
seen during the height of the Cold
War. Other officials are using
agents and supporters tomonitor
and report on the activities of
exiled Russians such as Boris
Berezovsky (pictured), the
billionaire and outspoken critic of
President Vladimir Putin. InJuly,
Britain expelled four Russian
diplomats inresponse to

Russia's Spies on the Move

MOSCOW: Pravda reported that Russian military intell igence analysts believe the mystery crater in
Peru that apparently made dozens of locals ill, was infact one ofthe UnitedStates most secretive spy
satellites, the KH-13. Journalists evenconjectured that the satellitewas destroyed byarenegade unit
atthe USAF30th Space Wing located atVandenberg Air Force Base inCaliforniaas it manoeuvred to
target Iran! Moscow scientists were told what fell to earth was the satellite's main power generator
powered bythe radioactive isotope Pu-238. Officials from various scientific bodies, however, said
none ofthe visitors to the crater was suffering from radiation poisoning - as reported inRussia.

Head of Counter Terrorism
Command to Retire

NSA Targets Cyber Terrorists

Peru Meteor=US Spy Satellite=Disinformation

LONDON: Following careful
consideration, after more than 30
years service in the Metropolitan
Police and some five years in his
current role as well as National
Co-ordinator ofTerrorist
Investigations, DAC Peter Clarke
has decided to retirefrom the
police service on 31 January
2008. Reluctantly, the Metropoli­
tan Police Authority and the
Commissioner have accepted his
decision.

UNJTED STATES AJR FORCE

"" K:(
~~~
WELCOME TO

RAMSTEI AIR BASE

Once the three men had fallen under the BKA's
radar earlier this year, the CIA helpedtrack the
suspects toanumber ofterrorist training
camps in Pakistan controlled by members ofa
group calling itself Islamic Jihad Union. The
group has known ties toal-Qaida operatives in
Uzbekistan.

Joerg Ziercke (above left) , head ofGermany's
Federal Police Crime Office
(Bundeskriminalamt - BKA) confirmed the cell
was exposed followingareconnaissance
operation. "Thethree men - two German
converts to Islam and aTurk were seen
observing an American military base in2006,"
said Ziercke. He also made reference tothe
size ofthe planned bomb. "This would have
enabled them to make bombs with more
explosive power than the ones used in the
London and Madridbombings. "

The arrested men had apparently no source of
income other than their unemployment benefit.
However, the BND and officialsfromthe BMI ­
Bundesministerium des Innerns
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August Hanning - "Attacks would
have been greater than London and

Madrid..."

(Interior Ministry), are liaising with UK officials
to establish if they - orother members of the
terror cell, received financial aid from associ­
ates inLondonand elsewhere. Renting holiday
homes, lock-ups, vehicles and purchasing
bomb materials costs money. And though the
Germanbenefit systemis good - it doesn't
pay thatwell. Detectives are certainthegang
receivedfinancial assistance.
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9/11 HORIZON

Mostof thegang's targets insideGermany
were American. "This group distinguishes
itself through its profound hatred ofUS
citizens," Ziercke said sat alongside Harms at
apress conference. Behind them - acting as a
menacing backdrop - anumber ofthe large
blue containers police had seized containing
the hydrogen peroxide. Officers believe the
attacks were tocoincide with the 6th anniver­
sary of9/11. As forthe proposed bombing of
FrankfurtAirport - th iswas tobea"lesson"
forBerlin because of its wider support for
Washington inAfghanistan and the general
war on terrorism.

INVESTIGATION

Deputy Interior MinisterAugust Hanning,
former head ofthe German intelligence
service BND, confirmed that atleast 10other
suspects are being sought. Germans, Turks
and other nationalities who acted as 'bag
men', recruiters, couriers etc. have all been

The terror gang
made monthly

visits to a sup' tier A

of hydrogen
peroxide in
Hannover-

numerous large
containers were
purchased, What
the gang did not
know is tHat they

were being -JOt.""_
surveilled

identified. Anumber have been detained
though several have fled the country and are
on the run. Most ofthegang received training
inPakistan though it is believed the German
converts were being groomed to breach
security and deliver thebombs in three
vehicles.

In the last few years al-Qaida has set in
motion aprogramme to recruit "white­
European-looking operatives". Many ofthe



This recent photograph of Ramstein AFB shows building work in the distance. The new apartments are for US
personnel and their families. Had the terrorists breached security and detonated the car bombs - casualties would

have been significant

• On the eve of the sixth anniversary of9/11 , the US air base atSpangdahlem in Germany, was
put on high alert after an anonymous telephone call was received by the authorities saying it
would be attacked. The caller spoke with aRussian orTurkish accent, and said he and "four
friends" would "bombthe base". German police are unsure if the threat was genuine orthe
work ofahoaxer. The US has 64,000 active service personnel in Germany.

~~••••

trainees travel totheterror camps from Europe
- on holiday visas. It's evidenceenough that
al-Qaida has established a secure 'routetothe
east' and has rebuilt many of the remote
facilities it uses to trainoperatives in the artof
bomb making, anti-surveillance and money
laundering. Many of the recruits, and espe­
cially couriers, are provided with false
identities and finance.

AI-Qaida's use of peroxide-based explosives is
well known. The terror manual which instructs

operatives shows how it can be easily
assembled from materials available at
chemists and other outlets, and provides
confidence tothe terrorist by announcing "it is
impossible forthe forpolice to detect".

Another firm favourite istriacetone triperoxide,
or TATP. This can be made from household
goods such as nail polish remover and
hydrogen peroxide by concentrating the
solutions and mixing them with other ingredi­
ents. The problem forwould-be bombers is
that the resulting mix is highly unstable and
can detonate atany time. Examining the hands
ofsuspected bomb-makers is one ofthe first
tasks anti-terrorist police conduct in Israel. A
hand minus afew fingers isatell-tale sign that
the person has atsome time dabbled in
bomb-making.

ENDGAME

InApril 2007, German intelligence advised
their CIA colleagues that the terror cell had
rented the house in Hanau - close to the US
base. From that moment on, a300-strong task
group planned forthe successful conclusion
ofthis most complex investigation.

On 20 July, asurveillance team followed
Gelowicz and Adem Y. tothe northern German
city of Hannover. Here he purchased more
chemicals. Itwas the terror cell 's fifth such
purchase ofhydrogen peroxide intotal - one
every month since February - and everyone
monitored. Thiswas to be the gang's last
shopping trip.

HESSEN: TheUSArmyGarrison
Hessen. is headquartered in
Hanau. Germany It is comprised 01
theHanauCommunity, USAG
Wiesbaden in Wiesbaden, USAG
Baumholder in Baurmolder and
USAG Giessen inGiessen, providing support to
approximately 45,000troops. lamilymembers, civilian
employeesas wellas a large communityof retirees
who live, workand train within the USAG Hessen area
01 operations. TheUSAG Hessen is strategically
situated lor deployment of US forces by rail, road, air
and waterways.

RAMSTEIN: Part of the Kaiserslautern Military
Community, Ramstein Air Base servesas headquar ­
tersfor USAir Forces in Europe (USAFE) and is also a
NorthAtlantic Treaty Organisation (NATO)installation.
Ramstein is locatednear the town01 Ramstein, in the
rural districtof Kaiserslautern,Germany.Besides
Americans, the installation's populationis comprised
of Canadian, German, British, French, Belgian, Polish,
Czech,Norwegian, Danishand Dutch forces.
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be singled out for"special attention" thus we
collapse inwards and our persona, personality
and demeanour changes dramatically. Suddenly
even senior staff shirkresponsibility - not always
- but being responsible forstaff doesn 't extend to
losing your life.

In the undercover world ofdisguise, trying to
utilise this "effect" purposely, and to one's
greater advantage, ispart of the training
programme. If you can merge with your
surroundings better than others, then this will
impact on your ability to use disguise to deceive.
Perhaps the only danger is over confidence.

CONTEXT AND STEREOTYPING

Hiding inplain sight isaphrase used often inthe
intelligence and security world. Fully fledged field
officers (spies to the opposition) assigned to
diplomatic posts in overseas embassies can
operate with some protection and do not
necessarily need adisguise. They may, from
time totime, use adecoy to reach adestination,
dress unfamiliar to confuse, change a routine
etc. , and employ doubles to outwit their
opponents. At the very least, it keeps an
adversary on his toes. They are experienced
intelligencecollectors - and it is rare to find men
and women belonging toaband involved in
disguisetechniques - though it does happen.
During the Cold War, CIA and MI6case officers
played agame of 'cat and mouse' on the streets
ofMoscow, Berlin and other cities. But far from
using equipment and gadgets more suited to the
silver screen, these people also used cunning
and common sense... and the odd disguise.

Technicians, engineers and representatives
working foran overseas company can also
venture into places on interest, but they too
attract suspicion from counter- intelligence and
espionage services. The industries they
represent can be problematic toahost nation. In
recent times, more and more espionage is being
conducted by students from foreign lands ­
infiltrating universities, places of learning,
defence contract firms etc. In time, many of
these persons will end up athigh-end - high-tech
institutions and companies. The results fora
host nation can be disastrous. China is one
country at the leadingedge of using students to
gather intelligence. Iran is another.

People occupying such positions are monitored
forbreaches insecurity, and "hiding in plain
sight" does not necessarily mean they canact
with impunityall ofthe time. On the other hand,
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few would suspect awaitress serving dinner ata
leading cityhotel frequented bydignitaries,
politicians and business people. This is stere­
otyping atits best. Persons performing everyday
tasks, wearingthe "uniform" of non-threatening
industries, a hall porter, bus driver, postman,
shop assistant, nurse, doctor, telephone
engineer, courier, petrol attendant, hall porter
etc., actually blend into our world . We know and
expect to see them all atsome time inthe day,
harmless uniformed service workers performing
essential jobs.

For those charged with training operatives in
disguise techniques, the aforementioned job list
is ofgreat value, and aphysical disguise is rarely
required to complete the illusion - it is already
there.
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QUICK CHANGE DISGUISES

Ultimately, being ableand knowing when to
converse, augments the mental preparedness of
an agent engaged indisguise techniques. To help
see ourselves as others do, recruits will be
recorded performing ordinary tasks. Once fully
conversant withthemselves, they are asked to
change simple aspects of their appearance,
behaviour, speech, loudness and persona. The
results canbedramatic - likebumping into a
person you haven 't seen fortwenty years.

Tuesday 1.30pm - Ath leticwhite man with black
hair and grey beard commitsmurder. 3.00pm ­
Pol ice issuesaid description to investigators and
public. 4.00pm Murderer visits barber dies hair
blond - shaves offbeard and purchases walking
stickand slingfor "broken" arm effect. It'sone
reasonwhy pol ice insist on caveats when
issuing descriptions about asuspect - they
realise that even dumb criminals make the effort
todisguise themselves. Descriptions issued are
basic. As further information is gathered, they
may become morecompleteand detailed.

• InparttwoEye Spy looks at techniques used
tochangeanappearance... wigs, glue, blusher
andnicotine required...

Tony Mokbel's Bad Wig Day

But confidence can be a problem formany
operatives. For aprofessional service, weeding
out those not up tothe task isessential. What's
the pointintraining someone fortwelve months
who is brilliant at changingplaces or changing
appearance, if he orshefalls apart when
questioned orends up inan awkward position or
environment. To help alleviate nervousness,
operatives are invited to describe themselves and
relateinitiatives that they believe would change
their persona and appearance. Some people
make abruptgestures, sweeping hand move­
ments, are loud or quiet. Altering any part ofyou
can beauseful disguise. We all know "some­
thing iswrong" when a happy-go-lucky person
sits quietly and is subdued. It's like twodifferent
people- changingof the character - all without
the need ofa make-up artist. Mastering and
utilising these normal reactions isakey element
indisguise.

Police are still puzzled why the crime lord didn't make a bigger effort to conceal his identity in
Greece. True - he grew a well-trimmed beard and moustache and dressed likea local. but there
wasa majorproblem. After he arrived in Athens, he teamed up with some folk, bought a shipping
company and continued his lavish lifestyle. He then purchased an ill-fitting wig. When the authori­
ties found the wig theysimplycould not believe it. Perhaps morebizarre, is the revelation that his
girlfriend wasa hairdresser.

It'sbizarre but true, and probably agood thing ­
the world does not see what you see in the
mirror. This also applies to your voice. Sound is
avital element ofdisguise and can be used
effectively on itsown orincombination with
other techniques. Sound allies behaviour and isa
useful component of disguise.

MIRROR IMAGES - DRESSING UP

When tasked withaspecific job, forexample, the
monitoring ofahandsomeoffice worker
suspected ofespionage, the operativemustfirst
learn role play and duties. Finding employment
fortheagent is the first hurdle to overcome.
However, if national security is involved few
establishments bigorsmall, would beill-advised
not to cooperate. Adegree ofknowledge ofthe
job is essential inthat thetargetmay become
inquisitiveif too much attention is being paid to
himorher. Acting and the ability to deflect
difficult orawkward questions is another element
ofdisguise. It must neverbe underestimated.A
quickresponse, be it verbal, body languageor
other is crucial. Similarly, being ableto see and
understand the target's behaviour, their routine,
timekeeping etc. must be taken into account.
Tiny clues might emerge likeruffled dress wear,
an unshaven face - perhaps indicatorsofa long
night... oracovert 2.00am meeting. Acting to
befriend apersonmight put theoperativeina
position to ask personal questions - embed
themselves into their life. It'sone reason why
intelligence services still use "honeytraps"...
though this type ofagent is chosen through
positive discrimination - for obvious reasons. In
this case, theart ofdisguise would probably not
suit "Mr average or Mrnondescript", though it
can't be ruled out.

Training operatives for suchduties means
"looking inward" first. Seeingyourself as others
seeyou. However, with alittle helpfrom the
trainer's "box oftricks" - anything is possible.
Confidence and knowing yourself is justas
crucial inthe artofdisguise.

E

ATHENS: In May 2007, after 15 months on the run, the Melbourne gangland fugitive, cocaine
smuggler and murder suspect Tony Mokbel was captured whilst, police allege, running a major
drugs operation from Greece Police arrested Mokbel in the affluent seaside suburb of Glygafa
where he was heavily disguised and allegedly had a fake passport and driving license. The
extremely richand cunning underworld figure is shownin thesetwo police photographs- in one ­

~::::::~~::::!.:========~ wearing a dreadfully ill-fitting wig. Mokbel was a terrific disguise expert and always had a new
identity tuckedawayinhisbriefcase. He fled Australia disguisedasa Moronite priest. He usedother
disguisesand cover techniques to avoidcapture in Malaysia, Turkey, Colombia, SouthAfricaand
Cairo.







There are huge sums of money spent on
studying behaviour patterns associatedwith
spying andespionage. In one inter-agency
project in the United States, ateam offederal
agents and government psychologists and
psychiatrists interviewed many individuals who
hadbeen arrested and convicted ofspying and
espionage.

The problem forthose incounter-intelligence and
securityis complex and challenging.

Protecting an organisationagainst insider threats
requi res careful planning and foresight. Research
by the US intelligence communityrevealed
current procedures do not adequately protect
organisations from insider threats. That's why I
believe the corner stone forprotection rests ina
new approachto security called - behavioural
modelling.

RECENT CASE

Aformer government contractor was jailed for
12months forsabotaging USNavy computers
after his company's bid foranother project was

not accepted. He confessed toprogramming
malicious software code into computers that
track Navy submarines inMay 2006. Richard F.
Sylvestre pleadedguilty to one count of
damaging protectedcomputers. The judge said:
"If we can't trust people with active top-security
clearance, where are we?" Atthe time,
Sylvestre's Ares Systems, maintained computers
forthe Navy's 6th Fleet inNaples, Italy.

ESPIONAGE AND COMPUTER INFILTRATION

Many spy agencies are currentlytraining their
intelligenceofficers how to infiltrateorganisa­
tions and exfiltrate computers including govern­
ment networks, proprietary commercial
information, and scientific research systems.
That is why espionage has skyrocketed toa$1 .5
trillion-a-year problem and theft ofdefense
technology is atan all time high.

DEFENSE ISSUES

Protecting against attacks requires more than a
standard defence. Based on recent experience
and research, detailed threat analysis has
concluded that there are twelve dimensions to
the insider threatmodel. A multi-level behavioural
modelling approach incorporating realistic
human behaviour models (HBMs) and system
user activitymodelling (SUAM) must be adopted
into an integrated riskmanagement framework.

Based on our research, effective pattern
detection depends on the abilityto correlate data,

activities and events fromdifferent monitoring
systems across the computer environment.

It is interesting tonotethatthese techniques
were usedto develop thematerials included in
the highly popular TerroristRecognition article
publlshed in Eye-SpyMagazine two years ago.

This behavioural model is based on twelve
I independent but interacting parameter spaces.

Usingabehavioural model as atool for analysing
theactivity of insiders who have been granted
information access privileges, you can identify
principles ofbehaviour changes that represent a
tendency toward hostile actions againstthe
systemor network. Oncea pattern is detected,
enhanceduser monitoring can beappliedand if
necessary, an interventionconducted inorder to
reduce or eliminate the threat.

This model isbased on current findings in
behavioural psychology, relatingthe perception
ofpersonal emotional states to threats and
actions.*

FACT: "Insiders aren't themost common
security problem, but they can be among the
most costly and themost damagingtoa
company's reputation. Insider attacks against IT
infrastructure are among thesecuritybreaches
most feared byboth government and corporate
securityprofessionals." - Eric Shaw, apsycholo-
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gist and former CIA intelligence officer who has studied insider threats for
the past decade

FACT: An informal poll by the security industryfound that more than 87 per
cent ofthe corporate, financial, government and university information
security managers polled believed: "Disgruntled employees were the most
likely cause ofdata securityincidents, rangingfrom sabotage, fraud and
theft ofproprietary information tounauthorised snooping incolleagues e­
mail. "

FACT: The risk ofsecurity breaches fromwithin is often over-shadowed by
more dramatic intrusions such as denial ofservice attacks, widespread
viruses, oroutright thefts of intellectual orfinancial capital.

FACT: The American Society forIndustrial Securityreported theft of
intellectual property rose 323%over the last year. Some 74%ofthese
security breaches came from "theinside".

FACT: Numerous studies suggest that insider threats account fora
significant percentage of system breaches and also suggest that between
70%- 81 %of all system breaches are traced back to privileged insiders.
Dishonest insiders can exploit anorganisation's vulnerabilities, commit
identity fraud, and expose confidential information-for revenge, personal
gain, or as part ofa larger targeted threat.

FACT: Another study published by Pricewaterhouse Coopers showed that
33%of information security attacks originated from internal employees
while 28% came from ex-employees and partners.

Conclusion

Security professionals have known formany years that the principal
espionage threat toclassified information comes from clever and devious
insiders. Defending against such threats isavery difficult problem because
insiders have legitimate access toavariety ofareas and information
resources. They can also misuse and abuse trusted status especially if
they haveafair measure ofprivilege. New adaptive ways to protect our
information assets are required inorder tostay ahead inthis fight to secure
cyberspace. Advancement ofthe concepts and constructs presented here
iscritical toongoing efforts to secure cyberspace, internal critical
information infrastructure, the assets ofcorporations, and individual
information held inconfidence by organisations.

* Adetailed descriptionofbehaviouralmodelling and defence procedures from
Kevin Coleman'sresearchpapercan be acquired viae-mail from Eye Spy.

77



78
I

career d l
~1p e excehtte,

ENIGMA
ELITE OV

EYE SPY
SUBSCRIBERS
SAVE £50.00!

($50.00)

Order Code: LS-ENIGMASUB
UK£245.00

USA$500.00 ROW £299.00
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"Idealfor professional
operations or industry
standard intelligence

collection"

USA and overseas readers
please call Eye Spy for prices

Credit Card Micro -
Order code: ES-CT-I UK £290.00

Wall Clock
Order code: ES-CK-I UK£230.00
(battery operated)

Bedside/Table Lamp (each)
Order code: ES-LP-I UK £560.00
(fullywiredandready touse)

Boom
Order code: ES-BM-I .
UK £650.00
(upto 15metres sound pick-up with thisdevice!)

ESPL can customise vinually any object to accommodate infinity technol­
ogy. Ifyou have aspecific request, please call Eye Spy for funher details.

To use, simply dial the supplied SIM
card number insidetheobject, at
any time, and fromanywhere in the
world. Itwill automatically and
silentlyconnect and start transmit­
ting any conversations andsounds
over theGSM network. When called,
the devicedoes notring, vibrateor
give off light.

• Internal high-gain microphoneprovides extra-sensitive wireless voice
communication.
• Listentoconversations andsurrounding sounds with excellent quality
• Ideal forbusiness room, hotel, vehicle or home operations
• Based on GSMcommunications network forunlimiteddistance.
• Two weeks standby
• 24-hours continuous surveillance
• Inconspicuous design
• SIMcard included- (call number provided UK)

ESPL introducesanew rangeof
products utilising the GSM network ­
the same sortoftechnology used in
our Enigmaspy phones. We have
installedthe communicationdevice
inside five objects - awall clock,
picture frame, lampshade, boom,
andcredit card-sized device. All are
constructed inamanner they can
be used overtly and no-one will be
anythe wiser. Ideal forbusiness
room, hotel, vehicleor home
listening operations.

Picture Frame ­
Order code: ES-FE-I
UK £220.00

INFINITY SPIES
Utilising the GSM network

UKversioncomes with SIMcard andnumber. Overseas devices- operators
simply purchase a cheap SIM cardwhich comes with its own number. Works
with any SIMcard of your choice and on any network.

Order Ref: ES-EEVR
UK £315.00 USA $600.00 ROW £350.00

ESPL:s internationally acclaimed ENIGMA ELITE VR surveillance device built
specifically for vehicle, roomor any 'dry' environment the user wishes to
monitor. The only difference between this unit and EnigmaElite is the high­
quality built-in seed microphone - and the fact the cell phone is intended to be
kept out of sight. This allows the actual unit to behidden in a location of your
choice - vehicle. book case. drawer, under the floorboards, inside a box. air
vent , radio, etc. Your optionsare only limited by the scope of your imagina­
tion!Theultra-high sensitivity of the seed microphone and its ability to wend
its way through any small orifice makes it a mostversatile listening device.
Like Enigma Elite OV (below), the operator simply calls the phone from
anywhere in the world. You can monitorany conversation or sound within
range of the seed microphone. Enigma Elite VR does not ring, vibrate or light
upwhen called, making it the perfect low-cost surveillance device.

One of theworld's most popular
devices, ESPL ENIGMA ELITE av has
beenbuilt to our specifications - not
simplyadjusted byremoving the
diallingtone. The cell phone
microphone has been replaced by a
high-end internally soldered
microphone that detectsthe quietest
of whispers. Unlike Enigma Elite VR,
this device is meant to beused
overtly and does not include the
clearlyvisible seed microphone - it
relies totallyonour recording
technology - and yourplacement.

The unit is intended to be left in
locations where it can be called ­
ideal for covert business recording,
security work, and for monitoring the
house and kids when you are away
from home. Simply dial its number
whenever youneed to listen in. When called it will not ring, light-upor vibrate. If
someone tr ies to usethe device to make a call, it gives the appearance the
battery is dead. If opened , the unit will not betray any alterations to a lay
person.
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POWER PUNCHING
~.v••I.d. The Quick And Easy W.v

Renowned se~defunce

... expert John Brown
guarantees you wilt double

the powe r and speed of
your punches by following
the instruct ions on these

avos in the comfort of your
own home

For details of Power Punches write to:­
John Brawn , 21 St. Patrick's Terrace,
Westport, Co. Mayo, Ireland or go to:
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• Technical electroni c countermeasures > Bulleiproofing
• Encrypted mobile phone s - Co untermeasures products

CAll US ON
0870 977 0661

INVESTIGATIONS
Ema il: info@detectiveagency.org.uk
www.detectiveagency.org.uk

Tracker Systems and all Inve stigations

Tel: 0870 112 8614

SPYPHONES COMPUTER MONITORING

COVERT TRACKING DelETED TEXTS

o..SKELETON KEY (R EMOTE ADMINISTRATION TOOL)

INTERNATIONAL,CORPORATE, PRIVATE,
PROFESSIONAL, SURVEILLANCE, TRAINING,
EQUIPMENT AND SECURITYADVERTISING:

InternaUonal Bodyguard AssociaUon
www.onl inespyshop .co.uk

FOR AQUOTE CALL
UK: 01756770199

USA TOLL FREE 877 309 9243

EyeSpy Intelligence MagazineClasstlieds. Allinserts appear in USA. UK and
Wondwide edrtions. Eye Spy PublishingLtd reserve the right torefuse any

advert withoutgivingareason forsuch a refusal. For afullmediakrtand details
ofall our excellent ratesandspecial packages, please write toourUSA, UK or

Canadianaddress. Similany, you cane-mail youradvert tousat:
advert@eyespymag.com

Paymentmust beenciosed wrth advert. Monies payable 'Eye SpyPublishing
Lid' Pleasedonot send cash torgoods when respondingto advertisers. Eye

Spycannot beheldresponSible fordelays in receivinggoods fromaclvertisers.

The oldest and largest bodygu ard association wi th sites of

SJ.
.

protective serv ice and education w orldwide \iJ
\ B A.

..; Tel, +353 5330821 Fax. +353 5330822
. ,.. -" www.ibabodyguards.com . -

ITECMASTERS~I
ELECTRONIC COUNTERMEASURES

AND SECURITY CONSULTANTS I
! Tel/Fax 08~5 226~69~ wwwtecmasters.co.uk -.-J
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RESERVE YOUR COpy OF THE WORLD'S
FAVOURITE INTELUGENCE MAGAZINE...
BmER STILL SUBSCRIBE

(q)) ~
Security is no accident... ithas to be practised

Support Your Local Newsagent
The be st way of ensuring that you rece ive your copy of EYE SPY is to

support your local newsagent by placing a regu lar standing order. The
newsagent will be able to deliver it to your door or reserve it in the shop

for you to collect. Ifyou have any d ifficu lty, why not consider taking out a
pest-free ann ua l subscription - see advertisement elsewhere in this issue

Dear Newsagent.

Please reserve/deliver* a copy of EYESpy on publication, starting with the next available issue

Name Address .

....................................................................................................... Post/Zip Code .

* delete where applicable

Hand the co upon in to your newsagent. or a simple handwritten note isadequate
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