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Daring Chinese Spies Target
NSA "Crown "'e "

China's spies create front
company to penetrate and
acq uire intelligence and
attract agents from top secret
NSA facility in Hawaii

NORJAK ~OlD ~A~f
FBI reopen the strange case of
the suitcase bomb hijacker who
jumped from an airliner with a
fortune in ransom money

Tennent H. Bagley. former
head of theCIA 's Soviet

Counterintelligence Desk, talk
exclusively to Eye Spyabout
his workand whyhe believes
the KGB 'planted' an agent

inside the world's most
powerful intel agency

.-

Eye Spy continues its
journey into the
intelligence tradecraft of
disguise - and discusses
various points with an
intell igence expert traine
in this fascinating art



Demystifying Britain's Secret
Intelligence Service...
it's no



COURTESYA. KIRCH
BN headquarters Cologne

FSB spy NUMBERS HIG

H
einz Fromm, President of
Germany's domestic
intelligence agency
Bundesamt fOr

Verfassungsschutz (BN - Federal
Office for the Protection of the
Constitution) , said one in every
three Russian diplomats accred­
ited in Germany, is involved in
"clandestine intelligence gather­
ing". While MI5 sources believe
Russia is operating about 30
spies in Britain, the BfV say four

I
times that many are engaged in
espionage in Germany. All are

I bel ieved to be in the employ of
Russia's foreign SVR secret
service, thefederal FSB counter­
intelligenceagency and the
military GRU service.

I Like M15, theBN said Russia is
I also targeting scientists, military

officials, business managers and
regional as well as federal

I politicians in Germany. Other

TOO HOT TO HANDLE
Leaks, Customs, Nuclear Bombs, M16, CIA and the Khan Network

Qadeer Khan and his underground
nuclear network. It is understood,
warrants citing the Official Secrets

, Act were presented. Amin probed
Khan 's network as early as 2000,
butthe "roguetrader" was not
closed down until 2003.

"interest" andmay have been
I sourced from"customs reports
! from Operation Akin tothe authors."

i Armstrong andTrento said: "The
British authorities are conducting a
witch hunt onthe assumption Amin
was not thesubject of our book but

l our source. The investigation of
Amin is adeliberate distraction."

fact that MI6 and the CIA were both
i "hot on the heels" ofLibya's nuclear

intelligence anyway. The services
wantedto "bringtogether" major
evidence and the "senior figures" in
the Khan network.

Armstrong and Trento quote a
"frustrated Amin" who told
colleagues: "They knew exactly

, what was going on all the time. "

The authors say: "If they'd wanted
to [UK and USA intelligence], they
could have blown the whistle onthis
long ago. It'sastory Washington
and London do not want out. If

I Amin can be discredited, it would
distract the public from the fact that
the US and Britain prevented the
most dangerous nuclear smuggling
operation inhistory from being shut
down when the opportunity [first]

I existed."

IThe reasons behind the police
I search are not totally clear, but
I intelligence watchers believe that
I some ofthe book's content is of

A
ccordingtovarious
reports on both sides of
the Atlantic, on 5
December 2007, police
searched the home and

carof Atif Amin, asenior UK
Customs investigator who headed
Operation Akin - the secretBritish
investigation that probed links · The police investigationseems
between UKcompanies and Abdul related toanew USbook called

__I!II I America and the Islamic Bomb: The
Deadly Compromise (October
2007). It is has been suggestedby
some journalists that Akintold the
book's authors, David Armstrong
and JosephTrento, that MI6and CIA
"interfered inhis attempts tohalt an
international nuclear smuggling
ring. " They further say that after
Akinhad found evidence inDubai
that Khan hadhelped Libya's
nuclear programme, UK and US
intelligence"ordered" him to "drop
his inquiries" and "return home."
The book says that between 2000

I and 2003, Khan still traded. Some
reasons are provided forthis , but
Eye Spy analysts believe it may
have had something todo with the

4 I EYE SPy INTHLlGl..NC~MAGAZINe S:i 200S



: I I

~' .. .

/"
~ -

•• I J ••

IIi·. • I

RAWALPINDI: Former Pakistan Prime Minister BENAZIR
BHUnO was assassinated inasuicide attack on 26
December. Ms Bhutto had just spoken atan election rally
in Rawalpindi when suspected al-Qaida gunmen shot her
in the neck and then set offabomb. At least 20 other
people died inthe attack and several more were injured.
The leader of the PakistanPeople'sParty (PPP), was set to
win January'selection. Several al-Qaida web sites were
quick toadmit responsibility. According toone, the
assassination was ordered by AymanAI-Zawahri, al-Qaida'sdeputy leader. The
message proclaimed: "Weterminated the most precious American assef which
vowed todefeat [the] mujahadeen."The pro-Western Bhutto had vowed toridher
country ofextremists and was regarded as amajor threat toOsama bin-laden's
terror group. One intelligence source said Ms Bhutto'svehicle was shot at bytwo
gunmen using armour-piercing bullets.

CAIRO: SAYYED IMAM Al-SHARIF, one ofal-Qaida'smost seniortheologians,
has called on followers ofthe terror group toend their jihad. Speaking from his
prison cell inCairo, ai-Sharif said9/11 was a"catastropheforall Muslims," and
Osama bin-laden had betrayed Taliban leader Mullah Omar inAfghanistan. In a
serialised maQifesto, the lapsedjihadisteven called for the formation ofaspecial
Islamic court totrybin laden and his old comrade Ayman a1-Zawahr;i.

I I

CANBERRA: Convicted terror supporter and former
Guantanamo inmate, David Hickshas walked free from an
Australian prison. Hicks was the first person convicted at
aUS war-crimes trial since World War IIafter he pleaded
guilty inMarch toproviding material support toal-Qaida.

PYONGYAND: Intelligence sources inNorth Korea reported that 10suspects from
the SeventhBureau ofthe Defense Security Command inChongjin, part of the
intelligenceservice of the (North) KoreanPeople'sArmy, wereunder investiga­
tionfor espionage. Asource said: "Aninternal inspectionteam founda
camcorder inthehome ofHan Chol Beom, thetreasurer of the Seventh Bureau in
Chongjin. The vice president oftheSeventh Bureau, who hadclose relationswith
Mr.Han, wasalso implicatedinthisespionage case."

WASHINGTON: FBI chief J. EDGAR HOOVER considered
arresting thousands ofAmerican citizens just 12days after
thestart of the Korean war in1950. The plan"to
apprehend and detainpersons whoare potentially
dangerous tothe internalsecurity ofthe country", was
submitted toAdmiral Sidney Sours, President Harry
Truman's special consultant for military and foreign affairs.
Sours had been the first director ofthe nascent CIA in
1946. The revelations were discovered inrecently released intelligencefiles.

More serious was his
suggestion that the West is
using Baltic states for
espionage. "Foreign intelli­
gence services, primarily in
the Balticnations, intensified
their activities against Russia
in 2007," said Patrushev. He
notes that this is not surprising
since Latvia, Estonia and
Lithuania are now members of
the European Union and NATO.
The FSB believe these three
nations are "active conduits"
of MI6 and the CIA.

RUIIIAN IPY R~P~RTI

A senior German intelligence
official said: "Russia's secret
service apparatus was still placing
the highest priority on all facets of
political espionage." The BN has
accused some suspected Russian
intelligence officers of targeting
German lawmakers and members
of theirbureaus aswellas political
partiesand foundations.

agents have been accused of
massive economic and political
espionage in Germany. NATO also
remains a significanttarget.

N
ikolai Patrushev, head of Russia 's Federal Security Service (FSB),
released what's becoming something of an annual spy report.
Patrushev told his country's primary news agencies, RIA­
Novosti, ITAR-Tass and Interfax, that the FSB had foiled espio­
nage anddisruption attempts bynearly 100 foreign spies in

2007. He explained that most of the "spies" were intent on seeking
intelligenceon Russia's political system, economic interests and foreign
policy moves. However, he did mention the case of a former Russian
military Staff General dismissed forpassing on secrets. Two years ago
Major General Yevgeny Veselov was dismissed for using Russian troops to
build hishome. This it seems, was not the onlyreason, according to the

report.

Annual Spy Report from Moscow

GERMANY
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BRITISH INTELLIGENCEis believed
to have uncovered informationthat
suggests the al-Qaida attacks in
Glasgowand London last summer,
couldbe linked toamajor al-Qaida
group operating in Mesopotamia,
Iraq. If this is proven, itwouldbe the
first time an attack has been
coordinatedon the Britishmainland from the Middle East. The intelligence
seems tohave been acquired from anumber ofcell phones that were
recovered inavehic le outside the London target - theTiger Tiger nightclub,
and avehic le parked nearby that was intended tocauseeven greater
carnage tofleeing nightclubers. Ithas been reported that working with CIA
and M16, anti-terrorist police and MI5 managed totrack down several stored
numbers and matchedthem toknownmembers of the Mesopotamiacell.

Bilal Abdulla, aBritish-born doctor of Iraqi descent, and Kafeel Ahmed, an
Indianaeronautical engineer, parked twovehicles ladenwith gas canisters
and explosives near the popular nightclub incentral London at theend of
June. However, when themen dialled the phones, thecircuit didnot
stimulate other apparatus and the charge was insufficient tocause an
explosion. Theterrorists left aplethora of vital clues.

Iraq link to
failed 2007
UK attacks

State Department Deputy Spokes­
man Tom Casey said inawritten
statement: "Despitenumerous
requests to the Iranians, we have
not received any details on the
results of the Iranian investiga­
tion."

Iran, the Swiss Embassy, saidthe
authorities have conducted an
investigation but do not knowwhat
happened to Mr Levinson.

The family has launched aweb
site, HelpBobLevinson.com to
bring his disappearance to light.

Robert Levinson, afather of
seven, was last seen on 8 March
2007, after checking into a local
hotel on the resort island. "Hejust
toldme that he was going to be
travelling and he wouldn 't be able
to get intouch with me forthe next
24 hours, and he would call me as
soon as he returned to thehotel in
Dubai," Mrs Levinson said.

The Iranian Government via the
United States Protecting Power in

AN IRANIAN MYSTERY
Searchstill on for missing retired FBI agent

C
hristine Levinson, the
wife of retired FBI agent
Robert Levinson who
went missing in Iran last
March, has travelled to

Tehran inan effort to find out what
happened to him. He was involved
in aprivate security business and
on his way to Kish Island in Iran
when he suddenly vanished. It is
understood he was investigatinga
cigarette smuggling and counter­
feiting operation. Mrs Levinson
said: "I'm justawife looking for
myhusband and the fatherof my
children. I justwant to make it
better and bring Bob home."
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AI-Awadi, who has prostate cancer, will have an operation to remove a
cystfrom his kidney before his prison term begins.

Another accused Iraqi spy charged at the same time as AI-Awadi , Najib
Shemami, 59, ofSterling Heights, is awaiting trial.

Ghazi AI-Awad i

"I am sorry forwhat happened," said AI-Awadi, who moved tothe
United States in the early 1970s and became a US citizen in 1981 . It's
believed he was coerced by Iraqi officials when he travelled tothe
country to arrange marriages forhis children. In 1990 he was jailed in
the USforstabbing his son-in-law todeath on aDetroit street.

SADDAM'S US Spy
18 months for Iraqi intel agent

A
Michigan man who
spied forformer Iraqi
dictator Saddam
Hussein has received
an 18months prison

sentence. Ghazi AI-Awadi , 78,
had already pleaded guilty in July
2007, to illegally acting as a
foreign agent, and admitted he
spied on Dearborn-area oppo­
nents ofthe former Iraqi dictator.
AI -Awadi reported on Iraqi
nationalswho hadfledto the
United States, reportedly receiv­
ing block payments of$1 ,000
from the Iraqi intelligence service
forinformation.

ESPIONAGE FEARS IF "RELATIONSFIXED"

ntelligence sources say the White House authorised a
secret CIA programme in 2005, designed solely to
diminish Iran's nuclear weapons project by persuading
senior scientists to defect. Dubbed the 'Brain Drain', the
programme was part ofawider intelligence effort to
gather more information on just how far Iran had

succeeded towards its nuclear goal. Though little is known
ofthe CIA programme, it is believed several key scientists
and nuclear advisors decided tomove tothe United States. It
is believed some intelligence gleaned from key officials was
partly used toproduce America's controversial National
Intelligence Estimate - aUS report released in late 2007 that
concluded Iran halted its nuclear weapons programme in
2003 (see page 32).

TEHRAN: Iran's "supremeleader" Ayatollah Ali Khamenei
said inJanuary, that his country "was willing to improve
relations with the USA, but that it is not the right time."
Khamenei also said such amove would provide the CIA with
lots ofopportunities for spying. "Agents would come and
go, and conduct espionage," hesaid.

CIA's Brain Drain Programme
Langley lures Iran's nuclear specialists
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he undercover officers were part
ofa joint Spanish-French
surveillance team monitoring the
activities of several leading ETA
members. Counterintell igence
teams had been in Capbreton for
afew weeks installing covert

cameras targeting an ETA safe house. On 1
December, ataround 8.30am, after finishing a
coffee atalocal restaurant, the officers
returned to their vehicle. ETA gunmen
pounced. Firstthey opened the car's boot and
found surveillance gear. As the officers sat
motionless, the gunmen fired several shots at
point-blank range. Raul Centeno, 24, died
immediately, Fernando Trapero, 23, suc­
cumbed to his wounds three days later atLa
Cote Basque Hospital inBayonne. Two men
and awoman then fled the scene and hijacked
acar.

Some 1,500 police officers from France and
Spainwere assigned tothe resultant manhunt.
Train stations, airports, roads and ports were
monitored.

10

Sources say both officers were unarmed and
appear to have been noticed, recognised or
overheard by those they were supposed to be
surveilling. Interior Minister Michele Alliot­
Marie said there had been a "chanceencoun­
ter" in the cafe between the suspects and the
surveillance officers. Witnesses told police
that one ofthe gunmen shouted "Txakurras...
Sois txakurras" ("sons ofawhore "),

Spanish Interior Minister Alfredo Perez
Rubalcaba said: "SinceETA broke the
ceasenre , they continue to kill. They achieved
that... but only prison awaits them. They will
be relentlessly pursued using all available
means. " French Interior Minister Michele
Alliot-Marie said ETA was using France as a
refugeand abase to prepare attacks.

Rubalcaba's wishes seem to have been
granted when two armed suspects, Asier
Bengoa, and Saioa Sanchez (female) were
arrested in the remote southern French village
of Chateauneuf-de-Randcn, near Toulouse on
5 December. Two days earlier asurveillance

unit had spotted the suspects inthe southern
city of Rodez, and followed them as they went
by taxi northwest to Mende, some65 miles)
away. The couple stayed overnight in ahotel
before heading, again by taxi, to Chateauneuf.

During the night, policeset up anearby road
block. After checking outofthe hotel, the

i suspects were detained atthe police check
point. They werefoundto be inpossessionof
a large amount ofmoney. Both suspects were
transferred to the headquarters of the French
Police Anti-Terrorist Division (SDAT) inParis.

IEYE spy lNTELLlGF';CF f.1i\SAlIM, 5: 2008
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militants by the Spanish armed forces, and
that such attacks would continue wherever it
was necessary.

ETA has waged afour-decade-Iong bloody
campaign foran independent Basque state,
spanning parts ofnorthern Spain and south­
western France. Police data shows the terror
group are responsible for over 800 deaths in
this time.

• Since the incident, Spain and France have
agreed that aspecial anti-terrorism unit
dedicated solely to combating ETA be formed.M,'C!i/crranean
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Hernandez, thoughthis was never officially
confi rmed. It has been suggested both people
were carrying falseidentity papers.

Intelligence officials say forensic evidence
indicates the thirdmember ofthe gang was
Aitzol lriondo alias 'Gurbitz'. He is believed to
be the head of ETA's logistical operation and
has been on the run since 2003. Iriondo is
alleged to be abodyguard to ETA's military

commander, Garikoitz Aspiazu, alias "Txeroki".
Iriondo is now suspected ofopening the police
officers boot and firing some ofthe shots that
killed Centeno and Trapero. Afourth person
has now been implicated in the escape from
Capbreton of the gang, though not in the
actual shooting.

Two weeks after the incident, ETA released a
statement, subsequently published in the
Basque newspaper Gara, and claimed
responsibilityforthe attack in Capbreton. The
statement claimed the attack was in response
forthe 'incessant pressure ' placed on Basque

Raul Centeno

However, there is some confusion over their
exact role. Some police sources say Asier
Bengoa, and Saioa Sanchez may nothave
participated in the actual incident, while others
say Sanchez fired some ofthe shots that killed
the officers. It now seems that Bengoa met up
with Sanchez on the Sunday after the execu­
tions atapre-arranged rendezvous near
Bordeaux. Neither ofthe two weapons seized
when the two suspects were arrested - a9mm

SPANISH INTERIOR MINISTRY

Aitzol Iriondo and Saioa Sanchez

parabellum and a357 Magnum - were the
guns used tomurder the two officers.

French intelligencesay Saioa Sanchez ­
codename 'Hintza', isnear the top of the listof
most wanted ETA suspects, and an alleged
member ofthe 'Larrano' ETA terror cell.

An earlier report identified the two arrested
suspects as Asier Bengoa Lopez de Armentia
and his "girlfriend", Agurtzane Izarza

EY E Sf" Y INTE LLI GENCE MAGAZINE 532')[31
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nNovember, staff from both MI5 and MI6
were allowed to discuss some oftheir
work with the BBG. Undoubtedly the move
was aimed atyoungsters, thus it came as
no surprise 'officers' were dubbed 'agents'
and the language sometimes bordered
bizarre. Nevertheless, it was auseful

exercise in demystifying the work of both
services, and arecruiting platform to get more
people from Britain 's ethnic population
interested in joining the intelligence world.

As MiS and MI6 recrui tment programmes continue apace,
more doors are being opened that allows ordinary mortals a
glimpse of what it's really like to work for a secret servco
But for some job seekers expecting to engage in a "fantasy
island" type operation, the reality is somewhat of a let down.

Service 's Vauxhall headquarters in London.
This in itself would not have happened just a
few years ago. More remarkably, he was even
allowed accessto the supposed head of MI6
recruitment. The officers quickly denied any
parallels tothe world of007 and the popular
series Spooks orMI-5 as it is known in the
United States. The recruiter quickly bounced
away the James Bond perception: "This isthe
biggest myth atthe service. We do not have a
licence to kill , we do not carry Berrettas.

, That's simply not true, " he said. "Andforthe
BBGradio journalist Andy West was given t record, there is not, no never was a licence to
permission to interview two MI6 officers atthe kill. " West didn't press the point, though in

reality, some officers aretrained to use
firearms. He also said the imaginary Bond is
hampering MI6 recruitment inthat too many
potential thrill seekers and fantasists are

I applying forwork: "I think sometimes we 're
hampered by it - I think it gives people afalse
impression ofwhat working forthe organisa­
tion is actually like." Undoubtedly listeners
were being persuaded that Ian Fleming's
creations, while of use in illuminating the
Service, were more than anuisance when
trying to explain the truerole of many MI6

i employees.

Welcome to the RealMIG..



listeners were being
persuaded that Ian

Fleming's creations, while
of use in illuminating the

Service, were more than a
nuisance when trying to
explain the true role of
many MI6 employees

The recruiter, referred to as "Mark" continued :
"Weneed people to deploy into arange of
situations around the world and people who
have adifferent ethnicity can often go places
and do things and meet people that those from
awhite background can't. There are some
places that white males can 't go. " He's
absolutely correct of course, and despite a
burgeoning staff, people from the ethnic
minority population make up just 7 per cent of
M16 's total field strength.

As West journeyed deeper into the building
dubbed 'Legoland' by many employees, it was
apparent his route had been specially pre­
planned to keep him well away from the real
heart of M16's "intel machine". There was
plenty of carpeted hallways and aphotograph
ofthe Queen, but this was about as much as
the Newsbeat reporter was allowed to see.

An MI6 female Muslim officer called "Yasmin"
also spoke about her work: "My job is to
identify, target and recruit people who will
provide us with secret intelligence. ~

13
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he documentary, called 'Britain's Most
Wanted', suggested that prime suspect and
former KGB man Andrei Lugovoi, could have
beenused by forces in Moscowtoget to
Litvinenko, without himknowing hewas
about to deliver a "fatal blow". The new
theory, according toFranchetti's sources, is

that Lugovoi was sent to Britain on afact-finding mission
about Litvinenko's liaisons with suspected Chechen
terrorists. Lugovoi was reportedly "selected" because he
could get close to Litvinenko.

Before Lugovoi set offforLondon and hisencounter with
Litvinenko, he was given asubstance that he believed was
a"truthserum" or"debilitatingdrug". This was to be slipped into Litvinenko's tea as they
chatted about various topics. The agent, therefore, would have had no idea he was actually

A recent BBCocc.rnert: LctSbd on the research
of Sunday Times couesoo ceo; ~l1ark Franchett!~

has thrown UfJ a ney see s r J r! t!'e assassination
:Jt A'8f<sancJer LI h tnenkc r, 001 20')6



The CIA has a
permanent
memorial at
Langley honour­
ing the agents of
the OSS

SOE and OSS female agent
Virginia Hall and OSS creator

William Donovan. Hall per­
formed numerous acts of

bravery - just like "Madame"!

www.osssociety.org

they had d iscovered a new
Allied method for sending top
secret instructions.

After an hour carefully deci­
phering the text, the Germans
realised they were in fact
reading the morning news. The
warmth of the day and sweat
and moisture on the toilet seat,
had interacted with the ink ,
and her heavy weight had
provided for a suitable and
ample press to "lift" the text
from the pa per. "Madame" was
ordered to dress and re turn to
her carriage. The OSS agent
carried on spy ing throughout
the war until France was
liberated.

Today the OSS SOCIETY maintains
public Interest via Itshugely
successful publication and active
society. Formore information visit:

She had a few close shaves
with German officers and
officials as she went about her
business. Carrying instructions
in code on her person was a
task laced with danger, and at
any point she could have been
stopped an d challenged. Good
fortune therefo re that she was
not in possession of a secret
message when she was
stopped and searched on a
train. However, a strange se t
of circumstances conspired
that turned out to be equally
dangerous.

After an OSS agent made
contact, he exp lained that if
she accepted the job, she
wo uld need to use cunning
and discretion . Naturally, it
wo uld be de manding and
dangerous , if caught she
would face certain death.
Nevertheless, despite her
advancing years, she agreed to
become a co urier in the Paris
area, transmitt ing and carrying
secret messages to and from
agents in the field . Her real
name was never used - the
OSS sim ply called her the
"Mad ame".

During one journey o n a tra in
in summer, the woman fou nd
herself in need of using the
to ilet. It was a red-hot day and
each carriage was crammed
with passengers who we re
naturally sweltering. Predict­
ab ly, as was the case in WWII
France , the passenger train 's
toilet was absolu tely filthy, and
so the agent used her morning
newspaper to wrap around the
seat. Within minutes of
re tu rning to her seat, the train
stopped at a small station.
German troops boarded and
ordered everyone off and into
a large room. Men and women
were separated and asked to
strip naked. When two Nazi
fema le officials started to
exa mine "Madame", one
shou ted excitedly and de­
parted - quickly returning with
a mirror. They used the mirror
to try and read a "secret coded
message" that had been
invertedly print ed on her bare
bottom. They truly believed

The OSS set about delving into
foreign resi dent papers and
scouring Europe for agents,
but few would have imagined
they wo uld approach a 72-year­
old women married to a
wealthy Frenchmen. The
couple had met just after WWI,
an d frien ds, neighbo urs and
officia ls living nea r their
chateau had forgotte n or had
no idea she was an Americ

nEW SERIES

hen America
joined Britain
to tackle the
Nazis in WWII,
military
officials so ught

every possible means at their
disposal to gather intelligence,
including locating ex-patriots
living abroad who were
prepared to help. Embedded
in foreign lands, these cit izens
were seen as ideal candidates
to use as spies, especially if
they had remained loyal to the
land of their origin. The

\agency given this challenge
was the legendary Office of
Strategic Services (OSS) .

EYE Spy INTELLIGENCE MAG;\ZINE 5:; 20081 15



depositing fatal Polonium-210. Litvinenko
would not die immediately, allowing Lugovoi
time tofly backto Russia oblivious tothe fact
he had deliveredapoison. Accordingto
Franchetti's research, thesecurity official and
now Russian Mp, may havebecomean
"involuntary executor" ofthemurder.

Franchetti, who ishighly regarded by fellow
journalists and has immaculateintelligence
sources, put his researchtoformer KGB
general and now Russian politician Alexei
Kondaurov, 58. He said killing anyone abroad
was adifficult task - without getting caught.
He noted, however, that Polonium isdifficult to
detect and that by the time it starts tohave an

Wanted for murder - Andrei
Lugovoi the former FSB officer

now faces arrest if he travels
to any European Union country

affect, it·wouldbe "easy toget an agentout of
the'country." Toperform such anoperation,
Koodaurov believes it would be better to
provide "few details" tothe"executor" - the
agent charged withdeliveringthe blow. He
mentionedthat some agents after conducting
operations, haveno ideatheir actions had led
tothe deathofavictim. Kondaurov says if the
scenario is authentic, Lugovoi was chosen
because he, likeLitvinenko was aformer KGB
man. and it would have been possible to make
contact and meet.

Lugovoi, who went Willingly tothe British
Embassy inMoscow after learning ofhis
"connection"with the death ofLitvinenko,

A young Andrei Lugovoi in his KGB days

called thisscenarioabsurd, saying it suits
British intelligence. He was "bewildered" when
hisname was linked toevents in London. In
an interview with Franchetti, Lugovoi explained
his KGB role. his burgeoning security business,

~
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i have been the result ofan "unfortunate
accident. " He elaborated: "It's perfectly
possible that his death was just an unfortunate
accident - and Britain 's MI6 intelligence
service found itself in aridiculous situation. "

Mark Franchetti's research has
created manynew talking points

Lugovoi insists he was framed, orat the very I

least used as apawn in a rather murky
intelligence-underworld plot. There have been
suggestions in Moscow that Litvinenko was
linked toanuclear black market plot, that his
former employer Boris Berezovsky was
somehow involved, that the murdered former
FSB man was in "the employ of M16" - hardly
any of it convincing to Scotland Yard who
want tobring Lugovoi back to London.

In November 2007, Lugovoi and his business
colleague Dmitry Kovtun (both men had met
with Litvinenko in London in November 2006)
held an RIA Novosti press conference in
Moscow and discussed the allegations.
Kovtun said the incident in London could even

his family and his
alleged involve­
ment in
Litvinenko's
death. He said he
did not have a
motive, nor would

he perform such an act formoney orrevenge.
Franchetti notes, however, that over the past
few months Lugovoi has become "increas­
ingly bull ish and self-confident. "

VITAL WITNESS?

O
neman who could help throw light on
the affair is Mikhail Trepashkin, a
former Russian security officer who
was freed from prison in December

2006. Litvinenko's wife, Marina, believes if he
is allowed to leave Russia it could help her
case which she has taken to the European
Court ofHuman Rights. Scotland Yard want to
question Trepashkin, who was jailed in 2004
fordisclosing classified information, because
he has already said that in August 2002, the
FSB wanted him to join ateam that was
planning to assassinate Litvinenko and
Berezovsky. "If this happens," Marina told
Reuters, "it will be immediately clear that the
operation was planned a long time ago."
Trepashkin has applied forapassport and is
currently waiting forMoscow's decision.

GENESIS FOR PLOT BEGIN IN 2001
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The official alsodismissed international
concerns that Russia does not adequately
track its radioactive materials. "One hearsvery
often that Russia does not monitor the
movement of radioactive isotopes sufficiently
well. Andyet thisis not thecase. In reality,
Russia is the onlycountryin theworld where
declared radioactive goods are searched and
checked with special equipment, so our
equipment makes it possible to spot any
mismatch between theactual contents of the
container andwhatis declaredon paper in the
case of legaltransportationof radioactive
materials "

, .

850 Cases of Radioactive. .

Smuggling Averted by
Russian Customs in 2007

"In 2007, theequipment that spots excessive
radiation in luggage at customsborders went
off more than 65,000 times. In850 cases,
customsofficials found thatgoods with a high
level of ionizingradiation were being illegally
transported acrossthe border of the Russian
Federation, " saidKravchenko.

INTERFAX NEWS said Russia's Federal
Customs Service foiled 850attempts to move
illegal radioactive materialsthrough Russia's
borders. NikolayKravchenko, the deputy chief
of the agency's main directorate for informa­
tion technology, said 85 per cent of the
incidents involved materials coming into
Russia

Russiawas "far from the
onlycountryto export
substances of this
kind,"although he did
acknowledge the
Polonium-21O used to

'--- - --- - - -------- - - - - - -' kill Litvinenko was
traced to a Russian state facility.

Sidelnikov talked about the case of
murdered journalist Anna Politkovskaya
with Litvinenko in London just two days

before he was poisoned

© TATYANA ZELENSKAYA

Kovtun, aformer KGB officer who knew
Litvinenko fairly well , even suggested
Litvinenko was killed by MI6 or with its
"connivance." Lugovoi agreedand backed his
friend: "This is a serious possibility that needs
checking. Whatif Litvinenko grew careless
with polonium? How was hisformer boss [in
MI6) supposedto explain his death?" The
theory and claims havebeendismissed by
Litvinenko's family, friends and supporters.

As forthe suggestion that ashadowy outfit in
Moscow "hired him" as an involuntary
executioner, Lugovoisaid: "I'm notasmall
and naive boy, and reasonably professional ,
including [in) the area of security, to not allow
someone to use me blindly."

COURTESY KREMLIN

The Customs representative spokeat length
about legalshipments of radioactive materi­
als, such as Polonium-210, whichis used in
industrialapplications. Kravchenko said that

InDecember an international arrest warrant
was issued forLugovoi. This means he will be
arrested if heenters any European country.
However, because Lugovoi recently won
election as apolitician to Russia's parliament,
it means there is virtually no chancehecan be
extradited to the UK to face trial.

SCOTLAND YARD

Andrei Sidelnikov, aRussian dissident who
met Litvinenko just two days before he was
poisoned, has spoken to Scotland Yard
detectives about the meeting. Sidelnikov said
the two men had discussed the case of
murdered journalist AnnaPolitkovskayaata
cafe in Oxford Circus. Litvinenko told
Sidelnikov he was expecting somedocuments
from Moscowthat might provehis suspicion
that the FSB was involved in her killing.

Sidelnikov had flowntotheUKshortlybefore
Christmas from the Ukrainian capital Kiev. He
had initially planned tofly from Moscow but
was refused permission. Thereafter friends

Dmitry Kovtun believes MI6 was
behind the assassination of Litvinenko

The customsagencyplans to furnisheach of
its inspection stations with advanced detection
equipment by 2010.

helped him reach the Ukraine viaBelarus.
Sidelnikov heads agroup called 'Pora', an
opposition youth movement which advocates
an Orange-style revolution to overthrow the
government of Vladimir Putin. He explained to
jou rnalists in London that he "fearedforhis
life" if he remained in Moscow. "I am very
afraid about my life inRussia. WhenI sawthe
letter [refusing permission to travel to the UK)
from the FSB, I thought thatit was the endof
my story inRussia. " Hewent onto say heis
seeking asylumin theUK.

Sidelnikov's activists took the namePora ("It's
Time") from aUkrainian student pro-democ­
racy group 'Pora' who supported that
country's opposition leader Viktor
Yushchenko, now president. In 2006,
Sidelnikov said: "We are livingthrough anew
era of streetpolitics.Our young people are
becoming moreand moreactive. They might
explode when they can 't take it any longer."
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The customsagencyplans to furnish each of
its inspection stations withadvanced detection
equipment by 201 0.

Theofficial also dismissed international
concernsthat Russia does not adequately
trackits radioactive materials. "One hearsvery
often thatRussia does not monitor the
movement of radioactive isotopes sufficiently
well. Andyet this is not thecase. In reality,
Russia is the onlycountry in theworldwhere
declared radioactive goods are searched and
checked with special equipment, so our
equipment makes it possible to spot any
mismatch between theactualcontents of the
container and what is declared on paper in the
caseof legal ransportation of radioactive
materials."

19

helped himreach the Ukraine via Belarus.
Sidelnikov heads agroup called 'Pora', an
opposition youth movement whichadvocates
an Orange-style revolution to overthrow the
government ofVladimir Putin. He explained to
journalists inLondon that he "fearedforhis
life" if he remained inMoscow. "I am very
afraid aboutmy life in Russia. When I saw the
letter [refusing permission totravel to theUK]
fromthe FSB, I thoughtthat it was theend of
my story inRussia." He went on to say heis
seekingasylum in theUK.

Sidelnikov's activists took the name Para ("It's
Time") from aUkrainianstudent pro-democ­
racy group 'Pora' who supportedthat
country's opposition leader Viktor
Yushchenko, now president. In 2006,
Sidelnikov said: "Weare living throughanew
era of street politics. Our young peopleare
becoming more and more active. They might
explode whenthey can't take it any longer."

850-Cases of Radioactive~-~

Smuggling Averted by ·
Russian Customs in 2007
INTERFAX NEWS said Russia's Federal
Customs Service foiled 850 attempts to move
illegal radioactive materials through Russia's
borders. Nikolay Kravchenko, the deputychief
of theagency'smain directorate for informa­
tion technology, said85 percent of the
incidents involved materials coming into
Russia

Andrei Sidelnikov, aRussian dissident who
met Litvinenko just two days beforehe was
poisoned, has spoken toScotland Yard
detectives about themeeting. Sidelnikov said
the two men haddiscussed the case of
murdered journalist Anna Politkovskaya at a
cafe inOxford Circus. Litvinenko told
Sidelnikov he was expecting some documents
from Moscow that might provehis suspicion
that the FSB was involved in her killing.

SCOTLAND YARD

Dmitry Kovtun bel ieves MI6 was
behind the assassination of Litvinenko

In December an international arrest warrant
was issuedfor Lugovoi. Thismeans he will be
arrested if he enters any European country.
However, because Lugovoi recently won
election as apolitician to Russia's parliament,
it means there is virtually no chance he can be
extradited to the UK toface trial.

"In 2007, theequipment that spots excessive
radiation in luggage at customs borders went
off morethan 65,000 times In850 cases,
customs officials found that goods with a high
level of ionizing radiation were being illegally
transported acrosstheborder of theRussian
Federation," saidKravchenko.

The Customs representative spokeat length
about legal shipments of radioactive materi­
als,such as Polonium-210, which is used in
industrial applications. Kravchenko said that

Sidelnikov had flown tothe UK shortly before
Christmas from the Ukrainian capital Kiev. He
had initially planned to flyfrom Moscow but
was refused permission. Thereafter friends
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Sidelnikov talked abou t the case of
murdered journalist Anna Politkovskaya
with Litvinenko in Londo n just two days

before he was poisoned

Kovtun, aformer KGBofficer who knew
Litvinenko fairly well , even suggested
Litvinenko was killed by MI6 or with its
"connivance." Lugovoi agreed and backed his
friend: "This isaserious possibilitythat needs
checking. What if Litvinenkogrew careless
with polonium? Howwas his formerboss [in
M16] supposedto explain his death?" The
theory and claims havebeen dismissed by
Litvinenko's family, friends and supporters.

As forthe suggestion that ashadowy outfit in
Moscow "hired him" as an involuntary
executioner, Lugovoi said: "I'mnot asmall
and naiveboy, and reasonably professional,
including [in] the area ofsecurity, tonot allow
someone to use me blindly."
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COURTESY DOD

see misinterpretations of the facts in the days
ahead. With that inmind, I want you tohave
some background now.

1 EYE SPY :NTEL .lGENCF MA<'3AZINF 532008

"CIA's terrorist detention and interrogation
programme began after thecapture ofAbu
Zubaydah inMarch 2002. Zubaydah, who had
extensive knowledge ofal-Qaidapersonnel and
operations, had been seriously wounded ina
firefight. When President Bush officially
acknowledged inSeptember 2006 the
existence ofCIA's counter-terror initiative, he
talked about Zubaydah, noting that this terrorist
survived solely because of medical treatment
arranged byCIA. Under normal questioning,
Zubaydah became defiant and evasive. It was
clear, in the President's words, that "Zubaydah
had more information thatcould save innocent

I lives, buthe stopped talking.
!

! "That made imperative the use ofother means
toobtain the information - means that were
lawful, safe, and effective. To meet that need,

I CIA designed specific, appropriate interroga-
tion procedures. Before they were used, they
were reviewed and approved bythe Depart­
ment ofJustice and byother elements ofthe
Executive Branch. Even with the great care
taken and detailed preparations made, the fact
remains that this effort was new, and the
agency was determined that it proceed in

...11I_ he head ofthe Centrallntelli­
gence Agency, Michael Hayden,
has acknowledged that two tapes
containing tough interrogation
techniques used on al-Qaida
suspects, including Abu
Zubaydah, one ofthe terror

group's leading operatives, were destroyed at
the end of2005. The tapes were reportedly
melted toprotect the identity ofthe agency's
senior interrogation officers, and because it
was thought there was little worth inkeeping
them. Critics ofthe decision note that the
timing ofthe tapes destruction coincided with
major pressure being exerted on the CIA over
its"extraordinary rendition" programme.

According to intelligence sources close tothe
affair, the "melt decision" was taken by Jose
Rodriguez Jr, then director ofthe CIA's
clandestine operations.

One ofthe tapes was made in2002, just as US
forces were squeezing al-Oaica out ofAfghani­
stan. It has been alleged that the controversial
technique of "waterboarding", whereby a
person feels they are drowning, was used on
one suspect. Hayden banned the use ofthe
procedure in2006.

CIA Films of Ren

DIRECTOR'S STATEMENT ON THE TAPING OF
EARLY DETAINEE INTERROGATIONS

After the story was leaked tothe press, and
fearful ofapolitical backlash, Michael Hayden
decided it was better toexplain toemployees
the decision to destroy the data inan internal
memo. His statement was also posted in full on
the CIA website:

"Ifpast public commentary on the Agency's
detention programme is any guide, we may



DCI Hayden said the CIA onlyever taped the
first two captu red al-Qaida suspects, one of
whomwas Abu Zubaydah. Zubaydah, did
provide intelligenceon his9/11 accomplice
Ramzi Binalshibh. Binalshibhwas captured
thereafter, and with information provided from
himself and Zubaydah, this ledtothe arrest of
the 9/11 mastermind Khalid Sheikh Moham­
med in2003.

Interrogation Melted

they would
permit identifica­
tion ofyour CIA
colleagues who
had served in
the programme,
exposing them
and their
families to
retaliation from
al-Qaida and its
sympathizers."Ramzi Binalshibh

accord with established legal and policy
guidelines. So, on its own, CIA began to
videotape interrogations.

"Thetapes weremeant chieflyas an additional,
internalcheck on the programinitsearly
stages. At one point, it was thought thetapes
couldserve as abackstop toguarantee that
other methods ofdocumenting the interroga-

tions - andthe
crucial information
they produced ­
wereaccurate and
complete. The
Agency soon
determined that its

Abu Zubaydah documentary
reporting was full

and exacting, removing any need fortapes.
Indeed, videotaping stopped in2002.

':4s part of therigorous reviewthat has defined
thedetentionprogram, theOffice of General
Counsel examinedthetapes and determined
that they showed lawfulmethods ofquestion­
ing. The Office ofInspector General also
examined the tapes in2003 as part ofits look
attheagency's detention and interrogation
practices. Beyondtheirlackof intelligence
value - as theinterrogation sessionshad
already been exhaustively detailed in written
channels - andtheabsenceof any legalor
internal reason tokeep them, the tapes posed
a serious security risk. Were they ever toleak,

Left: KHALID SHEIKH MOHAMMED- one
of themain terrorists behind the attacks on
America in 2001 . Sincehis capture in
2003, Khalid has been a vital source of
intelligence for the CIA

The CIA's destruction ofthe tapes provoked
much anger from civil liberty groups who
bel ieve the agency took an executive decision
that effectively insulates and protects individu­
alswhomay have crossed the line.

• On 3 January2008, solicitor General Michael
B. Mukasey announced that the Justice
Department had elevated its inquiry into the
destruction ofthe videotapes to a formal
criminal investigation. The decision indicates
lawmakers believe CIA officers and other
officialsmay havecommitted criminal acts.



n30 August 2007, the National
Security Agency/Central
Security Service announced the
expansion of its operations
facility on the Pacific islandof
Hawaii (FieldStation Kunia,
Wahiawa). The move wasto

"evolvea global cryp.tologic enterprise that is
resilient, agile, and effective inprosecuting a
dynamic threat environment", according toa
press release. The new operations upgrade
was hailedas asignificant chapter inthe
evolvementoftheworld 's most secret agency.
Lieutenant General Keith B. Alexander, USA,
Director, NSNChief, CSS, said. "What will rise

from thissite, is NSA's commitment to
continue to provide our national and tactical
decision-makers with the best cryptologic
support possible. This building, its design, its
infrastructure, itscapabilities, and itslocation
will support and protect an unparalleled
intellectual combine."

BAC KGROUND

The enormous 400 million square foot
building, officiallycalled a"Sensitive
Compartmented Information Facility" (SelF) ,
also incorporates adetached 600 square foot
shredder facility and anew "AntennaFarm

Building".
Confirmationof
Kunia's upgrade
is the culmination
ofamajor
researcheffort
that revealsonce
again, US NSA Director
intelligence Keith B. Alexander

considers China amajorthreat in the espio­
nage game.

US government analysts saidof the base in
2003: "ExistingNSNCSS HAWAII facilities

i have numerous and significant continuityof

's spies create front
, tlJ penetrate and

Ire intelligence from top
cret NSA facility in Hawaii

Daring Chinese Spies Ta



COURTESY USAF

operations vu lnerabilities and physical plant
deficiencies, including force protection
inadequacies, safety issues, infrastructure
deficiencies, and alack of usable operational
space."

It's not toodifficult tounderstand why the new
operations centre was required. NSA/CSS
HAWAII is housed in an underground faci lity
built between1942 and 1944. Itwas originally
intended as anaircraft assembly plant. The
buildingwasnot designed orconstructed to
be an intelligencecentre and has already
exceeded its practical life. Though portions of
the interior have been renovated over the

et NSA "Crown Jewels"

years, theoverall structure and supporting
utilitiesplant/equipmentare antiquated. Until
recently, much of the original equipment was
still inoperation.

SPY GAMES

Just days before Christmas 2007, senior
intelligenceoffic ials revealedthatthe facility,
15 miles westof thecityof Honolulu and ten
miles south ofthe world famous North Shore
ofOahu, had been the target ofacomplex and
most cunning plan by China's foreign
intelligence agency tosteal its secrets, and
recruit spies. US officials, for security
purposes, didnot reveal whenthe operation
started orhow itwas defeated, but said
investigators fromtheNaval Criminallnvesti-

gative Service (NCIS) carried outamajor
counterintelligence operation, that exposed an
"extensiveChinese spy programme".

I

Eye Spy is convinced that in2003, China,
learning ofUS intentions to develop Kunia, and
recognisingthat such amove would mean
hiring more translators because of an increase
in signals intercepted, seized uponthe
opportunityand began planning acareful spy

[

operation. China's Ministry ofState Security
spy directorate (2 PLA) , first created a
"legitimate" American-based translation

I company on Hawaii - essentially a "front
company". This ledtocontracts beingwon
from US Naval intelligenceand theNSAto
translatethousands of interceptedChinese

~
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The Nosenko Case · one of the great
unsolved mysteries of the Cold War
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Tennent Bagley, former head of
the CIA's Soviet Counterintelligence Desk,

and author of the controversial book­
Spy Wars - talks exclusively to Eye Spy about

his work and why he believes the KGB
'planted' an agent inside the CIA and broke

American secret codes
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Abrief overview by
Tennent Bagley

n December 1961 , at atime ofgreat tension
inthe Cold War with Khrushchev rattling
sabers over Berlin, a KGB officer named
Anatoly Golitsyn defected toCIA and gave
startling indications of KGB successes in
recruiting Western officials. Onlyafew
months afterwards, therearrived on

temporary mission intheWest yet another KGB
officer, Yuri Nosenko, volunteering his services to
CIA inGeneva.

Coming from inside the KGB's directorate that
worked against foreign intelligence inside the
USSR, Nosenko brought quite different, and
more comforting versions ofcertain operations
that Golitsyn had partially exposed. Nosenko was
unwilling todefect ortomeet CIA inside the
USSR, but agreed tomake contact whenever he
travelled to the West.

Ayear and ahalf later Nosenko came out again,
this time having changed his mind and defecting
outright. Thiswas just weeks after the assassi­
nation ofPresident John F. Kennedy by Lee
Harvey Oswald, who had earlierdefected to and
spent three years inthe Soviet Union. Nosenko
claimed astonishing direct knowledge of
Oswald's sojourn there, and could report with
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like yourself, who strongly believed
that Nosenko and other KGB
personnel who "defected" during
this same period were plants and
part ofa large deception plan.

TH8: Those who believed Nosenko
was genuine were those who knew
least about how the case unfolded
on the scene, and that includes
people who had studied the files. It
still astonishes me to see them
defending Nosenko's good faith
while entirely ignoring - ordistorting
- the truly significant facts. I've
listed some ofthose facts inthe
form of "Twenty Questions" ­
matters like Nosenko's false claim
tohave held the KGB job where he ­
got the most important information
he gave CIA about Soviet spies. Or
why he failed to tell us that his
closest associates happened tobe
KGB specialists indeception. My
publisher, Yale University Press, put
those twenty questions onto itsweb
site: http://
yalepress.yale.edu;yupbooks.) Not
one ofthese questions has ever
been addressed, much less
answered, by any defender of
Nosenko.

So I decided towrite Spy Wars, inthe hope of1)persuading American
authorities to look into these findings, 2)correcting history, and 3),
exposing the dangerous treason of still-undiscovered moles.

After the collapse ofthe Soviet Union, during the brief window ofopportu­
nity that opened inthe 1990s (and has since closed), I established contact
with former KGB adversaries (who were fully aware ofmy long work
against them) and infriendly conversations got confirmation that Nosenko
had been planted by the KGB to hide the facts 1)that moles inCIA had
permitted the KGB todetect CIA's great spies Popov and Penkovsky, and 2)
that the KGB had recruited American code clerks who had permitted the
Soviet Union tobreak American ciphers - gaining awar-winning capability.

telligence matters, and todiscredit me and others who had distrusted him.
Nosenko continues to live inthe United States to this day, enjoying the trust
ofthe American intelligencecommunity.

TH8: It'snot criticism that CIA tries
toavoid when clearing itsveterans'
writings forpublication. They're
looking - and rightly - forany
inadvertent disclosure oftheir
sources ormethods orpersonnel.
When the Agency cleared my
manuscript they did find afew, so of
course I deleted them. But that
didn't significantly reduce ordilute
what I had to say. But toanswer the
other part ofyour question, no,
there's no sign that opinions have
changed there. Nosenko evidently
continues toenjoy CIA's full
confidence.

Yuri Nosenko - the KGB defector
who Bagley maintains was a
plant to deflect CIA attention
away from other more important
matters - including the assassi­
nation of John F. Kennedy

EYE SPY: Spy Wars makes clear
that there were two factions at CIA:
those who believed that Nosenko
was abona-fide asset, and others,

EYE SPY:The extensive details you
provide on the Yuri Nosenko
defection case show that CIA
leadership and some officers inthe
Soviet Branch were likely wrong in
clearing him, yet your book, Spy
Wars, was cleared forpublication.
Do you think that this is an
indication that opinions have
changed atCIA regard ing Nosenko?

authority that the KGB had taken no interest inOswald, much less had it
had any hand inhis later act. (While the KGB doubtless had more contact
with Oswald than Nosenko reported, there isno reason tosuspect the truth
ofhis basic message - that the KGB had nothing to do with the assassina­
tion. The Soviet leadership isknown to have been anxious toconvey this
message tothe United States because adirer conclusion might even be a
cause forwar.)

I was Nosenko's initial contact inGeneva and later, inLangley as head of
CIA's worldwide operations against Soviet intelligence, supervised all
contact with him until early 1967. We detected strange circumstances
around Nosenko, and his reports seemed to be intentionally hiding the
existence of KGB moles inCIA and among American code clerks, so I took
aposition against my own apparently important agent. In a long interroga­
tion my views gained confirmation - though no confession. But after my
departure on assignment abroad, CIA found it expedient towhitewash
Nosenko ofall doubts, take him into itsfold as acounsellor on counterin-
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Moscow ofAmerican personnel who
hadenabled theKGB to break
American ciphers and to uncover
CIA's great spies inthe Soviet
military establishment, Pyotr Popov
and Oleg Penkovsky. Nosenko's
mission in1962: was to plug this
leak. The SCD's operational­
deception unit sent him to tell CIA
some things that would throw
Western counterintell igence offthe
trackofthose important SCD
recruits.

EYE SPY:There is agreat deal of
information about Lee Harvey
Oswald contained inSpyWars. He
fled to the Soviet Union in1959 and
may have flirted with Soviet
Intelligence. Just two months before
Kennedy was shot on 22 November
1963, Oswald turned up atthe Soviet
Embassy inMexico. It has been
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Tennent Bagley and Eye Spy
editor Mark Birdsall

EYE SPY: What was Nosenko's true
mission? Discredit Golitsyn? Cover
for another penetration? You (and
Anatoly Golitsyn) have shown, in
convincing detail that the KGB hada
large, well organised deception plan
aimed atthe CIA and FBI during the
1960s and 1970s. What were the
broad objectives of this deception
plan? (Aside from absorbing CI
assets, sowing confusion and
lending credibility to Nosenko's
defection).

THB: Let's not mix up two separate
, things, as others have done. On the

one hand there was the KGB's broad
programme ofmisleading and
manipulatingWestern policy; onthe
other, therewerethecounterintelli­
gence deception operations inwhich
the KGB sent Nosenko and other
false sources into CIA's hands.
Nosenko's defenders, byplaying the
trickofamalgamating thesetwo
quite separate things, triedto deride
the whole caseagainst Nosenko as a
paranoid delusion by afew nuts with
visions of some all-knowing,
octopus-like KGB manipulating the
world ina"monster plot." In fact, as
my book makes clear, wewere
simply assessing concretefacts that
faced us - and dealing with the kind
ofoperationsthe KGBhad been
conducting fortwo generations.
Those two different sorts of
operations stemmedfrom different
elements ofthe KGB. Its foreign­
operations directorate was conduct­
ingthat broad deception programme
you referredto, influencing and
misleadingWestern governments in
theinterests of Sovietpolicy
objectives. Aquite different
element, the KGB's Second Chief
Directorate (SCD), worked inside
the USSR. Today, infact, the two
are housed indifferent Russian
agencies: foreign operations in
the SVR, internal counterintelli­
gence and securityinthe
FSB. Itwas the SCD (today's
FSB) that launchedthe
Nosenko deception. It did
so on itsown and for
reasons not directly
relevant to the KGB's
foreign operations. Itwas
protectingsome of itsmost
treasured secrets that had
suddenly become threatened
with exposure. Afew months
earlier, KGB officer Anatoly
Golitsyn had genuinely defected
to CIA knowing things thatcould
expose the SCD's recruitment in

• outthe moles that the KGB was
hiding behind Nosenko's stories.

r
•

heads. Remember when they
discovered a later mole, Aldrich
Ames, intheir midst; that didn't win
them any praisebut instead waves of
public outrage and ridicule. That sort
of unpleasantness could be avoided
if Nosenko were jUdged to be bona
fide. So upper level managerswere
understandably receptiveto any
explanations - evenfaultyand
distorted ones - thatmightclear
Nosenko and rid them ofwhat CIA
Director Richard Helms called this
"incubus," this "bone inthe throat. " I
understand why CIA might white­
wash Nosenko as apolitical
expedient, but I cannot understand
how it couldthen adopt, as truth and
doctrine, the inevitably flimsy and
corrupt analysis it took to whitewash
someone soobviously lying. This
foreclosed any further attempt todig

. .
-.

Lee Harvey Oswald - in what appears to be a
"doctored" photograph

EYE SPY: What role didsenior
executives atCIA play indeciding
who was bona-fide and who was
not? Why would upper level
managers ignoreso many strong
indications offalse defections? You
stated that some ofthem wanted
Nosenko cleared. What were their
reasons?

THB: Upper level managers had little
time orinclination to delve into the
detailsofthe cases - and they
wanted Nosenko cleared. That's easy
to understand. If they were to
concludethat the KGB had planted
Nosenko onthem, they'dhavehad to
ask why. They'd have todeal with
what Nosenko was hiding - that the
KGB had broken American ciphers
and had moles insideCIA. That
would bring troubles down on their

'. .

.,
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all history - isasubject that
deserves attention. Somewithin CIA
failedto understand counterintelli­
gence and resentedthemystery with
which Angleton surrounded his
activities (some, infact, borehima
personal grudge), so they made him
the scapegoat intheir attempts to
discredit, as paranoia, our suspi­
cions of Nosenko. While itwould be
enlightening to know exactlywho
was behind this, and why, it is not
directlypertinent tothe way CIA
handled theNosenko-relatedcases.
Angleton didnot playadeciding role
inthisand had nothingtodo with
CIA's incarceration ofNosenko. But
toanswer your question, yes,
Angleton remained firmly convinced
tothe day ofhis death that the KGB
had planted Nosenko.

THO: These events transpired after I
had left the job overseeing counterin­
telligence operations. I am not aware
ofanyone having been held
accountable for thisclumsy, na"ive,
and ultimately fatal mishandling.

~

EYE SPY: Regarding thehandling (or
mishandling) ofanother defector, N.F.
Artamonov, aSoviet naval officer
whomthe KGB kidnapped inVienna
and killed. You state that his
handlers, Bruce Solie from CIA's
Office of Security and Elbert Turner
ofthe FBI , allowed him to meet with
the KGB in Vienna despite warnings
fromAngleton'S CI Staff tonever let
him meet with the KGB outside the
United States.Was anyoneheld
responsible/askedto answer forthis
incident?

THO: The vilification of James
Angleton - theunjust pastingof the
adjective "paranoid"tohis name for

think if wehad not locked him up for
serious questioning, Nosenko would
have"redefected" before we had a
chance todo it, as didalater
defector, Vitaly Yurchenko). So
Nosenko's mission in 1962 was
different from that of 1964 - the KGB
was compelled to change it because
ofthe Kennedy assassination.

THO: Alarmbells wereclanging in
my mind and some others, as I
describe inmy book. How could CIA
ignore all the causes ofthat alarm,
and mufflethose alarm bells, without
resolving the doubts I describe inmy
book? I'd like to know, but I don't.

EYE SPY:You provide extensive
detail to showthat Nosenkolied
repeatedlytoyou and others after his
defection and during his interrogation
sessions. There weremany
inconsistencies inthe answers
Nosenko provided to his CIA
interrogators. Why was this ignored
ornot fully taken into consideration
as afactor in his being cleared? Did
thisnot spark alarm bells?

EYE SPY: You make clear that former
CI Staff chief James Angletonhad
minimal involvement intheNosenko
case, yethe has been blamed
repeatedly in books and articles for
the - mistreatment and imprisonment
of Nosenko." To what do you
attribute so much anti-Angleton
feeling even years after he departed

i the scene? Did James Angleton
I suspect the KGB had planted

Nosenko?

inthe USSR. Nosenko saidhe had
personally reviewedthe KGB fileon
Oswald onthe order oftheSoviet
leader Khrushchev himself. With this
extraordinary authorityhecould
assureus (as his KGBboss could
assure Khrushchev) that the KGB
had hadno contact whatsoever with
OswaldintheUSSR; it was not even
interested inhim, much less had it
commanded his act. Yes, thiswas
indeed a "sub-plot" - in fact, abasic
change - inthe Nosenko operation. It
was surely not the KGB's original
purposetoput himinto our hands as
adefector. In1962hehad toldus in
no uncertaintermsthathewould
never defect and would meet us
only whenhe cametotheWeston
occasional official trips. That way,
we would only be ableto meet him
when and for as long as he (meaning
the KGB) permitted, and we would
never get the opportunity todebrief
himsystematically and detect the
flawsinhis (shaky) legend. Now

however, after
Oswaldmurderedthe
President, the Soviet
leadership needed

I
some way to
reassure the
Americans aboutI Oswald, totestify
publicly with
convincing authority
- and there was
Nosenko, already in
touch with CIA and
apparently trusted by
them. But for thishe
wouldhaveto defect
- arisky business,
but thestakes were
high. As aresult
Nosenko had to
submit, like any
defector, toour
detailed debriefing
and as I show in the
book, hewas ill
prepared todo so. (I

THO: When Oswaldassassinated
President Kennedy theSoviet
leadershipfearedthat the Americans
might conclude that they had
commanded the act - apotential
cause ofwar. Thus it is nocoinci­
dence that just then, only sixweeks
after the assassination, Nosenko
emerged inthe West again - this time
defecting outright - totell us that he
had had no fewerthan four points of
direct contact withthe Oswald case

suggested that oneofNosenko's
primary missions wasto removeany
possiblesuspicionsthat the KGB
was involved in Kennedy's assassi­
nation. Isthisasub plot?What do
you believe? DidNosenko ever
discuss the KGB mindset when
Kennedy was assassinated?
Nosenko seemed toknow agreat
deal about Oswald. He was keento
downplay any possible link between
the former US marine and the KGB.
How so?



EYE SPY: During the heightof the
Cold War, you believed (and still do)
that three American code clerks at

uncovered an important KGB spy in
the Admiralty, Harry Houghton. When
Goleniewski defected totheWest at
theendof 1960, theKGB, real ising
that he had known about Houghton,
sawthat the British would now
investigate inthe Admiralty - and
possibly stumbleupon other mole or
moles there. To protect Vassall the
KGBtook the standard precautionof
suspending contactwithhim. They
put the case temporarily "on ice" as
the expression goes. Then, inlate
1961 Anatoly Golitsyn defected. The
KGB knew hewas aware ofVassall's
reporting to the KGB- but chosethis
unimaginablemoment to reverse its
normal practice and restored its
suspended London contact with
Vassal!.Then they sent out Nosenko
with informationthat pinpointed
Vassal!.Thisguaranteedthat MI5
surveillanceofVassall would confirm
his contact with the KGB - and make
Nosenko look good inWestern eyes.
Vassall was not, by along shot, the
only spy theKGBsacrificed to build
upNosenko's reputation. Another
Nosenko tip, in 1964, uncovered US
Army Sergeant Robert Lee Johnson
as aKGB spy. By that time Johnson
hadlost his accessto the highly
secret informationhehad been
passing to the KGB, and his wifewas
denouncing him as aSoviet spy, so
the case was of no further value for
the KGB. So they had Nosenko
uncover himto CIA, sacrificing their
loyal collaboratorinorderto buildup
Nosenko in our eyes. In fact, this
became ablood sacrificewhen
Johnson, inprison because of
Nosenko's tip to CIA, was stabbed to
deathbyhis own son visiting him.

John Vassal!

EYE SPY: InDecember 1961 KGB
officer Golitsyn changed sides to the
CIA. He soon began providing
intelligenceabout dozens of Soviet
agents operating intheWest,
including an unnamed traitor,

success - including our incurable
tendency to believe what we want to
believe, and reject what we don 't.

perhaps two,working inthe UK's
Admiralty. One ofthose was John
Vassal!. Nosenko later confirmed
Vassall was aSoviet spy, but it has
been suggested he "gaveup" Vassall
to helpconceal thesecond and even
more importantasset inthe
Admiralty. Is this possible?

THB: Certainly. I gather that British
counterintelligence had indications of
anotherKGBsourcein theAdmiralty,
though I don't knowhowtheir
investigationsturned out. As for
Vassall , Golitsyn gave precise
descriptions of secret Admiralty
documents that some unknown spy
had given the KGB. Thisenabled MI5
to narrow down the list ofcandidate
suspects to about three, ofwhom
one was Vassal!. So Vassall would
have been caught without theextra
detail that Nosenko later added that
pinpointed him. By theway, here's a
fascinating insight into KGB trickery,
showing that the KGB did, indeed,
sacrifice Vassall - atleast to build up
Nosenko in our eyes and perhaps
also, as you suggest, to hideyet
another source in the Admiralty. Our
secret source inside Polish State
Security, Michal Goleniewski, had

EYE SPY:Your book shows that the
KGB repeatedlyduped the CIA and
the FBI during the 1960s and 1970s.
It is difficult, even fortheaverage
reader, to believe that these
organisations so readily accepted the
same approach, the same general
stories - essentially the same
tradecraft. Is it possible that
someday wewill read that these
organisations werenot really taken in
bytheKGB, that these operations
were being played back atthe
Soviets insomemasterful, super­
secret fashion?
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THB: I explain inmy book the
compelling reasons todisbelieve the
story that Nosenko (among others)
conveyed tous to mislead us about
when and howthe KGB really
detected Popov and Penkovsky. I cite
circumstances that leave little doubt
that both were betrayed byone or
moreKGB moles inCIA. By looking
behind acoupleofNosenko's tales
wewere able to identify the CIA man
who apparently betrayed Popov. It
was the man CIA had sent to
Moscow tosupport the Popov case
there. After the ColdWar the KGB
admitted they had recruited him- but
bythen he was dead, without ever
being confronted with histreason. As
forPenkovsky, we looked behind
other tales Nosenkotold us and were
shocked tosee thattheKGBmust
have really learned about
Penkovsky's contact with us
immediately after it began, many
months before any surveillance in
Moscow. To hide the moleormoles
who betrayed Penkovsky, theKGB let
Penkovsky spy on for more than a
year until they could establish that
"surveillance" legend that Nosenko
foisted on us. And the mole has
never been uncovered. I hope
someone will followup.

\\" ,This guaranteed that MI5 surveillance of Vassall
would confirm his contact with the KGB - and make
Nosenko look good in Western eyes" , /I

EYE SPY: The CIA's best secret
sources inside the USSR were Lt.
Co!.Pyotr Popov and Colonel Oleg
Penkovsky, bothofthe GRU (Soviet
military intelligence). Both were
exposed and executed. The Soviets
claimed that both moles had been
unearthed by routine surveillance of
Western diplomats inMoscow. But
you believethis was not the case.
How so?

THB: Itwould benice tothink that,
but it just isn't so. The KGB can
thank many different factors fortheir
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had concluded that their spy inthe
KGB inNew York, Aleksey Kulak, had
been workingagainst the FBI as a
KGBplant for many years.) But I
doubt that anyone ever pulled
together everything that all the
suspect sources had reported.

Continued on page 70

EYE SPY: Has anyone done abroad,
detailed analysisofthe information
that was provided by the numerous
false KGB defectors?

THB: During my years on the case
Nosenko had no chance to make
direct contact with Moscow orits
representatives (although ofcourse
from their side the KGB could have
sent messages tohim through, say,
coded advertisements inaWashing­
ton or New York orRussian-language
newspaper). However, after CIA put
its trust inhimI presume hedid
managecontact with theKGB. I say
this because CIA spokesmen have
referred tothings he later reported
that he didnot know during the first
years of hiscontact withCIA. CIA
hassaidpublicly only that Nosenko
gave"valuable information,"exposed
"newcases," and assisted CIA
operations. I can only speculate that
all this somehow benefited the KGB.
It would be interestingtoknow.

THB: We certainly did thisduring my
time. From our comparison ofwhat
different false sources had reported
toCIA, we detected acommon
directing handand common KGB
objectives behind several different
cases. But wedidnot haveaccess to
everything the FBI, forexample, got
from itsown false sources. (They

THB: Here you touch thevery core of
the KGB's purpose in launchingthe
Nosenko deception operation.
Nothing ismore valuablefor an
intelligenceservice - andworth more
protection if you have it - than the
abilitytoreadthe enemy's communi­
cations. (Remember the "Ultra"
secret ofWorld War Two - a "war­
winning capability.") One hidesthe
fact ofany successful cipher break
behindthe most rigidsecurity
barriers and perhaps even launches
deception operations to make the
enemy feel safe. Nosenko claimed to
have supervised KGB operations
against American code clerks in
Moscow. With thisauthorityhe told
us that up tothat time intheCold
War, the Soviets had never suc­
ceeded in recruitingany. At the same
time, he saidother things that were
evidently designed to conceal no
fewer than three real successes that
we might have tumbled to with
information from Golitsyn. After the
Cold War, in informal contact with
oldKGBadversaries, I was able to
get the KGB side ofone ofthose
operations that Nosenkowas hiding.
At the end ofthe 1940s, one ofthese
code-clerk traitors had betrayed
information that permitted the KGBto
reconstructthe then-activeAmerican
cipher machineand to intercept
secret American communications,
with historic consequences. (What I
learned - both the spy and the fact of
the cipher break - had beenknown to
only seven people in the wholeKGB.)
The other two codeclerks were
apparently recruited by the KGB at
the beginning ofthe 1960s and may
have given equally important
advantages totheSoviet Union. You
askif therecouldhavebeen more.
Yes indeed. Almost any spy case can
be the root from which others grow.
We can't afford tooverlookthese old
traitors simply because thepassage
of time hasmadetheir oldbetrayals
obsolete.

EYE SPY: If Yuri Nosenko was
successfully planted by the KGB,
was there ever an occasion when
you suspected furthercontact
between himand Moscow? It seems
implausible that Nosenko wasnot
used again, orperhaps his useful­
ness had been exhausted?

the US Embassy inMoscow, werein
fact spying forthe KGB. You also
maintainyou would still liketofind
these traitors. Just how much
information do you think these three
individuals imparted, and could there
havebeen more?
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controversial assessment made
by 16US intelligenceagencies
that states Iranstopped its nuclear
weapons programme in2003, is
still causingconfusion. According
toseniorintelligenceofficials, the
programmeremains on hold, and

appears to contradictanearlier assessment
made two years ago that Tehran was working
inexorably toward buildingabomb. The NIE isat
odds with intelligencegleaned by Israel's
Massad.
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It is understood notes recovered from an Iranian
engineer contained on a laptop in2004, led toa
major intelligenceoperation launched bythe CIA
and NSA. Intercepted conversations between
"furious" Iranian military officialswho com­
plained Iran should not stop its weapons
programme, also complemented the material.
The CIA thought long and hard about the
possibilitythat the Iranians were trying to dupe
Langley with a distraction operation, but inthe
end analysts decided Iran's nuclear weapons
programme had stalled.

THE "GREAT DISCOVERY"

The information on the laptop providedtheCIA
withaplethora of intelligence on Iran 's covert
bomb project - proving beyond doubt that it
existed. President Bush, when Questioned about
the "reversal", saida "great discovery" ledtothe
NIE. This is probably what was found on the
laptop computer. How the computer "fell" into
the hands ofthe CIA is not known.

NATIONAL INTELLIGENCE ESTIMATE DETAILS

Atwo-page summary ofa130 page National
Intelligence Estimate (NIE) represents the
consensus of America's premier intelligence
services, though it's farfrom clear if the report
has not been "laced" with caveats. Some
intelligencewatchers believe it couldalso be a
huge clever ploy to draw a reaction from Iran.
That reaction came inthe form of Iran's
President Mahmoud Ahmadinejad, declaring
"victory" and announcing his countrywould
continue to enrich uranium.

The NIE suggests international pressure caused
Irantostop its weapons research, but other
analysts believe it was the removal ofal-Oaida
and the defeat of the Taliban inneighbouring
Afghanistan that caused Tehran to react.

Though each of America's premier intelligence
services had input into the NIE, there is still
uncertainty over its accuracy, primarily because

so littleHUMINT is available on Iran's weapons
programme. More alarming has been the
suggestion that some of its content has been
"politically guided" byopponents ofPresident
Bush. Either way, the intelligence used to

33
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Donald M. Kerr

US Admiral
Michael Mullen
Chairman of the
Joint Chiefs of
Staff held key
meetings with

intelligence
officials

Previous analysis and
estimates that claimed
Iranwas determined to
obtain anuclearbomb,
appear tohave been

The new report also concludes that if Iran
decided toengage again in its weapons
programme, it would be 2010 before
Tehran wouldhave enough highly
enriched uranium to produce a
nuclear bomb. The NIE suggests it is
still "very unlikely" Iran could produce
enough ofthe material by then. More
realistically, theNIE says Iran "could
have abomb" by 2013-15 "becauseof
foreseeable technical andprogrammatic
problems."

led toWashington
authorising amilitary
invasion of Iraq. That
NIE was wrong, and
it seems those
analysts judging
Iran's "nuclear
ambitions", are not
willing tosanction a
report that could
provoke astrike on
Iran.

NIE's are what guides US policy, and this
surprising release comes exactly five years after
acontroversial NIE concluded Iraq "possessed
chemical and biological weapons programmes
and was determined to restart its nuclear
programme." The report formed the basis that

Theassessment notes that Tehran's decisions
are guided by a"cost-benefit approach" rather
than arush toaweapon irrespective of the
political, economic and military costs. "Some
combination ofthreats of intensified international
scrutiny and pressures, along withopportunities
forIran toachieve its security, prestige, and
goals for regional influence inother ways might ­
if perceived by Iran's leaders as credible ­
prompt Tehran to extend the current halt to its
nuclear weapons programme," theestimate
states.

produce the summary istop secret, save the
material found on the laptop and through
eavesdropping; intelligencewatchers can only
hazard aguessatother key elements used by
analysts to reach their conclusions.

Only afew months ago information leaks from
Washington suggested moves were afoot to
prepare for an attack on several key Iranian
nuclear sites. Then followed news that Israel had
conducted atleast two "simulated" attacks on
Iran's sites. Officials from both Mossad and
some US intelligenceagencies issued concerns
that Iranwas just two or three years away from
having anuclear weapon. The conclusions ofthe
new assessment are also likely to be major
factor in the tense international negotiations
aimed atgetting Iran tohalt its nuclear energy
programme.

o
o
o Though the NIE says Iran stopped its
in nuclear weapons programme in 2003 - US
LU

li: monitoring agencies continue to surveil
6 Tehran's activities
'-' - - - - - - - - - - - - - _ ._ - - - - - - - - -- - - -
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Editor's Note: Readers can
download the NIE on Iran's
nuclear weapons
programme by visiting
www.eyespymag.com - go to
theReading Room and click on
the section:-
'Government Releases'

MOSSADINTELUGENCE

President George Bush said the report would not
change Washington's position: "Iranwas
dangerous, Iran is dangerous," hesaid. "And,
Iran will be dangerous if they have the knowledge
necessary tomake anuclear weapon."

Ina separate statement accompanying the NIE,
Deputy Director ofNational Intelligence Donald
M. Kerr said that given the new conclusions, it
was important to release the report publicly "to
ensure that an accurate presentationis available. "

literally "thrownout". But the smart money is on
the notion that the US simply does notknow how
far Iran has taken its nuclear weapons pro­
gramme and after the Iraq debacle, caution has
become abyword. One crucial line that the
media seems to have totally ignored, is that the
NIE does say that Iran 's ultimate goal is still to
develop nuclear weapons.

Just one week after the release ofthe NIE, US
Admiral Michael Mullen met with Israel Defence
Force Chief of General Staff, Lt. -General Gabi
Ashkenazi and Defence Minister Ehud Barak.
Mullen reportedly belongs toagroup within US
intelligencethat opposes any "war talk" with
Iran. Other colleagues allegedly includeUS
Defense Secretary Robert Gates and US Admiral
William Fallon, Commander of US Central
Command. Eye Spy understands that during Mr
Mullen's 24-hour stay inTel Aviv, he was briefed
by senior Mossad officials who presented
intelligencethat proves that farfrom Tehran
stopping its race towards the nuclear bomb, it
has actually hastened its efforts. How the
Mossad acquired this intelligence is impossible
to say, but some intelligencewatchers believe it
was not fully used inthe manufacture ofthe US
NIE. It is also understood, Mullen, aformer
Commander ofthe US Navy, was briefed on
Israel's operation todestroy asuspected nuclear
weapons research facilityinSyriain September
2007.

President Mahmoud Ahmadinejad and Iran's
huge and powerful intelligenceservices have
used every crafty trick inthe book to gain more
timetohelp conclude its weapons programme.
The strange NIEproduced inWashington is

either abirthday present forIran ora
stunningly clever deception plan that
few people canexplain.







professional. Perhaps the biggest danger in
this case, ismost people run and walk
differently; sotoo the way in which we
converse and conduct ourselves, and few
people arerarely the sameshape and size.
There arealways subtle differences. The key
totheillusion here would be wearing an
identical tracksuit andmimicking therun. If
the person runs with an exaggeratedarm
movement it can be copied. But experienced
counterintelligence officers will look for
anything untoward orunusual. It's that "sixth
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sense" again (seeissue 51 and 52). Therefore
anyone working as adouble, whether it's to
confuse an adversary, "throw" asurveillance
team, create adiversion, oreven meet a
person, attention to detail is everything. Ifa
target regularly picks up acopy ofThe Times
at atrainstation, forexample, it's important
his colleague double does the same. When­
ever such ruses are conducted, it's preferable
that someconcealment tothe face area, if
practical, is made. This takes us full circle to
"first impressions", the intelligenceofficer

--

may have chosento run wearingadistinctive
tracksuit complete with logo and hood. He
could wear glasses, ahigh-collared jacket and
scarf. Any ofthese could augment atleast
partial face cover. Only identicallookalikes or
twinscan get away with aperfect "double
act".

DANGERS

One often overlooked aspect ofdisguise,
especially in the "double" or"switch" element
ofdisguise tradecraft concerns the person
being left orright-handed. Aprofessional
observer will strivetonote if aperson is left or
right-handed by monitoring certain actions.

I
Moments when such intelligencecan be
gleanedwill always presentthemselves: the

Attent ion to detail is important if using a double
as a counterp loy - includ ing remembering if the

person is left or right handed

IEYE SPY INTELLIGENCE MAGAZINE 5 200B



if ignored, can make or
breakanoperation. How
many times do you sitin
an office and note who
holds aphone to their
right ear, holds apen or
fork or opens or closes a
drawer with their left
hand? Rarely, but it's a
counterintelligence
essential.

THE DETRACTOR

can help "easesurveillance worries" - even if
seen at adistance it will augmentthedecep­
tion.

Success depends on thequalityofadisguise,
its planning, the failings ofan adversary and
luck. But as weshall see, there are disguise
experts whocan create impressivealterations
that are virtuallyimpossibleto detect - even
from just afew inches away. One such
technique was touched upon in issue52. The

}oo-

target could visit acafeand hold his coffee
cup; eat inarestaurant; write acheque in a
bank; present acredit card in astore; open a
car door or put money in aparking meter etc.
Similarly, they could carry acase or bag over
acertainshoulder - if there are any major
deviations with adouble here, it could spell
serious trouble. It's the tiny things that can
often ruin adeception ofthis kind, and one
reason why this obvious, yet crucial element,

An alternative and useful way tohelp perform
the "double" ruse is using what's called a
"detractor". It's another "first impression" that
is unique toaparticular person. This could
take various forms - and issomething that a
surveillance teamexpects to see - from a
facial mark tothat tracksuit withaspecific
branded logo or apair of running shoes.
Similarly, usingadye to matchaperson 's hair

QUICK CHANGE DISGUISE
Carrying holdalls like these enables

persons util ising disguises to conceal a
second-change of clothesand other

items. If required, the person could enter
a washroom and exit in an entirelynew
costume. Leg shape and length are

alsoconcealed anda shoe exchange
can alter height and gait



INTENTIONAL MARKINGS
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In certain circumstances, they are ofcourse
useful and it's an interesting field to research,

mark are photographed - just tomake sure
that they can be duplicated again with some
degree ofaccuracy.

There are awhole host of services and stores
that support visual disguises: most are infilm,
television, theatre, advertising, publishing etc.
From spirit gum adhesives used to apply
beards and small prosthetics, to silicone
based adhesives that are clear and will
support prosthetics - even under strenuous
conditions - it'sahuge industry.

~­
--~-!::--------In both cases the wearer either peels it off, or

thinners can be used to quickly dissolve it.

Pam mentioned acouple ofproducts (one
purposely made - the other creative) when

, applying facial and hand marks that are
intended to be noticed: "Collodion can be
quickly applied to create ascar, orgive the
impression ofaburn. It'sused in the film trade
and the effect isvery good. Collodion works
by pulling the skin together as it dries; if it's
applied in layers - the tighter the pull. It'snot
advisable to put on very sensitive skin or
where the skin is thin. Once it is dried it can be
retouched with subtle colours. If it's an
emergency... aglue like Copydex can be
used. " [Editor's note - Warning: Collodion is
toxic and flammable]

ing. And in the event the person is obliged to
wash their hands (under observance) - even in
bleach ordetergent, the odourless stain will
remain forseveral days. Similarly, getting this
substance wet and behind the fingernails it
creates the impression ofan oil stain - it's
impossible to remove and is useful if the
operative is supposedly working ina an
environment like agarage orheavy industry.
But it is predominantly a "first impression"
tool - most people will notice nicotine staining.

In other circumstances
it has been used as a
one-time prop to
create a "birthmark"
on the face, arm or
body. The problem
here is if the user tries
to duplicate the effect
again, it's almost
impossible - unless
the stain only covers a
specific small area.
Essential therefore that
any changes or
additions toafacial
disguise, such as a

40

'Beyond Hollywood' feature showed how
professional undercover intelligence opera­
tives use Potassium Permanganate to create
utterly realistic bruises that will fade naturally.
However, this useful substance can also be
used to reproduce a"nicotinestain effect"
simply by rubbing the watered-down crystals
over the middle and forefinger - most used by
smokers. It'sauseful aide, especially if the
person doesn't smoke but wants to give the
impression they do. The results are convinc-
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Infiltrating asuspected terrorist cell will require a
convincing cover story and, at the very least, some
participation in "groupmentality". It's not forthefaint­
hearted and the person mustbe psychologically tough
and prepared. Worst ofall , the person may be chal­
lenged - thus having an array of items that can
augment operatives inthis type of work is vital : from a
creditcard, local bus ticket, receipt, proper documenta­
tion, fake photographs of relatives orpictures ofavisit
to another country with awell known building orfeature
inthe background. Disguise experts pay as much
attention to "supportingproducts" as they do to facial
features, clothing and training.

Incorrect documentation, poorly prepared
support stories and hesitation are

dangerous for anyone using a disguise

Continued on page 78

DETAILS AND SUPPORTING PRODUCTS

do lean forward and appear intent and alert, if it's a
casual meeting - relax, sitback and smile. Eye
contact isalso crucial. Look at the person you are
talking to - and don't nervously glance from left to
right. Breathing normally is also important. Under
the cloak ofadisguise some operatives feel nervous
and dizzy: some people find it difficult to answer
clearly because subconsciously their breathing
patterns have altered.

Infiltration often relies heavily on creating anew
image and identity foraperson. This can be
supported bydocumentation, dress, facial jewellery,
and other attributes, including having language and
behavioural skills, adisguise involves every aspect
ofan operative's life. British intelligence openly
distances itself from some more shadowy aspects
of undercover work, including using employees in
honeytraps and other related topics. However, some
ofthe most sensitive and controversial work is often
conducted by agents, assets orcontractors not
directly inthe employ ofgovernment offices.
"Deniability" is aword that comes tomind. This
area ofdisguise is hugely important and dangerous.

These three British Army undercover agents who worked in
Northern Ireland relied more on holding their nerve and the ir

ability to be believable, rather than a physical disguise



Body language isanother important disguise
element that can betray an operative even
more than aphysical disguise. Voice hesita­
tion, leaning forward toconveyor listen toan
opinion too often, touching your mouth orface
are key signs that you are uncomfortable. So
too putting hands in front ofthe mouth, folding
arms and constantly looking away. Conversa­
tion and mannerisms should "matchthe
message". If what isbeing said is important,
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First impressions last

SPEECH

BODY LANGUAGE

Grey" (see Eye Spy 37). And it'snot unusual
forattractive operatives to "tonedown" - in
some cases going from blond to black hair.

Equally important is speech - any lapse here
may prove dangerous. If an operative works
overseas and poses as anational, one wrong
phrase oraword spoken in English (or a
foreign language) may invokesuspicion.
"Playing the part" and "consistency" can only
come with training. Acounterintelligence
officer could make averbal challenge atany
time - forexample inthe heart ofTehran ­
"good morning - nice weather" isnot aphrase
you expect tohear... especially not in English.
But it is to the English operative who may
answer "yes it is" - rather than look puzzled.
Catching people offguard, by surprise orvia
traps, some simple - some complex - is an
essential tool ofthe spycatcher.
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are not allowed totravel alone in vehicles - in
others it's an offence to be inacar with aman
who is not your husband. Apiece of jewellery,
long hair oratattoomight betray aperson.
One false manoeuvre here could wreck any
sort ofoperation. An oft-used intelligence
phrase for changing appearance, dressing
suitably and blending-in, is called "Going
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Central Intelligence Agency recruiting poster aimed specifically at university
graduates. Even here the two characters carry a hint of a disguise

you don't want to do anything that might
distinguish you from anyone else. This is
another essential area fordisguise experts,
especially when preparing operatives for
overseas assignments. Spending time
researching local dress, languages, dialects,
customs, writings and traditions isavital
disguise element. In some countries women



British and US Special Forces meet with friendly locals in an Afghanistan village. In this case there was no attempt
to hide their distinctive Western attire. However, during some intelligence-led operations against the Taliban and

al-Qaida - undercover operatives will dress accord ingly to blend- in with their surroundings

ANONYMITY

change their fingerprints, from burning them
away with heat, to scratching, slicing and
cutting them offentirely. Perhaps they should
have waited alittle longer. However, as far as
we are aware the replicafingerprints are not a
permanent addition to thefinger, but it should
be ofconcern to security projects which
already use and scan prints to open access
doors and gainentry into somecomputers.

Current operations in Afghanistan are equally
as fraught. The local men wear Pakols (hats)
and Lungees (turbans) and Chapans (coats).
If an undercover operative deviates from
traditional dress it could prove problematic.
Dressing tosuit is avital disguise technique -

>

Two years ago two British Army surveillance
officers wearing atraditional Iraqi dress were
"outed" because they decidedto keep their
army boots on. "It was abitof amess," said
Pam "theboots were noticed bya local
militia. "

Anonymity is abrilliant disguise asset. "Being
anormal person and one who doesn't stand
out isagreat asset, " Pam said. "Two relatively
important areas for foreign intelligence
collection atthe moment areAfghanistan and
Iraq. Local dress often means operatives can
be covered literally head-to-foot. This means
attention [training] is focused more on
languageskills, knowledge of customs and
behaviourism. "

One physical impression that makes us all
unique is our fingerprints. It's long been
thought that creating convincing fingerprints
was impossible - this is no longer the case.
Mooted in the 1971 movie, Diamonds Are
Forever, 'Q' makes latex fingerprints forBond
who successfully imposes himself as a
villain's henchmen. So could it really work?
Experts note the recent research ofJapanese
scientists. Using just common household
materials, they reportedly manufactured
fingerprints lifted from a gelatine mould that
defeated advanced biometric security
systems. In the past, criminals and people on
the run have tried all sorts of methods to
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from making masks, prosthetics, and false
teeth, to using alginates, plaster, foam latex
and dental acrylics. However, in the security
world, re lying totally on afull facial disguise
comes with a risk and isonly practised by
specialists. If the intention is foracertain
personto be seen in avehicle ataspecific
location, acarefully crafted full mask intended
as aone-time prop can be manufactured. It
will look convincing inside acar, orby a
person walking in an unlit area, especially at
night. Most seniordisguise experts have the
capability to "create" another person - though
not even today's masks would last, nor would
they fool everyone.
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Russian diver
Commander L
It's astory Eye Spy has followed

for anumber of years - the
strange death ofanMIG officer
who died during acovert opera­

tion to spyon avisitingSoviet
warship to Portsmouth in April

195G. Now anew"witness" has
emerged.... hiskiller

ommander Lionel 'Buster'
Crabb, who was 47atthe
time, ledan "unauthorised"
Royal Navy mission to
examine theadvanced hull ofa
visiting Soviet warship in April
1956. The vessel was part of a

goodwill flotilla carrying none other than Nikita
Kruschchev and other Soviet ministers tothe
UK formeetings with PrimeMinister Sir
Anthony Eden. Crabbdisappeared and it
sparked one ofthe most enduring spy
mysteries of all time. There were rumours he
had been captured, shot, drowned and even
killed by his own side - all ofwhich were
unproven. Afew months later and just down
the coast, the headless body ofafrogman
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ANEW THEORY

denying atelevisionfirm the right to produce a
documentary. Some intelligencefiles have
beenreleased confirmingaspy operation, but
Crabb's death, duetoamazy and clever
cover-up, has never been satisfactorily
explained.

Fiftyyears since the headless frogman was
found - theCrabb affair still fascinates - even
more so now that anew explanation has
surfaced - this time coming from Britain 's
dwindling band offriends inRussia. ARussian
television crew commissioned to make a
documentary about the incident, have found a
prime witness - "too good tobe true" ­
according to many close tothecase. He is
retired RussianNavy diver Eduard Koltsov who
wants to reveal what really happened before
he dies.

Soviet warship the Ordzhonikidze

etnper OccultuS
MIS Director-General

Dick White replaced MI6
chief John Sinclair

(inset) after the bunq led
operation

Koltsov was 23-years-old at the time and
served on the cruiser Ordzhonikidze as a
member ofacombat group known as
Barracuda. In Portsmouth, he was asked to
investigate "suspicious activity" under the
ship. He soonspotted adiver whowas
attempting to fix an explosive charge tothe
hull. "I saw asilhouette ofadiver inalight
frogman 's suit who was fiddling with some­
thing at the starboard," said Koltsov. He
continued: "It was next tothe Ordzhonikidze 's
ammunition hold, so I swam closer and saw
that he was fixing amine." Koltsov swam
behindthediver and cut histhroat.

z,

Two decades later - government officials
wrote aflurry of letters that focused on

was found by local fishermen. Was it Crabb?
Eventhisquestion was never satisfactorily
answered. The man who formally identified
Crabb has since retracted muchofhis
testimony. Inbetween, the British secret
services did everything toconceal what had
happened on that fateful day - even from the
prime minister! Hotel registers where Crabb
had stayed were removed and officers toldto
keepquiet. When Downing Street eventually
learnedof theoperation, ministers were
furious - but simply had no option but to keep
quiet. Eden toldParliament: "It would not be in
the public interest todisclose the circum­
stances inwhich Commander Crabb is
presumed to have met hisdeath. While it is
the practice for ministers toaccept responsi­
bility, I think it is necessary inthespecial
circumstances of this case tomakeit clear
that what was done was done without the
authority orknowledge ofHer Majesty's

ministers. Appropriate disciplinary steps are
being taken." Edenforced MI6chief Major­
General John Sinclair, to resign. He was
replaced by Sir Dick White, the head ofM15.
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But journalists and afascinated publiccould
not be kept away, yet the truth remained
tantalisingout of reach, hiddenbehind awall
ofsilence.

ims he killed MI6 man
el 'Buster' Crabb



He wenton to say thatCrabbwas "mixing with
a pro-Soviet groupof people" - and they
draggedhim to parties attended by thelikes
of doubleagentAnthony Blunt "It's either
suicide or bloodyRussia,"Crabbonce told
Knowles, who, fearing hewasabout to defect.
toldMI5

Knowles believes thaton Crabb's final
mission, he did not dive alone. "Ourheroes
wereour heroes, and we couldn't have a war
herodefecting," said Knowles, who believes
his former partner was murdered.

One of Crabb's former divingcol­
leagues, Sydney Knowles, suggested
he mayhavebeen murdered on the

orders of British intelligence. Knowles, who
identified theheadless body found off Pilsey
Island as Crabb, said he onlydid so under
pressure: "Crabbhada specificscaron his
leg - whichhe'd got divingnearbarbedwire.
That body didn't haveone."

have committed the murderofaBritish sailorin
our waters. What he is admitting to, this
gentleman, iscommitting an act of murder. I
simply don 't believe it."

EVIDENCE NOT SO CLEAR?
The Strangest Theory

In 1994, Nicholas Elliott, the MI6 man generally
thought responsible forplanning the operation,
wrote inhis memoirs thathe believed Crabb died
from "respiratory trouble" - noting the diver was
aheavy smoker and that his equipment probably
fai led. He said: "Crabb didnot die as a result of
any incompetence. Nor didhelose his lifeas a
result ofany action bythe Russians."

Despite Koltsov's revelations and the fact that
some British papers havebeen released,
intelligence watchers notethat other Crabb
documentation, deemed so sensitive, can 't be
viewed until 2057.

Koltsov's story beggars belief - Britain blowing
upthe Ordzhonikidze inPortsmouthHarbour?If
there is any truth in the matter then it may bethat
Koltsov may have mistakenly believed equipment
carried by Crabb to test thehull, was abomb.
Interestingly, theclaim was made about the
same time as Don Hale published his book - The
Final Dive. Hale says thatCrabb was a "decoy"
forother UKintelligencedivers whowereplacing
listening devices on theship. The book claims
that Crabb and one other diver were killed.

also cutting hisair supply. Then he just let the
body float away with thetide."

Former diving colleague Sydney
Knowles'believed Crabb was on

the point of defecting after mixing
with the likes of Anthony Blunt

The Times put the theory to Lomond Handley, 61 ,
a relative ofCommander Crabb, whose mother
carried out many investigations about his death.
"I find it astonishing and hard to bel ieve... forany
ofHer Majesty's Navy to endanger avisiting ship
would have been unthinkable," said Ms Handley.
"Any explosion would have embarrassed our
government and destroyed the relationship
between the British and the Soviet Union which
our government was trying tobuild up. It's
possible that Crabb may have gone down tosee
whether there weremines and it wouldhave
been hisduty to get ridof them.

"It's absolutely incredible and I find it hard to
believe that any Sovietdiversor sailors would

'Buster' Crabb

,,.,._... Koltsov
"proudly"
showed the film
crew the dagger
which he used

-:~7'."';; tokill Crabb, and
the 'Red Star'
medal "secretly"
awarded to him
bythe Soviet

hierarchy some time later for his "outstanding
bravery".

But there is amajor problem with Koltsov's
story. Let's examine aperfect translation ofwhat
he said, forthroughout the conversation, he
strangely talks about himself ina "third person"
manner. Forexample: "Naturally insuch an
emergency he [himself) had no means of
communication with the ship. Getting down, he
discovereda man indiving gear fixing an
explosive devicetoourvessel's ammunition
compartment. Our man didn't know if that diver
was armed, so he decided to attack him from
below. He dived deeper and went sharply up
catching his opponent by the feet. He
dragged him down and slashed
his throat with aknife,





geospatial data about attacks and track/trace the
attacks back tothe point orpoints oforigin. The
graphic (left) was provided by DefComm1 , aUS­
based company focused on offensive and defensive
cyber war strategies, weapons and tactics.

The figure represents three points ofattack: one on
the west coast and asecond on the east cost ofthe
United States and the third inthe United Kingdom. In
addition the situation map shows the status ofthe

attack on the west coast ofthe US and illustrates the three points
ofattacks and the two intermediaries being used. This issimilar
to the displays used at North American Aerospace Defense
Command (NORAD) at Peterson AFB inColorado.

In addition to new systems and technology, the skill set ofa
cyber warrior issignificantly different fromtraditional military
training. David Webb ofSpy-Ops said: "During analysis forour
Certificate inCyber Warfare training programme we assessed the
skill differences. Cyber war has significantlydifferent strategies,
tactics, targets and weapons. Military leaders around the world
have achallenge when it comes to recruiting and training the new
type ofsoldier. "

The advanced education and skills required incomputer science
coupled with the high demand for the same resources inthe
private sector makes this a huge issue. How will the new
organisation attract the resources necessary to properly develop
the offensive and defensive capabilities they need? If we do not
have enough graduates inthe sciences and engineering with
security clearances, who will build the cyber weapons and
systems?

Current college enrolment inthe sciences and engineering is
down substantially inthe United States and that isonly one part
ofthe problem. Finding individuals who can get asecurity
clearance isanother. One senior US military official recently
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put service
members and
their missions at
risk," one of the
cyber cell
members said.
The USmilitary,
along with most Crestofthe 5th SG
other organisa-
tions, relies more and more on the
speed and capabilities of computer­
based technology togive it anedge
on thebattlefield. This reliancealso
allows anextraavenue of attack for
the enemy. "This cyber cell marks a
change of approach inthe intel
world," ateammember said. "We
are already experts on predicting
physical attacks from theenemy, but
we never hadadedicated staff to
predictand prevent virtual attacks at
atheatrelevel. "

© KEVIN COLEMAN2008

Editor's note: Kevin 's full research paper can
be downloaded atwww.eyespymag.com
(Reading Room - Eye Spy Intelligence Papers)

digital infiltrationson
military computer
networks, Hembrook said.

Estonian Minister of Defense Jaak Aaviksoo (left) expresses his views on the
threat of cyber terrorism during his discussions with US Secretary of Defense

Robert M. Gates in the Pentagon on 28 November 2007

of minimal cyber security measures to protect forsure, success infuture conflicts will depend
our nation's information assets. Other countries less on Bombs and Bullets and more on Bits
would be well advised to do the same. and Bytes.

As the executive branch ofthe US Government
contemplates creating anew department /
agency to address the dire threats ofa cyber
attack, existing organisations continue to
jockey forposition for their share of responsi­
bility and of course, major funding. One thing is
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and combatmalicious digital
infiltrations on military computer
networks. War Games represented
thetensionsand anxietiesofthe
ever-looming nuclear threat during Cyber defence is implementedat the
the Cold Warnuclear arms race. The Department of Defense level and
global war on terrorismhas replaced already was under way inthe halls of
many threats ofthe Cold War. Many i US European Command, inStuttgart,
bel ieve that in today's "information I but afully developed and funded
age" there are real DavidLightmans European theatre-level cyber cell
who pose acyber threat tomilitary now is active within5thSignal
networksthat could cause theloss of Command, Hembrooksaid. The cell
innocentlives unless something is consistsof threeexperienced
doneabout them. "Wearetaking a intelligenceand computer experts
proactiveapproachtostop these whosejobsare toobservepotentially
'hacktivists' fromattacking our harmful datapassing fromthe
systems," saidRobert Hembrook, Internet into friendlynetworks,
deputy chief ofintell igence forUnited identify patterns ofattacks, analyse
States Army Europe's 5thSignal Idata, and advise the operators ofthe
Command. I network so that they can take

preventative action toensure the
safety and securityof all systems in
the Europeanfootprint. "Thefact is
that thereare people currently trying
tobreak intoour systems inaneffort
toobtaindata orplant virusesthat

For the first time inthe European
military theatre, acyber-threat
intelligencecell has been created for
the specific purpose ofdetecting,
monitoring andcombating malicious

The National Strategy to SecureCyberspace
published in February 2003, states thatthe
private sector now has acrucial role in
protecting national security because it largely
runs the nation's critical infrastructure. Tightly
coupling business and industry into the Cyber
War Defense strategy is arguably the most
critical component and the one area that the
government has the worst track record. In
addition, if we are to protect nations, the
National Strategy to Secure Cyberspace must
contain language that requires by law, that
business, government and industry adopt aset

stated: "Wemay have to make the current
requirements fora security clearance less
stringent to meet the current demands." There
are an estimated 600,000technology jobs that
require asecurity clearances that are vacant.
Clearly there is, and will be forthe foreseeable
future, ashortage ofeducated resources with
securityclearance neededto work inthe area
of cyber defences and weapons.

The Estoniaattack was unprecedented insize
and scope and should alarm governments
around the world. The United States, like other
nations, is atgrave danger of acyber attack
that could devastate the national economy.
Failure to take action now could have serious
consequences in the not too distant future.
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The USArmy's 5th Signal Command
has now created acyber-threat
intelligencecell todetect, monitor

Team Works to Defend Digital Battlefield in Europe
REAL eYBER WAR GAMES

I
n1983, withthe ColdWarstill
goingstrong, amoviecalled War
Games depicted an eccentric
computer hacker namedDavid
Lightman, played by Matthew
Broderick. Withdogged determi­

nationtoplay amilitary-generated
"game" - Global Thermonuclear War
- Davidmanaged tohack into the
North AmericanAerospace Defense
Command computer systemand
almost causedanactual nuclear war
with the Soviet Union.



"What did Horace say Winnie?"

...being an irregularly occasional, or an occasionally irregular, com­
munication from the American cryptological community: particularly
those things associated with the National Cryptologic Museum [NCM]

and its parent, the National Security Agency [NSA]

SIGSALY - a randomlychosen cover name
and not an acronym - was ahuge piece of
equipment... so large in fact that atthe UK end

, ofthe transatlantic link it could not be situated
within the usual government enclave in
Whitehall but was installed in the basement of
Selfridges 's department storeon Oxford
Street... with ofcourse asecure land line link
tothe War Rooms. The American end ofthe
line was housed in the newly completed
Pentagon complex.

C
ertainly aphrase unlikely to be
familiar totoday's SSC audiences
but one that was heard often,
spoken by comedian Harry
Hemsley, during World War Two.

The question might also have been posed
during the war period byanyone attempting to
eavesdrop on an encrypted conversation
using the voice scrambling equipment
[VOCODERj known as SIGSALY, developed by
the Allies specifically fortelephone communi­
cations between the other 'Winnie', Prime
Minister Churchill , and President Roosevelt.

Letter from
ForI Meade
by David Hamer

LONDON AND WASHINGTON CALLING
© DAVID HAMER AND NCM

the WWII secure
telephone system

Original Sigsaly
handset donated to
the NSA Museum

by Thomas Thacher

:2'
c..:>z
o
z
«
a:
LU
:2'
«
I
o

~
o
@



.succaJJ 8~ond th e Origina l bp«totl ons

1""
Illtor

f" •

ft:c~e~~:':'nW1~f';.'::~~~O~~:_ t;~t~9,~~:..~on~; ,
even1u.lly d.pWyM \l nde-f ..... my ~Igna\ Corp , eon1Jact . Tltrml~,
~rlt It'tlblhh~d In W .. 'hll\qton. D,C., tondon. "',h North Afrk.

tWill, Gua"" Manll" .nd ",\.I,t,.lla, .mong othtl'n. ' ~'t\1ems wer~

:r~~~I~~:;:r;:~~~~~~W;;~;o~~~~:~~al\on" InclUding a ,n un ami

In l ond o n, tht' buIlt 01 1ho ~IG\At\' <!'qulpm"nt wa, h ou\ed \n \h e
b ,,'t'mt:nt of lin Ilnnu to ~elfrlthJIt " department \ tor . , ....hUe the
adual In,trun'..nt USM by C.hurlhlll and his 'taU wn .bout a mile
. wa y In th .. Wllr Rooms n ltlf th e pr\mlt m\nlst~r'" n\ldltnu.

!IICS-At\' w,n re mo yopdfrom servt u: In 1946, "a",ln9 'upportltd eNltr
1,000 otfld",1 S"(rltt con l" renllt\ . The uhtftou ot the cap.blllW \0
l onduet 1e<u rlt ",o ln lommunk,Uon, durlnq ttlh limit fltmalMd
\ec~t until ' 9 76 .

Support

lh~ "billty to use truly ~cure vcke <ommunlca t\om at h\<jhorg an\.
zationa\ leveu was a gr eAt advantage to the allle\ \1'1 tbe c.ondud 01
th e war and In th e crhlcal a( tlvl\ie\ \hat 'ollowed. SlG'iAlY was ..
h ighly w<centul secu re yoke \)'Stem and \t prov\ded a \pr ln9board
Into th e digi ta l c.ommunlc.atton\ world , \t enc.ouragw th e I'll \\att
and th etr go vemmt'n t counterpart\ to thln\r.mo re abou t c.ommunk.,
110m in digital te rms rathe r them tn the trAdition al 6n6\0<)lerm\.
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It w."d ear from the ,tart that !IIC\Al Vret \ublt d I '~" Ily tr "\ned
op«!faUOn\ and m /llntenan CItSt lltt . Th . Atmy Slqnal CO'P\ 'e\ponded
by u la b l\\ hlnl) tbe 80Sth Sig n al Se NIl C! Company. ~plt(\al lr.\nln9

Wll' pr o vid ed In a SIt Khool, ,so d m.m b e n 01 the 80S \h we re \ en t
to all SIGSALVlotatlon\ . Thlt 60S' h wa s Il "'ery unu\uAllompIUlY, to
sa y th e Ie,Ht, H ((In-;,hl~d o ( 6 1 o1t\ttn and 2 75 enll \ \e d me n .
Alth o ug h t~lhn\(,}Uy no t oIul9nt'd to the 8OSt", memben ot th e
Wonw n' , Army Corp , \WACS) And ,o rne <I\o\\\an women pertOlm~

II wlo e 1. el y at duUe\ related 10 SIGSA,t Y, Includlng (lut\ n g
\tenoqra~ k record \ of many 0 1 th e Important <on.",enatlon\ .

As with any encryption system the most
important single component is the key and the
way in whichthat key is created and distrib­
uted [seeEye Spy 48 foradiscussion of the
'one-timepad' and theimportanceof secure

~

1936, Bell Telephone Laboratories were
exploring the conversion ofanalog voice
signals into adigital format. Much research
and development, spurred by the needs of
war, produced a satisfactory, usable system.
SIGSALY was firstdeployed in 1943 when, on
15Julyof that year, asuccessfullyencrypted
conversationtook placebetween officials in
Washington DC and London.

The Unllflt Statt" en te red Wo rld Wu 1\wi tho ut true vetce security
capa bili ty, bUI the technical groundwork fo r a solution w,u In ptece
a t t he 8ell I ('Iep hanl" laborator ies (BTL). Ev('n with th h fou nd atio n
SIGSAl Y Wal II huge cha llrngt'. for It demandlPd mllny un~ue dt"n'I~
opments , nOI limply Imp rovements.

Itey Generation and Distribution

the entry of the United States intothe war in
1941 , theAllies wereusing an analog voice
privacy system designated 'A-3' that has been
described as being capable ofproviding "...
reasonable protection against the casual
eavesdropper but.. vulnerableto anyone with
sophisticated unscrambling capability." Use of
thesystemdidhowevercontinue even though
it was discovered that aGerman radiofacility
located inthe Netherlands was able to 'read'
the conversations. Not an ideal situation but
neither of the two principal allies had an
immediate solution to the problem.

The random keying ma terials were recorded on large phon ograph
records. Key distribution was accomplished by means of tr ans po rting
and distributing the phonograph records . Every key-pale was dl il rlb.
uted by courler from Arlington Hall Station In Virgin ia to the sending
and receiving ste tlons . Each recording provided only twelve mlnutes
of key, and since t he keys were changed for every conferen ce and on
II reg ular sche dule , a very large number of recordings were made end
distribu ted under strict controls. The key recordings were destro yed
after use.

So m e-of th e most '.markablt' " fin " " o f the 'y"em wer e :

... re a llutlon o f enclpht' re d te lephony

... quantllt"d '~t!'ch ttansmlnlon
... transmlulon of speech by Puhll' Code Modulation lPCM)
.. use of companded PCM
• mulUlevt"1 frequency Shift Kt"ylng (FSK)
• speech bandwidth ccmpresucn, and
• use of Frl!'quency Shift Keying -Frequency Dlvhlon MulUpin
(FSK-fDM) .11 a vtabte trlln\mlnlon method ever ... fading medium .

The BTl team wes highly ,klllt'd and had accen to many e xpert s.
fo r example, the ncw-Iernous Harry Nyquist and Claude Sh a n n o n
made Important contributions. In addition, British cryptog rolph er
Alan Turing was briefly Involved In the development and appr oved
the security aspects of the system for the British . The team acqu ired
over 30 patents .

Thebeginnings ofthat solution werealready in
place. In the United States, as far back as

© DAVID HAMER AND NCM......~...
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Today digital technology is at thecore of
communications, both clear and encrypted,
and the transformation of audio information
into digital form is now aroutine process that
is incorporated into our telephone, television
and other information media systems. The
beginnings ofsuch digitisation began as far
back astheearlypart of WWII in an attemptto
provide secure voice communications. Prior to
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securitysuchas thosethatledtothe post-war
destructionof Bletchley Park's Colossus but
rather that thevaluable components of the
system were usable and needed for develop­
mentinother areas of electronic researchand
development - SIGSALYhadoutlived its
usefulness.

The NSA's National Cryptologic Museum has
however re-createdadisplay - asection ofa
SIGSALY terminal thatincludesapair ofthe
original turntables (aboveand below). SIGSALY,
along with the rest of this museum's unique
and interesting collection commemorating the
history of Allied cryptology, is open to the
general public; Seeh"p://www.nsa.gov/
museum/index. Afuller, more detailed
descriptionof SIGSALY is given inan NSA
publication: The Start of the Digital Revolu­
tion: SIGSALY, Secure Voice Communications
in WWII, Center for Cryptologic History, NSA,
2000.

minutes of agiven key two of the precision
turntables wereneededateachend ofthe
conversational link. Timing and precision ofthe
equipment was paramount as there was no
time-synchronisation link betweenthe twoends
ofthe [typically] transatlantic connection.

As noted earlier each SIGSALY terminal was a
huge system when installed, consisting of
upwards offorty standard-size electronics
racks and weighing inexcess of fifty-fivetons!
As the confl ict in Europe progressed useof
SIGSALY expanded beyond the single London­
Washington link. Included inthis expansion
were Paris, NorthAfrica, Hawaii, Guam, Manila
and Australia. Post war locations included
Berlin, Frankfurt and Tokyo. Twelve terminals in
all were deployed: each consumed so much
electrical power that special cooling systems
weredesigned to dissipate theheatgenerated.
SIGSALY was withdrawn fromuse in1946.

No completeSIGSALY is known to exist. This is
notso much becauseof any considerations of © 2008 DavidHamer NCM

keys]. In SIGSALY the randomised keys were
electronically generated by using 'noise' from
huge, mercury-vapourvacuum tubes [valves] .
In those pre-miniaturisation days each tube
was four inches indiameter and over fourteen
inches high! After sampling and selection each
key was recorded, inthe manner ofthe era, on
sixteen-inch diameter wax master discs using
the audiotechnology ofthe day. Such master
discs, which inthe recording industryofthat
timewouldtypically have beenusedto produce
thousands ofvinyl records forsale, were used
only to produce three discs - two fordistribu­
tion: one retainedforemergencies. Distribution
of the keys, always aprobleminpre-public-key
times was accomplished by thesecure
physical transportation and distribution ofthe
discs. Later advances led tosimultaneous
recordingofthekeys onto acetate discs.

When in use each terminal ofthe encrypted
voice circuit would carry itskey on one of a
pair ofprecision-driventurntables thatwere
time-synchronisedateach endof the link.
Since each disc carried only about twelve
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Covering the intelligenceofficers who
masterminded the CIA's fronts as well as
the involved citizen groups - emigres,
labour, intellectuals, artists, students,
women, Catholics, African Americans,
and journalists - Wilford provides a
surprising analysis of ColdWar society
that contains valuable lessons forour
own age ofglobal conflict. Hardback
400pp

Available from Eye Spy
Ref: ES/1263£29.99$32.95

Judith Lenart always knew her stepfather
had livedanexciting life - as ajournalist
from the end ofWWII tothe end ofthe
Cold War, he met, investigated and
exposed some ofthe greatest artists and
conmen international politicshas ever
known. Yet it wasn't until after hisdeath
in 1992 that she began todiscover just
how exciting his life really was. As
Lenart began theprocess of sorting
through his personal effects, she
stumbled upon abundleofdocuments
shenever expected tofind: letters,
telegrams and instructions from Ian
Fleming (below), editor and coordinator
ofhisown eliteselectionof journalist
spies, and adirect linkbetween the
media and M16. Sheasked herself "could
her stepfather have really been aspy"?

The Story ofa Fleming Man
Judith Lenart
Athena Press LId

Berlin toBond
and Beyond
relates the true
story ofhow
Terry was
recruited by
Fleming and sent
tomany
European
countries using
thecover of aSunday Times foreign
correspondent. Fleming ran an
intelligence outfit known as Mercury
which used journalistsworking forthe
Sunday Times ' parent company Kemsley

~

between the
CIA and its
front
organisations.
Using an
unprecedented
wealthof
sources, he
traces the rise
and fall of
America's Cold
Warfront
network from Frank Wisner
its origins in
the1940s to itsThird World expansion
during the 1950s and ultimate collapse
inthe1960s.

HOW THE CIA PLAYEO AMERICA

THE MIGHTY WURLITZER:

the mighty wurlitzer

Available from Eye Spy
Ref: ES/1262 £27.95 $29.95

thedirection of theinternational
campaign against terrorism. Softback
256pp

How the CIA Played America
Hugh Wilford
Harvard UP

CIA official FrankWisner called the
operation his "mightyWurlitzer", on
which he couldplay any propaganda
tune. Inthis illuminating book, Hugh
Wilford provides the firstcomprehensive
account oftheclandestinerelationship

In 1967, the magazine Ramparts ran an
exposerevealing that the Central
IntelligenceAgency hadbeen secretly
funding and managing awide range of
citizen front groups intended tocounter
communist influence around the world.
Inadditiontoembarrassing prominent
individuals caughtup, wittingly or
unwittingly, inthesecret superpower
struggle forhearts and minds, the
revelations of 1967 wereone ofthe
worstoperational disasters in thehistory
ofAmericanintelligence and presaged a
series of public scandals from whichthe
CIA's reputation has arguably never
recovered.

studies are theUSA pursuitofal-Oalda,
Italy's efforts against the extreme left­
wingRed Brigades and extremeright­
wingNew Order, Germany's battles with
the Red Army Faction, France's
struggles with separatist movements
and international terroristCarlos the
Jackal, Egypt's experience with Islamist
terrorism, and Sri Lanka's long
confrontation with the Tamil Tigers.

Counterterrorism Strategiesshows that
thereare no simpleorcomplete
solutions tothe dangers posed by
determined and elusive terrorists, but
several of the countries detailed here
have had significant successes. The
contributors, analyses of theeffective­
ness orineffectiveness ofstrategies
used by these six countries offer a
counterterrorism road mapforthe
twenty-firstcentury. This book is
essential reading for policymakers, for
counterterrorism scholars and
professionals, and formembers ofthe
general public whoareconcerned about

Despitethe wake-up call of11
September2001 , terrorismremains a
dire threat to the security ofall civilized
nations, making it imperative forleaders
todevelop better national, regional , and
global strategies to counter itsmany
forms. CounterterrorismStrategies
examines how sixcountries have
combated terroristgroups from the
1970s tothe present and draws lessons
that are applicabletotoday's threats.
Someof this importantnew book's case

BOOK RELEASES
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Successes and Failures ofSix Nations
Yonah Alexander
Potomac Books



Fighting Espionage in Vichy France
Simon Kitson
Chicago University Press

THE HUNT FOR NAZI SPIES:

Simon Kitson informs this remarkable
story with findings from his investigation
- the first byany historian - ofthousands
ofVichy documents seized inturn bythe
Nazis and the Soviets and returned to
France only inthe 1990s. His pioneering
detective work uncovers apuzzling
paradox: aFrench government that was

examines the evolution ofthe special
forces idea and investigates the real
story behind thegreatest military legend
ofthe late twentieth century. Hardback
624pp

Available from Eye Spy
Ref: ES/1266 £23.50 $48.00

From 1940 to 1942, French secret
agents arrested more than two thousand
spies working forthe Germans and
executed severaldozen ofthem - all
despite the Vichygovernment's declared
collaboration with the Third Reich. A
previously untoldchapter inthe history
ofWorld War II, this duplicitous activity
is the gripping subject ofThe Hunt for
Nazi Spies, atautly narrated chronicle of
the Vichy regime'sattempts to maintain
sovereignty while supporting itsNazi
occupiers.

Former MiS Director-General Dame Stella Rim ing ton

For most people, this was their first
acquaintance with aunit that was soon
to become the ideal ofmodern military
excellence - the Special Air Service
regiment. Few realisedthat the SAS had
been inexistence foralmost forty years,
playing adiscreet, if not secret, role
almost everywhere Britain had fought
since World War II, and had been the
prototype of all modern special forces
unitsthroughout the world.

On 4 May 1980, seven terrorists holding
twenty-one people captive inthe Iranian
Embassy inLondon's Prince's Gate,
executed their firsthostage. They
threatened to kill another hostage every
thirty minutes until their demands were
met. Minutes later, armed men inblack
overalls and balaclavas shimmied down
the roof on ropes and burst inthrough
windows and doors. In seconds all but
one ofthe terrorists had been shot dead,
the other captured.

The Real Story ofthe SAS
Michael Asher
Viking

when inRussia? Answers tothese
questions and much more can be found
inthis thrilling collection, which will
enthral readers once again with itstales
ofespionage from abygone era.
Hardback 272pp

Available from Eye Spy
Ref: ES/1265 £15.99 $34.00

THE REGIMENT:

InThe Regiment, Michael Asher - a
former soldier in23SAS Reg!ment •

Budapest during the uprising in 1956 he
would wander around inthe street with
Russian tanks just to see if aguy had a
bazooka ornot. When he got the Military
Cross he had been running around ina
German-occupied place with ahandgun
and had not been atall worried about his
own safety."

This classic anthology, with anew
introduction bythe former head of MI5,
Dame Stella Rimington, includes stories
bysome ofthe great writers on spying
and many practitioners, including Ian
Fleming and John Buchan, Sir Robert
Baden-Powell and Belle Boyd, Walter
Schellenberg, Sir Paul Dukes and
VladimirPetrov, and from the golden age
ofmystery and suspense, William Le
Queux and E. Phillips Oppenheim.

Here Lenart brings together some of
Antony Terry's finest investigative works,
as well as never before seen excerpts
from his notebooks and transcriptions.
Interspersed with Lenart's own insights,
this remarkable collection offers arare
opportunity to get tothe heart ofaman
whose duty, indeath, was to disappear.
Paperback 252pp

Republished classic compendium of
espionage stories - fiction, memoir and
autobiography - from the pens ofsome
ofthe greatest writers and most famous
spies.

Graham Greene and SirHugh Greene
Hutchinson

THE SPY'SBEDSIDE BOOK

Available from Eye Spy
Ref: ES/1264 £10.99$25.00

There are also some unexpected figures:
William Blake, D.H. Lawrence and
Thomas Mann, all suspected ofspying in
three great wars. How can you hide
messages inaboiled egg? Why should
you always put pepper inyour vodka

On itsfirst appearance in 1957, Hugh
and Graham Greene's The Spy's Bedside
Book provoked astorm of interest, and,
perhaps unsurprisingly, 100 copies were
bought byEast German Intelligence.

Newspapers, forwhich he was foreign
manager, as spies.

"Hewas a man who had little regard for
his own personal safety. When he was in

"If you think ofaspy as somebody on
the payroll I don't think it would be fair to
label him that, but if you think ofa spy
as someone who has connections to
intelligence agencies and provides them
withinformation and, on occasion, gets
information inreturn then I'dsay that's a
pretty accurate description ofAntony.

Former MI6 man Anthony Cavendish
described the relationship inhis book
Inside Intelligence: "At the end ofthe war
anumber ofMI6 agents were sent
abroad under the cover ofnewspaper­
men. Indeed the Kemsley Press allowed
many oftheir foreign correspondents to
cooperate with MI6 and even took on
MI6 operatives as foreign correspond­
ents:

Judith Lenart told the Kent onSunday
newspaper: "I see Antony Terry more as
the sortofperson who was helping
Bond, rather than Bond himself. "He
would have been an authority who
James Bond could rely on toknow the
scene and organise the right meetings in
the right places. Like the journalist figure
who helps Bond when he has his
Japanese adventure inYou Only Uve
Twice. That was Antony. Bond was much
more Fleming himself.
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Available from Eye Spy
• Ref: ES/1269 £25.00 $28.95
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Durning served as the de facto executive
officer of asmall office ofGerman
intelligence specialists taskedwith
routinenavy issues. But they were doing
much more. Known only to his
commanderand himself, former
admirals ofthe defunctGerman
Kriegsmarine attended secretmeetings
at his office, wherethey worked to plan
andcreate afuture West German Navy.
Inaddition, Durning served as a liaison
officer to theGehlen Organisation, the
supersecret German intelligenceand
espionage agency, and he recounts their
activities here. Hardback 208pp

Turned Upside Down is Durning's
accountofsuch activities.

T~~ W~Rm ~f INTnll~~N~~ II

Conditions: Dill' poster per order - notoneposter per book! O/(er
restricted 10 01/1' poster per household/huliniduul. Bookmusl b/'
F!/tlured in lhi» editiononl//. Otler extended10 1 March :lOOS

Order (Wi/ book [rom UNDERCOVER ill this edition ot' Eye
Sp./f and receive absotutely FREE (includiug poslageand

packing), ourf{mtastic JVorld o!,hdetligen('(', Crests Poster TTf

agents who witnessed defections,
kidnappings, interrogationsthat ended in .
death, and assassinations bybomb
explosions and by poison dart. World
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Thesepoints, implications forfuture
Russianstrategy are profound. Russia
faces an increased presenceof its
former adversary, theUnited States, in
adjacent territories; an increasingly
assertive NATO, which includes many of
Moscow's former allies; and continued
fighting inChechnya. Ominously, China
aspiresto overtakeRussiaas the
world 's second-ranked military power
and establish its hegemony over the
Pacific basin. Inshort, Russiaconfronts
aradically new political and military
world order that demands adaptingto
postmodern thinking about deterrence
and defense. The danger is that Russia,
realisingthat it lags behind in leveraging
modern technology formilitarypurposes
and that it must scrap its dependence on
conscription, now relies on nuclear
weapons as its first lineofdeterrence
againsteither nuclear orconventional
attack. Softback 192pp

Available from Eye Spy
Ref: ES/1268 £24.00 $29.00

US Naval Intelligence and the Cold War
Struggle tor Germany
Robert K. Massie (Foreword), Marvin
B. Durning
Potomac Books Inc

Beneaththecalm surfaceof everyday
lifeinMunich roamed agents and double

In1955, after assignments attheUS
Office of Naval Intelligence (ONI) and on
boardadestroyer, Marvin Durning
arrived atONl's office inMunich,
Germany. During thisyear, he partici­
pated inthefinal stages oftransforming
Germany from adefeated enerny into a
respected democracy, reestablishing its
sovereignty, andshepherding its
membership inNATO, which also
involved rearming America and Europe's
erstwhilefoe. Atthat time, Munich, like
Berlin, was anerve centreforthe Cold
War. It was crowdedwithUStroops and
German and Slav refugees. 'Radio Free
Europe' called it home. Thecity was,
Durning writes, "ajungleof competing
secret intelligence organisations: British,
French, American, Russian, West and
East German, Czech, Polish, and others."

problemswith its oldpolicyof
deterrence. For Russia's political leaders
and military planners, threescenarios
define their postmodern setting: 1) the
world's leading militaryandeconomic
powers, withthe exception ofChina, are
market-based economies and political
democracies; 2) therevolution in military
affairs, based on advances ininforma­
tion, electronics, and communications,
isdriving bothcivil and military
technology innovation; and3)the Cold
War's fundamental war-fighting
premises, such as deterrencebased on
nuclear weapons and on conventional
armedforces organised andtrained for
massive wars ofattrition, have changed
radically.

STEPHIH LCIMBAlh .. PUlAjAC08~ow

Available from Eye Spy
Ref: ES/1267 £28.99 $28.99

EY: .

Combining nuanced conclusions with
dramatic accounts ofthe lives ofspies
on both sides, The Hunt tor Nazi Spies
adds an important newdimensionto our
understanding ofthe French predicament
under German occupation and the
shadowy world ofWorld War II
espionage. Hardback 208pp

Russiaisapost-communist country
struggling to adapt to the modern world
economically and politically. Inthe
twenty-firstcentury, Russiafaces
postmodern social, cultural, and political

Inlight ofthis apparent contradiction,
Kitson does notdenythat Vichy France
was committed toassisting the Nazi
cause, but illuminates the complex
agendas that characterised the
collaboration and shows how it was
possibletobeboth anti-German and
anti-Gaullist.

hunting down left-wing activists and
supporters of Charles deGaulle's Free
French forces was also workingto
undermine the influence ofGerman spies
who werepursuing the same Gaullists
and resisters.
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Military Power and lis Challenges for
Security
S. J. Cimbala and Peter Jacob Rainow
Potomac Books Inc



COVERT VIDEO PEN
CAMERA WITH
COLOUR DVR

High-quality full-colourwired pencamera
powered byDVR Iincludedl, Simple and
reliable - video is uploaded directly into
DVR for storage, viewing and editing. SO
card not included.

FUU SYSTEM: UK £325.00 USA $595.00
ROW: £350.00 Order code: l)(·SPVPEN/CAM

Order Code:
LS-SM1 UK£17.50

USA $38.00
ROW£18.00

Seedmicrophone so small it
can beconcealed anywhere ­
hide in a car. under door, bag,
sleeve. belt etc. The length of
lead is 36 inches - but we can
customise this for you - £1.00
($1.75l for every additional 12
inches. The microphone head
is just 5mm in width

ELECTRONIC RADAR WATCHDOG
This highly rated product is one of the best anti­
burglar-int ruder systems available today. Simply
turn on (no installat ion
required] and the realist ic
dog bark sound increases
as its internal radar
senses someone ap­
proaching the door. Bark
gets louder as person
nears door. Going on
holiday or just going out?
Prot ect your home, family
or office with th is superb

NO 1. EYE SPY BEST·SELLER security system.

UK£90 .00 USA $125.00 ROW: £100 .00 Order c ode: TX-EWREX

FINGERPRINT READER
SECURE DIGITAL S TORAGE

Portabledatasecurity!This Fingerprint ReaderFlash
Drive (commonly referredto as a Pen Drivel
features a built-in Sweep-type Fingerprint
sensor to secure your data, 1 gigabyte
storage capacity and a USB 2.0 interface for
quick datatransfers!

Application features includeweb autologinto
manage the entries of 10 and password for the web
sites youvisit. user settingsfor fingerprint registration,
passwordsettings and fingerprint live timesett ing, file and folder
sett ings to encrypt or decrypt files and folders and PC lock to prevent others
from usingyour computer while you're away. Just plug in the drive, swipe
your finger, and you can log onto any of your stored protected areas in an
instant. For more details and full specificationsvisit www.eyespymag.com

Order code: FRIO UK £65 .99 USA$120.00 ROW £69 .00

Order code: L-PN1 UK
£25.00 USA$48 .00

ROW £28 .00

EYE SPY
PEN MICRO­

PHONE
Contained inside the ordinary
pen is a powerful microphone.

Simply plugthe lead into a
recorder and record any
conversation without the

worry of tryingto hide a body­
worn microphone. Can be

hidden in a desk etc.

TEL. 01756 770199 UK I TOLL FREE 877 309 9243 USA

READERS PLEASE NOTE: All prices include VAT(UK) and shipping!

Fits snugly in purse, wallet or pocket. Battery
operated - easy to use

Order code: ES/SFI
UK £79 .99 USA$135.00 ROW £1 10.00

Countermeasures for personal security. ..l- _

SPVFINDER
COVERT CAMERA DETECTOR

Order code: AJ-34 UK £90 .00 USA$140.00 ROW £100.00

AUDIO .JAMMER
COUNTERMEASURES

SPYFINDER hidden camera detectorlJocator must
rankas the mostreliable and easy to use technology
on the market for making sure you arenot being
watched. Ideal for defeatinghotel and office snoopers.
Its functionis basedon theprinciple of optical
augmentation. Simply scan the room and hidden
cameras return the beam whichresemblesa flashing
pulsating light.

An effective device that
can be likened to "white
noise" - works very
well in most
environments.

The AJ-34 Audio Jammer protects your sensitive room
conversat ions by generating a random masking sound which
desensitizes anynearbymicrophone. Effect ive against any
microphone-based eavesdropping device including
tape recorders, RFtransmitters, hard-wired
microphones [including contact type] and
shotgun microphones. It also protects against
microwave or laser reflection pickups.
Covers 150 square foot area.
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VIDEOTEK CAMERA FINDER
LOCATE AND VIEW ANY SECRET CAMERA

Wireless camera hunter locks-on to any wireless video
camera and displays the transmission on its built-in
screen. Automatically scans all the commonly used

video frequencies in less than five seconds and locks-in
on any video camera transmitter. Besides displaying

whatthe covert camera sees, it also sounds an audible
alert tone. Selectable antenna sensitivity

allows lock-in on sources upto 500ft away [depending
onpower of source transmitterl. Durable all-metal
case. Eye Spy recommended for countermeasures.

UK£399.00 USA $695.00 ROW: £420.00 Order code: TX-VIDTEK

EYE SPY SUBSCRIBER PRICE! Offer ends 30 October 2007

UK £374.00 USA $645.00 ROW: £399.00 Order code: TX-VIDTEKSUB

VIDEO SLEUTH
HANDHELD WIRELESS VIDEO MONITOR

AND DETECTOR

l The perfect low-cost tool for instant video
monitoringand detection. Ideal for monitoring or
settingup your covert wireless video systems.

I The VideoSleuth automatically scans the
! frequency range looking for active transmis­

sions. Once found , you can "lock it in" for
immediate access at any t ime. Up to 4 frequen­
cies can be stored for instantviewing access .
RCA input/output jacks located on the side for
video/audio to/from another source. Unit

features a 2 1/2 inch colour LCD screen and AC/DC operation. Includes
cigarette lighter adapter and AC adapter.

UK£249.00 USA $275.00 ROW: £260.00.00 Order code: TX-VIDSL

INSTANT FINGERPRINT ACCESS
SAFETY BOX AND SAFETY VAULT

HIGH-DUALITY COVERT CAMERA AND AUDIO
RECORDER PLUS COLOUR DISPLAY

WARNING: Some of the products advertised
in this magazine may be illegal to operate in
your country. Please familiari se yourself with

the law as it affects you.

Order Ref: ES-EEVR
UK £315.00 USA $600.00 ROW £350.00

SPY PHONES
ENIGMA ELITE OV

ENIGMA ELITE DU has been built to our specifications ­
not simplyadjusted by removing the diallingtone. The
cell phone microphonehas been replaced bya high­
end internally soldered microphone that detects the
quietest of whispers. It relies totally onour recording
technology - and your placement.

The unit is intended to be left in locat ions where it
can becalled - ideal for covert business recording,
security work, and for monitoringthe house and kids
when you are away from home. Simply dial its number
whenever you need to listen in. When called it will not
ring, light-upor vibrate. If someone tries to usethe
device to make a call, it gives the appearance the
battery is dead. If opened, theunit will not betrayany
alterations to a layperson.

Order Ref: LS-ENIGMA
UK £295.00 USA $550.00 ROW £325.00

ESPL:s internationally
.........:0....1 acclaimed ENIGMA ELITE

UR surveillance device
built specifically for
vehicle, room or any 'dry'
environment the user
wishes to monitor. The
only difference between
this unit and Enigma
Elite is the high-quality
built-in seed microphone

- and the fact the cell phone is intended to bekept out
of sight.Set comes in a smart

polishedmetal and black
case. High quality and
easy to use.

UK £349.00 USA $599.00 ROW £395.00
Order Code: CBE-LE

data and personal
documents.

The Safety Vault power
management system
allows 3 common
household D-cell
batteries to last upto
one year under normal
use. An auxil iary AC/DC
adapter conveniently
plugs into an electrical
outletto providean
alternate source of
power. Flash memory

Spring-loaded top
"pops" open instantly
after fingerprint scan.
Safety Vault is the
ultimate solution for
access control.
Provides safe storage
and easily controlled
access for handguns,
weapons, ammunition,
jewellery and other
valuable items
including: pharmaceuti­
cals , coins , stamps,
stocks, bonds, critical
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EYE SPY SECRET HISTORYFILES

70 Years Ago - Spies
Caught, Spies Lost,

Lessons Learned
t wastheFBI's firstmajorinternational spy case: on2 December
1938 - less than ayear before World War IIbrokeoutin Europe ­
three Nazi spies were found guilty of espionage in theUnited
States. Theman whohad exposed thespy ring, Guenther Rumrich,
was eventually given areduced prison termfor his cooperation. Far
from being hailedagreat success, theFBI acknowledged it had
mademistakes. Four times as manyspies had escaped, including

Captured spy Guenther Rumrich exposed a Nazi espionage
ring just prior to the start of World War II.

most of the senior Nazi planners. The Bureauwas "roundlycriticised in
the press," and forgood reason. Senior officials today admit, "" .we
were simply unprepared at that point in history to investigatesuch
cases of espionage."

Itwas acomplex affair that began in February 1937, when the crafty
Guenther Rumrich - anaturalizedAmerican citizenrecruitedby German
intelligence- was arrested by the New York Police Department forthe
USArmy and the State Department, following atip-off by British
intelligence. The charge: impersonatingtheSecretaryofState inorder
toget blank US passports.

Rumrich was willing totalk, and confessed that he was acting on behalf
ofNazi agents. He also saidhe would provide thenameof 10 to 15
spies working forGermany.

Who wouldlead the investigation? The Department of State, the FBI,
and what was then called the War Department debated the issue.
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One who got away and three who didn't: (left to right) , Dr . Ignatz Greibl,
who fled ; and the three convicted spies, Otto Hermann Voss (six years) ,

Johanna HoHman (four years), and Erich Glaser (two years)

•
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Director J. Edgar Hoover didn't want totake it
on, believing that the lack of coordination
between agencies had already compromised
the case. But the War Department insisted,
and the case fell into the lap ofthe FBI.

An experienced criminal agent named Leon
Turrou was placed incharge. Turrou debriefed
Rumrich and other agent German agents and
interviewed Dr. Igantz Greibl, head ofthe US
German intelligence ring. But after each
interview, Turrou told thespies that they'd
need totestify before agrand jury, and most
fled the country to avoid prosecution. Turrou 's
background simply didn't prepare him forthe
nuances ofan espionage case. Worse yet, he
leaked information about the case to theNew

}>



York press and even agreed to write aseries
of articles for one paper.

In June 1937, Turrou was fired forbreaking
the FBI oath. But his damage was farfrom
done. When he took thestand atthe trial of the
few remaining suspects inOctober 1938. he
was accused ofbeing anoverzealous
government agent motivated byprofit and
fame, of tampering withwitnesses, and even
of taking abribe from Dr. Greibl. Despite the
convictions, the FBI looked unprofessional and
unprepared to protect the United States from
espionage.

Following the debacle, theFBI immediately
started to reform its counterintelligence
operations. The Bureau trained dedicated
agents and prepared them to conduct
espionage investigations. Procedures were put
in place that made it moredifficult forforeign
agents to operate in the country. Since the
Rumrich case was based solely on statements
bythe spies themselves, the FBI also began
developing other tools and techniques to
corroborate testimony.

That the FBI learned much from the way it
handled the Rumrich case became clear in
1941 . Undercover officers working with a
"German spy" helped smash the Nazi
Duquesne spy ring case. In this huge opera­
tion, officers took extensive surveillance
footage ofGerman agents in carefully staged

ENCE MAGA7INE'; 2f I



settings. The case devastated the Nazis intelligencegathering capabilities
in the United States even beforeit enteredthe war.

'Harry Sawyer' and the
Duquesne Spy Ring

O
n2 January 1942, 33 members of aNazi spy ringheaded by
Frederick Joubert Duquesne were sentenced to serve atotal of
over 300 years inprison. They werebrought to justiceafter a
lengthy espionageinvestigationby the FBI. William Sebold, who
had been recruited asaspy forGermany, was amajorfactor in

the FBI 's successful resolution ofthis casethrough his work as adouble
agent for theUnitedStates.

Anative ofGermany, William Sebold served inthe German army during
WorldWar I. After leavingGermany in1921, heworked in industrial and
aircraft plants throughout theUnited States and South America. On 10
February 1936, he became anaturalizedcitizenof the United States.

»

The FBI made
contact with an

overseas German
shortwave radio­

transmitting
station used by

Nazi spies in New
York. Hundreds

of messages
were received...

and sent

The House on 92nd Street (1945)
Thefilmis loosely based on the Duquesne Spy Ring
headed by Frederick Joubert Duquesne and the work
of real life double agent William G. Sebold. Interest­
ingly, many ofthe "bit roles " in this film were played
by real FBI agents... all approved by J. Edgar Hoover
who just afew years earlier had reluctantly accepted
to investigatethes case.



Duquesne was brought totrial and
was convicted. He was sentenced
toserve 18years in prison on
espionage charges, as well as a
two-year concurrent sentence and
payment ofa$2,000 fine for
violation ofthe Registration Act.
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information Duquesne obtained was
as aresult ofhis correspondence
with industrial concerns. Represent­
ing himself as astudent, he
requested data concerning their
products and manufacturing
conditions.

Continued from page 65

I

Sebold returned to Germany in February, 1939, to visit his mother inMulheim. Upon his arrival
in Hamburg, Germany, he was approached bya member ofthe Gestapo who said that Sebold
would be contacted inthe near future . Sebold proceeded to Mulheim where he found employ­
ment.

Since Sebold 's passport has been stolen shortly after his firstvisitfrom Dr. Gassner, Sebold
went to the American Consulate inCologne, Germany, to obtain a new one. While there,
Sebold secretly told personnel of the American Consulate about his future role as a German
agent and expressed his wish to cooperate with the FBI upon his return to America. Sebold
reported to Hamburg, Germany, where he was instructed in suchareas as preparing coded
messages and microphotographs. Upon completion oftraining, he was givenfive
microphotographs containing instructions for preparing acode and detailing the type of

In September 1939, aDr. Gassner visited Sebold in Mulheim and interrogated him regarding
military aeroplanes and equipment inthe United States. He also asked Sebold to return to the
United States as an espionage agent forGermany. Subsequentvisits byDr. Gassner and a "Dr.
Renken", later identified as Major Nickolaus Ritter of the German Secret Service, persuaded
Sebold to cooperate with the Reich because he feared reprisals againstfamily members still
living inGermany.

Harry Sawyer

concerned about the possibility of
electronic surveillance devices
being present in his office, gave
Sebold anote stating that they
should talk elsewhere. After
relocating toan Automat, the two
men exchanged information about
members ofthe German espionage
system with whom they had been in
contact.

Duquesne provided Sebold with
information fortransmittal to
Germany during subsequent
meetings, and the meetings which
occurred in Sebold's office were
filmed by FBI Agents. Duquesne,
who was vehemently anti-British,
submitted information dealing with
national defense inAmerica, the
sailing ofships toBritish ports, and
technology. He also regularly
received money from Germany in
payment forhis services.

IOn one occasion, Duquesne
provided Sebold with photographs
and specifications ofanew type of
bomb being produced inthe United
States. He claimed that he secured
that material by secretly entering the
DuPont plant in Wilmington,
Delaware. Duquesne also explained
how fires could be started in
industrial plants. Much ofthe

SPYMAN
FREDERICK JOUBERT DUQUESNE

B
orn in Cape Colony, South
Africa, on 21 September
1877, Frederick Joubert
Duquesne emigrated from

Hamilton, Bermuda, tothe United
States in 1902 and became a
naturalized citizen on 4 December
1913. Duquesne was implicated in
fraudulent insurance claims,
including one that resulted from a
fire aboard the British steamship
Tennyson which caused the vessel
tosink on 18 February 1916. When
he was arrested on 17November
1917, he had in his possession a
large file ofnews clippings
concerning bomb explosions on
ships, as well as a letter from the
Assistant German Vice Consul at
Managua, Nicaragua. The letter
indicated that "CaptainDuquesne"
was "onewho has rendered
considerable service tothe German
cause. "

When Sebold returned tothe United
States in February 1940, Duquesne,
code name 'Dunn', was operating a
business known as the 'Air
Terminals Company' in New York
City. After establishing his first
contact with Duquesne by letter,
Sebold met with him in Duquesne's
office. During their initial meeting,
Duquesne, who was extremely



67

TheRumrichcase, though seriously flawed,
ultimately helped the FBI mature into an
effective force forprotecting national security.

Sebold 's success as acounterespionage
agent against Nazi spies in the United States is
demonstrated by the successful prosecution
ofthe 33 German agents in New York (above).
Of those arrested on the charge ofespionage,
19 pleaded guilty. The 14 men who entered
pleas of not guilty were brought to trial in
Federal DistrictCourt, Brooklyn, New York, on
3 September 1941 ; andthey were all found
guilty by jury of13December 1941 .

Just aswell. with a Cold War looming...

aconsultant diesel engineer, to be used as a
cover in establishing contacts with members
of the German spy ring. In selectingthe office
for Sebold, FBI Agents ensured that they could
observe any meetings taking place there.

InMay 1940, ashortwave radio-transmitting
station operated by the FBI on Long Island
established contactwith aGerman Shortwave
station abroad. This radio station served as a
main channel of communication between
German spies in New York City and their
superiors in Germany for16 months. During
thistime, the FBI transmitted over 300
messages to Germany, and received 200
messages from Germany.

Do
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Following the earlywar spy cases, the FBI enjoyed much success against Nazi spies. The breaking of the
US spy rings was alsoa major wake-up call for the security services, military and the public - as evi­

denced in these wartime Department of State posters

- - -

Hef ellfelesl talk eDst lives
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information he was totransmit to Germany
from the United States. Sebold was toldto
retain two of the microphotographs and to
deliver the other three to German operatives
based inAmerica. After receiving final
instructions, including using the assumed
name of "Harry Sawyer", he sailed from
Genoa, Italy, and arrived in New York City on 8
February 1940.

The FBI previously had been advised of
Sebold's expected arrival, his mission, and his
intentions toassist them in identifying German
agents in the United States. Under the
guidance ofSpecial Agents, Seboldestab­
lished residence in New York Cityas Harry
Sawyer. Also, an office was set up for himas







suspected him] made aterrible
mistake." That's CIA's position still
today. You can't get much more
absolute thanthat. No wonder their

nerves get raw inthe face of
evidence thatthey are wrong.

EYE SPY: On ascale of1-10 (10
being the highest), how useful was
the intelligence imparted by
Nosenko?

TH8: If you mean "positive"
intelligenceon the USSR - political,
economic ormilitary, for example ­
Nosenko gets a"0". That may be
understandable fromaCI/security
man - but strangely, Nosenko 's
score issuspiciously low even in
counterintelligence matters. At no
time during his first six years of
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book "radioactivepoison" and
"trash" - they certainly weren't
reviewing it, as they pretended,
because not asingle one ofthe three
"reviewers" had even read it. The FBI
veteran admitted tofriends he hadn't
read more than 40-odd pages ofthis
"radioactivepoison." KGB veteran
Kalugin, who had long been assuring
Westerners that Nosenko genuinely
defected, trashed the book forwhat
he called its lack ofunderstanding of
the KGB and Soviet system. If he had
read it, he would have beenaware of
the inputinto it by KGB veterans,
some ofwhom knew more than he
did about these KGB operations.
They were upset because their faith
and teachings had been called into
question. And "faith" isthe right
word. The intelligence community's
view ofNosenko sounds like a
Credo. Here are some of its words ­
all spoken orwritten by CIA
directors, top leaders and insiders,
some ofthem under oath atthe time:

';4t no time during his first six years ofreporting to CIA
- nor since then, as far as the outside world knows ­
did Nosenko ever uncover asingle KGB spy who, at

the time, was still in touch with the KGB, still had
access to NATO-country secrets, and was previously

unknown to Western intelligence."

"Thereis no reason to believe that
Nosenko isother than what he has
claimed to be...He defected ofhis
own free will and has not sought to
deceive us...Anything Nosenko has
saidhas been said ingood faith... If
any contradiction appeared inhis
reporting, it is inno way indicativeof
KGB dispatch... IfNosenko inadvert­
ently told any untruths, they were not
atthe behest ofthe KGB... Any claim
we [in CIA] may have left tohaving
served inan honourable and
dignified profession dictates that we
accept the Agency's jUdgment inthis
case - that Nosenko was always
bona fide and our colleagues [who

In 1981, Bagley together with former
KGB officer Peter Deriabin (right),
submitted to DCI William Casey's

representative a long report noting their
concerns about Nosenko

THB: Yes, my book
touches sensitive
nerves. Itthreatens the

intelligence community's
abiding faith inNosenko 's

bona fides. You could feel
that sensitivityin the

surprising words that you
mentioned. Three

veterans, one
each from the
FBI , CIA and
KGB, were
venting their
emotions

when they
called my

intelligencecommunity. We
understand planned lectures have
been cancelled and skulduggery is
afoot. Aformer FBI CI officer called
Spy Wars "oneofthe most danger­
ous and disruptive books that could
have been published inany time,
particularly in2007. In fact...
radioactive poison." KGB defector
Oleg Kalugin called the book
"absurd... trash." We were surprised
by this language - it seems tohave
touched araw nerve. Are some

former "players" embarrassed that
they may, after all, have

allowed aKGB officer to
provide so much
disinformation?

Certainly no sign ofany such thing
has ever reached public print - and if
the intelligence community believes
that Nosenko isbona fide, why
would they do it?

EYE SPY: Could you orthe agency
havedone more toexpose Nosenko?

THB: Certainly. Our examination of
Nosenko produced pointers to
specificmoles. Had Nosenko not
been whitewashed and given full
trust, those pointers could
have been followed ­
and moles discovered.
That would have gone
along way toward
exposing Nosenko.

EYE SPY: Spy Wars
has attracted
criticism from some
people inthe
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to have served that Agency. The
book you refer tocallsitself ahistory
ofthe Agency, but just inthis "anti­
Soviet" aspect ofCIA's performance,
it appears neither accurate nor
balanced. Its treatment ofthe
Nosenko case, forexample, is a
superficial, cut-and-paste repetition
ofthe conventional wisdom - the
distorted myth - without offering any
fresh facts orinsight.

See page 62 for
details ofhow to
purchase Tennent

Bagley's enthralling
book - Spy Wars

THB: Well, maybe something like
this: "Why don't youwrite abook
tell ing the truth about your life? Lay it
all out. Itwould be abombshell anda
stunning contribution tocounterintel­
ligencehistory. And for achange,
you wouldbe serving well the
countryofwhich you havebecome a
citizen and towhich you presumably
swore loyalty."

EYE SPY: Nosenko is still living inthe
United States. If you could ask him
one question, what would it be?

THB: It'stoo soon to be considering
that. Perhaps more facts will come to
light that will call forasequel.

EYE SPY: Are you planning asequel
to Spy Wars?

Editor's note: We will continue to
follow thisfascinatingcase with
more interviewsand comments
from the intelligence world.

Tennent Bagley pictured with Professor Tom Kane of the
Centre for Secur ity Studies, Hull University. Mr Bagley

recently delivered a fascinating lecture on Nosenko and
many aspects of CIA tradecraft

EYE SPY: Abook came out about
thesame time asyours, and
dismissed CIAas an incompetent
failure inthe ColdWar - itstitle even
labelling CIA's legacy as one of
"ashes." Given your criticism of
CIA's laterhandling ofthe Nosenko
case, wouldyou agree withthis
judgment?

enemies, I felt justified infinally
bringing thestory topublicprint.
Hence mybook, Spy Wars.

THB: No, I wouldnot. For example,
thebook you refer todismisses CIA's
operations againstthe SovietUnion
as afailure simplybecauseCIA did
notsucceed in recruiting Soviet
officials by itsown initiatives. But
that was only one aspect ofthe
picture. In fact, CIA was alert and
prepared to accept those who
volunteered - and throughout the
ColdWar the best spies forboth
sides had "walkedin" as volunteers.
CIA was able to handle them skilfully
and productively (and securely,
except when moles entered our
ranks) . That was no easy taskin the
face ofKGB counterintelligence
barriers. Our handling of GRU
Lieutenant Colonel Pyotr Popov, for
example, kept himsafe for five orsix
yearsand might have gone on
indefinitely had amolenotbetrayed
him. Through himCIA produced
intelligencethat vastly improved
America's military posture vls-a-vls
itspotential enemy - keeping the
countrysafer in dangerous times.
Thatwas the work of acompetent
and effective service. I saw while
inside CIA- as I stilldo from outside
- devoted and able men and women
giving their all to defend their country
innear-impossible tasks. I'm proud

THB: I wroteit because I still hope
that thesebetrayals of our country­
and betrayals ofthe brave Soviet
officers who secretlyassisted us ­
will not go unrecognised. I hope that
this old, buried Nosenko case might
be reopened. I also wrote it to
correct History. The official lies about
Nosenko have been adopted by
writers and historians. I had to do it
before it was too late. I amtheonly
person alivewho remembers all the
facts, and if I hadfailed toget the
truth on the record, those facts
would have remained buried forever.
And fiction would have become
History. I learned things from my
conversations with KGB veterans
after the Cold War that reinforcedthis
need. But even before this I had
maderepeatedeffortstoreestablish
thetruth about this part ofthe Cold
War. When I read CIA's whitewash of
Nosenko in1968 (itsso-called "Solie
report") after I had leftthe scene, I
submitted a long rebuttal - but it was
apparently ignored. In 1978 whenI
saw how CIA defended Nosenko ­
and distorted the whole case -
before the congressional committee
(HSCA) thatwas reviewing the
assassinationofPres ident Kennedy, I
went before the Committee and
rebuttedCIA's testimony. The
Committee concludedthat Nosenko
had lied, but that apparently hadno
effect on CIA's rosy view of theman.
Again in1981, whenWilliam Casey
took over as Director ofCentral
Intelligence under the new President,
Ronald Reagan, I submitted to
Casey's representative a long report,
along with the former KGB officer
Peter Deriab in. Again, the effort was
invain. Then in1991, when the
Soviet Union collapsed, I set outto
try, now that the ColdWarwas over,
to get KGB veterans totell some of
thetruthbehind this old operation. I
succeeded beyond my wildest
hopes. With this new confirmation,
this fresh new inputfrom former

reporting toCIA - nor since then, as
far as the outside world knows - did
Nosenko ever uncover asingleKGB
spy who, atthe time, was still in
touch with the KGB, still had access
to NATO-country secrets, and was
previously unknowntoWestern
intelligence. In otherwords, hedid
not reveal anything so sensitive or
important that the KGB could not
readily sacrifice it to build up aplant
inWestern eyes. For the minor CI
informationNosenko did give ­
unimportant tourists and others
recruited by the KGB, names ofalot
of KGBofficers working inside the
USSR, etc. - give him perhaps a "2"
onyourscale of 10.Bythe way,
some CIA insiders spread the tale ­
and somewriters passed it on tothe
public as tact - that Nosenko gave far
more and better informationthan
Golitsyn did. Since I know in detail
what each ofthem reported, I can tell
you this is grotesquely false. It is
truth stood on itshead.

E. YE sPY lNTELl... !...:;It '1 t V"~Z Nt:: ::

EYE SPY: Why did you write Spy
Wars? Andwhy did you wait so long
to bring out this information?



Right: "Cooper's" J.C. Penney bh
tie which he left behind on the

airliner. In 2001, DNA was acqui
from the tie which help ed the F

rule out a number of "Walt er Mitt~

claiming to be the hijacker

F c Spy ELLlGE "tAGAllNE ~3 200A

Afew things to keep in mind, according to
Special Agent Carr: "Weoriginally thought
Cooper was an experienced jumper, perhaps
even a paratrooper. Weconcluded after afew
years this was simply not true. No experi­
enced parachutist would have jumped inthe
pitch-black night, inthe rain , with a 200-mile­
an-hour wind in his face, wearing loafers and
atrench coat. Itwas simply too risky. He also
missed that his reserve chutewas only for

what happened to all that money. Some
$5,800 was found byayoung boy on the bank
ofthe Columbian River in 1980, its serial
numbers matching the ransom money, but the
rest has never turned up.

Since the incident, a number of people have
claimed they were the parachuter, but since
DNA testing came about, all have been
dismissed as hoaxers (DNAwas obtained
from the tie in 2001 ).

"This case is36 years old, it's beyond its
expiration date, but I asked forthe case
because I was intrigued with it," said Larry
Carr, afederal agent based inSeattle who
usually investigates bank robberies, and who
was just four-years-old when the hijacking
occurred. "I remember as achild reading
about it and wondering what had happened.
It's surreal that after 36years here I am, the
only investigator left. I wanted to take ashot at
solving it."

o who was he? Did he escape?
Thirty-seven years later the FBI
are still not sure if he even
survived the leap. "It's amystery,
frankly," agency officials said ina
December news release issued

. periodically to update old cases.
And though the mystery man called himself
"Dan" and sometimes "D.B. Cooper,"
detectives believe these are pseudonyms.

One of the great unsolved
mysteries of aviation crime is

being reinvestigated by the FBI.
It involves an unidentified man

aged about 40, who parachuted
from a hijacked airliner

somewhere between Seattle
and Reno in November 1971.

Donning a trenchcoat and
loafers , he jumped - making off
with about $200,000 in ransom
cash - a fortune in those days .

The case , codenamed NORJAK
by the FBI, has featured in
documentaries, books and

magazines, and saw hundreds
of would-be "investigators"

wander under the aeroplane'
flight path into remote wilder­

ness seeking the money which
has never been found.

With new technologies not previously
available, and with newfound attention from an
agent on the west coast, the FBI has announced
it isonce again looking into the cold case.
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Just as interesting, the FBI has released a
number ofartist's impressions ofthe hijacker
and a photo of his black tie that he lefton
board Northwest Orient Airlines Fl ight 305
(Boeing 727). The Bureau hope these images
may attract the attention of someone who
knew "Cooper", orprovide a new insight into
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An FBI chart showing the flight path of the airliner
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Illustration showing how "Cooper"
left the airliner and became part of

American aviation folklore

training and had been sewn shut - something
askilled skydiver would have checked. "

"Thehijacker had no help onthe ground either.
To haveutilised an accomplice, Cooper
would 've needed to coordinate closely with
the flight crew so he could jump atjust the
right moment and hit theright dropzone. " But
said Carr, "Cooper simply said, 'Fly to
Mexico,' and he had no ideawhere he was ~



Left: An interesting photog raph of the
orig inal arti st 's impression - still in the

FBI book

when he jumped. Therewas also no visibility
ofthe ground due tocloud cover at5,000 feet.

"Wehave asolid physical description of
Cooper. The two flightattendants who spent
the most time with himon the aeroplane were
interviewed separately the same night in
separate cities and gave nearly identical
descriptions. They both said he was about

O.B. Cooper's FBI Profile

Race: White
Sex: Male
Age: Mid-40s
Height: 5 '10" to 6'
Weight: 170 to 180
Build: Average to well built
Complexion: Olive, Latin appearance, medium
smooth
Hair: Dark brown or black, normal style, parted on
left, combed back, sideburns, low ear level
Eyes: Possibly brown. During latter part of flight
put on dark wrap-around sunglasses with dark rims
Voice: Low, spoke in telligently; no particular
accent, possibly from Midwest section of U.S.
Characteristics: Heavy smoker of Raleigh filter tip
cigarettes
Wearing apparel: Black suit; white shirt; narrow
black tie; black dress suit; black rain-type overcoat
or dark top coat; dark briefcase or attache case;
carried paper bag; brown shoes
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Some of the money recovered near a
river - it matched the serial numbers
from the ransom paid to "Cooper"

There wereprime suspects, of course, but
none ofthese proved to be "Cooper". "If he 's
alive today, he 'd be about85 years old," Carr
said. "Maybeone day I'll be sitting atmy desk
and I'll get acall fromanold man who says,
'You'renot going to bel ieve this story.'''

disappeared into the night - along with most of
themoney.

As many agents before him, Carr thinks it
highly unlikely that Cooper survived the jump.
"Diving intothe wilderness withoutaplan,
without the right equ ipment, in such terrible
conditions, he probably never even got his
chute open ."

The USAF tracked the airl ine r with two F-106s from McChord Air Base. And
though they were in constant pursuit - being just five miles away - the pilots did

not see "Cooper" make his jump

And thoughtheFBI monitored the airliner's
journey via two USAF fighters , and despite
years investigating the case, "Cooper" simply

DEATH BEDSTORIES: And what of some of the namespreviously mentioned as Cooper?
Noneturned out to be true. Duane Weber, who claimed to be Cooperon his deathbed, was
ruled out by DNAtesting (aDNAsamplefromCooper's tie was taken in 2001) . Kenneth
Christiansen, namedin a recent magazine article, didn't match the physical description and
wasa skilled paratrooper Richard McCoy, who died in 1974, also didn't match the descrip­
tionand wasat home on the day after the hijacking having Thanksgiving dinner with his
family in Utah, an unlikely scenario unless he had help.

At approximately 8.00pm that evening and,
flying somewhere between Seattle and Reno,
Nevada, "Cooper" incredibly jumped from the
rearof theaircraft. He had donned two
parachutes, but one ofthese was forinstruc­
tion and was useless. The cord from athird
parachute was used to help tie the money bag.

However, this goodwill gesture did not extend
to all the crew. He then orderedthe pilot into
the skies again and told the captain he wanted
himtofly to Mexico City.

Yt: S '-i t::. }....'l ....r;

5'10" to6', 170 to 180 pounds, inhis mid­
40s, with brown eyes. Peopleon the ground
who came into contactwith him also gave
very similar descriptions."

Agent Carr was given the task of reopening the
case inmid-2007. He decided totreat it as a
bank robbery that took place on anaircraft.
"Theclassic way wesolve bank robberies is
with thepublic," Carr said. "Everything we
know - pictures, descriptions, m.o., every­
thing. We put it all out there." The FBI are
hopingsomeone will call saying "my uncle
who disappeared in 1971 - he could have
been Cooper. I just never thought about it until
now."

"Cooper" 2007

Northwest Airlines 305 leftPortland enroute to
Seattle on 24 November 1971. "Cooper",
described as aquite man and wearing a
business suit, white shirt and black tie,
ordered abourbon and soda whilestill on the
ground. At around 3.00pm, he gave flight
attendant Ms. Schaffner anote, the shocked
women read the letter. There was abomb in
his briefcase and he wantedfourparachutes
and $200,000 in $20 bills. "Cooper" opened
up his case which exposed amass ofwires
and red coloured sticks. When theaircraft
touched down in Seattle, Cooper letthe36
passengers leave in exchange for the ransom.
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FOOLING NO ONE: The real subject in this montage of
photographs is upper left, His hair has beendramatically
altered ineach of the subsequent pictures: study his face and
thedisguise becomesirrelevant

Every head shapefalls into aparticular category: round,
square, long, triangular, square, heart, pair etc. Knowing
a headshapeallows disguiseexperts to carefully prepare
hair cuts, beards, eyebrows etc,to changeits shape ­
and thus appearance. For example, a round head can be
made to look longer and thinner simplyby growing a
small beard and moustache (Figs 1 and 2), Along
narrowsquare-chinned head can look very different if a
thickbeard and moustache are grown. The illusion is
everbetter if the person growshis hair thicker and allows
part of it on tothe forehead, Thesquare chinalso
disappears and the head is nowoval (Figs 3 and 4).

Ayear or so later, and after amassivesearchoperation, Darwin was
declared dead at an inquest in 2003. Insurancepayouts were made to
hiswifeand all sorts ofskulduggerytook place. Darwinusedthe
passport in 2005 totravel toGibraltar and Spainwithaviewto
purchasing ayacht- he even used the name John Jones on areceipt.
In 2006hevisited Panama Cityand Costa RicawithhiswifeAnne, 55
wherethey made amistake - they were photographed together with a
smiling estate agent. Unfortunately for them theestate agent posted the
photo onhis website and the Darwins luck ran out. For acouple so
deceptive, it was an astonishing error.

hiswifeat the time, is thought to have
searched graveyards inthedead of night
andnewspaperrecords in an attempt tofind
asu itablecandidate foraname change and
new identity. Darwinfound the graveof John
Jones - ababy born on27 March 1950­
but whodied five weeks after birth from
enteritis at Sunderland 's Hospital for
Infectious Diseases. Young Johnwas buried
on 3 May 1950 inthe city's maincemetery.
Darwinthen reportedly usedJohn Jones to
obtain abirth certificate. Once acquired, he
also decided tochange hisappearance by
growinga long scruffy beard. Afew weeks
later hevisited aphoto booth, tookafew
pictures and sent these together with thebirth certificatetothe
passport office on 8 October 2003 - eighteen months after his "death".
Days later he reportedly receivedhis new passport. As forhiswherea­
bouts forthelast few years - he stayed at homeand built asecret
passage into an adjoining apartment - remaining out ofsight.



On the night he "disappeared", Darwin, a
canoe enthusiast, changed shifts and paddled
away into the sea. After making ahole in the
canoe and sinking it, he used the cover of
darkness toslipback to shore. He also
dropped apaddle inthe sea - for effect. His
deception worked.

Had baby John Jones survived, he would have
been 57 - exactly the same age as John
Darwin. Naturally John Jones' relatives are
furious. Both Darwin and his wife are in
custody charged with dishonestly obtaining
£162,515.18 ($330,000).

WIDER IMPLICATIONS

This case file may notbe indicative ofthe
numerous complex elements used by disguise
experts, but disguise, as the Darwins now
realise, often brings together so many different
subjects. With each subject comes aproblem,
and if not properly planned, checked, main­
tained and supported, adisguise operation
can end indisaster. But foraseconds
madness, the couple may well have suc­
ceeded in fooling theworld.

It is possible to fool all of thepeople some of
the time, but that doesn 't necessarily mean
you have to go to extraordinary lengthsto
make adisguise work. Agreat deal ofthe
actual "presentation" is dependent on why a
disguise is needed, and even more so on how
long it is in use. Maintaining acomplex

FY ... SP'r 'l L.L G I A. s:
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physical disguise over along period oftime is
extremely difficult and time consuming ­
people makemistakes. Thus it's more
beneficial to keep it simple. For short stop-gap
illusions, the disguise is limited only by a
person 's imagination and skill. In theory, it can
beas complex and as cunning as those often
seen in movie theatres. How aperson "holds"
thedisguise together is vital. And regardless
ofwhat many disguise experts say - it is
advantageous if aperson isable tohold their
nerve.

Props can beaterrific tool , but these must
look realistic and be fully maintained. For
government disguise experts the scope for
creating adisguise is endless. From plastic
surgery that will change appearance, tousing
drugs to increasethe melanin count inthe skin
thus making the person darker, intelligence
services, especially in the West, have units
dedicated to thistradecraft. Disguise experts
can also help aperson change their personal­
ity through training. However, that element can
be performed by anyone - as we have already
seen. If you are brash, talk loudly and wear
smart suits, be calm, quiet and casual. If you
perform everyday actions inahurry, slow
down. It's often the little things that can
generatecomments like "that doesn't sound
like him". »

Civilian contract engineers checking
an electrical point - or undercover

surveilla nce officers?
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