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Israeli Intelligence and the brilliant
eavesdroppers of asuper secret unit
oft compared to the NSA and GCHQ

Networks, Fronts, Haunts, Characters and Operations

THECOMPLEX WORLD OF
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the art and discip
ANTI SURVEILLANCE

Surveillance trainer Peter Jenkins explains the
tradecraft used by persons conducting this skill

and those whose job it is to avoid detection

MI5
Security Service

had Glasgow
Airport bomber on
terror watch list

TRACER
20

US Congress issues chilling 3 3
AI-Qaida intelligence assessment

Cold War gift to Royal Family
removed... due to bugging fears





M
uhammadKarim,
Iran's Foreign Policy
and National Security
Commissioner, has
claimed that BBC and

BritishEmbassy staff inTehran,
colluded to gather intelligenceon
Iran and establish two spy
networks. Karim saidone "re­
porter" was arrested andother
"teams" areunder investigationfor
espionage.

• In 1998, Iran arrested Brtton
Robert Gavin on spying charges.
According toofficials, Gavin
confessed that he was a "most
important" MI6 spy and admitted
he was involved with espionage
against Iran and other Arab
countries. He was detained for
taking "unauthorised photographs"

. but released afew days later
: without charge.

went on tosay that several other
people involved in the "espionage
operation" had been arrested and
they are looking formore suspects.

Interestingly, the report was
allowed to 'fester' formuch of
December before Iran's Intelligence
Minister - Gholam Eje'i calmly
announced that "no Briton was
amongst those detained." He went
on to say more details would be
given when the case went tocourt.
He did not comment on the earlier
claims made by Karim.

Iran is nervous about intelligence
collection on itsnuclear weapons
programme. In recent months, both
Israeli and German spy operations
have allegedly been exposed, with
atleast two suspected Mossad
agents arrested. On 24 November,
Major General Mohammad-Ali
Jafari (Republic Guard) announced
intelligenceagencies had dis­
banded a"Mossad subset" that
was spying on the country's
military organisations. Two days
earl ier, Al i Ashtari, an electronic
salesperson, was hanged after
being convicted of relaying
sensitive informationabout
research centres in Iran to Israel.

intendedto engage inespionage."
; According tothe minister, Iranian
: intell igence had been alerted after

several BBC people booked intoa
hotel under false names. "For
example, some reporters had
reserved hotel rooms using

. pseudonyms and after the
intelligenceservices pursued the
matter, it became clear that the
BBC was aiming to establish an
intelligencenetwork with the
support ofthe British Embassy.

Speaking toajournalist from Iran's . They planned toorganise groups of
Labour News Agency (ILNA), Karim people who opposed the Iranian
launchedavociferous attack onthe way of life," Karim said. "They are
BBC. "Iranian intelligenceand other not here to report onnews events,
security agencies havediscovered they are here to recruit individuals
that BBC reporters inTehran forintelligence activities." Karim

BBC UNDERCOVER
Iran allege MI6 and BBC liaising
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Director of Nationa l Intelligence Mike
McConnell speaks at the George Wash­
ington Columbian College of Arts and

Sciences Graduation, 17 May 2008

Discussing 9/11 master­
mind Khalid Shaikh Moham­
med and interrogation with
methods such as
waterboarding, Brennan
(right), once said: "All these
methods produced useful
information, but therewas
also a lotthat was bogus."

withdrew his application after complaints from
civil liberty groups and human rights' watch­
ers who said he was notoutspoken enough of
President Bush 's foreign policies.

LEFT: Basilan, Lomita, Republic of Philip­
pines2002: Former USNavy Admiral
Dennis Blair, Commander in Chief, US
Pacific Command, meetswith USSpecial
Forces during a brief tourof the region.
Blai r, a front-runner for theODNI post was
in thecountry liaising with the Philippine
Army in the pursuit of Abu Sayyaf bandits ­
an al-Oaida umbrellagroup.

In recent times, US Intelligence has not been
shy toselect former military personnel to head
what are effectively civilian organisations. Blair
will become America's third director of the
ODNI, apost created in 2004, three years after
9/11 . One of itsprimary directives was tohelp
coordinate all of the country's premier
intelligence and securityorganisations,
especially inthe area of counter-terrorism.

Command has enabled him tohone his skills
indealing with amultitude oftasks. "Such a
broad exposure tohow the intelligence
community works gives you atremendous
host of issues that you have to deal with,
including Korea, China and Southeast Asia."

• WhileBlair seems certain tobecome the head
· of NIC, Obama isstill undecided if he wants

Michael Hayden to remain DCI. Some
intelligence watchers believe he will let Blair
decide. Obama is concerned about three

· sensitive topics still attached tothe CIA
• hierarchy - interrogations and waterboarding,

renditions and liaisons with the NSA's
"warrantless wiretapping". An early contender
forthe post was John Brennan, Obama's
transition intelligence adviser and former chief

· of staff forCIADirectorGeorge Tenet. Brennan

OBAMA'S NEW INTELCHIEFS

One man who knows Blair well is Thomas
Wilson, former head of the Defense Intelli­
gence Agency (DIA). He described himas
"very smart, very knowledgeable and very
decisive." He said Blair's role in Pacific

Blair - a34-year career veteran had ataste of
the intelligence world in the mid-1990s when
he was attached to the CIA as the agency's
first associate director ofmilitary support.
This saw him act as a liaison between the CIA
and Pentagon.

ashington sources say
President-elect Obama
will announce that Dennis
Blair, the former head of
the US PacificCommand,
isto be appointed
America's next head of

the Office ofthe Director ofNationallntelli­
gence (ODN!),apost currently held byretired
Navy Admiral J. Michael McConnell. This as
speculation mounts that CIA Director Michael
Hayden, will also be replaced. One insider said
Blair was selected because ofhis "long record
ofdistinguished service" and because the
position called fora"strong leader who can
work on equal footing with the Pentagon."
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CIA Predator Strike Kills Suspected
Trans-Atlantic Bomb Plot Mastermind

CIA-controlled surveillance
operation inthe tribal regions
ofNorth Waziristan, ended with
the destruction ofaTaliban
"super safehouse" and the
man suspected ofplanning one
ofthe most audacious terrorist

attacks ever. Rashid Rauf, 27, died when a
Hellfire missile struck abuilding in Khaisoor
following intelligence gleaned by an array of
Special Forces and agents of Pakistan 's Inter­
Services Intelligence Agency (lSI). Four other
people also died inthe November attack,
including two senior al-Oalda operatives - Abu
Nasr AI-Misri and Abu Zubair AI-Masri,
according to lSI officials.

Rauf has been on the run ever since he
managed toescape from Pakistan police in
2006. He had earlier fled the UK after the death
ofhis uncle in Birmingham in2002. This
resulted inthe British authorities issuing an
international arrest warrant forRauf.

Rauf's connection tothe trans-Atlantic airliner
bomb plot isstill unclear, but New Scotland
Yard had apparently linked him toaterrorist cell
planning tohijack and bomb up toeight
airliners enroute from London tothe United
States. It isbelieved communications were
intercepted by GCHQ from Rauf tothe gang
here inthe UK and al-Qaida's number two ­
Ayman al Zawahri who allegedly gave permis-

sion forthe operation. However, rather than
request that Pakistan police detain him, MI6
and MI5 allowed the liaison tocontinue, all the
while gathering intelligence. Similarly, if Rauf
had been detained, MI5 feared it would alert the
terrorist cell inthe UK. With the Counter­
Terrorist Command's investigation infull flow,
intelligence acquired from the failed 21 /7
(2005) London bombings, also linked Rauf to
the head ofthat gang - Ibrahim Muktar.
Pakistani intelligence said Muktar was the link
man between senior al-Qaida figures in
Afghanistan and cells inBritain.

By the Autumn of2006, Operation Overt
officers had established the suspected primary
players inthe airline plot, but were troubled
when an lSI officer explained they had good
reason to believe Rauf, who was under intense
surveillance, was about to relocate tothe
relative safety ofNorth Waziristan. The lSI
explained they would find it difficult tocontinue
monitoring him once he had fled. This meant if
the lSI arrested Rauf, New Scotland Yard would

. have tomove simultaneously todetain its
suspects inthe UK, save they be tipped-off and
escape. After aflurry oftelephone calls, Rauf
and 21 people inthe UK were arrested. At the
time ofhis arrest, Peter Clarke, head of
Counter-Terrorism Command said: "This was
not good news. We were atacritical point in
building our case. Ifword got out that he had
been arrested evidence might be destroyed and

Ayman al Zawahri gave the green
light for the trans-Atlantic bomb plot

scattered tothe four winds. More worrying still
was the prospect ofadesperate attack."

After acourt appearance in Pakistan in
December 2006, which saw the main terrorist
charges against Rauf dropped, he gave his two
security guards the slip as they stopped ata
McDonald's restaurant. He had been detained
on alesser charge while the UK made haste in
preparing papers forhis extradition. Since then,
anumber ofagencies, including M16, have
been involved inthe huge search forRauf and
his associates.

North Waziristan isaTaliban stronghold and an
immensely dangerous area to operate in, but it
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Prime Mininster
Gordon Brown

In 2003, aBelgiancourt sentenced Tunisian football
player Nizar Trabelsi to10years forplotting todrive
acar bomb into thecafeteria ofaBelgian air base
where roughly 100Americansecuritypersonnel
were stationed. Trabelsi was found tohave links to
al-Qaida.

ThePrintemps store .
wasalready on high President Sarkozy
alert because ofaprevious warning sent to the
Agence France-Presse, news agency.

In 2007, Belgium police detained several terrorist
suspects which led totighter security at Brussels
airport and other key hubs. Police recovered
computers, data storage equipment, afirearm and
other materials. No further detailswere given.

FRENCH
CONNECTION?

Five days later, on 16December, French police
evacuated the elegant Printemps store incentral
Parisafterfive aged sticks ofdynamite were
discovered inatoilet. Atelephonewarning had been
sent toajournalist that explosives had been placed
inPrintemps. The caller saidhe was from the
unknown 'Afghan Revolutionary Front' and that all
3,000 French troops should leave the country at
once. Seven days earlier, French intelligence
received avideo from aTaliban leader also
demanding the troops
withdraw. Bomb
disposal officers were
puzzled to discover
there was no
detonator attached to
the explosives. French
President Sarkozy
said his country will
never "negotiatewith
terrorists".

Just hours after the
Belgium raids, in

: neighbouring
France, counter­
terrorist police
arrestedtwo men
whohad just
returned from
Afghanistan. It is

i believed they are
connectedtothe
suspects detained
inBelgium.

Police sources initially arrested 14 people, though
some have since been released without charge. One
ofthose still indetention has been described asa
"whitewoman". Belgium police allegedlyhave
informationshe may have been planning asuicide
attack tocoincidewiththe two-day EU summit in
Brussels.

Counter-Terrorist Police
Detain AI-Qaida Suspects

Belgium intelligenceofficials, working witha
number ofother agencies, have had the suspects
under surveillance forsome time. Anumber have
recentlyreturnedfrom Afghanistan and Pakistan
and police feared they had drawn up plans tostage
an attack.

London-based security consultant Bob Ayers said:
"Theobvious explanation isthat Belgium houses
the seat ofthe EU. It is the capital ofthe EU
government. And if you can strike against the
capital, you send amessage toall the members of
the European Union."

Federal prosecutor Johan Delmulle told reporters
there was no choice but to intervene and arrestthe
suspects.

S
ecurity services in Belgium carried out over
adozen raids on addresses throughout the
wider Brussels area on 11 December - just
oneday before the heads ofthe European

Union, includingtheUK's Gordon Brown, were set
togather. Part ofthe leaders' agenda was set aside
for aclosed meeting on tackling the terrorist threat
in Europe.

the
Brussels
Ploners

is understood GCHQ provided vital intelligence
in the form of cell phone intercepts. This led to
various forces being alerted to a number of
villages. Rauf had apparently started to liaise
withprominent al-Qaidaoperatives, including
Abu Zubair AI-Masri, who was already under
surveillance by lSI spies. But it was decided it
was simply too dangerous for the authorities to
launch an operationto re-arresthim, despite all
concerned knowing heheld vital intelligence.
AI-Masri, an experienced bomb-maker who MI5
bel ieve was also a key player in the trans­
Atlantic bomb plot, was surveilled to the safe
house in Khaisoor. It is unclear if thiswas
performed by a Predator surveillance aircraft or
Special Forces onthe ground. lSI officials said
they tipped-off the Americans. Rauf was
allegedly with AI-Masri, when locals said three
explosions occurred.

CIA, USAFand other nations' Predators
are remotely-controlled from a facility in
the Middle East. For legal reasons Eye
Spy is unable to report on the site.

Since late August 2008, CIA Predators
controlled by a flight commandcentre in the
Middle East, have launched a spateof contro­
versial attacks.

The lSI and CIA maintain Rauf was a key
"terrorist fixer" and aninternational linkman
between al-Qaida operatives in theWest. This
has been denied by hisfamily and friends.



ANCHORY

Faulk and a colleague, Adrienne
Kinne, speaking before the Senate
Intelligence Committee inNovember
2008, said as well as intercepting

: phone calls without awarrant, they
also hacked into conversations
made bysoldiers, journalists and
aid workers inthe Iraqi theatre of
war. Faulk said operators would
sometimes listen to calls that
contained "pillow talk" or"phone
sex" forfun. He claimed Ms Kinne
and himself questioned the legality
ofwhat they were doing totheir
superiors, but were told to continue
the monitoring without changes.

Mufee, an Arab linguist and
communications intercept operator,
worked atFort Gordon, Georgia,
from 2003-2007 where his top
secret clearance gave him access to
Anchory. He was allegedly part of
the same operation that intercepted
thousands ofcalls (without a
warrant) from suspected terrorists
in the early part ofthe decade.

Interpreter says NSAheldfileon
UKPrime Minister'sphone calls

David Mufee Faulk, aformer US Some
Navy intelligenceofficer calls
attached tothe NSA, has • allowed

claimed the agency assembled atop the US to
secret file on former Prime Minister find and disarm bombs, though
Tony Blair within adata base known Faulk said they also eavesdropped
as 'Anchory'. The file allegedly on non-suspects.
contained private recordings and
transcripts made bytheNSA which
if true, would go against protocol or
the "gentlemen's agreement" that
neither the UK orUSA will spy on
each other.

TRAPPINGS OF ATERROR CELL
Lo on terror lia-sons provided MI5 with key inte - enee

A
senior British figure in
al-Qaida has been jailed
for life after an
investigationbyMI5
and Greater Manchester
Police's Counter­

Terrorism Unit. In the first UK
conviction of its kind, British-born
Rangzieb Ahmed, 33, was found
guilty ofdirecting aterrorist
organisation, namely al-Qaida and
having items associated with
terrorism, including adiary with a
plethora ofterrorist contact names
and numbers. He has been
sentenced to life inprison, with a
minimum term often years.

Another colleague, Habib Ahmed
(no relation) 29, was convicted of
professing to being amember ofal­
Qaida and possessing adocument
orrecord containing information of
akind likely to be useful toa person
committing orpreparing an act of
terrorism, namely an article about
explosives used inthe Balfour
House bombing. He was jailed for
10years.

8

Rangzieb Ahmed was arrested at
Heathrow airport last year after a
lengthy MI5 surveillance operation
that spanned thousands of miles. In
the winter of2005, he travelled to
Dubai en-route to South Africa. As

Rangzieb Ahmed

part ofan active al-Qaida terror cell,
prosecutors say he was inthe
process ofcarrying out an attack
when news came through that a
senior al-Qaida leader had been
killed ina US airstrike. His mission

Habib Ahmed

-. !>

The incriminating diary

was abandoned. Ahmed - already
high on an MI5 watch list - was
unaware that his room was being
bugged.

During his stay inDubai, intell igence
operatives also secretly searched
his luggage. Inside officers found
notebooks with listings of al-Qaida
contacts, some ofwhich were
written ininvisible ink, including bin­
Laden 's third incommand. "We
don't know where Rangzieb's next
target would have been, orwhat
exactly he was working towards, but
we are sure he was attack­
planning," apolice official said.

Early in2005, Ahmed had estab­
lished aterror network inManches­
ter, but was exposed when MI5 and
GCHQ learned ofhis liaison with
one ofthe failed 21 /7 London
bombers. Counter-terrorism officials
found his number on acell phone at
an apartment used by one ofthe
London bombers. This provided MI5
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Two of the failed 21/7 London bombers, Muktar Said Ibrahim (left) and
Ramzi Mohammed photographed during their arrest in London. It is now
known that the 21/7 terrorists liaised with the 7/7 London bombers.
Information acquired from Ahmed's diarynow links all three terror cells.

THE DE MENEZES SHOOTING
Family criticiseinquest as a"whitewash"

Jean Charles de Menezes

Another statement read outsidethe
. Oval Cricket Ground, where the
: inquest was held, came from Maria

atone de Menezes, Jean Charles's
mother, who had returnedto Brazil:
"I amhappy with theverdict and
would liketo express my gratitude
to the jury. Since the coroner ruled
out the option ofan unlawful verdict,
I was sad. But today I feel I have
been reborn. "

wouldhave considered mass
murder part ofhis duty. Whatwedo
know is that he and HabibAhmed
had close contact with al-Oaida's

: senior figures, and were arranging
forBritish citizens to visit terrorist
camps and meet those willing to
fund terrorism. There is no doubt
Rangzieb Ahmed was atthe centre
of the al-Qaida web, and was using
his positionto manipulatepeople,
drawing them intoo."

Astatement, released through the
family 's Justice4Jean campaign

DeMenezes, who was mistaken for
amemberof an al-Qaida terror cell
as hesat on aLondon train on 22
July 2005, was shot dead atpoint group, said: "After three months of
blank range by officers who believed : evidence, 100 witnesses and
he was about to detonate a bomb. i millions of pounds, the coroner, Sir
The judge had earlier told the jury : Michael Wright, has presided over a
they couldnot rule he was killed completewhitewash. He has failed
unlawfully. However, they rejected onevery count ofthepurpose ofan
Scotland Yard's assertion that he inquest investigation."
had been killed lawfullyduring an
anti-terrorist operation.

Thefamily of Jean Charles de
Menezes, killedbyundercover
police officersjust hoursafter

terrorists tried to attack transit
locations in London, have branded
the inquest into his death as a
"whitewash".

withsignificant intelligenceand they
were soon surveilling Ahmed.

DetectiveChief Superintendent Tony
Porter said: "This is afantastic
result...Rangzieb Ahmed isavery
dangerous man. He consorts with
senior terrorist figures and has
devoted his lifeto creating and
workingwith terroristnetworks. We
believe that hewas intent on
masterminding terrorist attacksand
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Corporation, the civic body that governs
Mumbai. At the same time, Kasab and Ismail
had made their way inastolen vehicle tothe
Cama hospital in southern Mumbai and the
GT hospital inthe city centre killing more
innocent people, including three lightly armed
senior police officers.

With Indian counter-terrorist forces spread
across much ofthe city, acall was routed to
the National Security Group requesting use of
aSpecial Forces unit dubbed the 'Black Cats '.
They were ready to act withinafew hours,
but strangely Indian police decided to hold

14

: them in reserve. At 12.00am, two terrorists
descended on the Vidhan Sabha, the legisla­
tive assembly, the lower house of state in
India.

: Less than six hours into the attack, and with
the world's media focusing on Mumbai, fire
could be seen in several parts of the Taj Mahal

! Palace hotel. Terrorists were inside and intent
: on more killing.

: By 9.00am the next morning, counter-terrorist
! police and the armed forces moved in to try
i and retake the Taj Mahal Palace hotel and the
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! Oberoi hotel. Dead bodies were strewn
: everywhere. Intelligence analysts concluded

the terrorists had detailed knowledge ofthe
hotels corridors and labyrinth ofservice

i rooms, steps and exits - again suggestive of
: much pre-planning. After more than 59 hours
! ofcat-and-mouse games with the terrorists,
: Indian troops eventually declared the hotel
; siege was over. All the terrorists were dead
i save Kasab who began imparting vital
! intelligence.

i As police started to pick-off the terrorists,
i CCTV film footage and pictures taken by ~
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shri . Yljay IChllnd~kar

Police Constable

shri. J<tywdnt Patil
Pollee Consuble

shrl . Shashank Shinde
Police Inspector,

e.S.T. Railway Mumbai.

Shrl . Mukesh B. Jadh"y
Home GUlIrdConstable

Shri . rukerem G. Omble
Asst. Police Sub tnseecter,

D.B.Marv Police Station

shri . Ambadas Pawar
PoUce Conmble

Shri. Arunchttte
Pollee Consuble

shri . Bdpusaheb Duruaade
Police Sub Iftspedor,

LA .t. Nalgaon

Shri . Yijay Salaskar
Police Inspector,

Anti Emrtion Cell, Mumb.i.

Shri . Hemant Karkdre (IPS)
Joint Commissioner Of Poilu.

A.l.S.. Mamba!.

Shrl . Rahill S . ShindlP
Police Constab le. S.R.P.F. Group X,

Solapur

Police roll call - Mumbai police service honour their
fallen comrades on the city police service website

Shri. Praksh P. More
Police Sub Inspedor,

L T.Marv Poli~ Station

Shri . Y0gesh Patil
Pouce Consuble

Shri. BalaUlh.b Bhoul£'
Ant. Police Sub Inspedor

Shri. ""'. Choudhary
Police Head Constable. R.P.F.

Shri . Ashok Kdmte (IPS)
Additional Commfnl.Aer Of Police.

hst RevioR, Mumbai.

Kasab explainedthere was an escape
plan that should have been activated
after the attack. They hadbeen given a
chart stored on aGPS devicethat would
have allowed themto navigatesafely
away fromMumbai.

· August the men performed reconnais­
sance. Kasab saidtheir chosen targets
had been "drilled" intotheir heads.

· It is understood Kasab was the gunman
who shot dead India's revered anti­
terroristpoliceChief Hemant Karkare.

· Dnesecurity analyst saidthefact that a
number ofunexploded bombs were
discovered inthecitycould beevidence
of further distraction operations.
Fishermen inthe areahavetold

: investigatorsthat on two occasions in
thepreceding eight weeks, they reported
a"gangster boat" droppingofweapons
andboxesof explosives to awaiting
vehicle offthe shores of Mumbai. It is

· not known if these arms were in fact the
ones used bytheterrorists.

Despitewhatsomeofficials say in
: public, many believe thehandof al-
: Oaida was quietly guiding the terrorists.

VITAL INTELLIGENCE GLEANED

Kasab said theterror group's objective
was tokill at least 5,000 andtotally
destroy theTaj Mahal Palace Hotel,
according to Kasab.

He explainedthe group had much
training - includingspecialised marine
warfare foratleast 12months. Armed
withanarray of falsestudent identity
papers, the men aged between 18-28,
were told not to interact with each other.

Smaller, regionalgroups around world, inspiredby al-Qaida,
pose a majorchallenge tocounterterrorism forces

T
heonlyterrorist captured by
police was 21-year-old labourer
Ajmal Amir Kasab, from Faridkot
inKashmir. He told Indian police: ./.

"I havedone the right thing, I have no :
regrets." His terror controller promised :
himthat his impoverishedfamilywould
get $1 ,250(£825.00) if hedied inthe
attacks.

During the attacks, they wereinstructed
nottowasteammunition, and tosingle
out "whitetargets" - preferably British or
American nationals.

Kasab saidthegroup's instructors had
devised theplan which meant using
diversionary tactics- the attacks on the
Leopold Cafe and trainstation were
purposely intended todraw Indian
security services away fromtheir main
objectives - thetwohotels.

CIA and MI6 working alongside Indian
policeare examining intelligence that
eight membersoftheterror group
posing as students rentedaroom at
Colaba Market, afew hundred feet from
Nariman House. For several weeks in

onlookers on their cell phones started to
appear on television. The men were all
relatively young, carried huge ruck sacks and
were heavily armed. Police recoveredten cell
phones used bythe terrorists - all of them pay
as you go-types to avoid compromise.

Interestingly, in India, certain measures and
documentation are required to purchase this
type of phone, another indication perhaps that
the terror cell had assistance from inside
India. The supplier ofthese phones has been
identified.

Indian intelligence are convinced the men were
: trained by military professionals and have

accused elements of Pakistan's Inter Services
Intelligence Agency (lSI) of helping the
terrorists. One Indian official said: "Not
everybody can fire the AK series of weapons,
not everybody can throw grenades like that.
By using such weapons and explosives, it is
obvious that they would have beentrained
somewhere. "

The death toll from the attacks numbered
approximately 190, with hundreds more
wounded. Most ofthe casualties were Indian
citizens. India accuses itsneighbour Pakistan
ofcomplicity, a charge which Pakistan's new
fledgling civilian government rigorously
denies.

• The FSI working alongside Indian
police has recovere d the DNA trom all
the attackers, including the 'one
survivor. This is now being compared to
terrorist or suspected terrorist data
bases ot several security services.
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The gift was presented to the Queen
Mother by the newly formed Russian
Knights aerobatic team after they had
flown over Balmoral Castle in 1991



SAMOVARS - A POPULAR RUSSIAN GIFT OBJECT
Samovars come in all shapes and sizes and although a popular souvenir and gift object in Russia, it is believed theyactually originated in

China. The silver samovar (far right) is a working model, while theone removed by Royal Protection security officers at Balmoral was ornate in
form (left) . The Soviet stamps depicted above showmodels that were used daily by the public, despite their ornate appearance.

likely place to hide alistening device, and it
posed adirect threat.

Being afavourite ofthe Queen Mother, insiders
say she positioned it inthe main sitting room
used by the Queen when she met with high
profile guests. If it was active, the Russians
could have obtained transcripts ofconversa­
tions with many world leaders, prime minis­
ters and affluent business persons. However,
this depends solely on the premise that abug
was insideand operational, and it is our
understanding that the teapot has never been
plugged-inon the advice ofM15.

Itwas the complex East European wiring
(reportedly manufactured from aWWII tank)
that wended its way around the pot that so
interested the countermeasures' officers, and
not apossible 'electronic transmission '.

: One Balmoral retainer told the UK'sDaily
i Express: "Thesamovar was always abitofan
. enigma. No one could work out what the

Russians thought we were going todo with it.
The wiring looked as if it came from aSecond
World War tank and it was not exactly pretty. No
one ever considered it asecurity risk until a

i recent sweep by these spooks with their

electronic devices. They swept everywhere
imaginable, publicand private rooms, and the
first thing togo was the samovar."

The samovar isusually shaped like alarge
metal urn. Traditionally, hot coals orsimilar heat
the water inside the middle, but more modern
samovars contain an electric coal.The samovar
issimply the boiling device within the object.
The teapot presented tothe Queen Mother was
relatively modern and highly decorated.

It's unlikely officials will discuss the matter
further, but some intelligenceofficials bel ieve
the move was simply "precautionary" and a
sign ofthetimes between Russianand Britain.
UK intelligence specialist CrispinBlack said:
"It's been there for 20 years. The staff at
Balmoral were never allowed toplug it in
because they weresuspicious ofthe Soviet era
wiring - and normally forabug you need a
power source. So I think it'sextremely unlikely
it'sabug ofany sort. However, given the
current concerns if you likeabout the resur­
gence ofthe Russian intelligencemachine ­
perhaps the samovar fell pray tothat attitude,"
he says.

Presenting gifts containing complicated bugs
has always been aprime consideration for
countermeasure teams. Astonishingly, just
weeks after the endofWWII , and inamove that
was to ignite an intenseCold War era, the KGB

NSA reproduction US Great Seal
which houses a replica KGB bug

undiscovered for years
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The Russian Knightsaerobatic team was
formedon 5 April 1991 , and manned by the
best pilotsof the Kubinka Air Force base, who
had mastered piloting heavy 4thgeneration Su­
27 fighters . The team is organic to the Russian
Air Force 237th Aircraft Demonstration Centre
namedafter AirForce Marshal Ivan Kozhedub
(Russian acronym - TsPAT) . The Russian
Knights are uniqueowing to the fact that they are the onlyaerobatic
team flying group aerobatics in heavy fighters. The RussianKnights
made their foreign debut in September 1991 when they displayed
their aerobatics programme in the United Kingdom for the first time.
Since then, they have become regularparticipants of majorair
shows all over the world.

usedall its know how toplace what could be described as an "infinity
bug" inawooden replica of the UnitedStates Great Seal. On 4 August
1945, Soviet school children gave the carving to US Ambassador Averell
Harriman. It hung intheambassador's Moscow residential office until
1952, when State Department officials discovered that it was 'bugged.'

The microphone hidden inside was passive and only activated when the
Soviets wanted it to be. They shot radio waves from avan parked outside
into theambassador'soffice and could then detect the changes ofthe
microphone's diaphragm inside the resonant cavity. When Soviets turned
off theradiowaves itwasvirtually impossibletodetect thehidden 'bug,'
The Sovietswere able to eavesdrop on the US ambassador's conversa­
tions forsix years. Areplica of the seal canbefound inthe NSA museum.

But it wasn't just the Russians who were keen to "present" giftitems.
Both the UK and USA are past-masters attrying togain an insight into
other peoples businesses. Former MI5 man PeterWright (below) admitted
that besides targetingembassies ofBritain 's adversaries, "allies were just
as vulnerable". In one incident, MI5 took advantageof the arrival ofthe
new Soviet ambassadorto London. MI5 devised
aplan whereby officials would present the
ambassadorwith a"welcominggift" - asmall
model ofthe Kremlin. Itwas hoped he would find
the object reminded him of home and placeit on
his work desk.

Former KGB headquarters in
Lubyanka Squa re, now home to

the FSB
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airport and
night club

bomber jailed
for 32 years

OW-LONDON TERRORIST

He went on tosay that they knew
once the bombs failed to explode,
MI5 would soon be on their trail.

This was proven inahurried
plan to commit suicide at
Glasgow Airport - "taking as
many men, women, young

children, people inwheel­
chairs and aclutter of

luggage."
}o>

mechanisms on two of the cylinders and by
the 800-plus nails inonecar and 1,000 inthe
second, designed to do nothing else but
constitute adeadly form ofshrapnel tomaim,
injureand kill. "

The judge continued: "Theclub represented
everything that you and Ahmed held in
contempt and despisedabout Western culture:

drink, association between the
sexes, and music. Your will docu-
ments both showed that. "

Another man charged with supporting the
operation, Mohammed Asha, a28-year-old

, Jordanian neurologist, was acquitted of the
same charges. He remains inprison

, because ofaworkvisa violation and is due
to be deported.

"All ofthe evidence makes you avery
: dangerous man, you pose ahigh risk of

serious harm to the British public inyour
, present state of mind," the judge said. "That
, fact plus the circumstances of the offences

themselves means that the only possible
sentence on each ofthese two counts isa
life sentence."

Throughout the trial the judgemade
, reference to the meticulous planning ofthe
! London operation, whereby the men planned
, tokill hundreds atthe TigerTiger club inthe
i West End. MI5 discovered they had

searched the Internet for guidance on how to
build and detonate the bombs via mobile
phones. "Your murderous intent was best
shownbytheobstructing ofthe safety

ilal Abdulla, 29, sat in the dock
slumped back with his arms
outstretched over two adjoining
chairs. He listened impassively
as ajudge jailed him fora
minimum of32 yearsforhis part
inaattempt tokill hundreds of

people on 29 and 30 June 2007. He was a
religious extremistand bigot who had a
"distorted view of Islam," according to Mr
Justice Mackay atWoolwich Crown Court.

EYE SPV INTELLIGENCE M,

Abdulla, atrained doctor, took part in two
bungled terrorist operations in London and
Glasgow that resulted only in the death of
fellow terrorist and doctor Kafeel Ahmed.
Ahmed - who was recruited byAbdullah while
they both studied together inCambridge
wasn't in court. He eventually succumbed to
theburn injuries he received during the attack
and died on3 August 2007.

..





NEW SCOTLAND YARD STATEMENT
Multiple bomb blasts planned for central London
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Deputy Assistant
Commissioner
JohnMcDowall

The cell phones recovered
by police - note one says

"14 missed calls" - received
as the bombers tried to
detonate the explosives

23

: "Weworked very closely with our
colleagues from Strathclyde Police
and other regional forces, and it is
this joint workingand professional­
ismwhich has lead totoday's

:conviction. "

.Their
expertise in
dismantling
the London
bombs not
only
prevented the

: lossof life
andserious
injury, but
also provided
us witha

.treasure trove of evidence.

"I would like tohighlight the
braveryofexplosives officersfrom
theCounter Terrorism Command,
who have already been publicly
commended fortheir actions.

!evening out, and also innearby
!Cockspur Street, right next toa
:night bus stop.

LONDON: "Silal Abdulla planned
to murder many innocent people
when he set out toattack central
London. He and Kafeel Ahmed,
who died inthe attack on "It was more luckthan judgement
Glasgow Airport, wantedto i that their repeated attempts to
capture public attention, both in :detonate the two car bombs by
the UK and abroad. They would !mobile phone failed.
certainly have done thishad their '
murderous plans come to "Just aday later, knowing they had
fruition. ; only limited time before they were

.caught, they drove atspeed atthe
"Webelieve that the bombs in :doors ofGlasgow Airportwith the
London were tohave been the !intentionthat their jeepwould
first inaseries of similar attacks. i explode insidethe departure hall
Abdulla and KafeelAhmed had at :with massive lossof life. The
least twoother vehicles and !airport was full of passengers
further supplies ofgas, petrol and checking infortheir flights on its
other items forconstructing busiest day ofthe year.
bombs.

"They planted bombs outside the
TigerTiger nightclub inThe
Haymarket, where hundredsof
revellerswere enjoying an

ft@·g·a Biial
Abdullah will
be 61 when
he can apply
for parole

1;!:N;i3.aJordanian neurologist Moham­
med Asha, who was acquitted of playing
any role in the attacks, said the govern­
ment's deportation order, "appears to be
sour grapes ." Asha, who is being held at
the top security Belmarsh Prison, released
a statement through his solicitor Tayab Ali:
"Even though I was acquitted , justice has
not been done and is not being done." The
judge was critical of the way in which Asha
was interviewed by police
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16 Chief Sir John Scarlett, 60,
the man with apassion of
medieval churches, has
reportedly told colleagues he
will be stepping down inmid­
2009 - this as the Service gets
set to celebrate its1DOth

anniversary. The former Moscow Station Chief,
who speaks fluent Russian and French, was
appointed head ofMI6 on 6 May 2004, and will
have been inthe post forfive years. Unlike most
of his predecessors, he was already known in
the public eye prior tohis rise to 'C'.

At23, the son ofaLondon doctor, MrScarlett
was recruited by MI6 inOxford. After serving for
abrief period inKenya, he took aRussian
language course and in1976, headed for
Britain's embassy inMoscow with the MI6 rank
ofsecond secretary. In the early 1980s, after
returning to London he was assigned the
important Oleg Gordievsky case. The undercover
KGB man was working as acounsellor atthe
Soviet Embassy. Gordievsky called Scarlett
'Jack" and the two men built up an excellent
rapport with secret meetings taking place
regularly and aplethora of intelligence being
imparted. Another person charged to the case
was former MI5 Director-General Eliza
Manningham-Buller.

In 1984, Scarlett was transferred to Paris and the
Gordievsky case given toacolleague. Thereafter,
asuspicious KGB recalled
Gordievsky to Moscow. But
Scarlett was soon to playa
central role inan escape plot
he himself had helped to
devise along with afemale
MI6 officer. After MI6
successfully secreted the KGB
officer out ofRussia, Scarlett
was rewarded with the post of
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Charles Farr is an experienced intelligence officer
who also worked with MI5 on asecret project in
the Middle East. For legal reasons we can't
disclose anything further onthat. He has gained
credibility with his peers forhis quiet work in
Whitehall. According to Eye Spy sources, the
other favourite for the post of 'C' is Sir John's
deputy. He can't be named forlegal purposes.

ofthe newly formed Office forSecurity and
Counter-Terrorism (OSCT). His role was to create
an organisation that is already regardedas
hugely important and powerful inWhitehall.
Many of its300staff have been hand-picked and
sourced from Britain 's intelligence services by
Farr himself.

The office itself co-ordinates much ofthe UK's
efforts to stop terrorists both home and abroad.
Atthe same time the OSCT was established,
another centre was formed to work alongside
Farr's organisation - theResearch, Information
and Communications Unit (RICU). This primarily
deals with issues such as government efforts to
"win the hearts and minds" ofthose who might
turn to al-Qaida.

THENEW 'C'?

In 2007, he was appointed as aKnight Com­
mander of the Order of St Michael and St George
inthe Queen's NewYears Honours List.

body which includes the heads ofBritain's
primary intelligence services. Shortly thereafter,
he was again thrust into the public glare
following the Hutton Inquiry which examined the
apparent suicide ofWhitehall weapons' specialist
- Dr David Kelly - this after the infamous 'Iraq
WMD dossier' was published. Photos ofMr
Scarlett arriving atthe Royal Courts ofJustice to
give evidence were screened across the world.
However, many observers believed the Govern­
ment used MI6 via the JIC to back itsclaim that
Saddam did have WMD and would use it.The
entire affair exposed British Intelligence and left
MrScarlett feeling decidedly uncomfortable.
Critics ofthe war saidMI6 had been blatantly
used as Tony Blair's puppet. Itwas the JIC who
was responsible forthe Iraq WMD dossier ­
often described inthe press as "dodgy". For his
part, Scarlett has always insisted he never
changed the dossier inan attempt to make the
case forgoing to war even stronger.Sir Richard Dearlove

began process of lifting
MIGout of the shadows

"PERSONANON GRATA"

Sir John resigned from MI6 in2001 , to chair the
powerful Joint Intelligence Committee, the UK

Scarlett's association with MI6 became public
when he was expelled from Russia in1994. He
was 'outed' after an FSB counter-espionage
operation caught him meeting withone ofhis
contacts - Vladimar Sinstov inacafe close tothe
Kremlin. Itwas alleged Sinstov had been paid
about £8,000 for information relating toaMiddle
East arms deal. After returning home, Scarlett
became one ofthe Service's five departmental
heads.

MI6 Station Chief
Moscow in1991 . He
was also acentral
player inthe
defection ofVasil
Mitrokhin, aKGB
archive manager
who provided avast
number ofSoviet
secrets tothe West.
But the KGB would
soon end Scarlett's
involvement in the
world of espionage ­
in Russia atleast.

As Britain's most seniorintelligence officer,
Scarlett has overseen many changes atM16, not
least the emergence ofthe Service from its
shadowy existence, bringing it into the public
eye . This was started byformer MI6Chief Sir
Richard Dearlove - whose appointment in1999
itself broke tradition. Itwas only the second time
inhistory that the head ofthe Service was
actually named inpublic - but MI6 refused to
release aphotograph of itsnew head.

The UK's most senior spy is
o step down in six months...
favourite to replace him is
one ofthe world's leading
ounter-terrorist specialists...
an insight perhaps into the

evolving role of the

Secret Intelligence Service
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terrorists and that it had fast-tracked the
operation following 9/11 . Nevertheless, the
NSA is forbidden from turning itsvast intelli­
gence gathering systems towards itsown
shores. In itsdefence, the White House argued
that these were extraordinary times and it was
definitely legal.

Tamm's father and uncle were actually aides of
former FBI director J. Edgar Hoover, his brother
an FBI agent and an investigator forthe 9/11
Commission, and he himself held aTop Secret
clearance atthe super-secret Justice Depart­
ment's Office of Intelligence Policy and Review
(OIPR). His work there involved national
security, including the processing ofwiretaps
forsuspected terrorists and spies. Perhaps a
reason why he was so upset? The intelligence
machine was simply skipping his office and
going straight toAttorney General John
Ashcroft and the FISA court's chief judge.
However, Tamm had become "upset" when
Washington introduced new tougher legislation
inrespect of interrogation atGuantanamo Bay.

Tamm's story appeared inaNewsweek feature,
alongside the name ofthe NSA intelligence

i collection programme - Stellar Wind. This

torinthe Justice Department. In 2004, Tamm,
said he was "trembling" when he called NYT
reporter Eric Lichtblau (below left) from a

• phone box inWashington DC. He explained he
had some interesting information. More than a
hint ofWatergate, Nixon and "Deep Throat"

! here.

· For eighteen months editors sat on the story,
; until they decided to go public with afront page
i headline. On 15December 2005, the paper
· declared that President Bush had secretly

authorised the National Security Agency for the
- ! first time toeavesdrop on conversations and e­

: mails ofUS citizens. Hardly balanced in lieu of
· the fact that itsprimary targets were overseas

26

he man who exposed atop secret
US eavesdropping programme
spearheaded by the NSA on the
instructions ofPresident Bush,
has finally decided to reveal his
identity. There was uproar when
news ofthe intercepts were

leaked tothe press. The
first newspaper to
publish details ofthe
NSA-run operation was
the New York Times. The
newspaper's "primary"
source, it has now
transpired, was infact
56-year-old Thomas Tamm, aformer prosecu-
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Tamm, however, isunrepentant and told
Newsweek: "I thought this was something
the other branches ofthe government - and
the public - ought to know about. So they
could decide: do they want this massive
spying programme to be taking place?"

27

world's most powerful computers to "corre­
late" forpatterns and clues.

The warrantless operation apparently played on
the conscience ofTammwho saidhis "passion
for justice" led him tothe media.

Now unemployed, Tamm is fearful that his
involvement inthe expose ofatop secret NSA
programme, completewith itssuper secret
code name, could result inhisarrest. In August
2007, FBI agents took away three computers
and other materialsfrom his Maryland home

and have questioned his family. He says
he is "depressed" knowing he could be
chargedwith afelony for"revealing"
classified information.

...
- .. .. ..

••
: - .

Central toany thorough counter-terrorist
operation are the money and communication
trails. Utilising anumber ofAmerican telephone
companies, the NSA started tocollect relevant
data. Civil libertygroups, once the programme
was exposed, complained, saying personal
information was atrisk, includingmassive
volumes offinancial records suchas credit-card
transactions, wire transfers and bank withdraw­
als. Amongstthis, several million 'SARS' ­
suspicious-activityreports. With such afantastic
amount of data in hand, the NSA used the

The programme "datatrawled" e-mailsand
telephone numbers acquired by US intelligence
from al-Oaida terrorists and suspects. The
programmethen mushroomed as the spider's
web was enlarged totake inliaisons and
associates across the globe. Undoubtedly many
of the numbers had an Americanflavour and it
was only natural tofollow them totheir conclu­
sion - and this meant going so much closer to
home.

sought togather all relevant phone calls and e­
mails associated with possible terroristactivity
and was started six weeks after 9/11 in October
2001.

EOFTOP
SDROPPING

REVEALED



SPECIAL FEATURE

8200 Unit - Major Arieh Surkis (retired)

ORIGINS OF 8200

the agency, many decide tospread
: their wings and venture intothe /

civilianworld... certainlythere
: is more money to be found.

The humble beginnings ofUnit
8200 can be traced back

• decades toatimewhen Israel's
existence was even more

, vulnerable than today.
i

: There isalso another intelligenceorganisation
that operates inan identical manner to GCHO

: and NSA, and though not nearly as big, they
: are highly regarded and a"friendly force". It is
, Unit 8200, thecentral intelligencegathering
: body ofIsrael 's Intelligence Corp, and until

recently, rarely mentioned. Unit 8200, with an
estimated operating budget of$2 billion,

: provides theMossad and Israel's Defence
Force (IDF) withsignals intelligencegathered

. primarily from worldwideintercepts.Unit8200
: do not have ready access to Echelon, so tend

to bypass intelligencerequests and data mine
themselves, though not always. They are part
ofthe IDF and employ and nurturesome ofthe
world's greatest computer geniuses. Once

i these employees have served enough time in

merica has its National Security uploaded and running, it is vital the intelligence
Agency (NSA) - Britain the i collection programmes are as secure as
Government Communications : possible. Checks are also carried out on the
Headquarters (GCHQ). They are country of originand thebackground of
sister organisations and ' employees. It'shardly likely that either
inextricably linked viathe global ' organisation would purchase software (or
interception programme known hardware forthatmatter) , fromChina forusein

as Echelon. Both NSA and GCHQ provide the ! ultra sensitive projects. But this has led to an
two countries respectiveintell igenceservices ' ethical problem.
withelectronic intelligencerecovered from the
airwaves, space, Internet and just about any
other system thatsends out and receives
communications. Because ofthis, they are
global leaders increating and using high-end
technology, including advanced software
programmes on their super computers. But not
all of it is manufactured "in-house" , and some
aspects of theworkconducted atFort Meade
and in Cheltenham utilises private computer
programmes. With one foot insidetheworldof
intelligence, and the other outside, many ofthe
contract companies are intent on having the
best ofbothworld's.

Because ofthis, the buyers of intelligence
technology for GCHO and NSAare alittle wary
ofwho they do business with, after all , once
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Major Nir, Commander of the Intelligence Corp's
Havatzlot officer recruiting programme

IOF Chief of Staff Lt. General Gabi Ashkenazi meets with US Navy Chief of
Naval Operations Admiral Gary Roughead

In thelast few years, former Unit 8200
employees have opened up over 50 impressive
computer technology companies, nearly all
with applications tosecurity. Indeed, there isa

In September 2008, the Intelligence Corp ofthe
IDF celebrated its 60thanniversary. Originally
headquartered inJaffa, aunit was created
within the Corp involved with radio signals.
Known as the 2nd Intelligence Service Unit it
built an experimental laboratory forradio and
communications research. Threemonths later
the 2nd disappeared and was replaced by the
515th IntelligenceService Unit (ISU). Speaking
on the IDF's web site, retired MajorArieh
Surkis, jokingly said thenamewas assigned
because it was made up of500 Iraqis and 15
Ashkenazim men. Surkis was responsible for
the listening equipment, which he says was
very amateur and primitive - purchased from
American Army surplus stores. It isnotknown
exactly what date Unit 8200 was born, nor why
such adesignation was given, but its genesis
can be traced totheearly 1950s and tothe
515th ISU. Initially it was charged with
communications, then intercepts, then awide
charter was created which saw aplethora of
radio stations attached to the Army spring up
on the hillsides and border areas. By the mid­
1950s, Unit 8200 headquarters was relocated
to Glilot - Surkis being thefirst soldier on site.

The Six-Day War in1967 saw everything
change forUnit 8200. Electronic intelligence
collection was particularly important, and as
tensions inthe region grew, Israel faced troops
from neighbouring Egypt, Syriaand Jordan.
More Arab troops were allocated from other
countries.Listening and intercepting communi­
cations helped the IDFinitsdecision making.
After the brief conflict, the head ofthe Intelli­
gence Corp, Major General Aharon Yariv,
greatly expanded Unit 8200 and embarked ona
technological journey that would elevate it to
the summit ofadvanced computer soft and
hardware creation. And today, virtually anyone
previously employed by Unit 8200 is regarded
as "prizecatch" inthecivilian computer sector.
Even Surkisadmits that. "Wewere very naive
but had great motivation," hesaid. "If we had
failed todeliver ontime, all would have been
lost. But today's generation are much sharper. "



the Israeli intelligence community might just
gain access to America's secret intelligence. A
little unfair? Perhaps, especially when another
former Unit 8200 employee, Shlomo Dovrat,
sold his technology company toa USA
competitor forover $200 million. Other
companies whose genesis can be found inUnit
8200 have sold on their firms forbillions of
dollars, and atleast sixcan be found on New
York's NASDAQ. The other puzzling issue here,
especially if trust isvitally important, isthat
some Unit 8200 officers are on secondment to
NSA and the Pentagon, and anumber of NSA
staff regularly liaise and work alongside Unit
8200 in Israel itself. It seems Unit 8200 isnot
really the problem here, but contract compa­
nies outside the intelligence world.

growing belief that firms such as Check Point
Software Technologies (CPST) are so good
that the services they provide are better than
those often found inthe intelligence world.
And it'sno coincidence either that the founder
of CPST, Gil Shwed, one of Israel's youngest
billionaires, just happened to serve forfour
years in Unit 8200. Other workers atCPST
also originated from Unit 8200. CPST's
firewall technology isused to protect data and
systems ofover 98% ofall Fortune 500
companies. In this case, the legend ofUnit

8200 helped CPST immensely, quite simply,
anyone with Shwed's background can't be
bad. And after all, CPST isahacker's worst
enemy.

Just over two years ago, CPST reportedly
made amove to purchase an American outfit
called Sourcefire that operated in thesame
field. One ofSourcefire 's biggest clients was
none other than the National Security Agency.
They also had another big contract with the
US Department ofDefense. Now, Unit 8200
might not be abrand name known outside the
intelligence world, but it certainly sends
shivers running down the spines ofmany NSA
officials. They were reportedly having none of
it, and so together with the FBI, and through
the US Committee on Foreign Investment, the
Sourcefire move was blocked. Thetear being,

Aformer head ofUnit 8200, Brigadier General
Hanan Gefen, isaconsultant to many high-end
technology companies. He believes that
without the experience gleaned from ex-8200
employees, Israel and the world's leading
computer software companies would be
weaker. "TakeNice, Comverse and Check Point
forexample, three ofthe largest high-tech
companies, were all directly influenced by
8200 technology," said Gefen. "Comverse's
main product, the Logger, is based on the
Unit's technology. Look at Metacafe (video
sharing website) , one of the hottest companies
today. " Eyal Herzog is one of itsfounders, and
also an 8200 alumnus. He accumulated ahuge
amount of computer experience inthe Unit.

Another "insider" commented:
>-



COURTESY USAF

Several companies owned by former
Unit 8200 operatives are actually on

the NASDAQ stock market
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The commission also discussed the threat
with an array ofUS intelligence officials who
inthe main, were responsible forthe report's
chilling findings.

The investigation refuted suggestions from
other parties that the risk ofaWMD attack by
terrorists was minimal. This after sceptics
said building, transporting and detonating a
"dirty radiological bomb" was unlikely. The
report said: "Nomission could be timelier. The
simplereality is that the risks that confront us
today are evolving faster than our multi­
layered responses. Many thousands of
dedicated people across all agencies ofour
government are working hard to protect this
country, and their efforts have had apositive
impact. But the terrorists have been active, too
- and inour judgment America's margin of
safety isshrinking, not growing".

Investigators said while terrorists may be
deterred bythe increasing security to stop
access to radio-active materials incountries
such as the USA, other nuclear materials
housed in facilities were "poorly secured - and
thus vulnerable to theft bythose who would
put thesematerials to harmful use, orwould
sell them on the black market to potential
terrorists". However, investigators found that

However, Graham said an attack using
biological ornuclear weapons within the next
five years was not inevitable, and if actions
highlighted by the commission were intro­
duced now, it would "lower the possibility."
One suggestion was to eliminatesafe havens
foremerging al-Qaida affiliate groups,
especially in Pakistan.

ollowing on from previous research
works published since 9/11, the
investigation was led byformer
Democratic senators Bob Graham
and Jim Talent. The 132-page
report predicted that the United
States faced a "dangerous

scenario" as it was top ofal-Oalda's "wish
list". "Unless the world community acts
decisively and with great urgency, it is more
likely than not that aweapon ofmass
destruction will be used inaterrorist attack
somewhere inthe world by the end of2013.
Terrorists are more likely to be able to obtain
and use abiological weapon than anuclear
weapon", it said.

Hundreds of scientists were interviewed and
like similar warnings issued byMIS in the UK,
the possibility of al-Qaida infiltrating US
scientific research laboratories was examined.

In2007, USAF officials approved anew
Counter-Biological Warfare Concept 01
Operations and Air Force Instruction tohelp Air
Force installations better respond tobiological
threats. That programme isnow global and is
set toexpand toother military areas as
intelligencesuggests al-Qaida is on the verge
of launching itsfirst biological attack.
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Components of Security

The United States has spent mill ionsof
dollars in newsecurityguidance meas­
ures for 'high risk' targets. This diagram
reflects anti-terroristprocedures that
should be employed to protect a
nuclear facility.

groups are
finding afoothold
in Pakistan.
"Wereone to
map terrorism
and weapons of
mass destruction
today, all roads would intersect in Pakistan, "
the report said. It says that the threat from
biological weapons isgreatest, adding that the
United States should be less concerned that
terrorists will become biologists and far more
concerned that biologists will become
terrorists.

The commission recommended that Pakistan
be top priority forthe Obama administration in
terms ofterrorism and proliferation. Proposals
include eliminating terrorist safe havens
through military, economic, and diplomatic
means, securing nuclear and biological
materials inPakistan, countering and defeating
extremist ideology, and constraining anascent
nuclear arms race inAsia. Talent told journal­
ists: "It isthe epicentre ofalot ofthese
dangers. " Other recommendations include
strengthening the nuclear non-proliferation
treaty and other international safeguards,
creating aUS national securityforce appropri­
ate tothe 21 stcentury and developing amore
coherent strategy forcountering ideologies
that lead toterrorism.

all was not well "at home". In some so-called
"securelaboratories" there were many lapses
when dealing with dangerous biological
materials. Investigators quietly examined
some facilities and were concerned that
access was possible by outside persons. A
team member reported it was agood job "we
were government officials" and not from al­
Qaida. The report even highlighted an incident
where apedestrian simply walked unchecked
into an unguarded loading bay. Ultimately
security must be tightened at400 research
facilities and stricter security practises
engaged by some 15,000 employees who
work inthese important areas. The commis­
sion also said an anthrax preparedness
strategy should be implemented, this after a
number of scares following the 2001 incidents
caused serious disruption and fear.

The United States should be less
concerned that terrorists will

become biologists and far more
concerned that biologists will

become terrorists

Other sections ofthe report focused on
attempts by "roguenations" toacquire a
nuclear weapons' capability, and urged
incoming President Obama tofocus his efforts
on Iran. As foral-Oaida's growing determina­
tion inthis area, the report warned that terror



hen Somali pirates
seized the massive Saudi
Arabia-owned super­
tanker The Sirius Star in
November, and took 25
crew members hostage,
it was clear the situation

offthe Horn ofAfrica was now totally out of
control. Despite the vessel being flanked by
warships from NATO and other foreign
warships, the helplessness ofthe authorities
to intervene was played out on television
screens across the globe. The pirates have
organised themselves into adangerous fully
operational and coordinated bunch, with



improvised vessels (often hijacked and
disguised ships), communications, and
heavily protected safe havens forstoring and
distributing their bounty. Like 90 other vessels
in 2008, The Sirius Star had become a
statistic.

On 16December 2008. the UN Security
Council has backed the creation ofamajor
multi-nation military force to smash Somali
pirates before they take tosea. The council
had earlier passed aresolution that allows
navies tooperate within Somalia's 12-mile
territorial waters to pursue suspected pirates.
CIA spy satellites have already begun monitor­
ing Eyl in the lawless Puntland - believed to be
apirate epl-centre. However, there isstill a
reluctance by some governments tosend
troops foraland campaign and an obvious
point ofcontention is identification. Navy Vice
Admiral William E. Gortney, commander ofthe
US 5th Fleet, expressed asimilar concern

Continued on page 39

attack on pirate bases, though he pointed out
shipping companies must do more toprotect
their vessels. Speaking atasecurity meeting
inManama, Bahrain, Gates said: "As with
terrorism, piracy isaproblem that has serious
international implications and should be of
particular concern toany nation that depends
on the seas for commerce. "

He suggested ship owners train boat captains
on manoeuvres forevading ordefending
against pirate attacks. "We'veseen news
reports...ofacruise ship that actually - once
it realised it was under attack - simply outran
the pirates. The truth ofthe matter ismost

to, ships can do that," he said. "But too many just
. - stop.

Now several foreign intelligence agencies,
including M16, CIA, FSB and India's RAW,
have agreed toshare voluminous amounts of
information concerning the menace ofSomali
pirates - some suspected ofhaving ties toai­
Qaida and terrorist outfits. Analysts believe the
only way oftruly defeating the thugs isto
attack their "homeports".

Hijacking ofmerchant vessels inthe Gulf of
Aden and Pacific Ocean has become amajor
issue that few nations can ignore. Quite
simply, a loss ofgoods affects everyone.
Companies are forced to pay massive sums of
money forthe safe return ofthe crew, cargo
and ship. Other vessels that want to avoid the
area add thousands ofmiles to their journey ­
the result being higher running costs.

US Defence Secretary Robert Gates said
better intelligence was needed fora land





US Defense Secretary Bill Gates and Bahrain's Minister of State
for defence - Shaykh Muhammad bin Abdullah al-Khalifa at the

recent Manama dialogue on 13 December

The loose coalition ofcountry's tackling the
pirates will soon have another aggressive ally
- China. Beijing has announced two powerful
destroyers are en-route toSomalia, this after
pirates attacked the seventh Chinese commer­
cial vessel this year. On 16 December they
attempted tohijack the Chinese cargo ship
Zhenhua 4. As the attackers prepared to
board, the crew used awater cannon and a
barrage ofbottles to keep them at bay.
However, locals say the attack was foiled
when aMalaysian navy vessel intervened.

The commanding officer at a US Navy guided-
missile cruiser monitors the pirated motor vessel

M/V Faina off the coast at Somalia while one at his
helicopters provides aerial surveillance. Inset left:
An array at weaponry retrieved tram a pirate boat

PIRATES: Continued from page 37

about the risk ofcivilian casualties in pursuing
pirates on land. "If you are going to do kinetic
strikes into the pirate camps, the positive 10
and the collateral damage cannot be overesti­
mated. It'sverydifficult," he said. "They are
irregulars; they don't wear uniforms."

Few doubt the pirates have become more
sophisticated. Intelligence watchers say they
are using "disguised and converted ships" to
launch fast speed boats hundreds ofmiles out
tosea, where merchant vessels believe they
are safe. Similarly, the pirates are sending out
"distractionvessels" that are tracked by
warships - this draws the protection vessels
away from other areas where an attack is
being formulated. CaptainPottengal
Mukundan, thedirectorof the International
Maritime Bureau (1MB) , saidthe distancefrom
theshore where The Sirius Star was attacked
meant the pirates must have launchedtheir
skiff from a"mother ship" they had previously
seized. "Thehuge size ofavessel does not
seem todaunt the pirates," he said. "It shows
their high degree ofaudacity and resources."

Though an array ofwarships from several
countries patrol the seas around Somalia,
piracy continues tothrive, with hijackings
becoming ever more prevalent. In recent
weeks, it has been the Indian Navy atthe
forefront ofdestroying pirate ships. On 12
December, one ofits patrol ships received a
Mayday call from the MV Gibe sailing through
the Gulf ofAden. Twenty-three Somali and
Yemeni pirates were arrested. The Indians
recovered acache ofarms and equipment,
including seven AK-47 assault rifles, three
machine guns, and arocket-propelled grenade
launcher. InNovember, an Indian warship sunk
apirate "mother vessel ". However, on closer
inspection it turned out thevessel was actually
aThai fishing trawler captured by pirates off
Yemen and then used as araiding ship.

Eye Spy understands that several secret
meetings between major shipping firms and
securityagencies have already taken place.
The result could be adedicated naval security
detail being attached tosome valuable
vessels. This move may have been prompted
by comments made by Vice Admiral Bill
Gortney. As well as criticising firms who
ignored advice tostay at least 250 miles away
from the Somali coastline (the longest in
Africa), they had failed toemploy security
guards on board. "Companies don't think
twice about using security guards to
protect their valuable facilities ashore,"
he said. "Protectingvaluable ships and
their crews at sea is no different. "

The CIA estimate the pirate
operation iscontrolled by
just two orthree Somali clans.



Formed in 1990, ISS is the longest established surveillance training company in
the United Kingdom. Their credibility and reputation is internationally

acclaimed. ISS offer nationally recognised qualifications.
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PHOTOGRAPHIC EXCLUSIVE

Secrets of Ule MIG allic
and water tank rooms
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t the onset ofWorld War Two,
Bletchley Park, aVictorian­
Tudor mansion housed a
thoroughly secret room atop in
the attic region inthe square
water tower. Used as aradio
transmitting room, it was part

ofanetwork ofMI6 stations built to receive
communications from its many officers
posing as 'Passport Control Officers' inUK
embassies across Europe. In November,
Bletchley Park kindly allowed Eye Spy a
unique journey through this cramped, yet
fascinating area ofthe mansion.

As war began, and unbeknown to locals,
Bletchley Park Mansion and its surrounding
grounds was purchased by the government ­
more specifically for MI6 and its own "War
Office". Equally important, it was to house
employees ofthe emerging Government Code
and Cypher School (GC&CS) - the precursor
to today's GCHQ. MI6 also gained control of
the important Radio Security Service (RSS),
which specialised in monitoring Abwehr
(German Intelligence) communications. The
RSS was originally created by MI5 to stop
signals being transmitted back toGermany by
British-based Abwehr agents. Interestingly,

! MI6 was furious with MI5 for "trespassing" on
i work it saw as itsown.

The entire move to Bletchley Park was
shrouded ingreat secrecy, but locals were

, puzzled when a"shooting party" arrived
; headed by one 'Captain Ridley'. Though he

claimed to be asimple "guest", Ridley was in
fact anaval officer from MI6 and was chosen
tooversee the move. By August 1939, many
ofthe centre's personnel had arrived in order

; to "test communications". Afew weeks later,
on 3 September, Bletchley Park was on awar

; footing with the Germans and their own highly
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skilled codemakers. By now, MI6 occupied all
the top floor of the mansion, and GC&CS,
including all wings ofthe armed forces, the
ground floor.

British intelligence started expanding itsY
Service - wireless stations that listenedto
enemy Morse code wirelesstraffic. ~
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The communications
room as seen from the
'tradesman entrance' at
the rear of the mansion

Morse code display inside the
communications room. Left:
Detail of the plaque on the wall
of an apartment at Bletchley
Park used by Dillwyn Know of
the GC&CS

The tiny room used by MI6 was accessed throughacorridor on the mansion's top
floor and opposite what was Winston Churchill's bedroom. However, this led to
another windowless room measuring just 10 feet by 8 feet via two sets ofwooded
steps. There is even athird set ofsteps beyond this which leads to the mansion's
main water tank.

Interestingly, all the wooden steps still exist today, though they are alittle difficult to
negotiate and precarious innature, thus Station X- isnot open to the public.

The working environment forM16's radio operators must have been decidedly poor.
For almost six months, and in order toprotect itssecret role, MI6 communicated in
short bursts and atdifferent times from Station Xto its personnel inBerne, Madrid,
Stockholm, Tangiers, Paris, Lisbon, Madrid and Istanbul. It also kept inclose contact
with resistance movements inoccupied countries. Its agents and staff would send
longer messages back to England. However, by February 1940, the system had
outgrown the room and MI6 moved toalarger radiostation innearby Whaddon,
(Whaddon Hall Manor House) under the command ofBrigadier Richard Gamber
Perry. Whaddon Hall was the headquarters ofthe Special Operations Group ofthe
Special Communications Unit Number 1, and already had its own receiving and
transmitting stations. After the war the Special Communications Unit became the
Diplomatic Wireless Service, which was also based atWhaddon Hall.

M16's Station X room has now been totally restored to its original condition by
members ofMilton Keynes Amateur Radio Society. The artefacts includeone ofthe
original radios that was discovered inthe United States and donated to the museum.

It is estimated over10,000people worked at BletchleyParkat the height01
its wartime activity. Theirworkallected the late 01nations and analysts have
said helped shorten thewarby at least twoyears. Butby March 1946, the
people weregone and every scrap 01evidence 01 their codebreaking
exploits had been removed Irom Bletchley Park. Nevertheless, the
codebreaking ellort continued when the GC&CS was re-named GCHQ and
moved to London. It re-Iocated to its present site in Cheltenham in 1952.
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Cessna Citation aircraft of
the US Marine Corp . In
April 2001 , four CIA
officers flew a similar
Citation across the dense
jungles in Peru to target
the country's infamous
drug running cartel
aircraft . Once spotted and
identified, the CIA would
communicate with war­
planes from the Peruvian
Air Force which would
engage the rogue aircraft.
Unfortunately the CIA men
misidentified a small
Cessna boat plane taking
missionaries up the
Amazon to work with local

- Indian tribes ... the results
were inevitable

Special airborne surveillance teams tracki
criticised for 2001 missionary deaths

Cessna was mistaken fora drug running aircraft
: by CIA contractors flying inaPentagon-owned

Cessna Citation surveillance aircraft. APeruvian
. A-37 warplane was vectored inabout 80 miles
. from lquitos by the spotters. Flying at5,000ft a

burst ofheavy-calibre bullets struck the aircraft.
! Incredibly, though the pilot suffered serious
i wounds, he still managed acontrolled "crash
: landing" on the water. The bodies ofVeronica

and seven-month old Charity were seen floating
down the river by six-year-old Cory and his
father. Asingle bullet had penetrated the

: Cessna's fuselage, passed through Veronica
! and, hitCharity inthe head.

United States Southern Command crest and USAF E·3 Sentry

: without warning, and virtually within minutes of
them being sighted. One ofthose light aircraft is
now atthe centre ofabitter dispute that has
effectively rendered future CIA airborne counter­
drug liaisons inPeru useless.

.... ew would argue with international
effort to help the Peruvian Air Force
target organised drug cartel flights
out ofthe country. Since 1990, the
US Southern Command was atthe
forefront ofassisting Peru - supplying
AWACS and other surveillance

aircraft. As the drug gangs became more
professional, the amount ofhigh grade narcotics
being produced and smuggled out ofthe country
increased. Other US military organisations were
called upon tomonitor air space over Peru. But it
was not until the CIA got involved did Peru 's
drug gangs sense things were about toget alot

tougher.

In 1994, President
Clinton (left) author­
ised ajointPeru-CIA
counternarcotics
operation which was : On 20 April 2001 , missionary workers Jim and
to run until atragic : Veronica Bowers flew with their two children up
incident occurred in • the Amazon River inasingle-engine Cessna boat
2001. It resulted inat ! plane. Their destination was aremote floating
least 15 light aircraft j house where they lived during time spent with
being shot down and ! local Indian tribes. Pilot Kevin Donaldson had

over 20 forced to land. But according toasenior ; filed aflight plan to land inlquitos, Peru, but
member ofthe US House Intelligence Committee, evidently the information was not passed on to
inmany cases the suspect aircraft were downed the American authorities. Sadly the couple's
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In 2002, the USStateDepartment paid$8m in
compensationto the Bowers family and their
Baptist group. If the CIA action isdetermined as
negligent, that sum isbound to increase.

Commentingonthe newdisclosures, Garnett
Luttig, Veronica's brother, said: "All I've ever
asked is that they tell us the truth, and they've
never been able todo that. I'mapatriotic
American, I'veserved my country, but I have to
tell you this: my government stinks."

CIA Director Michael
Hayden (right) has now
assembled aspecial
board toexamine if any
disciplinary action is
warranted, and to
identify any lessons that
can belearned. CIA
spokesman Mark
Mansfied said: "Director
Hayden is absolutely committed toaprocess
lookingatsystemic issues and accountability
that isas thorough and fair as possible."

The report goes on tosay the CIA did not pass
on resultsofanumber of other investigations
that documented "continuous and significant
violations ofaircraft interception procedures
createdto preventthe shoot-downofplanes
unconnected with the drug trade. "

The CIA Airbridge Denial Programme was shut
down after the death ofBowers and her
daughter.

Critics say that the CIA report contradicts that of
the2001 State Department which noted aircraft
were only attacked after "exhausting international
procedures forinterception."

A Cessna boat plane similar to the
one shot down in 200 1

Excerpts from aCIAInspector General's report
published inNovember 2008, hinted that the

; Bowers' aircraft may notbeunique in respectof
misidentification. The CIAreport saidthat in
mostofthe shootdowns, Peruvian pilots fired
"without [aircraft] being properly identified,
without being given therequired warnings to
land, and without being given time to respond to
such warnings as were given to land." The IG
noted "withinhours [ofthe Bowers attack], CIA
officers begantocharacterisethe shoot-down as
aone-timemistake in an otherwise well-run
programme.'

Afew months later, aState Department probe
noted Peruvian jets had forced 23 aircraft to
land. This effectively resulted inthe Bowers '

: incident falling intothe 'CIAshoot down'
, category. The Bowers Cessna wreckage has not

orcouldnot be examined toascertainwhether
narcotics were onboard the aircraft.

Jim and Veronica Bowers pictured with son
Cory and baby daughter Charity

Moments before the attack, the CIA surveillance
team decided the Cessna was not adrugs
aircraft and tried tocommunicate their fears to
the Peruvianfighter pilot. The CIA spotters spoke
poor Spanishand the warplane pilot no English.
"No! Don't shoot! No mas! No mas!," one ofthe
US pilots shouted inbroken Spanish.

rJrug runners
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© ISS TRAINING LTD

TRADECRAFT

TOOLBOX
In some environments, a lack of radio maintenance, or just operator error,
communication between surveillance operatives can be poor at best, non­
existent at worse. Fieldcraft instructor MIKE ARMSTRONG has created a
low-cost radio antenna add-on that cuts down the risk of losing contact with
colleagues and missing that vital call ...
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RURAL OPERATIONAL POST (OPS)
ANTENNAS AND THEIR IMPACT

For the most part this isacceptable - as long
i as a good line of sight is maintained. A

distance ofup to five miles can be achieved,
and this is usually adequate forafoot or
mobile surveillance team. However, in built-up
and densely wooded area areas, performance
can be dramatically reduced.

The counter this, power output can improve
: transmission range a little, but it is much more
: advisable to improve the quality of the
, antenna. If you have the luxury of height - on a

hill overlooking an area, forexample, the
power from ahand-held radio can transmit

: very long distances, especially with favourable
: conditions. However, inmany rural surveil­

lance situations, you can often end up very
, low tothe ground which effectively kills radio
, signals.
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Arecent test proved vehicle communications
benefited from an increase in power to aVHF
set; more important was atuned resonating
antenna that matched the operating frequency
of the user. Often faults inthe system go
undiagnosed, for example, short circuits or
perhaps they are just badly matched after
frequent use. These faults can and must be
rectified before asurveillance team goes out
on the ground. Using test equipment should
become standard as some faults inthe
antenna are not always obvious.

ood communication is vital in
surveillance and often the
difference between success and
failure . It'snot uncommon for : Most commercial hand-held radios are fitted
operatives to have little orno : with a short rubber antenna, but inmany
knowledge in radio wave cases are poorly matched to the operating
propagation. Having used radio frequency. This is probably because they are

equipment inmany surveillance and emer- ; made insuch large numbers and intended to
gency situations, including mountain and cave :.cover abroad spread of frequencies, from
rescue, I understand the importanceof being 150.MHZ to 174. MHZ.
able to receive and send messages. However,
even basic awareness of technology and
correct kit, can make ahuge difference. In
recent times, I have utilised some ofmy
training to compliment and improve vehicle
and rural communications forsurveillance
providers.
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For further information, contact Mike
Armstrong:

i info@Bushtruck.co.uk
i or call (cell UK) 0798 9834390

• Editor's note: Mike Armstrong's dipoles
: have been tested on the ground and per-
i formed brilliantly. Each unit costs about
! £50.00 (piUS shipping). Two types - standard

length and compact - are manufactured to
customer requirements.

For rural surveillance , the dipole is a
valuable and complimentary piece of
kit - equa lly, if not more essent ial than

some of the items shown here

Eye Spy readers can find the formula and an
excellent description ofadipole inAdvanced
Surveillance (Peter Jenkins) onpage 99.

Another thing toconsider is the length ofthe
coax attached to the dipole, this has to be the
correct length also. Otherwise it will become
very difficult to get agood SWR.

Once you have the quarter wave length you
require, it can be reduced in length making it
even more compact. With the use oftest
equipment, windings inthe wire can reduceits
length without effectingtoo greatly it effective­
ness. For example I have aquarter wave
dipole tuned to 174.00 MHZ with atotal length
of 63cmwith aSWR (standing waveratio) of
1.3anything below 1.5 isfine.

The main disadvantage tothe dipole are
i unsupported loose wires. Unless you can
! tension each leg and anchor it securely, you

could end up with spurious reflected energy,
resulting in apoor match and even damage to

i the radio. The method I use and prefer, isto
i contain the wire so it cannot bend. This results :
inafar superior antenna to deploy. You can lay .
it flat on the ground (invertedV) orhang it ina

: tree (beam) just as long as the receiving
i station does thesame. : The antenna iswater proofcompact camou-

: f1aged and tough. They can be matched to
your frequencies on both UHF and VHF and
have agood signal-to-noise ration with a

j typical SWRof1.5to 1.3.

With a little care you can make the dipole
resonate on some UHFfrequencies, so in
effect you end up with aVHF/UHF dipole.

Operatives also get confused with antenna
orientation, i.e. vertical offlat. All you need to
know is that if the antenna isvertical it will act The best method foravoiding obstacles isto
as abeam (imagine atorch light) which is lie the dipole flat which makes it sort ofan
great if you have good line ofsight, however, if i inverted V. The result isthe radio waves
you start to turn the antenna through the i spread upwards andbounceoff the atmos-
vertical you can start bouncing radio waves phere returning toearth covering an even
over features like hills orobstructions. greater footprint (imagine drops creating

. ripples in apond) . To create atrue inverted V,
i the wireshould beshaped between 22 and 45

degrees.



UK £39.99 • USA $79.99 • ROW £45.00
Usual Price: UK £49.99 USA $99.99 ROW £55.00 WORLD

Am I Being Watched - is part one of a professional three DVD series on anti-surveillance, countersurveillance and related tradecraft and security issues . It is
produced by BLACKChrysaiis and distributed solely by Eye Spy Publishing Ltd. Outlets should contact Eye Spy for trade questions and reselling licences.
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Each DVD contains
discount (£5.00/$10.00)
voucher for Volume II

B efore a n a t t a c k , th e ft, kidnap o r a n attempt to
gather informa tio n about you, your family,

business , home o r office, one thin g is proven...
your routin e w ill be watched.

Le a rn all the secret skills u s e d to identify
surveilla n c e w ithout anyone k n o win g you

are are e ven lo o kin g •.. t h is is the art of
a n t i surveillance.

In this h ighly in fo rm a t ive, in s t ru c t io n a l and
professional DVD, ADRIAN RADFORD. a former

British in tellig enc e instru c t o r presents some of the
secrets of this essential guide to discover if you

are being watched

A 60 minute step-by-step professional
training high-definition DVD illustrating how to use

secret methods to discover...
for government, military, security and surveillance professionals, close protection teams,

media figures, corporate and travelling executives, business persons,
chauffeurs, celebrities and importantly - members of the public



For several years prior to and during
WWII , MI6 operated two paral lel spy
networks - both of which used entirely
different methods to conceal their
respective officers and agents. MI6
personnel posed as Passport Control
Officers at British embassies, while
recruits for its ZOrganisation used
legitime and front companies to collect
intelligence. Remarkably, at least for a
time, neither knew of each others
existence - despite the fact that in
some areas both networks were func­
tioning alongside each other.

Eye Spy takes afascinating look at both
networks and travels across London to
source some of the primary locations
used for recruitment, espionage,
meetings, communication and leisure.

AdditionalReporting:Peter Thomson

THE Z ORGANISATION AND P
y the early 1920s, dozens of MI6
officers were operating under the
guise of Passport Control Officers
(PCOs), whose office was
effectively under the control of
British Intelligence. Just how this
"marriage" came about is not
totally clear, but probably dates

back to 1919 oreven earlier, when MI5E played
akey role inthis area.

MI5E attached officers tothe UK's overseas
consulates tomonitor the issuing ofvisas and
investigate applicants. Theman behind this was
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tobecome alegendary figure inBritish Intelli­
: gence - Lieutenant-Colonel Claude Edward
i Majorbanks Dansey. Twenty years lateratthe
i onset ofWWII, he would be responsible for
· running another secret spy network under MI6

control - the ZOrganisation - acomplete self­
contained intelligencegathering service.

: Ironically forDansey, after one ofhis Zofficers
: was exposed - it ledto thepenetration and
: ultimate collapse ofthe PCO network. Yet
· remarkably, the ZOrganisation's existence, at
· least forsome time, was to remain unknown to
i fellow MI6 officers working as Passport Control
i Officers.

ORIGINS

: In 1919,the
Passport Control
Office was housed
at2 Whitehall
Court, the then
home of M16.

i PCOs did not have
. full UK overseas

privileges and
were seen as only
"loosely con-

i nected" to the
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A statue of Foley has
been erected in

Highbridge, UK, corn­
memorating his work

Controlling PCO work suited MI6, for besides
being excellent cover for intelligence collection, it
provided useful incomeby issuing visas.

PCOs communicated intelligence toMI6 officials
(knownas Gofficers) in London. Thismaterial
wasthen submitted tovarious 'Circulating
Sections' which collated it with informationfrom
other bodies, including the GC&CS (Government
Codes and Cypher School).

diplomatic corp. This was seen as advantageous
by theForeignOffice who could deny responsi­
bility if any PCO was caught gathering or
communicating intelligence. Prior tothis date
MI1 c was central to the issuing and control of
passports, primarily for counterespionage
purposes.

And though regardedas ahugely worthwhile and
important task, this hugeworkload leftlittletime
forintelligencecollection.

MI6 PCOs across
Europe wereissuing

'- ---' 2,000 to3,000
visas amonthtoJews wishing toemigrate to
Palestine.

r;;;;;;;;;;;;;;;;;::====:::;;;;;;;;;;;;l One ofthe best­
known MI6 officers
involved inthis role
was PCO Captain
Frank Foley. As
Station Head in
Bertin, he issued
thousands ofvisas
toconcerned
Jewish citizens who
wanted to flee
Germany before
war started. Known
as the "British
Oskar Schindler",
his office was shut
down on the
outbreakof
hostilities.

SPORT CONTROL OFFICERS
WORLD WAR TWO

Thepca network was widespread and operating
in numerous countries, thoughspecial emphasis
would soon be placed on theemerging threat of
Hitler's Germany and Mussolini's Italy. Luckily,
MI6 had a PCO in place in Romeas earty as
1929 - Claude Dansey. One year later hewas
asked by the Foreign Office to draw up plans for
an independent intelligenceservice outside M16.

Dansey set about recruiting businessmen,
industrialists, bankers, merchant navy men,
journalists etc. - all whofound it necessary to
travel orwho were posted abroad. ButDansey
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didnot confinehis recruitment programmeto VPDA 'irregulars' were
British citizens alone. reporting on the Nazis

: huge military and
The construction ofthis service was hastened in industrial build-up.

. 1933, whenHitler became Chancellor of
: Germany and then seized power as dictator. Even i MI6 EXPOSED
. then it was alooseassociation and operated

undertheunofficial titleof 'Vansittart's Private Though MI6field
: Detective Agency' (VPDA) - after Robert : stations continued to
; Vansittart - who was appointed Permanent : communicate with

Under-Secretary atthe Foreign Office on 13 PCOs atthebeginning
November 1929.Vansittart championed the spy ofWWII (viathe Y

: network and later introduced Dansey toanother Service) , there ismuch Robert Vansittart
vastly experienced intelligenceofficer - Group- evidence theNazis had
Captain Malcolm Grahame Christie. By 1935,the );>
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effort toconfuse the Abwehr into believing MI6
was not aware the PCO network had been blown;
and PCOs would not be told about ZOrganisation
officers. Other than MI6 Chief Admiral Sinclair,
Dansey and Christie were reportedly the only
persons who knew of itsexistence.

. The initial idea was toestablish the ZOrganisa­
tion's headquarters inRome, and should war
break out, it wouldbe moved to the neutral
country of Switzerland - ideal because it would

; then be inthe heart ofEurope. Eventually Dansey
chose an office on the eighth floor ofthe north­
west wing ofBush House, London, which also
housed the Soviet news agency Tass and the
radio network ofthe BBC's overseas concerns.

! Interestingly, the office was "rented" under the
name of "C. E. Moore" • the initials C.E.M. were
ofcourse Dansey's own.

already uncovered the PCO ruse as early as
1935. Major Hugh Dalton, the PCO atthe Hague
had succumbed tofinancial temptation. In 1936,
he quietly embezzled monies from the issuing of
3,000 visas. But his deception was uncovered by
amember ofhis own staff - John Hooper who
promptly started toblackmail him. Dalton
committed suicide inSeptember ofthat year,
while Hooper was dismissed. Hooper then
changed sides and joined the Abwehr (German
Intelligence) - who learned ofthe internal
mechanism ofthe PCO operation. The Abwehr
used abarge moored just 100ft away from what
was M16's headquarters and filmed all the
comings and goings.

There were two interesting details yet to
conclude: PCOs would continue towork inan

Dansey learned ofthe PCO compromise but set
about trying touse the situation to M16's good. A
proposal was put toM/6 Chief Admiral Sinclair
that he be dismissed and shamed because of
events inHolland. The purpose was todeflect ; Dansey moved into
attention and elevate the VPDA as aparallel i aflat at3 Albemarle
service tothe PCO network. With irregulars Street across
already in place he could - if required - replace Piccadilly from St
MI6 activity incountries overrun by the enemy. ; James's Street in
This proved to be agreat deception operation, for i London. Convenient
even before war broke out, PCOs were con- as it was just 100
stantly under suspicion. For example, in1938, yards fromhis
MI6 Station Chief Vienna - Captain Thomas favourite club -
Kendrick was arrested before being expelled for ; Boodle's - apopular
espionage. As war neared, PCO cover was fast : haunt forMI6
becoming aliability forM16's experienced officers and a
officers. recruitment centre.

One member ofthe club was none other than
: MI6 man Ian Fleming (above). He said the food
; atBoodle 's was "thebest inLondon. " >-

ALBEMARLE
STREET Wl
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Two fascinating letters relating to theworkof Passport Control Officers. Left: Written by RearAdmiral SirHugh Sinclair - 'C' . Interest­
ingly, theyellow section relates to where the signature 'C' hasbeen cut out. Right: Telegram 'CX-542' from RearAdmiral SirHugh
Sinclair to Head of MI6 Field Station Berlin - PCO Frank Foley (YP denotes British Ambassador Berlin - ZP- the Foreign Office) . Both
thesedocumentsreflect the enormous effort to issue visas to persons wanting to escape thegrowing menaceof the Nazis.
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Above - William
Stephenson head of the
huge MIGspy network that
stretched across the United
States known as the British
Security Co-Ordination. As
well as recruit Stephenson
as a Z agent, Dansey also
purchased a flat from the
Canadian at 5 St James's
Street (left).

This was just one of many
locations used by Dansey
to plan Z Organisation
operations.
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Boodle 's club at 28 St James's Street in London was a favourite haunt of Dansey and other MI6 officers. Besides
being able to enjoy a drink or two, MI6 used the club as a recruiting venue. Back in the eighteen century it was
known as the Savoir Vivre, but changed its name to Boodle 's in 1782. Its founder, Lord Shelburne , had an establish­
ment known as Boodle 's originally at Pall Mall. The club was named as such after its head waite r - Edward Boodle

Dansey soon started ahuge recruitment drive
which would see some prominent figures
starting topass vital intelligence from all over the
world to M16. He even managed to acquire the
services ofGermans vehemently opposed to
Hitler. The ZOrganisation had an important naval
element which worked through front companies
operating inshipping andfreight. Another leading
'liaison' forthe ZOrganisation was Canadian
businessman and headofthe British Security
Co-Ordination - William Stephenson. By 1938,
the BSO 'network' was spying and influencing
establishments, especially government and
media across much ofthe United States. Dansey
actually purchased aflat from Stephenson at5 St
James's Street which he used to confer and
plan.

Meanwhile MI6 was expanding rapidly and its
Broadway Buildings headquartersopposite St
James's Park Underground Station was ahive of
activity. Outside the main door - aplaque
announced the building was the headoffice of
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the Minimax Fire Extinguisher Company. It didn't
fool local cabbies who once chalked an arrow on
the pavement revealing who worked inside. After
this, anew sign proclaimed the building was the
Government Communications Department. By
1940, the Service had grown so much that it
overflowed into other buildings, including St
Ermin's Hotel. Dansey also had an office just
down the corridor from 'C's' room inthe

: Broadway Buildings which he accessed, like
most other employees inM16, from 21 Queen
Anne's Gate. This building was ironically used as
headquarters of the Passport Control Office.

THE VENLO INCIDENT

The difficulties ofoperating PCOs and Zofficers
inthe same vicinity - each oblivious of their
existence - would become apparent when war
eventually broke out. MI6 Hague Station Chief,
Major Stevens, was introduced tothe ZOrgani­
sation's senior officer inHolland - Captain

: Sigismund PayneBest on direct orders from MI6

inLondon. It transpired that inAugust 1939, Best
had been asked to make contact with aDr Franz
Fischer - who MI6 believed was aGerman
Catholic refugee inHolland. Fischer explained he
couldestablish contact withagroup ofGerman
officers plotting tooverthrow Hitler. It turned out,

o Fischer was actually an undercover Nazi
o intelligence agent. Best complained that he had

MI6 Hague Station Chief, Major
Stevens (left) and Z Organisation man

Captain Sigismund Payne Best

I [y~ SPY INTEL .. GENrE r~ A\.Jf\'" NF ti'! 2 Q



wanted to lure Fischer
to London where he
could be arrested for
he did not believe
his anti-Nazi
rhetoric . His MI6
superiors, however,
did.

An MI6 memo sent
to Stevens on 4
September 1939 ­
just three days
after Germany had
invaded Poland,
read:

'Youare toplace
yourself in touch with
CaptainS. Payne Best

and give him allfacilities
which he may require in

regard tocommunications
and otherwise and also

money he may want. Captain
Best isahighly experienced man

ofgreat ability. Beyond giving your
services you are nottointerfere inhis

arrangements... '

Though Stevens was head ofMI6 inHolland, he
had never heard of Best, nor was he aware ofthe
ZOrganisation - primarily because PCOs were
not told, but also because Zagents and officers
were not given radios. This meant there was no
radio traffic to intercept. Zagents simply used
meetings, the post ordead letter drops to impart
intelligence. But German intelligence, who knew
ofthe PCO operation inHolland, and via
information gleaned byFischer were watching.

· comprehensive view ofthe MI6 organisation".
· The officers' photographs were splashed all over
! the newspapers, and the PCO operation was
: effectively dead. To add to one ofthe Service's

lowest points in its history, Admiral Sinclair died
· just hours before the Venlo incident on 4

November leaving MI6 leaderless.

. . ... . : ..

When Germany overran Holland and Belgium the
Nazis were Quick to remind the Dutch that they
had supposedly breached their neutrality by
"harbouring and supporting the British Secret
Service". Part ofadocument given to the Dutch

i Minister inBerlin by Germany's Foreign Minister

~

The ruthless Nazi chief of the Sicherheitsdienst
(SD), Reinhard Heydrich, whose SS intelligence
service often competed with the Abwehr, gave
the go-ahead to shatter M16's Hague Station. A
series ofbogus meetings with the German
plotters was arranged by Fischer and on 9
November 1939, Best and Stevens were lured to
the Backus Cafe atBlerik near Venlo, about five
miles from the German border. Heydrich 's
assistant, SS-Oberfuhrer Walter Schellenberg lay
inwait with an armed German intelligence unit.
Both MI6 men were abducted atgun point along
with their "chauffeur" Jam Lemmens. Lieutenant
Klop, aDutch intelligence officer who had
journeyed with the Britons tried to intervene but
was shot dead. Interestingly, according to
German propaganda, neither British officer put
up much resistance when Questioned, and
according toBerlin, gave a "remarkable

EYE SPY INTELLIGENCE MAGAZINE ou.009 I
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PHOTOGRAPHS © SNAPPERJACK OF LONDON

Z officer Captain Sigismund Payne Best communicated with theZ Organisation viaan MI6 front company - Menoline Limited - basedat 24
Maple Street off London's Tottenham Court Road (bottom of page). Sadly, like a growing numberof famous spy haunts in thecapital, the
building no longerexists - replaced by bland apartments and offices. Menoline was but one of several fictitious businesses used and/or
created by Dansey that allowed MI6 to conduct its intelligence collectionoperations all overtheworld . The 'Albany Trust' run fromAbbey
House on Victoria Street wasanother - used by Dansey to conduct interviews. Today themagnificent buildingwhichonce sat on Victoria
Street hasgone - in its place this modernstructure, The interviews atAbbey House were overseen by a Colonel Haywood, an MI5 officer
speciallychosen by Dansey. If selected and approved, theagentwould be givena Z-number Dansey wasZ-1 . Other Z Organisation front
companies included the export arm of international fine art dealersGeoffrey Duveen & Company; H. Sichel & Sons, the wine shippers and a
holiday firm - Lammin Tours, Of course, dozens of Z agents werealready inplaceworking overseas forgenuinefirms. By far the most
important of these commercial covers, wasLondon Films - a feature film companyheaded by RobertVansittart's friend - Alexander Korda.

NUMBERS -MI6 FRONT COMPANIES &
DISAPPEARING LONDON

This building now sits on the site
of Abbey House which housed MI6
front company - The Albany Trust



z
o
o
z
g
L.L.
o
:>C
C-)
«-,
a:
LU
0..
0..
«
z
en
©

63

FOREIGN

Semper Qccu1tuS
1912 Secret

Intelligence Section

I
1916 Renamed

M11(c)

I
C1919 PASSPORT CONTROL OFFICE

I
1920 M11(c) Renamed MI6

____I
C1935 I ORGANISATION

1915 Renamed Military
Intelligence 5 (M15)

DOMESTIC

1909 Military
1886.Renamed __ Organisation 5
Special Branch (M05)

I

lDOO Comminee ollmperial Deleo..I ID02Direclorale 01 Mi/iIa" Dpera.o..

1883 Scotland Yard 1909 Secret Service Bureau
Special Branch

(Irish)

GENESIS OF MIG'sZORGANISATION - NAVIGATION SURROUNDING CLAUDE DANSEY

WHITE'S CLUBLONDON: A few hundred yards away from Dansey's club - Boodle's - was
another favourite haunt used by M16's hierarchy - the exclusive White's club situated at 37-38
St James's Street.This wasa particular favourite with MI6 Chief - Colonel Menzies - who
often used it to "tap" on the shoulder of would-be spies. This wasn't Dansey's style and he
foundsuch methods"unsuitable" thus avoided the club and Menzies. He wasn'talone in his
criticism. Section IV, Air Intelligence head Group Captain Frederick Winterbotham, says
Menzies was a "terrible judge of character" whowas always trying to find jobs for "charac­
ters" who were totally unsuitable. After a nod from Menzies, the recruits would turn up for
workbut then had to be rejected by Menzies team whowere left to sort mess out.

As forWhite's, the 250-year old club is still going strong, and remains as exclusive as ever,
used by royalty and gentryalike, though it is no longer an MI6 recruiting location!

Ribbentrop on 10May 1940, and signed by
Himmlerhimself said:

EYE SPY INTELLIGENCE MAGAZINE 6020091

:4n important addition to theofticial lntelligence
Service ofthe PCOis a special branch of the
Secret Intelligence Servicewhich is directed
from London - sometimes called theZ- Organi­
sation - in which a formerPassport Control
Officer, Colonel Danser. who is now inSwitzer­
land, plays the leading role. This special
organisation plays an important part inpolitical
matters whilst is also carries out certain internal
control over the activities ofother branches of
the service. Inpeacetime the ZOrganisation has



A V2 rocket laun
from Peenemun
Inset: R. V. Jane

"
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: 0 Eye Spy understands British Intelligence
papers relating to the Venlo incident are set to be
released in2015.

As forBest and Stevens, the MI6 men were
incarcerated in an area ofSachsenhausen
concentration camp - with Best being chained in

! containing highly technical and detailed intorrna­
I tion on German technological advances,
! especially inthe areas of long-range bombs and
! the testing ofpilotless aircraft atPeenemunde.

The Oslo PCO forwarded the material toLondon
: where it ended up on the desk of revered
: scientist R. V. Jones. He said it was ofthe
: "highest importance" but suspicious MI6
· officials incredibly dismissed it as aGerman
; attempt to "disinform". The Service also failed to
! identify as credible another friendly Abwehr
: officer's attempt towarn ofthe imminent
! German 'blitzkrieg' and ignored an invasion map
; ofBelgium that was discovered ina German

aircraft forced to crash land. This intelligence
j was submitted bythe PCO ofMI6 Brussels
· Station. MI6 believed the map was aplant and a
! fake. But it later transpired the material was
: genuine and supplied bynone other than Abwehr
· deputy chief Colonel Hans Oster.

THE OSLO AFFAIR

irons foratleast two years. Both officers
amazingly survived their ordeal and were
repatriated atthe end ofthe war. Claude Dansey ­
now 'Sir' and deputy head ofMI6 moved out of
the city withhiswife to the countryside and into
afine residence known as Bathampton Manor
near Bath. Seeking solace inthearea, the man

; known as 'Colonel Z' woke one morning to find
someone had drawn a 'z' on hisfront door. He

! never managed to solve this particular puzzle.

Alife inthe spying game proved too much for
: Dansey and he died peacefully inLansdowne

Grove Nursing Home, Bath, with his wife Frances
· holding his hand. But there was one more twist

!1~~~I~!~i~S~~~~~~~~~i~~il · inthe legend ofClaude Dansey...when Franceswas going through his papers, she discovered
· six of his passports all indifferent names. A
! consummate spy tothe last, though historian
: Hugh Trevor-Roper viewed things alittle different:
: "Claude Dansey was an utter shit... incompetent,
· but with acertain low cunning..." A little unfair,
I considering his achievements under enormously
: difficult circumstances.
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The PCO was effectively exposed and rendered
useless, atleast inthe wider European theatre of
war. Yet the ZOrganisation, itsofficers, agents
and liaisons bravely continued tosubmit vital
intelligence back to London, but it too was on
borrowed time.

noconnection ofany kind with the pca Service,
butif necessary in wartime, can obtain its
assistance forthe provision ofcourier services
and itsco-operation inavoiding any duplication
ofagents.,

Just hours before Sinclair died, MI6 Station Chief
Oslo received apackage that was sent bya
"friendly" Abwehr officer. Inside were 10pages

The repercussions ofthe Venlo incident were
enormous and adeeply edgy MI6 were suspi­
cious ofany approach orpossible liaison. One
such incident emphasises this deep distrust
more than any - the Oslo affair.



STRANGE TWIST OF FATE
FSB COLONEL 'OUTED' IN ACCIDENT

Andrew Sheridan

ers. Th
more Viagra and arapport was assu
drug is part ofthe CIA's clandestine efforts
recruit "friends". And it isunlikely this "bedroom
friend" will be as visible as a new car or rocket
propelled grenade launcher.. .
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sponsoring NGOs (non
government organisa­
tions) with the aim of
gathering intelligence.
President Dmitry
Medvedev, backed by
Moscow's senior
spooks, called the BC
an MI6 front company
manned by "anest of
spies."

The news agency kept the images of the
accident, inclUding pictures of the injured FSB
officer, on-line forjust 60 minutes. They were
ordered to remove them inan effort to conceal
his identity. However, all foreign news organisa­
tions are monitored every second of the day by
GCHQ and NSA who undoubtedly will have
appreciated the information... and images.

e
wJl
pe
care,
attention and even visas to leave the
Warlords requested arms and transport. The
problem is, such persuasions were easily spotted
byterrorists. It'sadangerous strategy forthe
receiver, especially iLlarge volumes ofdollars

A
ndrew Sheridan, 35, aBritish
diplomat based inMoscow, has been
involved ina Christmas-time incident
that sparked an intelligence spat. He
accidentally struck a pedestrian who

walked out from behind a parked car on General
Dorokhov Street inwestern Moscow. Sheridan
called the police who were soon joined bya
news agency which started totake photographs.
The pictures were immediately uploaded on the
agency's web site to augment the breaking story.

Unbeknown to all concerned, the injured party,
who suffered head injuries and a broken leg,
turned out to be avery senior Russian FSB
intelligence officer. And Sheridan, it has since
transpired, just happens to be the deputy director
ofthe British Council inMoscow. Early in2008,
Russia forced the BC to close itsoffices after
suggestions it was covertly backing and

Urs Tinner's passport
and Abdu l Khan

Attime ofpublication,
policehave yet to confirm
Urs' release, but the case is

:':'...:Io..:::lI:;I a complex affair as both
men are rumoured to beCIA informants. Allied to
that is the strange decision taken bythe Swiss
authorities in2007, todestroy thousands of
documents linked to the case - officials citing
"security reasons".
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O
neofa number ofSwiss nationals
arrested four years ago inconnection
with nuclear smuggling, has reportedly
been released inSwitzerland. Urs Tinner,

43, who was linked to the global nuclear
trafficking network run by Abdul Qadeer Khan­
hailed as the builder of Pakistan 's first atomic
weapon - was freed around Christmas. His
brother, Marco, 40, also linked to the network,
remains inprison.

Eye Spy believes the Swiss move is connected to
a joint MI6-CIA operation launched against Libya
in 2003. Western intelligence gleaned information
that aLibya-bound vessel carryingacentrifuge
shipment was just days away from arriving in
Tripoli. The "outing" ofthe ship's cargo prompted
Colonel Gadaffi to renounce Libya's efforts to
acquire nuclear weapons. It has been suggested
the Tinners were central to that intelligence.



Application features include web auto login
tomanage theentriesof ID and password
forthewebsites you visit, user settings for
fingerprint registration, password settings
and fingerprint live timesetting, fileand
folder settings toencrypt or decrypt files
and folders and PClocktopreventothers
fromusing your computer whileyou 're
away. Just plug inthe drive, swipe your
finger, and you can log on toany ofyour
stored protected areas inan instant. For
moredetails and full specifications visit
www.eyespymag.com

Order code: FRIO UK £69 .99
USA$120.00 ROW £75 .00

FINGERPRINT
READER

SECURE DIGITAL. STORAGE

ThisFingerprintReader features abuilt-in
Sweep-type Fingerprintsensor tosecure
your data, 1 gigabyte storage capacity and
aUSB 2.0 interface forquick data
transfers.

SOUNCPOC
Super amplified 'SoundPod' broadcast
quality sound amplificationin an ipod size.
Ultra sensitivedirectional microphonepicks
up sound upto 100feet away. Volume, treble
and bass control. Broadcast quality can be
used indoors orout. Low cost useful device.

Order COde:~ J
TX-SPR IIIIl)

UK£40.00
USA $60 .00

ROW £40.00

EYE SPY PEN
M ROPHONE

Order code: ESMM UK £30.00
USA $48 .00 ROW £35.00

Contained inside the ordinarypenisa
powerful microphone. Simply plug the
leadintoarecorder and recordany
conversation without the worry of
trying tohide abody-worn microphone.
Can be hidden inadesk etc.

Order code: L-PN1 UK £25.00
USA $48.00 ROW £28 .00

r
FANiTASTICvrLUE

!

GSM Plug Ada ter ~ug :

Order code: ES-GSM1 UK £295.00
USUAL PRICE £450.00

MINI MIC
Eye Spy's Mini Mic is designed forall

microphone uses. Excellentqualityata
lowpriceforvoicerecording- superb

soundpick-up. 15ft. cable - on/off
~ switch

~~~

GSM BUGS

UK£249.00 USA $325.00
ROW: £260.00

Order code: TX-HOMEGUARO

EYE SPY SEED MICROPHONE
Seed microphone so small it can be concealedanywhere- hide inacar, underdoor,.
bag, sleeve, belt etc. The length ofleadis36inches- but wecan customise this for
you - £1.00 ($1.75)for every additional 12inches. Themicrophone
headis just5mmwide.

Order Code: LS-SM1 UK £17.50 USA $38.00 ROW£18.00

Eye Spy provides an In te re s ting range o f custom built GSM bugs (Global System for Mobi le
Communications). Unlike UHF transmitters, these fully functioning everyday devices contain
a concealed SIM card allowing you to call them from anywhere In the world and listen-In via

two powerful microphones.

Also available in the GSS bug range: Wall socket,
picture frame, extension lead, clock, calculator, lamp
shade, umbrella and smoke detector (all USA appli­
cable except wall socket and plug adapter).

This fully functioning GSM wall plug adapter comprises of the very best
components and materials forsuperior listening quality. When called,
theunit does not ring, vibrateorreveal thedevice has opened-upa
twin-microphone listeningchannel. Ideal for office or room environ­
ment. Mains poweredfor continuous surveillance.

HOMEGUARD 2
Personal securitydigital video recorder.
Homeguard isasimplebut utterly
dependablehome or office security
surveillancesystemthat requires no
wiring, software orexterior power
source. Simply placewhereyou require
video footage. Itwill recordcontinu­
ously ortake snap shotsat given
intervals. Now with audio. Looks just
like an air freshener/purifier.
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This highly rated product is one ofthe best anti­
burglar-intruder systems available today. Simply
turn on (no installation
required)and the realistic
dog bark sound increases
as its internal radar senses
someone approaching the
door. Barkgets louderas
person nears door. Going
on holiday or just going
out? Protect your home,
family or office with this
superb securitysystem.

An effectivedevice that can be likened to "white noise" ­
works verywell in most environments.

Orde r code: AJ-34 UK £90 .00 USA $140.00 ROW£100.00

The AJ-34 Audio Jammer protects your sensit ive room
conversationsby generating a random masking sound which
desensit izes any nearbymicrophone. Effect ive against any

microphone-based eavesdropping device including tape
recorders, RF transmitters, hard-wired microphones

(including contact type] and shotgunmicrophones. It also
protects against microwave or laser reflection pickups.

Covers 150 square foot area.

Order code: TX-EWREX UK £90.00 USA $125.00 ROW: £100.00

A.J·34 AUDIO .JAMMER

VIDEOTEK & MINI
LOCATES AND VIEWS ANY SECRET TRANSMITTING CAMERA

The world'smost popular wireless camera hunter now comes intwosizes.
VideoTek and VideoTek Mini locks-on toany wireless video camera and displays
the transmission on its built-inscreen. Automatically scans all thecommonly

NEW used video frequencies inless than five seconds and
LOWER locks-in onany video camera transmitter. Besides
PRICEI displaying what the covert camera sees, it also

sounds an audible alert tone. Selectable antenna
sensitivity allows lock-inon sources up to500ft
away (dependingon power ofsource transmitter).
Durable all-metal case. Eye Spy recommended for
countermeasures.
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Standard: Order code: TX-VIDTEK
UK£350.00 USA $485.00 ROW: £370.00

Mini : Order code: TX-VIDTEKMINI
UK £375.00 USA $525.00 ROW: £400.00
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; Political side-swiping book that fails to
acknowledge the difficult decisions

: behind the eavesdropping programme.
: Hardback 416pp

tion to use as aweapon inthewar on
i terror. With unrivalled access to
; sources and documents, Bamford
; details how the agency has conducted
: domestic surveillance without court

approval, and he frames it in the context
ofthe NSA's ongoing hunt for

: information abouttoday's elusive
enemies.

Available from Eye Spy
Ref: ES/1321 £22.00$32.00

JAMES JESUS ANGLETON: The CIA,
and the Crall ofCounterintelli ence
Michael Holzman
Univ. of Massachusetts Press

Finally, forelements, industrially or
militarily, who are inpossession of
information useful toaspy - orif such
elements are likely to be entrusted with
such information, either now oreven in
the remote future, this book ofbriefs
tells you how tofoil aspy orhostile
intelligence operative orterrorist who
will certainly be seeking it.

This book also tells you how to
recognise atonce certain espionage
techniques, and how to avoid the
pitfalls, whichcould lead to anational
catastrophe orapersonal disaster - or
both.

Thought-provoking work byaformer
operative who plied his trade insome of ;
the most dangerous places in the world.
Softback 67pp

David Alexander
Zenith Press

THE BUILDING:
ABiography of the Pentagon

Available from Eye Spy
Ref: ES/1320£9.99$22.00

THE SHADOW FACTORY: The Ultra­
Secret NSA from9/11 to the
Eavesdropping on America
James Bamford
Doubleday

THE
BUILDI ' G

ABIOGRAPHY OF THE ?ENTAGON

DEEP BLACK AND DANGEROUS
David Griffin
Penn Press

i Spies are with usall the time. They are
interested in everything, defence

; secrets, scientific secrets, political
i decisions, economic facts; even
: people 's characters - inorder to recruit
i yet more spies.

, This book tells you about the great
: hostile spy machine that tries to suborn
anation's citizens and turns them into

, traitors, and how it sometimes
i succeeds orfails.

InThe Shadow Factory Bamford shows
; how the NSA's failure to detect the
; presence of two of the 9/11 hijackers
i inside the United States led the NSA to

abandon its long-held policy ofspying
! only on enemies outside the country.
i Instead, after 9/11 it turned itsalmost
, limitless ability to listen in on friend and
i foe alike over to the Bush Adrninistra-
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recorder systems, light spectrum
and low light applications, forward
looking infrared, principles of fibre
optics, operations planning, human
perception and additional tips.
Softback 143pp

KECIRONICELECTRONIC

SURVEllWCE_............
•

-~.......----
: cover operations. Due to complex

applications inthe course (based in
i the USA), it is required that those
! attending complete phase one of the
: course. Softback 96pp

: PHASE FOUR: Body wires and
: bugs, receivers and repeaters,
: TSCM, unconventional bugging and
: sources. Softback 146pp

Visit www.giaintel.com
. forordering details

SURVElLWCE_.......,.....
•..............-....-

SURVIILlUCE...............
•-............=::-

PHASE THREE: Covert Vehicle
Installs. This is the manual fora
forty-hour GIA course designed for
those who must install and operate
any type of audio or video recording

: equipment into an automobile in a
[ covert manner to support under-

PHASE ONE: legal aspects, basic
electronic theory, night vision and IR
illuminators, technical terms,
technical forms and reports ,
electronic schematicsanddiagrams
and soldering. Softback 98pp

GIA intelligence field workers
McCorvey and Gourdikian have
produced fourstudent handbooks
and training manuals covering all
aspects ofelectrical surveillance.

PHASE TWO: Colour and the human
eye, new battery technology, CD's
and digital audio/Video technology,
specialitytools for technical
installations, target analysis, video

investigation of the assassination of
John F. Kennedy. He later ledCIA efforts
tocontaintheVietnam-eraantiwar
movement, inclUdingthe campaignto
destroy the liberal Catholicmagazine
Ramparts.
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ABOUTTHE AUTHOR
Robert Baer isthe
author oftwo
New York Times
bestsellers:
Sleeping with the
Devil, about the
Saudi royal family
andits relationshipwith the United
States; and See No Evil, which
recounts Baer's years as atop CIA
operative. See No Evilwasthebasis
lortheacclaimed film Syriana, which
earned George Clooney an Oscar for
hisportrayal ofBaer.

Controversial book whichculminates
withBaer stating it isprobably best to
talk toIran, rather than confront her.
Hardback 228pp

demonstrates that Iran, far from being a
Wild-eyed rogue state, isarational actor

: - one skilled in the game ofnations and
! so effectiveatthwarting perceived

Western colonialism that even rival
Sunnis relishfighting under its banner.

Baer says President Ahmadinejad is by
no means the true spokesman for
Iranian foreign policy, nor is Iran making
it thehighest priority tobecome a
nuclear player.

Baer believes Iran is currently engaged
inasoft takeover ofthe Middle East,
that the proxy method ofwar-making
and co-option it perfected with
Hezbollah inLebanon is being exported
throughout the region, that Irannow
controlsasignificant portion 01 Iraq,
that it isextending its influenceover
Jordan and Egypt, that the Arab
Emirates and other Gulf States are
being pulled into itssphere, and that it
will shortly have afirm hold on the
world 's oil spigot.

Former CIA operative Robert Baer
shows how Iran has manoeuvred itself
intothe elite superpower ranks by
exploiting Americans ' false perceptions
ofwhat Iran is.

By mixing anecdotes with information
gleaned from clandestine sources, Baer

! Interesting work and aworthy edition to
! your intelligence library. Hardback
: 552pp

Available from Eye Spy
Ref: ES/1323 £32.00$34.95

! Over thepast thirty years Iran has
! emerged as anation every bit as
! capable of altering America's destiny as
i traditional superpowers Russia and
; China. Indeed, one of thisbook's
. central arguments isthat, insome

ways, Iran's grip on America's luture is
even tighter.

Byputting intohistorical perspective the
; intelligencefailures - both real and

perceived - surrounding theseevents,
! Diamond illuminates the links between
[ lower-profile intelligencecontroversies
[ inthe early post-Cold War period and
: thehigh-profile failures that continue to
l define the War on Terrorism.

; To bring these links tolight, Diamond
! analyses the CIA's role inkey events
! from the end ofthe Cold War (whenthe
: Soviet Union - and thus the Agency's
: main mission - came toanend) tothe
: war inIraq. His account explores both
· CIA successes and failures inthe Soviet
: break-up, theGulf War, the Ames spy
[ case, the response toal-Oalda's initial
! attacks, and the US/UNeffort tocontain
· anddisarm Iraq.

THE CIA AND THE CULTURE DF FAILURE:
US Intel from the End 01 the Cold
War tothe Invasion ofIraq

Drawing onabroad range ofsources,
including previously unexamined
archival documents, personal letters,
and interviews, Holzman looks beneath
the surfaceof Angleton's career to
reveal the sensibility that governed not
onlyhispersonal aims and ambitions
but those ofthe organisation he served
andhelped shape. 408pp

Available from Eye Spy
Ref: ES/1322 £28.00 $34.95

In thisdeeply researched biography,
Michael Holzman uses Angleton 's story
to illuminate thehistoryofthe CIA from
its founding in the late 1940s tothe
mid-1 970s.Likemanyofhiscol-
leagues inthe CIA, James Angleton
learned the craft ofespionage during
World War IIas an officer in the Office
ofStrategic Services (OSS), where he
became afriend and protege ofthe
British double agent Kim Philby. Yet
Angleton 's approach tocounterintelli­
gence was also influenced byhis
unusual Mexican American family
background and his years atYale as a
student ofthe New Critics and publisher
ofmodernist poets. His marriage to
Cicely dAutremont and the couple's
friendship with E. E. and Marion :
Cummings became part ofanetwork of :
cultural connections that linked the US : The author says this "slippage" results
secret intelligenceservices and from the tendencytooverlook thelinks
American writers and artists during the : between seemingly unrelated intelli-
postwar period. . gence failures and tounderestimatethe

[ impact ofpolitical pressure onthe CIA:
"Factors we need toexamine to

! understand both the originand
· magnitude ofthe 9/11and Iraq
! intelligence failures," said Diamond.

The9/11 attacks and the war in Iraq
sprang inno small part from massive
intelligencefailures, that much iswell
understood. How the CIA got toapoint
whereit cou ld fail so catastrophically is
not - according toJohn Diamond.





Stopping at a shop to make a purchase , or in this
case to study the front pages of a newspaper in a

supermarket, allows you a little time to examine the
area and look for surveillance

Constant lane changing and varying your speed might
allow you to see a surveillance vehicle doing the

same. And though it will not expose a professional
team or operative , it can make them nervous

unprofessional, but it does tell you the level of
sophistication ofthe surveillance team or
operative[s] . Make ametal note of the vehicle
behind you as you encounter the first or
second junction/turning after departure.

• As you depart, continue inyour original
direction forashort distance and then make a
turn tosee if that same car is still present. If it
is, it may be acoincidence so you now have
toperform athird manoeuvre (drill) in order to
confirm ordeny that it is surveillance.

• Stop suddenly. If this is done quickly at the
sideofthe road it would appear to be avery
overt drill and obvious to your follower.
However, you can indicate and park in aspace
outside ashop, forexample, and then enter.
You have given the impression of having a

EVE Spy INTELLIGENGE MAGAL.INE" 2)' 9 I
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natural reason forstopping. At this point note
the vehicle that overshoots and drives past
(unless he suddenly pulls in somewhere
behind you) . You are looking forspecific
signs: the driver might look at you; he may
appear to be "talkingto himself" (indication of
external communication/contact) ; there may
be asmall antenna on the back ofthe vehicle
(indication ofexternal communication/

• contact) ; he may look back as he passes.

Once he has driven past, he may turn offat
the next side road. An amateur is more likely
to do this quite aggressively as he rushes
away to "re-plot" (decide his next course of
action orperform apredetermined one).

Don't forget to keep an eyeon what is going
on behind you. You may see other vehicles

"peeling" off the main road ormanoeuvring to
park.

• Continue inyour original direction for a
while and perform a "U-turn" (360 degree
turn). This takes you back pastthespot you
have just left. Asyou drive, examineon­
comingvehicles noting thedriver, occupants,
body-language, mannerisms etc. In perform­
ing such amanoeuvre, ensure that youtravel
some distance firstoryouwon't "breakthe
box" and drawthesurveillance.

• If you drivearound aroundabout (circle)
several times it may throw amateur watchers
into chaos. It isavery aggressive drill and will
immediately alert asurveillanceteam that you
aredrilling. It isnot recommended inmost

73



Understanding and having the ability to perform anti surveillance isauseful personal asset.
Knowing what to look for and when to look for itcan only be achieved through study, training and
practise. These three modules give you experience and confidence.

Ultimately, it can aid a surveillance operative, and likewise, any individual who believes they
would benefit from a security perspective...

POINTSTO BE AWARE OF

NOTESFOR THE SURVEILLANCE OPERATIVE

Asophisticated operative will carry out the
drills over aperiod oftime ordistance, making
them difficult to detect, whereas an unprofes­
sional person will do them one after another.
They are easily identifiable.

If atarget drives around aroundabout twice,
he may not be drilling (he missed his exit) . If
he then suddenly hops from one lane to
another, he still might not be drilling (he is
trying tofind his way) but if he carries out a
third manoeuvre alarms bells should start
ringing to the fact that he has now carried out
three drills. It is more than acoincidence.

Be aware of the "lost driver". If atarget starts
tocarry out these odd drills inhis home town
there isachance that he is drilling because he
should know his way about. Whereas if he
was miles away inan unfamiliar area, such a

· manoeuvre would possibly indicate that he is
· lost... so be careful.

• Drive on amotorway changing speeds
frequently from high to slow. Come offat an
exit and then rejoin the carriageway.

VEHICLE TO FOOT

There are other drills such as lane hopping
(SUddenly changing lanes), driving into dead
ends, which will likely force asurveillance
operator on foot. This then affords you a
number ofoptions. But before doing so,
various factors must be taken into account,
including your own safety. For guidance on
this it is best to consider additional training ­
which covers evaluation. But if it does happen
and if confronted, asurveillance operator may
feel his role has been seriously compromised

• Pretend to break down on amotorway to
see if anyone stops behind you. They
shouldn't but an amateur almost certainly will.
Asurveillance professional team would
continue to the next junction and wait.

• Drive into more rural areas using narrow
lanes whilst observing the vehicles behind
you. Driving at aslow pace can be difficult for
asurveillance team.

overshoot but again this is quite deliberate. To : and as aconsequence, he will be forced to
give areason forstopping, pretend to look ata , withdraw - as might an entire surveillance

: map oruse amobile phone. . team - at least temporarily. An indirect
· challenge could be as simple as asking him

• If held in traffic, examine closely the car and the time ordirections. Certainly this would
person behind you, look forsigns oftalking : alarm the follower, and render his role on that
into a radio orwatch forthe driver that "creeps day useless. Also monitor his response and
up" behind you. . body language as well as look fortell-tale

signs ofbody-worn accessories, such as aG
Shock watch, radio oracovert earpiece.

Using public transport is a useful anti
surveillance method

cases and inany event, it will not fool or
disturb aprofessional team.

• Jumping a red light to see if anyone follows
a isavery unsophisticated drill - aprofes­
sional team will not be fazed and all you have
achieved isto alert them that you are drilling.
There are more subtle measures that can be
adopted. At a junction orcrossroads, indicate
to turn but then move offinadifferent
direction. Ifthe earls] behind you cancel their
indicators and follow, you will have some
indication ofpossible surveillance.

• Frequently alter your speed by slowing
down then speeding up, note if following cars
overtake orkeep to the same speed and
mirror your actions. This can be an obvious
drill but if you use slow moving traffic on a
dual carriageway to deliberately slow you
down it can be performed inamuch more
subtle manner.

• Stopping immediately after taking a left
hand turn may cause one ortwo cars to
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WHEN WILL APERSON CARRY OUT ANTI
SURVEILLANCE (DRILLING)?

For sure they can't keep it up 24/7 they simply
will not get anything done. Remember that a
securityprofessional (on the "goodside") will
carry out aform ofdrilling just as much as a
target ofsurveillance (on the bad side) would.
Especially aclose protection officer after
picking up his Principle.

Anti surveillance can occur at various times
and remember it can be planned orunplanned.
Aperson will drill:

When the person first appears out inthe open.
For instance, he leaves the house looking up
and down the street foranything suspicious,
gets into his car and drives away looking for
anyone else moving offatthe same time or
puling out behind him (unprofessional
surveillance). After which, he may circle the
block orcarry out any ofthe drills mentioned
previously. Aprofessional surveillance team
should pick up on this activity the first or
second time he is watched and so would

EYE SPY INTELLIGENCE MAGAZINE 00 mag I

widen the "surveillancebox" or
"cordon" on any subsequent
surveillance. Aprofessional
security operator orclose
protection officer performing
anti surveillance would '
continue to drill forsome

distance from the home
address so that any surveil­

lance team (ifthere is one)
breaks the "box" and are into the

"follow". At this point they will be
easier to identify.

PRIOR TOANYACTIVITY

Acriminal may perform anti surveillance prior
tocarrying out his "activities", We recently
followed adelivery driver foramajor building

. merchant who was suspected ofstealing
materials. He would leave the yard inthe
morning but just prior to undertaking an illegal
delivery, he would park forfive minutes. circle
the block to make sure that he was not being
observed and then drop offhis goods.

Aclose protection officer should also carry
out some subtle drilling just prior to "deliver­
ing" his Principle athis destination.

Mirrors are of equal use to both the
surveillance operative and a person

performing anti surveillance

AFTER ILLEGAL ACTIVITY

In the case ofour building delivery driver, just
after he had unloaded two pallets ofpaving
slabs he drove offfrom the site, circledthe
block and suddenly stopped again looking for
possible surveillance.

A"Savvy", as I like to call this type ofcriminal,
will drill after an illegal activity justas he

~
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CASE EXAMPLE: Afew years ago, acolleague
(Alex) received atelephone call from his
girlfriend (Linda) who said she was being
followed. Alex told Linda to drive toanearby
retail park and enter an Ikea store where she
could spend alotof time. This gave Alex time '
tomake his way to the store. Upon arrival he
identified where Linda had parked her car and
quietly started to observe the area. He soon
identified asurveillance operative who had the
"trigger" [eyes] on the her car and tooka
number ofcovert photographs ofhim. Alex

~

1. Shape (hatch, saloon, estate)
2. Colour (dark green)
3. Registration (X168 OUJG)
4. Identifying Marks (light clusters, alloys,
stickers)
5. Make & Model (Ford, Fiesta)
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• Think twice before you stop and confront
: them, they could be dangerous.

• You could continue but deviate from your
route and drive into a rural area inorder to

: identify more ofthe team but this should be
. treated with caution.

• You could continue and lead the followers
into atrap by telephoning for help. This once
happened to acolleague who ended up on his
own and tried to continue with the surveillance
when his back up was detached. He was
spotted and the target entered amulti-story
car park where two ofhis thugs were waiting
with iron bars.
• You could arrange forcounter surveillance
inits simplest form'inorder to identify the
surveillance team and possibly learn how
sophisticated they are.

• Make anote ofthe descriptions of any
vehicles includingthe registrationnumber
(licence) orthose doing the actual driving.

© MD PICTURES

Use the pneumonic SCRIM to help you
(example):

• Keep driving until you are inasafe area orat
apolice station. Do not go toyour destination.
That may have been the aim ofthe surveil­
lance and you have just done exactly what the
team wanted.

In this demonstration photograph two surveillance vehicles (8) must simply
drive past the target vehicle (T) that has suddenly pulled up behind the jeep
(A). It is a classic anti surveillance manoeuvre that rarely fails.

• Inform someone, your "team", thepolice or
afriend who may be able tohelp you. If you
are really concerned, inform the police that
you are being followed and pass thesurveil­
lance vehicle details tothem with an excuse
that you are carrying a large amount of cash
a dare in fear of being robbed! t

• You can tryout manoeuvre them but this
would immediately alert the team who are
most likely to let you run. You will achieve little
bythis and possibly cause an accident in the
process.

expected the target to drill when he left the
site, so we gave himawide berth onhis
departure and loosely "bounced" himaway
from the site.

One year ago we sub-contracted asurveil­
lancetask to an investigator who came back
with anegative report and no evidence of the
target's activities. The report read: "Hewas
starting toperform anti surveillance so we let
himrun and so dropped the surveillance." In
this case it was the wrong thing to do.

• Stay calm and do not panic. You have to
decide, do you want to identify your followers
and learn the make up ofthe surveillance team
orjust evade them? Anumber ofoptions are
available:-

WHAT YOU CAN DO IFYOU
ARE BEING SURVEILLED

Once you have carried out anumber of drills
and strongly suspect you are actually under
surveillance, what are your options?
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As forconducting anti surveillance, if performed
correctly it can expose many elements of
surveillance.

An unprofessional or inexperienced surveillance
team can be spotted and therefore exposed. A
professional or experienced surveillance team is
more likely to carryouttactics toensure that they
are not seen. Against persons performing good
anti surveillance manoeuvres, they are more likely
to keep their distance and notbe drawn in. And
sometimes it issimply wiser to let the target "run"
rather than suffer atotal compromise. After all,
they can always be picked up another day.
Remember, once atarget has noticed surveil lance,
they will be on their guard foravery long time.

CONCLUSION

The use oftracking devices is important when
conducting surveillance on very aware targets or
targets who carry outdrilling as amatter of
routine. Once avehicle
has been primed with a
professional tracker,
the target can drive his
car around arounda­
bout (circle) as many
times as he wants or
jumpfrom one laneto
another. If the intention
isto simply monitor the
target's journey, such
manoeuvres don't really matter, because the
surveillance team can back offand let the tracking
system do the work it was designed todo. In a
forthcoming edition we will examine some of the
products ofthe world 's leading tracking systems'
provider.

then rang Linda and told her to go back tohercar
and drive ashort distance tothe other side of the
retail park and enter another store. Alex then
managed to identify asecond operator who
reacted when she drove off. When Linda stopped
outside the second store, Alex managed to
photograph the second operative who was busy
taking pictures of Linda.

The two most important things that will get a
surveillance operative noticed; multiple sightings
and unusual behaviour.

It later transpired that Linda was followed by
private investigators on the instructions ofher
former husband. The investigators were later
identified and both husband and the detective
agency received copies ofthe pictures that Alex
had taken. This case demonstrates how anti
surveillance can be used to expose surveillance
and gather useful intelligence at the same time.

TRACKINGDEVICES
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Before an attack, theft, kidnap or an attempt to
gather information about you, your family,

business, home or office, one thing is proven...
your routine will be watched.

Learn all the secret skills used to identify
surveillance without anyone knowing you

are are even looking... this is the art of
anti surveillance.

In this highly informative, instructional and
professional DVD, ADRIAN RADFORD. a former

British intelligence instructor presents some of the
secrets of this essential guide to discover if you

are being watched

Each DVD contains
discount (£5.00/$10 .00)
voucher for Volume II

Am I Being Watched - is part one of a professional three DVD series on anti-surveillance , counte rsurveillance and related tradecraft and secur ity issues. It is
produced by BLACKChrysalis and distributed solely by Eye Spy Publishing Ltd. Outlets should contact Eye Spy for trade quest ions and reselling licences .
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