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avid Hamer looksat some recent discove
made at the NSA's museum, and discusse

few Pearl Harbor conspiracies!70-

Intelligence agencies
fear similar city-centre
terrorist attacks could
happen in the West

MUMBAI 1 0~
~

•

Ajailed CIA
double agent
used his son
to make
contact with
his former
FSB handler
to "collect his
spy pension"

KEEPING IT IN THE FAMILY





THE GeHU WHISTLEBLOWER
Thestory ofKatherine Gun, the

GCHQ whistleblower who was
arrested and charge for

breaching the Official Secrets Act in
2004, is now featured inanew
book 'The Spy Who Tried toStop a
War', by Marcia and Thomas
Mitchell. Gun, alow-grade intelli­
gence officer (translator) , leaked an
official US intelligence e-mail
concerning espionage at the United
Nations. This, around the time the
US and UK were seeking support for
direct action against Saddam
Hussein.

That leakcaused an absolute
firestorm inDowning Street, but Gun
said she acted tohelp stop war,
even though she knew she was
breaking her secrecy oath. However,
despite the story being major news

inthe UK,
hardly any of
the American
media covered
it. "I did it with
aclear
conscience
hoping to
prevent the
war," Gun said
in subsequent interviews. "I have no
regrets andI would do it again. "

GCHQ sacked her shortly after the
story broke.

Besides thebook, Eye Spy has
learned that Gun 's spy adventures ­
bugs, espionage and political drama
et. al. isbeing made intoamovie.
The screenplay has already been
written by Sara and Greg Bernstein.

MONEY FEARS AND TERRORISM
New US intelligence chief warns global meltdown will result
in increased terrorist activity despite "weakenedal-Qaida"
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MrBlair is the third person to
occupy the relatively new post,

, taking over from John Mike
McConnell. The Office ofthe
Director of National Intelligence
coordinates the activities ofall
sixteen primary US intelligence
and securityagencies.

attacks planned inthesecountries least, "is keeping itsnuclear
would increase and impact option open."
against the West.

Besides al-Qaida, MrBlair
commented onthe "Iranfactor".
President Obama believes
dialogue with Tehran is vital in
securing apeaceful conclusion to
its nuclear programme, but Mr
Blair notes that Iran, atthe very

MrBlair warned theterror group is
gaining aformidablefoothold in
Kenya and Somalia, and warned

The border region between
Pakistan and Afghanistan was
mentioned as akey element in
preventing theterror group
mounting attacks beyond this
region. The intelligencecommen­
tary, probably provided forby

, information assessments from the
CIA, notes that terrorist groups in
the region will launch more
attacks like that seen inMumbai
and Islamabad. The intention
beingto provoke an all-outwar
between Pakistan and India.
Indeed, Pakistan intelligencehas
recently advised its own govern­
ment, thattheTaliban is intent on
governing the entire country.

Mike McConnell
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Speaking on awide range of
intelligence issues, Mr Blair said

D
ennis Blair, President i that although al-Qaida's leadership
Obama's new Director had been weakened by the
of National Intelligence, ongoing security offensive in
has warned the global Pakistan and Afghanistan, the
economic meltdown , terrorgroup is still capable (and

could be the catalyst for increased planning) to attack the United
terrorism. "Theprimary near-term States. He alsocited Europe as a
securityconcern ofthe United "launch platform" for an envis-
States is the global economic aged attack.
crisis and itsgeopolitical implica­
tions," MrBlair told asenate
panel. "Economic crises increase
the risk of regime-threatening
instability if they persist over a
one to two year period. "



your boss or not?" Mr Panettaanswered: "The
ONI ismy boss."

The OONI isavitally important, though complex
body that receives, coordinates where neces­
sary, and distributes intelligence to all of the US
intelligence elements. Within its mechanism it
also has the capability to support the Intell igence
Community (IC) liaise, store data, analyse and
research. It isnot, as we understand, an
instructional oroperational entity. The ONI
ultimately reports to the President and Congress.

•

AUS politician was alittle bemused bythese
comments, and asked MrPanetta: "Is the ONI

• organisations that have similar interests, you're
going tohave disputes. And particularly if the

. two leaders aren't working together and having a
partnership and soon, the warfare atthe trench
level gets to be pretty much araging battle."

versus

Outgoing ONI, Mike McConnell responded to
these words bysaying: "Anytimeyou have

ANALYSIS

It's certainly not that simple as some agencies
report elsewhere andthe OONI does not

, coordinate CIA operations andtherunning of the
New ONI Dennis Blair has another Obama man to agency. This comment is plainly wrong. As for

The OONI has been likened toacentral reporting work with atthe CIA, Leon Panetta. President the CIAchief being under the ONI, that's a
and coordinating (of intelligence) office with Obarna's choice forO/CIA has not gone down blurring ofthe lines as well. It'sour understand-
threads toall sixteen US agencies. And there has well atLangley, with past officials noting he has ing the Director ofthe CIA reports to the ONI, as
always been rumours that the CIA and OONI absolutely no intelligence experience. Strangely, do other intel chiefs. Similarly, he can also
don't always see eye-to-eye. Outgoing CIA chief, ' this may have been evident duringhis confirma- request assistancefor operations.
Mike Hayden, aformer head oftheNSA, believes ' tion hearing. MrPanetta appeared not to
that whilst tension does exist, it is not always a understand the relationship between the CIA and
bad thing. Commenting on the OONI he said: the OONI. He was asked if he would be under the
"Americans being Americans, they'regoing to fill ONI. MrPanetta told journalists: "Weare an
up their day trying to doing something operational arm, just like the [NSA, just like the
impactlul... which means betweenthe twoof us [NRO], and I believe the role of the ONI isto
there's going to be atrench line out there." coordinateall our activities..."

Tensions, communications and'trenchlines' await new D/CIA

T
heOffice ofDirector National
Intelligence (OONI) was created as a
direct result of the attacks on
America in2001 . Prior tothe OONI, it
was the Central Intelligence Agency
that wore the "signaturestripe" as

the country's leading intelligence agency. The
head ofthe CIA not only looked after his agency,
but as OCI (Director Central Intelligence) he had
apivotal secondary role inengaging with all of
the US services. When the ONI came along,
much of his power was perceived tohave
disappeared, despite claims tothe contrary. This
has inevitably led to tension.
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MI6 and other overseas intelligence collection agencies were thereafter
given evidence by Israel that the factory was being built to specifications
providedforbyNorth Korea. Ultimately it was designed to produce
plutonium foratomic bombs.

strangedeath of Ardeshire
Hassanpour. Hewas oneof
Tehran's senior nuclear scientists
based at the country's Isfahan
uranium plant. Hediedofpoisoning
from amysterious gas on 16
January 2007.

An Eye Spy source inTel Aviv said
much disinformation about Israel 's
intentiontowardsTehran's nuclear
programme isbeing spread. "The
disruption and assassination
scenarios arealways available and
will keep Iran guessing."

Meanwhile, scepticswho dismissed
Iran's racetowards a nuclear device
were shocked when investigators
from theIAEA (International Atomic
Energy Agency), revealed they had
logged an additional 209 kilograms
of low-enricheduranium - previ­
ously undisclosed by Iran.

Nuclear expertssay this discovery
now takes Tehran over the threshold
of "nuclear breakout capability".
Essentially, Iran can build asmall
nuclear bomb inone year.

SYRIAN NUCLEAR CHASE
Inspectors find graphite and uranium

D
espiteintensive efforts bySyrian military contractors to remove
all evidence ofadestroyed nuclear factory, IAEA inspectors
confirmed they havefound traces ofgraphiteand uranium.
Israeli warplanes bombedthe well-advanced site inthe Deir ez­
Zor region inSeptember 2007. This, after satellite imagery and

intelligence gleaned byan on-site Mossad agent, confirmed the factory
was anuclearreactor- almost certainly connectedto Iran's ambitions. The
new findings, describedbytheUNas "significant", are evidence the site
was indeed acovert graphite nuclear reactor. In November, an early IAEA
report said that the imagery bore features to an undeclared nuclear reactor.

egraph, said the country has
launched what is in effect, adirty
covert war, with the primary
intention ofslowing down Iran's
charge towards the bomb.

The "long arm" ofthe Mossad may
already have begun itsOSS-SOE­
type warfare. The intelligence
service was allegedly behind the

At the forefront ofIsrael 's second­
ary plan, isthe alleged intention to
"remove" key Iranian nuclear
technicians and the outing of
companies providing technical
support. The CIA man said:
"Disruption is designedtoslow
progress onthe programme, done
insuch away that they don't realise
what's happening. You are never
going to stop it.The goal is delay,
delay, delay until you can comeup
with some other solution or
approach. We certainly don't want
the current Iranian government to
have those weapons. It'sagood
policy, shortof taking them out
militarily, which probably carries
unacceptable risks."

6

Since 2005, intelligence watchers
have suggestedTel Aviv was
gearing up foramulti-strike
operation against all of Iran's
nuclear sites. All the evidence
pointed towards that goal, including
atleast two "dummy" airattack
exercises, one ofwhich reached the
shores of Italy. However, the
dynamics changed inlate 2008,
this when President Obama won the
race forthe White House. Now with
increasingly "friendly overtones"
fromWashingtonto Iran, Israel has
embarked upon adisruption plan
that is intended towreak havoc on
itsnuclear personnel. Few people
doubt the Mossad's capability in
infiltration, but the CIA source,
speaking to Britain'sDaily Te/-

A
ccordingtoaformer
CIA officer, Israel's
"policy" towards Iran
has changed from
simply gathering
intelligence on its

nuclear ambitions, toone ofadirty
war - using all the shadowy tactics
perfected bythe Mossad.

N8¥'DIRlYWAR'
The Mossad brings oul ils bag of tricks



LIBERTY CITY SIX - The group were named after their
hometown of Liberty City, an area of greater Miami

Much evidence has been gathered
on the gang's surveilling of targets.
Besides theiconic Sear's Tower, the
men took photographs ofan FBI
building, acourthouse complex and
asynagogue.

They were arrested in2006, and
though no evidence has emerged
that the plot progressed any further
than inthe minds ofthemen,
prosecutorssay what's relevant is
their intention. "It's what they
wanted todo," said AssistantUS
Attorney Jacqueline Arango.

Dubbed the 'UbertyCity Six' the
menhave previously testified they

were never serious about the plot.
Batiste was only interest ingetting
his hands on$50,000.

Ana Jhones, saidthe FBI had
created asting operation, and the
agency had lured the men with
promises ofmoney. "This case is a
100 percent setup, this is a
manufacturedcrime," saidJhones.

• Two previous trials ended inhung
'Cell ' leader - Narseal Batiste juries.

An FBI operative infiltratedthe gang
and gathered intelligence on the
men - all had sworn anoath of
allegiance to Osama bin-Laden. The
agent had secured the men's trust
and posed as aterrorist fixer and
financier. The gang was headed by
Narseal Batiste, 34. His solicitor,

SEAR'S TOWER PLOT
Third US trial for allegedterrorists

T
hethirdtrial ofmembers
of an alleged US al-Qaida
terror cell has begun. The
Miami-based menare
accused of plottingto

destroy Chicago's Sears Tower and
bomb FBI offices. Afederal
prosecutor said they had "sold out
their country for money."
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Former KGB spy buys into UK media
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Headquarters of the
Evening Standard andits

iconic clock

Russians buying media abroad, including exile
Boris Berezovsky, who iswanted forextradi­
tion by Moscow.

Journalist Roy Greenslade, who writes a
column inThe Standard, was asked why
Lebedev purchased thepaper. "What you
always have toask yourself is, 'Why isthis
person buying the paper?' " Mr Greenslade
said. "Thereare five reasons forowning
newspapers, and all begin with aP: profit,Alexander Lebedev andformer President

VladimirPutin pictured in2002
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Critics and intelligence watchers greeted the
purchase with much suspicion, but Lebedev
said he isastrong believer inafree press and
"would not interfere with the paper editorially. "
Sir Peregrine Worsthorne, former editor of
The Sunday Telegraph, said the take-over was
asign of "national decline".

The capture ofthis famous title comes ata
time when London isexperiencing acity-wide
"freenewspaper war", and the Evening
Standard was losing much valuable revenue.

ormer KGB officer Alexander
Lebedev, 49, has purchased one of
the UK's most important and long­
running newspapers. Lebedev, a
billionaire businessman, bought
around 75% ofthe London Evening
Standard newspaper forjust £1.

The paper, which has acirculation of just
under 300,000, passed into the hands ofthe
Evening Press, acompany formed by Mr
Lebedev and his London-based son Evgeny
Lebedev, 28, and owned by Lebedev Holdings.

Lebedev, who coincidentally used the Evening
Standard to gather intelligence (open source)
when he was operating as a KGB spy in
London, has his eyes firmly set on other
newspapers, including atleast two well-known
titles in the United States.

Others have warned that Lebedev's purchase
could set aprecedent forother wealthy



Founded in 2002, Autonomous Action has been described as a "revolutionaryanarchist federation." Intelligence
watchers say it is comprised of anarcho-communists, syndicalists, autonomist-Marxists, and radicalecologists.
Anastasia Baburova was reportedly a memberof the group which operatesmostly inRussia, Ukraineand Belarus

oj

When a masked gunman confronted Markelov,
and ultimately shot him,Baburova reportedly tried
tointervene. She was killed with asingle shot to
the backofher head.

Markelov, afairly prominent layer in the city, had
worked on numerous high-profile human rights
cases. But he is better known for the case
involving Elza Kungayeva - a Chechen woman
killed by Colonel Yuri Budanov, aRussian Army
officer in 2000. After learning a Russian court
had granted Budanov an early release, Markelov
urged the court to change its mind. Two weeks
afterMarkelov and Baburova were assassinated,
Budanovwas set free.

UNDERIOID
Afamiliar ending in Moscow

Ukrainian-born Anastas ia Eduardivna
Baburova was atrainee journalistat Novaya
Gazeta and a student of journal ism at

Moscow State University. As a member of
'Autonomous Action ' she often found herself
investigating cases relatingtohuman rights and
civil liberties. She was shot dead inMoscow on
19 January 2009, along with human rights
lawyerStanislavMarkelov.Russian police believe
itwas Markelov who was the real target.

StanislavMarkelov andAnastasia
Baburova - shotby a professional gunman

Yury Fedotov, Russian Ambassador to the UK,
dismissed Berezovsky's claims: "Mr
Berezovsky is wantedforcriminal cases of
embezzlementand money laundering... so he
knows about dirty money, he knows about
money laundering, sohe's an expert inthese
matters. I wonderwhyhe continues to enjoy
thestatus of political exile."

Back inMoscow, MrLebedev, who is believed
to have a$3 billion fortune, is the major
shareholder, along with the formerSoviet
president Mikhail S. Gorbachev, in Novaya
Gazeta. This independent titlehas often run
features on press and government freedom
and generally supports democracy. One of its
well known journalists was Anna
Politkovskaya, afriend ofthemurdered former
FSB officer Alexsander Litvinenko who was
gunned down in Moscow in October 2006.

On 26 January thisyear, Anastasia Baburova,
a freelancejournalist for Novaya Gazeta was
also killed inMoscow. She became thefourth
Novaya Gazeta journalist to be killed since
2000 (see sidebar).

propaganda, political influence, prestige and
public service. There 's no profit inThe
Standard, soyou 'vegot to lookat theother
things."

Berezovsky launched into avociferous attack
on learningof the newspaper purchase,
accusing Moscowof using its wider"assets"
to influence political and mediaoutlets. "Putin
and his cronies have made absolutely dirty
money and tried to invest this money all over
the world including Britain," he said. He
believes the Evening Standard will become a
"propagandavehicle" forthe Kremlin.
"Lebedev will try to spread information that
will help Russian authorities to survive without
understanding it is not possible inthis country
at all. "
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offtheHorn of Africa.
Indiaintelligence,
meanwhile, believe the

. men may havereceived
Nevertheless, US intelligence believes this is specialist training in
an indication just how widespread and i Karachi, with some
complex the planning of Mumbai was. ! investigators
Officials from Interpol, New Scotland Yard and i suggesting that
the FBI are all involved inwhat is, atruly : former Special
global investigation. I Forces from

elsewhere were
involved. Other
intelligence
sources have
suggested thatat
leastone of the
operatives

In respect of apossible Austrian connection,
its Foreign Office denied any part of the
Mumbai operation was planned there.

Pakistan's Interior Minister, Rehman Malik,
explained that theterror cell's planners opted
touse two satehouses - bothofwhich were
active at the height of the operation. Threeor
four boats that carried theoperatives toa
waitingvessel have beentracedto Pakistan
ports, thisafter aboat engine was seized and
its number identified.

12

was registered in aMiddle Eastern country,
and according tothe lSI, was purchased bya
"non-Pakistancitizen". This country has not
been named. The phone was found aboard the
Kuber, a75ft fishingtrawler floating near lSI officials say the ten attackers - all Pakistan
Mumbai. Its captain, Amar Narayan, was nationals and likely members ofthe al-Qaida
found with histhroat cut. Investigators also franchise group - Lashkar-e-Taiba, sailed in
probed thepayments made tothe actual three boats from the port of Karachi , in the
operatives involved inthe attacks - these province ofSindh, and then refuelled in the
monies also originated from Italy. It has also . Indian state ofGujarat. The gang had
since transpired, that the terrorists left the Port . travelled to the port from the nearby
of Karachi aboard avessel called the AI historic city ofThatta, probably to avoid
Hussaini, and almost certainly hijacked the i the Port Security Service which has a
Kuber en-route to Mumbai. Authorities inthe . major presence on site. It is understood
region have yet to find this boat, though . US satellite surveillance tracking records
Pakistan maritime police issued astatement have confirmed this. On nearing Mumbai,
on 12February 2009, saying it had sunk they transferred toahigh-speed boat
shortly after the attack. similar to craft used bySomali pirates
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Those arrested in the recent Pakistan raids, have been
charged with "aiding and abetting, conspiracy and
facilitation" ofaterrorist act.

* Lashkar-e-Taiba translates toArmy ofthe Righteous

,ENCE MAGAZINE 61 200 0 I

Though the lSI is being seen to be acting aggressively
against those involved in the case, it didn't stop Indian
Foreign Secretary Shivshankar Menon from accusing the
spy agency of "direct involvement. " This has been
strenuously denied bygovernment officials in
Islamabad. Pakistan, while acknowledging "part of the
plot" was devised by itsown nationals, have argued
that the case is one of global significance and should
be investigated by the international security commu-
nity.

Eye Spy has learned that investigators are still researching
"credible evidence" that a "second wave" was planned by
terrorists, this almost certainly related to the hijacking of an

airliner - the objective being likened towhat happened in
New York in2001 . This relates toanumber ofe-rnails sent
by an associated terrorist group. We also understand that the

training manual and plot details of Mumbai have been
circulated to other terrorist cells , and may have already been

used as early as 10February 2009, inKabul, Afghanistan. US
and British intelligence are examining adaring Taliban raid on

government offices inthe citythat left over 20 people dead and
dozens more injured.

was himself aformer member of an "external armed force." The lSI
also say that while most of the "components" forthe attack were
purchased in Karachi , including the powerful AK-47 assault rifles, there
is adefinite connection to "elements" inEurope.
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Besides tipping Moscow offabout new agents
posted overseas - many whom he had helped
graduate through the school - he also told his
FSB handler the identity ofthe CIA's Moscow
Station Chief in the 1990s. This would
undoubtedly have led toaworldwide FSB

: surveillance operation, noting everyone the SC
met with and conversed. It's likely US and UK
contacts would have been amongst those
"outed".

Nicholson's original plan was totry and make
contact with his former spy handler using
inmates who were being freed oron parole ­
this in an attempt to impart more sensitive
information (before it was worthless due to its
age), but also to obtain a "gratitudefee". The

, FBI called this a "kind of retirement pension" ­
reportedly available to him in Russia because
of his "honourableservice to Moscow". Yet to

: secure these monies and avoid them being
: traced, Nicholson had to first make contact,
, and then conclude the 'contract'. And while
! this could have been done inAmerica,

Nicholson thought it better to liaise overseas ­
, and out of the sight of US intelligence

watchers. With his plan touse released
. prisoners as 'go-betweens' in tatters,

Nicholson sought to use the one person he
could trust... his son Nathaniel. >-

The Golden Gate Bridge in San Francisco. It was here the son of a jailed
CIA officer made contact with Russian intelligence

Aformer CIA officer and double agent has appeared in
court alongside his son.They are charged with a

number of offences... including liaising and imparting
informationto Russian intelligence....

Harold J. Nicholson was no ordinary desk
officer oremployee. It'sunderstood he was a
specialist instructor in the artof spy tradecraft
atCamp Peary - the CIA's sprawling 9,000
acre North Virginia training school, better
known as 'TheFarm'. It is here where field
officers and potential recruits are put through
their paces and given advanced training in the
artofespionage and all ofthe subject's more
shadowy facets. Seeking a little more recom­
pense forhis particular skills, Nicholson made
contact with the FSB who were only too
pleased to give him hundreds ofthousands of
dollars forthe intelligence he would impart.

senior CIA officer jailed in
1997 forspying on behalf of
Russian intelligence, tried to
run asecond spy ring from
the confines ofhis prison cell
in Sheridan, Oregon. After
Harold J. Nicholson failed to

enlistthe help of inmates in contacting his
former FSB (Russian Federal Intelligence
Service) handlers, Nicholson turned to his son
Nathaniel forhelp. However, unbeknown to
both men, the FBI were already surveilling the
men. This led officers around the world in an
effort to glean just what the Nicholsons were

\ planning.

IN THE FAMILY



'It looks like I will stillbe able to go on that vacation!... Well hon, I
just thought I'd say 'hi' since I had the time!'

US Attorney Karin J. Immergut said the affair
was "asinister and continuing scheme." Both
Nicholsons pleaded not guilty inabrief court
appearance in late January.

In another communication between father and
son, FBI agents discovered aletter which
discussed anew 2008 USlaw - the 'Second
Chance Act' . Nicholson Sr. believed this
legislation could be used to lessen his 23-year
sentence. According toofficials, they suspect the
correspondence was meant to reach his former
Russian handler who would then be able to
arrange forapassport to be acquired.

With aplethora of evidence against the
Nicholsons, new criminal charges have been laid
against Nicholson Sr. Meanwhile Nathaniel has
been charged with conspiracy, money laundering
and just as serious - acting as aforeign agent.
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The FSB were very interested to learn how US
intelligence had rumbled Nicholson Sr. inthe first
place. Intelligence gleaned by the FBI revealed
that Nathaniel allegedly provided his FSB contact
with afamily history and the apparent intelli­
gence-based clues that ledto their agentbeing
exposed. Nicholson Sr. was detained in1996
following an undercover operation as he
attempted to board aflight toSwitzerland.
According toasworn statement byFBI case
agent Jared J. Garth, Nicholson Sr. had arranged
ameeting with aRussian agent inZurich.

Amajor breakthrough came inDecember 2007,
when agents surveilled Nathaniel at Houston
Airport. As he arrived back from atrip toLima,
Peru, Customs and Border officials ordered a
search ofhim and his luggage. Out ofsight of
Nathanial, officials photocopied hisnotebook and
anumber of business cards. They also discov­
ered hand-written notes, one ofwhich was the
address ofthe Russian Embassy inMexico City.
FBI analysts began pouring over the notes - and
evidence ofcoded literature reportedly used to
liaise with the Russians was instantly recog­
nised. "Friends - Nancy" and "My Name - Dick".
Investigators also noted asentence about his CIA
father's arrest that would be of interest to
Russian intelligence - "What hints were given
showing that the interrogators - knew about the
relations before the interrogations?" Another line
provided clues that the emerging affair was being
kept inthe family - "Grandparents know the
situation. They are trustworthy, and will help-wi
cover up."

Harold James Nicholson

© ISS TRAINING LTD

The FBI had become suspicious ofNicholson Sr.
and his prison activities as early as 2002, after
being tipped-off he had asked an inmate tomake
contact with aformer FSB agent on his behalf.
One prisoner explained tothe FBI how he was
asked to deliver amanila envelope toaRussian,
whilst another said Nicholson would carefully
dispose ofall correspondence down the toilet ­
this after tearing the letters into little strips. FBI
counter-espionage agents soon turned their
attention to Nathaniel who frequently wrote tohis
father and then started tovisit him inprison.
Withcourt approval atracker was placed on his
Chevrolet Cavalier and his apartment in Eugene,
Oregon, was similarly monitored.

OPENING DOORS

between his family - some of it being used topay
forbills. This action was again, allegedly atthe
behest ofhis imprisoned father.

Nathaniel Nicholson

16

It is believed Nathaniel was handed $35,000,
which on his return tothe United States, was
divided into smaller amounts and distributed

Nathaniel, 24, aformer US soldier who worked
part-time atatool company and aPizza Hut
restaurant, decided to help his father and
allegedly met with Russian intelligence contacts
invarious cities, including Mexico, Lima and San
Francisco - the latter allegedly being the venue
foran early 'point ofcontact' . In early December
2008, undercover counter-espionage FBI agents
surveilled Nathaniel to Cyprus. He allegedly met
with two FSB officers atalG.!. Friday's
restaurant on 10December. Nathaniel, almost
certainly acting on guidance provided forbyhis
father, used coded messages and comments to
set up the meetings. However, unbeknown to the
Nicholsons, the FBI were monitoring his cell
phone calls and e-rnails- both operations
providing valuable intelligence. One puzzling
intercept from Nathaniel - who pretended he was
writing to his girlfriend 'Nancy' read: 'It looks like
I will stillbe able togo on that vacation!... Well
han, I justthought I'd say 'hi' since I had the
time!' The FBI believe this was confirming the
'contact meeting' on the island.

COURTESY: FBI



H
arold James Nicholson was arrested
byFBI officers atDulles International
Airport on 16November 1996, as he
was about to board aplane to
Switzerland to meet with Russian

intelligence officers. On his person were several
rolls of film containing images oftop secret
documents. Within his luggage, detectives found
two empty money bags... presumably they
would have been used to carry acash payment
back tothe USA. Atthe time, Nicholson had
been employed byCIA for16years. His top
secret security clearance enabled him access to
highly sensitive information.

Remarkably, Nicholson embarked on his double
agent activities just seven weeks after the
conviction ofanother CIA man - Aldrich Ames ­
the most notorious spy inCIA history. Itwas
whilst serving inthe Philippines, Nicholson was
approached byRussian recruiters - but this was
an intended covert action by the CIA. The
problem was, Nicholson got turned and the CIA
were oblivious... fornow.

Nicholson worked as an instructor atCamp
Peary from 1994 to 1996. Itwas during this
period he forwarded awide variety ofclassified
US materials, including personal details of

dozens of CIA officers who had trained atthe
centre to Russian intelligence. Ironically, within
the data, passages and transcripts of interviews
with Aldrich Ames. Other information imparted to
his FSB handler, included the identity ofCIA
contacts and informants inthe wider overseas
business community.

The man who once served as Station Chief in
Bucharest, even hacked CIA computers and
"scooped" huge amounts of intelligence - some
of it not even requested - forthe Russians. But in
October 1995, during his time at the training
facility, Nicholson underwent aseries of
polygraph examinations - some ofwhich he
unwittingly tried to beat using methods likened to
those used inthe former oVlel Union. He failed.

These actions were recognised by CIA polygraph
testers and red flags started to fly.

The FBI, in liaison with their counterparts atthe
CIA, started tocross-reference his meetings in
overseas countries with deposits made inhis
bank. There were many suspicious transactions
and liaisons. For example, while inMalaysia,
Nicholson held an authorised meeting with
officers from Russia's SVR. Twenty-four-hours
later, on 30 June 1994, it transpired he had wired
a$12,000 sum into his bank. Officials found
several such actions following meetings with the
Russians. In total , a little over $120,000 was
deposited, and the FBI couldfind no adequate
explanation from whence this money had come.

Nicholson's spy games continued, but surveil­
lance of his office inside Langley soon provided
more evidence that the likable career intelligence
officer had been turned. One covert film showed
Nicholson photographing CIA documents after
removing the classification markings.

Like many spies, this double agent was
motivated by greed. During his trial, he claimed
the money was to pay mounting debts, adivorce
bill, childcare, etc. The court was lenient, despite
the fact he had put many fellow officers and
undercover operatives indanger. On 3 March
1997, Nicholson pleaded guilty and admitted he
was an FSB spy. On 6 June 1997, he was
sentenced to 23 years and seven months,

though this was because of his cooperation
with investigators.



US intel fears
as watchers
look inwards

as well as
overseas

ye Spy has learned that two
secret American operations have
been launched to identify US
citizens recruited and trained by
terrorists from "home turf". The
FBI is investigating over 20
suspected sites (many in remote

locations - though not all) in the country
where al-Qaida sympathisers are "turning"
people to fight in foreign lands. Some ofthis
work is being performed by the Bureau 's Joint
Terrorism Task Force. However, agents are
also monitoring various suspected cells who
could one day be persuaded to launch attacks
on the US mainland. Anumber ofso-called
"settlements" or"camps", are now under
observance and are being infiltrated by
specialist agents. The CIA, meanwhile, is
gathering intelligence on persons who are
using Europe as astepping-stone into the
United States - legitimately and without visas -

FB' Director Robert
Mueller has warned
an attack on a
major US city is not
beyond the realms
ot possibility

HOME GRO\l\
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been radicalised and are operating abroad,
indeed, the CIA have known files on US
citizens suspected of carrying out al-Qaida's
work in Iraq, Yemen and Afghanistan. The FBI
is now trying to trace at least half-a-dozen
men from Ahmed's area inMinnesota, also
originally from Somalia, who have simply
vanished. Analysts are of the opinion some of
the men - all intheir twenties - may also have
been recruited by al-Qaida.

However, it is the security services ' fear that
an operation like that seen in Mumbai, may
well be inthe planning via US-based "settle­
ments".

Discussing US citizens, he further warned that
the evidence "raises the question ofwhether

~

/

FBI Director Robert Mueller warned that it is
not impossible that an attack, similar tothe
one launched on Mumbai, may well be
repeated ortried in one ofthe big US cities. Mr
Mueller said: "How many other cities around
the world could fall prey to such an attack?

~"",..-.,-How many cities here, in the United States? It
again raises the question ofwhether asimilar
attack could happen inSeattle orSan Diego,
Miami orManhattan. The attacks were a
reminder that extremists with large agendas
and little money can use basic weapons to

: maximise their impact. "

on 'e-nckets', This isone reason why the
security services inthe UK and USA are keen
to create electronic airline logs. Combined
with other systems, this will undoubtedly
make travel more difficult forthose intent on
recruitment.

More evidence that al-Qaida is recruiting
"vulnerables" on US soil , came last year, when
aSomalian-American man carried out a
suicide bombing inthe north ofthe African
country on 28 October. The CIA identified the
bomber as Shirwa Ahmed who resided in
Minnesota. The FBI fear that more men - some
already gathered in "pockets" - may have

EYE Spy INTELLIGENCE MAGAZINE OJ 2 )" I
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An injured DoDworkeris taken to
hospital whilst inthe dista - the

Pentagon bums

these young men will one day come home,
and, if so, what they mightundertake here."

The FBI has embarked upon aprogramme that
it intends will expose al-Qaida's quiet recruit­
ing of Americans, especially from lesser
known groups. Others opposed to US policies

20

on terrorism are entering the United States and
willing to cause carnage. MrMueller said
many do not need visas to travel. "Weneed to
know where the threat is moving, and we need
to get there first, " he added.

DRAGNET AND MERGERS

Considered aterrorist group by the United
States, al-Shabaab has been identified as one
ofthe organisations keen to recruit Somalian­
Americans. The security services are still
probing threats made against the US by the
group's commanders.

AI-Shabaab operates from theHorn ofAfrica
and CIA analysts believe theoutfit is close to
being absorbed byal-Oaida, Outgoing CIA
Director Michael Hayden raisedthe possibility
that it is this liaison that could pose amajor
and direct threat totheUSA.

D/CIA Hayden said: "In East Africa, al-Oaida is
engaging Somali extremists to revitalise
operations. And while there clearly has not yet
been an official merger, the leader ofthe al­
Shabaab terroristgroup is closely tied to al­
Qaida. And the recent bombings inSomalia
may have meant, atleast inpart, to strengthen
the bona fides of this group with al-Qaida's
senior leaders.

"Amerger between al-Shabaab and al-Qaida
could give Somali extremists much-needed
funding while al-Qaida could then claim to be
re-establishing its operations based in East
Africa."

Since 2004, the
FBI and other
securityservices
have monitored
the growing rise
ofal-Oaida
influence in
Somalia. In 2005, Daniel Maldonado
US citizen Daniel
Maldonado, a Muslim convert from Houston,
travelled toAfrica and joined aterror group
near Mogadishu. He was eventually arrested in
Kenya and pleaded guilty to federal charges
linked to his al-Oalda association. Of course
once exposed, the FBI had an opportunityto
monitor and researchhis liaisons. In 2008,
agents detained another US citizen in Boston
as he made his way to Somalia. Tarek
Mehanna had been communicating with
Maldonado whilstinAfrica, who told him, "I'm
herefighting. "

Overseas NSA intercepts have proved a
valuable source of intelligence. With such
data, the FBI now acknowledges that America
is not immuneto attacks hosted on itsown
soil.

For this reason the US intelligencestress that
the "homegrownterrorist" and obscure
groups emerging within itsown borders are a
menace that should not be overlooked. "Some
may have little orno actual contact with al­
Oaida," said MrMueller, "yet fringe organisa­
tions can quickly gain broader aspirations and
appeal. "





capital in2001 . The timing for McKinnon, now
42, could not have been worse, and theUS
wantshim tried in aVirginiacourt room.

At the timeof theindictment, Paul McNulty,
theUS Attorney for the Eastern District of
Virginia, said: "Mr McKinnon is charged with
the biggest military computer hack ofall time."

McKinnon admits wending hisway into97
military (army, navy, air force) and NASA
computers. But the US legal team also
maintain his actions put afurther 300
computers out ofaction atamajor naval
weapons facility (deleting files). This at atime
when the country was facing an uncertain
period - the fear ofasecond terrorist wave.
Analysts also believe McKinnon was responsi­
ble for bringing down anetwork of2,000 US
Army computers. A"clean-up"bill of£350,000
for the damage done to themachines has been
mentioned by the Pentagon.

At Fort Myer, Virginia, McKinnon is accused of
obtaining administrator privileges, transmitted
codes, information and commands. He is also
said to have deleted over athousand user
accounts. These actions have been described
as "malicious",thoughMcKinnon is adamant
they were not.

Withanextradition paper inhand, McKinnon
faces along period injail and a$2m fine if
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found guilty. Yet most who know McKinnon,
actually bel ieve hisclaim that hewas simply
searching thePentagonfiles for informationon
aliens... thespace kind. And hebelieves what
happenedwas a"wake-up" call forthosewho
protect the Pentagoncomputers. Incourt
McKinnon saidhewas no "webvandal or
virus writer," and that henever acted with
malicious intent".

So just how easy was it for McKinnon to
probe thePentagon's heart? Using ordinary
computers inhis London flat, McKinnon
discovered that much ofthe US military use

Windows. By uploading commercial software,
McKinnonquicklyrealisedthat many ma­
chines operatedwithout proper passwords or
firewall protection. Sincethen, the Pentagon
and its many arms, have boosted its computer
security tosuchan extent, eventhe most
persistent and professional hackers inthe
world can't get in. Indeed, thebuilding is
"attacked"thousands of times aday by those
seeking mischief... and much more.

END GAME

When computer forensic investigators actively
began searching forthe "hacker", it didn 't take
long for them tofind McKinnon, who by now
was starting to leave less than polite mes­
sages on screens - includinganti-war
postings. One message left on amachine at
the US Naval Weapons Station Earle inNew

Continued on page 24
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Officials acknowledge the building is
constantly under attack from hackers ­
though security measures and firewalls
protecting its computer systems are far

better than those in place when McKinnon
broke in

THE PENTAGON

Two Earle personnel oversee
another delivery of ordnance

Courtesy: G1obaISecurity.Org

T
heEarle Naval Weapons Station, Earle/
Leonardo Pier complex, is located along the

. northern New Jersey shore inthe south end
ofSandy Hook Bay. It is located 4 miles west

of Sandy Hook and 7 miles southeast of Staten
Island. The command's name was changed in1974
fromNaval Ammunition Depot to Naval Weapons
Station. Earle provides logistical, technical and
material support to the fleet inavariety ofareas
ranging from combat subsystems andretail ammuni­
tion management toordnance packaging, handling
and storage.

Since Earle is aweapons station, it handles, stores,
transports, renovates and issues all types of
weapons and ammunition.

LINKS www.G1obaISecurity.org

Thestation - namedafter RADMRalph Earle, the
Chief ofthe Bureau ofOrdnance during WWI - was
commissioned on 13December 1943tohelp with
the war effort. When apressing need developed
during World War IIfor an ammunitiondepot in the
greater New York area, asite inMonmouth County,
New Jersey was chosen. The location provided two
distinct areas. Awaterfront location provided ships
with asafe and operationally advantageous port to
take on ammunition, while an inland storage area,
safe from possible submarine bombardment,
provided access to commercial rail facilities with
lines coming fromthe west, wherethe majority of
ammunition shipments originated. On 2 August 1943,
construction began and inashort time, storage
bunkers, aroad and rail network, numerous buildings,
and apier complex were built.

Earlecontinued todevelopafter World War II, keeping
pace with the changing needs of theNavy.

For more information onthe Earle facility visit:
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the world's rri
popular indep'~
intelligence A US Army engineer carries out

maintenance on a major comp uter system.
Some estimates say McKinnon's

dabbling with Pentagon computers left the
DOD with a bill of near ly $1m.

Jersey, was particularly "threatening" according to
lawyers. It read: 'USforeign policy isakin to
government-sponsored terrorism these days? It
was nota mistake that there was a huge security
stand-down on September 11 last year. .. I am
SOLO. I willcontinue todisrupt atthe highest
levels '.

An electronic trail quickly led toacomputer ina
house owned byhis girlfriend 's auntie.

McKinnon rejected aplea bargain which would have
resulted inashorter sentence in return forhim
pleading guilty. He described his actions as
"misguided" but said it felt "likeamoral crusade".
He earnestly believes the Pentagon is withholding
the truth on al iens.

In January, the High Court said it would review the
extradition decision - this after it was revealed
McKinnon was diagnosed as suffering from
Asperger's Syndrome, an autistic condition. During
the court hearing, it was revealed McKinnon had at
times been suicidal.

Editor'snote: McKinnon is terrified about serving
time inaUS prison, and being treated as a "cyber
terrorist" . His actions were daft and he probably
treated his quest as agame... not too dissimilar to
the 1983 movie 'War Games'. To him it was asuper
secret adventure, but it was also extremely danger­
ous and irresponsible coming atatime when 3,000
people had been murdered. I don't think he truly
understood he was playing with fire, you simply do
not hack acomputer... especiallythose attachedto
government. Inadvertently, he may have caused
ripples that raised the stakes in respect ofcyber
security, though this is not an excuse ordefence.

McKinnon's bizarre quest led tonothing. I suspect
he will be sent toAmerica, though I doubt his
sentence goes beyond three years. I also suspect he
has definitely learned his lesson.

He once said: "What I did was illegal and wrong,
and I accept I should be punished. But I am not a
member of al-Qaida. I believe my case is being
treated so seriously because they 're scared ofwhat
I'veseen. I'm living inasurreal, nutter's film."

That probably sums up thisstrange episode.

E 01 2009



Formed in 1990, ISS is the longest established surveillance training company in
the United Kingdom. Their credibility and reputation is internationally

acclaimed. ISS offer nationally recognised qualifications.

ISSCOURSES:
TRAI N ING L T O

• Foot & Mobile Surveillance
• Advanced Surveillance
• Electronic Surveillance
• Foot Surveillance Training in London
• Counter Surveillance For Close Protection Officers
• Rural Surveillance
• Tactical Firearms & Surveillance in Switzerland
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New anti·terrorism law on ~~otolra~~y ~rovo~es unrest wi
civilli~erty lrou~s, ~rofessional an~ amateur sna~~ers ali~
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security world, it does poseaproblem. The
public need tosee images of thepolice at
work, inreal situations andin control.The
imagery taken momentsafter the London
bombings portrayed areal sense of urgency,
laced with compassion andprofessionalism.
Not to have published any picture ofthe police

i orthe security and emergency services would
have been just plain daft. We believe it is all
about context and can see the intentionofthe
law isto protect. however, the law must be
used correctly, and inthespirit it was
originally conceived.

For magazines suchas Eye Spy, which is
visually relevant tothe intelligence and

Section 76 permits thearrest ofabsolutely
anyone found "eliciting, publishing orcommu-
nicating information relating tomembers of If an undercover officer or intelligence officer
the armed forces, intelligence services and is photographed (thelaw applies tothe intel
police officers, and which is likely to be useful I services and armed forces as well) even
toaperson committing or preparing an act of i accidentally, and then thatimage ispublished,

i terrorism. " That's afairly broad agenda, and i it could ofcourse compromise his orher role.
i one that is packed with disputable caveats and . Such asituation occurred moments after the

clearly open to individual interpretation. shooting ofthe innocentBrazilian, Jean
Charles de Menezes inLondonin2005. C019
armed officers were caught on camera leaving
the Tube station. Yet their faces were pixelated

police officers, forexample, may take
me~on~~~~~~~~o~m~~

and capture moments that trulyreflect an
incident orscene. After all, some ofthe
greatest photographs ofall time are taken by
photographers who often risk their lives trying

• tofreeze-frame incidents orsituations. With
• the threat ofacriminal record and up toten

years in jail, the "art" ofphotography and
essentially "visual reporting", could be
severelyhindered.

What concerns NUJ officials and their
members, isthat junior orinexperienced

ivilliberty groups inthe UK, and
members ofthe country's
leading media union - the
National Union ofJournalists
(NUJ) , are up inarms about a
new law that makes taking
photographs ofpolice officers,

just a littlemore difficult. Section 76 ofthe
Counter Terrorism Act. introduced in February,
isdesigned togive the security services more
power when dealing with persons who could
be taking images forcriminal orterrorist
purposes. It's also likely the law was intro­
duced toprotect the identityofpersonnel who
by necessity, must remain anonymous.



STATE-SIDE-
An unconcerned 'snapper' at the

New Scotland Yard demonstration

he everrt of a stop and search being Intrusive. unl...-wful or
l ::::'iciOOS Ipledge to issue a fonn.ll complaint to the rclevant

police Professional Standards Dep.vtnleflt.

As t:heSe compLJints are invesdgat~ by fellow potplice::ffiC~
redress is unlikelyto be forthcoming. ItherefOft~. gt1 ~
rsue the is~ through the ,pce and if the sltudttOl1pemllts

po to issue civil proceoedings agaln~t the chip' con5t~ble M
commissioner of the relevant polk~ 'eKet", seek'"9 dO ..

oJ(fnrission of UdblUty -.tOO d..lma~

Reg..Jtdtess of the OtJtcome. yOU wi~t hAve your'lime Witstf'd
for w.Jsti09 mtM~

NEW YORK CITY: Like London, another citythat sometimes lives on its nerves, isNew York. And just like
London, the threat of terrorism, reconnaissance and intelligence collection byshadowy figures, often
leads to police stops. But arecent incident inthe city probably reflects how difficult it isto balance civil
liberties with security awareness.

Photographer Robert Taylor was taking pictures inthe Bronx subway when an officer confronted him. He
was told "no photographs", and 9/11 was brought up in the conversation. Taylor said there was no law
against such an action, but he was arrested anyway and charged with "disorderlyconduct and impeding
traffic" .

SIMILAR CONCERNS

It isour understanding the Metropolitan Transportation Authority did tryand ban photography, but itwas
never passed inlaw. New York Times reporter, Jim Dwyer, commented on the incident: "Evenso, people
taking pictures in the SUbways are regularly stopped bythe police and asked to let the officers see their
images orto delete them."

Rule 1050.9 (c) ofthe New York state code says: "Photography, filming orvideo recording inany facility
orconveyance ispermitted except that ancillary equipment such as lights, reflectors ortripods may not
be used." In London's Tube, photography isnot permitted, and if you are seen taking apicture, you are
most likely tohear Tube officials announcing over the tannoy "no photography".

Continued on page 82

by responsible publishing houses who chose
to reproduce them. However, they could have
found their way overseas and/oronto the
Internet. Quite frankly, that may have been a
little problematic as someone, somewhere,
might have recognised the men.

Because most people carry cell phones with
photographic capability, it'sbecoming more
and more likely that images of incidents will
occur and be transmitted in seconds. Eye Spy
has been told that government officials regard
the Internet and cell phone imagery transfer as
agrowing "problemarea".
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By Eye Spy
Canadian Editor,

Lynn Philip
Hodgson

. A letter written by Admiral Donitz to a
German PoW at the camp in 1942

,
1..-

Corvettenkapitan, Otto Kretschmer

Of course, all ofthis was just my daydream. I
only imagined myself walking inthe shadows
ofsuchfamous people.

captured in 1941 , he had sunk more tonnage
than any other U-Boat Commander, including
all of those who were never captured. For this,
he was awarded the 'Knights Cross with Oak
Leaves and Swords' and, while aPoW, was
promoted to Fregattenkapitan.

I see the two men are now joined by athird,
smartly dressed in his Kriegsmarine uniform,
and I quickly identify him as one ofthe most
successful military men ofthe Third Reich: the
Famous Corvettenkapitan, Otto Kretschmer. By
the time Kretschmer's U-99 (U-Boat) was

now flies across the windswept
fie lds ofCamp 30, the buildings
now empty. Derelict. In the
distance I see the ghostly images
oftwo men walking side-by-side,
talking quietly, stately inthe
tailored uniforms ofHitler's Third

Reich. Given their insignia, I see they are
Generals. One is General Johann von
Ravenstein, second-in-command to Field
Marshal Erwin Rommel, captured inthe desert
ofNorth Africa along with awealth of
information inmaps and orders from Adolf
Hitler himself. The other isGeneral Artur
Schmitt, also captured in Africa while orches­
trating this theatre ofwar, likewise under the
command ofthe 'Desert Fox'.

Bowmanv' e

Canada's historic WWII jewel
faces developer's wrecking ball



Generalleutnant von
Ravenstein and a
group photo of

PoW's at Camp 30

German officers of Camp 30, Bowmanville - Circa 1942

PHOTOGRAPHSCOURTESYLYNN HODGSON

Camp 30 opened on 15October 1941 , and
received its first prisoners on 19November
that year. Throughout the War, Camp 30
housed approximately 880 high-ranking
German officers. In 1942 the PoWs took over
theCamp inwhatwould befamously known
as 'TheBattleofBowmanville', but after three
hard-fought days, the Germans tired and
relinquished their hold on the Camp. }I;>

A model of Camp 30 on display at
the Bowmanville museum - it is said
be the only German PoW camp in the

world that is completely intact.

Early on inthe war, it becameevident tothe
British that they must establish adetention
centreforGerman prisoners of war, especially
the officers. The location needed to be secure,
still within aCommonwealth country, but as
far from Britainas possible. Camp 30 satisfied
all these criteria. The British couldnotafford to
take the captured German officers back to
Britain: inthe event that Germany were to be
successful in invading Britain, the German
officers would then be released immediately
and put back into battlefromwithin Britain.
Therefore, the captured German officers were
sent to Canadawhere, ironically, they ended
up incarcerated only thirty minutes from the
now famous spy camp - Camp-X.
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U •••new legislation playing into
hands of terrorists"

As new anti-terrorist laws are introduced,
including measures to limit photographing
police and amassiveprogramme dubbed
'black box', to collect information on e-mail
and Web use, Dame Stella sayswe are
playing straight into the hands ofterrorists and
that Britain risks becoming a"policestate."

T
heformerhead of MIS, Dame Stella
Rimington, warnedthat anarray of
measures intendedto bolster security in
Britain, is being "exploitedby the

government" and is "eroding civil liberties."

LINKS: info@clarington.net

That is all history. Today, this beautiful and
historic facility is about tobecome another
victim of "progress" and "development", just
like Camp-X and Bletchley Park. Why do we,
as Canadians, feel compelled to destroy our
past and our identity? Perhaps it is our fear to
offend.

Watten, and was finally released in 1947.
Kretschmer later wrote abook wherein he
stated that had he not been captured and
interned at Camp 30 during the war, he would
have been murdered by Hitler's henchmen as
his name appeared on the listof5,000
suspected co-conspirators of the failed
attempt on Hitler's life on 20 July 1944 at
Rastenburg - "TheWolf's Lair".

If you would like to preserve thisvery
important piece ofour history, and to see
Camp 30 saved from the wrecking ball, please
contact immediately:

lnearly 1943, Admiral Doenitz, Commodore,
(FOhrer der Unterseeboote) ordered the
German Command atCamp 30 to arrange for
the escape of Otto Kretschmer. Through an
elaborately implemented plan, a U-Boat would
be waiting for Kretschmer offthe coast New
Brunswick at Maisonnette Pointon 27
September 1943. The commanding officers
had eight months to get him there. An escape
plan was begun; a Navy tunnel would be
constructed.
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Through the summer of1943, the men
worked three shifts daily, tunnelling fifteen feet
beneath the building. Asophisticated method
forremoving the dirtwas devised: bag after
bag, the earth was placed on atrolley track,
then it was lifted from one person tothe next
until it made itsway tothe attic ofHaus IV.
Someone then emptied the bag, sprinkling the
earth gently over the rafters. The tunnel
extended over three hundred feet, passed
under Lambs Road and into acornfield, asafe
distance away from the guards' tower. All The MunicipalityofClarington, 40 Temperance
went well: the tunnel was completed two Street, Bowmanville, ON, Canada - L1C3A6 or
weeks before the planned escape. Then all hell . e-mail:
broke loose. From here, the story reads like a
Ie Carre novel. But this was fact.

Kretschmer never did make it out ofCamp 30 For further information regarding the history
until the end ofthe war when he was sent to and significance of Camp 30, please see:
Scotland to attend "de-nazification" Camp 165 www.camp-x.com



33

Tu-95's have also been inter­
cepted by the RAF and Japan
recently claimed aRussian
bomber had entered Japanese
airspace.

In recent months, Russia's navy
has also started to make more
journey's to this part of the world.
Indeed, asubmarine recently
dropped Russian flags on the
ocean bed claiming the territory
as its own. Several countries are
locked inafierce debate about
this action, as large reserves of oil
and minerals are plentiful in the
Arctic.

An unnamed Russianmilitary
official responded: "TheCanadian
defence minister's statements
concerning the flights ofour long­
haul aircraft are totally unclear.
The countries adjacent to the flight
path had been notified and the
planes did not violate the airspace
ofother countries. In this light the
statements by the Canadian
Defence Ministry provoke
astonishment and can only be
called afarce. "

Defence Minister Peter MacKay
said: "I'm not going to stand here
and accuse the Russians of
having deliberately done this
during the presidential visit, but it
was astrong coincidence," he
said ofthe 18February flight.

Officials who have noticed amajor
increase in such reconnaissance
flights, said the fighter pilots
signalled the Russian bomber
crew toturn around immediately.
This it did about 190 km northeast
ofTuktoyaktuk, N.w.T.

C
anadianwar planes
intercepted aRussian Tu­
95 'Bear' long-range
strategic bomber just

hours before President Barack
Obama visited Ottawa. Intelligence
watchers believe the timing ofthe
flight and its route via the Arctic,
were not coincidental. Two jets
attached to NORAD approached
the Russian aircraft as it neared
Canadian airspace.

Dame Stella, 73, who became the
first female MI5 director in1992,
has become acritic ofthe
government's counter-terrorism
plans, but when asked about
M15 's alleged involvement in the
torture ofsuspected terrorists,
she said "whilethe British secret
services were no angels they did
not kill people."

"SinceI have retired I feel more at
liberty to be against certain
decisions of theGovernment,
especially the attempt to pass
laws which interferewith people 's
privacy," Dame Stellasaid inan
interview with aSpanishnewspa­
per.

"Itwould be better that the
Government recognised that there
are risks, ratherthan frightening
people inorder to be able to pass
laws which restrictcivil liberties,
precisely one ofthe objects of
terrorism: that we live in fearand
under apolice state," she said.
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COURTESY: US NAVY VIA DOD

The Case of 8inyam Mohame
ccording to two senior British High
Court judges, US intelligence ­
threatened to stop liaising with
their counterparts in the UK, if
secret data concerning a
Guantanarnn Bay detainee, were
released to the public (re; aState

Department letter dated 21 August 2008). The
supposed threat surrounds Ethiopian-born Binyam
Mohamed, who claimed asylum in Britain when he
was 16. Mohamed was detained in 2002 in
Pakistan after he tried to board aflight to the UK
on afalse passport. US intelligence had collated
information on Mohamed, who allegedly trained in
Afghanistan inthe summer of2001 , atan al-Qaida
terrorist camp.

Itwas inAfghanistan that the CIA allege Mohamed
liaised with former Chicago 'gang member' Jose
Padilla. Padilla and Mohamed are said to have
been ordered byOsama bin-Laden toattack

34

targets inthe US using adirty radiological bomb
and cyanide. Padilla was detained atChicago's
O'Hare Airport on his return from Afghanistan, and
though the primary terrorist charges against him
were lessened to "conspiracy and material support
forterrorism", he was still sent to prison.
Mohamed, meanwhile, according to his solicitors,
had travelled toAfghanistan to "resolvepersonal
issues".

Before Mohamed ended up atGuantanamo Bay in
2004, the US say he admitted various terrorist
offences. However, Mohamed's legal team say
much ofwhat was imparted was done using
torture, and without the shield ofa lawyer.

. Similarly, Mohamed says he was the victim of

. extraordinary rendition - which saw him being
transferred to several covert centres forinterroga­

: tion. It has also been said that while he was
captive, MI5 officers interviewed Mohamed and
provided questions to their US colleagues to ask
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US security troops pictured in 2002
at Camp X-Ray (now defunct) await

the arriva l of prisoners

For a number of
years - Chicago
gang member Jose
Padilla was linked to
a terror plot that
involved detonating
a radiological
bomb. The charges
wereultimately
dropped - but
Padillawasjailed for
"association"

him. Some critics say this amounts to
collusion inthe torture allegations.

In 2008, the UK asked America that Mohamed
be returned along with four other persons.
This in turn raised the prospect of US
intelligencebeing discussed ina British court.
Mohamed's solicitor wanted the UK govern­
ment to publish aUS-compiled dossier about
their client's treatment in Afghanistan,
Pakistan and Morocco. There then followed a
series of letters between John BBellinger (US
State Department) and Lord Justice Thomas

EYE Spy INTELLIGENCE HAGAZINE - L <

and MrJustice Lloyd Jones (21 - 28August
2008) which discussed the possibility of
materials about the Mohamed affair being
made public.

In February, the two judges publicly criticised
Washington by revealing what was actually
written.

The UK Government was told: "Wewant to
affirm inthe clearest terms real that the public
disclosure ofthese documents orthe informa­
tion contained therein is likely to result in
serious damage to US national securityand
could harm existing intelligence information­
sharing arrangement between our two
governments.

Despite this, both Lord Justice Thomas and
MrJustice Lloyd Jones said it was inthe
"national interest" to comply. "It would not be
inthe public interest toexpose the UK to what
the Foreign Secretary still considers to be the
real risk of the loss of intelligence so vital to
the safety orour day-to-day life."

Legal boffins and some observers (including
journalists) took this as meaning the CIA and
other USintelligence entities were basically
pressurising the government with threats of
non-cooperation with the likes of MI6 and M15.

There is no doubt to the seriousness of the
letter, and John Bellinger may have chosen his
words a little more carefully, especially ~
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I Soldiers monitor part of the

i\:=:X3,";=~~~~~~ prison known as Camp X-; I
..£ Ray (now defunct)

considering the illuminated liaison and
cooperation that has existed between the
intelligence services ofboth nati ens for
decades. However, some intel watchers
believe it was the UK which asked forthe
comment to be inserted - effectively placing
all the blame on the USA. Of course had critics
considered the wider picture and understood
how intelligence agencies across the globe
operate and liaise, they would have recog­
nised it was definitely not athreat. Intelligence
constantly flows from one country to another
and visa-versa where cooperation exists. In all
cases it does so on the proviso it does not get
released tothe public unless its primary
source agrees. Three years ago tileUK's
security services were privately fuming when
British intelligence photographs of anumber of
improvised explosive devices - recoveree

following the failed 21 /7 bombings - found
their way into the US media. These images
had been wired toafederal service on the
eastern seaboard.

Britain's Foreign Secretary David Miliband,
was quick to deflate the comments of many
mischief makers who had misconstrued the
comments, and how intelligence sharing
worked. "The issue atstake is not the content
ofthe intelligence material but the principle at
the heart of all intelligence relationships - that
acountry retains control of its intelligence
information and it cannot be disclosed by
fore ign authorities without itsconsent," he
said. "That isaprinciple we neglect atour
peril. " He went on: "Our intelligence relation­
ship with the US isvital to the national security
ofthe UK. It isessential that the ability ofthe

us to communicate such material inconfi­
dence to the UK is protected. Without such
confidence they will simply not share that
material with us."

All charges were dropped against Binyam
Mohamed in October 2008. He returned to
Britain on 23 February accompanied by
specialists from New Scotland Yard, the
Foreign Office and his legal team.

Mohamed's legal team issued astatement on
his behalf: "I have to say, more in sadness
than in anger, that many have been complicit
in my own horrors over the past sevenyears.

"For myself, the very worst moment came
when I realised in Morocco that the people
who were torturing me were receiving
questions and materials from British intelli­
gence."
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Some releasedinmates
have resumedtheir

fight against America
and the West...

t was one of President Obama's first directives - to announce the
closure of Guantanarno Bay, the top security military (JTF - Joint
Task Force) controlled prison on the island of Cuba. It'sadecision
Obama had already made during months ofcampaigning foroffice,
and he was keen to rush through this promise. Besides being a
vote winner, it was welcomed by leaders ofthe international
community and byelements inthe US military, but not all. However,

signing offthe end of thecontroversial facility has generated itsown
problems, not least the fate ofthe 245 orsodetainees - many of
whom are known terrorists, others suspected of terrorist actions. ~
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career, he liaised with Iranian-based al-Qaida
fighters and briefed themon how toenter and
bypass security forces onthe Afghanistan
border. He was captured in December 2001 ,
and became one ofthe centre's first inmates.

MrObama may well live uptohis promise to
close the prison inJanuary 2010, but the
problem - what todo withsome inmates -will
undoubtedly remain long into his tenure.

The CIA estimate 20
former detainees ofthe
500 orso persons who
have passed through
Guantanarno Bay have
rejoined terrorist
groups, and afurther
43 have been involved
inavariety ofterrorist
activities, including
operations and direct
support.

President Obama is
said tobe trying tofind
new detention facilities
to house the "hard
core" elements at
Guantanamo, and at the
same time, has asked
the intelligence services
todetermine which
inmates are harmless enough tobe returned
tosociety. That's not going to be easy, as
proven by the actions ofal-Shihri and al-Oufi ­
two prisoners assessed and reportedly
considered "low risk", despite al-Shihri 's
background. Two weeks after 9/11 , al-Shihri ,
aterrorist courier, made his way toAfghani­
stan with a large sum ofmoney used to
support fighters. He then trained atan urban
warfare camp north ofKabul. Furthering his

time in prison only
made his resolve
stronger injihad (holy
war). The Yemeni group
has been behind several
attacks on the US
Embassy in Sana,
Yemen's capital.Allied tothe closing ofthe prison isObama's

other key decision that the CIA shut down or
disable, at least for the foreseeable future, a
number of"ghost stations" situated around
the world. These "pass-through holding and
interrogation centres" have caused the CIA to
enable huge cover stories in an attempt to
conceal the whereabouts ofsuch sites, though
one ortwo stories about their existence have
emerged. Most notably, the facility sited within
the confines ofaPolish military complex.

European countries have long called for the
closure ofthe prison, and even though Obama
has requested that countries such as Great
Britain, German, France and Spain, take back
their own nationals (and others), not one
European Union nation has agreed.

Obarna's predicament has been made even
more difficult because, it appears, this
warning has come true. Back in2007,
prisoners '372' and
'333' were -"'~~..
released
back toSaudi
Arabia for
"rehabilitation".
But avideo
released on an
al-Qaida support
web site shows
Said Ali al-Shihri
[372] announc­
ing he has been elevated as leader of 'al-Qaida
in the Arabian Peninsula inYemen'. On the
same video, Abu al-Hareth Muhammad al-Ouf
[333] also speaks about his role as asenior
commander inthe country. AI-Shihri says his

The emergence ofGuantanarno Bay, the
extraordinary rendition flights ofsuspected
terrorists and the "ghost stations", are of
course, the result ofthe CIA's huge global
terrorist dragnet and from the capture ofal­
Qaida operatives in overseas military cam­
paigns. With reports oftorture and the
possible illegal holding of inmates without trial,
Obama has seen fit todraw aline under this
part ofthe anti-terroristoperation.

Critics ofthe move have long argued that
many ofthe operatives held atthe Cuban site,
if released, will simply "melt" back into the
shadowy support outfits and more managed
elements that make up al-Qaida.





Eye Spy: How can successful
profiling tell the difference between
an innocent subject, aterrorist
conducting reconnaissance and a
terrorist about to detonate an
explosive device?

AR: It may seem daunting atfirst to
think one can actually differentiate
between them, but there are very
specific tell-tale signs and itsvery
worthwhile looking into some of
these inmuch greater detail. Most
ofthese guidelines are already
common knowledge tothe
government and security sector, and
indeed they have their own systems
in place toprofile forthese.
However, there are now agrowing
number ofcommercial and civilian
organisations, sporting venues and
other establishments that are
potential targets forterrorist attacks.
Anumber now conduct their own
counter-terrorist operations, these
would certainly benefit immensely
from such knowledge.

Eye Spy: Reconnaissance oftargets
byterrorists isbecoming more
prevalent and sophisticated.
However, preparation by the security

services, awareness and intelli­
gence collection can prevent
attacks. What are some ofthe
actions that should raise red flags?

AR: Before any attack, terror
organisations such as al-Qaida will
conduct some form ofpre-attack
reconnaissance and even surveil­
lance. In the preliminary stages of
the Terrorist Planning Cycle, initial
target selection will be decided upon
after any such reconnaissance. Any
terrorist involved inthis phase ofthe
reconnaissance will generally be
relaxed and calm, and will not want
to give away their intention or
presence. They will therefore make
every attempt to blend inwith their
targets surroundings. They will
certainly attempt to conceal their
faces toavoid detection and
identification from CCTV by wearing
baseball caps, hats, scarves or
other head gear. It iswell estab­
lished that the use ofcovert
counter-surveillance orsurveillance
detection drills will identify multiple
sightings of repeat terrorist visits.
Therefore the only way to success­
fully identify any form of reconnais­
sance isthe implementation ofa
knowledgeable and professionally
covert counter-surveillance or
surveillance detection team. The
ability ofCCTV operatives in public
and private environments should not
be overlooked as an effective aid to
detect early pre-attack reconnais­
sance. Any suspect[s] should be
approached as early as possible,
simply waiting until they might
appear next time, thus confirming
your suspicions, could lead to a
catastrophic event. Sadly this isa
very common practice, lethargy
breeds unprofessionalism and can

seriously impede the effectiveness
ofsecurity planning. If indoubt
check it out.

The initial phases oftarget selection
and reconnaissance are normally
conducted byOlder, more experi­
enced terrorists, hence the need for
change within the profiling environ­
ment. Earlierdetection can be
achieved if amulti-layered defence
and an in-depth strategy is adopted,

by
extending

the reach of
the security

sphere to include
covert counter­

surveillance. Only skilled
surveillance operators

trained inacounter­
surveillance role have the
ability tocovertly follow any
suspect and successfully
identify the specific actions,
movements, patterns and
behavioural "tell-tale" signs

that will identify their suspects
as aterrorist, criminal etc. It
only takes limited surveillance
to identify what exactly the

subject is focusing on. At
public events and inpublic
spaces pedestrians flow in

certain directions, often
terrorists involved inthe

planning ofattacks, by simple
nature of reconnaissance itself, will
atsome stagemove against the
flow ofpeopletraffic . When
observed from astatic position of
elevation is plainly obvious; hence
the need forstatic counter­
surveillance to be positioned up
high, as isoften the case.

In the later stages of attack,
reconnaissance, when the target
has been chosen, it isnormal for
the actual attackers that will
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accordingto evidence available. will
display avery different persona
indeed, which when profiled and
assessed correctly should lead to

~
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A suicide bomber strikes in Iraq - leaving seven people dead
and 20 injured. Protected by the vehicle 's tough exterior,

none of the US occupants were killed.

AR: Unliketerrorists conducting pre­
attack orpreliminary reconnais­
sance, an actual suicide bomber on
an attack run from whichthey are
prepared notto return from alive,

Eye Spy: How dothose conducting
the initial reconnaissance differ to
the behaviour exuded byactual
suicide bombers?

terrorists. If anestablishmenthas
been the subject ofpreliminary
target reconnaissance, the presence
offurther, probably younger
potential terrorist suspects confirms
the targets selection forattack, and
thus early identificationcan
recommend the proportionate
increased security measures
required, commensurate with the
threat and the perceived value ofan
attacks success against the
establishment orevent.

eventually carry out the attack to
conduct their own pre-attack
reconnaissance inthe later stages
ofthe Terrorist Planning Cycle. This
will be conducted inacalmbut
assertive and dedicated manner,
they will be more intrusive than
initial reconnaissance and will again
certainly attempt to conceal their
faces and fade into their targets
surroundings. Again, this is where
skilled covert counter-surveillance
orsurveillance detection will again
identify repeat sightings of potential
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the earty identificationof an
imminent suicide bomber. To
answer your original and further
questions, this iswherethe
differencebetween normal memo
bers ofthe public and actual suicide
bombers can be established. It is
important to understandthat whilst
theseguidelines fordetection of
suicide bombers have been
accurate, recent history shows
again achange intheidealistic
profile and signature behaviour of
suicide bombers.

Suicide bombers will inmost cases
exude an extreme episode of
emotion, translated into body
language and behavioural changes
distinctly from that oftheir sur­
roundings. Extreme nervousness is
certainlyastrong characteristic in
the minutes before any attack. The
presence of significant signs of
undue stress playsamajorpart in
defining an imminent attacker. Such
terrorists, accord ing tocurrent
profile evaluations, will show
obvious and apparent signs of
nervous stress, touching their faces,
neck, repeatedly checking their
explosive device being carried under
their clothes, or holding onto abag
or rucksack withavicelikegrip.
Excessive sweating and tunnel­
vision have long been associated
withthe imminent detonationofa
body-worn improvised explosive
device (lED). In certain circum­
stances suicide bombers have been
observed repeatedly muttering
probable relig ious verse, although
thisof course cannot ever be fully
corroborated.
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However, in lightof analysisofthe
7/11 and 7/7 bombers, these
terrorists, even though faced with
the imminent certainty ofdeath, did
not appear to be inany state of

, nervousness, insteadthey wereall
· caught on CCTV and images

broadcast throughout the wortd.
They appeared calm, evensmiling

i and laughing with each other before
going their separate ways on their
final attack runs.Although deeply

, fanatical and extremist intheir
· beliefs, they successfully sup­
pressed tell-taleemotions. This
behaviour suggests that current
profiling, however worthwhileand
vital , may be vitallyflawed if the
profilers themselves become tunnel-

: visioned. Again, we are seeing a
potential fundamental change in
terroristmodus operandi versus
what we have historically profiled.
Terrorists are evolving and learning
fromtheir successes and failures.

• So too must thesecurity services.

Eye Spy: If the profiling ofsuicide
bombers is therefore becoming
more challenging, can profilers not
look to theidentification ofbags or
clothing used inthe final stages of
attacks?

AR: The early identification of any
bag or suspect clothing, wires or
bulges will certainly aid aprofiler.
There is noevidence tosupport any
change inthe characteristics of
device carriage. Explosives arestill
worn undergarments, often giving
the bombers arigid and noticeable
frame, often exposed by bulges in
unnatural areas. In an evolvingtime,
profilers shouldlook to asses any

extremely looseorbaggy clothing
against thefullness of face. Suicide
bombers are likely tohavebeen
trained atterroristcamps. Instruc­
tion will prevent themfrom "putting
on the pounds" that would require
suchovers ized clothing. Butit can
beobserved.

Groups ofattackers have commonly
concealedtheir devices inthesame
typeof rucksackor bag - the 7/7

bombers, for example. Identifying
like-for-Iike amongst individual
suspects should alert any profiler to
an earty intervention. Heavy and
overstuffed bags remainhighly
suspect inthe profileofasuicide
bomber. With recent open source
reporting this means of identifica­
tion should never beconsidered as
an absolute. Yet again, our terrorist
profileisevolving. It is important to
remember, explosives can be
concealed anywhereand inany
quantity.

What has notchanged is the
avoidanceofsecurity personnel by
suspectsduringanyattack phase.
CCTV operatives are more likely to
be abletoobserveaclear pathof
avoidancethan any on-the-ground
profilers, however, covert counter­
surveillanceoperators may also be
able toclosewith any suspects and
accurately identify any potential
terroristclearly avoiding security
guards, or indeed reactingunnatu­
rally toapproaches made by overt
security personnel.

No longer can profilers depend on
identifyingsignature clothing.
Recent terrorist attacks havebeen
conductedby terrorists who have
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Counter-terrorism training in a semi-urban environment (650th Military Intelligence Group)
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"1 MISSED CALL:' - US Army intelligence photo showing a terrorist cell phone detonator.
Recovering items such as this has provided much useful intelligence in constructing
countermeasures - and leading authorities to those responsible for its manufacture.

COURTESY: DOD
43

Suicidebombers will become
fixated inthe seconds before
detonation, often walking purpose­
fully ignoring all thatis around them,
characterised by blank starring
faces with wide openeyes. No
amount oftraining ataterrorist
camp or clandestine detours from
religious beliefs can fully suppress
theextreme emotions inthe
seconds before perceived martyr­
dom. That applies toother terrorist
organisationsopposed to political
rule, for example, such as the
suicidebombers ofthe Tamil Tigers
inSri Lanka. It is here that aprofiler,
security guard, protection, police,
government orsurveillanceofficer in

}o>

officers inafully undercover
counter-surveillance role, they will
be utilising the concealedwireless
and Bluetooth technologies that are
now commercially available, in
orderto reduce any riskof miss
identificationas asuicide bomber
and spark off an embarrassing alert.
The public are educated more than
atany other time inour history, and
they tooare competentinnoticing
unusual behaviour, weall havea
"sixthsense" tosomedegree.
Surveillanceofficers canbecome
fixated too on their subjects and
ignoretheissue ofwhat's known in
the tradeas 'Third Party Comprise'
(CPT), and inavery weird twist
actually adopt thesame profile of
the potential bomberthey are
surveilling. The need formorefully
competent and trained surveillance
officers is now more paramount
than ever.

will predominantly be all ofasimilar tightly gripped hands, hands rigidly
age, astheseindividuals would have inpockets pressed firmly against
social ised extensively together along • thetorso, hands remaining insideof
with their famili es. The 7/7 and 21/7 bags all indicate the possible and
bombers are agood example. imminentdetonation ofadevice.
Similarities should thereforebe Wires, batteries and switches may
prevalent and obvious to the trained also beseen insideof open bags or
eye ofasurveillance and counter- held in the terrorist's hand. These
terroristexpert. shouldnot be confused with the

covert pressel (switch) ofa
Eye Spy: Profiled accurately, can surveillance operators covertradio,
suicide bombers be prevented inthe . oftenheld inthehand onthe endof
final stages ofan attack oris too apink wire! Avastly increasing
lateonce they are on their final run? number ofcovert surveillance

operators arenow being infiltrated
AR: Inthe imminent stages of afinal ' intopublic environmentstoconduct
approach, profilers can expect supposed covert counter-surveil-
suspectsto hold their initiation lance. However, if such operators
devicestightly. Clear observationof are truly professional surveillance

lived and worked amongst their
targets formany months, even if
they have been infiltrated illegally
from abroad. They will look, act and
dress the same, and will often be
educated toahigh standard. It takes
acertain amount of intellect to
successfully plan, recce andcarry
out aspectacular attack ofthe kind
we have witnessed inrecent years.
Therefore profilers shouldactually
expect any potential terroristto
dress as any other member ofthe
public might. They will predomi­
nantly wear very similar styles of
clothing, creatingacivilianuniform.
This can be an aid for any profiler to
detect anumber ofsuspects
belonging tothe same cell, and they



A 60* minute step-by-step professional
training high-definition DVD illustrating how to use

secret methods to discover...
for government, military, security and surveillance professionals, close protection teams,

media figures, corporate and travelling executives, business persons,
chauffeurs, celebrities and importantly - members of the public

Am I Being Watched - is part one of a profess ional three DVD series on anti-surveillance, counte rsurveillance and related tradecraft and security issues. It is
produced by BLACKChrysa lis and distributed solely by Eye Spy Publishing Ltd. Outlets shou ld contact Eye Spy for trade questions and reselling licences.
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UK £39.99 • USA $79.99 • ROW £45.00
Usual Price: UK £49.99 USA $99.99 ROW £55.00 WORLD

Each DVD contains
discount (£5.00/$10.00)
voucher for Volume II

Before an attack, theft, kidnap or an attempt to
gather information about you, your family,

business, home or office, one thing is proven...
your routine will be watched.

Learn all the secret skills used to identify
surveillance without anyone knowing you

are even looking. .. this is the art of
anti surveillance.

In this highly informative, instructional and
professional DVD, ADRIAN RADFORD, a former

British intelligence instructor presents some of the
secrets of this essential guide to discover if you

are being watched
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MIRROR OF MUM BAI

Terroristsstrike again in the centre of a major city, as intelligencechiefs
admit al-Qaida and its associates have chilling newoperational agenda

Most of the gunmen used AK-47s

: cricketers hostage. Indeed, some oftheir
: actions indicate this was the case. For

example, the coach 's wheels were shot at
first; an RPG-7 shell was fired over its roof -

An Iraqi soldier carrie
RPG·7 • the type used b

the Lahore terrorists
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i The terrorists moved infrom four directions.
i Five officers, only lightly armed, were killed
: immediately. This left the buses virtually

defenceless and they were subsequenty
i sprayed with bullets from AK-47s.
~ Another policeman was shot and

injured. Aterrorist was filmed
i walking up to him - what happened
1 next could belikened toan

execution.

i Roundabout [circle], two cars pulled in front of :
the coach causing traffic tostop. The police . .:.::io;;;;;;::;=
assigned to protect the team were immediately

! targetedby the gunmen. Rocket-propelled
i grenades were fired and automatic rounds

sounded fornearly 20 minutes. Several hand­
i grenades were also thrown at the vehicles.
: Thegunmen werejoined by colleagues who
i had been waiting in the area - on rickshaws.

: Mostof the gunmen carried
• I rucksacks filled with hand-
. grenades and additional bullets.
; However, there were "rationsoffood"
1 and "high-energy" drinks in others. Some

ofthese were recovered by police as the
terrorists emptied the bags. Investigators have

. speculatedthe intention was totakethe

In acarefully coordinated operation, the
convoy was attacked at 8.55am on 3 Febru­
ary, just 800 yards away from theground. As
the coach navigated the city's huge Liberty

ecurity services across the
world, especially those based in
major cities, are re-examining
their counter-terrorist proce­
dures following another fero­
cious urban terrorist attack.
Masked gunmen ambushed a

small convoy carrying theSri Lankan cricket
team and match officials tothe Gaddafi
Stadium in the Pakistan city ofLahore. Six
police officers and two civilians died. Ironi­
cally, the Sri Lankans were only playing
because the Indian team had decided not to
play because ofthe terrorist attacks last
November inMumbai.

Gaddafi Stadium , Lahore
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A Pakistani Army helicopter airlifts the
SriLankan cricket team from the ground

perhaps awarning shot -and moments later a
stun-grenade was tossed under the vehicle. A
gunman then shot through the windscreen. All
these factors seem to suggest that the
terrorists wanted to immobilise the vehicle.
However, they did not count on the speedy
thinking ofthe bus driver who accelerated
away. The mini bus driver carrying match
officials was not so lucky, he was killed.

"Thegunmen targeted the wheels of the bus
first and then the bus itself," Sri Lankan
cricketer Mahela Jayawardene said. "Weall
dived to the floor totake cover." The driver of
the team coach, Khalil Ahmed, said: "As we
approached the city's Liberty Roundabout, I
slowed down. Just then what seemed to be a
rocket was fired atmy coach, but it missed
and I think flew over the top of the vehicle.
Almost immediately afterwards aperson ran

© TARIQJIMAGES
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in front ofthe bus and threw agrenade in our
direction. "

The gunmen, aged between 20 and 30years,
operated as two-man teams - something
which intelligence officials saidwas identical
to Mumbai. Once they had carried out the raid ,
they retreated to the busy commercial and
shopping parts ofthe city. Astonishingly, no
arrests were made atthe scene.

Anti-terrorist police found two vehicles used to
stop the convoy close to the scene.

Governor of Punjab, Salman Taseer said:
"These [terrorists) were fully trained people,
the way they were running and the kind of
weapons they had... they are the same people
who launched attacks in Mumbai. They were

. no ordinary terrorists."

It seems probable that, based on the sophisti­
cation ofthe operation and the manner in
which itwas performed, those responsible
were highly trained. Few doubt it was the work
ofan al-Oaida franchise group, probably
members of Lashkar-e-Taiba (LeT). Pakistan
police have arrested several key terrorists
from this group inrelation to the Mumbai
attacks. "It seems pretty clear this attack was
in response tothe arrests and the general
clampdown by the authorities in Pakistan," an
intelligence source said.

Taliban militants as well as other Kashmiri
. jihadi groups are also inthe frame. Some

intelligence analysts even believe the attack
could have been conducted byforces friendly
to the Liberation Tigers ofTamil Eelam (LTTE)
in Sri Lanka. In the past few months the army
has virtually wiped out the terror group and
reclaimed huge areas once occupied bythe
Tigers.

Intelligence chiefs now fear the "urban warfare
methods" of Mumbai are being duplicated to
deadly effect byterrorist planners, who have

changed their modus operandi in recent
months. AI-Qaida has realised that city-centre
operations can be performed using "hit and
run" tactics, that are difficult to combat. In the
US, senior intelligence and security figures
have warned that a "Mumbai-type" attack is
not beyond the realms ofpossibility inamajor
American orWestern city.

As forevents in Lahore, intelligence watchers
. were amazed that although this was the third

day ofthe match, the coach had taken the
same route on every occasion, and atthe

. same time. Similarly, with the stakes so very
high in respect ofterrorism, only a lightly
armed detail was assigned tothe convoy.

However, much of the evidence suggests the
terrorists had inside knowledge...
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"the long arm of
British covert

influence"

2009

Many great things emerged under the rule of
Queen Victoria. the Industrial Revolution forone,
and you might be forg iven inbelieving the secret
services would have blossomed also, but the
exact opposite occurred. During her reign. the

about half of it actually fell intothe hands of
dubious politicians who used it forbriberyand
other underhand tactics.Despite this, Britain
was receiving extremely useful intelligencefrom
its overseas spies who had begun infiltrating
political groups, European governments, royal
families etc. The operation was described as
"thelong arm ofBritish covert influence".

48

This year Britain's two premier intelligence services celebrate their 100th birthday.
Eye Spy steps back in time to examine the origins of MI5 and its sister agency - MI6,
plus a few significant moments and characters in the journey of these organisations.

ritish intelligence is usually traced
back toQueen Elizabeth I's
secretary ofstateSir Francis
Walsingham. In the 16thcentury
he despatched dozens ofunder­
cover agents to seek out Catholics
plotting against thethrone. About

90 years later, inthe reign of Charles II, regular
monies were put aside fora 'Secret Service
Fund' , evolving later to an annual Secret Service
Vote in Parliament. The monies were supposed
tohave been used as payment toBritish
informants who spiedonthe country's enemies
both athome and abroad. It later transpired that
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COMMITTEE OF IMPERIALDEFENCE

Queen Victoria had a great dislike for
under-the-counter intelligence gathering...
but her viewswere not shared by others

When the Boer War of1889-1902 erupted, and
reports started to emergeof Germany's
expanding military and industrial might, those in
charge ofanalysing and combating such issues
were left grasping for information. It revealed the
massiveshortcomings ofBritain's inadequate
intelligencecollection ability. This ledto the
creationof the Committee of Imperial Defence in
1905, and the country's intell igence activities

~

"Tbis most rabid
demagogue can say in
thisfree country what

he chooses... he
speaks not under the
terror ofan organised

spy system... JJ

Charles Dickens

bolster tactical and strategic intelligence
gathering, the services established intelligence
divisions, though they were not secret. Much of
the intelligencethey gleaned cameviaopen
sources, newspapers, publications, meetings
and fromthe notes of their respectiveofficers
whentravelling or operating abroad. Other
information came fromrepresentatives at
Britain's vast networkof foreign embassies and
trad ing companies dotted across theglobe. At
the same time, in1883, Scotland Yard estab­
lished the Special Irish Branch in responseto
several Irish Fenian bomb attacks. This soon
became known simply as the Special Branch.
There were two "rebellious" countries inthe
British Empire where Special Branch operated its
shadowy network of spies and informants ­
Ireland and India.

Dickens was ofcourse correct, but bytheend of
the nineteenth century Britain 's navy and army
services began tonote the 'rumblings' of
possible conflictall over the globe. In aneffort to

SPECIAL IRISH BRANCH

useof agents and skulduggery to obtain
information insidethe UK was rare, primarily
because Britain was secure and almost athird of
the world map coloured adeep shade ofpink.
The position was virtually the same abroad and
intelligencecollection rare. Reflecting on this
situation and the burgeoning power of Britainand
its people, the great Charles Dickens wrote: 'This
most rabid demagogue can say in this free
country what he chooses... he speaks not under
the terror ofan organised spy system.'

EYE Spy INTELLIGENCE MAGAZINE 61 20091

z:
o
Cl
z:
g
u...
o
~

'-'
<:(
-::l
a:
w
a..
a..
<:(
z:
U)

@

GREAT SCOTLAND
YARD SW1



German General Headquarters, General Paul von Hindenburg, Kaiser Wilhelm II, General
Erich Ludendorff. Left: A French postcard depict ing the Kaiser as a war mongerer
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German spies who wereseemingly everywhere.
The "liberal" values of Queen Victoria's Britain
wereslowly being replaced bynationalism and
xenophobia. This was reflected in the media who
warned about largenumbers ofGerman spies in

One of Edmond 's first tasks was to put inplace
several operations aimed atassessing the spy
threat posed by Germany. His conclusions
stunned Whitehall and moves were afoot to
strengthendomestic security- especially against

espionage) unitwas headed by Major Vernon
Kell. Kell was effectively head of Ml5 from its
inception in 1909 until 1940. MacDonogh also
controlled the activities ofacertainCaptain
Mansfield Cumming (RoyalNavy), who would
later emerge as thechief or 'C' of MI6 ('C'
standing for Cumming - not chief). MacDonogh
was also close to Lord Curzon who wouldchair
the War Cabinet Committee. (M15 would later site
its headquarters on Curzon Street in London).

BUILDING BLOCKS OF
THE BRITISH SECRET

SERVICE

L-R: Lords Curzon,
Sir Mansfield Cummingand

Vernon Kell

was soon onthe agenda. The
armed forces held joint confer­
ences in 1906 and 1907 and
acknowledged the situationwas at
best poor, atworst dire. However,
theForeign Office disliked the
notion of spying, describing it as
"ungentlemanly and underhand". As
forthe notion that ahome-based
secret service be formed to identify
subversives and foreign spies, this
was seen as being against Britain's
"liberal traditions". Yet there were those
inWhitehall who recognised the need to
construct and put in place (at the very
least), acompetent and secure mecha­
nismto gather information. One man who
was tasked with lobbying for change was
LieutenantColonel James Edmonds. He
had participated inthe Boer War, which
from an intelligenceperspective, had been a
dreadful affair. Edmonds, however, had run a
successfu l unit called Section H- which
examined (andcensored) cables and mail
flowing inand out ofSouth Africa. Unbeknown to
Edmonds atthe time, he was actually laying the
foundations ofBritain 's SecurityService - M15.

MILITARYOPERATION 5 (M05)

"".

In1907, because ofhis experience, Edmonds
was selected to join M05 - aspecialist, but tiny
element within the War Office Directorate of
Military Operations. George MacDonogh headed
the section, which besides its counter-espionage
activities, was also responsible for protecting
ciphers and the censorshipof post and tel­
egrams. Also involvedwas Sir Walter Kirke, who
worked under MacDonogh and who has been
credited with helping to establish the Intelligence
Corp priortoWWI. An archive document written
by Kirke, notes that M05's CE (counter-



His report ended upon the desk of MajorGeneral
Spencer Ewart, the Director ofMilitary Opera­
tions, essentially Edmond's superior. Ewart was
angryat the report, not because he disagreed
with its content, but becausehe wantedto
establish his ownnetwork of spies in Germany. If
emphasiswas placed on counterespionage, his
plans foraforeign intelligence collection service,
could be set back. Ewart then played amaster­
stroke. He announced that theonlyway to
compensate and support bothobjectives, was
by creating an organised secret service bureau }
and strengthening the Official SecretsAct. At this

Britain, the Kaiser's growing and impressive
navy, and asecret army that had been put in
place toriseagainst the UK atamoment's
notice. Lord Northcliffe's Daily Mail led the
charge of alarmist reports and evenpublished
Germany's "invasionplans". The Mail was not
alone, aletterinApril of 1907, written by an
army colonel inThe Globe read: TheStreets of
London swarm with Germans... where do they
go? They are comfortably dressed and well
nourished... they are undoubtedly soldiers. There
was evenareport that reached Whitehall
suggesting German soldiers were operating as
waiters inrestaurants, anotiondispelled by
Edmonds. Yet as weshall see, Edmonds had
seeminglyfallen forthe paper talk. The
grumblings ofhispeers that spies were walking
London's streets and alleys, and being sent to its
docks and ports to spy on its ships, convinced
Edmonds therewas somesubstanceinthe
reports.

SPY RINGS IN LONDON

All ofthis was hysteria, ofcourse, but the
outcome was aserious and freshlook onhow
Britain should positionitself when dealing with
global and domestic security matters. Andthis at
atime when its Empire was beingthreatenedby
an ever-growing, dominant andpowerful
Germany. However, and bizarrely for aman like
Edmonds, he ultimately concluded inareport to
the War Office, that avast underground network
of German spies was indeed "roamingthe
countryside" and being operatedcentrally from
the capital.

I

. moment lay theorigins ofBritain's modern
intelligence services.

Not everyone agreed
with Ewart, including
theSecretaryof State
for War, R.B. Haldane.
But shortly thereafter,
in1909, came the
"timely" writings ofa
certainWilliamTufnell
LeQueux (aboveright).
The Weekly News ranaseries of featuresthat
swelled public opinion that spies were every­
where. LeQueux's stories - 'TheSpies ofthe
Kaisers ' featured fictional heroes and story-l ines

f not unlike those that Ian Fleming would scribe
decades later on the activities ofacertain
'~ames Bond". Staggeringly, this prompted the
government toact, primarily because ofthe
public support for Le Queux, who was starting to
mix alittle factwithfiction. The WeeklyNews
was amuch sought-after publication, and with a
tantalising 'reader offer' of£10 toany person
who could identify aGerman spy, the reports of
spy activityincreased. Men withwigs, Germans
withmaps (tourists)foreign cars, people dressed
with German-made suits, all came under
suspicion. And god forbid if youhadaforeign
accent or wereseen near apigeon.

SECRET SERVICE BUREAU

The Committee of Imperial Defence discussed
the "rampant spying", but was not totally
convinced by Edmond's report. It did, however,
believe theGermans wereconducting espionage

• and that the Kaiser had authorised aplan to
i invade Britain to be drawn up. In July 1909 a

sub-committee recommended that police be
given morepowers to Question aliens and
prevent sabotage. Yet its most important
decision wasto agree with Ewart - amovepost
hastetowards establishing the Secret Service
Bureau - SSB.

The plan was forthe SSB tobe asingle entity
engaged in both domesticand overseas
intelligenceactivities. But by 1910, it seems the
Bureauwas already beginning to separate.
Officialsopted toform amilitary and naval
section. The military section would have
domestic and overseas arms - basically a
security service engaged incounter-espionage,
while the naval section would helpcreate
Britain's network offoreign agents andrun
collaborators .

SirVernon Kell, who had toresignhisarmy
position because ofthe new model, designated
MO(t) as the actual name ofhis counter­
espionage organisation. The operation was run
from asingle room inthe War Office with an
incredibly low budget of just £7,000. One ofhis
first tasks wastocreate an 'alien register' by
gathering and researching the namesofsome
30,000 UK-based Germans. He also started
investigating Le Oueux's theory that the Germans
had established amajor spy network in southern
England. He obtained the cooperation ofpolice
forces and by 191 4, the year whenwar would
explode across Europe, MO(t) had detailsof

~



THE ADMIRALTY

Prime Minister He rbert Asquith ­
"delighted" with first spy arrests

"exciting" and described "espionage" as a
"capital sport."

Outside his office, Cumming became known for
donning disguises and terrifying the public as he
drove particularly quickly and dangerously
through the streets of London inhis Rolls Royce.

MI-1 (c), unlike MO(t) was placed under control
of the Admiralty, which tra d~ionally had been the
dominant organisation in intelligencecollection.
Ayear after MI-1 (c)'s formation, two navy
officers, Captain Trench andMarine, Lieutenant
Brandon, were arrested by Germany for spying.
And though they were operating under the
auspices ofthe Admiralty, not Cumming's MI-

Unbeknown tomany intheintelligenceworld,
i Cumming 's office inWhitehall Court could only

be accessed byaseries of bizarre openings. He
had built a mechanism of levers and peddles
which he himself controlled. Once pressed, a
false wall would open revealing ahidden
staircase to his office!

Writers have long notedhis eccentricity, and the
SPYING - "A CAPITAL SPORT" man who often wore amonocle and only wrote

I ingreen ink, would addanother chapter to this
Britain's SecurityService was up and running. legacy after acar crash near Paris in1914.
Meanwhile, the foreign intelligencecollection arm Cumming was driving with his son and crashed
of the SecretServiceBureau, nowdesignated intoatree athighspeed. His sonwas flung from
MI-1 (c), had chosen 50-year-old Commander the car and fatally injured. Cumming could not
Mansfield Cumming as itsfirst head. Cumming I reach his boy because his ownleg was trapped
had been retired fromthe Royal Navy for20 and badly crushed. According toone report, he
years. Aconstantsufferer fromsea sickness calmly tookout hispenknife and started to chop
meant his career inthenavy was affected, but he away until he was free. Hethen reached over and
had proven himself useful in intelligence matters. put acoat over hisdying son. The reportof his
He spoke ofhis newposition to colleagues as "penknifebravery" has been rejected by many

researchers, but his new wooden leg was
definitely somethingofatalking pointin
Whitehall itself. Cumming had atendency to tap
his new appendage with aknife much tothe
puzzlement ofothers. Itwas also, apparently, not
unusual forhimto be seen dashing about the
corridors on achild 's scooter.

Kell's agency was gaining credibility and a
reputation inWhitehall and beyond. And despite
theincorrect assessment on the "hugenetwork
of spies", it was ofsome importancethat when
war brokeout, Kell 's intelligence, due tothe
earlier surveillance operation, was central tothe
detention of about 200 "undesirableGermans"
and 22 suspected agents. As it later transpired,
only one the 22 people was charged with
espionage. He was ahairdresser based on the
Caledonian Road. Acting as an agent, the man
had beenforwarding mail to Steinhauser for afee
of just £1.00 per week.

PrimeMinister Herbert Asquith was delighted
and visited Kell at his office. On the wall Kell had
prepared asomewhat dubious map highlighting
where the German spies were based inthe UK.
This too impressed Asquith whosaid it was a
"major victory."

rest of the Steinhauer spy ring. The end game to
this operation, which was effectively 'MI5's' first
successful counter-espionage activity, came
aboutwith the arrest of Royal Navy gunner
George Parrot inNovember 1912. It transpired
that the man who had recruited Parrot, acertain
Karl Hentschel, had tried to blackmail German

• intelligence after threatening to reveal Parrot's
role to the British. Kell was alerted and gave
Hentschel £30.00 to tell everything he knew
about thespy ring - which hepromptly did.

11 ,000 Germans. Kell's operationwas ofcourse
doomed before it began, because there was no
crediblenational spy network and theKaiser did
not have aviableand concrete invasion plan.

In 1911 , MO(t) had become aware ofa German
journalist, Max Schulz, who lived on ahouseboat
inExeter. He was sending reports on the Royal
Navy toaGustav Steinhauer, aformer detective
of thePinkerton Agency and one-time bodyguard
tothe Kaiser himself. The correspondence was
sent to addresses in London where it was
forwarded byGerman contacts toabogus
address inPotsdam c/o Steinhauer. Kell became
suspicious and probed deeper. Schultz's mail
was opened and copiedbyGeneral Post Office
(GPO) specialists (see Eye Spy 58 Dollis Hill).
And thoughthey discovered everything Schultz
was writingappeared open source, thead­
dresses ofthe 'middlemen' and contacts soon
put Kell 's officers onto the Kaiser's agents.
Heinrich Grosse was arrested working as a
stoker on board the Royal Navy destroyer HMS
Foxhound and Dr Armgaard Graves near the dock
yards inGlasgow. Kell was careful notto let
details slip out into the media and thus alert the

A US press report from 20 August 1911,
concerning the arrest of Max Schultz
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Despite this, Kell had already uncovered a
German navy spy ringwhich operated on the
south coast viacontacts inLondon.
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Cumming's first office in Whitehall Court could only be accessed through a false
staircase - controlled by the head of MI6 himself using levers and pulleys

1(c), it was awake-up call forCumming that the
great game was one not to be taken too light­
heartedly.

By 1910, Cumming had started to enlist the
occasional support of travelling British business­
men, industrialists, arms dealers and others to
help gather information. This was particularly
successful inEurope, especially Rotterdam and
Brussels. Both these locations would playa
significant role inthe development ofBritain's
Passport Control Officer (PCO) spy network (see
Eye Spy 60). But the fledgling Service still had a
lotto learn. For example, inBrussels, Cumming 's
men were offered a "secret German codebook".
They requested permission to buy the book for
£600.00 - asum duly paid byMI-1 (c). To
Cumming 's shock, the book turned out to be a
fqrgery.

EYE Spy INTELLIGENCE HA"~ZINE 01 2uu', I
I

With war looming, atleast Cumming had some
"agents inplace" atthe edge ofwhat would be a

. huge battlefield on the Western Front.

THE DETECTION BRANCH

By this time, Kell's MO(t) had had a name
change toMO(g) and one year into the war
(1915), it was officially renamed MI5 (Military
Intelligence 5). Kell's staffing levels had also
increased from just 14operatives and atight
budget ofjust afew thousand pounds, to 850
and a 'war purse ' of£100,000. Besides
operating inthe UK against possible German
spies and collaborators, MI5 operated the
Military Port Control
Service - checking on all
the comings and goings

(see the 'Alien Registry'). Agents were also sent
to Europe and anew section was created called
the Detection Branch. Already the signs were
there that MI5 had arrived and was now starting
to expand rapidly.

In neutral Holland, MI5 had been providing useful
intelligence on the war, until itsundercover agent
- aman called James Dunn ofthe Daily Mail ­
was arrested bythe neutral Dutch authorities in
1915. Cumming's Rotterdam bureau then took
over the operation to send back intelligence.

Counter-espionage activities were on-going, but
the Kaiser 's spies, atleast those who were
identified, were no match forKell and his team.
One hapless operative - Karl Lody - was
infiltrated into Britain using astolen American
passport. His post was opened byan MI5
censor which showed him corresponding with a
known German agent inSweden. He was
executed by firing squad inthe Tower of London
on 6 November 1914. He would be joined by11
of his fellow spies as MI5 sought out German
spies, atBritish ports, airfields and weapons
factories .

Kell also had some lucky moments. The German
spy Robert Rosenthal, forexample. He had
written a letter to his handler from his home in
Copenhagen giving details ofhis forthcoming
secret spy mission to Britain. The letter "some­
how" found its way into apost bag marked
"London". An inquisitive MI5 censor spotted the
letter and duly opened it.Afew weeks later,
Rosenthal took aboat from Holland and arrived
atthe docks inNewcastle-upon-Tyne. Kell had
been patiently waiting with his team who duly
arrested the unknowing spy. And though
Rosenthal agreed to provide MI5 with every
assistance, including the names ofother German
agents, Kell was guarded because his "prize
catch" was abrilliant ex-forger and acocaine
addict.
~
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inhand, showed the document toPresident
WoodrowWilson, who was fuming. America,
soon decided it was no longer neutral.

MI-1 (c) and the Intelligence Corp had, by late
1916, developed their ownspy networks in
Europe. As part ofthe General Staff, the

• Intelligence Corp was charged with gathering
tactical intelligence, while Cumming and his team
focused on strategic intelligence. There was

• conflict, and relations werenot good.

· Undeterred, Cumming1Continued tocarefully
· developed his operatior and there were already
: several elements and tworks operating und

Arthur Zimmermann and part of the signal
decrypted by Room 40 codebreakers

CODEBREAKERS OF
ROOM 40

The NID, was perhaps
the defining agency at
this moment, primarily
because itwas best
placed tocontrol Sigint
(Signals Intelligence).
This was further
augmented by the
delivery ofa German
code book from the
Russians, who had
discovered the "gem" in
the pockets ofadead
German naval officer
from the battleship
Magdeburg . The Director
ofNaval Intelligence was
alegendary figure
known as Captain
Reginald 'Blinker' Hall.
Hall, recognising the
clear advantage which
breaking codes and
secure communications
offered, set about
formingasection which
was central inthe

: understanding ofGerman radio traffic. 'Room40'
oftheAdmiralty operated in great secrecy and
played an underhand role ingetting the Ameri-

i cans "on board" withthe British intheir fight
against the Germans. InJanuary 1917, a
German telegram sent by the Kaiser's Foreign
Minister - Arthur Zimmerman, tothe German
ambassador inAmerica, was intercepted. After

, decoding the signal, Room 40, and ultimately
! British intelligence knew they had the document
, that wouldforce America's hand. The note said

that Mexico should be "encouraged"to join
: Germany and in return, it would promise ahuge
; section of the southern United States. There was

also areference to "unrestricted warfare" which
essentially meant Germany was prepared to
target neutral shipping, including US vessels in

: the Atlantic. British fore ign officials, intelligence

I

IGNORE T A L E T OL D B Y SPY.

i (iovernment Takes No Cogni:l,ance of
Story of Forged P assports.
Specl"'l to T'.~ Nero y';rk Tlm~".

More media concern in the US about
German spies - in this case Rosenthal's

special gift in the art of forgery

WASHINGT ON , .Tune 6.-Until it gets
a repor t on .the BUbJ<:<;t t r om \Va lter H, .
P a ge, the American Ambassador In Lon­
don, or receives co rrobo ra ti ve evidence '
rrom other sources. the State Depa rt- '
ment will no t take cogniza nce of the
ne wspaper story from L ondon t ha t R ob- ;
e rt Rosenthal. said t o be a German spy , .
and under arrest as such b~' the BrItts\! I'

a uthorlUes, had confessed that t he G"r.
man GOvernment had a perfect equ lp - '
ment for manufacturtng Ame rican pass­
po rts. Rosenthal was credi ted with the
s tate ment that Captain von Prleger of '
the German Admiralty was engaged in
such a plot.

NAVAL INTELLIGENCE DIVISION (NID)

Cumming 's foreign intelligencesection,
meanwhile, was still playing second fiddle to two
powerful agencies operating inthe intelligence
arena. Firstly there was the Naval Intelligence
Division (NID) which was reluctant to simply
allow MI-1 (c) aclear run inoverseas intelligence
collection. Its role had become crucial follOWing
the outbreak ofwar. And then there was the
British Army's Intelligence Corp, already playing
apivotal role inthe battlefields ofEurope. By
1916, MI-1 (c) had been moved from the
Admiralty tothe War Office. Itwas now but one
offour sections employed inthe field of
intelligence gathering and analysis. The War
Office also ran thecryptanalytic b reau MI1 (b),
but the Admiralty would soon acq irea
codebreaking gem ofits own.

Kell was winning his secret battle with the
Kaiser's spies, and by 1916, Germany had all
but given up on the notion it could glean valuable
intelligence through espionage on Britain's
streets. Kell , however, was still keen tosurveil
and buildup M15's 'Alien Register'. By the end of
the war, hisoffice had anear 140,000 files of
"individuals and persons of interest".
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The work of Room 40 codebreakers and
a little "skulduggery" by British diplo­
mats left President Woodrow Wilson

with no option but to join the war

MI-1 (c). One section, code-named FRANKIGNOUL
after one of itssenior agents, had adedicated
team ofabout 30agents who monitored train
movements. But disaster was tostrike and
following the interception of reportsfrom a
steamer inthe North Sea, the network was
compromised and ten MI-1 (c) agents were
executed in1917. Nevertheless, Cumming
persisted and built new networks and developed
existing ones, including the largest of themall ­
the DAME BLANCHE - originally devised by military
intelligence. This 'train-watching' group
numbered astaggering 1,000, and passed a
variety of intelligence about troop and arma­
ments' movement, high-profile figures seen at
different towns and cities, and general intelli­
gence. Of the 1,000 people involved, only 35
were ever arrested.

Besides the European theatre, Cumming began
deploying his forces further and further afield ­
this laying the genesisfortoday's global MI6

EYE Spy INTELLIGENCE "~G Z,"E" <

intelligenceoperation. This worldwideambition
had actually started quietly inSeptember 1914.
Indeed, the first office which could be described
as an MI6 Field Station opened in Petrograd,
Russia. Here, Cumming appointed Major
Archibald Campbell with atask toaugment and
support Russian signal's intelligence. Typically,
Cumming inserted asomewhat devious caveat...
Campbell was instructedto create an under­
ground network ofhisown MI-1 (c) agents.
However, because ofForeign Office rivalries,
Campbell was soon back inthe UK. Despite this,
on 7 November 1917, Britain was inaposition to
understand and observe the collapse ofher
former Imperial ally to communism and the take­
over by revolutionary Bolsheviks. Five months
early, Cumming had sent the revered novelist
William Somerset Maugham to Petrograd, ina
vain attempt tohelp 'White Russia'. On 31
October he returned toLondon carrying an
urgent message - adesperate appeal for arms.
Downing Street replied "can't help."

MIS's Bruce Lockhart and Sidney Reilly

Britain still had an "unofficial mission" inRussia,
and because the country was still an "ally",
Cumming used his skill tobolster Britain 's
intelligencegathering ability. The mission was
headedby Bruce Lockhart and he would soon
liaisewithone ofM16's most legendary spies ­
Sidney Reilly - abrilliant disguise expert and
described by Cumming as a"sinister man who I
could never trust. " Their objective was to
overthrow the new Lenin government by
conspiring with the anti-Bolsheviks. The 'Latvian
plot', as it was known, wasaborted in1918, and
perhaps this was best forCumming. The British
intelligence officers had made contact with two
Latvians ofthe Kremlin Guard who claimed
troops were ready totake on the Bolsheviks.
However, it wouldlater transpire the men were
actually agents ofthe Cheka - the Bolsheviks'
secret police and ultimate forerunner to the KGB.
There were other plots to assassinate Lenin, and
one inparticular forced Reilly into hiding. He
eventually escaped on aDutch freighter, while
Lockhart and another officer were arrested. Both
eventually returned tothe UK inavery early "spy
swap" involving aBolshevik official who had
been detained inLondon...by Kell's M15,

By the end ofWorld War One, Britain's fledgling
MI5 and MI-1 (c) had proven themselves worthy

Lenin allegedly pictured in dlsquise ­
complete with wig and minus moustache

additions tothe intelligence community. Both
services had played important parts inhelping
the all ies defeat the Kaiser. Indeed, both Kell and
Cumming were given knighthoods. With victory
against Germany assured, MI5 was run down
again, and given apaltry operating budget of just
£25,000 ayear. MI-1 (c) fared even worse - and

· most of itsexperiencedstaff were lost toother
· departments. In 1920,MI-1 (c) was officially

renamed Military Intelligence 6 (MI6) toalign
itself with M15's designation. The UK now
operated dedicated foreign and domestic
intelligenceagencies. In later years, MI5 would
become known as The Security Service, while in
1921 , MI6 took on the official title of Secret
Intelligence Service orSIS.

DIRECTORATE OF INTELLIGENCE

In respectof the running down ofthese organi­
sations, things could have been even worse, of
course. In 1921 , the great Winston Churchill
returned to the once historical notion that Britain
should have aunified Secret Service Bureau. Kell
and Cumming resisted, though anew service,
the Directorate of Intelligence (DOl) , which had
been formed ayear earlier, took over the
responsibilities oftackling subversion inBritain.
Kell eventually succeeded inconvincing
ministers that this was ajob MI5 could do itself -

· without thecreationof yet another service. The
· DOl implodedshortly thereafter, and ten years

later, another intelligence arm, the Special
Branch, was also absorbed by M15.

In1923, MI6 under Cumming, snatched Room
40away from the Admiralty. With aplethora of
skilled cryptographers, Cumming helped shape
what is today known as GCHQ - Government
Communications Headquarters. However, before

: that, Room 40 was renamed the Government,
; Code and Cypher School (GC&CS).
i
: Sir MansfieldCumming had overseen the birth of
I atruly global institution... he died later that year.

As forKell, he would continue the development
ofMI5 and head itsnumerous directorates until
1940.
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Connect the camera toacomputer (Windows
orMac) with the supplied USB lead and the
video files can be "dragged" across tothe
desktop just like any other file when using a
data memory stick. TheUSB cable also acts
as acharger forthe internal battery.

. There are two versions available, one which
stores the images/video onto aMicro SO card,
the other onto its internal 4GB memory which
enables recordings forupto about two and a @
half hours. C.9
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Playback quality is excellent and extremely easy to use

It issimple to operate: you slide aswitch to
change between still photograph mode and
video mode, thenjust press one button to
record. Press it again to switch off.

PETER JENKINS
uring a recent close covert
surveillance operation, we were
charged with obtaining good
photographs ofatarget for
identification purposes. There
was nothing more simple and
effective to use than the self­

contained micro OVR - of PI-Camcorder Stick
- as it is sometimes called. The trade say it is
"theworld 's smallest high-quality camcorder",
though its likely the professional services
might not agree! However, the end result and
quality ismuch higher than I suspected.
Indeed, it is exceptional.

The small device measures only 73 x 20 x
11 mm and weighs just 18gm. It could easily
be mistaken fora lipstick holder orcigarette
lighter. The camera comes with afixed clip ­
ideal forplacing in your top pocket. Its flat
shape gives the appearance ofahighlighter
pen orsimilar.

For itsprice, this has got to be one ofthe
smallest, yet top quality cameras I have seen
to date.

PRODUCT
REVIEW

PI-CAMCORDER STICK
Miniature Digital Video Camera



The video format is3GP (similar to MP4),
which can be played back using Realtime,
Quicktime orWindows Media Player. The
video can also be played back on amobile
phone - if it takes the same size Micro SO
card. This is really handy forreviewing the
video footage before leaving atarget area.

The resolution is quite high and it appeared to
work well in low light although ahighly lit
backgroundcan makethecentral picture
slightly dark.

Acracking simple to use mini video camera
that can easily be bodyworn or concealed.

Technical Data
Dimensions: 73x20x 11 mm
Weight: 18gm
Video compression: 3GP Video Format, 177 x 144
Power: Internal lithium-ion
Record time: Up totwo hours
Charging time: Three hours forfull charge
Video file size: 500kb per minute
Memory card: Supports 128MB to4GBmicro SO
Internal memory: 4GB
Voice recording:Support voice and video
Video file: 352 288 CIF resolution
Video formats: AVI
Support system: PC andMac
Lens: Wideangle 3.6mm lens

Unit includes: PI-Camcorder snck - USB cable ·
1GB micro SO card and SO adapter -

EYE Spy
SPECIAL OFFER

I PI-CAMCORDER STICK - Ref: PIC-OFFER

UK SALE price just £79.00 - usual £129.00
USA SALE price just $145 - usual $245.00

Worldwide SALE price £89.00 - usual £135.00

Useorder form on page 82
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In Eye Spy 57 and 58 we examined
procedures you can take that reduce
the chance of you being taken hos­

tage. Sometimes, however, a combina­
tion of bad luck and good planning on

the part of the Hostage Takers may
mean that despite all reasonable

precautions, you are seized. What can
you expect? What actions should you

take? How can you maximise your
chances of a safe return home to your

loved ones?

PAST AND PRESENT
Left: The first ambassador - John Adams
who wou ld later become US President.

Right : Richard LeBaron, who has served
as the Minister at the United States

Embassy in London since 16 August
2007, became Charge d'affa ires ad

interim upon the departure of Ambassa­
dor Robert H. Tuttle on 6 February 2009.

After 9/11, theLondon embassy, first occupied
by the USdiplomatic corp in1960, became
something ofafortress with new security
balustrades, fences and asecurity detail that
operates 24-hours-a-day. Within the 600-room
building, 800 staff andavariety ofdefenceand
intelligenceliaisons ply their trade.

paid foran advert regarding possible terror
attacks), but was keen tostress the move was
notjustonsecurity grounds. Indeed, it isnot
the onlyUSembassy to seeknew pastures.
Followingamajorreview of all itsoverseas
concerns, theUSgovernmenthas revamped its
security on many buildings, while other city­
centre embassies have re located tothe
suburbs.

Eye Spy understands the building, with an
estimated value of£500 million, will not be fully
vacated until about 2015.

Hostage specialist SIMON ATKINSON
presents simp le measures and proto­
col that will maximise your chances of

survival and eventual return home.
Whilst immediately applicable to
military and conflict theatres, this

important series also contains valuab le...------------------, advice for other hostage scenarios.

SECURITY CONCERNS FORCE AMERICAN
EMBASSY AWAY FROM LONDON'S MAYFAIR AREA

F
or 200 years the United States has had
an embassy inthe Mayfair area of,
London. The first ambassador was
John Adams (later American president)
who held the positionfrom 1775 to

1778. However, that isabout tochange, as the
modern impressive building which today
dominates the site in Grosvenor Square, has
been given its "last orders ".
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During the 1960s the embassy was amagnet
that attracted peace protesters opposed tothe
Vietnam war, and more recently, demonstrators
seeking tovent their fury against events in Iraq
have made abeeline tothe embassy.

© SNAPPERJACK OF LONDON

Of course, the building is situated in aresiden­
tial area ofLondon, and since 9/11 , it has been
on high alert, withterrorist threats aplenty. With
mounting fears, the US Government has
decided to relocatetoamore secure site,
indeed, Washington is said tofavour an area
near the banks ofthe River Thames and quite
close tothe iconic 'Iegoland' building that is
headquarters to M16.

I ..\ .: " r•
, tie:ambassador, has long recognised the fears .
" '.. ot'al,residents (some1OO·protested and
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I SURVIVING CAPTIVITY

EYE SPY INTELLIGENCE MAGAZINE 61 200Q I

he saying that "Knowledge is
Power" is crucial inHostage
Survival - amain method of
control by your captors isto
deny you information and allow
your self-induced pressures to
keepyou inastate of fear.

Understanding ofwhere you may be and what
is happening to you is avital tool in your
survival toolbox.

Irrespective ofthe type oforganisation or
individual who has captured you - there are
certain specific stages ofcaptivity. It is
important to be able to identify these as each
stage has itsown peculiarities, dangers and
even opportunities that you should be aware
of if you are to survive captivity.

INITIAL CAPTURE

This is aparticularly dangerous stage. Of
course, you may simply be killed here, you
may have been stopped simply to commit
roadside robbery. If there appears to be debate
as toyour future - try to convince them to
release you - thiswill end the situation before
it starts.

: After negotiation, your next best option is
, escape. Escape should be attempted only if

there isa good chance of success. Do not
make the error inthinking that it isyour duty to

, try to escape, even if you believe you may fail
and get hurt. You should also consider the
impact ofyour escape upon those who may
be left behind. Are their chances ofsurvival
minimised if you are not there totake care of
them?

; Ifyou choose violence rather than running as
your escape method - then only do so if you
really think you canwin. Ifyou decide to "giveit

, ago", then there must be no half measures. Be
. fast, aggressive and violent. Failure at this point

may mean you willbe killed orviciously beaten.

, If you are going to run - have aplan. Where to? It
; ispointless escaping ahostage scenario if you
willdie intheescape. However, if you can
escape - thenit isbest to do so as early as

, possible. This isbecause you are still potentially
close tofriendly forces. Later stages may take
you deeper intoenemy territory. The noise and
confusion ofthe attack will still be evident inthe

. excitement ofthe attackers and locals - under
thisexcitement and confusion, you might be able

~
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The FBI's Hostage Rescue Team (HRT) wa
established in 1983 to be a national level

counterterrorist unit.

INIT IAL CAPTURE
This diagram highlights the
major Stages of Captivity
and what you may expect
duringeach Stage. The
arrows indicate thatyou
may be moved in multiple
directions depending
upon your behaviour
and/or the motivations
of your captors.

THE STAGES OF CAPTURE

The next Stage ofCapture is the Final Holding
... Area (FHA)

IEYE SPY INTELLIGENCE MAGAZINE 61 2009

Any rescue attempt is dangerous · even those performed by professionals. This is
evidenced by the plaque in honour of Delta Team members who died in the daring
operation to release American hostages seized by Iran at the US Embassy in 1980.

This iswhere you may be taken tocomplete your
incarcerationand is likely to be far from the
Forward Edge ofthe Battle Area - i.e. - deep
inside enemy controlledterritory. At thisstage

• you may be held with other hostages from other
organisations. It'satthis pointyou must get back
toplanning your escape. You will probably be
held here for acertainamountoftime which

, allows you an opportunity todetermineroutines
· and assess other information requiredto plan an

escape.

i Third party organisations may still be interested
· inyou - you may be visited atsome times by

other criminals/terrorists or indeed members of
international organisations. Negotiations will be

: continuing even thoughyou may nothearnews.
(Wewill explore the NEGOTIATION PROCESSin
issue62.)

Deadlines come and go. These are particularly
dangerous times and emotions run high in
expectation ofacourseofaction that may not

: come. Perhaps you will be toldyou are being
released, but be carefulnot to build up your

This stage may more accurately be termed the
Exploitation stage. This is whereyou may have
been handed on toanother group and questioned
or exploitedfortheir ownends. You may even
have been passed along the chainwithinthe
original capturing group. You will be continually
assessed so that the group can determine how
best to gain from your captivityand you will be
systematically exploited whilst you are still
"today's news". Any holding force now will likely
be experienced and you will have little orany
opportunity to escape atthis stage. However,
you may be returnedtothis stage as your
captivity progresses and be further
exploited inorder to keep the
pressure on your organisa­
tion orgovernment.

EXPLOITATION STAGE

. Ifyou are fortunate, you will miss out on the next
stage, but you may have beencaptured by
individuals motivated by the need togain

• information or tosystematically exploityou. You
! may have been passed on toahostile intelli­

gence agency or to asophisticated terror cell - in
which case, you may find yourself under

: sustained interrogation inan interrogation
centre*.
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Your captors assessyou here- but you must
also assess your captors. What do they want?
What do you want? Continue tryingto establ ish
rapport with individuals and humanise yourself
without appearing too weak. REMEMBER - It is
harder toharm aperson than an object.

As you move furtherdownthe chain - your
opportunities forescape are reducing. You may
be moved to anumber of areas depending upon
the needs ofyour captors and the security force
response toyour capture.



British troops blindfolded and weapon­
less are taken hostage by Iranian forces
in 2004. A similar incident occur red three

years later, also involving UK maritime
forces. On both occas ions government
intervention ensured the release of the
troops - who were never in danger - but

Iran had made its point.

expectations as therelease may nothappen- a
cruel jokeorperhaps negotiations simplystalled.
"Falserelease" can be particularly draining as
you will be bitterly upset and disappointed. Do
not expect releaseuntil you are inthe hands of
your employers oran international organisation
such as the Red Cross/Red Crescent or
something similar.

CESSATION OF CAPTIVITY

There are anumber ofcircumstances that will
result inthe end ofyour captivity. You could be
released- signs of which may be achange for
the better inthe guard mindset. Your food might
improve and any beatings cease. Perhaps new
clothes and healthcare are afforded. This is all to
ensureyou appear as if your captivitywas
relatively benevolent. Ifany comforts such as
these are offered, take them. Be aware of
feelings ofguilt amongst those released early.
leaving colleagues still incaptivity- this is a
normal emotion. Your release may come without
warning - possibly as aresult ofongoing
negotiations which you have not been aware of.

EYE SPY 'NTELLlGE'ICE 'I<,AZ .E

Escape: You escape from captivity.

Rescue: You are rescued. This is arguably the
most dangerous time and everybit as dangerous
as your initial capture. Think ahead and plan your
actions if you suspect arescue is underway.

Your rescuers may be local security forces with
little orno knowledge orexperience of
counterterrorist situations. Their languageskills
may mean they cannot communicate directly
with you and their training levels are indoubt. It's
possible they do not know exactly where you are
orwhat you even look like.

Rescue is likely to be fast and noisy. Prepare in
advance - look forplaces you can lie low away
from doors and windows. Get onto the ground
and ensure your hands arevisible. Do not do
anything that may cause them tothink youare a
terrorist. You will likely be treated roughly by your
rescuers until they can identify you as ahostage
and notahostage taker - you should notobject
tothis but simply go with the flow and do exactly
as you are told atall times. The last thing you
want atthis stage is to be regarded as aterrorist
by accident and possibly killed.
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otherwise simple tasks becomes impaired as
our levels of concentration decrease.

There are recognisable phases ofstress
during and post-captivity. Recognising these in
yourself and others may help you to reassert
control and reduce the risk of unnecessary
harm.

These physical reactions are sometimes
known as SYMPATHETICSWING. When in a
long term stressful situation, the body adapts
to that demand level and may lead to a
reduction to cope with further stress and
minor infections, leadingtobreakdown and
illness.

Your aim, as aHostage, is to create a
PARASYMPATHETIC SWING by using coping
mechanisms described later to reduce the
level ofstress.

Specialists analyse a map to determine the best points where
to deploy observers. If a captive can stay alive - the chances of

rescue and survival improve

ofaggression
orsubmission.
Stress is, in
itself, to be
expected given
the extreme
circumstance
of the hostage.
It is the ability
to recognise
signs of stress
- and then to make attempts to control them ­
that are crucial.

PSYCHOMOTOR DEGRADATION: Put simply ­
we start to shake! Our ability to conduct

NARROWED COGNITION: When we become
stressed we essentially regress from greater
to lesser levels of expertise. Our ability to "see
theentire picture" diminishes andwefocus on
oneortwo seemingly majorissues to the cost
ofeverything elsearound us.

Standard indicators ofstress build up
(awareness of) are:

IRRITABILITY: Higher stress levels inhibit our
ability to concentrateeffectively as well as

. causeus to become"jumpy" and overreactto
situations which we would otherwise cope
with in adifferent manner.

This is acritical part ofhostage survival.
Many survival instructors agree that it is the
will tosurvive that isthemost important thing
to develop inany survival situation. Psycho­
logical pressures experienced by the unaware
oruntrained hostage will erode that will over
time. It is vital captives realise they are not
superhuman - that they will feel and experi­
ence acomplex list ofemotions. Understand­
ing this is entirely normal and expected - is
key to survival. The next step is forthe captive
to learn how to manipulate their circum­
stances in order to removeor minimise such
pressures.

Though studying preventive measures in order to lessen
the chance of being taken hostage is essentia l - it is

inevitable that there will always be victims

You will be bettermentally prepared to deal
with your situation if you understand and
recognise the "Stages of Capture". The
"Shock ofCapture effect" will be reduced and
you will be betterplaced to deal with other
psychological pressures.

AWILL TOSURVIVE

Failure to appreciate these pressures, and take
positive steps to alleviatethem, often leads to
aspiral of despair, depression and sometimes
even suicide or suicidebyproxy. When under
unaccustomed stress, your actions and
behaviour will revert toabasic state. This can
create many difficulties inahostage situation,
particularly if that natural state is anextreme
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In thenext issue, Simon explores avariety of
psychological and physical coping mechanisms
that youcan usetoassist you insurviving
captivity.

* Interrogation is definedasthe'Systematic extraction
of information, from selected individuals inorder to
obtainaccurateand timelyintelligence'. Resistanceto
Interrogation will be explored in later articles.
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seems to occur onascale from total identifi­
cation and sympathy to total rejection ofthe
hostage takers and their aims by reinforcing
his own identity. He maintains he is the victim
of acrime.

DEPRESSION: Avictim may feel abandoned
with no hope ofrescueor release. This may
occasionally be liftedwith theoccasional
promise of release, but this then leads to
severepsychological troughs if those hopes
are not realised.

Short term after effects of intensestress are:

RESOLUTION AND REHABILITATION: The
experience is so traumatic (in psychological
terms a"Primary Experience") thevictim
registers much of it on an unconscious level.
This may leadto flashbacks/nightmares
during and post-captivity. Individuals deal with
thisdifferently. All hostages seemto be helped
by the opportunity to, as early as possible,
discuss their experience with otherswho have
had similar experiences. In the case ofasolo
experience orkidnap it is more difficult
because he or she may feel that nobody can
understand what they have endured. Most
successful methods ofdealing with this are to
get groups ofvictimsto meet and openly
discuss their feelings/emotions.

Medium/longer termafter effects to expect
may be:

SHOCK AND DENIAL: "Shock ofCapture" is a
term meaning just that. It is aphysical and
whollyexpected state that the hostagewill
enter into in the moments immediately
following capture. During this time, hostages
are like the stereotypical "deer in aheadlamp"
and are extremely malleable and compliant.
Hostage takers will often seek to maintainthis
conditionforas long as possible by imposing
a series ofpressures on acaptive. Victims will
feel numband often just simply do notbelieve
what has happened to them.

PHASES OF STRESS

ADAPTATION: The body adapts tostressful
conditions. With hostages, this adaptation

REALITY: Described as a "terror induced
pseudo calm". Victims begin to realisewhat
has just happened and that it is real. The
gravity ofthe situation begins tosink in.
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SCUNCPCC

FINGERPRINT
R E A D E R

SECURE DIGITAL STORAGE

This Fingerprint Reader featuresabuilt-in
Sweep-typeFingerprint sensor tosecure
your data, 1gigabyte storage capacity and
aUSB2.0interfacefor quick data
transfers.

Ord er code: FRIO UK £69.99
USA $120 .00 ROW £75.00

Applicationfeatures includewebauto login
tomanagethe entries of 10 andpassword
forthe web sites you visit, user settings for
fingerprint registration, passwordsettings
andfingerprint live time setting, file and
folder settingstoencrypt ordecrypt files
andfolders and PC lock toprevent others
from usingyour computer while you 're
away. Just plug inthe drive, swipeyour
finger, andyoucanlog ontoanyofyour
storedprotected areas inan instant. For
more detailsand full specifications visit
www.eyespymag.com
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Super amplified 'SoundPod' broadcast
quality sound amplification in an ipodsize.
Ultra sensitive directional microphone picks
up sound upto 100 feet away. Volume, treble
and basscontrol. Broadcast quality can be
used indoors orout. Low cost useful device.

Order COde :~J
TX-SPR IIIIl)

UK£40 .00
USA $60.00

ROW £40.00

Order code: ESMM UK£30 .00
USA $48 .00 ROW £35 .00

EYE SPY PEN
M ROPHONE

Contained inside the ordinary penisa
powerful microphone. Simply plugthe
leadintoarecorder andrecord any
conversation without theworry of
trying tohideabody-worn microphone.
Can behiddeninadesketc.

Order code: L-PNl UK£25.00
USA $48.00 ROW £28.00

NOW-HALF
~RICE!

£225.00IOFF!
GSM Plug ~dap-!er Bug:

Order code: ES-GSMl UK £225.00
USUAL PRICE £450.00

MINI MIC
EyeSpy's MiniMic is designedforall

microphone uses. Excellent qualityata
lowprice forvoice recording - superb

sound pick-up. 15ft.cable- on/off
~ switch,

~~~

GSM BUGS

UK£249.00 USA $325.00
ROW: £260.00

Order code: TX-HOMEGUARO

Also available in the GSB bug range: Mini economy
bug, wall socket, p icture frame, extension le a d, clock,
calculator, lamp shade, umbrella and smoke detector
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HOMEGUARD 2

Eye Spy provides an interesting range of custom built G SM b u gs (Glo b al System for M o bile
Com munications) . Unli ke U HF t rans m itte rs, these fully functioning everyday device s contain
a concealed SIM card a llowing you to call them from a nywhere In the world and list en-in v ia

two power ful microphones.

EYE SPY SEED MICROPHONE
Seedmicrophone so small it can be concealed anywhere- hideinacar, underdoor,
bag, sleeve, belt etc. The length oflead is36 inches - but we cancustomise this for
you - £1.00 ($1.75)forevery additional 12inches. Themicrophone
headis just5mmwide.

Orde r Code: LS·SM1 UK £17.50 USA$38.00 ROW£18.00

This fully functioning G8M wall plug adaptercomprisesof thevery best
components and materials for superior listening quality. When called, the

unit does not ring, vibrate or reveal the device has opened-up a twin­
microphone listening channel. Ideal for office or room environment. Mains

powered for continuous surveillance. a • •

Personal securitydigital video recorder.
Homeguard is a simple bututterly
dependable homeor officesecurity
surveillance system that requires no
wiring, softwareor exteriorpower
source. Simply place where you require
video footage. It will record continu­
ously or take snap shots atgiven
intervals. Now with audio. Looks just
like an airfreshener/purifier.
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An effective device that can be likened to "whitenoise" ­
works very well in most environments.

Order code: AJ-34 UK£90 .00 USA $140.00 ROW £100.00

OUTDOOR STEALTHCAM DIGITAL VIDEO INFRARED VIDEO RECORDER

High quality VGA day ornight
adjustable takes 50to90 second
clips. Time, date, moon phase, and
temperature stamp. 5.0 mega pixel
day colour shots and 2.0 night black
and white. Burst mode allows 1tog
pictures per second, no flash 42
emitterinfrared emitters illuminates 50
feet. 32MB built-in internal memory
with expandiblememory using up to
2MB SO card.

Order code: TX-SE UK£325 .00
USA $525 .00 ROW£335.00

OUTDOOR STEALTH CAM

ELECTRONIC RADAR WATCHDOG

This highly rated product is one of the best anti­
burglar-intruder systems available today. Simply
turn on (no installation
required) and the realistic
dog bark sound increases
as its internal radar senses
someone approaching the
door. Bark gets louder as
person nears door. Going
on holiday or just going
out? Protect your home,
family oroffice with this
superb security system.

Order code: TX·EWREX UK£90.00 USA $125 .00 ROW: £100.00

A.J·34 AUDIO .JAMMER
RECOROING COUNTERMEASURES

The AJ-34AudioJammer protects your sensitive room
conversations by generatinga random masking sound which
desensitizes any nearby microphone. Effective against any

microphone-based eavesdropping device including tape
recorders, RF transmitters. hard-wired microphones

(including contact type) and shotgun microphones. It also
protects against microwave or laser reflection pickups.

Covers 150 square foot area.

VIDEOTEK & MINI
LOCATES AND VIEWS ANY SECRET TRANSMITTING CAMERA

The world 's most popular wireless camera hunter now comes intwo sizes.
VideoTek and VideoTek Mini locks-on toany wireless video camera and displays
the transmission on its built-in screen. Automatically scans all the commonly

NEW used video frequencies in less than five seconds and
LOWER locks-inon any video camera transmitter. Besides
PRICEI displaying what the covert camera sees, it also

sounds an audible alert tone. Selectable antenna
sensitivity allows lock-in on sources up to500ft
away (depending on power of source transmitter).
Durable all-metal case. EyeSpy recommended for
countermeasures.
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Standard: Order code: TX-YIDTEK
UK£350.00 USA $485.00 ROW: £370.00

Min i: Order code: TX-VIDTEKMINI
UK£375.00 USA $525.00 ROW: £400.00
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PEARL HARBOR

Letter from
Fori Meade
byDavid Hamer

ALL SYMPOSIUM PHOTOGRAPHS © DAVID HAMER

...being an irregularly occasional, or an occasionally irregular,
communication from the American cryptological community: particularly

those things associated with the National Cryptologic Museum [NCM]
and its parent, the National Security Agency [NSA]
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Dr David Hatch, Mr Robert Hanyok, Mr Stephen Budiansky, Dr David Kahn and
Dr John Ferris discuss Pearl Harbor and associated Signals intelligence

examples of thereconstituted machine into
use by both naval and diplomatic sources. The
Japanese named thismachineangoo-ki-taipu
A- Cipher Machine Type 'f\

THE NEW EXHIBIT

he occasion was preceded and
highlighted by two events: the
galaopening of anexpanded
museum exhibit ofJapanese and
Americancryptographic material
and the announcement ofanew
CCH publication, 'West Wind

Clear - Cryptology andthe Winds Message
Controversy - ADocumentary History' by CCH
historians Robert J. Hanyokand thelate David
P. Mowry.

The National Cryptologic Museum
Foundation (NCMF) recently
presented asymposium to
commemorate the 1941 attack on
Pearl Harbor by Japanese naval
forces.
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American codebreakers of the WWIIera
assigned 'colourful' codenames to the various
targets of their concerted attacks. The newly
opened exhibit contains, inchronological
order, examples ofthe RED, PURPLE and
JADE machines...

RED: Inthe1930s Japan attempted to buy an
advanced cipher machine from Boris Hagelin 's . The 'RED' component of the new exhibit
newly-formed company in Sweden but . contains anewly-discovered blueprint ofthe
Hagelin, suspecting that the Japanese were machineas drawn 'post facto' byUS Navy
purchasing it onlyto duplicate it, supplied • engineers that carries ahandwritten note by
them withexamples ofan obsolescent design famed Americancryptologist Frank B. Rowlett:
patented byhis former business partner, Arvid ! "I doubt this is an original RED machine
Damm. Hagelin was justified inthesesuspi- drawing... I believe thedrawing was prepared
cions: the Japanese did indeed 'reverse . bythe US Navy Model Shop..." [The note is
engineer' the Damm machine and put • signed byFrank Rowlett and dated 17August
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Director of the National Security
Agency and Central Security

Service [NSA/CSS] Lieutenant
General Keith B. Alexander

..- .

POSIUM
1975]. Alongside is an example ofahand­
operated RED analog device together with an
automated RED analog machine, built in the
late 1930s by the Navy Yard Model Shop in
co-operation with the US Army's Signals
Intelligence Service. The machine mimicked
and duplicated the actions of Cipher machine
Type 'p:. .

Right: PURPLE: The largest of three
surviving pieces of the famous Japanese
diplomatic cipher machine recovered
from the wreckage of the Japanese
Embassy in Berlin, 1945. Other Japanese
code books are also pictured

. ,

JADE: The US codebreakers' name forthe
high-level encryption system used bythe
Japanese Navy. Cryptanalysis ofJADE was
made more difficult by the fact that its
messages used the forty-eight character
katakana syllabary. The particular example of
the JADE machine in the NCM display was
captured during the US attack on the island of
Saipan in June 1944. JADE was known to the
Japanese as 97-shiki inji-ki-1 2.

PURPLE: Two examples of the US-built analog
forattacking this machine, designated angoo­
ki-taipu BorCipher Machine Type B, are inthe

>-
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new display: the first was constructed in1940 and has adecidedly
'breadboard' appearance. During apost-war visit to NSA Frank Rowlett
identified this device as being the actual device used to decrypt the
critical message that revealed Japan's intention to break diplomatic ties
with the USA in 1941: the second PURPLE analog on display isamuch
improved, and consequently larger, version built in1944.

Alongside this group ofSIGINT artefacts sits the only known remaining
fragment ofan actual PURPLE machine, recovered by allied forces
from the basement remains ofthe destroyed Japanese Embassy when
they entered Berlin.

The ribbon-cuttingfor the newly enhanced exhibit was led bythe
current Director of the National Security Agency and Central Security
Service [NSNCSS] Lieutenant General Keith B. Alexander who
addressed the assembled visitors and dignitaries before inviting the
Deputy Director, John C. (Chris) Inglis; Deborah A. Bonanni, NSA's
Chief ofStaff; Judith A. Emmel, NSA's Associate Director ofStrategic
Communications; Gene Becker, President ofNCMF; Tom Rowlett, son
of Frank Rowlett, designer and builder ofthe original Purple analog; and
former Museum Curator, Jack E. Ingram, to pick up their golden
scissors and participate in the cutting ofthe ceremonial ribbon.

ADARK CONSPIRACY AT

PfARl HARBOR'
Panel Discussion on Pearl Harbor and AssociatedSignals Intelligence

A
s wijh most, perhaps all, events that
are literally earth shaking - examples
are the sinking ofthe Battleship
Maine, the attack on Pearl Harbor

and, more recently, the 9/11 attack on the
World Trade Center- even before the dust has
settled the conspiracy theorists began their '
work.

The premise behind the Pearl Harbor attack as
proposed bythose theorists isthat President
Franklin Delano Roosevelt (FOR) provoked the
attack on Hawaii, knew about it in advance
and covered up his failure towarn his military
commanders and members ofthe United
States government. The theorists were, and
still are, convinced that FOR needed the
Japanese attack as areason toforce Germany
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into adeclaration ofwar, since the American
public and US Congress were overwhelmingly
against becoming involved in the European
conflict. It has been described as "FDR's
backdoor towar".

Atthe opening ofan exhibit atthe National
Cryptologic Museum asix-member group of
military historians convened to discuss the

, book, West Wind Clear, byRobert J. Hanyok
, and the late David P. Mowry, published by

NSA's Center forCryptologic History. * This
volume, drawn from official and other reliable
sources, considers all ofthe historical aspects
ofthe attack without the usual "conspiracy"

overtones. The panel found no evidence to
support theoretic inferences and allegations
that FOR, together withWinston Churchill,
manipulated the Pearl Harbor attack forhis
own political purposes. The panel and the
participating audience, many ofwhom were
former government SIGINT and COMSEC
specialists, arrived at aconsensus that the
events of 7 November 1941 carried no
overtones ofconspiracy, though anumber of
operational errors made bytheUS authorities
contributed tothe severity ofthe ensuing
operational chaos.

* Theevent was organised by NSA's Centerfor
Cryptologic History [CCH) and supported byNCMF

IEYE SP INTEcLIGENCE '!A3~l NE 612009
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Discovery of the
In the course of updating the inventory

records at the National Cryptologic
Museum (NCM) a number of noteworthy
items have come to light. Two will be of

particular interest to students and collec­
tors of cipher machines... others will be
presented in future issues of Eye Spy

© JAMES
W. ORAM
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Kryha

T
heinventory has revealed information
about other cipher devices atNCM ­
one ofwhich isthe Kryha machine.
Alexander von Kryha applied for the

appropriate patents inboth Germany and the
USA in 1924 and 1925 respectively. AUS

>-

As one Enigma researcher said when being
told about A766... "To an Enigma aficionado
this discovery is akin to finding the Holy
Grail..."

over the years. Early Commercial Enigma K
machines were given '/J:, prefixes to their
production serial numbers... atsome later
point this system ofnumbering was replaced
by the more logical 'K' prefix but the wiring
and other details of the Commercial Kmachine
remained unchanged. A766 was atsome point
modified, probably bythe US evaluation team,
to run from an external power supply. This
Enigma is infairly good condition given itsage
and seems to function well mechanically,
though it has a large crack inthe oak outer
case and the latch tothe case ismissing.

Enigma

EYE Spy INTELliGENCE MAG ..... N a1 L Q I

There were no surprises when ateam
consisting ofEnigma specialists including
James Oram and myself carefully measured
the internal wiring ofthis machine and found it
to be ofstandard configuration, based upon
already-published data for the Commercial
Enigma K. Other than minor cosmetic details
A766 is identical to anumber ofother, later
Enigmas ofthis type that we have examined

A
t this point intime it is probably not
an earth-shaking news event tohave
recovered yet another Enigma
machine, but Enigma A766 is

believed to be among one ofthe oldest of the
commercial machines to be extant. This
Enigma's principle claim to fame, apassive
one, isthat it was one oftwo Enigmas to be
purchased by the United States government,
for purposes ofevaluation - the other being
A772 - circa January 1928.
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Theactual patent - # 1,744,347 - wasgranted on 21 January 1930

© 2009 DAVID HAMER
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evaluated by US military. Intelli­
! gence cipher experts William

Friedman and his aides Solomon
! Kullbach, Frank Rowlett and
: Abraham Sinkov 'cracked' rather
I atypically long message enci-
, phered on the Kryha machine ina
i little under three hours. Kryha was
! not adopted by the USA for
military use but did see service

i with "...most ofthe central
European powers and Japan. "
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patent - #1,744,347 - was
granted in January 1930.

: The majority ofthe images
: included here were taken inthe

Kryha was used initially by the ' course ofan evaluation ofa
German diplomatic corps and later , standard mechanical evaluation of
by Abwehr - the intelligencearm : Kryha.
ofthe German military. Like the
Commercial Enigma Kryha was

According to an encyclopedia
entry: "TheKryha machine was a
device for encryption and
decryption, appearing in the early
1920s and used until the 1950s.
The machine was the invention of
Alexander von Kryha, a Ukrainian
engineer based inBerlin. There
were several versions; the
standard Kryha machine weighed
around five kilograms.... "
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300% Percentage of increase over the previous month

the military and government (public sector) will
make attracting and retaining these resources a
challenge.

Amilitary organisation 's ability to be successful
inthe continuous evolving and technically
challenging cyber threat environment depends
on highly educated resources atall levels. And
this iseven more the case inthe cyber warfare
domain. ASpy-Ops associate tells us that "a
new breed ofmilitary officer needs abroad
based training programme inthe cyber area in
addition to particular area ofexpertise." He
went on to explain that cyber training must

CYBER UNITS

Multiple branches inthe 000, forexample, have
established aprofessional cyber force and are
developing multiple cyber career paths for
officers, enlisted personnel and civilians. In
addition, the National Guard has reportedly
joined this effort and has made the plan afocal
point forfuture recruitment. It'salso hoped the
government's stimulus package and the recent
announcement ofa60 day information
infrastructuresecurity assessment will also
drive demand forthese resources.

broaden our understanding of cyber weapons
and strategies and contribute to other military
operations that may be used inconjunction with
traditional attacks.

CYBER OPERATIONS DIRECTOR
This position is fordeveloping strategies for
cyber warfare operations, plans, goals,
objectives, priorities, missions, and timelines to
execute cyber warfare missions. An officer­
level position will assist inplanning and
directing actions forthe full range ofcyber
weapons deployment against computers and
network operations.

One source insidethe 000told me that cyber
weapons and defense systems require our
service personnel to receive current and
relevant training and maintain their level of
competency as the threat environment
changes. This ensures they are capable of
fighting and winning within the domain.
Education and training are the foundation for
security inthis highly technologically advanced
military environment. However, this is ahuge
challenge, not only forthe USA and UK, but for
many other countries as well. These resources
are inhigh demand inthe corporate world
(private sector) and the increased demand from

CYBER INTELLIGENCE ANALYST
Responsible forreviewing and assessing all
cyber intelligencegathered by various intelli­
gence agencies and conducting analysis and
production of intelligence reports. In addition,
the position will identify intelligence gaps in
reporting and provide constructive feedback to
enhance intelligencegathering performance.

CYBER WEAPONS SPECIALIST
Provides technical direction within ateam of
software developers, software engineering and
systems integrationpersonnel that create
innovativeoffensive cyber attack capabilities.
In addition, the responsibil ities will include
identifying and developing cyber software that
provide astrategic advantage inthe area of
Cyber Warfare/Information Operations.

Sailors on the watch-floor of the Navy Cyber Defense Operations Com­
mand monitor, analyse, detect and defensively respond to unauthorised

activity within US Navy information systems and computer networks
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CONCLUSION

As the "cyber cold war" heats up. the demand
forthese highly skilled resources will increase.
The educational requirements coupled with the
ability to obtain asecurityclearance will
combine to make thisachallenge for military
leaders around the world.

When you factor inthedemand fromthe
business community, the challenge becomes
huge. This problem is not unique to the United
States. Our analysis suggests that over 30
countries, includingthe UK, will face asevere
shortage oftechnical talent needed toaddress
the threat ofcyber war.

© KEVIN COLEMAN/SPY-OPS 2009
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he Ministry ofDefense (MOD).
has begun to investigatewhat has
been called the most significant
cyber security breach ever after
information and evidence
surfaces that e-mailssent from
multiple Royal Air Force (RAF)

stations were sent to IP addresses traced back
to Russia.

Ahybrid computer virus/worm was allegedly
able topenetrate MOD system securityin
January. An MOD spokesman reportedly said
that "action was immediately taken to isolate
the infected systems and commence virus­
cleansing procedures to protect from re­
infection. "

This security event resulted in the need to bring
down systems and halt much e-mail communi­
cation across the military. Reports that the
Royal Air Force had some oftheir systems
impacted as well remainunconfirmed atthis
point.

Digital DNA analysis ofthe sophisticated virus
suggest that it originated somewhere in the
former eastern bloc. The impact ofthe
computer virus attack was significant. The
MOD stated that the performance of its IT
systems had been affected by the computer
attack but wouldnot elaborate further.

Other reports suggest that over 24 RAF bases
and 75%ofRoyal Navy ships - including"the

aircraft carrier HMS Ark Royal - systems were
infected/impacted. Some ofthe mediaspecu­
lated that the stations attacked by the worm
were ones that would be used to scramble
aircraft forRussian bomber intercept.

This incident came on the heels ofasimilar
attack on the Pentagon inthe United States.
Could this be the same bug? Cyber security
experts say they appear tobe similar but are
not willing to say they were identical. The
computer virus caused the Pentagon to ban the
use of USB memory sticks orflash drives.

Although the US Department ofDefense has
not provided any official comment on the attack
on their UK ally, one thing isclear, cyber
attacks have accelerated and many believe we
are on theverge ofan all-out cyber war.

News ofthe UK incidents broke after an alleged
official , concerned that not all necessary steps
to secure systems are being taken. spoke toa
politician. The MOD firmly denied knowledge of
any e-mails being sent toa Russian.

n



KEYKATCHER USB ADAPTOR SET
The USB adapter setallows KEYKatcher products
toworkwith most USBkeyboard set-ups. If your
USB keyboard shipped with aPS/2 adapter, the
adapter set will workwith your system. If your
keyboard did not shipwith an adapter, please check
your documentationto see if your USBkeyboard
will work withanon-active PS/2 adapter.

Order code: ES-KKAS
UK£25 .00

USA $25 .00
ROW£30 .00

I EVF sPY NTELlIGENf;E HAGAZINE 612009

KEY KATCHERS Can't be detected or defeated by
anti-virus software. They also work on wireless keyboards

KEYKATCHER PRO· 256K HARDWARE KEYLOGGER
Records -128 pages oftyping;NETPatrol &Keyword, searchfacility
Order code: ES-KKPRO UK£55 .00 USA $1000.00 ROW £65 .00

KEYKATCHER FAMILY -1 28KHARDWARE KEYLOGGERS
Records - 64 pages of typing - Internet monitoring no software
Order code: ES-KK5 UK£50.00 USA $90 .00 ROW£60 .00

KEYCARBON USB 1.5MB CORPORATE SE
KEYCARBON USB CORPORATE SPECIAL EOITION: The ideal key logger forall your internet monitoring needs. CAN'Tbe
detectedby anti-virus oranti-spy software. This stealthy USBkeylogger works on USB keyboards (includingwireless) forPC
and MAC computers. KeyCarbon records every keystroke typed on your computer (over 1million keystrokes) including e-mail,
chat, 1M, internet addresses and more. The KeyCarbon USB key logger isthe perfect solution formonitoring your employees'
computer and onlineactivities. AKeyCarbon keylogger is the easiest way tomonitor your PC orMAC. Simply unplug your
keyboard and plug the KeyCarbon into the USB port. Then plug the keyboard into the KeyCarbon and it'sready to record. Thereis
no software to install. As keys aretyped the data isstored inside the device. When you want to see what's been recorded simply
open any word processor ortext editor (Microsoft WordPad recommended) andtype your password. The KeyCarbon keylogger
will display amenu allowing you toview what's been recorded. AVAILABLE INBLACK OR WHITE.

System Requirements: USB keyboard connector (works withboth high & lowspeed USB).

KEYCARBON USB 512K
KEYCARBON USB HOME KEY LOGGER: Functions and description like the above (notime/date stamping) withrecording
capacity ofover 512,000 keystrokes. The perfect low-cost solution formonitoring your child 's on-line activity.

KEYCARBON USB 2MB FORENSIC
KEYCARBON USB FORENSIC KEY LOGGER: NOW WITH TIME/OATE STAMPING: Functions and description like the above but
records over 2million keystrokes and comes with dateandtime stamping allowing accurate forensic investigation. Perfect for
specialist investigative operations and long-term monitoring. Cross reference users with activity.

KEYKATCHER MAGNUM 4MB
MORE UNIQUE FEATURES & HIGHEST MEMORY CAPACITY OF ANY PS/2 HARDWARE KEYLOGGER ON THE MARKET: 128­
Bit Encryption, Time/ Date Stamping, Time of Use Charts, 4 Megabytes ofDataStorage, TrueStampTMTechnology makes it
virtually impossible to falsify time/ date stamps. This extra level of security leaves no doubt about when activityoccurs. Records
Data atthe Source -KEYKatcher keyloggers records keystrokes as they are typed formaximum accuracy and reliability. Software
is vulnerable to detection and being deleted. QuickErase - Erasing memory takes about 4 seconds - faster than other
KEYKatcher products. Multiple Viewing Options and acustomizable password allows you to change the password from the
default toapassword ofyour choice. Magnum's powerful search utility allows you tosearch thememory without downloading
the data. Searches save time andallow you toQuickly piecetogether activities.

KEYKATCHER MAGNUM 4MB Order code: ES·KK·MAG UK£92.50 USA $160 .00 ROW£99 .00

KEYKATCHER MINI· 64K HARDWARE KEYLOGGERS
! Records - 32pagesof typing - Internetmonitoring nosoftware

Order code: ES-KK4 UK£46.00 USA $60.00 ROW£55 .00

KEYKATCHER HARDWARE KEYSTROKE RECORDERS
FOR HIGH-USE FAMILY COMPUTER MONITORING

KEYCARBON HOME
Orde r code: ES-KC-HOM
UK £120.00 USA $199.00

ROW £127.50
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KEYCARBON CORPORATE SE
Order code: ES-KC-COR
UK£155.00 USA $270 .00

ROW £165.00

KEYCARBON FORENSIC
Order code: ES·KC·FOR
UK £199 .00 USA $360.00

ROW £210 .00

All keystroke loggers are Iiterally,an anti-virus software update away from becoming obsolete! KEYKATCHERS CANNOT beDETECTEDorDEFEATED byanti-spy software
programmes. Our 256K key logger stores over 162,000 keystrokes including e-men.cnat.la, internet addresses and more. We recommend KeyKatcher key loggers for
professional use, forhomes with high levels ofcompu1er activityorfor any application requiring infrequent checking. The new Magnum Keykatcher has afantastic 4MB
capacity and alsodate and time stamping for forensic and specialist use. For our full range - visitwww.eyespymag.com (shop).
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AvoIdIng the Risk

SUrviving Capttvlty

Programme Includes:

1st Responder- Negotiator
Training

Denying Tlme·Sensltlve
Information

RemaIning Safe Dunng Rescue

AudioLex Forensics
Specialists inForensic Linguistics, Phonetics, Speaker

Identification,Audio andVideoAuthentication /
Enhancement. Transcription, Text Analysis inc Author
Attribution.All tees Includepreparationof report inS9

Legal orother required format.
Tel : +44 (0)1544 231 965 Fax: +44 (0)1544 231 934

Web auoiolex-Iorensic .corn
Please quote Eye Spy

YOU CAN reduce the chance of betnv
kidnapped Inthe fl"t place.

YOU CANpositively affect the outcome of
anyHoslase sttuatton

With correcttralnlns,,,

If a kidnappinB occurs - there are many thlnp
that can and should be done to eflSlJre the
speedy, safe retum of the Captives to tMir
loved ones,

There are over 20,000 reported kldnapplns r---=-----:--c----,
Incidents worldwideevery year.

The sad fact Is that many Kidnap for Ransom
casescould havebeen llV01ded.

YOU CAN minimise the risk of unnecessary Who Should Attend l
ham betaUlns youorothercaptives.

CAN
Secunty ProfessIonals

YOU maximise the chances of
retumtns home to your toYed ones In the Pote ntial 'Lone Travellers'
shortest pos~bte tlmetrame,

~ Speaker- Simon Atldnson, Is a former UK NGO/Overseas Chanty Staff
Forces Spec1allntell tlenc~ Officerwho was

instrumenta l In the desJan anddisseminationof Journalists
the UK Hostaae Awareness and SUrvtval polley.

Havins been IntlmatelyInvolvedfn the safe Employers, demonstratingrecoveryof Hosuses. he has appeared on
national news stresslns the Importance and 'Duty of Care ' In the light of

benefits of suitable tralmns forIndividuals or the Corporate Manslaughter
companies whomay faU victimto this and Homicide Act 2007.

pemlc10us Industry.

For reatstratlon details, please email events~athenalntellfaence~co.uk
or call +44 (0) 141 3143983

£.wnl lat, lJ/r-ta'o1tIJtrolninr for anyIndMduol. or Tnponsibl, GfmCY withprrJOfJlWl worlllJf or
tr~lllnt 'npotrntlGtly hentl lr rrwlronnwnts.

•... thf bnt trainingof IU rypt I haw .,M Inmy10YfOfJ of HrVI,,',

IMat lJIItIfI«III~ft.Offtur

KIDNAP AVOIDANCE AND
HOSTAGE SURVIVAL TRAINING

EyeSpy IntelligenceMagazine Classrtieds. Allinsertsappear in USA, UK
and Wo~dwide editions. EyeSpy Publishing Ltd reserve tilerightto refuse
anyadvert wrthout giving areasontorsucharefusal. For afullmedia kit
anddetails ofall ourexcellent rates and specialpackages, pleasego to

www.eyespymagand down-load ourmediapack. Simila~ you canwrite
toourUSA, UK orCanadian address.

Payment must besubmittedprior topublication.
Monies payable 'EyeSpyPublishingUd' Please donotsendcashfor

goods whenresponding toadvertisers. Eye Spycannot beheld
responsible lor delays inreceivinggoods lrom advertisers.

TRAINING AND SECURITY

EYE SPY INTELLIGENCE MAGAZINE R1 200G I



Inte lligence

NTELLIGENCE MAGAZINE 61 2009I EYE SP

for

INTELLIGENCE TRAINING

www.technolytics.com

techno lyt ics

follow...
or be pushed aside?

iTechnology

80



www.osssociety.org

AIR AMERI IA
1--"-

SPY STORES

PUBLICATIONS

0lII1.~.....
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INTELLIGENCE AND
SECURITY WEB SITES

CONFERENCES • LECTURES • EVENTS

Christ Church, Oxford is home to the
autumn series of confe rences on the
theme of conflict. This, the seventh
event in this well established series, is
run in collaborat ion with the University
of Oxfo rd's renowned Middle East
Centre, and takes as its theme the
endu ring and apparently int ractable ChriH Church
confrontations of t his region. o x FO RD

For further information pleasecontact: Tel:01865 286848/286877
The Making of the Modern Middle East Fax:01865286328
The Steward's Offi ce Email:contlict@chch.ox.ac.uk
Christ Church Oxford oxl Idp wwwchch.ox.ac.uk

Sunday 6September - Friday 11 September 2009

CHRIST CHURCH,OXFORD CONFliCT CONFERENCE 2009

The Making 01 the
Modern Milidle East
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The best way of ensuring that you receive your copy of EYE SPY is to
support your local newsagent by pla cing a regular standing order. The
newsagent will be abl e to deliver it to your door or reserve it in the shop

for you to collect. If you have any difficulty, why not consider taking out a
post-free annual subscription - see advertisement elsewhere in this issue

I - - - - - - - - - ------------ ~~~~~.

Dear Newsagent.

Please reserve/deliver- a copy of EYESPYon publication, starting with the next availab le issue

Nam e Address ..

....................................................................................................... PostlZip Code .

- delete where applicableL ~

Hand the coupon in to your newsagent, or a simple hondoNritten note is adequate
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Am I Being Watched - is part one of a professional three DVD series on anti-surveillance, countersurveillance and related tradecraft and security issues. It is
produced by BLACKChrysalis and distributed solely by Eye Spy Publishing Ltd. Outlets should contact Eye Spy for trade questions and reselling licences.

Each DVD conta ins
discount (£5.00/510.00)
voucher for Volume II

. UK £39.99 • USA S79.99 • ROW £45.00
Usual Price UK £49 99 USA 599.99 ROW £55 .00WORLD

II I

Before an attack, theft, kidnap or an attempt to
gather information about you, your family,

business, home or office, one thing is proven...
your routine will be watched.

Learn all the secret skills used to identify
surveillance without anyone knowing you

are even looking... this is the art of
anti surveillance.

In this highly informative, instructional and
professional eve, ADRIAN RADFORD. a former

British intelligence instructor presents some of the
secrets of this essential guide to discover if you

are being watched

for government, military, security andsurveillance professionals, close protection teams,
media figures, corporate and travelling executives, business persons,

chauffeurs, celebrities andimportantly - members of the public

A 60* minute step-by-step professional
training high-definition DVD illustrating how to use

secret methods to discover...
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