


INTER-WAR YEARS
"Theconflict between MIG and SOE

became the biggest, bitterest internal '
battle ofour intelligence services"

This man viewed secrets and potentially
damaging information every week". now

~......... he has written abook - the official history
~ of the D-Notice. Eye Spy interviews

ADMIRAL NICK WILKINSON

El ite surveillance unit returns to
Northern Ireland as terrorists

strike

70
Eye Spy tests anew range

of spy products





FSB APRIL SECRETS
RUSSIA SPY SATELLITE DATA"THWARTSAIR RAID"

I
srael's news outlet - Debkafile - has reported that an audacious
operation to destroy the bulk of Iran's air force inone mission was
thwarted bybad weather and an intelligence advisory from Moscow.
According to Debkafilesources (reportedly close tothe Mossad)
Israel's military chiefs allegedly authorised an attack on 17April this

year. The idea was to strike the grounded aircraft on the eve of an airshow
celebrating Iran 's Army Day atMehr-Abad Air Force base. "Dueto poor
visibility and the appearance ofdust storms (over the city) , we were forced
to cancel thedrill ," said Air Forcecommander Brigadier General Hassan
Shah-Safi.

However, Debka, quoted Mossad sources saying that the cancellation was
announced after atip-offfrom the Russians. "Moscow had informed the
Iranians that its spy satellites and intelligence sources had picked up
preparations atIsraeli Air Force bases to destroy the 140 warplanes on the
ground the night before the display, leaving its nuclear sites without aerial
defence," Debkasources insisted.

~ USAF F-14A painted in Iranian air force
colours for training purposes

Publisher Jeremy Robson was
reportedly unaware of British
Intelligence concern and said no­
one had approached him. Robson
said: "M15 and MI6 have got awhiff
of the book and as aresult we're
being bombarded by newspapers
trying to get hold of copies of it.The
book isvery graphic, but very
responsible in itstreatment of
sensitive material and very
dramatic. "

Queen's University inBelfast is also
putting pen topaper on M16's
journey. However, we understand
that this work bizarrely ends inthe
late 1940s.

•
GORDON THOMAS

O NE HU N DRE D YEA R S O F'

BRITISH INT El.l.I GE NCE

INSIDE 101 15 AND 101 16

W RS

Thomas has used anumber of
former UK intelligence operatives to
produce latter day historical points,
but it is clear he has other good
sources - either serving orretired
officers - from various organisations
outside the UK, including the
Mossad and CIA.

For several years now, the ac­
claimed Cambridge historian and
intelligence expert Christopher
Andrew has been researching and
writing the "official" history ofM15.
This has been described as a
"vetted"work and it isunlikely to
contain material that could be

, construed as "too controversial".
Keith Jeffrey, professor ofhistory at

unattached to aseries ofknown and
unknown intell igence operations and
incidents.

EyeSpy couldn't find anything of
particular note that might betray UK
secrets, and it has been reported
that Whitehall acknowledge that no
intelligence officer orgovernment
employee has been recalled
because ofasecurity breach.

The rights to publish inthe UK were
bought by JR Books and there has
been aslight name change to
'InsideBritish Intelligence: 100
Years ofMI5 and MI6', however, the
court ruled that because it was
already widely available, there was
no point intrying to stop its
publication. Eye Spy and other
publications were advised to consult
the DA Notice [Office) before
publishing any details relating to the
names ofoperatives who featu re in
the book, despite the fact that it is
available through this magazine.

New intelligence book "unwelcomein UK"

In early January 2009, copies of the
work started to appear inthe United
States - and amonth orso later the
book featured inshops throughout
the country.

Now, it has been reported inthe UK
that the government tried to obtain
an injunction to stop its sale in
Britain... something which was
apparently sought because the work
allegedly identifies intelligence
personnel who have thus far
remained obscure, unnamed and

A
book bythe prolific
intelligence and spy
author Gordon
Thomas - Secret Wars
- One Hundred Years
ofBritish Intelligence

Inside MI5 and MI6 (originally
published by Thomas Dunne Books,
adivision ofMacmillan), isatthe
centre ofanother controversy
relating to the naming ofpurported
British intelligence officers.
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NORTH KOREA CHARGES USJOURNALISTSWITH ESPIONAGE

Euna Lee and Laura Ling - both women deny the spy charges

US President Barack Obama said
he was "gravely concerned"
about the case of Roxana Saberi.

Iranian President Mahmoud
Ahmadinejad, almost certainly
under peer pressure, has since
written a letter to Tehran 's top
prosecutor and asked that
"suspects be given all their rights
to defend themselves," according
to the state-run mediaagency
IRNA. "Prepareforthe court
proceedings... to observe and
apply justiceprecisely,"
Ahmadinejad added.

Saberi , afreelancer who once
worked forthe BBC, moved to
Iran anumber ofyears ago to
research and writeabook.

However, her case was made
more troublesome when ajudge
said these minor charges should
be changed to one of espionage.

Her plight stems fromreportedly
not having the correct press
papers... and purchasing abottle
of wine inJanuary this year.

legal boffin, behind closed doors
and without any proper legal
representation.

MOSI UNliKElY US SPlfS

PYONGYANG:Two American
journalists have been chargedwith
"espionage" and face at least five
years ina labourcamp, after
crossing into North Korea from
China. EunaLee and Laura Ling of
the Internet-based channel, Current
TV, were detained in mid-March
whilereporting from the Tumen
River. Thewomen were investigating
reports ofNorth Korean refugees
reportedly being abducted on the
border by Chinesesoldiers

R
oxanaSaberi, a US­
born Iranian journalist
has been jailed for
eight years after being
"found guilty" of

spying for the USA. Saberi was
tried , convicted and sentenced in
just afew hours by an Iranian

THE BRITISH BOMBMAKER
MI5 knowidentityof keyAfghanistan lED expert

5

"CIA-MOSSAD" MEN
ARRESTED IN TEHRAN

TEHRAN: Iranian intelligenceofficials
haveannounced they had "success­
fully disrupted" aCIA-Mossad unit
which had been infiltrated into the
country todisrupt Iran'sJune
presidential elections - this according
toTehran'sstate-owned media.

"Beside having links toMossad
thesepeople, who sought tocause
problemsfor the election, also have
linkstothe US intelligence service
the CIA," deputy Tehranprosecutor
Hassan Haddadsaid.

Haddad saidthe mastermind of the
plot wasbased in theUnited States
and "enjoyed financial support from
Americans."

TheunidentifiedBriton leftthe UK
in 2007 after making contact with
extremists inAfghanistan. He was
identified after troops forwarded
forensics fromthe unexploded
bomb to experts back inthe UK.
Here , DNA was secured andthe
results processed in adatabase of
terrorist suspects. "Therewas a
definite match," according to
sources.

MI5 are aware ofseveral Britons
fightingwith Taliban and al-Qaida
forces.

UK forces inAfghanistan have now
been alerted to his identity, sotoo
Pakistan police. Amilitary source
said: "This man is now wanted­
andwe will pursue him."

The discovery was made after
troopsmanaged to locate,
dismantle and forensically analyse
aroadside bomb that failedto
explode in Helmand Province in
thesouth ofthecountry.

many British Army and Coalition
forces in Afghanistan.U

Ksecurity services have
found evidencethat a
naturalised British citizen
is central toanew wave

of technologically advanced
improvised explosive devices
(lED's), blamed forthe deaths of



Speculation abounds regarding extent
of cooperation on Britain's streets

United States virtually without
restriction.

For years the CIA has had officers
(liaisons) attached to M15, MI6
and other UK intelligence and
security services. However, if the
new reports are true, it suggests a
major increasein operational and
coordination staff based in Britain.

Onecaseinvolves TariqMahmood. It has been
alleged he was surveilled through Saudi Arabia
to Pakistanwhere MI6 liaised with Pakistan lSI
officers whodulydetained him. It is claimed
British agents "issueddeaththreats if hedidnot co-operate."

UK TORTURE AUEGATIONS

S
olicitors acting O~ behalf of at least 29
terrorism suspects, bel ieve they have
evidence of "M15 and MI6 abuse".
Detectives from New Scotland Yard are

examining allegations that the men, including
British citizens, were tortured and British
intelligenceofficers were "complicit". Much of
the informationhas come fromformer detainees
at Guantanamo Bay. The UK monitoring group
'Cageprisoner'said that alongside Britain, six
other countries were involved in the affair.

is being given to possible terrorist
suspects in the UK, this after a
CIA National Intelligence Estimate
(NIE) warned that the UK and
Europe are being used to prepare
attacks on the USA.

One unnamed British official said:
"There is agreat deal of CIA
activity insidethe UK. The CIAhas
been given afree reinto raise,
handle and process from intelli­
gence sources insidethe UK. In
many cases we do not know who
their assets are. Several of the
recently foiled terrorist plots inside
the UK were uncovered by
informants run by US source
handlers. We 've been able to
interdict these plots."

stating agents are actually helping
MI5 surveil as many as 4,000
suspects. Much ofthis reporting
is based on a UK media feature
published atthe turn of the year.

Meanwhile aformer CIA agent
who worked in counter-terrorism
said officials in Langley are deeply
concerned that so much attention

•

US commentators claim that four
out of every 10CIA intelligence
gathering operations are actually
being performed intheUK
(predominantly counter-terrorism).
Some have even gone further, by

T
heCIA's recent internal
wranglings concerning
interrogation of at­
Qaida prisoners and
doubt about its

direction under President Obarna,
come atatime when there is
further speculation about its
operational prowess in the UK. A
few weeks ago there was much
speculation inthe American media
about the number of CIA opera­
tives "augmenting" MI5 surveil­
lance operations in Britain.
According to some journalists,
this has led to minor irritations on
both sides oftheAtlantic.
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world and controlled bythe military general
staff. Indeed, it is believed several generals from
the GRU resigned when they heard news of
Korabelnikov's demise.

Eye Spy sources based in Moscow said
Korabelnikov had actually told President
Medvedev he was stepping down atthe end of
last year. The reason being he was adamant
reforms planned forthe GRU byother intelli­
gence officials (mainly from theFSB) would
"harmthe Service". Part ofthose reforms meant
handing over certainpowers to the FSB, and a
much reduced army and nuclear arsenal.

Viktor lIyukhin, deputy leader ofthe opposition
Communist party and former deputy head of
parliament's national securitycommittee, said
Korabelnikovs dismissal was a "blow atour
Russian forces and the securityofour nation."

"Hewas aborn intelligence chief, aman who
brilliantly knows the situation inthe world and
one of the best experts in the situation in
Russia's army," he told the Reuters news
agency.

Photo: Happier times - Moscow 2006:
Valentin Korabelnikov (left) shows former
President Putin and DeputyPrime
Minister and Defence Minister Sergei
Ivanov, the new headquarters of the
Russian Armed Forces General Staff
Chief Intelligence Directorate (GRU)

Few detailsregarding Korabelnikov's dismissal
were released, but the decree to remove him
was signed off by the President himself. He
was also dismissed from military service.
Alexander Shlyakhturov was immediately
appointed to head up the GRU - the country's
biggest spy agency with agents all over the

O
neofthe world's longest serving
career spy chiefs was sacked on 24
April. General ValentinKorabelnikov,
a63-year-old spymaster had been
atthe helm of Russia's powerful

Military IntelligenceService (GRU) since 1997.
He was invited tothe Kremlin and was
summarily sacked byPresident Dmitry
Medvedev.Russia's Mililary Inlel

Spy Chief Sacked
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Elite UK surveillance unit returns to
Northern Ireland as terrorists strike

various overseas theatres. An official request
that the SRR return to Northern Ireland, is
evidence enough that M15, who spend 15%of
their budget on operations in the province, and
the PSNI, thought the situation serious enough
to require specialist operators. Some critics,
however, believe Sir Hugh Orde should not
h ve made public the Regiment's return.

I, I; I z. ,.
,..~; " , r i
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RETURN OF THE SRR

Service of Northern Ireland, announced
operatives from the Armed Forces Special
Reconnaissance Regiment (SRR) , had been
called togive assistance to the security
services. Their target - suspected dissident
republicans. Some observers believe the
imminent arrival ofthe SRR may have
provided the trigger forthe killings.

The Special Reconnaissance Regiment (SRR)
was officially formed on 6 April 2005 at
Sandhurst, though it was conceived one year
earlier. It represents some ofthe most
experienced and best-trained surveillance
operatives inthe UK's Special Forces arena.
With apseudo-civilian undercover role, SRR
personnel are also trained in the use of

( irearms, and have formed operations in

Forensic specialists look for clues
at Massareene Barracks
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wo unarmed British soldiers
were killed outside the
Massereene Barracks (38
Engineer Regiment) in Antrim,
Northern Ireland, on 7 March.
Their murder followed the firing
ofat least 60 automatic rounds

by gunmen from the outlawed Real Irish
Republication Army (RIRA). Less than two
days later, another terror group - the Continuity
Irish Republication Army (CIRA), also struck
after apolice vehicle was lured into an area
where gunmen were hiding.

The shooting of the soldiers (the first in 10
years in the Province) shattered an uneasy
peace and followed the raising ofthe threat
level from 'Substantial' to 'Severe'. Days
earlier, ' nd faced with mounting tensions, Sir
Hugh l:I ~ e: the Chief Consta~le ofthe Police



Constable Stephen
Paul Carroll - a 23­
year career officer
shot dead by CIRA

gunmen

© KELVIN BOYES/PRESS EYE PHOTOGRAPHY AGENCY

Prior totheformation of the SRR, nearly
all the counter-terroristsurvei llance work
carried out in Northern Ireland, particu­
larly in the 1990s, was performedby
"14 Int", sometimes called "TheDet".
The unabbreviated designations - and
bothunofficial, were 14Intelligence
Company and The Detachment. Often
infiltratingareas and indisguise, their work was bothdifficult and highly
dangerous. While 14 Int operatives werepredominantly male, females
played an important ro le. All were skilled inutilising listening devices
and communications. An incredibleamount of intelligencewas delivered
by 14Int, and many bel ieve their return to Northern Ireland unnerved the
RIRA and provoked aresponse.

Today the SRR supports elite military regiments such as the SAS and
SBS, and are an integral part of Britain's Special Forces Support Group.
However, they are available to playa support ro le in counter-terrorist
operations on the UK mainland, primarily because of the urban experi­
ence obtained and passed on by their predecessors - 14Int.

• Anumber ofmen were quickly arrested and charged withthe officers
deaths

EYE Spy INTELliGENCE MAGAZ NE b _ q I 9
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Cleared ­
Sandeer Saleem

11

Three men stood inthe dockatKingston
Court, Mr Sandeer Saleem was cleared ofall
charges.

During thetrial , whichfollowedthebiggest
ever police inquiry, thejury wastold37,000
exhibits wereforensically examined, 4,700
telephones seized, and astaggering 24,000
people eliminatedfrom police inquiries.

MI5 traced the men
fromavariety ofclues
left at addresses in
Leeds. Indeed, the
SecurityService and
New Scotland Yard believe as many as twenty
people were involved or had priorknowledge
ofthe attacks - this after fingerprints and DNA
wererecovered. Senior detectives arefuming
that these suspects are being protected or
havegone underground.

bombers, with whom
i they had grown up in

Beeston, Leeds.

Ali , left , with Hasib Hussain, a 7/7 bomber,
filmed by gang leader Mohammad Sidique

Khan, who attended a camp with Ali

; court ofconspiring to cause explosions. They
were arrested at Manchester Airport in2007
asthey preparedtoboard aplane to Pakistan.

The head ofScotland Yard 's counter-terrorism
, command, Deputy Assistant Commissioner
John McDowall, said Ali and Shakil shared the
same extremistbeliefs as the London

Waheed Ali, 25, and Mohammed Shakil, 32,
werefound not guilty at Kingstoncrown The judge, Mr JusticeGross, told Ali and

l iiiiiii.; Shakil: "Your intention, but foryour apprehen-
• , sian, was toattend areal camp and touse

real guns intraining atthat camp. This was
not playacting andyou weredetermined
players, not naive dupes." He also told the pair
they had a"very real prospect of reoffending."

T
wo friends oftheal-Qaida sleeper
cell that bombed London in 2005,
have been jailed over plans to attend
terror training camps. Themen were
originally charged with having

carried out a reconnaissance mission forthe
7/7 gang, identifyingkey targetssuch as the
London Eye, Natural History Museumand
the London Aquarium, afull seven months
prior tothe attacks. They insistedtheir two­
day trip had been an innocentsocial outing
forsightseeing and visiting family, and had
nothingto do with the attacks.



ccording to aRussia Govern­
ment-backed media organisa­
tion, the US, ormore specifi­
cally, the NSA, has quietly built
amajor surveillance centre
under cover atthe Manas Air
Base - the key Afghan war

operations ' support facility. The Kyrgyzstan
centre, dubbed 'The Base ' on Russian
television, is located on the outskirts of the
country's capital Bishkek, and has been
operational foranumber ofyears. It was
established just weeks after US Special Forces
were flown tothe region to locate Osama bin­
Laden and his al-Qaida henchmen. However,
Russia has accused itsfaraway operators of
installing powerful surveillance equipment ina
faceless building that enables the NSA to
monitor Chinese and Russian communica­
tions.

The US has used the Kyrgyzstan site (manned
by about 1,000 personnel predominantly

12

under the US Army) to channel weapons, men
and material support into Afghanistan in its
war with al-Qaida and the Taliban. In return,
the US has pumped millions ofdollars into the
local economy utilising local contractors,
builders, etc. Similarly, it has provided general
support tothe government of Kyrgyzstan and
provides around £150 million ayear inaid.
However, inFebruary 2009, the Russians,
annoyed atthe 'base's' presence, pulled a
masterstroke by offering Kyrgyzstan a
massive $2billion ingeneral aid, thus
negating any financial reason why the US
should remain.

The Manas Air Base is America's last
remaining centre inthe region, and itsclosure
will be abitter blow to US forces. With its
13,800ft runway (built by the Soviets), it is
capable ofoperating numerous large aero­
planes, including C-17 and C-5 (cargo). A
flight from Manas to Kandahar takes about
three hours - a journey ofabout 1,150 miles.

Its importance tothe counter-terrorist effort in
Afghanistan is underlined by the fact that
170,000 military personnel passed through its
air and transport system in 2008 alone.

The CIA suspect experienced Russian FSB
planners were behind the financial promise,
and the campaign to "invent" a shadowy side
to Manas' role. Indeed, Eye Spy has learned
that the documentary which carried the spy
claim (aired on 5 April) and shown on Rossiya

lEE SP TELL GEN F ~lpG E '.<! _



Arkady Mamontov prepared the Manas
report - he is the same journalist who

broke the FSB story on M16's 'spy rock'

F E::;

television (state
owned) , was
actually made by
Russian journalist
Arkady Mamontov
(right). Mamontov
fronted the
remarkable programme in2006, which
showed MI6 officers using an electronic
communications device disguised as arock in
a local Moscow park. The FSB accused MI6 of
liaising with NGO's (non-government organi­
sations) in an effort to receive and impart
intelligence. Covert film footage of several
alleged MI6 operatives was aired and pub­
lished in hundreds of newspapers. The
incident caused adiplomatic row between
Moscow and London. Eye Spy sources say
there was media-intelligence "collaboration" in
the affair.

Mamontov is known to the CIA's media
intelligence 'watchers wing'. He was also the
driving force behind a documentary that
"proved" the CIA (like MI6), was financing
opposition groups inRussia, specifically for
thepurpose of "replicating" uprisings like
those seen inSerbia, Romania and other near­
Russian state nations.

\' J,t ,
" ,

CIA DEAD LEITER DROPS

There was also asimilar "espionageencoun­
tersegment" played out inthe Manas film.
Rossiya showed agrainy pieceof footage
showing awoman atthe base - and identified
heras a CIA agentbased atthe USembassy
inBishkek.

13
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The "CIA agent", shown in ashawl and
disguised as an elderly woman is allegedly
Vicki Lynn Rundquist, first secretary ofthe
political division at the embassy. Rossiya's
commentator announced they had gleaned
informationthat Rundquist would communi­
cate with local informants who would chalk
markings on lampposts to arrange times for
"covert encounters".

Rossiya alleges that the CIA has formed a
covert unit tomonitor local politicians and
thwart Kyrgyz counter-intelligence officers
who could damage itsoperations.

THE ECHELON BUILDING

Rossiya television showed aphoto ofatwo­
storey windowless building atthe heart of the
facility. Acommentator declared: "In one of
the buildings there isamulti-channel, multi­
functional system of radio-electronic surveil­
lance. This station can eavesdrop the whole
world - every fax, every e-mailed letter. Every
call from amobile or landline phone is being
recorded and processed. Billions of messages
are being intercepted. "

Intelligence watchers believe the producers
were infact referring to the NSA's ECHELON
spy programme - an indication ofwho they
believe operates from the base.

The programme was shown just two days
after President Dmitry Medvedev met with US
President Barack Obama, and it didn't carry
any "niceties". "At Manas, the Americans built

I EYE Spy INTELLIGENCE MAGAZINE 62 2009



15

·EYE SPY BEST-SELLERS

astation which controls entire Central Asia, parts of China and Siberia.
For Americans, the existence ofthe intelligence complex atthe base is
more important than the runway. Itwas done inatreacherous way,
without being endorsed bythe Kyrgyz authorities. "

Interestingly, the programme also coincided with news that the US and
Kyrgyz officials had started new discussions over the base 's future.

The building shown in the documentary isactually adormitory for
long-stay personnel, and Major Pickart said anyone who wants to
check it can do so. "Any media orgovernment officials that would like
to come to the base and see forthemselves, go into those buildings
that they showed, we will gladly invite them out," Pickart said. As for
the film 's producer. .. "Mamontov has not even visited the base," he
said.

Major Damien Pickart, a spokesman forthe Manas base said: "It is all
lies, it is false. There wasn 't asingle point that I read about the
narrative ofthe documentary that was accurate. "

In Washington DC itself, an official described the spy allegations as
"ridiculous".

EYE SPY INTELLIGENCE MAGAZINE 622009 I
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INTEL
BRIEFS

PLANE STUPID is aprotest organisation that
campaigns against avariety oftopics associ­
ated with the environment and other "green
issues". In late April, one of their kind, Tilly
Gifford, who was opposed to anew airport
runway in Scotland, declared undercover
police offered her"thousands of pounds
worth ofmoney" to inform on thegroup and
its members. She went on to say the police
were running anetwork ofhundreds of informers in protest groups. Surprisingly, herstory made
front-pagenews. Gifford, forher part, had recorded the meetings with the "policeassociates" in
an attempt to embarrass the authorities as if this was something unique and ofgreat political
significance.

EDITOR'SNOTE: Police and security services
worldwide relyon informants to obtain intelli­
gence on awholerangeof subjects, from petty
crime to terrorism. Gifford tale is not news. What
we found of interest was she chose to use an
Eye Spy device featured in Peter Jenkins Product
Review - issue 61 - the PI Camcorder Stick to
help gatherher"evidence"!

"LOSE" THE KEY-CHAIN BELT...
EYESPY understands amemo
has been issuedto persons
working inthe security
services to keep keys and
identification cards out of sight
- especially in publicplaces.

This follows abreakthrough in
2008, byUS scientists in
California, who managed to
recreate keys photographed
fromdistance. Computer
researchers attheUniversity of California atSan Diego developed technology called
"Sneakey" that can accurately replicate the key's dimension and characteristics by means of

"optical teleduplication". To demonstrate
their technology they photographed a set of
keys from nearly 200ft - and then extracted
various data. Sceptics said the cameraused
was ahigh-end unit, but to make their point,
the researchers then took asnap using a cell
phone and still managed to make aperfect
replica.

Though the software is commercially
unavailable, it seems only amatter of time
before something similar appears on the
marketplace.
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causing activities atthe recent G-20 summit in London.

enior intelligence and military
officials have publicly admitted
that the possibility ofal-Qaida
detonating a 'dirty' radiological
dispersal device (ROD) or
chemical bomb on the streets of
Britain is moving ever nearer.

Home Secretary Jacqui Smith, believes that
terrorists on Britain's streets not only have the
capability to build lED's (improvised explosive
devices), but it's "realistic" to think they will
use them.

It'sunusual forgovernment ministers inthe
UK to impart (in such great detail) - assess­
ments made by British Intelligence, but this is
exactly what happened in late March. The

UK's international counter-terrorist measures
· are contained within a 174-page pseudo

public-official awareness programme called
· CONTEST. Four primary areas are covered ­

Pursue, Prevent, Protect and Prepare...
· together they have been dubbed "The Four

P's". Security ministers, alerted by new
intelligence gleaned byMIS and MI6 and an

I unidentified external warning that the terror
threat 'dimension' has evolved, are worried
that 'smart' operational terror planning may
one day defeat the country's overall counter­
measures package.

With this inmind, the government is broaden­
ing itscounter-terrorist package to involve
parts ofthe public sector that might either be

atrisk, orcould help the security services. Up
to75,000 people have received guidance
already, from hotel managers to security
personnel atshopping centres and sports
arenas. Other training exercises are also being
written - these will actually help staff cope
with an actual attack.

The new admission reflects growing concern
that the Taliban and al-Qaida, are actually the
dominant force insome regions of Pakistan
and Afghanistan. It also surrounds intelligence
that atleast 20 known UK residents have
returned to Britain following extensive training
atterror camps pre-occupied with experimen­
tation with chemical, radio-active and
biological weapons.

17



Training exercise: Makingsafea 'dirty bomb'

UK threat assessments about dirty bombs
now parallel theUnited States mindset, which
has long been fearfulthat aterrorist attack
may come from an "enemy within".

The warning is set against terrorist research in
theUK, that concludes an increasing number
of people in Britainare prepared to carry out
attacks using more sophisticated weapons
than those built and detonated by al-Qaida on
thestreets of London in 2005. Britain's
current strategy for dealing with chemical,
radiological and biological bombs has been
upgraded totry and counter the threat,
however, notall securityadvisorsare confi­
dent the measures willwork. What is clear, is
that MI5 bel ieve under-the-counter efforts are
afoot to try and build evermore lethal devices

and usethem in the UK. Similarly, the Security
Service has told ministers that smuggling
materials and components usedto manufac­
turesuch bombs, is withinterrorist reach ­
this as technologybecomes more freely
available.

Another interesting, but obvious assumption,
is that al-Qaida "may not survive in its present
formand is likely to fragment". In reality, this
"evolution" has beenhappening since its

. leadership was attacked inAfghanistan in late
i 2001 by US troops. A2007 CIA estimate

notes that "al-Ilaida" franchises existinone
form or another inas many as 30countries,

i with dozens more localised terrorist organisa­
tions providing further support. "Theterror

, group is not only acoalition ofentities, but a
phantom menacewith atruly global follow­
ing," aCIA analyst said. This comment was
reflected inthenew UK strategy, which
warned thebrand ofal-Qaida offered plentyof

. opportunities for"self-startinggroups", this
• despite its leadership somewhat trapped inthe

border regions of Afghanistan.

Jacqui Smith said: "Failedstates, conflict,
technology... both in terms of the ability to use

This 'Dirty BombThreat' leafletproducedby the
Civil Singapore Service is available free 10 anyof

the country's citizens... evidence enough the
threat is not confinedto the Western world

18

This innocuous-looking trailer is in fact packed with laboratory equipment ready to test for a
wide variety of biological agents in an emergency. Such facilities are now being assigned to
various elements in a number of armed forces, but officials now believe these rapid-response
units should also be available to civilian emergency services. The trailer shown here is
equipped with the Joint Biological Agent Identification and Diagnostic System and assigned
to McConnell Air Force Base, Kansas - the USAF's first laboratory response team trailer.
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With many events taking place outside the
capital , various elements of Britain 's military
and intelligenceservices will be required to
help with security.

The "Do Not8"

The health effects 01 radiationtend to bedirectly
proportional to radiationdose. In other words, the
higher theradiation dose, the higher risk01injury.

IMPACT OF ADIRTY BOMB

Immediate health ellectslromexposure to the low
radiation levels expected Irom an ROD would likely
beminimal. The effects 01 radiation exposure
would bedetermined by:

• the amount 01radiation absorbed bythe body.
• thetype 01 radiation (gamma, beta, oralpha).
• thedistance Irom the radiation to an individual.
• themeans 01exposure-exlernal or internal
(absorbed bytheskin, inhaled, or ingested)
• thelength 01 timeexposed.

The extent 01 local
contaminationwould
depend ona number 01
lactors, including the
size 01 theexplosive,
the amount and type 01
radioactive material
used, the means 01
dispersal, and weather
conditions. Those
closest to theROD
would bethemost
likely to sustain injuriesdue to theexplosion. As
radioactive material spreads, it becomes less
concentrated and less harmlul. Prompt detection 01
the type 01 radioactive material used will greatly
assist local authoritiesin advisingthe community
on protective measures, such assheltering in
place, orquicklyleavingthe immediatearea.
Radiation can bereadily detected with equipment
already carriedbymany emergency responders.
Subsequent decontamination01the affected area
may involve considerable timeand expense.

• DO NOT remain intheexposed area.
• DO NOT apply ointment toburned skin areas.
• DO NOT remain in exposed clothing.
• DO NOT minimize thepotential danger - radiation
exposure is dangerous.
• DO NOT hesitate toseekemergency medical
treatment.

EyeSpy believes the report isaprecursorto a
wide variety ofother counter-terrorist meas­
ures being examined as the 2012 Olympic
Games inLondon nears. InJanuary 2009,
General Sir David Richards (British Army ­
Commander-in-Chief Land Forces), gave
evidence tothe Commons defence committee
and warned that the UK's armed forces had
"no idea" what that role will be in terms of
security of this huge event. He admitted that if
elements within theservices aretoprovide
additional security then training should begin
immediately. He also warned that themilitary
"re-balance in the face ofamajorattack in the
UK." Perhaps more significantly, Sir David said
security planning and bureaucratic rivalries
over the Olympic security "keeps him awake
atnight. "

materials andthe ability to learn about how
materials areused - contributeto our concern
about that as athreat, including what we know
about what terrorists may have previously
planned to do and may be planning todo."

individuals,arebeing ideologically turned by
those seeking to attackthe West. Indeed, the
report notes that mostof the plots being

, prepared orthose that have been disabled in
Britain, do have amajor thread to elements in
Pakistan. In this regard, the UK hopes better

The writers oftheBritishassessment note that . communications [between M15/5) and the lSI
the primary threatis still embedded in areas of i (Inter Services Intelligence Agency) will
Pakistan and Afghanistan, and warns that UK ' provideformore intelligence and analysis.
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Somalian pirates and terrorists sel
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Throughout the standoff - vital intelligence

special groups and organisations were plotting
how the situation should be resolved. The
Naval Special Warfare Command (NSWC ­
Norfolk) and Special Operations Command
(SOCOM - Tampa) , were inplay. From that
moment on, the pirates were effectively

Back at sea, the USS Bainbridge was keeping
aclose eye on the pirates who refused to
release Captain Phillips. By now, various

Meanwhile the US Navy was in intense
negotiations with FBI officials back in Wash­
ington.

The USS Bainbridge sailed to the scene
arriving 18hours later. With the warship now
incontrol ofthe immediate area, the Alabama
departed with an 18-man armed escort to
Kenya. On itsarrival inMombasa three days
later, an FBI forensic team and detectives lost
no time in gathering evidence.

Unable to sail the ship away, the pirates were
taken by surprise when crew members then
launched an attack oftheir own and overpow­
ered one ofthe thugs - Abduhl Wal-i-Musi. A
stand-off ensued. The crew wanted the pirates :
to release Captain Phillips in return forMusi­
but they refused. Eventually, the pirates made
off in one ofthe vessel's covered lifeboats
taking Phillips hostage. The ideawas to trade
him infor a ransom.

joint FBI-US military operation
over 250 miles offthe
Somalian coastline, resulted in
the deaths ofthree violent
pirates who earlier had seized
the US-flagged cargo vessel
the MV Maersk Alabama. The

ship, carrying thousands oftons of relief
supplies (for Somalian and Ugandan refugees)
via Mombasa, Kenya, was attacked by four
pirates in a 'fast boat' inthe early hours of8
April. The 20-or so crew members aboard the
Alabama locked themselves away until
eventually Captain Richard Phillips, 53,
decided to surrender himself in return forhis
crew's safety. At the same time, he quietly
ordered acolleague to override the vessel 's
navigation system making it i possible to
control. /



wrong target

ned by reconnaissance drones and aircraft

doomed ifthey continued to ignore orders to
surrender. But they still held atrump card ...
Captain Phillips, who had already tried to
escape on one occasion.

Overhead, US surveillance aeroplanes and a
Scan Eagle RPV gathered intelligence. And
then on 12April, the USS Bainbridge 's captain
- Commander Frank Castellano - received a
communication that deadly force was only to
be used ifnegotiations broke down or if the
captain's life was in danger. On board the
warship, aUS Navy SEAL team now planned
for the end game. The situation was becoming
increasingly tense and when apirate started to
wave an AK-47 near Phillips, SEAL snipers
fired simultaneously killing three pirates
instantly. Afourth , Abdul Wali Muse was
eventually detained and will face trial in the
USA for his involvement.

)0;>

US NAVY SEALS
The US Navy Special Warfare Trident insignia worn only
by qualified US Navy SEALs. SEAL personnel are
named after the environment in which they operate, the
Sea, Ai r, and Land, and are the foundation of Naval
Special Warfare combat forces. They are organised,
trained and equipped to conduct a variety of Special
missions in all operational environments. Today's
SEALs trace their history from the elite frogmen of World
War II. They are regarded as an utterly professional and
eli te fighting force by their counterparts and peers in
such regiments as Britain's SAS and SBS.



The US Navy SEAL team
was flown to the area in a

C-17 transport

Eye Spy has learnedthat the Navy SEALteam
used anew type of gun designed by special­
ists from the technical section of Israel's
Mossad. It is an extremely high-powered
weapon (withnight vision) , but different inthat
part of the mechanism is computer controlled.
The gun-sight, elevation, movement and
trigger are augmented by aclever gyroscope
that keeps everything still - even if the ship
moves up and down in strong seas.

COMBAT READY

The US SEALs went operational inminutes
from NSWC. In the dead ofnight they were
flown tothe area, parachuting from C-1 T s
into the Indian Ocean. From here they made
their way in inflatable boats to another nearby
vessel - the USS Boxer. Meanwhile, there
seems to have been a little "armwrestling"
between the SEALs and the FBI, who were still
trying to get to the scene. It is understood
political elements inWashington had "de­
manded" a "negotiatedsettlement" atall
costs, but the military, on examining the
scene, wanted the SEALs as back-up in the
event the use of force was necessary.

There was also another problem to contend
with. The pirates had acquired asatellite

22

phone from the Alabama and had called upon
colleagues forhelp. By now FBI negotiators

: were talking tothe pirates. They even agreed
to treat one of the men who had been injured
during theinitial raid. With astorm forming

i over the sea, the pirates negotiated with navy
officers that the USS Bainbridge tow the
rescue vessel from adistance of30 metres.

i Eye Spy has learned that this is exactly the
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distance US SEALs practise when training on
the firing range. Itwas no coincidence and the

• outcome obvious.

Eye Spy understands fellow pirates in Somalia
were indeed on their way with "other hostages
from lots of countries". This may havealso
contributed totheexecutive decision taken by
observers to eliminate the pirates.
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OPERATIO N

PATHWAY When police officers raided twelve premises in Manchester, Liverpool
and Clitheroe in northern England, plus Liverpool University on8April
2009, MIS intelligence officials hoped they would stumble upon weap­
ons,or at the very least, bomb-making equipment... or residue thereof.
'Iodate, nothing ofreal material substance has been secured, but the
intelligence gleaned from long-term surveillance and communications
ofa suspected terrorist sleeper cell, is apparently ofhuge importance
to MIS and the wider counter-terrorism community.

hen reports ofseveral
police raids started to
appear via the
newswires attea-time,
intelligence watchers
were puzzled why so
many intense and high­

profile operations had taken place indaylight
hours. Part ofthe answer tothat question lay
two hundred miles away inthe heart of
London with aforlorn senior police officer and
adecidedly frustratedM15.

Two hours into this hugeprecise and spec­
tacularly well-coordinated operation, which
began in Liverpool ataround 5.00pm, police
vehicles were already dispersing 12suspected
terrorists inholding cells in Birmingham,
Manchester and Leeds. The very scale of this
operation, involving hundreds ofofficers from
avariety offorces and intelligence services,

was evidence enough that this was not an
"immediateresponse event". It had to be
planned, but the fact that it was performed
during daylight hours, while civilians shopped,
cars hurried along busy roads atrush hour,
and students walked auniversity campus,
made forpuzzling analysis.

The hidden hand of M15's A-4 surveillance
section was all over this important operation.
In DowningStreet, Prime Minister Gordon
Brown lost no time inannouncing the police
were dealing with a "very big terrorist plot".
Information of significancehad been pre­
sented tohim while COBRA
sat just days earlier. The
most powerful counter­
terrorist figure
in the country
- Metropolitan
police

assistant commissioner Bob Quick, had
briefed senior ministers over an ongoing
operation that, according to government
sources, was fast reaching itsclimax.
However, that's not what some intelligence
watchers close to MI5 believe.

MrQuick was driven to Downing Street on the
morning of8 April. Itwas here he would
impart information that the North West
Counter-Terrorist Command, aided by

. specialist police from Liverpool and Lanca­
shire forces, were ready to "takedown" an



"AQ" [AI-Qaida] sleeper cell. That action was
needed immediately, and the nature of the
threat "immense", seems to have overtaken
this experienced officer. As he exited the
vehicle to walk afew paces into Downing
Street, he was photographed carrying a
bundle ofdocuments outside ofatranslucent
plastic folder. Clearly MrQuick had been
reading the papers as he drove to Downing
Street, but he forgot tomake good their
security. Ninety-percent ofthe text ofa
'SECRET' document was readable - if one was
to "zoom-in" on the paper...something which
journalists and editors with akeen eye did.
Now, security sources say had the media
published oraired the content ofthis file, it
would undoubtedly have alerted targets inthe
north, and probably anumber of "support
individuals" who have yet to be identified.

Operation Pathway had been exposed, so too
the number ofalleged terror suspects, their
locations, the police forces involved, and the
suspects' dispersal locations.

The media, who had obtained the image were
alerted to the importance ofthe paper. In
liaison with the Defence Advisory ComJJlittee,
who had been contacted b Nevi'
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Cheetham Hill area just
north of Manchester city
centre. Eye Spy unde,..

stands this area has
been under observance

for some time as a
"place of interest" for

MIS

Scotland Yard, aNotice was reportedly issued
that effectively meant the contents ofthe
photo - easily readable, should not be
published. However, the DA office and its 'D­
Notices' are advisory only and carry no weight
abroad. Therefore, the very fact that some
overseas publishing houses had obtained the
image, forced the security services hand.

The saving grace ofPathway was that its end
game seems to have been planned previous,
the targets and locations known, the opera­
tional officers chosen, equipment, vehicles,
communications and code-words already in
place. The down-side toMrQuick's inadvert­
ent error, was that the security services had
planned tocarry out the raids indarkness... at
2.00am and after MI5 surveillance had
confirmed all the targets had arrived home and
were tucked in bed. Similarly, there still
remains the unanswered question whether or
not MI5 had gleaned sufficient evidence to
attach the men toamajor al-Qaida plot. Some
analysts think not.

Hundreds ofheavily armed officers descended
in convoys offast-moving marked and
unmarked vehicles on four primary centres or
zones - each given aspecific code-name. The
most important centre measured about one
square mile and its focal point the Cheetham
Hill area just north ofManchester city centre.
Eye Spy understands this area has been under
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A terror suspect is detained at John
Moores Liverpool University

observancefor sometimeas a"placeof
interest"for M15. OnGoldsworthy Avenue just
off Cheetham Hill, police entered aproperty
and detained two men, including22-year-old
AbidNaseer. His f1atmate, HamzaShinwari,
whoworked as asecurity guard, was arrested
as he drove avan on the M602 on the
outskirts ofManchester. MI5 had surveilled
him throughout the day. Twoothers, identified
by locals as SultanSher and "Tariq", were
arrested atanearby internet cafeon
Cheetham Hill Road. In Liverpool, three people
were arrested on Cedar Grove, another on

EYE SPY INTELLIGENCE MAGAZINE 62 2009 I 27



and analysis of intercepted communications
via the Internet and cell phone activity was
performed, and once MI5 began to surveil ,
further indications that aplot was forming
triggered massive interest in London. The
twelfth man isaUK national.

AL-QAIDA CENTRAL

MI5 watchers monitored anumber of the
suspects taking photographs of, and/or having
their photographs taken atseveral well known
locations inManchester. Atthe iconic Trafford
Centre; the Arnold Centre (once devastated by
IRA bombers) ; St Ann's Square and the
Birdcage - apopular city-centre nighclub.
Detectives believe that this venue, near The
Printworks entertainment complex, may have
been targeted because AQC - AI-Qaida Central
- the new MI6 description ofOsama bin­
Laden's group inAfghanistan and Pakistan,
believe it isa"symbol ofWestern decadence".

AI-Qaida has long targeted such prominent
venues. Last year in London, terrorists tried to­
blow up the TigerTiger bar inthe heart of the '4
city, and before that, MI5 thwarted an attack
on the huge Bluewater shopping centre in
Kent. "Therehas been an 'extending ladder' of

speculation tothe exact targets," apolice
officer in Manchester told Eye Spy. "It isall
speculation and no-one yet has been
charged."

PRESS SPECULATION FRENZY

Other intelligence correspondents note that
Manchester United's football ground - Old
Trafford, and Liverpool's Anfield stadium,
could have been the target. It has also been
suggested that the men had been put in place

to carry out afuture "Mumbai-type" ofattack
atthe city locations mentioned previously,
though acquiring firearms such as an AK-47 in
Britain still remains an extremely difficult task.
BBC news insiders said one piece of informa­
tion that was discussed concerned large
amounts of fertiliser forbomb-making.

MAJOR SURVEILLANCE UNDERTAKING

However, despite "mediacontacts" and
"intelligence scurr , agedjn trying to
unlock this case, senior olice officers are



BACK FROM THE GRAVE?
CIA and MI5 ponder if terror coordinator reportedly killed in November 2008 . is the link
man between events in North England and aplanned wave of attacks in Western cities

R
ashid Rauf - one ofal-Qaida 's most experienced terror
commanders was reportedly killed by aCIA Predator RPV
missile strike in North Waziristan, Pakistan on 22 November
last year. However, aterror suspect arrested along with 15

colleagues in Belgium in December 2008, told investigators Rauf was
behind their training and had a "contact" in England who was planning
with others to attack targets in the UK. This contact was allegedly
based in the north ofEngland and henceforth has been linkedwith the
men arrested in Manchester and Liverpool. Most ofthose arrested in
Britain aresaid to originate from the lawless North Waziristan area. As
forRauf, his family claim he is still alive... something which has never
been proven one way oranother. Speculation abounds that aUKattack
could have signalled Rauf's retu rn.

downplaying the shopping centre "attack
scenario". Nevertheless, that an operation of
this scale took place, signifies a"clear and
present danger". MI5 and New Scotland Yard
do not place this much emphasisand
manpower on speculation alone. Surveilling
just one target often requires the use ofa
dozen-or-so operatives - active and support. If
this is carried out 24-hours-a-day over a
period ofweeks, and the target is operational,
that figure will inevitably rise. Times that by 11
or 12suspects who requi re attention, this was
ahuge undertaking by MI5 and its liaisons.

Once armed officers had detained their targets
and made safe several premises, the search
foraweapons oran explosives 'factory'
began in earnest. Several suspicious vehicles
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• were also removed by the police, one
displaying on its windscreen anewspaper
report about asuicide attack. Computers,
clothing, files, cell phones and boxes of
documents were removed over aperiod of96
hours toaspecialistMI5 holding centre in the
northof England.

GENESIS FOR PATHWAY

Eye Spy understands MI5 launched its
massive investigation following the arrest of
several men inBelgium in 2008 (seeEyeSpy
61 ). The Belgium raids occurred as European
leaders gathered foratwo-day summit. It is
believed one ofthose detained mentioned a
suspect formerly high on Britain 's 'most
wanted ' list - Rashid Rauf. The man said he

had received personal guidance from Rauf on
how to detonate body-worn explosives. The
suspect, reportedly interviewed byMI5
officers, also mentioned that Rauf had a
"major contact" inthe UK who was acting as
the terror group's liaison. Though the arrested
man did not know his name - he did reveal his
pseudonym. Henceforth MI5 soon located him
signalling the beginning ofOperation Pathway.

Intelligence analysts were initially puzzled
about the intelligenceon Rauf, for in Novem­
ber 2008, it was widely reported he was
amongst anumber ofterrorists killed bya CIA
missile strike in North Waziristan. It may well
transpire that the operatives inBelgium were

Arndale Centre
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LAST WORDS
THE DEFENCE LAWYER
• Mohammed Ayub, a lawyer for three ofthe
men, called for an independent inquiry into
Operation Pathway and said their deportation
orders would be challenged. "Our clients have
no criminal history, they were here lawfully on
student visas and all were pursuing their
studies and working part-time," he said. "They
are neither extremists nor terrorists. Their
arrest and detention has been a serious breach
oftheir human rights. As a minimum they are
entitled to an unreserved apology."

THE CHIEF CONSTABLE
• Following news that all 12suspects had
been handed over to the UK's Border Agency,
the Chief Constable of Greater Manchester
Police, Peter Fahy, said: "As there are ongoing
issues ofmatters ofnational security around
this investigation, it does limitwhat we are
able to say. This has been an extremely
complex investigation that has involved
officers working closely with other agencies to
gather and examine large amounts ofevi­
dence. We had a duty to act on April 9 to
protect the public and a subsequent duty to
investigate what laybefore us. When it comes
to the safety of the public we can't take any
chances - we must act on information we
receive. We don't take these decisions lightly
and only carry out this kind of action if it was
wholly justified."

THE GOVERNMENT
• AHome Office spokesman said: "We are
seeking to remove these individuals on
grounds ofnational security. The Government's
highest priority is to protect public safety.
Where a foreign national poses a threat to this
country we will seek to exclude or to deport,
where this is appropriate."

THE INTERESTING INTEL
• Eye Spy understands that much of the
intelligence gathered has opened new avenues
of investigation that are being actively
pursued. It's likely that we may not have heard
the lastof Pathway.
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FIVE MILLION HITS AMONTH
34 . ,

ntelligence insiders in the USA believe
President Obama's recent rhetoric on the
Agency's former interrogation procedures
and future operational ro le; has divided
opin ion between seniorCIA staffers. In
publicly denouncing controversial
interrogation practices such as

"waterboarding", and then telling personnel at
Langley they are "an indispensable tool , the
tipof the spear", officials believe the
president is "playing up" to his followers and
awatching foreign audience - all keen to
criticise the CIA and make scapegoats out of
leading officers who were operational atthe
time of the interrogations. "Oneminute the
President uses Langley as a 'global public
punch bag ', then he tells staff how wonderful
it is," said an employee who spoke on the
condition ofanonymity.
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Standing infront of Langley's famous marble
wall which carries dozens of stars in
recognition of fallen agents and contract
operatives, President Obama told employees:
"We live in dangerous times... I am going to
need you more than ever. We will protect your
identities and your security as you vigorously
pursue your missions. I believe that our
nation is stronger and more secure when we
deploy the full measure of both our power
and the power of our values - inclUding the
rule of law."

InApril, Washington officials released
government documents that green-lighted the
CIA's tough interrogation procedures against
known al-Qaida terrorists. Many saw this as
an attack on the former President and the
Republican party. However, their release~
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9/11 mastermind Khalid Shaikh Mohammed pictured
minutes after his arrest was subjected to 'waterboarding'

on 183 occasions. Above: A CIA document noting approval
of certain interrogation techniques. Many officials in the

CIA are furious about what it sees as political interference

provoked afurious backlash from
CIA officials and former Bush
advisors who said the full
background and context of the
papers should also be
published... something which
Hilary Clinton, the President's
deputy, seems strangely keen to
avoid.

Former Vice President Dick
Cheney thinks he knows why. Mr
Cheney believes the interrogation
carried out on several suspects
was proportionate to the threat
following 9/11 , and wants the
papers released in full because
the results from various
interrogations almost certainly
saved lives and led to the
detention ofother active al-Qaida
operatives. MrCheney also

believes the papers will show the
enormous pressure US security
services were under atthe time.

The released files show CIA or
contract staff used the technique
of 'waterboarding' 266 times in
2003 - and 183 times on the man
who meticulously planned 9/11 ­
Khal id Shaikh Mohammed. It is
understood most of these
followed the terror leader's arrest
- as CIA officials believed a
"second wave" ofattacks had
already been planned.

Though the White House has
advised CIA heads that "no agent
will be prosecuted ," and similarly,
those atthe Justice Department
who signed off the procedures,
insiders believe that in future

days, faced with political
difficulties, some officers may
well be taken to task.

OBAMA CAVES IN TO CIVIL LIBERTY GROUP
The release of the documents stems from a request in 2005 bythe
extreme lell-wing outfit the American Civil Liberties Union (ACLU). One
document described interrogation procedures that could be used ­
including pushing detainees against a wall , facial slaps, cramped
confinement, stress positions and sleep deprivation. President Obama
justified releasing uncensored 'secret' papers release bysaying: "I
believe that exceptional circumstances surround these memos and
require their release. Withholding these memos would only serve to
deny facts that have been in the public domain for some time," he
explained.

When the documents were initiallyreleased, large parts were blacked­
out (right), because some agents feared they could expose their
identities. CIA Director Leon Panetta and hisdeputy John Brennan,
wanted to keep the status quo in respect of the concealed sections, but
both men lostthe battle.

11 • I i
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Founded in 1990, ISS is the longest established surveillance training company
in the United Kingdom. Its credibility and reputation is internationally

acclaimed. ISS offer nationally recognised qualifications... and much more

ISSCOURSES:
TRAINING LTD

• Foot & Mobile Surveillance
• Advanced Surveillance
• Electronic Surveillance
• Foot Surveillance Training in London
• Counter Surveillance For Close Protection Officers
• Rural Surveillance
• Tactical Firearms
• Digital Photography Training

for more information visit
www.intelsecurity.co.uk I@ _,edexcel ]
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On trial - the Serbian Spymaster and CIAs most senior
agent during the traumatic break-up of Yugoslavia

,

he bloody breakup ofTito's
once stable and multi-ethnic
Yugoslavia was played out on
television screens throughout
much ofthe 1990s. Atrocities
were committed byvarious
factions and genocidal ethnic
cleansing resulted in the deaths

oftens of thousands ofpeople. Acouple of
highly organised and "legitimate" units feared
more than any other were the Red Beret's and
the Scorpians. These Serbian outfits were often
atthe front ofmilitary operations orcalled into
"clear" villages and towns ofenemy combatants
- usually those of Kosovan, Croation and
Bosnian denomination. The problem was, they
often embarked upon the slaughter ofcivilians ­
actions that would result inthe likes offormer
President Milosevic being arrested on charges of
crimes against humanity.

President Siobodan Milosevic of the Federal Republic of Yugoslavia (centre), PresidentAlija
Izetbegovic of the Republic of Bosnia and Herzegovina, and President Franjo Tudjman of
the Republic of Croatia at the Dayton Peace Accords- Wright-PattersonAir Force Base

1995. Spymaster JovicaStanisic (inset) wasat Milosevic's side throughout

: Stanisic, now 58, apparently led adouble life, but
according to William Lofgren, his CIA recruiter
and handler, "providedvaluable information from
Milosevic's inner circle." Speaking to Greg Miller
of the Los Angeles Times, Lofgren said: "He
never took money from the CIA, worked with the
agency on operations ortook steps that he

: would have considered ablatant betrayal ofhis
boss."

Faced with war crimes, Stanisic has been
accused of being party to "ajoint criminal

: enterprise that included former Serbian President
Siobodan Milosevic and other Serbian politi­
cians. " Dermot Groome, The Hague's chief

I prosecutor, said he was responsible forsending
! inthe Serb Scorpion and Red Beret death squads

Milosevic died before he could be sentenced, but : captured NATO troops and later still, the location
now the trial of another Serb has started atthe i ofmass Muslim graves. And when NATO forces
International Criminal Court atThe Hague. The • requested areas which could be used as secret
name Jovica Stanisic may not be known tomany : safe zones for local headquarters, he would
outside the former Yugoslavian nations, but as always "deliver" the best locations.
head of the Serb 's infamous DB Secret Police
(Drzavna Bedzbednos) and Milosevic's intelli­
gence chief, Stanisicwas responsiblefor issuing
the Scorpians and Red Beret's with their deadly
orders. In 2003 he was arrested forbasically
"dealingdeath", but now information has
surfaced that Stanisic was also the CIA's most
senioragent inthe region, and may have tried to
alter Milosevic's warped thinking.

According to Belgrade Radio B92, papers have
surfaced that reveal Stanisic actually spied on
Belgrade's military, intelligenceand political
hierarchy foralmost adecade, whilstconducting
his "regular" duties. Meeting his CIA handlers in
safe houses, recreation areas and boats on the
River Sava, Stanisicprovided intelligence on a
range ofsubjects, including the whereabouts of
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A Bosnian-Serb commander jokingly plays with his
6-year-old son ... and a pistol

"Hedid not believethat Milosevic
was taking the country inthe right
direction- so he wantedto influence
events. He saw himself as an
important guy who could pull
strings behind the scenes to make
things happen in Belgrade. "

difficult forthem tobe effective if
they onlyworked with peoplewho
had unblemished records. People in
Belgrade who have been following
the career of Jovica Stanisic would
say that this was aguy who wasan
expert inhis field; he was ahighly­
trained and highly-effective spy. His
motivation may have been that he
wanted toknow what the United
States was up to.

Despite Stanisic's "not guilty" plea,
andhis covert CIA role, this might
notsave him from alengthy prison
term.

Stanisic was atthe call of people
like Radovan Karadzic and playing a
most dangerous game. He has
countered the accusations saying
he was a"personwho had sought
tomoderate Milosevic and had done
agreat deal to moderate the crisis."

It isunderstood the CIA has
forwarded secret files totheHague
that reveal Stanisic's undercover
operativero le. The files also
allegedly show he actedtodefuse
operations and wanted to bring
peace to the region.

into those states seeking independ­
ence from Belgrade.
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Miller, said: "TheCIAdo not see
Stanisic as achoirboy. Whenyou
talkto people who workinespio­
nage, this is oftenthe case.
Becauseofthenature ofthat job, of
that assignment, they areworking
with people who do not have
unblemished records, itwould be
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ith the Great War against
the Kaiser now behind
them, MI5 and MI6 sought
to establish themselves
within Britain 's predomi­
nantly military intelligence
community. Successes

during the conflictmeant that their credibility
had been assured and both theservices'
respective heads, Vernon Kell (MI5), and

Mansfield Cumming, were knighted. However,
the Navy's intelligencedirectorate (NID ­
sometimes called 'Room39' - after its room
number atAdmiralty headquarters), was still
far and away the most respected and powerful
of intelligence organisations. Indeed, in late
1918, as the embers ofWWI were beginning
to fade, the NID's intelligence chief, Admiral
Sir William Reginald 'Blinker' Hall, warned of a
new emerging threat - that of Bolshevismin

As Britain's two premier intelligence servces celebrate their 100th birthday, Eye Spy
looks at how MI5 and MI6 evolved in the inter-war years and prepared for the
menace of Nazism and Russia's ruthless brand of Communism
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Russia: "Hard and
bitter as the battle
has been, we now
have to face afar, far
more ruthless foe. A
foe that is hydra­
headed and whose
evil power will spread
over the whole
world... that foe is
Soviet Russia. "

Admiral Sir William
MI6 had already Reginald Hall
encountered the 'red
menace' towards the latter end ofthe war, and
some of its notable 'agents' - Sydney Reilly
and Bruce Lockhart - despite having to flee

An unlikely headquarters for MiS
as war broke out in 1939 ...

Wormwood Scrubs Prison

the country, had fostered useful contacts
- inside the country. Inside Britain, many 'White

Russians' who had become exiled, began
forwarding information - allegedly from "good
sources" who had remained inthe country.
However, by 1923 many opposition groups,
though used by M16, had been infiltrated by
operatives from the Cheka (secret Bolshevik
police), and the intelligence was regarded as
"flawed". Nevertheless, the fledgling GC&CS
(previously known as Room 40), the
codebreaking arm of British Intelligence,
which shared its headquarters inBroadway
House with M16, had started to crack Soviet
diplomatic cyphers. Indeed, thousands of
supposedly secret communications between
London and Moscow (and visa versa) , were
intercepted and digested by analysts. Publicly
and diplomatically, Moscow said it had no
intention ofconfronting Britain - anywhere in
the world, or "interfering in its empire".
However, the codebreaking spies in London
soon discovered the Russians did have a
secret agenda, that if successful, could
destabalise Britain and lead tothe dismantling
of Parliament and the Royal Family. Itwas one
that would deeply divide MI5 and MI6 and
create anumber of factions.

EYE Spy INTEL! GENCE MAGAZINE 6:< 4 O" I

THE PERCEIVED COMMUNIST THREAT

Established in 1920, the British Communist
Party was arevolutionary movement that at
best was anuisance, atworst something
which should be monitored. The situation
became one of interest forMI5 and Special
Branch when it was learned that Russia had
started to communicate and pass monies to
some if its leaders. Analysts believed this was
an undercover attempt to generate political
unrest.

British Intelligence in all its guises was deeply
concerned about the Bolshevik threat and
embarked upon operations to expose its
supposed growing influence in the UK.
However, sometimes mistakes were made. For
example, Lieutenant Colonel Ronald
Meiklejohn, MI6 Station Chief in Estonia, was
given snippets ofanumber of telegrams from
Russia's Foreign Office. Those in MI5 and MI6
deeply suspicious that aplot to infiltrate British
society had been enabled were delighted. The
documents apparently showed the Bolsheviks
were bank-rolling aSinn Fein operation in
Ireland inthe hope that revolution would
ensue. However, it later transpired the ~
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"TO CITIZENS OF RUSS/if'

POSTER TRANSLATION: "TheProvisional Government is deposed. Thestate poweris transferred into thehands of theMilitary Revolutionary
Committee, an organof thePetrograd Soviet of Workers' and Soldiers' Deputies, which headsthePetrogradproletariat and garrison.

"The causeforwhich the peoplehas beenstruggling - immediate call fordemocratic peace, liquidation of ownership of land by landed nobility,
workers' controloverthe industry, creation fo the Soviet government - is ensured. Long live the revolution of workers, soldiers and peasantsI

MilitaryRevolutionaryCommitteeof the Petrograd Soviet of Workers' and Soldiers' Deputies" October25, 1917, 10 a.m.

documents were bogus. Those inBritish
Intelligence who hadplayed-downtheSoviet
threat were"beaming".

GRADING OF INTELLIGENCE

Another MI6 analyst blunder also relatedto
"diplomatic papers". Berlin Station Chief Major
Timothy Breen was passed afile "stolen" from
Russia's mission in Germany. The documents
showed how Moscow intendedtostart
operations in India. It later transpired the
paperswereforgeries, manufacturedby a
ring-Wingnewspaper witha largeexiled
Russian following in Berlin. Thiswas a
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significant momentinthe history of intelli­
gence gathering, because following the
debacle, MI6 initiatedaprogramme (partof
which is still in operation today), thatwould
allow senior officialsto actually "grade" the
data based on the"reliability ofthe source".

In January 1924, Britain elected its first ever
Labour Government... and the warning bells
started tosound inthe Broadway Buildings.
Several Labour Party members were already
on a 'watch list' or 'Registry' created by Kell's
MIS, and it was believed the government's
relationshipwiththe SecurityService would
be arocky one. Similarly, Prime Minister

Ramsey MacDonald saidhe wanted "better
relations" withtheBolshevik nation. This
certainlywasn't whatMI6 wantedto hearand
plans wereafoot to withhold intelligence
material it considered would be "unsuitable"
for some ministerson the matter of trust.
Labour officialslearnedabout the decision and
ordered areviewofMI6 operations - which

; were tobe suspended and its growing
i intelligencedossiers "openedto independent

scrutiny". MI6 could have disappeared but
senior intelligenceofficialswere already
scheming against MacDonald.

MI6 . EARLY TRADECRAFT

Today, MI6 is 100 years old, and few would
disagree it has forgedapowerful reputation

, for"complex operations ofnote"... many of
; them shadowy and highly original. Much of

today's intelligence collection and "tradecraft"
is performed in ways which few observers
can deduce. "It's adirtybusiness" one
commentator said... no doubt that Prime
Minister Ramsey MacDonaldwould agree with
thisobservation... just 10 months intooffice.

MacDonald 's Government had upset the
, "Establishment", and especially large ele­

ments within M16. Surprisingly, most senior
staff in MIS were happy and had forged good
relations with ministers. MI6, however, were
having none of it, especially as its files and
operations werejustabout to be opened and
regulated.
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Gregori Zinoviev. His
letter to British

communists may well
have been forged
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Reillyfell foul ofasecret Russian intelligence
: front known as Trust. Trust was asupposed

anti-Bolshevik outfit that had liaisons with MI6
Helsinki StationChief Ernest Boyce. Boyce,
whohad earlier been based in Petrograd, had
continued tohaverelationswith Reilly and a
notorious assassin called BorisSavikov.
Savikov led the National Centre another MI6
contact group, and though he was responsible
fornumeroushigh-profilemurders, MI6
continued totalkbecause he saidhisgroup
had agents who could get rid ofLenin.

FRONT ORGANISATION - THE TRUST
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hierarchy ofMI6didn't mind. Some intelli-
! gence expertsand ministers were ofthe

opinion that the letter was afake - and it
probablywas... penned no doubt by experts
known to Reilly. MI6 saidthe letterwas
"definitely authentic" and, with alittleskuldug-

. gery, slipped its text to media contacts on
: Fleet Street who duly published. Analysts
today believe theMI6operationwas signifi­
cant tothe defeatof Labourat theelection.
Reilly, meanwhile, said: "They [Labour)
maintain [theletter) it is afake... but it's the

: result that counts." The "result" comment was
reference tothe deception operation... not the i Boyce, Reilly and Savikov started tocooperate
defeat of thegovernment. with Trust, but unbeknown tothe men, Trust

was aOGPU front organisation (OGPU
. replacedthe Cheka in 1923). For anumber of
i years Trust had turned Savikov's agents and

The life ofSydney Reilly has been well- ! lured many opposition figures totheir deaths.
documented inthe pages ofEye Spy by author In 1924, Savikov became their latestvictim.
Andrew Cook (seeEye Spy 12 and 13), yet Hehad agreedto cross into Russiafrom
thespy was never quite in tunewithhis Finland for asecret meeting withaTrust
paymasters in London. All chance ofconfirm- agent. He was arrested and "died" in custody.

. ing the Zinoviev letter was lost in 1925, when ~

MacDonald had just
crept into office on
an unworkable
majority and by
November 1924, had
littleoption but tocall

, another General
Election. MI6
recognised that this
was an opportunity
todiscredit Labour
and call an end to
the proposedchange
in its running. It once
again called upon its
former "master of
disguise" Sydney

Reillyforhelp - thisagainst apolitical
backdropthatthe government was secretly in
league withthe Bolsheviks in Moscow. MI6
needed to implant this "British-Soviet" menace
inthe faces ofthe voting public, but it needed
something whichthe press could obtain via
the oppositionConservatives. Reilly "some­
how" found an official letter from Gregori
Zinoviev, the leader ofthe Third Communist
International Comintern (part ofanassociation
ofnational communistparties established by
Lenin in1919). The Comintern 's stated
purpose was to promote worldrevolution.
Zinoviev's letter was addressed tothe British
Communist Party and asked that it be ready
for the "red revolution". Part of the letter
advised that it could rely on "sympathetic
communist elements" within the Labour
Government. MI6 had found its "golden
nugget".

However, when the document was discussed
by M16, there werethose who thought
something was "not quite right" - but the
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surveill ing the British
Communist Party. The
SBIU was headed by
thelegendary Captain
Guy Liddle (right), and it
was his men whowere
also interceptingSoviet
mail and listening-in to
telephoneconversa­
tions between party
members. By 1931, the
SBIU had been absorbed into MI5 which was
now headquartered at124-126 Cromwell
Road. Kell 's M15, had its own Soviet and
British Communistwatchers, indeed, under
thecareful eye of Maxwell Knight, MI5 had
infiltratedthe movementat all levels. Working
from an apartment inLondon 's Dolphin
Square , the eccentric Knight, known as 'M' to
his colleagues, ran agents invarious left-wing
outfits (Knight kept avariety of exotic pets in
his flat, including ababoon, snakes and even
abear). One of these was Olga Gray, ayoung
19-year-old recruited by Knight in 1930. She
was asked to join 'TheFriends of the Soviet
Union', atask which she conducted to good
effect. Eventuallyshe secured asecretarial
post and thetrust of acertain Percy Glading...
a communistsympathiser engaged with

ONE-TIME PADS

Though MI5 was atthe
forefront of countering the
"Soviet Menace", it was

actuallythe Special Branch
Intelligence Unit (SBIU), that was

In 1927, and with relations with Moscow
worsening, theBritish government bizarrely
quoted from an interceptedRussiandiplomatic
message. GC&CS werehorrified, butthe
action, ofcourse, meant that Russiawas now
aware British Intelligence had managed to

. "capture" supposedly secure signals. The
Soviets then devised acommunications
system cal led "onetime pads" for
encyphering. This put an end to GC&CS's
ability to read secret messages and prompted

an angry outburst from its head, Com­
mander Alastair Denniston who

complained that hisown
government had "compro­
mised the organisation 's
work beyond question."

Thiswas not known to Boyce or Reilly, the The communistthreat inthe UK was growing,
lattergoing to meet more Trust agents in partly due to the gloomy economic situation.
Moscow inSeptember. Two persons who MI5 and MI6 werecharged withacquiring
accompanied Reilly on his journey from intelligencethat would enable the government
Helsinki weresupposedly Trust agents... but to attack Moscow politically and discourage
ofcourse, they werefrom the OGPU. Reilly, support on the streets of Britain. What
after interrogation, was shot afew weeks later. happened next was asignificant occurrence in

, the history of intelligence gathering and
espionage.Itwas an affair MI6 distanced itself from, but

Reilly 's wife pursued the matter, even writing
toWinston Churchill. His reply wasfar from
engaging or sympathetic: "Your husbandwent
there on his ownprivateaffairs... hedidnotgo
at the requestof any Britishofficials".
Henceforth, this exchange of correspondence
and the incident that it covered, is known
today as "plausibledeniability" - aphrase
often used by intelligenceand government
officials when avoiding affairs that are
undoubtedly embarrassing.

One time pad
(UNSPECIFIED)
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INCORRECT DECISIONS BASED ON POOR INTELLIGENCE AND ADVICE
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Soviets were putting in place amechanism to
"tap" theshoulders of Oxbridge's finest...
something MI6 would not do foranumber of
years. And throughout the early-to-mid 1930s,

~

(Above) L-R: Chamberlain,
Daladier, Hitler, Mussolini, and
Ciano pictured before signing the
Munich Agreement.This was a
pivotal momentas the region of
Sudetenland was effectively given
to Germany - paving the wayto
an uncontested invasion of

___ ...... Prague by theNazis.

ing former military and diplomatic figures (the
'oldboys network' as it has been described in
recruiting terms) to head up an increasing
number ofdirectorates and 'elements', the

MI6ANDTHEMUNICHAGREEMENT

EYE SP, ,. TE

30 September 1938 Prime Minister NevilleChamber­
lain holds the paper signed by Hitler and himself that
he mistakenly declared "would bring peace in our
time". MI6Chief Admiral Sinclair gave his support for
British efforts to "appease" Berlin - an errornoted by
historians as "glaring". Other MI6 assessments on the
sizeof the Luftwaffe and theCzechArmy's ability to
fightoff an invasion,werealsodreadfully inaccurate.

Throughout the inter-war years, both MI5 and
MI6 hadfocu sed muchof their attention on
the Soviet Union, and though the success of
Woolwich was hailed by the authorities, it was
hardlyasignificant blow to the Russian-based
communists who had their eyes fixed on
"bigger fish ".

MI5 and MI6 were somewhat reluctant to
follow theForeign Office in recruiting "edu­
cated civilian visionaries" from the leading
universities of Oxfordand Cambridge - oft
referredto as "Oxbridge". However, while the
UK services were [mostly] intent on employ-

MI5 asked Special Branch to arrest key figures
inthe spy ring, but the Russian element had
already left thecountry. Glading, however, was
detained at Charing Cross Railway Station - as
he received another package fromthe
Woolwich Arsenal employee.

espionage. This rapport would be crucial in
thebreaking of the famous 'Woolwich Arsenal
Spy Ring'.

In 1937, Glading discussedhisespionage in
more detail with Gray. She was "enthusiastic"
and asked to rent asafehouse where she and
Glading took photographs of secret docu­
ments - many ofwhich had been secured
from the Woolwich Arsenal and weredesigns
of Britishweaponry. MI5 watchers noted all
the comings and goings and soon identified
two persons who they believed were secreting
the documents out ofthearmoury. Another
surveillance managedtouncover Glading's
Soviet handler who was being presented with
an array ofuseful intelligence.



HORSEFERRY ­
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SECTION DAND SECTION V

Section Vperformed extremely well and
uncovered Nazi agents in Spain, Portugal and

Despite these
apparent failures , in
March 1938, Sinclair
created an MI6 force
that would later
expand and be
duplicated byothers.
Itwas Section 0 (0
standing forDestruc-

; tion) . Headed by
Major Lawrence
Grand, 0 operatives

; were to study
sabotage techniques, Major Lawrence
subversion and be Grand

trained foroperations behind enemy lines.
Section 0 was burgeoning, and itsoverall
strength of 140 persons was bigger than the
rest ofMI6 put together. And also at this time,
greater emphasis was placed on M16's counter­
espionage wing - Section V- headed by Major
Valentine Vivian. Vivian would later go on to
recruit the infamous double agent Kim Philby
into the ranks ofBritish Intelligence.

Nevertheless, one-year into the war, Section V
had been reconstructed and strengthened

; immensely. Together with personnel from the I
Radio Security Service (an organisation "stolen"
from afurious M15), MI6 started to intercept a
variety ofcommunications traffic from the
Abwher. RSS information and control should
have been distributed byM15, but it was now in
the hands ofSection V.

Eye Spy 60). These networks, especially in
their formative days, did provide useful
intelligence, but it was far from substantial or
adequate.

Itwas against this backdrop that
M16's own analysis ofwhat was
occurring inEurope produced
some ill-fated advice and assess­
ments. For example, the size ofthe
Luftwaffe (German Air Force) was
underestimated, so too the resolve of
the Czechs to counter a Nazi attack.
Indeed, MI6 Chief Admiral Sinclair
gave his support forBritish efforts to
"appease" Berlin... thinking this would
be preferential to confrontation. And

when Germany did march into Prague,
I Sinclair dismissed as "alarmist ru­

mours", suggestions that Hitler would
attack other European nations. MI6 also

failed to report on the Nazi-Soviet non-
aggression pact, instead focusing on the

illusory strength ofGermany's Nazi opposi­
tion.

Back in London, intelligence assessments
leading up tothe war were poor. Gleaned from
the "field", the intelligence was often contra­
dictory and misleading. Crucially, there was
no MI6 mechanism in place to analyse the

• 'product' as it was called. To counter this, in
. 1936 aJoint Intelligence Committee (JIC) was

established to analyse intelligence and feed
their conclusions toWhitehall and Parliament.
But by far and away the best opportunity to
grasp what Hitler was considering lay with the
codebreakers ofGC&CS. However, German
signals were already being sent - encrypted by
Enigma.

British Intelligence, with "eyes on commu­
nism", seemed to have all but forgotten about
two other emerging threats...Nazism and
German espionage.

By the mid-1930s,
fearful of Britain's
" listening" arm ­

GC&CS - the
Germans were

already sending
signals encrypted
by Enigma . This

was the pre lude to
an immense secret
war that Britain's

codebreakers
would win
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There had been the odd case ofespionage by
the Abwehr (German Military Intelligence), but
with Berlin not wishing toprovoke its westerly
neighbour before an assault on the rest of
Europe, the Nazis decided it was simply better
to leave well alone...at least fornow. And with
Germany not dabbling in British affairs, the
rise ofNazism seemed to bypass M16, who
many historians believe were in no position to
offer an intelligence solution when war
eventually broke out in 1939. MI6 did have
officers undercover in the 'Passport Control
Office ' and later still the Z-Organisation (see



TROUBLED TIMES AT MIS

elsewhere. Some ofthem were "turned" by MI6 officers, while others
led the Service tofurther spies.

MI6 officer, Henry Kerby

Churchill's 1940 decision to sack MI5 chief Vernon Kell - a 31-year
intelligence career officer, effectively left the Servicerudderless.
The PrimeMinister eventually appointed David Petrie in 1941,

replacing Brigadier A. W. Harker who held the position fora short
whileas Acting Director. Petrie would lead MI5 throughout the war

until 1946, while Harker (inset)was appointed Deputy Director.

"The conflict between MI6 and SOE became
the biggest, bitterest internal battle ofour
intelligence services"

InJuly1940, after being appointed Prime Minister, Winston Churchill
collaborated with hisvarious advisorswho believed it was ofsome
value toconfront the Nazis on the European mainland. Britain was in

~
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yber attacks and cyber espionage
are costing an estimated $1.9
trill ionof dollars ayear and have
now become a "National Security"
issueformany countries! Perhaps
the biggest challenge inCyber
Warfare is knowing you are being

attacked. The most accomplished attackers,
especially those intending on stealing
information on an ongoing basis, know stealth
is key and they have to go undetected for as
long as possible. So theactual number of
attacks is not known today and that is not
expected to change anytime soon. Add to that
the fact that most information on cyber attacks
against military systems and countries is
classified and kept secret, you can see the
difficulty inknowing just how bad the situation
really is.

Given those constructs, hard, verifiable
numbers and statistics are hard to come by.
Cyber espionage has rapidly evolved and
invadedthe highest levels ofmilitary, govern­
ments and businesses. So determining just
how close we are to theedge ofa cyber war is
difficult, but we will use open source intelli­
gence and afew inside contacts and tryto
determine how close we are today.

In the USA Joel Brenner, Counter Intelligence
Chief inthe Office ofthe Director of National
Intelligenceis quoted as saying "Government
systems are underconstant attack."

GE



The above two examples are clear
indicators that we are extremely
close tothe trigger point ofacyber
war. Nine months ago I asked the
question "what constitutes an act
ofcyber war"? Atthis point we do
not have an answer. With an
estimated 140 countries with active
cyber weapons and espionage
programmes, Lord West was
correct - very dangerous area!
Could it bein India, China orthe
United States orperhaps inUnited
Kingdom, Germany, Israel orsome
other country that will trigger the
first cyber war - no one knows for
sure.

Warn ings - Lord West

UNSETTLING CONCLUSION
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Top defence contractors around the
world are taking aim tocapture
their unfair market share in what is
projectedto be amarket between
$11 and $20 billion annual market
for cyber security inthe next four
years. That isprojected and with
the financial turmoil around the
world the market ishighly question­
able. In 2009 cyber security is
expected to be at the top ofthe
agenda forthe federal government
and majordefence companies.
Why is it we always wait until the
horseruns out of the barn before
wedecide toclosethedoor? Last
month whi le presenting a lectureon
cyber terrorism at the United
Nations, I took the opportunityto
call upon the UN to take amuch
more pragmatic and prominent role
in protecting against the imminent
threat ofcyber attacks, cyber
terrorism and cyber warfare.
Without immediate action it is just a
matter oftime before the world
experiences anew global threat ­
the threat ofamassive cyber attack
orwar.

Securityminister Lord West told the
House ofLords that the UK
continues to be targeted by a"large
number ofattacks" and that the
government is "taking action" to
deal with those backed by hostile
regimes.

threat ofnuclear orbiological attack
and promised action. President
Obamarecently ordered a50-day
cyber security assessment. A
review is being conducted by
Melissa Hathaway, aformer official
inGeorge W. Bush's administration
who coordinated cyber monitoring
forthe director ofnational intelli­
gence. This review will tell us what
experts have been saying for some
time now, the cyber securityofour
critical infrastructureis lacking and
these systems are highly vulnerable
tocyber attacks.

IN THE UNITED KINGDOM

Thegovernment has said it isfully
engaged indefending and investi­
gating the ongoing state-sponsored
cyber attacks on UK national
infrastructure. Lord West refused to
confirm the nature ororigin of
these attacks but saidcyber
securityis a"very dangerous area"
and that the UK has become "more
vulnerable as we become more
connected.

. The Ministry ofDefence (MOD) , the
DoD equivalent inBritain, has
begun to investigatewhat has been
called the most significant cyber
securityattack/breach after
information and evidence surfaces
that all emails sent from multiple
Royal Air Force stations were sent
to IPaddresses traced back to
Russia.

AUS Congressional panel in
November warnedthat China has
developed avery sophisticated
cyber warfare program with the
capacity to penetrate US computer
networks toextract sensitive
information. Also inNovember, the
hybridvirus that hit the classified
and unclassified networks atthe
Pentagonwas saidto be the first
cyber incident the rose tothe level
where the President ofthe United
States was briefed on the matter.
In the samegeneral time period and
just before being elected, President
Obama equated cyber risks to the

National security and cyber security
experts believe the USGovernment
and its contractors are thetargets
ofagrowingcyber warfare effort
that they suspect isbeing con­
ducted by nationstates and their
proxies with theaim of stealing
military and industrial secrets. It
has been discovered that hackers
and viruses infiltrated DHS and
000 systems, "exfiltrating" or
copying and sending out a
significant amount ofdata. One
estimate suggests that in2007,
that the 000 had between 20 and
27 terabytes ofdata exfiltrated.
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go to court and obtainan injunction.
But this isprecisely why theD­
Noticesystemis in place... to avoid
suchascenario.

Eye Spy: How often has this
happened?

AW: In my time- andthat of my
predecessors, it usually occurred
when government officials believed
the situation is so serious they need
to go to court immediately ­
avoiding the D-Notice System
altogether. Or, when despite D­
Notice advice, thepublisher
intendedtopublish anyway. It'snot
an ideal situation andone the
government iskeen to avoid. But
obtaining an injunction can backfire
onthe government. Unpredictable
litigation is no more liked by
government than it is by the media.

Eye Spy: Like the government's
attempt to blockPeter Wright's
(former MI5 officer) Spycatcher
book?

AW: Yes. Though that particular
casewas heard inaforeign court
(Australia). However, even

Nick
Wilkinson

believes US
FOIAis

better than
UK's

inthe UK if an injunction is
obtained, quite oftenthe judge will
say, 'okay - but I want to know
more about it'. The case is soon
unravelled and may well leadto the
withdrawal of the injunction.

Eye Spy: Secrecy and the Media is
one ofthemost important books to
appear inyears. What of its content

in relation to intelligence?

AW: Besides containing
fascinating details of the
working of the D-Notice,
case files and different
viewpoints, it does show

adversarial relationship
between the 'government
side' and the media. The
book is important for the

public, the media and
government

officials.

It allows everyone an insight into a
system that is unique. It will also be
of interest to foreign governments in
that it shows howthe UK handles
secrecy and publication matters.
Other governmentswho use their
own systems to maintain national
security and press freedoms. But
our system has sometimes been of
particularinterest, for example, to
the government ofthe United States
ofAmerica.

Eye Spy: How so?

AW: US officials have long had an
interest intheUK's D-Notice system

. - especially because our respective
intelligenceservices work so very
closely together. Washington is keen
to understand how we strike a
balance betweennon-censorship
and censorship.

Eye Spy: Isthe media in the USA
moreopenand does it have greater
powers than our own here inthe
UK?

AW: TheUSA has a better and
more user friendly Freedomof
Information Act (FOIA). The
UK's own FOIA is muchtighter
than that inAmerica.
However, the USA does have
very draconianpress
censorship when
required... includingeven
threats of imprisonment
have been issued. In
certain cases, theUS
will not hesitate to jail
reporters, but it is alast
resort in Britain. Onone
hand wehave a less
draconian Official

Secrets Act, but we definitely have a
less open FOIA.

Eye Spy: Thebook's chapters cover
some extremely interesting times
including the Cold War, WWII ,
intelligence and other well known
incidents. Any particularfavourites?

AW: There are many fasc inating
examples throughout the book, but I
found the continuously feisty
relationship between the govern­
ment side, the media and D-Notice
Committee to be the most revealing
aspect throughout.

Eye Spy: Anything of the alleged
1960s MI5 'plot' to remove Harold
Wilson?

AW: The book does not cover this
particular event indetail, because
although it was of interest tothe
media, it was therefore not a
national security matter as defined
inthe D-Notices, but more a
political matter, and therefore not an
issuerelevant tothe D-Notice
Committee. However, to answer
your question, Peter Wright, who
wrote about the affair, later admitted
that he had made it all up. There
was no MI5 plot.

Eye Spy: When you occupied the
post, didyou favour greater press
freedom? We have researched a
number ofdecisions taken during

: your tenure as secretary that
suggest you wereinclinedto
support the view that once astory
was widely inthe public domain ­
and that includes on the Internet - it
was normally no longer possibleto
advise against publication, other
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The D-Noticesystem is keen to allow press freedoms but will
speak out if it considers national security is at risk.

AW: GCHQ were not too concerned,
primarily becausethey don't feature
inthe book that often. They were
interested inhowthe work they
perform isportrayed, but frankly,
the media has never given that
much attention to GCHQ, unlike
MI5, MI6 and our Special Forces.

}P>-

Eye Spy: Whathas been the
reaction ofBritish Intelligence to
'Secrecy and the Media'?
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published, butI did manage to stop
much ofthe detail appearing
immediately. This allowed for
certain personnel who could have
been indanger to get away. This is
damage limitation used properly.

Eye Spy: Acase example being Bob
Quick, asenior counter-terrorist
officer who accidentally revealed an
intelligencepaper at Downing
Street?

AW: I certainly do not, especially
when I see the current problems my
successor has had to deal with.
Such apost requires regular fresh
ears being brought to the debate.
Theofficeshould move forward
with the times. Virtually everyone
now carries mobile phones
complete with audio and cameral
photo capability... information and
images can be moved overseas in
seconds - wherethe D-Notice has
no powersor influence. Quite often
the role ofthe D-Notice office is
damage limitation.

We could not attributecomments to
particular members, but it was a
major step intheright direction. I
also believethe Secretary must
increasingly act as an educator...
explaining the Office's roleto
journalists so that they always know
whentoseek advice about a
National Security story which might
endanger British orallied lives or
operations. Indirectly, this also
applies to foreign journalists, but
they are beyond the D-Notice locus.

Eye Spy: Doyou miss the job and
has it gotten harder?

An example of how the D-Notice system engages with the media and
security and intelligence world, occurred following an inadvertent error by
terror chief Bob Quick. He accidentally allowed a photograph to be taken of
a secret counter-terrorist operations' document ashevisited Downing
Street. Though a Defence Advisory IDA-Notice) was very quickly issued,
some web sites obtained the image and were only too keen to upload the file
- as seen here - though Eye Spy has purposely distorted this particular
frame.

AW: Indeed so. But once the story
has found itsway onto the Internet,
you can't keep a lid on it for long.
However, afew hours is sometimes
all you need totake action. Acase
example I was involved inrelated to
Libya, MI5 and M16. I did not advise
aparticular story should not be

than perhaps againstgiving much
wider publicity to certain specific
endangering details?

Eye Spy: How wasthis new
openness applied to the D-Notice
Committee?

AW: I certainly agree that was my
attitude. I became secretary at a
time when there was afeeling on
the committee, including the 'official
side', that the ColdWar wasover
and we needed to bealittlemore
open withwhat had happened and
what was currently happening.

AW: One of my first tasks was to
completely revamptheoldD-Notice
websitewhich was very limited in
scope. I wanted to createawebsite
wherebythe publicand all visitors
could access information and have
abetter understandingofhow the
system works. And then I per­
suadedthe committee that the
contents of our six-monthly
meetings should be made available.

The increasing threat of terrorism in Britain is evidenced by the
changing face of Whitehall. Though tasteful and in keeping
with the architecture of this area, thesenew ballastrades afront
Downing Street (part of the "ringof steel") have been built to
stop suicide bombers attacking the buildings. In days gone
by visitors were keen to walkdown this street and takepic­
tures of the famous 'Number 10' door, Sadly, such days are
long gone and a newly errected secondary security gate
meansphotography of the street is nigh impossible.



occasional disagreements, I had a
very good working relationship both
with themediawith officials. I
enjoyed modernising and pushing
the limits of the system as faras I
could. Being the D-Notice Secretary
is aunique and absorbing role, as is
that ofthe whole D-Notice Commit­
tee who provide the agreed general
guidance. This I hope is reflected in
the book.

- - - - _-.=._-@
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inthepast not been quitegood
enough, but this been constantly
addressed. The system is well­
proven and works. Ithas faced
challenges such as colonial
operations, WorldWars, the Cold
War, intelligenceand security
breaches, and various kinds of
terrorism. It has survivedand is
testimony to the idea that dialogue
and responsibility are better than
government censorship. My indexer,
whoknew nothing previously ofthe
D-Notice Committee, commented
that the book has made him proud
to be British, because it showed the
way inwhich the systemallowed
foracivilised settlement ofcomplex
disputes and affairs.

Eye Spy: Are you happy withthe
book?

AW: I enjoyed writing Secrecy and
the Mediaand I'msatisfied my
research has been very thorough.
Despite the book being fairly long
and costly, I'mhappy with the
outcome. Everything ofmajor
significance involvingthe D-Notice
Committeeis included. Neverthe­
less, I still expect someonewill
say... "youmissed this detail " or"it
didn't quite happen like that" ! The
paperback will possiblyneed afew
small corrections.

Eye Spy: How wouldyou summa­
rise yourtime as D-NoticeSecre­
tary?

AW: Itwas aparticularly interesting
time historically...9/11 , the Iraq
war, the invasion ofAfghanistan and
aspateof really controversial cases
and incidents. Thismadethe job
moredemanding, but despite

SECRECY AND THE MEDIA

So alaterpaperback will include
additional material.

· Eye Spy: Is there anything you
would change about the current
system?

AW: I don't think so. SinceI left, the
· committee has been widened ina
· way I always hoped for- to get
· book publishers and Internet service
; providers represented onthe
i Committee. The Cabinet Office
i Intelligence and SecurityCoordina­
: torwas not onthe committee when
, I first became Secretary but joined

later in my time. The book shows
the calibre ofafew ofthe Commit­
tee representatives has occasionally

Eye Spy: Does the book feature
controversial cases suchas
renegade MI5 officer David Shayler?

This photograph taken by Eye Spy in 2002, shows Nick
Wilkinson at his desk in the D-Notice office

Eye Spy: We understand five
chapters covering thelast few years
have beenomitted. Will theseever
appear?

AW: Notrecent incidents. The book
ends intheyear 1997 just as people
like DavidShayler and MI6 officer
Richard Tomlinson werebeginning
to get alotofpress coverage.

AW: The intention, I have beentold,
is that when there is a new
administration, the current 'clamp'
onthose five chapters can belifted.
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It is unclear how prison staff learned of the
plot, butapparently they were advised just
hours before the escape was totake place.
Wardens quickly separated several inmates
(identities unknown) who we believe, have
since been moved to other high-security
prisons.

-~- ---
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MOVING PRISON

Aspokesman forthe Justice Department
confirmed apossible plot had been uncovered
and that the Prison Service was investigating.

© e-stock-eyespy

Commenting on the plot, an intelligence
source said: "This would have been one ofthe
most damaging escapes ever. The intelligence
was very strong and from agood source. It
had to be acted on immediately. It involved
some ofthe most dangerous al-Qaida
terrorists in jail - all ofwhom are amassive
threat. It had been planned formonths and the
use of ahelicopter shows it was sophisti-

: cated."

Khyam, was originally held atFrankland Prison
, inthe northeast of England, along with New
, York City "dirty bomb" plotter Dhiren Barot.

Both men quickly complained about condi­
tions. Khyam wastransferred to Full Sutton on
30 January 2008.

i • Full Sutton houses 600 prisoners

_ ,.r.-

decided that allowing
any part of the plan
to go ahead would
have proved too

dangerous... especially
forthe pilot. Indeed,

once those on board
realised the group werenot

on the playing fields, it's likely
the situation would have turned

potentially deadly.

: One ofthe high profile terrorist figures atFull
: Sutton is 27-year-old Omar Khyam. The al-
. Qaida courieroffered his services to attack

targets in Britain, but MI5 were soon on tohim
- even filming him as he checked a large
consignment of fertiliser ina lock-up.

i Unbeknown to Khyam - MI5 undercover
operatives had already switched the sub­
stance foraharmless powder. He was jailed
foraminimum of20 years forheading an al­
Qaida sleeper cell that was linked to plots to

. blow-up the huge Bluewater Shopping Centre
: inKent and London 's popular Ministry of

Sound nightclub. During his trial in2007, it
was revealed Khyam, of Crawley, West
Sussex, had earlier held several meetings with
senior terrorist commanders inAfghanistan,

i including Abdul Hadi.

The operation
was reportedly
scheduled for24 March 2009, but prison
wardens, acting on an tip-off, detained,
secured and separated the prison gang,
effectively rendering the operation useless.
However, the helicopter failed to appear the
next day suggesting the gang planning the
helicopter hijack had been alerted.

Some intelligence watchers are unsure over
the accuracy of the report, believing MI5 and
counter-terrorist officials may have allowed
the helicopter flight totake place... arresting all
those involved beyond the prison walls.
However, Eye Spy believes the authorities
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Changing faces - FBI photographs of San Diego
in different guises

nanimal rights
extremist wanted
forallegedly
bombing two
greater San
Francisco office

buildings in2003, has been added
tothe FBI's Most Wanted
Terrorists' list.

This leaflet, produced by animal
rights' protesters was secured by

Eye Spy in 2001 - already HLS was
being targeted - along with several

well known branded products
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Continued on page 82

Domestic Fugitive Joins Bin-Laden on FBI's
Most Wanted Terrorist List

Daniel San Diego, 31 , becomes
the country's first domestic terrorist to be
included alongside international terrorists such
as Osama Bin Laden.

"Wehave added San Diego tothe Most
Wanted Terrorists list to increase public

Regarded as "armedand dangerous", San
Diego is wanted forhis alleged role in the
bombings oftwo San Francisco biotech
facilities in 2003.

Hisdomestic acts ofterror were planned to
destroy property, cause economic hardship
forthe companies he targeted, and possibly to
take lives. Detectives note one ofhis bombs
was laced with nails tocreate potentially
deadly shrapnel.



by SIMON ATKINSON
Hostage specialist SIMON ATKINSON presents simple measures
and protocol that will maximise your chances of survival and
eventual return home . Whilst immediately applicable to military and
conflict theatres , this important series also contains valuable
advice on other hostage scenarios.

there forsome time cope better than those who
don't. Fight the battles you can win.
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DefeatBoredom: Enforced idleness experienced
during periods ofcaptivity isextremely destruc­
tive - you will start to feel nervous and your mind
will start toplay tricks on you. Potentially you
may fall victim ofself-pity. Defeat this by
maintaining an interest inyour surroundings. It is
critical that you keep your mind occupied - read
your favourite book inyour mind, perhaps even
take time making afilm ofthe book. Cast the
actors and design the script and musical score.
Do SOMETHING. This can be an ongoing
personal project during your captivity and gives
you an element ofcontrol that you would not
otherwise have and prevents you focusing on
things that you cannot change.

Control Emotion: If you control your emotions ­
particularly inpublic, you will retain your self­
respect more easily. You will avoid being singled
out formaltreatment by remaining "The Grey
Man".

Bond andForm a Rapport: With other captives
and elements ofthe hostage takers. Those who
form relationships easily, seem tocope better
than those who do not. It isalso quite difficult to
hurt aperson who you like - agood reason to
humanise yourself as quickly as possible with
your captors. ~

COPING MECHANISMS

n Part 1 (EyeSpy 61), we examined the
Stages ofCapture and what we might expect
toencounter and how we might behave at
each point. Having also looked atthe
stresses and normal human reactions to
stress, it is important to appreciate that we
are not superhuman and that all these

emotions and fears are not asign ofweakness
but are normal and tobe expected.

This article aims toassist you insurviving your
captivity by highlighting coping mechanisms that
you can use to deal with the stresses and
pressures that you will undoubtedly encounter.

Acceptance: Those who accept that their
conditions may be squalid and that they may be

Every individual copes intheir own way. Mature
individuals seem tocope better than younger
hostages, simply because they can draw upon a
greater reservoir of life experiences tomaintain
their strengths. After-effects experienced by
hostages seem todepend upon the degree of
humiliation and exploitation that they have
endured.

In order tosurvive the stresses ofcaptivity, as
well as minimise the effect ofstress, hostages
can utilise avariety ofcoping techniques...



COURTESY: USAF SGT. LARRY A. SIMMONS

Besides being an act used for political, militaryand terror objectives, hostage taking for monetary and other purposes is
now a global "business activity". Government departments, military personnel and security industry specialists hold regular
seminars and clandestine meetings to formulate responses to different forms of hostage taking. In this photograph
European and USmilitary personnel brief industry leaders while watching a simulated hostage rescue mission.

Relaxation Techniques: These are useful as they
help todissipate the "Fight orFlight" response.
Tense and relax each muscle inturn - form a
ritual activity to take your mind offthe situation.
Deep breathing exercises alsohelp to promote
PARASYMPATHETICSWING if you feel your
stress levels dangerously building up. Deep
breaths and hold toacount ofseven has avery
calming effect under stress.

Visualisation Exercises: Imagine your favourite
place and "go there ".

Maintain Health and Fitness: This may be
difficult given the circumstances, but try to
enforce routine upon yourself that you - and not
the hostage takers - control. There are physical
exercise programmes for confined spaces, even
adaily series ofpush-upsandsit-ups can be
done to maintainyour strength and most
importantly your psychological health as you are
setting an agenda rather than the bad guys.

Will toSurvive. Most significant ofall isthe
desire tosurvive. You MUST maintain this atall
times despite all temptation tocave-inand
succumb todespair. You must believe that this
situation will not go on foreverand that youwill
eventually get home.

PRESSURES

Hostages will be subjectto anumber of
pressures during their captivity, these are SELF-

INDUCED(pressures that arecreated by the
hostage themselves) and SYSTEM INDUCED
(pressures that are imposed upon the hostage by
their captors).

We will look first at SELF·INDUCED pressures.

Boredom: You may be held alone forextended
periods oftime. This may be particularlyharmful
to individuals whothriveon thecompany of
others. You must keep your mind active inways
that you want. Concentrate on positive thoughts.
Do not let your mind focus on your situationorit
will start to imagine all sortsof things which will
further fuel yoursense of isolation and panic. If
you like books - think ofyour favourite book ­
every scene! Perhaps imagine making it into a
movie - who are the actors? Cast them in
imagined auditions andthendirect every single
scene. Itmay take you years and will certainly
take your mind from the situation.

Depression and Despair: Failure to maintain
mental strength as we havealready described,
combined with afailure to prepare inadvance of
capture may lead toacircumstance where you
sinkslowly into depression and despair. Depres­
sion isnot simplybeing abit sad. It isamedical
condition which has been described as "ablack
curtainofutter despair coming over you". Ifyou
feel this, again, it isnormal - but very destruc­
tive. If inagroup - recognise symptoms inself

. and others andmakeefforts to reduce itseffect.
Failure may lead to self-harm oreven suicide.

Need forconstant alertness: Youwill potentially
become very "jumpy" - every sound, real or
imagined, will cause you tobecome alert to
possible attack. This can become extremely
tiring and you must tryto relax, no matter how
hard this may be. Whenever the opportunity
presents itself, you should tryto rest and even
sleep tomaintain your physical and mental
health.

Loneliness: We all occasionally like time to
ourselves. But if forced to be alone foryears ­
we risk sinking into depression. We may be
lonely evenif weare surrounded by people­
simply because of language and cultural
differences. If possible - tryto communicate - in
any way possible. This may be with other
hostages orwith locals. In Central America and
SouthAmerica, hostages havebeen held in
mountain villages.

Fear: Understandably - you will feel fear. Fear of
the unknown, death or dying, reprisals or
maltreatment. Again, if there is areal risk of this,
try totake steps that it doesn't. This will be a
positive action. Ultimately if you are to be hurt,
then it will happen. Worry about it then. Don't let
your worries about whatmay happen detract
from your focus on what is happening right now.

Feelings of Failure:You may experience feelings
offailure particularly if you were incharge ofa
groupthat has been captured. Leaders often feel
this - but they must now take command.
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Maintain leadershipand structure if it
existed previously. People now need you
as never before. What is your new
mission..?To survive and to get your
men backhome. Worries will play on
your mind. Can I withstand pain will be
one Question? If your body has too much
pain - it will pass out. You will worry if
you can resist Questioning - particularly if
you have time-sensitive information. This
training now will help you to do that.

You will worry about your colleagues. Are
they ok? Are they alive? The truth is...
they may not be - but what can you do
about it?Probably nothing other than be there forthem when you meet
again.

You will worry about everything... real and imaginary. Try tostop. Take a
moment to relax as you feel the panic buildup. Concentrateon real issues
that are present atthe time.

SYSTEM INDUCEDpressures are those which your captors will impose
upon you to maintain their control.

These may be some orall of...

Dislocation of expectations. You will becontinually taken by surprise. They
don't want you toget comfortable orsettle into aroutine. Kindness and
sudden brutality may be mixed together. You may be expecting violence
and receive kindness - making you then vulnerabletoexploitation.

Bottom line here is...trytodefeat their efforts by expecting nothing. Take
everything as you may find it rather than anticipating events.

}o>

65



In order to maintain control, every small infraction - real or imagined - may be punished with
inappropriate level ofresponse. Thismay be physical beatings, restriction ofdiets etc. Keep
the will to survive and win small victories every single day.

We are all usedto some discipline atsome time
inour lives. But what we mean here isthe fact
that you now have to do what you are told by an
8 year old boy with an AK47 orby asmall
female with aknife. You may be physically
beaten by agroup ofsmall children.

Accept discipline as afact ofyour captivity - but
make asoundjudgement as toyour level of
acceptance. Very weak people will get bullied.
Too strong ones will be beaten into submission.
Be passive but not submissive. Stand up for
yourself - but not to the point where it will get
you killed or deny you physical capability.

You will likely be kept on apoor diet. It is
possible that this is all the food they have. Either
way eat food if IT isoffered. Without IT, you have no
energy toescape, fight, or resist infection. Even
if the food looks particularly repulsive, you
shouldeat it. Failure to do so may upset your
guards - particularly if their diet is the same.

Confinement is simply ameans by which your
movement is restricted. You will be confined ­
thismay not be ina4x4 cell but inthe limits ofa
village borders. Whatever the case - expect
retaliation if youare caught breaking thelimits of
your confinement. Physical exercise pro-
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grammes for confined spaces are available - try
tostudy them before you deploy. Physical
exercise depending upon your calorific intakeis

! important to maintain physical heath and self­
! discipline.

Enforced Idleness orCo-operation. Combat
, idleness by keeping yourself occupied mentally
i orphysically if possible. Createa 'project' no
i matter how small orapparently insignificant.

Atmosphereof ruthlessness: In order to
maintain control, every small infraction - real or

! imagined - may be punishedwith inappropriate
level ofresponse. This may be physical beatings,
restriction of diets etc. Keep the will tosurvive
and win small victories every single day.

Their aimis to grind you down - tomake you
submissive, compliant and exploitable. Certainly
let them believe they have been successful - but

I keep strong inside.
!

i Segregation/Lack of News: This may lead you
to imagineall kinds inthe absence of real news.
Be confident that people know you are missing

i and are continually striving toachieve your
release. Your captors may tell you things - don't
necessarily believe them..

CONDITIONING

The combination ofself-and-system induced
pressures is known as 'conditioning'. The
hostage takerswill enhance self induced

I pressures and implement system induced
i pressures inorder to maintainthe shock of

capture and keep you compliant.
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MenachemBegin says of his sleep deprivation under KGB captivity: "In the head of
the interrogated prisoner, a hazebegins to form. His spirit is wearied to death, his legs
are unsteady, and he has one sole desire: to sleep. Anyone who has experienced this

desireknows thatnot even hunger and thirst arecomparablewith it."

because you moved. This can continue fordays
- until you will do almost anything to be given a
chance tostretch offyour muscles.
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Remember, no-one may have even asked you to
do anythingyet. The aim of this process is to
makeyou want to becompliant.

)i;o-

PhysicalDiscomfort: Imagine being chained toa
radiator inan uncomfortableposition. After afew
minutes it hurts so you move as best you can to
ease the discomfort. Imagine then being hurt

• Torture: Note that this is conditioning and not
. questioning. Information extracted under torture

inunreliable. In 1991 , RAF pilot John Peters was
shot down and held in Iraq. He describes being

i stripped and burning toilet paper beingapplied to : Deprivation of food, healthcare, water, toilet:
; his bare skin. He describes nobody speaking to . All these aremeans bywhich the captors will

him. Nobody asking him questions. He wanted to ensure your eventual compliance. In order to
talk to ask them to stop - but nobody wouldtalk obtain ablankeVfooditoilet etc. you will be
to him. He was being conditioned - put into a expectedto behave in acaptor-specific manner.
position where he was willing to be compliant.

We have two recognised types ofconditioning ­
physical and mental.

DEPRIVATION OF SLEEP

Studies have beenundertaken relating to the
effects ofsleep deprivation. Essentially, after a
period oftime, you will doalmost anything to get
some rest. Your captors will keep you awake ­
using system-inducedpressures. They may keep
the light on, they may beat you whenever you
rest, they may not give you the chance to lie
down etc. Wheneveryou can rest - you must.

Someor all of these techniques may beused
prior to an attempt atexploitation. Unless a
captive is conditioned it is very difficult to exploit
them. We will look atmental conditioningfirst.

Humiliation: This may be physical, mental or
sexual (combination ofboth). Humiliation is an
effective technique on those who have previously
been inpositions ofauthority. Theremay come a
point where acaptivewill become compliant in
order to stop this.

Prisoners may be allowed to sleep after long
periods and then woken suddenly tobe ques­
tioned. Former Israeli Prime Minister Menachem
Begin describedhis sleepdeprivation underKGB
captivity as: "In the head of the interrogated
prisoner, ahaze begins toform. Hisspirit is
wearied to death, his legs are unsteady, and he
has one soledesire: tosleep. Anyone who has
experienced this desire knows that not even
hunger and thirst are comparablewith it."

Constant Alertness: It is recognised that this
becomes wearing on thecaptive. They become
an emotional wreck. This may be achieved
through constant door slamming, footsteps,
screams from next door. The captive is always
kept inastate of constant anxiety.

The aim ofconditioning is toweaken your will to
resist. Thismay be toweaken your resolveto
resist exploitation, questioning, brainwashing or
simply to keep you easy to guard. Ensure you
understand why this ishappening so that you
can work to resist their aims - inthis way you
will survive with honour.

Isolation: We havealreadymentioned theeffects
of long term isolation. Fears will magnify. Self
induced pressures will be enhanced. Isolated
prisoners areoften extremely glad to be given an
opportunity tocomplyafter long periods of
inactivity - inorder to avoid being alone again.

Harassment: Constantly being picked upon.
Constantlybeing bothered. This may beby
captors oreven byinsects - imagine being
exposed tomosquitoes/ants etc. and having no
ability toswat them away.

Physical conditioning may incorporatesome or
all ot.,
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These techniques have been used to maintain
your compliance - to maintain shock ofcapture.
They useknowledge of self-and-systeminduced
pressures against you to impose conditioning
and weaken your will toresist. Once they have
your mental compliance - then you are ripe for
exploitation.

RAPPORT BUILDING

As previously mentioned, it is difficult to harm a
person who you like. As a hostage, your job is to
constantlyhumanise yourself with your captors
and establish arapport - acommon understanding.

Engage them inconversation where possible.
Identify anddiscuss common ground - but never
disagree or create adebate! However, you must
be careful only topretend to like your captors
and pretend tounderstand their cause. Make
them believe that you areagood guy. But
beware, over aperiod of time, you may actually
start to like these people - to the point where you
may protect them during asecurity force
intervention orsubsequent legal proceedings.
REMEMBER - they are not your friends.

In 1973 abank raidtook place inStockholm
where hostages and captors alike were under
siege forfive days. When police raided the bank,
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POLITICAL HOSTAGES
The Red Army Faction was a particu-

larly ruthless left-wing terror outf it
founded by Andreas Baader and Ulrike
Meinhof (pictured left) in West Germany
in 1968. This small band took a number

of prominent government officia ls
hostage and duly executed them when

the ir demands were not met.

the hostages actively assisted their captors. This
has since been coined the 'Stockholm Svn­
drome '.

You want to create the Stockholm Syndrome in
your captors without allowing it to develop in
yourself.

There is an entire industry and academic careers
devoted to rapport building and body language ­
be aware though that you really can influence
behaviour byyour actions. Youcan also
deliberately take steps to create aresponse in
others.

. Mirroring is where you attemptto use the same
type of language used by the hostage taker. For
example, if you want rapport with adrug dealer
then don't speak to him like anuclear scientist.
Use the same type ofwords and pace ofwords.

. If he sits in acertainway - try tocopy it. Itwill
make him feel more secure inyour company.

Be aware of local cultures and customs. In some
countries they kiss each other on the cheek or
are more tactile than we may be. Try to adopt
these behaviours yourself and you will be more
readily accepted.

SMALL VICTORIES

We will now look at further techniques that you
can use inorder tomaintain sound mental health
during captivity. Techniques that will allow you to

i "survive withhonour".

Pride and Loyalty:You must remain loyal to
your colleagues. You may have information
which may get them harmed if youdivulge it. Be
proud ofyour country, your cause, your
organisation.

Maintain Physical and Mental fitness: Keep as

Hostage taking and
kidnapping have

become common­
place on the US­

Mexican border as
drug carte ls batt le for
control of the lucrative

"drug corridors".
Here Mexican police
display an array of

weaponry seized from
organ ised gangs.

Chin ese Special Forces part ic ipate in a
simulated hostage rescue

active as possible. You dosomething toset a
routine foryourself rather than allow the captors
to dictate your routine.

Self disciplineshould be maintained: Even in
poor conditions maintain hygiene. Have an area
you use forsleeping, one used foreating and
one used forablutions.

Knowledge:This training has given you some!
Knowledge IS power. Draw strength from the fact
that you understand what ishappening around
you.

Psychological Hook: Keep your mind active. We
mentioned your favourite book earlier and turning
it, mentally into a movie. Nick Rowe spent years

: designing a hotel inhis own mind, from
purchasing the real estate to creating itsdesign,
to even planning the menu forthe opening night!
Never allow people to see what your "hook" is.
Remember the effect on Tom Hanks inthe
picture Castaway when he lost his "football
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Small victories - do something that the hostage
takers are not aware of, no matter how minus­
cule. Do something that only you can control and
win asmall victory - EVERY DAY.

© SIMONATKINSON 2009

Times may get particularly harsh incaptivity. Try
to remain positive - things could get worse. Deny
the opportunity forself induced pressures to gain
control over you. The key toyour survival is
maintaining the WILL TO SURVIVE and GET
BACK HOME.

• Inthe next feature, Simon explores what is
going on in the background whilst you are being
held hostage innegotiations.

It ishighly likely that you may be asked tomake
avideo. If asked todeliver amessage that is bad
- then resist if possible. But you may simply be
forced to readoutastatement. Avideo isgood
insome ways as it gives 'proof of life ' - you can
gainstrength from knowing that the world now
knows you are not MIA, but ahostage.

rVE spy " L f(;IE E ~~AC AZII\ll==" 2 ~

FREEDOM: InApri l 2009, Nigerian militants released British oilworker Robin Barry Hughes
(left), after keepinghimcaptive forninemonths. He wasamong 27 fellow workers taken
hostage, most of them werereleased within days. However, 'TheMovement for the Emanci­
pationof the NigerDelta' (MEND), decided to keep Hughesand another colleague, Mathew
Maguire (right) in a hidden jungle camp. At timeof publication Maguire was still in captivity.
This photowas released by MEND in January 2009 .

Communication: With your captors and other
hostages. Even better if you can develop a
simple secret code that again gives you asmall
victory.

friend". Acomfort will be destroyed infront of
you if your captors realise it offers you succour.



HOWDOES IT WORK?

What is 3G technology
and what does ndo?

Each deployed camera can be set on aspeed
dial video call - providing live access atthe
press ofabutton on the handset.

, 3G technology has been used by the mobile
phone industryforover six years now as away
ofpassing high volume data wirelessly across
the wide bandwidth, UMTS wireless networks.
This technology, along with some innovative
software and design features, has enabled the
new patented product range to penetrate the
covert surveillance market, with the introduc­
tionof capabilities never before available.

by making avideo call directly from your cell
phone. The surveillance systemmakes use of
the latest 3G (Third Generation) cell phone
transmission signal.

The commercially available 3G Camera Unit is
amultifunctional, portable, stand alone device,
available inmany covert enclosures and
specifications that iseasy to install, and use.
Once deployed, it can be set up remotely to
receive and answer video calls from prescribed
numbers. In addition to live video and audio, it
can be requested tosend back instant photo
snap shots, orcan be used as astandard GSM
bug by dialling intothe camera using avoice
call.

Furthermore, this high-qualityBritish-designed
and manufactured product has one more trick.
Linked wirelessly toany type ofsensor, the
camera will make acall toamobile handset
with alivevideo uponthe trigger of an alert.

All the settings, such as adding access
, numbers, requesting still images from the

camera unitetc. are done by using SMS
commands incombination with a PIN code
from any cell phone.

>­
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Covert Surveillance Cameras

ust afew years ago, the thought of
accessingasmall covert camera
providing live video and audio
whilstonthe move and over any
distance from almost anywhere in
the world, would have been
regarded as science fiction. Now a

superb camera has been produced that can do
all this.

PRODUCT~~

REVIEW

EyeSpy has tested asimpleto use, but very
effective camera system that can be accessed MAKING AVIDEO CALL TO THE CAMERA

My camera1
121OJ12009 3:20 pm

Waitingfor videoimages

Options

rtf ( - j
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PRODUCTS
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The3G
camera unit
won't break

the bank
either, with
the basic

model price
below £249

•

( - s

Awiderange ofoff-the-shelt products are
available suited toall types ofenvironments.
Cameras aremanufacturedwith internal or
external cases, dial-in-only systems orwith
additional dial-out remote alerts linked
wirelessly to sensors.

Junction Box: The camera comes in a
variety of "enclosures" - and is ideal
for covert surve illance and security

The basic unit (£249.00)has the full function­
ality ofVideo/Audio/Photo/SMS communication
options and the smallest possible size, this unit
can bedelivered inside asoft plastic cover
(1 1Ommx55mm x 22mm) with atiny front
facing 2mm hole forthe camera lens, and is
also available inthe hard ASSplastic case
(122mm x 58mm x 22mm).

Thecamera unit requires astandard SIM card
thatcan befrom any 3G enabled telecommuni­
cations network worldwide. The SIM card is
accessed by removing the 1,000 mAh backup
batterythat compliments themains power
supply.

There arearange ofenhanced units that
includea12V power adaptor, allowing it tobe
wired toastandard car battery suitable for

~

NOKIA
N95



3G camera with audio inside working
bedside alarm clock

vehicle monitoring. Tailored back up battery's
can be requested with the large capacity
18,000mAh able toprovide up to3 months
standby time orapproximately 40 hours
constant video call ing time. The battery and
3G camera unit can be packed neatly insidea
camouflaged waterproof casing, along with a
2 meter extended IP44 rated camera, making
it an excellent choice forexternal covert
applications.

Microphones and camera lenses can be
supplied at extended lengths ofup to 2
metres. This means that cameras placed
under acar seat can have lenses placed inthe
side panel, the dash orthe head rest. Perma­
nent power can be supplied using the vehicles
battery. Applications forthis product include
police "bait" vehicles, fleet management and
tracking system enhancements.

3G camera with audio installed inside
PIR - ideal for constant surveillance

(j)
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VIDEO VOICE OR STILLPICTURES

Although 3G signals are widely available
throughout most built up areas inthe world, it
is not blanket coverage. For instances where
there isno 3G signal available, there are two
possible solutions: firstly, touse asignal
booting antenna orsecondly, topurchase the
preset dual mode version that automatically
switches between 3G and 2G depending on
the strongest available signal. The latter
solution will allow video calling to be made
only when the signal is3G and enables
requests for still pictures orvoice calls to be
made when the dominant signal is 2G. The
dual mode isthe perfect solution forvehicle
monitoring where amoving target is con­
stantly inand out ofa3G area.

OFF THESHELF COVERT CAM ERAS

The 3G cameras are available in many guises
suited to different requirements and budgets.
PIR movement detectors, air fresheners and
smoke detectors are old favourites whilst a
variety oftop ofthe rangeDAB radios are also
expertly adapted to provide aclear imagefrom
an almost undetectable 2mm lens, and sound
pick up from the embedded mic. Because of

the frequencies used, there is no interference
withthe FM or DAB signals.

The manufacturer has also provided many
bespoke solutions includingafully integrated
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0701234 5678
Rong.O
OCDSet:2mln
OTomer 03 00-0
T,meD. te. 11.31 OW0412OO9
Not ily: VOOSMS

opdonl IXII

00000 snap
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STILL IMAGERY
To obtain astill image from the

camera via yourhandset simply send
the snap command

3G camera with audio. Fitted inside a wide
variety of objects - clocks, radios, pictu re
frames, video case etc . Top left: Operating

with bodyworn covert button camera

THE USER MANUAL

The friendly user manual tells you everything
you need to know from how toset up the SIM
card to aneatly laid out table ofSMScom­
mands that can be used to remotely set up the
3Gcamera. Each command follows the same
syntax: PIN CODE-COMMAND-DATA (OP­
TIONAL), with the camera making the system
set up change remotely upon receipt of the
SMS from an authorised user. (More details of
the user manual can be found on
www.eyespymag.com - equipmentsection)

may not want the camera leaving you
messages when it calls out toyou.

DETAIL FROM USER MANUAL
TIMEDATE: CURRENT TIME AND DATE SETIINGS
Notify: Method ofnotification when 3G camera is linked to
sensor. Where: VDOSMS indicates the system will first dial a
video call and if this call is not answered by the recipient forany
reason, then the recipient is informed ofthe alarm trigger by
SMS - inthis case the second number on the listis video called
by thecamera, and so on until the listis exhausted. As extra
reassurance, the camera will redial the numbers listasecond
time if no recipient answers the call. Notify options can be set
upto send notification of alerts using video/voice/pictures/SMS
and inany order.

Exit

Whenever a system change is made
theREPORT commandcan and
should be used to confirm the

changes are correct

lTo: My ::mera1

00000 rep~ _ f
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externallPrated motion detection/3G camera
systemproviding alerts from aPhilippino
jungle, to monitor insurgents.

Other sensing devices such as pressure mats,
magnetic reed-switches and panic buttons
open up awholeraft ofpossibilities, espe­
cially forpanic room and witness protection
schemes.

Pictureframes andclocks can be orderedto
suit any environment and inthe required size
and style, and again can be delivered as
integrated 3G camera/motion detection or
dial-in only versions.

Disabling voice and video mail on your mobile
phone handset are also recommended, as you
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Summary of Benefitsof 36

• View live video with audiofrom anywhere inthe
World· Completely silently and undetected, dial intoa
covert camera· Set aPIN Number tocontrol access
rights tothe camera · Request the camera (i.e. via
SMS) tocall you back with alive video call · Alter the
settings ofthe camera unit remotely using SMS
commands • Remotely receive alive video call with
audioupon the trigger ofasensor · Wirelessly trigger
avideo call toaremotemonitoring station/person via a
panic alarm button (Bluetooth 100m) orany other
sensors, e.g. magnetic reed switch, PIR etc. • Request
high quality still pictures from the 3G camera unit via
MMS (Picture Messaging) • Record live video and
audio direct to any external DVR/VCR from your mobile
phone • Ideal forcovert vehicle monitoring with 12V

, power connectors · Camera leads upto2 metres long

TABLE OF FUNCTIONALITY FOR COVERT CAMERA SYSTEMS

7 Communication on Oemand

6 Secure Access

9 Other Oata Transmission

e Remote Settin

5 Local Settin

3 Covert Connection

2 Remote Recordin

1 \Nireless Communication

11 Mobile Access

4 Activation on Oemand

3G technology
contained with in

a waterproof
case and . _ -

attached to an
infrared earn­
era... ideal for
lengthy out­

doors operatio n

13 Ease of Installation

12 0 eration on the Move

10 Connect to External Sensors

* See page 78for more details andprices

The AV output from modern mobile phone
handsets provide the recording function allowing
live video and audio to be saved with dateand
time stamps using mostcurrent DVR equipment.

There is no doubt that 3G cameras are here to
stay and the advantages are clear tosee. The
fact that this technology provides the abil ityto
hear and see what is happening in aroom,
vehicle or boat inanother country whilstwalking
the streets of London orsitting atyour desk in
Edinburgh, is anew opportunity waiting tobe
seized upon.

. 'triggers' and sensors are available foruse with
3G technology. This means that once movement
has been detected, you will receive an instant
feed.

£\~::s Air freshener
with 3G

technology

The 3G camera contained within a
working clock and power adapter

SUMMARY

There will be many occasions when operatives in
the security, surveillanceand intelligence field
will opt touse this typeoftechnology. Similarly.
it isasuperb alternative to using other more
cumbersomecameras and receivers. As ahome
or officesecurity device, it is absolutely first
class as it affords instant real-time access to
locations that need monitoring. Avariety of
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mission to occupied France to set up
the SCIENTIST circuit, he broke his leg
on landing and, after numerous close
calls, made an heroic crossing of the
Pyrenees on sticks in December1942.
Imprisoned, he escaped and eventually
returnedtoEngland inMay 1943.

He formed aclose friendship with
Violette Szabo before setting out to train
a Maquis group incentral France.
Despitethe Gestapo's repeated
attempts to catch him he built up a
secret army of several thousand
resistancefighters. Eventually betrayed
and captured, hewas tortured at
Avenue Foch but never broken. By
coincidence he andViolette met while in
captivity before Harry was sent to
Buchenwald where he not only avoided
execution butalso managed toescape
reachingAmerican lines inApril1945.
Sadly Peuleve never fully recovered
fromhis wartime traumas but nothing
can detract from his outstanding
courage and contribution. Hardback
240pp

Available from Eye Spy Ref: ES1327
UK £22.50 USA: $45.00

75

The cyber domainis undergoing
extraordinary changes that present both
exceptional opportunities to and major
challenges forusers ofcyberspace. The
challenges arise from the malevolent
actors who use cyberspace and the
many security vulnerabilities that plague
this sphere. Exploiting opportunities and
overcoming challenges will require a
balanced body ofknowledge on the
cyber domain. Cyberpower and National
Securityassembles agroup ofexperts
and discusses pertinent issues infive
areas. ~

: II

SPIRIT OF RESISTANCE: The Life of
SOE Agent Harry Peuleve aso MC

Available from Eye Spy Ref: ES/1326
UK £21 .99USA: $45.00

HUH. 'liE
--~-

Victoria 'sSpymasters examines the
social and political context ofVictorian
spying and the role of intelligenceinthe
Anglo-Boer wars as well as case
studies on five intriguing characters:
William Melville, Sir John Ardagh,
Reginald Wingate and Rudolf Slatin, and
William Robertson. Responding toa
dearth of books covering this topic,
Wade both presentsfascinating
biographies of some of the most
significant figures inthe history of
intelligenceas well as asnapshot ofa
time inwhich the experts and amateurs
who would eventuallybecome MI5
struggled againstbias, denigration and
confusion. Hardback 224pp

One ofthe most determined and
courageous secret agents of the
SecondWorld War, Harry Peuleve

. joined the BEFin 1940before
volunteering for FSection of the Special
Operations Executive. On his first

constructed anew, sometimes
shocking, historical account.

Along withgeneral insights into
espionage tacticsand the motives of
Americans who spied forStalin, 'Spies'
resolves specific, long-seething
controversies. The book confirms,
among many other things, that Alger
Hiss cooperated with Soviet intelligence
over a long period ofyears; that
journalistI. F. Stone worked on behalf of
theKGB in the 1930s, and that Robert
Oppenheimer was never recruited by
Soviet intelligence. The authors also
uncover numerous American spies who
werenever even under suspicion and
satisfyingly identifies the last unac­
counted-for American nuclear spies.
Vassil iev tells the story ofthenote­
booksand his own extraordinary lifein
agripping introduction tothe volume.
Hardback 705pp

AvailablefromEye Spy Rei: ES/1325
UK £28.99 USA: $48.00

John Earl Haynes, Harvey Klehr and
Alexander Vassiliev
Yale Universl!Y. Press

SPIES: The Rise and Fall of the KGB
in America

This stunning book, based on KGB
archives that have nevercome to light
before, provides the most complete
account of Sovietespionage inAmerica
ever written. In1993, former KGB
officer Alexander Vassiliev was
permitted unique access toStalin-era
records ofSovietintelligenceoperations
against the United States. Years later,
living in Britain, Vassiliev retrieved his
extensive notebooks of transcribed
documents from Moscow. Withthese
notebooks John Earl Haynes and
Harvey Klehr have meticulously

EYE Spy INTELLIGENCE ' 'AGAZINE • 2" q



created early inthe SecondWorld War
toencourage resistance and carryout
sabotage behind enemy lines: in
Winston Churchill 's famous phrase, to
"set Europe ablaze". Drawing on the
vast resources ofthe Imperial War
Museum Sound Archive and featuring a
mass of previously unpublished
personal testimonies, 'Forgotten Voices

The Special Operations Executive (SOE)
was asecret Britishorganisation

National security historian John Prados
offers acomprehensive historyof the
CIA's secret warsthat is as close to a
definitive account as is possible today.
Paperback 752pp.

Available from Eye Spy Ref: ES/1330
UK £25.00 USA: $30.00

FORGOTTEN VOICES OF THE
SECRET WAR:
n nSI e IS ory0 peeia

Operations in the Second World War
Roderick Bailey
Ebury Press

"TheGestapo kept me three days inthis
interrogation house. They especially
wanted to know what I did after my
escape, and precise things onthe
organisation ofthe SOE. Andjust for

: fun I suspect, becauseI had really not
much to tell them, they pulled one of
mytoenails out... " - Robert Sheppard,
SOE agent.

. ,

• SAFE FOR
DEMOCRACY

THE SECRET
WARS OF
THCIA

From itsfounding inthe aftermath of
WorldWar II, the Central Intelligence
Agency has beendiscovered inthe
midst ofsome ofthe most crucial-and
most embarrassing-episodes in United
States relations with the world. Safe for
Democracy forthe first time places the
story oftheCIA's covert operations
squarelyinthecontextofAmerica's
global quest fordemocratic values and
institutions.

Available from Eye Spy Ref: ES/1329
UK £25.00 USA: 535.00

Terrorists consistently adapt to a
nation's vulnerabilities and make it less
secure than ever before. Hardback
320pp

SAFE FOR DEMOCRACY: The Secret
Wars of the CIA

UnitedStates are tobe the eyes and
ears inthe fight against terror, new
means ofsharing not just information
but also analysis across the federal
system areimperative. Thestrength of
thisbookisthat it underscores the
extent ofthe change and ranges broadly
across data collection and analysis,
foreign and domestic, as well as
presenting the issues of value that arise
as newtargets requirecollecting more

. information at home.

Cyberpower and National Security
frames the key issues concerned and
identifies the important questions
involved inbuilding the human capacity
to address cyber issues, balancing civil
liberties with national security
considerations, and developing the
international partnerships needed to
address cyber challenges. With more
than two dozen contributors,
Cyberpower and National Security
covers it all. Large Softback 600pp

Available from Eye Spy Ref: ES/1328
UK £30.00 USA: $45.00

INTELLIGENCE FOR AN AGE
OF TERROR

Thefirstsection provides abroad
foundationand overview ofthe subject
byidentifyingkey policy issues,
establishing acommonvocabulary, and
proposing an initial version ofatheory
ofcyberpower. The second section
identifies and explores possible
changes incyberspace over the next
fifteenyearsbyassessing cyber
infrastructure and securitychallenges.
Thethird section analyses the potential
impact ofchanges incyberspace on the
military and informational levers of
power. The fourth section addresses
theextent to whichchanges in
cyberspace serve to empower key
entities such as transnational criminals,
terrorists, and nation-states. The final
section examines key institutional
factors, which includeissues concern­
ing governance, legal dimensions,
critical infrastructureprotection, and
organization.
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During theColdWar, US Intelligence
was concernedprimarily withstates;
non-state actors like terrorists were
secondary. Now the priorities are
reversed and the challenges enormous.
States had an address, and they were
hierarchical and bureaucratic.

Terrorists are here and there. They put
pressure on intelligenceathome, not
justabroad. They also force intelligence
and law enforcement - the CIA and the
FBI - towork together innew ways, and
if those 700,000 policeofficers inthe
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JOINT FORCE HARRIER

KGB laboratory. The Lost Spy isone of
the great non-fiction detective stories of
our time. Hardback 416pp

Available from Eye Spy ReI: ES/1335
UK £22.99 USA: $48.00

Helmand Province, October 2006:
British soldiers are engaged inthe most
intense, sustained fighting they've faced
since the Korean War. Against atough,
experienced and frighteningly motivated
enemy, their lives too often depended
on the success ofdanger-close, pin­
pointattacks pressed home from the
air. When 800 Naval Air Squadron ­
callsign 'Recoil' - arrived intheatre,
their Boss, Commander Ade Orchard,
knew there could be no slip-ups. Day
and night, the Fleet Air Arm crews were
on constant alert, ready to scramble
their heavily armed Harrier attack jets at
amoments notice insupport 01 the
men on the ground. ~

book that Sneum can be celebrated as,
in the words of Professor R.V. Jones,
Churchill's chief ofscientific intelli­
gence, "oneof the true heroes ofWorld
War II. " Hardback 368pp

Available from Eye Spy Ref: ES/1334
UK £30.00 USA: $30.00

THE LOST SPY: An American in
Stalin's Secret Service

For half acentury, the case of Isaiah
Oggins, a1920s New York intellectual
brutally murdered in 1947 on Stalin 's
orders, remained hidden inthe secret
files ofthe KGB and the FBI - afootnote
buried inthe rubble ofthe Cold War.
Then, in 1992, it surfaced briefly, when
BorisYeltsin handed over adeeply
censored dossier tothe White House.
The Lost Spy atlast reveals the truth:
Oggins was one ofthe first Americans
to spy forthe Soviets. Based on six
years of international sleuthing, the
book traces Oggins's rise in beguiling
detail - abrilliant ColumbiaUniversity
graduate sent to run asafe house in
Berlin and spy on the Romanovs in
Paris and the Japanese inManchuria­
and his fall : deathbypoisoning ina
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The exploits ofTommy Sneum, the
Danish-born spy who died in2007,
made him a legend inespionage
circles. But until now, the full extraordi­
nary story ofSneum's action-packed
career as aBritish-run spy has never
been told.

THE HORNET'S STING: The Amazing
Untold Story 01 World War II Spy
Thomas Sneum

.. " l •

An original historical work, this
fascinating biography ofthe 17th­
century Venetian spy Gerolamo Vano is
told through the blending of fact and
fantasy - surviving surveillance reports
and ancient archives mesh with comic
strips, imagined conversations, and
vignettes ofthe author's sell-reflection
while on apub crawl inmodern Venice.

PISTOLS! TREASON! MURDER!:
The Rise and Fall ofa Master Spy

With great diligence and careful
research, this biography pushes the
boundaries ofhow history is told while
drawing insightful parallels between spy
and historian and uncovering the coded
world ofpolitics, espionage, terror, and
intense paranoiafound inVenice in the
1600s. Paperback 288pp

Available from Eye Spy Ref: ES/1333
UK£18.99 USA: $25.00

Based on hundreds ofhours of
interviews withSneum, Mark Ryan
describes how Tommy made an
incredible escape from Denmark ina
battered old Hornet Moth aircraft ­
whichhe had to refuel inmid-air by
climbing out on the wing . Later, he
escaped from Denmark again - by
walking across atreacherous frozen
sea on which twoofhis companions
died. Tommy brought over precious
intelligence about the Nazi radar
installations inDenmark and their atom
bomb - his reward was to be impris­
oned inBrixton as asuspected double
agent and threatened with execution.

He cheated the hangman - but it is only
with the publication ofthis enthralling

: I.

Available IromEye Spy ReI: ES/1332
UK £22.99 USA: $46.00

Michael (MRD) Foot enjoys the rare
distinction ofbeing the only person
referred to by his real name inaJohn
Le Carre novel. Ahighly significant
tribute tothe man entrusted with writing
the official record ofthe Special
Operations Executive. Heauthored first
(1966) the History of SOE inFrance and
twenty years later the highly sensitive
accounts ofSOE operations in Belgium
and Holland (which the Germans
infiltrated with disastrous results). With
his own war service background and
academic reputation MRD was an
inspired choice forthese historic tasks.
Hewas fearless inpursuitofthe truth
and inthwarting bureaucratic attempts
to muzzle him.

Memories01 an SOE Historian

of the Secret War' tells the stories of
SOE agents, HQ staff, diplomats,
aircrew and naval personnel intheir
own words. As the war unfolds, we
learn ofparachute drops intoenemy
territory, torture bythe Gestapo and
nerve-wracking sabotage missions in
far-flung climes.

The book isboth an incredible account
ofaunique clandestine force and a
fitting testament tothe efforts and
sacrifices ofadedicated group of
courageous men and women.
Paperback 400pp

Available from Eye Spy Ref: ES/1331
UK £9.99 USA: $25.00

His wartime exploits make thrilling
reading. His behind-the-lines mission to
track down anotorious SD interrogator
went badly wrong and he only just
escaped WITh his life. His career has
brought him into close contact with an
astonishing cast ofcharacters and his
tongue-in-cheek account ofacademic
life makes lively reading. Hardback
224pp
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INSIDE BRITISH INTELLIGENCE:
100Years of MI5 and MI6

100 years old in August 2009, this is a
complete and up-to-date account ofthe
twooldest and still the most powerful,
secretive intelligence services inthe
world: M15, the SecurityService, and
M16, the Secret Intelligence Service.

Available from Eye Spy Ref: ES/1338
UK £22.99 USA: $45.00

This isastory ofspectacular triumphs,
treachery, their frigid relationship, their
untold workwiththe CIA, Mossadand
the spy services ofEuropeand their
part inthe fight againstterror. It isalso
the story oftwoagencies led bymen
who are enigmatic, eccentric and
controversial and who ruthlessly
control their spies.

i meetings with Brezhnev andGregarin,
and his eventual debut infront of
50,000 Spartak fans atthe Lenin
stadium, here is the remarkable true
story ofthe only Englishman to have
played - and survived - Russian league
soccer; told with grace, humour, and

: lashings of vodka. Paperback 240pp

Available from Eye Spy Ref: ES/1337
UK £14.99 USA: $22.00

, From the uniquepartnershipbetween
Mossad and M16, how MI5 and MI6
became abreeding ground forSoviet
spies post-war, their exploitation ofthe
collapse ofthe Soviet Union and their
role inbiological warfare, and including
how both services monitor the spies of

: every nation based inLondon, it reads
like fiction. But it's not. Based on
prodigious research and interviews with
significantplayers 'InsideBritish
Intelligence' is packed with new and
startling information. It'salso the book
that certain forces inWhitehall and
beyond would rather not haveappeared
inthe UK, this despite it being freely
available in the United States and
elsewhere. Hardback 320pp

Thecall wasn 't slow incoming. Just
fifteen minutes after getting airborne for
the firsttime, Orchard and his wingman
were in the thick of it,called inwhen an
Apache helicopter gunship was forced
back byheavy fire.

COMRADE JIM:
The Spy Who Played for Spartak

Available from Eye Spy Ref: ES/1336
UK £8.99 USA: $20.00

The first book written byaserving
British fast jetpilot since the 1991 Gulf
War, Joint Force Harrier offers an
unprecedented, heart-stopping insight
into the realities ofmodern airwarfare. i

The complexity and sophistication of
the equipment may have moved on
since the epic war battles of WWII, but
it's clear that the courage, skill and
character ofthe men engaged inthis
struggle foracountry's survival has
not. Paperback 320pp

Like many working class children
growing up inthe war, the young Jim
Riordan would fantasize hisway out of
his devastated surroundings with
dreams ofWembley and FA Cup glory
forhis local team, Portsmouth FC.
Spartak Moscow, the team he would
end up playing for, wasnt even on his
radar. Taught Russian and trained as a
spy in the same institutionthat nurtured
the likes ofAlan Bennett and Michael
Frayn, he was posted to Berlin as part
ofhis National Service to listen inon
Soviet military communiques. But,
unbeknownst to his seniors, he began
mixing with Russian servicemen,
mostly through informal kick-abouts,
and the passion ofthese idealistic
young men would cultivatehis interest
inRussian culture, and especially
communism, until IT blossomed into a
full grown love affair. From the
shambolic outfit that was the British
Communist Party inthe 1950s, to Cold
War Moscow atitscoldest, to his
friendship with the CambridgeFiveand
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OXFORD

ChriH Church

SECURITY PRODUCTS

Christ Church, Oxfo rd is home to the
autumn series of conferences on the
theme of conflict. This, the seventh
event in th is well established series, is
run in collaboration with the University
of Oxford 's renowned Middle East
Centre, and takes as its th eme th e
enduring and apparently int ractable
confrontat ions of th is region .

For further information please contact: Tel: 01865 286848/286877
'Ihe Makingof the Modern MiddleEast Fax:01865 286328
'The Steward'sOffice Email: conllict@chch.ox.ac.uk
Christ Church Oxford oxl ldp www.chch.ox.ac.uk.
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JUNCTION BOXAIR FRESHENERPIR DETECTOR

Eye Spy's new range of 3Gcovertcameras allows youto simply dial-inand receivereal-time images and audio from anywhere
inthe world on your cell phone. The technology has been cleverly disguised in various products allowing for complete secrecy.
The devices arebattery operated but somecanbe connected to long-lasting 12Vbatteries or mains. Similarly, some are
triggered by sensorsallowing for longer operation. Please see www.eyespymag.comfor further details or call.

COVERT SURVEILLANCE CAMERAS
NOLOGY

BUTTON CAMERA SMOKE DETECTOR

Order code : BCBC Order code : BCSA Order code: BCPIR Order code : BCAF
UK£550.00 EUROPE £575.00 UK £689.00 EUROPE £699.00 UK £689.00 EUROPE £699.00 UK £489.00 EUROPE £499.00

r

~I

ALARM CLOCK

Contained inside theordinary
pen isapowerfulmicrophone.

Simply plugthelead intoa
recorder and recordany

conversation without the worry
of trying to hide abody-worn
microphone. Can be hidden in
adesk, pocket, vehicle etc.

Order code: L-PN1 UK
£25.00 USA $48.00

ROW £28.00

EYE SPY
PEN MICRO·

PHONE

Built inside
video case

Order
code :
BCVID

UK £499.00
EUROPE
£515.00

VIDEO CASE

GSM BUGS
TO SEE OUR WIDE RANGE OF GSM AND 3G

BUGS VISIT WWW.EYESPYMAG.CoM
Eye Spy provides an interes t in g range of
custom built GSM bugs (Glob al Sy s tem

fo r Mobile Communications) . Unlike UHF
transmitters, these fully functioning

everyday devi ces conta in a concealed
SIM card a llowing you to call them from
anywhere in the world and lis ten- in via

two powerful microphones.

Order code : BCE
UK £249.99

EUROPE £260.00

,--_ ...... -

Popular low-cost 3G
camera with built-in

audio concealed in flat
plastic case. Ideal for

numerous applications

3G ECONOMY3GADVANCED
3G camera unit with
audio in astandard
plastic case. Can be

concealed in any
object of your

choice

HOMEGUARD

Order code: BCAD UK £525.00
EUROPE £550.00

Applicationfeatures include web auto login tomanagetheentries of
10 and password for thewebsites you visit, user settings for
fingerprint registration, password settings andfingerprint livetime setting, file and folder settings to
encrypt ordecrypt files and folders and PC lock toprevent othersfromusing your computer while
you're away. Just plug inthedrive, swipe yourfinger, andyou can logontoanyof your stored
protected areas in an instant. Formore details and full specifications visit www.eyespymag.com

Order code : FR/D UK £69.99 USA $120.00 ROW £75.00

FINGERPRINT READER
SECURE DIGITAL STORAGE

This Fingerprint Reader features abuilt-inSweep-type Fingerprint
sensor tosecure your data, 1gigabytestoragecapacityandaUSB
2.0 interface forquickdatatransfers.

Personal security digitalvideo recorder.
Homeguard is a simple bututterly
dependable home or office security
surveillance system thatrequires no
wiring , softwareor exterior power
source. Simply place where you require
video footage. It will record continu­
ously or take snap shots at given
intervals. Looks just like anair UK £249.00 USA $325.00

. . ROW: £260.00
treshener/punnet Order code: TX-HOMEGUARD

EYE SPY SEED MICROPHONE
Seed microphonesosmall it can beconcealed anywhere - hideinacar, under door,
bag, sleeve, belt etc.The lengthof lead is 36 inches- but we can
customise this foryou- £1 .00 ($1.75) for every additional 12inches.
The microphonehead is just5mm wide.

Order Code: LS-SM 1 UK £ 17.50 USA $38.00 ROW £ 18.00
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This highly rated product is one of the best anti­
burglar-intruder systems available today. Simply
turn on (no installation
required) andthe realistic
dog bark sound increases
as its internal radar senses
someoneapproachingthe
door. Bark gets louder as
personnears door. Going
on holiday or just going
out? Protect yourhome,
family orofficewith this
superb securitysystem.

An effective device thatcan be likened to "white noise" ­
works verywell inmost environments.

Order code: AJ-34 UK£90.00 USA $140.00 ROW£100.00

TheAJ-34 Audio Jammer protects your sensit ive room
conversations by generating a random masking sound which
desensitizes any nearby microphone. Effective against any

microphone-based eavesdropping device including tape
recorders , RF transmitters, hard-wired microphones

(including contact type) and shotgun microphones. It also
protects againstmicrowave or laser reflection pickups.

Covers 150 square foot area.

A.J·34 AUDIO .JAMMER

VIDEOTEK & MINI
LOCATES AND VIEWS ANY SECRET TRANSMITTING CAMERA

The world's most popular wireless camerahunter now comes in two sizes.
VideoTek andVideoTek Minilocks-ontoany wireless video camera and displays
the transmission on its built-in screen. Automatically scans all the commonly

NEW usedvideo frequencies in less thanfive seconds and
l.OWER locks-inon anyvideo camera transmitter. Besides
PRICEI displayingwhatthe covert camera sees, it also

sounds an audible alert tone. Selectableantenna
sensitivity allows lock-in on sources up to500ft
away (dependingon power of sourcetransmitter).
Durableall -metalcase. EyeSpy recommended for
countermeasures.

ELECTRONIC RADAR WATCHDOG

OUTDOOR STEALTHCAMDIGITALVIDEO INFRAREDVIDEO RECORDER

Orde r code: TX-EWREX UK £90.00 USA $125.00 ROW: £100.00

Order code: TX-SE UK £325.00
USA $525.00 ROW £335 .00

High qualityVGA day ornight
adjustable takes50to90second
clips. Time, date, moon phase, and
temperature stamp. 5.0megapixel
day colour shots and 2.0night black
and white. Burstmodeallows 1to9
pictures per second, no flash42
emitter infrared emitters illuminates 50
feet. 32MB built-in internal memory
withexpandiblememory using up to
2MB SDcard.

OUTDOOR STEALTH CAM

Stan dard: Orde r code: TX-VIDTEK
UK£350 .00 USA $485.00 ROW: £3 70.00

Mini: Order code: TX-VIDTEKMINI
UK £37 5.00 USA $525.00 ROW: £400.00
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Security is no accident... ithas to be practised

Support Your Local Newsagent
The best way of ensuring that you rec eive your copy of EYE SPY is to

suppo rt your local newsagent by placing a regular standing order.The
newsagent will be able to deliver it to your door or reserve it in the shop

for you to collect. Ifyou have any difficulty, why not consider taking out a
post-free an nual subscription - see advertisement elsewhere in this issue

r - - - - - - - - - -- - - -------- ~~~~~~.

Dear Newsagent.

Piease reserve/deliver' a copy of EYESpy on publi cation, starting with the next ava ilab le issue

Nome Address .

....................................................................................................... Post/Zip Code .

* delete where applicableL ~

Hand /he coupon in to yOurnewsagent. or a simple handwritten note is adequate
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ANIIB
A 60* minute step-by-step professional

training high-definition DVD illustrating how to use
secret methods to discover...

for government, military, security and surveillance professionals, close protection teams,
media figures, corporate and travelling executives, business persons,

chauffeurs, celebrities and importantly - members of the public

Each DVD contains
discount (£5.00/$10.00)
voucher for Volume II

Before an attack, theft, kidnap or an attempt to
gather information about you, your family,

business, home or office, one thing is proven...
your routine will be watched.

Learn all the secret skills used to id e n t if y
surveillance without anyone knowing you

are even looking.. . this is the art of
anti surveillance.

In this highly informative, instructional and
professional DVD, ADRIAN RADFORD. a former

British in t e llig e n c e instructor presents some of the
secrets of this essential guide to discover if you

are being watched

Am I Being Watched - is part one of a professional three DVD series on anti-surveillance, countersurveillance and related tradecraft and security issues. It is
produced by BLACKChrysalis and distributed sole ly by Eye Spy Publishing Ltd. Outlets should contact Eye Spy for trade questions and reselling licences .
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