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Con-artist tricksCIA with 'terrordecod ·r'
BAR CODE MAGIC

I
t'snotunusual for intelligence
agencies to examine "external"
technology and occasionally
hire personnel from civilian
companies - giventheproduct

isof interest. Similarly, thereare
many individuals who come

" across informationthat intelli­
gence staffers could use.
Henceforth, when the CIA was
approached in 2003 by aman
claiming Al-Jazeera, the Arabic
satellite channel which had just
launched, was broadcasting
secret messages foral-Oaida,
Langley analysts took note.

DennisMontgomery, managed a
small software company in Reno,
Nevada. He had made contact
with theAgency and convinced

themthat he hadcreated a
programme which uncovered
secret terror instructions frombar
codes being aired on AI-Jazeera.
So convincing was he that the
United States allegedly raisedthe
country's terror alert status,
resulting inthe cancellation of
several flights to Britain and
Europe in December ofthat year.

Analysts atthe CIA and the newly
formed Department ofHomeland
Security, believed Montgomery
when he said his software had
identifiedairline flight numbers
combined with longitude and
latitudedata. The information was
"destined" foral-Qaida operatives
whowould target the flights
accordingly.

Digitally enhanced composite of terror chief upsets Spanish lawmaker
OSAMA BIN-LADEN PHOTO SPAT

A
nFBI photograph
showing how the
world 's most wanted
terrorist might look
today, has upseta

Spanish lawmaker whose hairline
and forehead were used to make
the composite. Gaspar
L1amazares, said the creation,
whichbriefly appeared on the US
Government's 'Rewards for
Justice ' web site, showed how
Osama bin-Laden might look now,
wearing hisusual turban. How­
ever, another imagedepicted the
al-Qaida leaderwithshortened
groomed hair and beard and facial
wrinkles. This detail was digitally
drawnfrom aweb photo of
L1amazares.
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The politician sent aformal
complaintto the US Embassy,
which issued an apology.
Spokesman Will Osticksaid it was
simply an error. "That was not
normal procedure. Itwas com­
pletely unintentional and the FBI is
looking into it to prevent it from
happening again. "

Intelligence observers say
L1amazares and the Spanish
overreacted, especially when just
hours after thereport, an un­
scheduled meeting took place
between Spain's InteriorMinister
Alfredo Perez Rubalcaba and the
new American ambassador to
Madrid, Alan Solomont. The photo
error was on the agenda.

The Bureau artisthad located
L1amazares ' picture and found that
some ofhis characteristics suited
the bin-Laden composite which he
was working on.

L1amazares is an elected member
of Spanish parliamentfrom the
small, Communist-led United Left
coalition. He demanded to know
which photo the FBI had used, and
after being told it was from his
2004 election campaign poster, he
threatened legal action. He further
complained that he wou ld never
travel totheUnited States for "fear
ofproblems at the border" ­
presumably believing he would be
mistakenfor the terror chief.



O
neofSaddam Hussein's former
henchmen - Ali Hassanal­
Majid, perhaps better known as
'Chemical Al i', wasexecuted on

25 Januaryfor ordering the deaths of
some 5,000 Iraqi Kurds in1988. AI­
Majid, acousin of Saddam, green­
lightedthe operation whichinvolved
Iraqi warplanes dropping alethal
cocktail ofSarin, Tabun and nerve
agents on apredominatelycivilian
population inHalabja.

The ruse didn't fool everyone at
the CIA, and one senior computer
manager liaised with French
Intelligence who agreed to analyse
the numbers. The data was given
to another computer software
company which reported back in
no time... therewas simply no
evidence ofa secret code.

Undaunted, Montgomery targeted
other US Government agencies,
insistingthat his software was
state-of-the-art and could expose
hiddencodes. And his convincing
rhetoric seemingly worked. In
January 2009, the computer buff
reportedly signed a $3 million

Besides this incident, the
Iraqi court heard of
other instances
where civil ians died
following orders
issued by ai-Majid.

research contractwith the US Air
Force.

The story was first published in
Playboy, and the magazine
managed to secure the following
statement from aUSAF pro­
gramme manager: "Wewere
testing some of the software. We
were just looking atit to see if
there was anything there."

Montgomery just might need the
money. He has previously been
issuedwithanumber of lawsuits,
and the authorities want totalk to
him about allegedly bouncing nine
cheques amounting to $1 million.



CIA EYES ONLY...

INTEL UNDER REVIEW
Senior intelligence figure leads
probe into three "intel failures"

N
ationallntelligence Director
Dennis Blair has invited
former CIA chief John
McLaughlin, toexamine

intelligence failings inthe Christmas
Detroit airliner plotand November
Fort Hood massacre which left 14
base personnel dead. In both cases
the US Intelligence Community (IC)
missed clues that some observers
believe could have made the
incidents preventable. McLaughlin
may also look into the circumstances
ofthe Chapman Forward Operating
Basesuicide bombing inAfghani­
stan, after asecuritybreach resulted
inthe deaths ofsixCIA staffers.

MrBlair said... "McLaughlinwill head
asmall group ofnational security experts who will look into recent
challenges facing the intelligence community. The DNI has requested a
careful examination of the sequence ofevents leading up to both incidents,
as well as proposals to remedy potential weaknesses inintelligence
systems and procedures that these incidents exposed. " , .

Releasing two reports on thethwarted Christmas Day bombing, President
Obama said spy agencies did not "properly connect and understand" data
that could have busted the plot as it was planned by an al-Oaida affiliate in
Yemen.

AI-Qaida capture images received and beamed by CIA reconnaissance drones

P
entagon officials have
admitted that imagery taken
by unmanned Predator
drones, is vulnerable to

"capture" by terrorists. This follows
the discovery offilms of UAV
missions being found onalaptop
computerseized from aterrorist in
Iraq. Initially, analysts tho '
films wereprobably thos
flighH,imulator trainingsc 00 s, ut
it soon becameclear they were real.
Then, it was revealedasecond
computer found atan al-Qaida
training camp in Afghanistan had
similar filmsof UAV flights.

ACIA investigationexposed am
problem - the interceptionsof
cost less than $30.00 (£22.

Privately the CIA blames Iranian
Intell igence forproviding insurgents
in Iraq with widely available
softwaresuch as SkyGrabber. This
allows the user to capturethe video
feeds, which strangely, have not .
beenprotected by military
encryption.

The software can't be used to
actually control thePredator, but

The film technology (video)on the
Predators is about ten years old, but
the cameratechnology is advancing
every year providing clearer pictures
ingreat defin ition. The Predator,
Reaper and other UAVs are
constantly inuse inIraq and
Afghanista secure surveill
footlii

Since the reported security ,I ap~e ,

US defenceG . "iJffIe'lissue
was addressed ed. Every
eapability comes wit itsbenefits as
well as potential weaknesses. We
have a constant review process to
ddressany vulnerabilities."



Indians go about their business at Mumbai 's bustling
Chhatrapati Shivaji Terminus - one of the bigg est transport

hubs in the world. In 2008 this area shuddered to the
sound of gunfire and bombs as terrorists attacked

FORMER DEA UNDERCOVER OPERATIVE
ACCUSED OF BEING CIA DOUBLE AGENT

avid Coleman Headley, aUS
national linkedtoaterror plotto
attack the Danish newspaper
responsiblefor publishing
cartoons oftheprophet
Mohammed, has also been
implicated in the Lashkar-e­

Tayyeba (LeT) attack on the cityof Mumbai in
November 2008, that left173 people dead.
Since his arrest on 3 October 2009 in the
USA, anumber ofsources have claimed,
Headley was a CIA operative "turned bad", '
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while others suggest he may well have been a
double agent engaged in infiltratingterror
outfits.

The FBI believeHeadley, 49, whose fatherwas
a Pakistandiplomat, was used to gather
intelligenceon various targets during visitsto
Mumbai in September 2006, February2007,
April 2008 and July 2008. Before each
journey, Headley, who changed his name from
Dawood Gilani (reportedly tomislead Indian
police), was briefed byLeT terror planners in
Pakistan regardingwhichbuildings and streets
to surveil. Headley also identified various
potential boat landing sites for theteam of
attackers who would arrive inMumbai by sea.

FBI intelligenceofficials say Headley liaised
with his terrorist handlers on several occa­
sions, each time providing them with valuable
reconnaissance information. As well as
accusing Headley of carrying out surveillance
on important locations such as places of
public use, state and government facilities,
public transport systems and infrastructure
facilities in India, the FBI has also charged

CCTV picks up a nonchalant LeT terrorist
walking through the corri dors of the Taj
Mahal Palace Hotel looking for targets

Headley withaiding and abetting the murder of
sixUS nationals inthe attacks known as
India's "26/11".

The FBI 's affidavit lists 12 different counts
under which Headley will be tried inthe United

" States, though India is seeking his extradition.

Headley was arrested as he tried to board a
flight to Philadelphia atO'Hare airport in
Chicago. Tawahhur Hussain Rana, 48, a
Canadian and allegedly another of Headley's
handlers, was arrested at his house in

~
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Chicago. The FBI initially charged both men with plotting attacks on the
office of Danish newspaper Jy/lands-Posten, though it has since transpired
Headley had Mumbai 's Bollywood film industry, the Shiv Sena, aHindu
extremistgroup also based in Mumbai, and an unidentified but major Hindu
temple all inhis sights.

On his person Bureau investigators found a memory stick with video
imagery of the newspaper's offices and a military outpost nearby. CIA
investigators are aware of some of Headley's contacts inthe Pakistan
Army and al-Qaida, though are not keen to elaborate. He was most
certainly on the Agency's extensive 'terror watch list'.

Anumber ofnewspapers inAsia and the United States, have reported on
claims that Headley was adouble agent who was actually working forthe
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AWAITING JUSTICE
Baby-faced assassin ­
Azam Amir Kasab, 21, .
the sole survivor of the
Mumbai gang which is
thought to have com­
prised of about 40 LeT

members (includes
planners and
facilitators)

CIA - this whilst infiltrating al-Oaica and itsassociates. CIA spokesperson
Marie E. Harf said: "I can 't comment on an ongoing investigation, but any
suggestion that this individual worked forthe CIA isflat wrong. "

However, that the terror suspect was once on the intelligence payroll is
perhaps true. In the late 1990s, facing astiff prison term forheroin
smuggling, Headley agreed towork for the powerful US Drug Enforcement
Agency (DEA) infiltrating organised Pakistan drugs ' gangs. Sources in India

1 say he was atop undercover operative, an "actor" who used various ruses
and disguises to help him mix with India's social elite.

Statements emanating from India's seniorintelligence agency RAW
(Research and Analysis Wing) , also hint that Headley has "intelligence
history". B. Raman, asenior intelligence writer and analyst and himself a
former counter-terrorism chief forRAW said: "That Headley was an agent
forthe DEA is known. Whether he was being used bythe CIA as well is a
matter of speculation, but it is almost certain that the CIA was aware of
him and his movements across the subcontinent. "
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NORTHERN PROJECT'S ASSASSINATION ATTEMPT
Since Westergaard 's creation; arrived. By this time the artistand
several PET officers have been the youngster had locked them-
assigned to monitoring terror selves in acarefully built panic room
suspects arriving inDenmark. inside the bathroom. Police soon
Westergaard, who inthe past has discovered the front door had been
shunned "24-hour security", did shattered and a man hammering
agree to the installation of an alert with an axe atthe bathroom door
system and panic room athis home ! shouting "revenge"and "blood".
inViby near the western city of . When apolice officer called tothe
Aarhus. This probably saved his life 1 assailant to drop the axe, the man
when just hours into the New Year, a turned on the police. Seconds later
hired al-Qaida assassin who had he was shot bymarksmen in the
slipped under PET's radar, struck arm and leg. His injuries were
twohours before midnight. disabling, but not life-threatening.

I
n Eye Spy 65, we reported on a
complex terror operation with a
simple solution - the end game
fora Danish cartoonist who
depicted the prophet Mohammed

with abomb inhis turban. The FBI
and Denmark's important PET
(national intelligenceagency), had
already collaborated to thwart one
major attempt to kill personnel
attached tothe Jyllands-Posten, the
newspaper which commissioned
Kurt Westergaard to prepare several
cartoons relating to Islam.

However, since then, we have
learnedthe al-Qaida operation,
known as the Northern Project, is
an ongoing effort to attack not just
Danish interests and those con­
nected to Jyllands-Posten, but to
strike various targets in Europe's
northern countries - including the
UK.

8

Westergaard, 73, was athome with
his five-year-old daughter when a
man ofSomali origin, wielding an
axe, hammer and concealed knife,
sought to break into hishouse. As
the assassin started to attack the
front door, Westergaard triggered a
police alert button and within
minutes an armed security detail

The terrorist was soon identified as
a27-year-old man who had known
links toan al-Qaida umbrella outfit
called 'AI-Shabaab' inSomalia. This
is the same group with ties to the
Yemen terror network that tried to
bring down the US-bound airliner
over Detroit on Christmas Day. The
CIA estimates AI-Shabaab has

between 150-250 operatives who
are living in Europe.

• Amost disturbing sidebar tothis
story comes inthe form of an
intelligence-based report that notes
al-Qaida is actively sending out its

: agents to check the identity of all
i Danes called Kurt Westergaard.

Anyone by this name can apply for
24-hour protection. Osama bin­
Laden has put a $1 million bounty
on Westergaard 's life.
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The meeting was scheduled totake place two
days before New Year's Day. When AI-Balawi
arrived atFOBC, reportedly wearing an Afghan
National Army uniform, he was waved through
by security because he was known tothe
guards, and in any event, his contact man - Ali
bin Zaid, awaited him inside. Once inside, AI­
Balawi made his way toan area ofthe base
described as the "fitness centre" or"gym" by
US officials. Here the Jordanian detonated a
body-worn bomb (explosives belt). Some
intelligence sources say all the dead were
experienced CIA surveillance operatives
(including contracted team members) also
skilled inmilitary tactics. The head ofthe CIA
element, who was amongst the dead, has
been confirmed as a "mother ofthree
children".

CIA Director Leon Panetta said: "Seven...
colleagues were killed and six others were
injured. The casualties were the result ofa
terrorist attack. Those who fell yesterday were
far from home and close tothe enemy, doing
the hard work that must be done to protect oW
country from terrorism."

Alarge part ofFOBC serves as the Agency's
most precarious out post. It ishere many
front-line operations are planned and overseen
by CIA military elements, some likened tothe
organisation 's overseas Special Activities
Division (SAD). However, there are also
several dozen Afghan military troops and
civilians who operate on the base. It is
understood the CIA has flown in additional
officers tocheck and revamp security.

Mohammad Yaqub, acting provincial police
chief inthe area heard the blast: "Wethought
atfirst that it must have been arocket attack.
It'shard to know how someone could have
gotten inside todo this. Even when I neei to
visit, I am not allowed to bring acar inside the
gate." •

Zabiullah Mujahid, a 'spokesman' forthe
Taliban claimed that an "Afghansoldier"
(presumably AI-Balawi ) had made contact
with the group and offered his services tothe
insurgents.

Mujahid drew reference toother members of
the Afghan Army who had joined the Taliban
and attacked Western forces: "ThoseAfghans
who were working with Americans before,

~
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First CIA Death at BaUle of Qala-l-Jangi
The first CIAcasualty in
the Afghanistan conflict
was Mike Spann. He was
killed in an operation to
retake a prison that had
been overrun by al-Qaida
prisoners, including
American turncoat and
Taliban fighter John
Walker. Moments after
these photographs were
taken, which show Walker
kneeling inside Oala-l­
Jangi prison (opposite
page), al-Qaida terrorists
over-powered their Afghan
guards (Northern Alliance
fighters). A small CIA SAD
unit, which included
Spann, fought out a bitter
battle which resulted in the
deaths of dozens of al­
Qaida operatives. Walker,
was but one of the lucky
captiveswho survived.

FORWARD OPERATING BASE CHAPMAN
T

heCIA facil ityForward Operating Base [Chapman] is locatedatthe site ofaformer Afghanarmy installation and
airstrip. It is ideally situated inthe vicinity of Camp Salerno, a largemilitary base used by US Special Forces,
including Navy SEALS. It was named 'Chapman' inhonour ofSergeant First Class Nathan Chapman, 31, the first
Americansoldier killed by enemy fire during the Afghanistanwar. InJanuary 2002, Chapmanagreedtoaccom­

pany anewly installed CIA elementto an Afghan village. As the delegation sat down with Gardezvillageelders, terrorists
pounced. Chapman was reportedly struck byabullet fired by a14-year-old sniper. ACIA officer was alsohit inthe chest but
survived andwas airlifted to amilitary hospital in Germany. Chapman was decorated 15 times forhis bravery and was
highly regarded by the CIA's "paramilitary" Special Activities Division (SAD).

NathanChapman
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10 January 2002 : A US honour guard carries the flag-draped coffin of Nathan Chapman through Seattle-Tacoma
International Airport. The ceremony was attended by more than 60 Green Berets
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now they are with the mujaheddin. And now
they know Americans are the enemy ofour
religion, they cannot bear it any more, they are
ready foroperations. " The Taliban claims
regarding the bomber were rejected byAfghan
officials, though intelligence sources believe
they are "fairly accurate".

Former CIA Deputy Director John E.
McLaughlin, speaking about the dead CIA
officers, said: "Our people are often out on the
front line, without adequate force protection,
and they put their lives quite literally in
jeopardy. It is the nightmare we've been
anticipating since we went into Afghanistan
and Iraq. MrMcLaughlin serves on atrust that
helps the families of the CIA's fallen.

Since 2007, the CIA has gradually increased
itsstrength to counter aresurgent al-Qaida
and their Taliban partners. Besides building a
substantial spy network inthe villages and
towns which straddle the Afghan-Pakistan
border, field operatives have had much
success in identifying terrorist training camps,
safe houses, and munition dumps. Another
important part of itsAfghan mission is
providing support via itsburgeoning fleet of
r----------.., remotely

piloted
vehicles
(RPVs) ­
many of
them armed
and carrying
advanced
video
cameras.
Imagery is
sent to a
special
facility inthe
Middle East
foranalysis

and action - almost certainly via facilities such
as FOBC. Other unmanned drones are
controlled from positions elsewhere.

Though incidents such as this have resulted in
calls to limit the use of Afghan nationals and
other foreigners, the CIA recognise using
locals isthe best way to gather HUMINT
(Human Intelligence). However, fornearly a

.year the CIA and GID "schooled" AI-Balawi
and he will undoubtedly have passed on many
trade secrets. He will have also provided
useful information on how the security
services go about their business making
contact with local Afghans. No doubt the
terrorists will make good use ofhis training.

The FOBC dead include Harold Brown, 37,
Scott Robertson, 39, a CIA security officer
and former US Navy SEAL Jeremy Wise, 35,
who worked as a security contractor. The

, ,

bodies ofthe CIA employees were transferred
to the US and aprivate ceremony was held at
Dover Air Force Base to honour them.

The CIA dead will bring the total number of
stars on the CIA memorial to its fallen, to just
under 100. The inscription atLangley reads:
Ninety CIA deaths are memorialized by stars
on awall inthe agency's Langley headquar­
ters. The inscription on the memorial reads:
'We are the nation 's first line ofdefence. We
accomplish what others cannot accomplish
and go where others cannot go '.

As forAI-Balawi , he isn't the first operative to
switch sides and he won't be the last.

• During the late 2001 invasion of Afghani­
stan, which cleared the country of the majority
ofal-Qaida and Taliban terrorists, the CIA
suffered only four fatalities .

Onicial CIA Statement on Onicer Deaths
C

IA Director Leon E. Panetta
informed the Agency's
workforce that seven of

their colleagues were killed and six
others injured at a Forward
Operating Base in Khost Province,
Afghanistan . Within days of the
terrorist attack Panetta sent this
internal letter to Langley staff :

"Those who fell yesterday were far
from home and close to the
enemy, doing the hard work that
must be done to protect our
country from terror ism. We owe
them our deepest grat itude , and
we pledge to them and their
families that we will never cease
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fighting for the cause to which
they ded icated their lives - a safer
America ."

"Families have been our Agency's
first priority. Before sharing this
information with anyone else, we
wanted to be in contact with each
of them . This is the most difficult
news to bear under any circum­
stances , but that it comes during
the holidays makes it even harder.
In coming days and weeks, we will
comfort them and honour their
loved ones as a family. They are in

. our thoughts and prayers - now
and always."

" [This] tragedy reminds us that the
men and women of the CIA put
their lives at risk every day to
protect this nation. Throughout our
history, the reality is that those
who make a real difference often
face real danger."

Director Panetta credited US
military doctors and nurses with
saving the lives of those wounded
in the attack.

In honour and memory of the
dead , he requested that the flags
at CIA Headquarters be flown at
half-staff.

D/CIA Leon E. Panetta met
with relatives of the Agency's

FOB C fallen



PENTAGON INTEL CHIEF ROCKS CIA WITH WRITTEN ATTACK ON AGENCY'S AFGHAN ROLE



AI.·QAIDA USES ESPIONAGE TACTICS TO REACH SENIOR CIA OFFICIAlS

ALEC STATION veteran
amongst Agency dead as

terror groups out­
manoeuvre the CIA

Unnamed CIA man from the first dedicated Agency unit created to find Osama bin-Laden - code-named Alec Station ­
killed as he considered the possibility he may be closing in on al-Qaida's long-time deputy - Ayman al-Zawahiri

etired CIA staffers say Hurnarn .Khalil Abu-Mulal al­
Balawi 's actions inoutflanking the CIA at Forward
Operations Base Chapman, were carefully managed by
al-Oalda's planners. Other Langley officials have quietly
admitted that several key intelligence
procedures were not followed - the
primary one being never meet with an

informant oragent at abase orfield station. "Taliban
and al-Qaida spies are everywhere in Afghanistan - '
even entering and working on our own bases," said
Lieutenant-Colonel Tony Shaffer, atrained intelli­
gence officer with threads tothe CIA and DIA. "AI­
Balawi 's coming and goings would have been
reported upon bythese spies." Thiswas countered
by CIA Director Leon Panetta who said the situation
inthis part of the world was very different to those
where such "rules" apply. "Inthe barren landscape
outside' Khost, things such as 'safe' houses - a

I II.l .' _ _ l _

staple oftraditional espionage - are not easily found," said Panetta.
"This was not aquestion oftrusting apotential intelligenceasset, even
one who had provided information that we could verify independently. It
is never that simple, and no one ignoredthe hazards. "

However, another "golden rule " allegedly ignored was that
al-Balawi - and his innocent driver - were not patted-down
atthe base's gate. But suc1was the confidence inthe spy
lthat he was waved throughr an indication perhaps that he

'::---jwas afrequent visitor. 1

Despite Panetta's statement, Langley are reel ing from this
incident. AI-Qaida sacrifiCej one oftheir best-placed
agents to kill as many seni r CIA personnel as
possible. This was achieve byamessage being
sent by al-Balawi to his handler atChapman. "So
important was the intellige ~ce , that the CIA
decided to send in two of it~ most experienced. ..+---

' .. ...



COURTESY: US ARMY/AIR FORCE
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The CIA control and fly a growing fleet of unmanned aerial
vehicles on surveillance and attack operations. The primary '
control centres are in the Middle East and America. How­
ever, these interesting photographs show an unidentified
US base in Afghanistan and an operator controlling the
powerful Predator drone. It is believed Forward Operating
Base Chapman is home to several CIA-controlled UAVs

US servicemen train on a UAVcontrol simulator far from the front line in Afghanistan. Unfortunately, when key intelligence is
passed on, agencies suchas the CIA invariably have to send its officers to meet with theoriginal source. AI-Balawi is a typical
example, but events turned to tragedy when he detonated a powerful body-worn bomb.

officers- top field people whowill be difficult to replace quickly," saidone
former CIA man. AI-Balawi, after being trained by"tradecraftofficers"
fromthe CIA, had consistentlydelivered informationthat was usefulto the
Agency - especially foroperatives controlling unmanneddrones in remote
areas and forattacking Taliban and al-Qaidapositions. But it was all part of
the plan to convince the CIA that "their man" was "untouchable" interms
of the information he was providing. Thisactually makes his liaison
(exposure) on the base even more puzzl ing.
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ida within
nds of festive
n success

st America
everal intelligenceservices have
met to discussthe circumstances
that allowed asuspected terrorist
operative to flytoAmerica and
almost bring down apacked
airliner carrying nearly 300
passengers over the city of

Detroit. Nigerian Umar Farouk Abdulmutallab,
who until recently studied mechanical
engineering atthe University College London
(UCL), was almost the perfect operative - and
once againshowed how the terror group has
fashioned asystem to beat even the best
security in Europe andAmerica.

The plot, though hatched in Yemen, Africa,
sadly revealshow London has become central
to al-Qaida's recruiting andplanning arm,
despite initial Foreign Officemessagestothe
contrary. Abdulmutallab undoubtedly met his
al-Qaida recruiters in the UK, probably loose
associates of US Army MajorNidal Malik
Hasan, the crazed terrorist sympathiser who
gunned down 14basepersonnel atFortHood
in November 2009.

Nidal Malik Hasan - associated with
contacts of Abdulmutallab

The saving grace intheDetroit bomb attempt
was the quick actions of passengers flying on
Northwest Airl ines Flight 253 (asubsiduary of
Delta Airlines) who overpowered the would-be
bomber. And of course "lady luck": the

Detroit bomber was
approached and

lured by al-Qaida's
London underworld ­

Eye Spy sources

Abdulmutallab studied here at the
engineering wing of University

College London

explosivestucked away in Abdulmutallab 's
underpantsdidn't ignite properly.

Through EyeSpy's US counter-terrorism
sources, we can reveal Abdulmutallab was but
one member of aspecially trainedterror cell
based inYemen but with links to London and
Holland. Someofthe people trainedwith
Abdulmutallab in Yemen have fled the country
- their whereabouts unknown.

AI -Qaida's burgeoning presence inAfrica has
also been the focus of much attention fora
joint CIA-Pentagon effort that has supported
operations againstdozens ofterrorists.
Indeed, one operation by Yemen's counter­
terroristdivision supported by theCIA 'Trans
Sahara' unit, left35 terrorists dead, including
at least two seniorOsama bin-Laden liaison
men. This incident was probably the signal for
al-Oalda tounleash Abdulmutallab. In2008,
the Pentagon gave Yemen's counter-~
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John O. Brennan, Deputy Assistant to the
President and Deputy National Security
Adviser forHomeland Security and
Counterterrorism said he had let the country
down: Brennan isavery experience
intelligence official who was expected to be
installed as Director, Central Intelligence
Agency (D/CIAj, before being appointed as a
counter-terrorism official

to secure further intelligence. However, it's
clear from many commentators, that the
intelligenceservices inthe USA, UK and
elsewhere are tryingtooperate inaworld
whereair travel, security measures, and
freedomofmovement simplydon't mix.
Thankfully, most people recognise that
additional security is needed at journey points
and Schiphol

~~~~~:~~d~olland , NO ACCOMPLICE
introducednew ~
body scanners that Holland 's

intelligence .were discussed in and .
this magazine years security
ago. However, service
"privacy" concerns Algemene
(thescanners show Inlichtingen-en
body curves) from Veiligheidsdienst (AIVD),
some people who ruled out the possibility
complained the that AbdulMutaliab had
machineswere an accomplice at
revealing "too Schiphol Airport .
much detail", However, the agency,

previously known as the
caused many BVD, has intelligence on
airports tothi._nk_~, several suspects

connected to Richard
---~~~fiiII_..J Reid - the shoe bomber.

--~..,
His mod ified shoes
(below) and the PETN
inserted into them are
believed to have been
manufactured or
supp lied by an al-Qaida
cell once operat ional in
Amsterdam.

Additional checks ofintelligencefiles on
Abdulmutallab would have further "enhanced"
his reputation, and he would have been
elevated to the Selectee List (SL) run by the
Transportation Security Administration (TSA) .
Hisname appearing onthat list, combined with
intelligencealready acquired, would have
almost certainly resulted inhim being added to
theFBI's 'No Fly List' , along with about 4,000
oftheworld's most notorious, orsuspected
terrorists. Therefore, once hehad landedin
Holland, hewouldhavebeen immediately
returned to Nigeria post-haste ornot allowed to
board aflight to Europe inthe first place.

Since thefai led Christmas Day attack,
intelligenceagencies havebeen
scurrying about trying---=".

Abdulmutallab, 23, was most certainly aname
that figured on highly secret intelligencewatch
lists intheUS and UK, though it has emerged
that he is but one of nearly 1,000,000 persons
who are being internationally monitored.
However, the suspect was not regarded as a
"senior player" and failed to be placed on an
evenmorecovert 'watch list' or register that
has beenbuilt upon and managed by the likes
ofMI5 and theFBI. He was however on TIDE
(Terrorist Identities Datamart Environment),
managed mainly by the United States Govern­
ment and meaning an intelligencefile on
Abdulmutallab had been opened. Security
concerns raised, he shouldhave been
"upgraded" tothe US TerroristScreen Data
Base (TSDB) which contains the names,
background and other informationof
about 400,000 people.

insurgency organisation $67 million in 2008 to
fund operations against al-Qaida.
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Richard Reid, better known asthe "shoe
bomber" tried to bring down a Miami-bound
aeroplane shortly before Christmas in 2002.
AI-Qaida's mind-set has always been to try,
try and try again if a certain type of opera­
tion fails. Few in the intelligence world
believe AbdulMutallab will be the last terrorist
toattempt this type ofattack

again - Schiphol, incidentally, not being one of
them (see page 68). Now the "millimeterwave"
machines will be used on all passengers flying
to the United States from Amsterdam's airport.

When news of the incident reached London via
the FBI, MIS and Special Branch located
Abdulmutallab's former address and others he
frequented and used. It didn't take long for
journalists to note the activity of police who
had descended on aplush London apartment
block, northat some of the flats cost £3
million. How could astudent from Nigeria
afford such ahome? It soon became clear ­
Abdulmutallab was the son ofa former leading
banker. And though Abdulmutallab may be
from arich family, he had lied his way to the
UK, carried bogus documents around the
globe, and as late as May 2009, he had tried to
enrol atanon-existent college in London. By
this time, he had been flagged by MIS. He was
a former president ofa London-based Islamic
society - of which anumber of members have
been convicted of terrorist offences. Indeed,
one person has been linked to the 2006
transatlantic airliner plot.

Allowing such a person, whose al-Qaida links
were suspected and discussed by various
intelligence agencies, to fly to the United States
was an error. And abizarre comment byJanet
Napolitano, the US Director of Homeland
Security just hours after the aeroplane incident,
that, "what is important is that everything [the
security system] worked," turned more than a
few heads in Langley and Washington DC.

It was an astonishing statement, which a day or
solater she reversed. "Everything was not
alright," she said.

~
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'301N THE DOTS"
President Obama hugely critical
ofUSIntelligence Community

I
n a surprising move, andonethatcame within days of
the failed Detroit attack, President Obama launched a
stinging publicrebuke of the intelligence services for a
failure to "join the dots". TheWhite House then
produced a six-page document thathighlighted why

AbdulMutaliab had not been given the highest priorityin
terms of the dangers he posed to the USA. However, in a
somewhat embarrassing incident, andone reason why
thesuspect maynot have been properly flagged in the
firstplace, thewriter misspelt the terrorist's name.

Many leading intelligence officials in the Departments' of
State andHomeland Security, the FBI, CIA, National
Security Agency, National Counterterrorism Center and
the office of the Director of National Intelligence (ODNI) ,
aswell as theWhite House national security staff, were
ordered to report backwithin 30 days on a plan to stop
such a situationarising again. However, intelligence
watchers believe the President should not have exposed security problems further and
keptanycriticisms in-house or behind closed doors.

''The intelligence fell through the cracks. This happened in morethan oneorganisation,"
Deputy National SecurityAdviserJohnBrennan said. Hewent on to explain thatthe IChad
gathered intelligence relating to the suspect and plot months earlier.

Part of the report said: Though all of the information wasavailable to all-source analysts at
the CIA and the NCTC {National CounterTerrorism Center]prior to theattemptedattack, the
dots were neverconnected, and as a result, theproblem appearsto be more a component
failure to 'connect the dots' ratherthana lack of information sharing.

The counterterrorism apparatus failed before 25 Decemberto identify, correlate, and fuse
into a coherentstoryall of the discretepieces of intelligence about the emergingterrorist
plot.

Besides its ownintelligence collectionon AbdulMutallab, MI5 did provide additional
material, but just howmuch and it what form is unclear. When details of this were
announced by Downing Street, it provoked a furious rowresulting in the President trying to
playdown the significance of the data.
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·AI-Qaida's use 01 anew lED delivery method reveals terror
network is truly international and lar more coordinated than

many counter-terrorist chiels want to believe

Once detained, the terror
suspect tried tobribe hisway
out ofthe police cell , presumably
with promises ofmoney. The police

Security Service has kept detailsofthe bomb's manufacture
quite secret. Bothorganisations also received intelligenceon
aSomali al-Qaida man whotried to board an aeroplane from
Mogadishuto Dubai ona Daallo Airlines flight on
13 November 2009. He was caught carrying
an identical device toAbdulmutallab ­
complete with syringe. The only
difference in this case was that the
bomber's explosive weighed1kg
- over ten times that carried by
Abdulmutallab.

hen CIA agents searched one abandoned
al-Qaida camp following bin-laden's quick
exit from Afghanistan in late2001, they
discovered all thetrappings ofamacabre
humanand animal research and experi­
mental test laboratory. However, they also

found many documents which clearly showed whoever was
here, had agood deal of experience inengineering, medicine
and explosives. In short, they wereprofessionals.

MI5 and the FBI knew that Abdulmutallab was not the first
al-Qaida operative to use the "syringe lED". The terror group
hadtrained its operatives to use this detonation method in
thefailed July2007 London plot, whereby amedical
professional tried to blow up acar outside the TigerTiger bar
inLondon. MI5 menfound asyringe inthe vehicle, but the
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werehaving none ofit. Intelligence sources
say ashampoo bottlefilled with black acid
and aplastic bag containing apale-green
chalk-like substance smellingofammonia
was recovered. The syringe containedagreen

CHRISTMAS DAY PLOT
Continuedfrom page 23

For over three years the CIA's Trans Sahara
unit has reported upon the rapidspread ofal­
Qaida in northern Africa. With the West's
focus ofattention in Afghanistan and Iraq, al­
Qaida has built up aserious force inYemen,
dubbed "AQAP" (AI-Qaida intheArab Penin-

liquid. It is understood samples of all three
components were delivered to MIS's forensic
contract wing foranalysis, along with detailed
photographs of the objects used to carry the
lii:!uids and powder.

And even before this, the Yemen-based wing
ofal-Qaida was blamed foramost audacious
assassination attempt on Prince Nayef, the
Saudi interior minister. His department has a
powerful counter-terrorist directorate that
liaisesfrequentlywith organisations such as
MIS and theFBI. In August 2009, al-Qaida had
used various fronts and individuals toarrange
ameeting with Mr Nayef. Asenior al-Qaida
courier smuggled asyringe bomb into Saudi
Arabia and passed it toan operativewho was
tomeet the prince. Hiding explosives in his .
groin area, the bomber detonated part ofthe
device, but only ended up ki lling himself.
Though injured, Prince Nayef survived.

Theses events, inquicksuccessionand with
theirorig ins inYemen and Somalia - both
neighbouring countries hosting some ofal­
Gaida's most dangerous terrorists, should
have been enough to send red flags flying in
London, Washington DCand elsewhere.

sula). It's not the only "AQ" terror outfit in this
part of the world, but theCIA has uncovered
thisparticular one has threads to Britain and
other countries in Europe. Similarly, Eye Spy
learned that MIS has issuedan urgent memo
togovernment ministers that bogus study
colleges are being used by al-Qaida as a
means ofentering the UK - Abdulmutallab 's
attempt being aprime example. It's likely

readers will see dozens of these "colleges",
often runby serious crime gangs shut down
in 2010 as adirect result ofMIS operations.

The al-Oaida operation toattack the United
States onChristmas Day almost mimicked
that plannedby thegroup's Dutch and British
elements on 22 December 2002. Inthis case
Richard Reid, dubbed the "shoebomber"

Passengers check-in the ir luggage for a transatlantic fli ght from the UK to
Amer ica. A red flag should have been raised when Abd ulmutallab, whose

ticket was paid fo r in cash boarded the airliner boun d for Amer ica via
Holland wit h abso lutel y no luggage. The authorities have yet to disc lose

just who bought it and where .
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because he packed explosives into his boots,
almost succeeded in bringing down American
Airlines Flight 63. Since then, anyone flying
into orout ofAmerica must take off their
shoes which undergo afurther examination.

Abdulmutallab arrived in Yemen in August
from Nigeria after failing toget back into the
UK. Intelligence watchers believe this is
evidence enough that he had many contacts in
AQAP before leaving London in the first place,
but the fact remains, he was recruited by al­
Qaida in the UK. Once in Yemen,
Abdulmutallab was given several weeks terror
training. His handlers had manufactured apair
ofunderpants that were laced with asix-inch
pouch that would be filled with about 80gm (a
mix ofPentaerythritol Tetranitrate orPETN and
Triacetone Triperoxide, also known as TATP) of
explosives sewed into the crotch area toavoid
detection. This isabout 50% more than was
carried by Richard Reid. Flying directly tothe
United States would raise possible flags, thus
it was decided aday before Christmas he

US Director of Homeland Security Janet
Napolitano baffled intelligence officials
when she seemed to' play down the incident
byproclaiming "what is important is that
everything [the security system) worked..."
Her remark was a major gaff

would return to Nigeria via abrief stop-over in
Ghana, and afew hours later depart toa
European country (in this case flying on a
shared Northwestern-KLM flight from Lagos
toAmsterdam). There isevidence tosuggest it
was inNigeria that the bomber received his
explosives to insert into his pants.

Multi-flight journey's such as this are known
as distraction operations and the ruse would
be further enhanced because he carried
proper documentation and avalid visa. After
flying toAmsterdam he went through what
security officials refer to as a"mild check".
Dutch officials point out that Abdulmutallab's
papers and visa were "aboveboard". How­
ever, even then security officials should have
quizzed him - forhe was en-route toAmerica
via Holland without one piece of luggage, and
even more damning - on atravel ticket
purchased with cash.

An hour before landing, Abdulmutallab went to
the toilet in the Airbus 330-300 - Detroit­
bound aeroplane, and it was here he almost
certainly prepared the mixture containing acid
inside asyringe. He removed the explosive
and taped it onto to his leg for easy access.
After 20 minutes orso, he returned to his seat
and told asteward he was feeling unwell. She

In the UK, most major airports now use
special undercover security teams to identify

suspicious characters

; brought him ablanket. Using the cloth to
conceal his next move, Abdulmutallab injected
the explosives with the syringe. Passengers
say he leapt from his seat and asecond or so
later aflame emerged and then a "popping"
sound was heard. Awhite ash-like power was
spilled as the flames burned Abdulmutallab 's
legs and mid-torso. He was quickly overpow­
ered by aDutch traveller and other passen­
gers. The FBI later released photographs

f showing the ripped piece ofclothing.



FBI photograph of Abdulmutallab's underpants after he
tried to detonate a concealed explosives package

INTELLIGENCE MIS-MANAGED?

The NSA, meanwhile, was one agency that had provided related
intelligence on Abdulmutallab just weeks prior to the incident, but the
dataseems to have been lost amongst amyriad ofother materials.
Internet and cell phone 'Chatter' was captured by NSA counter-terrorist
machines and even acomment that referredto "TheNigerian" was
picked up. There was also an e-mail exchange that was al-Qaida code
for "lighting up aChristmas tree" on "Christmas Day". The NSA

Continued on page 68

EYE SPY BEST-SELLERS
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Despite amassive search for Saddam's WMD, US and UK forces admitted they had
drawn ablank. This truck was hailed as proof that Iraq was manufacturing chemical
and biological weapons, however, it turned out it was nothing more than a farm
vehicle equipped with fertiliser producing machinery .
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Cult 0
Ghost of Sad
Seniordoctorsurge new
inquest intoDr David
Kelly 's deathas conspiracy
clouds continue to flutter

he circumstances surrounding
the death of Dr David Kelly, 59,
famously remembered as the
man who originally found
Saddam's deadly anthrax
stockpiles following the first Gulf
War, remains atopic fordebate

gross opportunism, and sadly, the odd
oolhardy hoaxer. However, there areseveral

eminent professionals who still believe not all
has been revealed about his sudden death.

Kelly was the Ministry ofDefence contract
scientistwho provided Andrew Gilligan, thena
journalist with the SSG, with adeep insight
into the government's claim that Iraq had
weapons ofmass destruction, and that it was
capable of launching an attack on the West in
just 45 minutes. Kelly said the "dossier",
which held the findings, was both inaccurate
and dramatic innature, and should not be
considered 100 per cent bona fide. These
words were spoken at asecret meeting inthe
Gharing Gross Hotel, London, and soon
appeared in the wider media: the phrase
"sexedup WMD dossier" was being spoken
during every news bulletin.

For Kelly it was the end game, forthe SSG, an
expose ofthe most controversial kind which
led to resignations and threats. Kelly appeared



UN weapons inspectors,
found plenty of evidence
of WMD following the fi rst

Gulf War in Iraq
I 'l'

-..

Dr Kelly met secretly
with SSC man Andrew

Gilligan here at
Charing Cross Hotel.
The men discussed
the compiling of an

intelligence dossier on

Iraq's WMD. Gilligan lllliji;i~li!!~liii1~~~~~caused uproar when
he publicly announced

he had evidence the
report had been

"sexed up"

Andrew Gilligan

Dr David Kelly was treated harshly
after raising concerns about Iraq 's

"stockpiles" of WMD with a journalist

Kelly was found slumped against atree- he
had acuttohiswristand hadtaken co­
proxamol pain killers . Many associates inhis
profession were not convinced by statements
issuedvery quickly that he had killedhimself.
For thosewithamedical background, the
matter was also one of discussion. "Thecut
and subsequent bleeding was simplynot
sufficienttokillhim," said one doctor. As for
the painkiller found inhisbloodstream, this
was described as being at"low levels".

before furious politicians who hurled abuse
beyond what was necessary, and thestrain
was clearly evident on the face of theweap­
ons expert. The political and mediapressure
became unbearable and on 17July 2003,
Kelly took awalk intowoodland near his home
inAbingdon, Oxfordshire , andcommitted
suicide. What happened prior to and after his
death isknown, but some very powerful
medical people say the circumstances of
his "suicide" leave agaping chasm of
unansweredquestions.

Six doctorshave now come together and
produced a13-pagedocumentthat reportedly
negatesthenotion of su icide. It's publication
comes atatime whenSir John Chilcot is

overseeing an
inquiry into.why
Britainwent to
warwith Iraq,
with particular
attention givento
the aftermath.
The six wanta
new inquestat
theHigh Court

~
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The other men who have signed thedocument
are surgeon Martin Birnstingl, DrChristopher
Burns-Cox who special ises in internal general

Kelly had spoken tohis friends atthe United
Nations and elsewhere about a "witchhunt" and
said "darkactors are atplay". On another
occasion he told afriend he wouldn 't be
surprised if his body was found inthewoods.

oraresumption of theprevious one. Others who
support the doctors note that acoroner's inquest
was never held into Kelly's death, instead it was
ruled upon bythe wider [government] Hutton
inquiry. Inthis case, it was judged Kelly died
after severing his ulnar artery with a blunt
gardening knife. The doctors believe the Hutton
inquiry should not have ruled upon Kelly's death
and it was a "totally inadequate" means of
obtaining the truth.

The movie, Anthrax War, presents astory line
that sitswell with the conspiracy theorists. Kelly
in this case heads abiological germ research
unit atPorton Down, the Government's secret
military research establishment inWiltshire. The
picture hints he knew fartoo much and that his
murder may have threads to asecret germ
warfare programme.

medicine, trauma surgeon DavidHalpin, and
epidemiologist Dr Andrew Rouse.

MAGNET FOR CONSPIRACY

The doctors who have requested anew inquiry
base their demands on whatthey see as a lack
oftransparency, but the death of Kelly has
attracted ahuge following intent on placing the
blame with the "dark forces ofBritain 's Secret
Service" or the CIA. Insummer, it transpired that
acleverlyorchestrated plan to implicate MI6 had
been initiated bythe pen, or in this case
typewriter, ofa person pretending to be an MI6
spy - a British diplomat who had alleged links to
the organisation. The letter spoke of asyringe
filled with succinylcholine, that acts as amuscle
relaxant, being injected into Kelly's hairline. Other
letters containaconfession that the writer was
the assassin and operating from an MI6 facilityat
35Albert Embankment, Vauxhall. "Kelly turned to
me and asked was I there to terminate him... he
whispered to me that it was okay..." one
paragraph read. The material was fairly convinc­
ing and the police started a probe. It transpired
they were the workofa member of the public - a
women from Leicestershire. She has been
described as an "eccentric fantasist". Despite
this, the bogus letters are often referenced as
belonging to the widerconspiracy surrounding
Kelly's death, and just another genuine reasonto
reject the possibilitythat hewas murdered.

As forKelly's widow and family, they fully
support the original findings of the Hutton
inquiry.

Former D/GIA
George Tenet
was uneasy

when speaking
about Iraq's

WMD
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One of the six doctors, radiologist Stephen Frost,
has investigated the death ofDrKelly for several
years, he said: "Weare determined to get to the
bottom ofthis death. We will pursue it to the very
end." Another, Dr Michael Powers, amedical
lawyer who put his signature on the document
urging anew inquiry, believes the evidence for
suicide is "very thin": "Suicidecannot be
presumed, it has to be proven, said Powers.
"Fromthe evidence that we have as to the
circumstances of his death, inparticular the
aspect of haemorrhage, we do not believe that
there was sufficient evidence to prove beyond
reasonable doubt that he killed himself. "

Eye Spy associate editor Glenmore
Trenear-Harvey pictured behind the new
MI6 chief - Sir John Sawers. Sir John
recently gave evidence at the Ghilcot
Inquiry - which is examining the reasons
whytheUKwent towarwith Iraq. Glenmore
spokewith Mr Sawers for several minutes
before he gave evidence. "Sir John was
warm and friendly and the best-briefed
witness Ihave heard attheinquiry," hesaid.
"Before him was a thick briefing pad, but
no sign whatsoever of a green pen."

MI6 CHIEFS GIVE
EVIDENCE AT
IRAQ INQUIRY

Interestingly,on 19March 2003, just hours
before the UK-USA invasion of Iraq, JIG
discussed intelligence that suggested
Saddam had"disassembled" its chemical
weapons capability andthat it mightfind it
"difficult to reconstitute it."

Alsospeaking at the inquiry wasthe man
SirJohn replaced - SirJohn Scarlett. The
sensitive issue of the "WMD dossier"
naturally raised its head again, but Mr
Scarlettrejected comments thatthetextof
the report was "managed" to suit the
government's requirements. "Therewas no
conscious intention to manipulate the
language," hesaid. Hewenton to saythe
UKhadfound obtainingintelligence inside
Iraq difficult, but he denied he had been
placed under pressure to "firm up" the
dossier.

Former Prime Minister Tony Blair said he
would have invaded Iraq with or without
the WMD intelligence.
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OPENING PANDOR
efore an announcement from
Germany, that incidentally should
concern about 80%ofthe world's
cell phone users, few people had
ever heard of Karsten Noh!. He's a
German computer expert who just
happens to be very good at

cracking the algorithm used toencrypt calls
using GSM-based technology (amongst other
things). In January 2010, Nohl declared he had
broken acode that was regarded by most
security experts as "untouchable". Using a
batch of joined-up computers, afew friends

(somewould call them hackers) and alittle
patience, Nohl's team quietly number crunched
billions ofnumbers and combinations - the
secret codes which protect most cell phones.
And then suddenly the data made sense.
Before ahost of interested parties could voice
their objections, Nohl uploaded his research on

.tothe Internet - much tothe delight ofthe
hacking world..

For those who rely on acalculator towork out
even simple sums (me included) , Nohl 's
mathematical equations (presented intable
form) won 't mean anything, but tothe people
who protect cell phone calls (and those whose
job it isto intercept them) , they can be likened
to an unseen enemy. The speed inwhich the
"secret key" was discovered surprised many
technicians and cell phone experts. Indeed,
Nohl only made his intention clear that he was
going to "crackthe code" atthe Hacking at
Random (HAR) conference in Holland in
August last year.

Nohl presented his findings atan event called
the 'Chaos Communication Congress ' in Berlin
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All that is needed, therefore, to bug acell phone
through the "airwaves", isthe telephone
number. And it doesn't matter if the user
changes the number athousand times, the
nature ofthe software means it attaches itself
to the cell phone also.

In recent years there has been an upsurge in
the tapping of cell phones, most famously in
the UK when anumber ofRoyals were listened
into. Following the 'PalaceTaps' case, Eye Spy
was asked by several media outlets, including
the BBC, just how easy is it to bug acell
phone, the answer is "very easy". However, it
isdependent on the type ofthe phone, and if it
can beacquired forafew minutes whilst
software is loaded. There is little that can be
done if the interception software goes through
atext message as previously mentioned. )0>
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The speed in which the "secret key" was discovered
surprised many technicians and cell phone experts...

"AS/1 function should
have been replaced

years ago when
researchers first

discussed practical
attacks... " · Nohl

Karsten Nohl's work
into a variety of electri­
cal security issues is
gaining the German­

born researcher global
attention

© DAN ADDISON

those wanting to listen-in toconversations. One
always associate organisations like GCHQ or
America's NSA's with such tactics, but pop
along toyour local spy shop and you'll find a
plethora ofsolutions forintercepting orre-

(the 26th tohave taken place) . He said his routing calls. For afew hundred dollars, and as
research showed that GSM security was simply . long as you can physically get hold ofacell
inadequate. That didn't go down too well with phone you want to bug, virtually any device
the GSM Association (GSMA), which devised can be turned into aspy phone. But, spend a
the algorithm and oversees development ofthe little more (around $1500), you can purchase
standard. Aspokesperson said: "Mr Nohl 's on the Internet, aprogramme that canbe sent
work would be highly illegal inthe UK and viaatext message tomost cell phones
many other countries. This isn 't something that anywhere inthe world. Hidden inside the
we takelightly atall." Some legal buffs say it message isaspecial programme that is
isn 't Nohl's research that is illegal, but how it automatically uploaded inseconds. Itmeans a
may be used. third party can listen intoall conversations and

receive text messages sent orreceived from
the target phone. We 're not going toname the
seller - but it's based east of Paris.

Encryption is used on cell phones tostop
eavesdropping, but that has never deterred

JS BOX



New countermeasures are coming on-line
every month, but hackers and eavesdroppers
are equally as active in their determination to
"beat the professionals". The best way to
protect any cell phone isto keep it safely on
your person at all times, don't leave it on
show foreven aminute, and tryto limit the
number ofpeople who know your number. But
that last measure isalmost impossible for
many people, especially professionals who
rely on this form ofcommunication for
business. There are some cell phones that
can 't be bugged orare difficult to intercept,
and it'sadvisable to do alittle research before
purchasing. For those who prefer security over
looks and functions, these are amust. And if
paranoia has set in by now, there are still a
few public phone boxes about.

Nohl's research has thrown GSM phone
protectors into aspin, and asked about why
hisgroup had decided to break the code, he
said he wasn 't happy with present
security. "Weare trying to inform
people about this widespread
vulnerabil ity. We hope to create
some additional pressure
[on cell phone manufactur­
ers and providers) and
demand from customers
forbetter encryption. "
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The "code" he is referring towas first thought
vulnerable as early as 1994 and isknown as
the A5/1 algorithm. It's been inuse forthe
best part of20 years and is used by most call
carriers. When aphone call is made, it is
protected by speedy changes in radio
frequencies over 80 orso channels. This
makes interceptionverydifficult, save forthe
security services.

Nohl summed up hisdiscovery: "Thecode is
like atelephone book - if someone tells you a
name you can look up their number. With a
codebook, agood gaming computer and
$3,000 worth of radio equipment, anyone
could decrypt signals from the billions ofGSM
users around the world. "

Ian Meakin, ofmobile encryption firm
Cellcrypt, said that only government agencies,
orperhaps rich organised crime gangs have
thus been the only ones able to decrypt GSM
signals. He admitted Nohl 's research is a
"massiveworry" to users and the industry.

The GSM Association dismissed the possibil­
ityofwide-spread eavesdropping and said an
upgrade ofA5/1 toA5/2 was gradually being
introduced. However, the relative ease with
which Nohl broke the earlier wall must be of
concern to many. The thought oftackling the
new code might just tempt him orothers totry
again. Any which way you look at this, Nohl
and his friends have opened Pandora's Box.
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Marsham Court. MI6 Chief Maurice
Oldfield lived in an apartment in this
building. An IRA surveillance team
had tracked him down and orders

were given to assassinate him as he
exited or returned to the building

y the early 1970s, MIS found itself
embroiled inabloody war with
the Provisional IRA. Initially,
however, the Service was barely
represented in Northern Ireland
with MI6 and other undercover
organisations the main players

involved in intelligence gathering. This would
change in later years, butternow the Security
Service was extended and its officers and
agents engaged inshadowy wars with both .
spies andterrorists - asituation it was ill­
prepared for. British Intelligence inthis part of
the UK was also supported bythe Royal Ulster
Constabulary (RUC) , Special Branch, the
Special Air Service and several military
intelligence elements. Naturally, MIS's Registry
(persons of interest) was burgeoning with the
names ofhundreds of people suspected of
supporting the IRA.

With such ashift in the operational dynamics of
M15, the Servicestarted to investigate amoveto
an enlarged location. Quite simply, with more
employees, more directorates and more enemies
and targets, it was running out ofroom. New
technology was also coming on line, and the
rooms and internal building structure at M15 's
Leconfield House headquarters were simply too
old and complex.

MI6 too, were seeking new pastures, though they
were tomake two disastrous choices fornew

~

EYE SPY N 1l::1..1I .,t:.N t:

In the early 1970s, British Intelligence found itself at
war with a most formidable and dangerous foe - the
Irish Republican Army (IRA). The experience gleaned

in fighting an unseen enemy and countering the
terror group's many overseas liaisons, would help

MIS and MI6 in future years. The IRA often targeted
the Services' senior personnel, but more generally the

agents and informants who provided vital intelli­
gence. The 'Troubles' in Northern Ireland, as they

were known, was definitely not a sideshow, but the
Secret Service was still battling all manner of adver­

saries in the great game of espionage... what emerged
from these turbulent times were

THE NEW PROFESSIONALS



MIS's Gower Street headquarters demolished· few in the Security Service were unhappy to see the building go

The bu ildings used by MiS in and around Curzon
Street would barely be recogni sable today by the

spi es who once pli ed their trad e inside

headquarters. The splendid Broadway
buildings had all but been emptied byearly
1965 and many of itsbranches had been
relocated to anew skyscraper. Built in 1961,
and originally intended to be ahotel - the
Empress State Building was atruly modern
structure - chosen to reflect amodernising
M16. Three orfour floors were occupied bya
disgruntled staff and soon moves were afoot
to seek out another headquarters. Astonish­
ingly, civil servants inthe Foreign Office chose
Century House a dismal 22-storey glass-faced
tower block that sat afew hundred feet from
Lambeth North Underground Station on
Westminster Bridge Road.

Itwas an appalling decision and MI6 staffers
were soon complaining that Soviet agents
were identifying them even before they had
turned up forwork. Similarly, staff were clearly
visible inthe open-plan offices. Nevertheless,
MI6 would remain here foranother 20 years or
so - behind their near-
permanently closed
blinds.

Near to MIS
headquarters at
Leconfield
House, is Curzon
Street House. This
building was
chosen in1976 as
an MI5 site for
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several reasons, not least for itssecurity and
maze ofunderground walkways and subterra­
nean rooms. Rumours exist that it washere
the Royal Family stayed on several occasions
during the height ofthe Nazi bombing blitz in
WWII. And it was inthis building (or under it),
that the precious Registry was sent. In 1955,
it contained alittle over two million names, but
this had increased by the mid-1970s, though
to what extent is unknown.

While MIS had found a suitable location for its
Registry, it still had to find anew headquar­
ters. And just like M16's land planners - they
got it wrong. In 1976, MIS moved to Gower

ONE
CURZON
STREET

Street, and into abuilding described like those
built in postwar Dresden oran Eastern Bloc
country. The only thing in itsfavour was its
total anonymity!

ASSASSINATION AND BOMBS

The IRA was proving aformidable foe, and
British Intelligence was forced to use all its
experience and cunning. One operation that
yielded huge amounts of information, and led
to the arrest of several key IRA operatives,
was created byMIS and MI6 planners in
London, and involved establishing a front
company inthe form ofa laundry and dry
cleaning service. Known as the Four Square

I'
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An IRA bomb exploded outs ide a restaurant at 33 South Aud ley Street - the terror group's target was chosen deliberately
and regarded as a "side swipe" at MiS - fo r directly above were prem ises used by the Security Service

Airey Neave

Laundry, IRA men would take their clothes to
the shop forcleaning with the aim ofremoving
forensic evidence (bomb and gun shot
residue) . Unfortunately forthe IRA, they didn't
realisethey were handing over key evidence
which would expose many ofthe organisa­
tion 's top agents. However, Four Winds was
later compromised and adriver ofone of the
"company" vans shot dead. LikeMI5 and M16,
the IRA had itsown sources.

In 1979, Sir Maurice Oldfield, former 'C' of
MI6 (1973to 1978) , was selected by
Downing Street tohead Britain 's intelligence
and securityeffort against the IRA. Its terror
cells were now operating on the mainland and
never afraid totakeon British Intelligence. In
the 1970s, an IRA bomb detonated outside the
restaurant at 33 South Audley Street - above
was the MI5 safe houseused to interrogate
Hollis. More audacious wasthe attempted

bombing ofthe
London home
ofthe man
selected by
premier
Margaret
Thatcher to
tackle the
terror group ­
Oldfield. The
pressure on
this intelligence

man was immense, but with failing health and
rumours about his private life, his security
clearance was withdrawn and he stepped
down. Even more daring was the assassina­
tion ofShadow Northern Ireland Secretary
Airey Neave. On 30 March 1979, Neave died
after his car was blown up as he left the
House ofCommons car park. Such attacks
would continue, but aparticularly nasty
incident occurred inJuly 1982, when abomb
devastated atroopofthe Household Cavalry
in Hyde Park.

The war against the IRA was intense, and as
the years went by, the number ofdead and
injured grew on both sides - so too thecivilian
death toll. MI6 and MI5 were forced to rely
more and more on the military to contain the
IRA. The Services use of informants also
increased, and the undercover operations
became more complex, dangerous and
bloody. Perhaps the most controversial MI6
operation ofthe early part ofthe war - known
as "TheTroubles", involvedacouple of "likely
lads" who were based in southern Ireland.
Kenneth and Keith Littlejohn were known
criminals but had allegedly been recruited by
MI6 as informants in February 1972. Even so,
they continued to rob banks up until they were
arrested in Octoberof that year. The Littlejohns
claimed that MI6 had told them to "carry on
robbing and blowing up banks", sothe blame
would fall on the IRA. Commentators, the

Entrance to 33 South Audley Street

media and everyone else, blamed the IRA for
the bank jobs - believing the group were
simply "raising cash" forweapons and
bombs. When thisversion appeared inthe
press, MI6 Chief Maurice Oldfield called his
seniorstaffers into his officeand rubbished
the story. From that moment on, MI6 opera­
tions in Ulster were scaled down and MI5
moved in.

~
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Main : A rare Cold War CIA photograph showing a Russian trawler manned
by KGB officers and equipped with an array of advanced technology to

conduct surveillance. Inset: A photographic frame from a film taken just 36
hours before the modern well-equipped Gaul went missing

Nevertheless, MI6 continued to infiltrate and
gather intelligence on the IRA and other para­
military forces engaged intheir own separate
battles. By 1975, MI5 had optedfor amuch
more aggressive approach. The Security
Servicesaw itself liaising with the SASand
RUC in "offensive" operations. This wasn 't
what MI6 wanted, and feared its agents and
informants might be eliminated by "friendly
unknowing forces". The "business" in Ireland,
both inthe north and south, served only to
harden MI5 and M16, but British Intelligence
was atbreaking point in terms ofman-power
and resources.

MI6 was nottoo unhappy atbeing asked to
scaledown its Northern Ireland operations, for
it was still duelling with its old adversaries ­
the KGB inthe Cold War. But in February
1974, andunknown tothe public and the
world 's press, ashipping disaster inthe seas
around Norway's sub-Arctic exposed the
dangers ofacovertand long-term MI6 naval
surveillance operation. The Hull fishing trawler,
Gaul, had gone down in seconds, without the
captain having time tosend an SOS. For years
the relatives of thosewhoperished were
oblivious tothe circumstances of the loss, but
many were puzzled by the speed in which she
hadapparently sunk, especially because the
ship was amodern trawler packed with the
latest technology. That was until reports
startedto emerge that the Soviet Navy, acting
on instructions from the KGB, had in fact sunk
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the Gaul, orthat she had been struck by a
nuclear submarine. There were also persistent
rumours inthe docks ofHull, that MI6 were
"embedding" officers and training fishermen
to spy and take photographs ofSoviet ships.
And when it was acknowledged in 2001 , that
aHull sailor, arecruiterfortrawlers, by the
name of 'Commander Brookes ' was in fact an
MI6 officer, many observers thought the Gaul
had been targeted bytheRussians. Itwas
later revealed in government papers, that as
many as 40 Hull-based trawlers had "carried
MI6 men". An inquiry later ruled the ship had
been "lost" after agiant wave hit her. Many
peoplestill do not believethis to be the case.

Commander Brookes, Hull trawlerman
and MI6 intelligence liaison

KGB ASSASSINS ON THE STREETS

In 1978, MI5 were involved inamost puzzling
investigation involvingthe KGB. Georgi Ivanov
Markov, aBulgarian dissident who worked for
the BBC 's overseas radioWorld Service felt a

sharp prod on his leg as he waited for abus
on Waterloo Bridge. Nearby aman holding an
umbrella apologised, hailed down aLondon
cab, and disappeared. Sadly forMarkov, it
was no ordinary umbrella - the device had
shot adeadly ricin-filled pellet into his leg.

Following Markov's death his body was taken
toamorgue and examined bymedical
specialists. Also in attendance were MI5 men
who had already,suspected foul play.

Itwould take the SecurityService the bestpart
of three decades to identify Markov's killer as
a roaming assassin bythe name ofFrancesco
Gullion - known inthe intelligence underworld
as Agent Piccadilly.

PRIME-TIME SPYING

If MI5 watchers had their hands full surveilling
IRA cells , the Service still had to find time to
catch KGB spies. In 1981 , acting on atip-off
from the police investigatingasex case, MI5
discovered the KGB had had an agent in place
forthe best part of 13years - a former RAF
man bythe name of Geoffrey Arthur Prime.
After being called up fornational service,
Prime sought to further his career bytraining
as aRussian linguist. Posted to RAF Gatow in
Berlin inthe 1960s, he was inspired by
Communism. Itwas here Prime was recruited
by the Soviets. Returning tothe UK, he landed
ajob at GCHQ - the KGB couldn't believe its
luck and now had an agent well -placed in
British Intelligence. However, posing as a
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decorator called 'Williams', Prime made an
indecent approach toward ayoung girl. His
car was traced and soon his spying games
came tothe attention ofMIS. At his trial in
November 1982, various espionage products
were shown, including one-time code pads,
radios, invisible inks etc. He was jailed for 38
years, though was released after serving
exactly half his sentence.

One-time
spy pad

The fall out between the US and UK was
immense. GCHQ was the sister agency of
America's NSA and ahuge amount of
intelligence was being shared. Naturally there
was real concern inWashington about such
infiltration. Itwas rumoured the White House

even threatened towithdraw intelligence
cooperation unless tighter security was
brought into play.

However, through MI6 persistence and daring,
Britain was about to receive a phenomenal
boost to its counter-espionage operations. In
September 1985, KGB Colonel Oleg
Gordievsky defected leaving behind atrem­
bling KGB. Itwas Gordievsky who had tipped­
off MI6 that MIS operative Michael Bettany had
offered up his services tothe Soviets. In April

1983, Bettany learned ofthe address of
London's top KGB man in London and duly
popped an envelope in his letter-box. The
Soviet Rezident, Arady Gouk, was suspicious
ofthe letter "offering" him British Intelligence.
So he discussed the matter with his second­
in-command... Oleg Gordievsky. The MI6
agent duly informed his contacts inLondon
and before Bettany couldgive Moscow
London's entire counter-espionage and
intelligence plans, he was arrested.

)i;;--
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During the 1980s, British Intelligence was
attracting mediaand public attention like never
before. However, though MI5 was acknowl­
edged and discussed regularly, it was still a
big "no, no" to even whisper the words "MI6"
or "SIS". The latterwas criticised in thepress
for not "seeing the signs" that Argentina would
invade the Falkland Islands inthe South
Atlantic inApril 1982. However, weeks before
Britain despatched its task forceto retakethe
islands, MI6 officerswere sent to South
America and formed acovert alliance with
Chilean Intelligence. The Chileans provided
every assistance to MI6 but this secret liaison
provoked huge outrage inthis part of the
world. What the UK promised in return for
Chile's support is unclear.

Itwas still adangerous time for anyone
associated with the politics of Northern
Ire land. The IRA was also becoming increas-

© JOHN HUGHES-WILSON

Rare photographs showing a British
Army general being lowered into a
Royal Navy submarine off the coast
of the Falkland Islands. Not seeing
the surprise attack by Argentinian
forces was regarded as a massive
MI6 and GCHQ intelligence failure

In 1984, Special Branch
officers were fur ious that a
Libyan gunman - a memo
ber of its diplomatic corp
at the Libyan People 's
Bureau - shot dead WPC
Yvonne Fletcher as she
held back demonstrators.
The murderer was allowed
to leave the UK as he was
protected by diplomatic
immunity. Today Colonel
Gaddafi says he has no
idea who fired the gun

ingly active on the British mainland and on30
July 1980, struck at the East Sussex home of
Ian Gow, a politicianand policyadvisor to
premier Thatcher. An "active service unit"
placed abomb under Gow's car as he left to
go to work- he was killed almost immediately.
Yet the terror group's most audacious attack
happened in Brightonon 12October 1984.
Experienced IRA man Patrick Magee had
booked into the Grand Hotel using afalse
name (Roy Walsh) inthe townweeks before
the hotel hosted the Conservative Govern­
ment's annual conference. He hid apowerful
bomb inthe upper part ofthe hotel hoping that
once detonated, MrsThatcher and her entire
Cabinet would be killed. And the operation
almost worked... the premier's room was



."Today we were unlucky... but remember, we
only have to be lucky once. You have to be
lucky always... " - IRA statement 1984

1988was also the year ofone ofthe most
controversial MI5/SAS operations ever. The
Security Servicehad tracked down an IRA cell
that it believed was planning to bomb a
military band as they played on Gibraltar.~

But this and the Yvonne Fletcher outrage
would pale in significance compared toevents
thatshatteredthenight sky overthe Scottish
border town ofLockerbie in December 1988.
Libyan JSO agents had placed abomb
onboardPan Am Flight 103 which duly
exploded killing 270 people. Libyan leader
Colonel Gaddafi eventually accepted responsi­
bility forthe air outrage.

MORE LIBYAN TROUBLE

gun killing WPC Yvonne Fletcher. Britain froze
fearing areaction could make vulnerable some
7,500 Britonsworking in Libya. An MI6agent
was tipped-off by the KGB that the shooter
was a Libyan diplomat. Days later the Bureau
emptiedunder policeguard, and the killer of
Fletcher escaped scot-free - much to the
annoyance ofNew ScotlandYard andan
armed security detail which had surrounded
the building.

In October 1987, French Intelligence had its
, eyes fixedonan Irish-crewed - Ireland-bound
trawler called the Eksund. Itwas searched by
security officials and found to be carrying 200
tonnes of weapons and explosives, including
SAM-7 ground-to-air missiles, Kalashnikov
rifles and over amillion rounds ofammunition.
Itwas anembarrassment forMI6 - made
worsewhen Paris revealed the Eksund's cargo
originated from Libya.

especially those involving the Service 's clever
surveillance and bugging teams, were
discussed. And despite government attempts
tostop its publication, the book came off the
presses inAustralia and became aworldwide
best-seller notching up sales ofover two
million.

The shadowy warbetween British security
services and the IRA was continuing, and the
terror group was receiving arms and explo­
sives aplenty from apredictablesource ­
Libya. MI6 operations against the North Africa
country increased, but few senior officials
could have predicted the appalling incident
which soured relations further. In 1984,
members of its diplomatic corp atthe Libyan
People's Bureau inLondon reacted with
deadly violence toaprotestby dissident
Libyans. Someone within the building fired a

There was also aspate of revealing books
about the Services, none more controversial
than former MI5 man Peter Wright's
'Spycatcher'. Indeed, several MI5 operations,

damaged, and five people, including MP Sir
Anthony Berry, were killed. The next day an
IRA statement was issued and included a
sentence which isoften used today by
counter-terroristmen reflecting on thwarted
attacks: "Today we were unlu·cky... but
remember, we only have to be lucky once. You
have to be lucky always..."
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Asurveillance team was sent to Gibraltar and
because ofthe deadly intention ofthe terrorists,
whom MISbelieved were armed, the SAS were
called into assist. The three-man IRA team
was subsequently stopped near apetrol station
close totheSpanish border - they were all shot
dead. When the bodies were searched, the
gang werefound to be unarmed. Avehicle later
linkedtothemenwas found by Spanish police
and contained asignificant amount ofsemtex.
Theincident was later the stimulus for a
controversial film 'Deathon the Rock' which
effectively saidthe British Government over­
reacted. Privately, even MIS acknowledge the
operation. code-named Flavius, could have
been 'handled better.

In response tothe shootings, the IRA tried to
assassinateanumber of leading UK military
personnel.

Nearing theend of the decade, MI6 and its
"cousins" inthe CIA were reporting on a
genuine "warming" ofrelations between the
Westand the Soviet Union. And when President

Reagan and Gorbachev started to
talk, there was areal chance the ColdWar,
which had started tothaw, would"melt" away
altogether. By 1990 the BerlinWall had been
toppled and anew sense offreedom swept
across Eastern European countries. Thisdidn 't
mean espionage would stop altogether, but for
atime it slowed down.

MI6 and the CIA were also blamed forone of
the biggest intell igence failures ever - failingto
predictSaddam Hussein's invasion of its tiny
southern neighbour - Kuwait. Speaking about
the 2 August 1990 attack, former MI6 Chief ­
Sir Dick White said: "It is very common
practise tosay that those who have to produce
intelligence, don't produce it when it is needed
most. " In later months it emerged an M16­
based officer in the region did send areport to
London warning that Iraq was building up its
forces and would invade Kuwait. According to
intelligencesources, MI6 analysts "rubbished"
the report and informed Whitehall a "full-scale
invasion was very remote". The CIA, which had
only afew spies in the MiddleEast, relied on
MI6 forits Iraq intell igence and duly reported
similar findings toWashington. Aconglomerate
ofnations then joined together and 'Desert
Storm' ensued. But whichever way the failure

President Reagan 's tough stance against
communism helped pave the way 'for a

united Germany

topredict an invasion was viewed, it wasa
bitter blow tothe Service's international
standing and prestige.

THE FIRST FEMALE MI5
DIRECTOR-GENERAL

The IRA was not going away - unlike the
communists. In 1991 it launched an audacious
mortar bomb attack on Downing Street. The
projectilemissed its target, but it was evidence
enough MIS had tostay alert.

Ayear later, MISbroke withtraditionand
appointed its first-ever female Director-General.



• Next issue: Eye Spy concludes its look at
100 years of 'Secret Service'.

completed, and now both MIS and MI6 sat
virtually opposite each other on the River
Thames. For the staff ofM16, the new building
was simply sensational; incorporating several
recreational areas and even agymnasium. Of
more importance was its functionality - and
electronic capability linking it to MI6 field
stations across the world. And with the opening
ofVauxhall Cross came the closure of one of
the Service's best kept secrets - MI6 actually
had afield station inthe capital separate from
its headquarters. In 1995, MI6 moved out of its
London Station - VBR orVauxhall Bridge Road.
It had occupied the site since 1955, and though
much speculation exists concerning its
whereaboutstoday - intelligence watchers
believe it simplymoved into the new building.

Today it's possible to take aboat ride up the
River Thames and exit right next to the
headquarters ofM16. Similarly, you can stroll
down awalkway directly infront ofthe building
and spend time enjoying the scenery from a
well-maintained benched area. Looking atthe
building - dubbed "Ieqoland" by the personnel
who work there, it's hard not to be impressed.
One last fact on Century House - the Service 's
former headquarters. When developers moved
in they discovered MI6had not quite secured
an underground complex. This was rumoured
tohouse anuclear bomb shelter and other Cold
War"memorabilia".

MI6 centralised most of its London-based directorates and branches
when it moved to Vauxhall Cross in 1994

© FLIGHT IMAGES

SECRECYOF MI6 LIFTED

In 1992, aflurryofpress reports suggested
MI6 was about tobe officially recognised by
the prime minister - this as intelligence sources
saida move away from Century House was
imminent. M16's existence was never asecret ­
it's just one ofthose bizarre situations that was
allowed to continue - much tothe puzzlement
ofthe country. When premier John Major made
his statement inParliament, he also said he
would "sweepaway some ofthe cobwebs
surrounding its secrecy."

When lorries started totransport equipment out
ofCentury House, driving towards the impres­
sive £250 million Vauxhall Cross building, it
didn't take long forthemedia to realise where
MI6 were heading. Designed by architect Terry
Farrell, the waterside buildingsits prominently
amidst the apartments and offices inthe area.
It had actually been purchased forgovernment
use in 1988. By 1994 the move was nearly

dreadful Gower Street headquarters was
destined forthe builders' bulldozer. News
leaked out that the Service would be returning
toarefurbished Thames House, Millbank on
the River Thames after decades oftravelling
across the city. On 30 November 1994, Prime
Minister John Major officially opened the
building. But there was another controversy
that would spark asecurityalert. Ajournalist
had somehow managed to get into the building
during itsoverhaul and took photographs ofa
new top secret mini 'railway line' that ushered
reports and Registry files across this huge
complex.

Stella Rimington . the first female to
occupy the 'DG' post at MIS

Stella Rimington would take up thechallenge of
modernisingthe Service as the countdown to
the new millennium began. Intelligence sources
inWhitehall also revealed that for the first time,
MIS had been given the task oftracking down
the IRA's overseas arms and liaisons - this
infuriated MI6 staffers and talk ofa "turf war"
was all the rage inthe pubs around '5' and '6'
headquarters.

Rimington provided MIS's special A-4 watchers
with abuilding all oftheir own - occupying part
ofEuston Tower. However, itsgeneral staff
were overjoyed when news came that its
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n November 1979, Iranian students
infiltratedand occupied theAmerican
Embassy inTehran as the city erupted to
the sound of revolution. Armed thugs
seized 52 officials, but they failedto
locate sixembassy staffers who escaped
intohiding. For three months, KenTaylor,

Canada's Ambassador to Iran and hiswife,
concealed the Americans intheir homes.
Ayatollah Khomeini supporters wereoblivious,
but deadly consequences would have befallen
thestaff had they been discovered.

1980 television frame showing Ken
Taylor returning to Canada

Taylor acknowledges the affair, but says
calling him aCIA spy is unfair: "It's aconven­
ient label ... I was never employed by the CIA,
nor was I indirect contact with the CIA." The
intelligencewas actuallythreaded through
Canadian Intelligence in Ottawa via acontact
man who inturn passed it to US diplomats.
This was then sent to Langley. "I was simply
the mainsource ofinformation tothe US

DE FACTO CA 81
28 January 2010, marked the 30th anniver­
sary ofan event that stunned the world, when
Ken Taylor masterminded the exfiltration ofthe
US diplomats from Tehran. Now, intelligence
watchers are warning that the Canadian
Embassy inIrancouldbe perceived as a "nest
ofspies" after it emerged Taylorhad also been
providing intelligence to Washington officials
during the Islamic revolution.

Trent University historian Robert Wright,
author of Our Man in Tehran, has written an

account of theincident whichsuggests then
Prime Minister Joe Clark, insistedTaylor's
spying be kept secret. He was concerned the
business would create huge "negativepolitical
fallout" if the Canadian public learned that one
of its envoys was effectivelyacting as an
agent of the CIA. President Jimmy Carter had
approached premier Joe Clark and requested
that Taylor forward information that would help
prepare the way for amost dangerous hostage
rescue mission code-named Operation Eagle
Claw.I US embassy staff were held

captive for 444 days
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Canada 's premier Joe Clark provided
support for the operation to smuggle
six US embassy staff out of Iran , in a

ruse dubbed the 'Canadian Caper'

The debris from a Hercules transporter
and a helicopter are clear signs of

a night-time operation that went
catastrophically wrong

© JEREMY GILBERT

Protests in Washington DC

become known asthe 'CanadianCaper'.
Despite the "playing down" ofTaylor's work,
intelligence sources say it was an unusual
steptotakeforanambassadorand hadhe
beencaught, theconsequences forhim and
the diplomatic fall-out would have been
immense.

Taylor, who was sworn to secrecy, maintains
the parts ofWright's 346-pagework dealing
with intelligence had no direct input from him,

~.

Flora MacDonald, Canada's foreign minister at
the timealso mentioned the ruse which
allowedthe six US officialsto leave Iran
disguised as aCanadianfilm crew. She
acknowledges Taylorwas already heavily
involved, so naturally collecting more intelli­
gence seemed a logical step. The affair would

Government in Iran," said Taylor. With US
hostages taken; the CIAhaving retreated
quickly, the US was grateful toTaylor forany
informationcoming out of Iran.
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indeed it was actuallythe author who uncov­
ered Taylor's involvement with the CIA. Taylor
was surprised when the story broke. It had
been kept secret for30 years 'and he assumed
that's the way it would remain. However,
though he did reviewthework, the fact
remains that Taylor is referred to as "defacto
CIA Station Chief".

Taylor says he would not hesitate to do the
same thing again and dismissed the riskof
hiding the Americans andthenhelpingthem

. escape from Iran. "Therewas no reluctance
on my behalf... I'd certainly, even upon
reflection, do exactly the same thing again. "

Some diplomats are concerned news ofthe
affair coulddamage current Canadian relations
with Iran, especiallyif the Canadian Embassy
is viewedas a "nest of spies". Thiswasthe
phrase used by Iranian students todescribe
the US Embassy in1979, before they stormed
the compound.

Relations between Canada and Iranare not
healthy, ever since Canadian-Iranian
photojournalistZahra Kazemi died inan Iranian
prison in 2003. And it didn't helpmatters

I when aCanadian delegation at the United
Nations walked out inthemiddleofaspeech
given by Iranian President Mahmoud

Mohammed Reza Pahlavi, Shah of
Iran, and his wife, Queen Farah,
pictured at Andrews Air Force Base,
Maryland in 1977, Iran at that time was
a key US ally in the Middle East, but
the return of Ayatollah Khomeini after
14 years exile on 1 February 1979
soon sparked revolution, the over­
throw of the Shah, and the storming of
the US Embassy compound in Tehran

Damaged seal from the former US
Embassy - Circa. 2004

Ahmadinejad. And, Ahmadinejad, just happens
to be one ofthe student leaders who stormed
theUnited States Embassy in1979.

On 27January 1980, the six US diplomats
weresecreted out of Iran. Shortlythereafter,
Canada closed it embassy, but not before
securityofficers had trashed thecipher and
telegrammachines which had kept Washing-

His heroism made
him an overn ight

international celeb­
rity. He received the

United States
Congressional Gold
Medal and the Order
of Canada. He was
also portrayed by
legendary actor

Gordon Pinsent in
the movie 'Escape

from Iran: The
Canadian Caper '

Ayatollah Khomeini is
helped off the plane

by an Air France pilot
on his return to Iran
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Vice President George Bush and
other senior officials arrive at

Andrews Air Force Base to welcome
home the freed hostages

EYE Spy INTELL.GENCE MAGAZINE 56 ,,0

A group photo of the 52 US hostages following their release

Some Americans
blamed President

Carter for author ising
the near- impossible

rescue mission which
cost the lives of several

US servicemen

The hostages were freed exactly 444 days
after they were first taken prisoner. Sincethen,
the US has had no official diplomatic presence
in Iran.

collided with an EC-130 Hercules in the desert
killing several Marines. Watching CIA chiefs
knewthat theoperationwas almost certainly
compromised andthe mission was aborted.
Five helicopters left atthe scene were soon
discovered by Iranian forces and paraded on
television.

ton inthe picture. Taylor is reflective, but
acknowledges it could havegone very wrong.
He also admitted hehad decided to return to
Tehran and continue his intelligence gathering
forthe CIA, but it was deemed "too danger­
ous".

InApril 1980, EagleClaw was enabled to
rescuethe 52 government employees, but
within ashort time frameran into trouble. A
US Navy RH-53 Sea Stallionhelicopter
carrying Special Forces towards Tehran





D/CIA Allen Dulles green-lighted the
controversial MKULTRA programme

backs months oryears after the drug istaken.
I remember as apolice officer in the 1960s,
attempting to rescue agirl on awindow ledge,
who saw everyone who approached her as a
giant spider. Apart from the disturbing trips
themselves, there isthe 'knock-on' effect of
potential danger ordeath during the negative
side ofthese altered states ofconsciousness.

The use ofdrugs and chemicals in mind
control experiments is an undeniable fact,
various nations have and are exploring many
avenues ofviability. I will tryto present a
simplistic overview ofthe use ofdrugs and
chemicals in mind manipulation. Let us begin
with something we all know about, aspirin
(acetylsalicylic acid). The natural form ofthis
drug was around in 460bc, recorded by
Hippocrates as atreatment forheadaches and
pain relief. The bark ofthe willow and the
poplar contained salicin which was the active
ingredient. On 27 February 1900, this was
synthesised, and 1915 marketed as aspirin.
When this drug enters the body it targets a
family ofenzymes called cyclooxygenases
and blocks them, this prevents the production
ofprostaglandins which trigger our pain
sensation, hence no pain. There isof course a
difference between taking adrug forwell being
and having adrug administered fora less
noble purpose.

Many drugs are simply achemical synthesis
ofherbal remedies that have been around for
centuries. One drug that isa little more
insidious goes by the name ofscopolamine. It
originated from the family ofplants that
include henbane and the not dissimilar
atropine was aproduct ofdeadly nightshade.
Henbane was used in early centuries by many
who practiced witchcraft, to create hallucina­
tions, visions, asense ofastral travel, and
among other things rambling speech.
Scopolamine is used inmedicine, however, in

}i;>
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Dr Albert Hofmann pictured in 2003 .
. He discovered LSD in 1938

© Mike Finn/Elite International 2010

Knowing what drug orchemical brings what
response, the mind and body can be tricked into
responding to asituation that infact does not
exist. This is one ofthe principles behind the use
ofdrugs formind manipulation. I will deal with
the application and motivation in later articles,
but it can clearly be seen that for example:
someone making apublic statement could be
unwittingly made to appear confused; aperson
making an important decision could suffer from
an induced panic attack; the onset ofdepression
could inhibit enthusiasm while effecting an
important project, there are many permutations.
Unfortunately for the target, there is rio indication
that this is any more than anatural mind and
body reaction toa stress situation. In the next
article we will look atthese parametersfromthe
perspective ofhypnosis.

the fight or flight potential; Dopamine affects
movement and has afeel goodfactors. Now if
forexample there is adeficitof norepinepherine
and serotonine, this can lead tocertain kinds of
depression. The drug reserpine can decreasethe
supply ofthese two neurotransmitters and thus
actually create depression. Anoth r example are
panicattacks, an excess ofsodium lactate can
increaseblood carbon dioxide, and thus
respiration rate, reducing serotonin levels, thus
minimising its calming effect, and setting the
scene forpanic attacks.

Hallucinogenics such as LSD, Peyote, and
Psilocybin (magic mushrooms), can create
sensory overload by binding neurotransmitter
receptors. Whilst another drug called Ketamine
(often used during the Vietnam war) can leave
the recipient helpless for anything up toaday,
without even being aware oftheir surroundings,
as a "daterape drug" it is illegal.

In mind manipulation, various drugs will affect
theseneurotransmitters and alter our states of
consciousness. Dexedrine forexample, isa
derivative of amphetamine, used by the military
to keep key personnel awake and alert. After a
mission Temazepam can be give to encourage
sleep and counteract the effects ofDexedrine.
Amphetamines allow stored adrenaline (no­
radrenaline) tobe released, along with feel good
dopamine and serotonin.

There are numerous types of
neurotransmitters, so we will just take a

few examples here: Endorphines, minimise
pain; Norepinephrine (noradrenalin) giving us

The use of drugs and chemicals in
mind control experiments is an

undeniable fact

An electrochemical message istransmitted
across synapse. Thiswill either have asimulat­
ing orinhibitingeffect on the next neuron.
Depending on inter-relationshipofchemicals, will
depend on where it goes and what instruction is

given when it reaches itsdestination. The
chemicalstransmittersare called
neurotransmitters, and aknowledge oftheir
actions and interactions are important in
understanding the principles oftheir use in
mind manipulation.

Each neuron resembles aplant root, withthe
spindly bitsthat are called dendrites, these
receive information from other neurons, via their
axon ordendrite. The signal travels from the
neuron, along the axon, where it branches and
interfaces with more dendrites ofanother
neuron. However, where these interface, there is
agap, much likethe gap inthe sparkplug ofa
car, this gap is called asynapse.

line which carry the conversation, but at intervals
there are centres that route the calls, depending
on the phone number dialled.

Thenervous system consists ofanetwork that is
composed of avast number ofneurons, the
neuron is abit like the control centres that route
the call and relay information along any number
ofpathways. The axon is like the phone line and
carries thesignal away from the neuronto its
next selecteddestination. Unlike the phone line
(which is simplyelectrical), the transmission of
information is an electrochemical process.

SYNAPSES

~ AXON
\
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The nervous system is the body's
communication network, which I
am going to greatly simplify in
thisarticle. Let's compare this to

aphonenetwork; atoneend we
have the person speaking, and
the other, the person listening. In

between there are miles ofphone

the 1950s thiswas looked atunder the umbrella
ofthe MKULTRA projects from the perspective of
atruth drug, which can be administered to the
skin, intravenously, ororally.

A simplif ied way of understanding the role and function of the nervous
system in mind manipulation is to compare it with a telephone network

So farwe know that differe"nt substances can
enter the body indifferent ways and have an
effect on the individual. We need aclear but
simple idea ofwhat happens withinthe person
when drugs and chemicals are administered.
Whenthe mindand body arefunctioning
normally that state is called homeostasis. In the
medical profession drugs are often administered
to restorehomeostasis, in mind manipulation
they are used to unbalancethiscondition.
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auoc-Huy has embarked upon a very
difficult task, but such is the quality of

his wor k, the intelli gence wor ld is
coming to him

graphs, Huy isusing small and portableoff­
camera speed lights tocreate moody and
dramaticeffects. "Indoors oroutdoors, rain or
snow, these little companions have never
disappointed me," said Huy.

His growing portfolio of photographs explores
the issue of identity, ofhiding and revealing.
Huy set about taking pictures that were
intended tomake peoplethink... the intention
being to inspire thought - are the subjects
really what we see outwardly? What part ofa

PIE IN A

Afew years ago another London artistcreated
some stunning imagery showing the skulls of
several 'spooks'. The work was subsequently
featured inan exhibition. However, trying to
convince anyone associated with intelligence
to featurein the "visual arts" isdifficult, but
Huy found his way to several people via a
former Britishagent. And with apromise that
their identity would be obscured by aspecial
technique he has mastered, the spies came.
"Obviously, they do not wish their identities to
befully revealed, so I shoot using light and
shadows, this gives great atmosphere to the
subject, " said Huy.

...11II_ wo years ago, afriend invited
Huy to his London home totake
aportrait of his family. Little did
he know then, that the job
would take him into the
shadowy world ofspies and
espionage. After the photo

shoot, his friend confided that he had recently
retired from the "intelligencecommunity". Huy
recalled his surprise: "I was gobsmacked, I
had always imagined aspy as aJames
Bond'-type, and I think most ofus do. I
decidedto research the subject ofspies from
around the world and todo what I do best ­
photographany former spy that would be
willing tosit as my subject. " Huy clearly didn't
feel his friend fitted the "archetypal image" of
aspy... but then most "spies" don't. And in
any event, by way ofhis constant tramping
around London's pavements in search ofhis
prey, Huy's probably figured out by now that
most spooks look just like everyone else and
come in all sorts ofcolours, shapes, age
groups and sizes.

"It rained during the whole
session and I had to wipe outthe

lens every few minutes. The
darkness of the place and the rain
made it difficult to focus. But I had
to deliver, and finally used the rain

to give a mood to the pictures"

The quiet-spoken young man wanted his
exhibition to be different, so decided toshoot
his subjectsatvarious locations around
London. These locations are significant inthat
they all have anhistorical espionage back­
ground andform part ofthe London spy story;
to qualify, they must have been used by spies
from M15, M16, KGB, SOE, and other organisa­
tions. To add more interest tothe photo-
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ye Sp.y.: This is afascinating, and some
might even say scary book. In this day of
heightened homeland security and 24-hour
surveillance, it seems no one is immune from
this subject. Why did you write this book and
who do expect to read it?

PJ: First and foremost it is atraining manual.
Much ofSurveillance Tradecraft's content is
taught on our courses. But, as you say, the
world is constantly changing to keep pace
with evolving threats and the techniques inthe
book apply to the professional as well as any
person involved inthe subject. People
attending our training courses are from very
diverse backgrounds and have varying levels
of experience.

Eye SRY: How long did it take you to produce
the manual?

PJ: This has been atwo-year project, with lots
of late nights and aserious amount of time
and research devoted to the book's imagery.
Hopefully the end product will be viewed as
the ultimate surveillance manual.

fye SPYl Your first two books, Covert
Surveillance and Advanced Surveillance are
favourites inthe surveillance industry. How is
Surveillance Tradecraft different?

EYE Spy INTELLIGENCe MAGAZINE ;;620 r. I

PJ: Firstly, the book has been produced infull
colour, and contains well over 1000 photo­
graphs and graphics. This makes the com­
mentary much easier to follow. The book also
contains an additional 50,000 words to its
predecessor - Advanced Surveillance, with
more aspects and topics covered. Similarly,
just about every skill is explained infarmore
detail. The chapter on mobile surveillance is a
good example. Itwas so large that I decided to

split it into two as the tactics cover just about
every situation possible. I have significantly
expanded the chapter on surveillance detec­
tion (anti & counter surveillance) , this will be
beneficial to close protection officers. Many of
the tactics inthe foot and mobile chapters
have really been expanded. Even though the
methods don't change. there is a large section
on carrying out foot surveillance on the
London Underground, forexample. De­
briefings and intelligence are also important,
especially if you are working inexpanded
teams, ata higher level orforthe government.
With this in mind, I have included these
subjects ina legal section.

Eye SRY: Your favourite chapter?

PJ: Probably Rural Surveillance. It's ideal for
military personnel carrying out OP work. I'd
go as faras saying it is the most advanced on
this type of surveillance ever published. ,

' Eye SRY: You 've included a section where you
admit mistakes.

PJ: Yes. there's an important section on
single-handed surveillance and compromises.
We carried out asurvey whereby operatives
were invited to explain failures , and how they
were exposed. There were lots of interesting

)io>
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PJ: The less '~ ames Bond" the better.
Remember, the key is NOT to be seen. I think
most people would be surprised to know that

I toYE spy INldLi.GcN~c"A3AL NEo t6 h1C

PJ: The book compliments the BTEC qualifica­
tions in surveillance and should be used as a
reference by anyone taking such training
courses. There isalso a listofquestions that
you are likely to be asked in an assessment
test. There is also asection on obtaining work,
CV wriUng and attending an interview.
Naturally I would consider the book essential
to anyone wanting to work in the surveillance
industry.

originating with the intelligence services, have
also been published via the media. Everything
is already in the public domain, so I am happy
with that.

Eye Sp'y: Since the book is based on your
course content, can you explain what type of
person takes your course?

PJ: We have our 'open' courses where anyone
can attend and we also have the 'closed'
courses forvarious agencies and organisa-

. tions in the enforcement sector. The open

. courses account forabout 20%of our training,
but they are very popular for investigators,
close protection officers and those interested
ingetting into the industry.

ye SI!y,: There isastereotype inmany minds
ofwhat constitutes the 'typical' surveillance
operator. Isthere a 'typical' type?

Covert camera inside fence post.
For those interested in espionage,
the book contains superb chapters

on the latest bugs, cameras and
concealments methods

cameras for remote deployment in rural areas.
'Buried' and concealed devices have come a
long way over the past few years.

PJ: Not the basics. But operators now rely on
tracking equipment more and more. Not only
are they inexpensive, but they are easy to
conceal and are avery valuable tool, espe­
cially against aware targets. I think that more
operators are also working inteams rather
than individuals as they did afew years ago. It
requires additional skill sets and is very
valuable in that it inspires confidence with the
client.

PJ: No, I don't think so. The book contains
material that is covered on our training
courses and I'msure other training providers
give out similar content. There are afew
tactics that I've mentioned inthe book that
were purposely held back from my previous
books. However, the information has since
appeared on the Internet and in other books.
Tradecraft skills in the book, probably

Eye S y: From asecurity stance, do you not
think the information contained in the book
contains too many "tradesecrets"?

From photography tips, to GSM bugs and counter­
measures, the book is packed with information

responses, including one where an investiga­
toractually 'door knocked ' the target house.
Unfortunately he was dragged inside, tied to a
chair, had abag put over his head and
threatened with amachete. Training is serious
stuff, and I have included several case files in
the hope that no one else makes the same
mistakes.

PJ: The chapter on photography has been
revamped and concentrates on digital SLR's
and how to get the most out ofyour camera;
shooting in low light - especially with tel­
ephoto lenses, forexample. Many people go
out and buy an expensive camera. I wanted to
illustrate that if used correctly, you can get
good results with something more reasonably
priced. The technical surveillance chapter has
been updated to include digital devices and

EXe y.: Surveillance often relies on technol-
ogy - technology which is constantly chang­
ing. Have you addressed this?
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leads tocompromise. Therefore intelligence
agencies have the budgets and resources to
carry out surveillance with arotation ofteams
over long periods.

Avoid using
sunglasses
and concea l

\ equipment at
s';' all times

J: dortt k w. I amsure that any traini g
gives aperson experiencewhich they ca ut
towards future work but I wouldn 't say that
anyone coming on our courses will be given
any preference to joining an organisation like
M15. It probably wouldn 't help them get in, but
if an applicant gets though the selection and
interview stage tostart surveillance training,
then it should help. Last year apolice officer
attended acourse. He subsequently applied
and was selected forsurveillance training at
hisservice's base inWyboston. He knew that
some people would pass and some would fail
and so he came on acourse ofours togive
him the edge. He got in touch afew months
ago and said that he did extremely well on his
course and is now operational.

Eye SRY."It'soften reported by officials that
MI5 uses atleast 20 operatives toconducta
surveillance? Many commentators have asked
why such ahigh number?

PJ: The answer is long term intelligence
gathering. In the commercial sector,
surveillances are normally brief affairs, the
longest maybe aweek ortwo and against low

threaVunaware targets and conducted
with a limited budget which usually

involves athree man team. When
you have atarget under constant

surveillancewho isormight be
aware, you need tohave as
many resources available
and that means personnel,

vehicles and technology. One ofthe
riskiest parts ofcarrying out
surveillance is having the target see

you on multiple occasions. Too many
sightings gets you noticed which

we normally get two women on each course.
There isabig demand forfemale operators
and over the past two years some ofthe best
operators we've had have been female. It's
also important to be able tomulti task. There
are so many things going on atonce - maybe
that's why women do so well. You have to
think tactically behind the target; give an
accurate radio commentary to colleagues, and
react tothe target accordingly. If the target
stops, you have to get in the best position
possible so that you aren 't noticed; aposition
from where you can video, then identify any
hazards from third parties and plan toget out
on foot all inasplit second. Doing all those
things correctly atonce can be verystressful.
To minimise the stress and mistakes we
developed asystematic way ofteaching inthe
classroom before going out on the ground to
practise. After learning the basics, its just
practise and more practise.

:EyeSgy: Will taking atraining course assist
people who want toapplying for ajobwith
one ofthe services, M15 's A4 for example?









Kevin Coleman

Eye Spy's senior US editor
. Kevin Coleman examines the
Internet intelligence that links
several individuals with recent
terrorist activities across the
world, and asks should web
sites supporting terrorism be

attacked and shut down?
A US soldier is helped to hospital after being shot by a colleague at Fort

Hood. Major Nidal Malik Hasan's 12..month liaisons with a senior al-Qaida
facilitator in Yemen were either missed or ignored

...111_ he use ofthe Internet now plays
akey role inmilitary and terrorist
activities throughout the world.
More and more nation states,
terrorists and extremist groups
are using the Internet to fund
their activities, recruit, covertly

communicate and coordinate activities with
their followers and their assets that are in
place around the world. In the past few weeks
three significant events have taken place that
raised concern about the way terrorists
leverage the Internet to further their cause.

EVENT 1 The investigation ofthe Delta Flight
253 attempted terror attack by23-year-old

~CE MAGAZ NE 66 ,,0 0 I

Nigerian Umar Farouk Abdulmutallab uncov­
ered Internet activity including viewing ablog
and web site ofal-Awlaki. In fact, sources
have stated that the suspected terrorist used
the Internet for "counselling and companion­
ship." Intelligence organisations have stated
that al-Awlaki, acleric in Yemen with apopular
jihadist web site and ties to 11 September
hijackers, may have played akey role in the
attempted bombing.

EVENT 2 Five young Americans all from the
State ofVirginia stand accused of planning
terroristattacks. Pakistani officials have said
the Taliban had planned to use them to carry
out attacks inside Pakistan. Ajoint investiga-

tion team has concluded that these five
individuals contacted militant groups over the
Internet in an effort to wage holy war.
Pakistani law enforcement will seek life
sentences under anti-terrorist laws.

EVENT 3 US Army Major Nidal Malik Hasan,
the Fort Hood shooter, used the Internet to
communicate with the radical cleric al-Awlaki
before the attack that left 14soldiers dead in
November. In fact, the web-based interaction
was said to have occurred forover ayear.
Electronic intercepts and other supporting
information show aconnection between
terrorism, the Fort Hood suspect Umar Farouk
Abdulmutallab and Anwar al-Awlaki. It should
be noted that Anwar al Awlaki is commonly
referred to as the "Bin Laden ofthe Internet"
and has amassed asubstantial following.
Sources report that there were nearly three
million on-line visitors ofal-Awlaki's YouTube
Videos. The visitor listincluded the Christmas
Airplane Body-Bomber, the Fort Hood Shooter,
a7 July London Bomber, and would-be Fort
Dix Bomber.

~

A SWAT team arrives just a little too
late at Fort Hood to stop an al-Qaida
supporter shooting dead 14 base
personnel. US Army Major Nidal Malik
Hasan had liaised with a man dubbed
the 'Internet's bin-Laden' ashad the
Detroit aeroplane bomber - 23-year-old
Nigerian Umar Farouk Abdulmutallab ­
and other suspects currently in custody

63



z
UJ
UJ
Cla
::::>
Cl
<t:
::2:
::2:
<t:
::r::
::::>
::2:
::r::
0...
<t:
a:
C!J
Cl
~
o
::r::
0... L...:..~", ,, .

Anwar al-Awlaki dubbed the 'bin-Laden' of the Internet pictured in Yemen,
October 2008. AI-Awlaki 's Internet addresses have made him somewhat of a
cult figure with al-Qaida's global following. The FBI regard him as an utterly

ruthless recruiter of terrorists using the Internet as his primary tool

Far Right: Lt. General Bob Cone, commanding general, III Corps
and Fort Hood, looks at pictures honouring those who paid the

ultimate price - those pictured here were gunned down by their Fort
Hood colleague Major Nidal Malik Hasan (right)

15,000 'DISTRIBUTIONWEB SITES'

Cyber warfare analysts atTechnolytics say
these cases reflect astrategic shift where
terrorists and extremists are forming social
networks and have focused on using the
Internet to further their global influence. These
events haveclearly illustrated the ease for
which anyone who wishes to pursue joining
militant groups and participate in jihad can do
so through the Internet. This is avery troubling
reality forcounter-terrorism efforts around the
world. Many radical web sites include clips of
jihadist sermons, lectures, and other types of
videos that spread the message of jihad.
Cyber intelligence analysts estimate that there
are approximately 30 primary cyber jihad web
sites that generate and initiate over 90 percent
ofthe communications, content and activity

direction to an estimated 15,000 + web sites
that serve as localised and focused points of
distribution. The interconnected nature of
theseprimary sites creates a resi lient architec­
ture forthe distribution of content and
coordination of activities.

Terrorism expert Jarret Brachman calls tnem
~i-h obby i sts ' - young, on-line 'obsessives'
and warns of these individuals radicalising
themselves byingesting hardcore jihadist
web content. Recently, the question of
whether the United States should launcha
cyber attack and "takeout" the primary
sites has comeup inmultiple venues. In
fact, the question arose in a recent US
House Armed Services Committee - has the
time cometoview cyberspace as an al-Qaida
battlefront?
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The use ofthe Internet by terrorists has given
rise toa number ofcomplex questions. The
most controversial question being that,ofthe
use ofcyber strikes as apreemptive measure.
Examining the current discussion about taking
out terroristweb sites to decrease terrorist
threats, numerous concerns have been raised
and the following these concerns are perhaps
the most troubling.

CONCERNS

If the United States were to launch preemptive
cyber strikes against terrorist web sites, those
acts could inadvertently establish aglobal
precedent foracts of cyber aggression, and
accidentally create astandard definition of
what constitutes grounds foracyber re­
sponse.

If the United States launches preemptive cyber
strikes against terrorist web sites that recruit
members , could our cyber adversaries make
the claim that US web sites, like college ROTC
web sites (just one example) are fair targets
that fall into the same category, thus being
subject to attacks byterrorist organisations?

Internationally sentiment and opinion could
claim these acts are in direct opposition to
freedom ofspeech that isafundamental
principal and belief within the United States.

The blur between terrorist organisation and
legitimate organisations including that ofa

political party create another complexity.
Hezbollah is one ofthe two main parties
representing the Shia community, Lebanon's
largest religious bloc and isconsidered a
"political party". This further complicates the
issue ofcrafting cyber warfare doctrine that
addressed preemptive cyber strikes.

CONCLUSION

There are a large number ofpotential targets
that are clearly being eyed by terrorists. The
threat ofcyber terrorism is real and immedi­
ate. The likelihood ofacyber terrorism attack
that disrupts portions ofthe Internet or
activities oftargeted infrastructure increases
each and every day. What is even more
concerning isthe potential impact ofacyber
terrorist attack is also increasing atarapid
rate. The complexity ofthe cyber threat
environment coupled with the ill-defined
boundaries ofthe web in general combine to

I make the creation ofacyber attack doctrine
i extremely difficult. Clearly terrorist organiza-
I tions are using the Internet as apowerful tool .
to spread their message of jihad, coordinate

I activities and create malicious capabilities to .
launch cyber terrorism attacks. It iscritical the

, United Stated Government and Department of
I Defense carefully establish acyber warfare

doctrine that clearly defines the rules ofcyber
engagement including the use of preemptive
cyber strikes.

© 2010 KEVIN COLEMAN/SPY-OPS

65



CNN international reporter Nic Robertson prepares to deliver
news from outside the building which housed Abdulmutallab's
luxury basement flat - the location of which is identified by the
cameraman in the centre of the photograph. Most intelligence

watchers believe the suspect "found" al-Qaida in London

,"

Amongst other agencies, that document was report­
edly passed to the State Department, which has the
overall power to revoke any visa tothe USA.
Abdulmutallab, it transpired, had made two
previous trips tothe country in 2004 and
2008 - one of which saw him attending a _
religious event that the FBI had moni­
tored. In 2008, while still in the UK,
Abdulmutallab had reportedly been
issued a "multi-entry" visa that was
still active in 2009. Someone along the
way, or the "system", failed to link the
NSA, CIA, FBI and MI5 intelligenceto this
man and the fledgling Department of Home­
land Security was seemingly left outofthe
loop altogether. However, the reported overseer
of the US Intelligence Community, the Office of
the Director of National Intelligence (DONI), was

intelligence was forwarded to various bodies for action. CIA intelli­
gence gleaned from Yemen further pointed tothis information being
central to AQAP. Langley analysts warned that the group would
respondto recent operations performed by the Trans Sahara unit.
Seven days before Christmas, the CIA gathered more direct intelli­
gence from sources inAfrica that AQAP had chosen "TheNigerian"
foraspecial operation. Equally important, aLangley Station Chief
(country not known), received afile on 19 November containing a

document prepared from aconver­
sation between a US government
official, and Abdulmutallab's father ­
Dr AlhallUrnaru Mutallab (left), who
retired afew months ago as head of
the First Bank ofNigeria.
In this, MrMutallab
says he feared his
son had become
"radicalised" and was
a likely threat.
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ODNI intelligence chief Dennis Blair (left) has takenmuch criticism
over the Detroit affair, but his office reportedly never received

information on Abdulmutallab that would have been shared - thus
stopping the terrorist flying to the USAin the first place

TERRORISTS SEEK PASTURES NEW
Senior military chief highlights al-Qaida inYemen .
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roots. Some years ago... we cou ld see
the development of cells of al-Qaida in
Yemen. This past year, this was recog­
nised by al-Qaida's senior leadership
by designat ing al-Qaida in the Arabian
Peninsula. " The US and UK has sent
spec ial counter-terrorist officials to
Yemen to help train the country 's
security forces.

Commenting on the threat of al-Qaida
in Yemen, GENERAL DAVID H.
PETRAEU S, chief of US Central
Command, said : "The Yemeni president
and parliament take this threat very
seriously... that is of enormous signif i­
cance , espec ially in a country facing
such challenges ." He referred to the
reported scaling down of the group's
operations in Iraq and Saudi Arabia , but
warned it was seeking pastures new.
"AI-Qaida is always on the lookout for
places where they might put down

meant tostop intelligencesimplymelting
away - this by way ofaclever filtering system
that is meant tochannel relevant intelligence
toALL agencies. Such intelligence gleaned on
Abdulmutallab, was definitely suitable forALL
the agencies. Indeed, atthis moment it does
notlook liketheintelligencewas
compartmentalised or"hidden", but analysts
simply failed atvarious levels to understand its
importance. Similarly, Eye Spy understands
various Pentagon-based elements had
supplied data as well. Bomb plot intelligenceis
received everyday in the USA, it seems this
planned event was stored alongwith many
other terror operations that simply fail to
materialise.

Commenting on the intelligence effort
surrounding the Abdulmutallab affair, President
Obama was openly critical : "Amix ofhuman
and systemicfailures allowed Mr
Abdulmutallab, aNigerian student, to board
the plane to Detroit," he said. "I consider that
totally unacceptable... lives are at stake." He
insisted on "accountability at every level" and
went onto say that warnings by
Abdulmutallab 's father about apotential attack
were ignored, and intercepts of communica­
tions not acted upon. "Therewerebits of
information available within the intelligence
community that could have - and should have
- beenpieced together. The suspect would
have never been allowed to board that plane
forAmerica. " ~



CHRISTMAS DAY PLOT
The FBI has performed many interviews with
Abdulmutallab who attime ofpublication, is
still receiving treatment forthe injuries
sustained during his failed attack. He told a
Bureau interrogator, that he was but one of
"many" operatives in the Yemen arm ofal­
Qaida planning attacks on America and Britain
- some ofthese will occur in2010. Eye Spy
has learned one CIA estimate puts the number
ofactive operatives in Yemen at300 - with a
support base running into tens ofthousands.
The FBI has already liaised with MI5 about a
security file that suggests the terror cell has
several UK nationals amongst its ranks - some
with ties to London.

For itspart, MI5 isnow retracing the past five
years ofAbdulmutallab's life and his assocla-

tion with several suspected al-Qaida plotters in
the UK. Indeed, it already has in its posses­
sion over 300 Internet postings dating back to
2005, which reveal how he felt himself moving
closer to the ideology ofthe terror group.

As forBritain being connected toyet another
international terrorist plot, security analysts
say amost dangerous underworld exists in
the country, with senior al-Qaida men seeking
and finding willing operatives tocreate chaos.
The CIA has produced atop secret and
damning intelligence report which says the UK
has become the central gathering and
recruiting hub ofal-Oalda in the Western
world. Following the failed transatlantic airliner
plot in2006, Langley analysts predicted that
the terror group would use Britain as a

"springboard" to attack America again - even
more reason forthe intelligence services to
liaise more closely on who is flying where and
discover from whence they came. Similarly,
set aside emotions and political posturing,
Abdulmutallab found al-Qaida in London ­
despite what ministers say. AState Depart­
ment official summed up the mood: "Thelevel
ofal-Qaida activity inBritain isbecoming a
major source ofconcern. "

An Arab friend who knew Abdulmutallab when
they studied together inYemen, warned about
the growing menace ofal-Qaida in London:
"Wehave toask ourselves why ayoung man
like Umar Farouk would do this, what were the
factors inLondon that drove him toviolence."

INTELLIGENCEIN CAMERAS
US loses patience as securityservicesturn totechnology to outsmart

would-be bombers. Passengers themselves dismiss privacy concerns...

F
ollowingthe latest attempt to cause
mass casulties by way of an airplane
bomb, America's securityservices
have introducednew security meas­
ures that have been mooted for years,

stalled only by afew misguided civil liberty
groups concerned withhumanrights' and
'personal privacy'. One piece of technology is
the millimeter wave scanner that provides far
greater detail than conventional x-ray ma­
chines. Thisalone, however, might not have

Millimeter wave technology beams millimeter
wave radio frequency (RF)energy in the
advanced imaging spectrum over thebody's
surface at high speed fromtwo antennas
simultaneously as they rotatearound the body.

Theenergy reflected backfromthe bodyor other
objectson the body is used to construct a three­
dimensional image.

The three-dimensional image, with facial features
blurred for privacy, is displayed on a remote
monitor for analysis.

: .

Backscatter technology uses low level X-rayto
create a two-sided image.
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AI-Qaida bomber Richard Reid's
boot - note the open heel section
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Reports inHolland say the Dutch authorities
wanted to install millimeter wave scanners at
Schiphol Airport over ayear ago for US-bound
passengers only. However, Washington said that
passengers travelling toall destinations should
go through themachine. Dutch InteriorMinister
Guusje ter Horst saidthat had Abdulmutallab
passed through the millimeter wave scanner, he
would have been stopped. "Fromthe moment
that you put in millimeter wave scanners then
you would have been able todetect that he was
carrying something on his body. We didn't have
thisat thetime and we know that metal detectors
can't detect explosive materials. The US didn't
want these put in exclusively for American flights
but as ageneral rule across theairport. But we
have discussed with the US so that all passen­
gers will go through these body scanners before
they board." Hiscomments about the effective

>

THE MILLIMETER WAVE SCANNER

Advanced airport technology has been introduced to combat al-Qaida 's use
of hiding explosives in everyday objects - such as these shoes

Millimeter wave scans,also known as whole-body imaging, is
regarded as an alternative to pat-down searches for passengers. The
extremely high-frequency radio waves pass through clothing and are
reflected by the body

Lord West
believes more

dogs should be
used to "police"
check-in lines at

airports

Y I

Airport X-ray revealing firearm

prevented Abdulmutallab from passing
through Schiphol Airport unnoticed. The UK's
chief security man - Lord West, said he wants '
to see more "sniffer dogs" atairport check­
ins. "The dogs would have been alerted to .
Abdulmutallab byway of the explosives he
was carrying," saidLord West. "It's unlikely x­
ray machines would have picked him out." As
tor.delays caused byadditional security
checks, including going through the "seeall "
millimeter wave scanner, most passengers
were concerned only in safety.



-ness ofthe scanners seem atodds
with Lord West's.

PETN: PENTAERYTHRITOL
TETRANITRATE

When Richard Reid tried to blow up a
Miami bound airliner in2002, he had
been given apair ofboots packed with
thecommon explosive Pentaerythritol
Tetranitrate - better known inthe
securityand mining industries as
PETN. The substance had been pushed
tightly insideahollowed-out sole, and
his shoe laces were fashioned as a
detonator. Reidbent down inhis seat,
struck amatch and tried to set fire to
his shoelace, one end ofwhich had
been inserted into the sole. Like Abdulmutallab,
his bomb never ignited and it would have been a
miracleif asimplematchhad tripped the PETN.

Many terrorist organisations favour PETN, one
for itsexplosive power, and two because of its
availability (it is also relatively easy tomanufac­
turefrom various materials), but inreality, it is
quite difficult to ignite. The white-coloured
powder, can, however, deliver adevastating
explosion even inthe tiniest of quantities, if
ignition can be achieved - and usually via a
chemical reaction, henceforth Abdulmutallab's
syringe mixturewhich was likely to be nitroglyc­
erin. PETN isoften used in detonator cords, in
this case to igniteother compounds.

With the fluid mixinAbdulmutallab's syringe, al­
Oaida's bomb makers were looking fora "hot

US security specialists train to combat
suicide bombers on the ground. How­
ever, once on board an airlinerand at
altitude, the chances of defeating a
suicide bomber decrease immensely.
Therefore much more emphasis should
be given to stopping bombers before
they reach the aircraft.

AI-Oaida will continue to target airliners
until they are successful
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chemical reaction" to ignitethe PETN. It's
obviously something they have had some
success with , otherwise Abdulmutallab would
not have tried it.

As forthe amount of PETN carried by
Abdulmutallab, an explosives'.expert
told Eye Spy had the PETN ignited, it
wouldhave blown ahole inthe side
of the aircraft.

Abdulmutallab passed through
Schiphol's securitychecks with ease,
and thePETNand syringe would have
been almost impossible to detect
using ordinary X-ray machines.
However, asimple swab test might
have detected residue from the PETN
which is easily identified. Many
security personnel use the swabs to
brushover luggageand other items.
Similarly, Eye Spy believes there is
much work being conducted bythe

intelligenceworld on adevice that spots micro
PETN particles inthe hair.

AQAP IN YEMEN

Many ofthe 300 or so operatives ofAI-Qaida in
the Arab Peninsula have clashed with US forces
inthepast. Indeed, USintelligencehelped put the
group's leader Nasser al-Wahayshi, behind bars.
He escaped fromprison with 22 fellow terrorist
cohorts in2006. Another "interesting" character
thought responsible forproviding Abdulmutallab
with guidanceforthe Christmas Day plot is
Saeed al-Shihri. He travelled toYemen in2008
after being released to Saudi Arabiafrom
Guantanamo Bay.

As forAbdulmutallab, he has pleaded "not guilty"
to the charge oftrying toblow up an aeroplane.



AIALINE INTELLIGENCE

uch has happened regard­
ing airline security over the
past few months, anyone
who has recently flown.will
testify tothat. Longer
paperwork and ticket
checks, detailed question­

ing, bomb detection procedures, scanning,
etc., all have conspired toadd more time to
our journey, but tellingly, one ofthe most
controversial measures long since used by
Israel's national carrier, EI AI, has been all but
ignored - passenger profiling. Since the
Christmas Day attempt to blow up aDetroit­
bound passenger jet, intelligence chiefs have
set about introducing arange ofprogrammes
that are intended tomake flying safer. Why

. travellers should have had towait until now for
this move issomewhat baffling, and due
entirely toayoung man who almost suc­
ceeded incausing another terrible airline
outrage.

Various airports have purchased and installed
new screening machines tostop people
secreting items through tothe departure gate.
However, it'sunlikely such scanners would
have seen the explosives hidden away under
the Detroit bomber's pants.

What's not widely known isthat al-Qaida has
set about recruiting people who will swallow
tubes ofexplosives, orinsert them into body
orifices and then board the aircraft. Once
airborne the bombs are keyed in such a
manner that they can be detonated using acell
phone. The CIA has also learned ofanother
proposed detonation method that involves
drinking asubstance, but for security reasons
can't be divulged here. Most regulations
surrounding the carrying ofcell phones in
hand luggage have long since been dropped
and passengers are allowed totake such
devices on board, indeed many airlines even
allow their use. It'sthe same with plasticated

bottled fluids. These are facts that the public
are entitled toknow.

Abdulmutallab, the Detroit plane bomber was
part ofaYemen-based terror cell consisting of
about 25-30 active operatives who have spent
much time with terror planners todesign
"human bombs" to beat the security system at
airports. The terror cell inYemen has sought
tomimic the actions ofdrug gangs who use
'human mules ' to ingest large amounts of
narcotics tothwart narcotic countermeasures.
The CIA know this only too well.

ACTION BY GOVERNMENTS

Within days ofAbdulmutallab's arrest, Prime
Minister Gordon Brown announced all flights
between the UK and Yemen have been
cancelled (these are few and far between

. anyway). He also said a"no fly" list was to be

>-



Air marshals have been used on EI AI aeroplanes for decades - today most
internationals flights to and from America carry at least one armed security officer

created. Forgive the scepticism, butdidn't the bomber
circumnavigate Yemen byflying via Nigeria and Holland
towards hisUS destination? And doesn't a 'no fly' listof
sortsalready exist? No fly lists are fine if all nations cooper­
ate and the terrorist decides to use his proper name - the one
that has been entered on the list - but that rarely happens.
And what about staff who work atairports and within the
industry? AI-Qaida's support is international.

On 22 January 2010, the UK raised itssecurity level toSevere ­
the second highest on the country's threat matrix. Home
Secretary Alan Johnson said he had no intelligence that
suggested an attack was imminent. There were aspate of
reasons given by security analysts forthe move, from arogue
Irish Republican group planning an attack, toagathering of
officials inLondon todiscuss the Yemen problem.

Eye Spy believes the primary reason was atelephone call made
several thousands ofmiles away in India and linked to informa­
tion given to FBI interrogators who have been quizzing
Abdulmutallab since his arrest. He told Bureau agents that at­
Qaida has trained several females toact as suicide bombers on
aeroplanes - because they do not fit the "typical profile" of
someone that might be perceived as aterrorist.

Indian Intelligence believed that al-Qaida had planned tohijack
an airliner flying from India tothe UK orUSA, and either blow
the plane up orcrash it into acity. It'sunderstood that Yemeni­
trained al-Qaida female operatives were part ofthe plan. To
complicate matters, inJanuary 2010, the CIA discovered six
attempts by al-Qaida supporters on a US 'no fly' listtotryand
board airliners destined forUS cities - two ofthose were made
atLondon Heathrow. Interestingly, two other "probes" were
launched inthe United States itself. This has led to further
speculation the terror group has embedded itself inthe USA ­
thus raising the spectre ofadomestic flight being used tocreate
havoc. Other counter-terrorist specialists believe the six
individuals could have been "probing" - looking forweak spots
inthe US security shield which has been widely criticised since
the Abdulmutallab incident. Of equal interest, Abdulmutallab
himself was not spotted due tohim using aslight change inthe

_ E
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EI AI aeroplanes used on international routes are
fittedwith military-standard counter-measures to
thwartincomingmissiles. It'sprobablywhat
saved a 2002 holiday flightreturningto Israel
from northAfrica after it had taken off. In this
case an al-Qaida terror cell hidaway at the end
ofthe runway and fired anRPG. Inside the
cockpit - pilots, flight engineers and navigators
have all undertaken military training. They are
secure behind adouble "key-logger" door. No
identification, no pilot recoqninon- noentry.
Covert cameras monitor toiletdoorsand staff are
trained to note suspicious behaviour, movements
and Questions that are not answered coherently.
Amumbling response could trigger asecurity alert.

multi-national check, and is set against intelli­
gence registers created by New Scotland Yard,
Interpol and the FBI to name but afew organisa­
tions. There's also aclever name checker
programme to identify deliberate changes inthe
written name submitted bythepassenger. All of
these measures are designed to raise red flags.

It's unlikely 'profiling' will ever be adopted by
other carriers infuture years, it's too sensitive an
issue. But some of the EI AI security measures
shouldbe looked at again. The airlinehas used
armed sky marshals for decades - that atleast is
one tactic copied bylarger international airlines.
Yet despite all the efforts atthe airport, pre-flight
research , and on-board surveillance, an EI AI
operative toldEye Spy that the best way to
thwartterrorist fliers, is to identifythem at
source - at thevery earliest possibility - long
before they haveeven journeyedtothe airport.

inany event, no flight isever going to be 100%
secure. One airline more thanany faces constant
danger - andthatis EI AI, (meaning 'Tothe Skies'
in Hebrew) Israel 's national carrier. Since its
creation in1948, the airline has tackled numer­
ous security issues, most associated with direct
threats ofterrorism. Controversially, (thoughEI AI
does not see it that way), it does carry out racial
profiling: specialiststaff trained inpsychology
and otherareas do ask aplethora of additional
Questions. This has led to much criticism, but
Israel is unrepentant.

Otherdeterrents areinplace, but its what goes
on behind thescenes that makes EI AI such a
difficult target for terrorists. Undercover agents
(you'll never spot them) line upwith their
baggage waiting to board flights to monitor
suspicious behaviour, and eventheslightest drop
of perspirationwill be noted. There's also a
computer programmethat is geared to sensing
fear and anxiety. Outside and insideairports, at
cafe bars and lounges, the company has
operatives looking forany possible threats.
Others seekout clues in respect ofwhereand
howtickets were purchased, destinations and
connecting journeys.Luggage and passengers
aremeticulouslyswept forall signs of explo­
sives. Bags are then inserted into adecompres­
sion chamber that would trigger bombs that are
set to explode atcertain heights. And atEI AI
terminals in most countries, if not all, the
company employs trained firearms' officers,
many coming fromamilitary or intelligence
background. When aticket is purchased the
nameand other datagoes through arigorous

EL AL SECURITY MEASURES

Abdulmutallab has given Bureau agents accurate
descriptions of the women whoattended his
trainingcamp inYemen, and now several
agencies fromanumberof countries have
launched ahugeinternational searchforthese
operatives.
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spelling of his name- and that's precisely what
happened with at least two of the individuals who
tried toflyto America.

If al-Qaida bombers do ingest explosives
- they will be seen if the subject under­
goes an x-ray. This UK Border Agency
photograph shows dozens of capsules

inside a drug smuggler's stomach

Though the new security issues highlighted by
thegovernmentsof Americaand Britainwill
provide an additional level ofsecurity, some
observersbelieve they do not go farenough. And
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IN THE PRESIDENT'S SECRET
SERVICE: Behind the Scenes with
Agents in theLine ofFire and the
Presidents They Protect

I • I .

• I I I

Never beforehas a journalistpenetrated
the wall of secrecy that surrounds the
US Secret Service, that elite corps of
agents who pledge to take abullet to
protect the president and his family.
After conducting exclusive interviews
with more than one hundred current

and former Secret Service agents,
bestselling author and award-winning
reporter Ronald Kessler reveals their
secrets forthe firsttime.

Secret Service agents, acting as human
surveillance cameras, observe
everything that goes onbehind the
scenes inthepresident's inner circle.
Kessler reveals what they have seen,
providing startling, previously untold
stories about the presidents, from John
F. Kennedy and Lyndon Johnson to
George W. Bush and Barack Obama, as
well as about their families, Cabinet
officers, and WhiteHouse aides.

Kessler portrays the dangers that
agents face andhowthey carry out
their missions - from how they are
trainedtohow they spot and assess
potential threats. With fly-on-the-wall
perspective, he capturesthe drama and
tension that characterise agents"lives.

Inthis headline-grabbing book, Kessler
discloses assassination attempts that
have never before been revealed . He
shares inside accounts ofpast assaults
that have put the Secret Service tothe
test, including aheroic gun battlethat
took down thewould-be assassins of
Harry S. Truman, thedevastating day
that John F. Kennedy was killed in
Dallas, and the swift actions that saved

. Ronald Reagan after he was shot.

WhileSecret Service agents are brave
and dedicated, Kessler exposes how

Secret Service management inrecent
years has betrayed its mission by
cutting corners, risking the assassina­
tion ofPresident BarackObama, Vice
President JoeBiden, andtheirfamilies.
Given the lax standards, "It's amiracle
we havenot had asuccessful
assassination," acurrent agent says.

Since an assassination jeopardises
democracy itself, few agencies are as
important as the Secret Service - nor is
any other subject as tantalising as the
inner sanctum ofthe White House. Only
tight-lipped Secret Service agents know

the real story, and Ronald Kessler is the
only journalistto have wontheir trust.
Hardback 288pp

Available from Eye Spy Ref: ES/1368
UK £21 .00 USA $33.00

DILLY: The Man Who Broke Enigma
Mavis Batey
I. II .

Dillyis the little known story ofthe man
whodid more than anyone else to break
theGerman Enigma code, an event key
totheallies ultimatevictory inthe
Second World War Alfred Dillwyn Knox,
known as Dilly, was Britain's leading
wartime codebreaker, afamously
eccentric and temperamental genius
who cracked German ciphers inboth
wars. The sonof afamous religious
scholar, Knox worked inthe Admiralty's
Room 40codebreaking operation
during the FirstWorld War, breaking the
German Admirals Flag Code, and
between the wars he deciphered the
text of the Herodas papyri and broke the
Enigma cipher machine used by .
Franco's royalistforces intheSpanish
Civil War. During the Second World War
Knoxbecame Britain s chief cryptogra-
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Following the 11 September 2001
attack on the World Trade Center, the
mission ofmanyanti-ierroristunits has
expanded. Some units now track
terrorists totheir lairs inother countries
and strike them there. Despite the

>

In the past thirty-five years, counter­
terrorist units have been deployed to
deal with airplane, ship, train, and bus
hijackings. They haverescued hostages
invarious types ofbuildings and have
dealt with barricaded bank robbers,
prison rioters, and assorted dangerous
criminals. Thousands have been
rescued and millions have been safer
because terrorists were aware that elite
antiterroristunits werepoised to take
action should they take hostages.

THE COUNTERTERRORIST MANUAL:
APractical Guide to Elite
International Units

Uniquely Volodarsky has had apersonal
involvement inalmost every each ofthe
20 cases, from the radioactive thallium
poisoning ofthe Soviet defector Nikolai
Khokhlov inFrankfurt in September
1957 tothe ricinumbrella murder ofthe
Bulgarian dissident Georgi Markov in
London in197B. Hardback 2BBpp

Available from Eye Spy Ref: ES/1372
UK £19.99 USA $29.99

services have
regularly
carried out
bespoke
poisoning
operations all
over the world

to elimin~te Bulgarian dissident
the eneml.es of Georgi Markov
the Kremlin. assassinated by the
The author KGB in London
proves that I

the Litvinenko's poisoning is justone
episode inthe chain ofmurders that
continues until the present day. Some of
these assassinations orattempted
assassinations are already known,
others are revealed here'forthe first
time.

Inlate November 2006 the world was
shaken bythe ruthless assassination in
London ofAlexander Litvinenko, a
former Lt. Colonel ofthe Russian
securityservice (FSB). The murder was
the most notorious crime committed by
the Russian intelligence on foreign soil
in over three decades. The author, Boris
Volodarsky, who was consulted bythe
Metropolitan Police during the
investigation and remains in close
contact with Litvinenko's widow, isa
former Russian military intelligence
officer and an international expert in
special operations. His narrative reveals
that since 1917 beginning with Lenin
and his Cheka theRussian security

THE KGB'S POISON FACTORY:
From Lenin to Litvinenko

Another accomplished work by
Ben Macintyre. Hardback 416pp

that instead ofattacking Sicily, the Allied
armies planned to invade Greece. The
brainchild ofan eccentric RAF officer
and abrilliant Jewish barrister, the great
hoax involved an extraordinary cast of
characters including afamous forensic
pathologist, agOld-prospector, an
inventor, abeautiful secret service
secretary, asubmarine captain, three
novelists, atransvestite English
spymaster, an irascible admiral who
loved fly-fishing, and adead Welsh
tramp. Using fraud, imagination and
seduction, Churchill'steam ofspies
spun aweb ofdeceit soelaborate and
soconvincing that they began tobelieve
it themselves. The deception started in
awindowless basement beneath
Whitehall. It travelled from London to
Scotland to Spain to Germany. And it
ended up on Hitler's desk. Ben
Macintyre, bestselling author of :4gent
Zigzag ', weaves together private
documents, photographs, memories,
letters and diaries, as well as newly
released material from the intelligence
files of MI5 and Naval Intelligence, to tell
forthe first time the full story of
Operation Mincemeat.

Available from Eye Spy Ref: ES/1371
UK £16.99 USA $38.00
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THE REALJAMESBONOS

Note this is an Eye Spy advanced
notice ofaJune 2010 publication

This first part ofSIX takes usup tothe
eve ofthe conflict, using hundreds of
previously unreleased files and
interviews with key players to show
how one ofthe world 's most secretive
ofsecret agencies originated and
developed into something like the MI6
we know today. The second part,
published inSpring 2011 , will tell the
story from the outbreak ofWorld War
Two tothepresent, showing the
development ofthe agency into the
model forthe world 's spies during the
Cold War, and detailing the work ofMI6
inAfghanistan and Iraq today.

Secret Intelligence Service. Under the
aegis ofthe diplomatic service, the SIS
expanded itsnetworkof European spies
inorder to counter the threat of Russian
Bolshevism. In191 Ban operation to
overthrow the Bolshevik government by
SIS agents failed badly. With the ascent
ofthe Nazis, the SIS switched itsfocus
tothe threat ofGerman aggression,
recruiting sources within the German
government and admiralty. .

Few writers have abetter grasp of the
history and current role ofthis most
famous intelligence agency. Hardback
400pp

OPERATION MINCEMEAT: The True
Spy Story That Changed The Course
Of World War II

One April morning in 1943, asardine
fisherman spotted the corpseofa
British soldier floating in the sea offthe
coast ofSpain and set intrain acourse

.ofevents that would change the course
of the Second World War. Operation
Mincemeat was the mostsuccessful
wartime deception ever attempted, and
certainly the strangest. It hoodwinked
the Nazi espionage chiefs, sent German
troops hurtling in the wrong direction,
and saved thousands of lives by
deploying asecret agent who was
different, in one crucial respect, from
any spy before orsince: hewas dead.
His mission: to convince the Germans

EYE SPY INT El l iGENCE MAGAZI NE 66 £0 10

Available from Eye Spy Ref: ES/1369
UK £22.99 USA $48.00

This first part ofacclaimed author and
Eye Spy consultant Mick Smith's epic
history ofBritain's external intelligence
community begins with the creation of
the Secret Service Bureau in1909,
which was charged with controlling
intelligencewithin Britain and overseas
- inparticular, establishing through
spies the strength ofthe Imperial
German army and navy. This naturally
came to the fore during WorldWar One.
Between the wars the service really
established itself, restyling itself the

pher, working inacottage atthe world­
famous BletchleyPark assisted only by
his girls, the best of the young female
codebreakers avaiiable tohim. Knox's
work would eventually provide the
solution toGerman secret service
Enigma cipher, playing akey part in the
Double-Cross deception system which
ensured the success ofthe 1944 D-Day
landings. Knox himself, however, never
saw the triumph, sadly dying ofcancer
in1943. Hardback 246pp

An enduring tribute to atrue hero
written byawoman who worked on

. Knox's codebreaking team.



Brandenburgers, who operated behind
enemy lines incaptured uniforms, and
the Kleinkampfverbande who were the
forerunners ofmodern-day naval
combat troops like the US Navy SEALs.
Complete with uniform and kitdetail
together withaction accounts ofmany
ofthesedaring operations, this book is
a must-have forany special forces
enthusiast. Paperback 164pp

Available from Eye Spy Ref: ES/1378
UK £12.99 USA $22.99

PAPA SPY: Love, Faith and Betrayal
in Wartime Spain

With the declaration ofwar in1939,
dashing young publisher, Tom Burns,
lefthis business forthe Ministry of
Information, the propaganda arm of the
British secret services, and found
himself in Madrid as press attache at
the British Embassy. Spurred on byhis
deep love of Spain, he threw himself
into the propaganda war against the
Nazis, who broadcast freely tothe
Spanish press. Spain was officially
'nonbelligerent' during the war. But
nonbelligerent doesn't mean unimpor­
tant: Spain held Gibraltar, and so
controlled the westernMediterranean.
Germany desperately wanted Gibraltar
and the Mediterranean foritself, and it
was the responsibility ofTom Burns and .
the rest ofthe British Ministry of
Information to doeverything in their
power to keep that from happening.

Executing that simple objective became
complicated as Burns found he was
making enemies in England, not least
among them KimPhilby and members
of M16. InPapa Spy, Jimmy Burns tells
the extraordinary story ofhow hisfather
overcame the odds, helped carry out
the decoy plot called 'TheMan Who
Never Was', arranged what turned out
to be actor Leslie Howard's fatal

.propaganda tripto Portugal and Spain,
and remained true tohis faith while
loyally serving his country. Hardback
416pp

Available from Eye Spy Ref: ES/1376
UK £21 .99USA $48.00
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THE CLOAK
AND

DAGGER COOK
ACIA MEMOIR

GERMAN SPECIAL FORCES OF
WORLD WAR II

Available from Eye Spy Ref: ES/1375
UK £23.50 USA $30.00

an irresistible memoir offascinating
events, extraordinary corners of the
globe, and clandestine culinary
pursuits. Hardback 368pp

German Special Forces
of Wo rld Wa r II

This isafascinating and long overdue'
study ofthe troops that made up
Germany's elite special forces ofWorld
War II. Such forces included the
legendary Skorzeny Commandos who
carried out audacious tasks such as the
glider-borne rescue ofMussolini, and
the kidnapping of the son ofthe
Hungarian regent, Admiral Horthy. This
book also includes details of lesser­
known units such as the

significant and growing role ofthese
units, little is known about the way they
operate. The selection, training,
structure and principles of maintaining
such units, together with basic theories
ofasymmetric warfare are the subject
ofThompson's latest work.

Inapractical, step-by-step guide he
analyses the necessary organisation of
such elite teams, the arming and .
equipping ofunits, and methods fora
variety ofmissions from hostage
rescue and high-level dignitary
protection tosecuring foreign
embassies and counter-WMD strikes.
Open the pages ofthis book and enter
the world ofthe counter-terrorist
operator. Hardback 256pp

Available from Eye Spy Ref: ES/1374 I I I

UK £27.99USA $36.99 I.lIlBI ...'.'~__~ .......

THE CLOAK AND DAGGER COOK:
ACIA Memoir
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This isacompelling account of one
woman's life of'excitement and
espionage inthe CIA - under the cover
ofacookbook writer! After graduating
from college in1948, Kay Shaw
Nelson, abright young woman with a
yearning for international travel, joined
the newly founded Central Intelligence
Agency. There she met her future
husband, discovered her passion for
food, and began her life ofespionage
and excitement. Attimes under the
cover ofacookbook writer, the husband
and wife team sailed from one exotic
locale toanother, each more incredible
than the last. With humour and
panache, Nelson tells ofher exploits
gleaning intelligence while gathering
recipes and sampling the local cuisine ­
from kebabs inTurkey and kimchi in
Korea, to spargel inGermany and eels
in Spain. Filled with dozens ofunusual
recipes and amazing anecdotes, this is





Mini : Order code: TX-VIDTEKMINI
UK£3 75.00 USA $525.00 ROW: £400.00

Ey e Spy provides an Inte re s ti ng range of c ustom buil t
GSM b ugs (G lobal Syste m for Mobile Communications) .
Unlike UHF tra n s m itte rs, the s e fully f unc ti o nin g everyday

devices contain a c onceale d S IM card allowing y o u to
call them f ro m a nywhere In the world and li ste n-In vi a

two powerf u l m icrophones .

GSM infinity bug comprises of the
very best components and

materials for superior listening
quality. When called , the unit does

notring, vibrate or reveal the
device has opened-up atwin-microphone listening
, channel. Can be concealed in ordinary objects - simply call

from your cell phone or land-line

GSM Trade Bug: Order code: ES-GSM-T
UK £99 .00 USA$200.00 ROW £110

USUAL PRICE UK£199 .00 US $399.00 ROW £220.00

GSM TRACE INFINITY BUG

BluetoothStyle 4GBCovert
Clip-On Video Camera/DVR

With asimpleclickof the multi­
function button, youcan record
video or takestillphotos covertly.
Thisrecorder looks likeanordinary
Bluetooth hands-freedevice, islight
weight but durable, and madeof
moulded plastic,Perfect for law
enforcement professionals,
surveillanceoperators orprivate
investigators.Thelonglife internal
high capacityPolymer Li-ionbattery
affords up toan hour of recording timeonasinglecharge.Records in
AVI format and withtheincludedUSB cable, uploadsfootage toyour PC
in seconds,

• 4GBinternal memory· earphones and allcables included
hands-freeoperation· record video at 640 x480 at 30 FPS.

Morespecifications at www.eyespymag.com(shop)

Order Code: LS-SM1 UK £79.99
USA $119.00 ROW £89.99

NEW
I.OWER
PRICE!

VIDEOTEK & MINI
LOCATES AND VIEWS ANY SECRET TRANSMITTINGCAMERA

The world's mostpopular wireless camera hunter now comes
intwo sizes. VideoTek andVideoTek Mini locks-on to any
wireless video cameraand displays the transmission on its
built-inscreen. Automatically scans all the commonly used

video frequencies inless
than five seconds and '
locks-in on any video
camera transmitter.

, Besides displaying what the covert camera sees, it also
sounds an audible alert tone. Selectable antenna
sensitiVity allows lock-in on sources upto 500ft away
(dependingonpower ofsource transmitter). Durableall ­
metal case. EYE SPY RECOMMENDED forcountermeas­
ures.

Standard: Orde r code: TX-VIDTEK
UK£350.00 USA $485.00 ROW: £370.00

Contained inside the ordinary
pen isapowerful microphone.

Simply plug the lead into a
recorder and record any

conversation without theworry
of trying tohide abody-worn
microphone. Can be hidden in
adesk, pocket, vehicle etc.

Order code: L-PN1 UK
£25.00 USA $48 .00

ROW £28 .00

SNOOPSTICK COMPUTER MONITOR
Allows you to access any targetedcomputer from anywhere in the world

port on the SNOOPESTICK FUNCTIONS:
computer youwant Monitor real-timeactivity · View
to monitor. Run the recorded activity from any day
60 second setup • View i nst~nt messages • ~ecord

~~i1i.:;:::ii~~i;i;;;;i"'~prog ramme . This installs the websites VISited •.See real tlrne >

. . Recordsall incoming andoutgoing
secret rnonltorinq systems on e-mail activity. Restrictactivity by
thetarget computer. Remove nameor typeofprogramme.
the SnoopStickand take itwith Restrict activitybydayand time
you.You can now use your • Restrictaccess to selected
SnoopStickdevice tomonitor websites • Disable/enableall
and control that computer from Internet accessremotely -
any other computer anytime Completely invisible touser
you like. ' • Automaticallyupdated in

background

Order Code: ES-SNOOP £89.99 USA $99 .00 ROW £99.00

Going on holiday, shopping or simply
visitingfriends?... just popthe unit
behindyourdoor and turn on. Protect
your home, family or officewiththis
superb simplesecurity system. '

Ordercode: lX-EWREX UK £90.00 USA $125.00 ROW: £100.00

EYE SPY
PEN MICRO·

PHONE

One ofthe most powerful
intercept and monitoring
devices on the market.
Control access toyour
home oroffice computer
and laptops from anywhere,
anytime. Simply insert a
SnoopStick device intoa USB

EYE SPY SEED MICROPHONE
Seed microphone so small it can be concealed anywhere - hide ina
car, under door, bag, sleeve, belt etc. Attach to virtually any recording
device. The length of lead is 36inches - but we can customisethis
foryou - £1.00 ($1.75) for every additional 12 inches. The micro­
phone head is just 5mm wide.

Order Code: LS-SM 1 UK£17 .50 USA $38.00 ROW £18 .00

ELECTRONIC RADAR WATCHDOG
'-~.r- __ .. ..._ _ This highly rated product is one of the

best anti-burglar-intruder systems
available today. Simply turn on (no
installationrequired) and the realistic
dogbark sound increases as its internal
radar senses someoneapproachingthe
door. Bark gets louder as person moves
closerto door.
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TRANSMITTERS* FOR EXPORT ONLY (USA/CANADA CUSTOMERS) * Ou tside UK and EEC

Image light­
blasted to

show
microphone

'A' flag
channel
sticker

removable

Tiny room orbodywom
transmitter withexcellent pick­

up. Powered by9V battery.
Easilyconcealed.

Range1000ft
Order code: HL1

$3 15.00
ROW £ 199.00

Working desk calculator conceals atiny UHF
transmitter. The unit canbe left inanoffice

environmentwithout raisingsuspicion. Range
850ft. Battery - 15 hours.

Order code:
LS-TX-6

$350.00
ROW £205.00

PI-CAMCORDER STICK - Ref: PICAM

UK £129.00 USA $2455 Worldwide £135.00

EVE SPV UHF 'CREDIT
CARD' TRANSMITTER

3mm thickandcan beslipped inthe side
ofawallet, file, folder or pocket. Voice

activated transmission. Batteryoperated
(included) Newminimumrange- 1000ft.

Order Code: LS-CCT

USA $350.00 ROW£199 .00

BALLPOINT PEN
UHF TRANSMITTER

Smart innocent-looking working biro - complete with one of
our most powerful UHF transmitters. Unit can be used in
overt orcovert fashion - and has a range of around 900ft.

Order Ref: ESU-PT USA $315.00 ROW £200.00

HOMEGUARD

PI·CAMCORDER STICK
Miniature Digital Video Camera

Best-selling self-contained digitalvideo camerawith two
hours recording time. This extremely easy-to-use low-cost
unit has become a firm favouritewith the security industry.
Supports 128MBto 4GBSDcard. USB cable (included)
allows footage to be uploaded insecondsto your PC or
MAC forediting or review. EYE SPY RECOMMENDED. (For
further information - see Product Review issue 61 orvisit
www.eyespymag.com).

Personal security digital video recorder. Homeguard is a
simple but utterly dependable home oroffice security
surveillance system that requires nowiring,software or
exteriorpowersource. Simply placewhere you require
video footage. It will record continuously or take snap shots
at given intervals. Looks just likean airfreshener/purifier.

UK£249.00 USA $325 .00 ROW: £260.00 Order code: TX-HOMEGUARD

" Aconventional fully mains­
workingdoubleplugadaptor

concealsUHF transmitter.
24-hour-a-day transmission.

Minimumrange 850ft.
Sound pick-up - superb.
Order code: LH-1

USA $315.00

10-CHANNEL
METAL UHF
RECEIVER

Eye Spy'ssuperb 10-channel
UHF receiver can be used to
pick up transmissions from
any ofthe transmitters listed

here. Powered by a9V battery,
the unit has arange of400

metres - comes with jack-plug
so you can recordtransmis­
sions and luxury earphones

for privacy - all contained in a
solid case.

Order Code: L-SS- 12CR
USA $285 .00
ROW £160 .00

I TRANSMITTERS* & RECEIVERS

Range upto500 metres.
Requires just one 3Vlithium
battery (included) forpower.

Order Code: LSSKR
USA $315.00
ROW £199.00

Capture video and audio easily and safely without fear of
compromise. View film on display, computer ortelevision. All
leads supplied foravariety oftasks. Powered internally (no

leads orexterior battery) . Set comes inasmart polished
metal and black case.

SET INCLUDES
High-qualitybutton camera with matching set ofbuttons;

built-in sensitive microphone; NTSC/PAL compatibledisplay -
380 TV lines; multi-function recorder MP4 player; supports
multi-language display; transfer tools included; 6-8 hours of

recording time. Quality
earphones supplied fordiscreet listening.

WAS-uH375.00 USA $699 99RGW-£.4f){};GO
NOW UK £325.00 USA $599.00 ROW £350.00

Order Code: CRE-LE

Ij:[OVERT BLACKI
ECONOMY CAMERA KIT
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~( ~Jivw. Iecateuk,COm
~s Tel:02079936047 .

4 , F.~:. Fax: 02030519447 email :
,.. ·· ,t4 v • • info@locateuk.com
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• Whilethe professional
needsquick effective
controiand,",soNes.

• The employerswant
results withoutlegal
wrangles andlitigation.

• Ckltt ProtlCtlon
• Pollet
· S. curlty
• Door SuPtrvlsol'l
• Go...ernment BOOles
• Corporatt Business
• All hav, differentneeds
in·conflict management.
WeaetlUUydesignthe
best s)'Sttm to suityour
particullrrequirements.

EyeSpy InfelligenceMagazine Classifieds.All inserts appear
inUSA,UK andWondwideeditions. EyeSpyPublishing ltd
reserve the right torefuseanyadvert without giving areason
forsuch arefusal. For alullmedia kifanddetailsofall our

excellent ratesandspecialpackages, pleasegoto
www.eyespymagand down·loadour mediapack.Similany

you canwntefoour USA,UK orCanadianaddress.

Paymentmustbesubmittedpoortopubficabon.
Monies payable 'EyeSpy Pvblishing Ud' Pleasedonot
sendcashforgoods whenrespondingtoadvertisers. Eye

Spy ","notbeheld responsiblelordelays inreceiving goods
lrom advertisers.

• Dealing WithVIOlence
•Confrontation Science
, Defence AndTheLow
, Baton AndSti<kControl
• Personal Protection
• CloseProtection
' CuffsAndReslraints
•Arrest AndDetention
• Statute AndVIOlence

fOR ....ORE Uf:fMl.s
\\'RI1 ': OR r IlO\F:

CombaCiH~ s(-koct IftJlil lllr
I?A r ihtlr r Road
.'ulham , londoll

SW678 lJ
f'boncl.·.,:

02073865616
0845 000 4243

PHOTOGRAPHIC SPECIALISTS

---------".."
Specialist Services: Covert Photography & Videography

Services include photographing wedd ings, corporate
events, news, and family port raits, Specia list in tradit ional

and photo journal istic styles

~lO~~
www.snapperjack.net email: info@snapperjack.net

MISCELLANEOUS

Spies and Spycatchers' London
''Espionage was the hot endofthe coldwar"

Spics' Lo nd on is peopled wirh Ian Fleming's james Bond and Jo hn Lc Carre 's
George Smiley. But ir also covers the genuine arti cle . The I.ondon wh ere to r over
40 years Burgess. Maclean , Philby. Blun t and the mysterious fifth man Infi ltrated
the British and American securi ty services and sp ied for the So viet Union . This

sp lend id guid ed wa lk lakes you int o that hole and co rner, cloak and dagge r
Lon d on - into the secre t places o f that murky neth e r-world . Here yo u ca n vent ure
into the cove rt world o f M15. MIG, and the American ass, proge n itor o f the CIA.

Here we close in on the Americ an Soviet age nt who finally co nfessed and un veiled
the infamous "Cambridge Spy Ring". And here [ 00 we pinp o int the "dead Ietter

box " an d unmask the fifth man . Spies ' Lond on ... fact reall y is stranger tha n fict io n .

2 ,30p m ewry Saturday. Subway 3 exit Piccadill y

Ci rcu s Tu be (m e e t by th e Clyd e sd a le Ban k) . I.oo k

ou t for Spyrn aste r Alan , He 'll be to p p e d o ff w ilh a

black hat ,.. aod a g reen carnati on.,

PlccadlllJ'Circus Tube Isonthe Bakerloo& Piccadilly Lines

Private spy tours can be arranged

Co n ta c t b y e-m ail :
al an.titchard@btconnect.com

www.wizardwalksinlondon.com
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ORGANISATIONS & SOCIETIES

The RlPA Tribunal
recently decided
that government
records of Dr
Hosbaud's wartime
activities should
remain closed to
the public. Those
with knowledge or
documents about them are nevertheless
encouraged to contact his nephew,

::~:::~~:surf.Ch) OP Wndmans ~
LLP, Solicit81'S (j.halfOpd@bindmans.com). ~

MUSEUMS INTELLIGENCE TRAINING AND SECURITY





(Y))
Security is no accident... it has to be practised

Support Your Local Newsagent
The best way of ensuring that you receive your copy of EYE SPY is to

support your local newsagent by placing a regular stand ing order. The
newsagent will be able to deliver it to your door or reserve it in the shop

for you to collect. If you have any difficulty, why not consider ta king out a
post-free ann ua l subsc ription - see advertisement elsewhere in this issue

I - - ---- - - - - - - - - -------~~~=~~.

Dear Newsagent.

Please reserve/deliver* a copy of EYESPY on publica tion, starting with the next available issue

Name " Address .

........... .......................... Post/Zip Code .

* delete where applicableL ~

Hond the coupon in to your newsogen t. or 0 simpie hondwntten note isodequate
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