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Baroness Pauline Neville.Jones
UK Security Minister

On cyber attacks • ~If's a bit like terrorism... In that the more
you know, the more frightening It becomes

To say the intelligence world was caught off-guard by recent political events
in the wider Middle East is an understatement. However, two of America's
leading intelligence ligures - Leon Panetta (Director CIA) , and James Clapper

....... (Director National Intel ligence) spoke Irankly about how difficult a task it is to
-.- predict such tumultuous happenings. Their comments can be found inside.

As usual, we have been busy looking into a number of interesting intelligence stories,
including the baffling case 01MI6 worker Gareth Williams whose body was found in a
sports bag, The inquest into his death has been postponed, but our sources still maintain
there is something very odd about the entire affair. We've packed as much information into
this edition as space permits, suffice it to say there are quite a few interesting snippets.

Later this summer Eye Spy celebrates its 10th anniversary, I'm pleased to report our
subscription base is at its highest level ever and newsstand sales have not been affected
at all by the economic climate. We are indebted to our loyal readers for their support,

Mark Birdsall, Managing Editor

FIRST WORD
STRANGEDAYS

The 7n inquests has heard from an astonishing number of people, and the manner in
which the proceedings have taken place must be commended. New Scotland Yard,
whilst producing a plethora of visual and documented evidence, has been respectful to
those in attendance, many of whom have lost loved ones or were caught up in the
attacks. The post-bombing investigation could not have been more thorough.
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~profound regret the Service was unable to
prevent the 7 July 2005 bombings in London..."

MIS Chief of Staff • Witness G

· 5 Noor Inayat Khan · S Hosni Mubarak · 30 Raymond Davis
· 40 Boris Johnson ·44 Colonel Imam · 51 Alexander Bortnikov

-66 Pier Paolo Pasol ini - 82 Pauline Neville-Jones

regular features 4Intelligence Briefings;6Intelligence Digest;
3B Subscribe; 42 Worldwafch; 54 Eye Spy Back Issues; 73 Complete Volumes

In this edition of Eye Spy. we lake a look at a number of photos taken by Counter
Terrorism Command. MISand West Yorkshire Police of the inside of 18 Alexandra
Grove, a location well known to this rnaqazine. It will also be interesting to learn if
reference is made to numerous people (around 20 - we understand), who had
connections to the address at the time it was being used to build the London bombs...

inte Igence choice
§ peaking at the inquests into the deaths of 52 people killed by at-Qaida

terrorists in London in 2005, Chief of Staff to MIS Director-General
Jonathan Evans, admitted the Service did not have an "lnknnq" of the

terror operation. The officer, known as Witness G, also rejected suggestions MIS could
have prevented the attack. He said it was "nonsensical and offensive" to suggesl the
Service had failed to lake steps which could have thwarted the bomb ers. 'G' did
acknowledge more could have been done 10 identify the true threat of cell leader
Mohammed Siddique Khan.
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The painting is part of a unique collection
catled 'A Year with M16' by British artist
James Hart Dyke
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STUXNET - RESPONSE INEVITABLE
Iranian intelligence admit nuclear programme
compromised by foreign agents - and issue warning

IS CYBERWARFARE AN ILLUSION?
Kevin Coleman examines recent commentary that phrases
such as 'cyberwarfare' are misleading

DUBAI INTELLIGENCE TRAIL
Intelligence continues to surface regarding the Massad
assassination of Hamas man - Mahmud AI-Mabhouh in
2010, including his code-name - 'Agent Plasma Screen'

BACK TO MOSCOW
A suspected London-based SVR agent is seeking a
posting with a Krem lin-friendly television channel

EGYPT AND INTELLIGENCE
Mixed and strange commentary as US and UK intell igence
caught cold by resignation of vital friends in Middle East ­
President Mubarak and GID intel chief Orner Suleiman

LOCKERBIE SPY GAMES
It is now evidently clear unidentified 'p layers' in the UK
Government helped pave the way for the release of the
Lockerbie bomber - Abdel AI-Megrahi

COMMANDO SOLO AND PSY-OPS
As part of his fascinating series on mind control in the
intelligence cycle, Mike Finn look at var ious transmissions
and psychological operations

STRANGE CASE OF RAYMOND DAVIS
Nick Fielding looks at the case of US national Raymond A.
Davis wh o shot dead two alleged robbers in Pakistan

MI5 SURVEILLANCE SUCCESS
Britain's Security Service disable an alleged network of
terror cells that were on the verge of attacking a number of
city centre targets in London

CROPPED INTELLIGENCE
An important image sent by MIS to the FBI and intended
for a key terror informant, was strangely distorted ,
cropped, cut-out and changed into black and white... it
could have helped identify the 7/7 London bombers

KIDNAP OF THE GODFATHER
Nick Fielding provides remarkable background on the
death of Brigad ier Sultan Ami r Iarar . better known in the
intell igence world as Colonel Imam

MOVING TO MOSCOW
An examination of the recent Moscow Airport suicide bomb
attack which left 36 dead. Evidence suggests al-Qaida now
has a foothold in the heart of some Russian cities

PIER PAOLO PASOLINI
As part of our wider investigation into the death of MI6 man
Gareth Williams, Eye Spy searches out the intelligence
threads of Pier Paolo Pasolin i • perhaps referenced by the
mysterious couple who visited his flat before he died

CYBER WAR CRIMES?
The recent Stuxnet attacks on Iranian nuclear plants and
two assassinations has prompted Tehran to explore
seeking redress in the international courts...
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Heavy water reactor near Arak

with the assistance of the CIA and
M16.Thisalso included the
abductionandassassinationof
seniorscientists.

Another unnamed official said the
agencieshadworkedfor over ayear
tointroduce thepowerfulStuxnet
computer virus into hundreds of
computers which control Iran's
nuclear reactors.

Tri·Agency
Operation
Targets Iran

I
ntelligencesources inFrance
and Israel claim the Massad,
MIG and the CIA conspired to

"deflect" Iran'snuclearweapons
programme.Throughout 2010, and
after receivingassurances from
Israel that it wouldnot launcha
military strike against Iran'snuclear
plants, aseries of joint operations
tookplace effectively cri pplingvital
components of Tehran'snuclear
bomb research. According to French
intelligence officials, Massad agents
carried out acts of sabotage inIran

OLD RUSE - NEW TECHNOLOGY TO TRACK BIN-LADEN
buAI-Fatan, alink
mansupposed ly
close to terrorchief
Gsama bin-Laden,

claims theCIA used a news front
togainaccess to the al-Oalda
leader. Boasting about thegroup 's
'technical wing ', AI Fatahsaid it
had discovered atiny 5mm
satellite tracking device embedded
in aUSBunit which contained
questionsfor an interview. There
was no photographic evidence of
the micro-chip to support th is
story; a fact which has not gone
unnoticed by intel watchers. "If
suchadevicewas discovered
AQ websites wou ld by now have
shownit on the Internet," a US
intelligence onceinvolved
inthehunt for bin-Laden
toldEyeSpy.

AbuAI-Fatah calleda MiddleEast
media organisationinearly
February concerning the chip, and
though heprovided no corrobora­
tive evidence, the story he
recounted on how the supposed
USB"questionnaire" got close to
bin-l aden'sinner circle is
interesting.

Aback-channel communication
linkwas established inKhartoum,

CIA tracker
may have
been used
to locate

Osama-bin­
Laden

Sudan, whereaWestern television
journalist sought to makecontact
withan al-Oalda commander in
thehopeof finding away to
interview bin-Laden. "Werefused
hisrequest becausewewere
suspicious of hispresence in
Sudanandhisinterest in Afg hani­
stan", AI-Fatah said. Nevertheless,
if this was indeed abogus
approach, the ploy at the very
least revealedthere was a liaison
between's AI -Fatah's franchise
and AQ Central located in the
borderlands between of Afghan i­
stan and Pakistan.

Thejournalist, who called himself
'David Noshkay', was refused
permission. Thisdid not stophim
asking if the AQlink manwould
senda series of questionsto bin­
Laden, havethe interviewfilmed,
and upload acopy ontheUSB
memory stick. It's a process
which has happened before, but
AI-Fatah supposedly asked a
computer expert toexamine the
device for bugs.

"Whenourtechnical wingstarting
assessing thedevice we founda
5mm chip stuck in it, said AI-

Farah. We investigated thechip
and found out that it provided
signal to satell ites that allowed
airstrikes that are being used to
bomb Taliban and al-Qaida
dominated Villagesandcities in
Afghanistan."

TheSudan group referenced a
number of case files wherepeople
werekilled by terrorists posingas
journalists, includingAhmed Shah
Masood, head of the CIA-friendly
Northern Alliance in Afghanistan.
AI Farah forgot to mention nearly
all the attacks were carriedout by
al-Oaica.
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Khan
pictured

in the
uniform
of the

Women's
Auxiliary
Air Force
(WAAF)

Fearless Indian­
Muslim SOE Agent·
Runner Honoured

A
campaign to raise
£1 00,000 to help pay for a
memorial to one of Britain 's

most fearlessWWII SOEagents has
received widespread backing. Noor
lnayat Khan was sent to Europe as
part of Churchill's instructionthat
the SOE should "set Europe ablaze"
- this inan effort to derail Hitler's
military occupation.

Khan, who fledto Britain after
Francewas overrun by the Nazis,
trained as aradio operator. She
returned to the country in 1943 to
help run the resistance spy network
code-named 'Prosper' from Paris.

Khan will become the first woman
of Indian-Muslim origin in Britain to
have abronze memorial bust made
for service tothe wider intelligence
community, though she was
posthumously awarded the George
Cross in 1949 and the French Croix
de Guerre. The memorial will be
erected in central London, close to
the Bloomsbury house where she
lived as achild .

code-name 'Madeleine', Khan was
Ultimately betrayed and captured.
For ten months she bravely
withstood Gestapo torture, until she
was executed at Oachauconcenna­
lion campon 13 September 1944.
She was just 30 years old.

. . . . . . . . . . . . . . . . . . . . . . .
Director of National Intelligence - James Clapper !JIJ '

"Egypt's Musfim Brotherhood is a
largely secular organisation.;"

But this story is far fromfinished.
Eye Spy has learned that MI6 and
the CIA are convinced that far from
being a"solo artlst", the SVR
undoubtedly trained other female
operatives in the "sweet" guise of
Anna. Indeed, they may already
have identified at least one girl who
was part of that very same training
programme.

(

Connery is her favouriteJames
Bond actor. Ever the entertainer, and
afirm favouritewith Vladimir Putin,
Anna Chapman is learning fast.

Today, the 28-year-old talks about
her SVR mission in the context of
fai lure, though she has never once
identified what it was. Well , let's
answer that question: it was most
definitely one of infiltration - long­
term infiltration . Supported by the
SVR, Chapman was set to establish
herself in the highest echelons of
British and American society, with
threads to big business, politics and
even the Royal Family. Thereis a
very good chance all this may still
happen of course (Royal Family
apart) , but it won't be done through
the watchers and auspices of the
SVR.

Careful not to expose her one-time
spy role, Chapman said Sean

Besides talk of amovie, a television
series and a life in politics,
Chapman and her advisors are
laying the foundation for a long
career in the public eye. But for
those wanting an interview ­
beware .. . money is king.

definitely an important spy for
Moscow, including former KGB man
Oleg Gordievsky.

,

here was atime when
"outed" Russian spies
would have received a
cold reception in

Moscow - an even chillier one
awaited if their mission had ended in
failure. Aposting in Siberia comes
to mind. Howtimes have changed.
Since being quietly removed from
America and having her British
passport revoked , failed Moscow
spy Anna Chapman has shot to
fame across the globe. Intel
observers say this is largely due to
her good looks, but there are some
senior figures in the intelligence
world who believe she "won" a
number of spy games, and was

SUCCESS FROM FAILURE

Today, 9 September, the date of his murder, is a national holiday in Afghanistan
known as 'Massoud Day'.

T
heNorthern AI.liance of Afghan istan had fought al-Oaida and the Ialiban
years beforebin-Laden orderedthe attack on the United States. At its
head was Ahmed Shah Massoud, who brought together many local

groups, villages and battle-hardened warriors who had helped remove Soviet
military forces years earlie r. Though poorly sponsored by the CIA interms of
weaponry, Massoud would became apivotal, though secret ally in the region .

The NA conspired to disrupt the Talibanand AQat every opportunity, but just 48
hours before 9/11, Ialiban assassins posing as journalists killed Massoud.
However, following the 2001 US-led invasion, Massoud's movement was invigor­
ated and helped Coalition forces oust bin-Laden's followers.

INSIGHT

EBATTLING NORTHERN ALLIANCE

E P NTEL I EN EMA Al lN g+9+9iSePzzl +qjbllg9SgQ== 5



Thorn in the side of US Intelligence
set for extradition to Sweden

failure to prevent hisextradition was
entirely predictable, legal experts say.
His extradition case, inthis instance
known asaEuropean arrest warrant,
is just oneof 700 or so processedby
British courts each year, of wh ich
only atiny number are successfully
blocked.

Just as predictable, Mark Stephens,
one of Assange's solicitors vowed to
takethe case to the EuropeanCourt
of HumanRights if necessary. But he
won't get there, other lawyers say,
and oncetheappeal isblockedinthe
HighCourt, as is consideredlikely,
Assange's mounting legal fees would
be better spent on acredible defence
for arapetrial. For that is where this
is headed, sayexperts including Seth
Levine, an extradition and human
rights law specialist at Dyers
Chambers inLondon.

he founder of WikiLeaks,
Julian Assange, has
attacked attempts to
extradite him to Sweden

as a "rubber-stamping process"
after a British judgeruled that he be
extradited to answer allegations of
sexual assault. "What does the US
have to do with a Swedish
extradition process?" Julian
Assange asked outside the
Belmarsh Magistrates Court after
Judge Howard Riddle's ruling.
"Why is it that I am subject, anon­
profit free speech activist, to a
$360,000 bail? Why is it that I am
kept under electronic house arrest
when I have not even been charged
in any country, when I havenever
been afugitive?"

For all the indignation and drama
that has surrounded Assange, the

Katia Zatuliveter

television company - Russia
Today - which many regard as a
front outfit for the Kreml in's
information service, is keento get
Zatuliveter back to Russia as soon
as possible. It seems likely no
charge of espionage will evolve.

In respect of other relevant
information secured by M15; a
report identifies Zatu liveter's
tather andsister as "student
recruters" for work in the UK.
Kana herselt almost found
employment witha largeUK
defence company betore MI5
stepped in.

Interestingly, if she is successtu l
infinding work with RT- her first
postingcould be back inLondon
as a reporter.

•
Mitting said: "I am very keenshe
should befreeto work inajob
that does not, inthe view of the
secretary of state, proposea risk
to national security. "

Amajor MI5 surveillance opera­
tion resulted in her detentionat
Gatwick airport in August 2010.
Though released, she was
arrested again on 2December
amid fears she was engaged in
espionage.

Zatuliveter refutes the spying
allegations and her appeal is set
for October 2011 . However, Eye
Spy understands events are
movingquickly and the Russian

Zatuliveter joinedHancock'soffice
as an intern in November 2006,
this after arriving in Britain to
study tor a master's degreeat
Bradford Universrty. Intime, she
would become his full-time
parliamentary assistant.

Justice Mitting, special
immigrations appeal
commission jUdge,
noted therestrictions
were Uquitesevere"
and said hewanted to
make it easier for her
to obtain employment.

MI5 reportedly secured informa­
tion that she was passing
intelligence on British Government
matters to an FSBor SVR contact
man. MPHancock, 64, sits on the
UK's defence committee and
official documents on defence
policy flow through his office.

Zatuliveter, who is banned from
visiting Parliament, had been

Zatuliveter faces almost certain under MI5 surveillance for quite
removal tromthe UK, this atler some time, andwas said to be

...._ _ ., handling intormation
"inan inappropriate
manner". Essentially,
MI5 believeshe is a
spy.

SUSPECTED RUSSIAN SPY SEEKS TV POST
uspectec SVR or
GRU spy, Katia
Zatuliveter, 25, the
personal assistant to

Liberal Democrat MP Mike
Hancock, has had her bail
restrictions eased · this as she
seeks to apply tor a post on
Russiatelevision and receive
visitors inher home.
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As for supporting intelligence, there
is strong evidence coming from US
intel sources at a major eastern
seaboard-based newspaper, that the
special unit behindthe Stuxnet
attackwas based in anultra secret
desert location inthe Israeli desert.
USsources say the site was
establishedwith the assistance of
America and another nation. Iranis
adamant that country is the UK.

others, was behind the derailingof
important elements of Iran's nuclear
programme.

The Stuxnet attack, at the very least,
provided 'breathing space' and time
for morenegotiations regarding
Iran's nuclear programme.

translators · who were always on hand.
Senior advisors werenever far away
either. It is believed, however, that a
central line will also havefeeder lines to
important or relevant advisors and
offices, thus allowing others to partici­
patein aconversation.

Senior Russian intelligence officials
visited l ondon in mid-February and it is
believed therewas some discussion
about resolvingthebitter 'secret war'
betweenMI6 and the FSBthat has been
on-going since the assassination of
Alexsander litvinenko in 2006.

Lieutenant General Gabi Ashkenazi - a brilliant strategist and
organiser behind a plethora of IOF intel operations

Few doubt that this is the clearest
evidence yet that the 'hand of
Mossad', withassistance from

Thefi lm included areferenceto
Stuxnet, and suddenly watching
eyes and ears werealerted.
Seconds after the Stuxnet piece,
one of thegreat Mossad
spvmasters, Meir Dagan, chipped in
with atribute to Ashkenazi. Both
men had worked closely together
throughout the period of Dagan's
tenure .What madeintel watchers
shudder, wasthefact that this was
an 'operational successes and
showcase reel' - publicly acknowl­
edgedevents, includingthe
destructionof Syria's nuclear site in
2007.• •

,

•
•-. . '

•

Private liaisons and new telephone link may ease MI6-FSB tensions
hough relations between
Britainand Russia in the
intell igence gamecould
be better, bothLondon

and Moscow agree on one issue ­
counteringterrorism. Andthis means
providing assistance and intelligence on
current andemergingthreats.

at his retirement party, intel
watchers thought they already hada
good data baseof operations that
could beattri buted to Ashkenazi.
Features hadbeenprepared earlier
and the editorial copy was ready,
but there was atwist - abig one.

The 'red telephone' or emergency line
betweentheleaders was supported by

At the height of theCold War, asecure
communication link meant that confir­
mation of a nuclear alert or tensions
could bequickly discussed and amicably
resolved. Now anew encrypted system
is to beinstalled in Downing Street that
will allow both premier and president to
discuss sensitive issuessuch as at­
Qaidaand the sharing of highly classified
material.

Thecurrent linehas beenin use since
theearly 1990s, and bothoffices have
acknowledgedthat the system, though
functional, should be upgraded.

AND THE STUXNET CLUE
ometimes intelligenceis
gleaned in unusual
places, andthis often
means digesting the

content of events that on the
surface , seem ordinary and
unrelated to other topics. Thuswhen
afilm identifyingthe successes of
out-going IOF chief lieutenant
General Gabi Ashkenazi was played

Thereis every possibility, Assange,
who has unsurprisingly lost the
support of a number of his "inner
circle", may yet be questioned
about espionage activities - if and
when heends up inAmerica.. ..
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The intel crest of
the EGtD

Quick Profile
OMAR SULEIMAN
au revoir for now ­
Egypt's :Journey Man'

orn in 1936 in Oena, southern
Egypt, Suleiman served his
apprenticeship at Egypt's fin est
mi litary schools, before spending

time in Moscow securing additional skills
in military intell igence at the Frunze
Military Academy. He studied political
science at Cairo University and Ain
Shams University. In 1992, he was
appointed head of the General Opera­
tions Authority in Egypt's armed forces,
and soon became Chief of the Military
Intelligence Directorate. Less than a year
later he replaced Nour EI Dien Afeefy as
head of the country's General Intelligence
Directorate (EGID). ,---------,

Suleiman is well
known in the
worldwide intelli­
gence community
and is highly
respected by many '--- --'
of his peers. Since
the emergence of al-Oaida and its
franchises, he has constantly out­
manoeuvred several terrorist outfits keen
to take a foothold in Egypt. He also fears
a nuclear Iran.

Though he partici­
pated in the 1962
and 1967 wars
against Israel ,
Suleiman remains
prominent in the
country's dealings
with Israel .

IntelligenceDirectorate (EGID) was appointed
as Deputy President. Suleiman departed his
post when the president decided to end 30­
years of rule. UnlikeMr Mubarak, it's very
unlikely we have seen the last of Omar
Suleiman - one of the world's most experi­
enced intelligence officials andperhaps
equally as important, afierce opponent of
Osama bin-Laden and al-Qaida

"People cantell you where the tremors are,
they can tell you where the fault lines are, they
can tell you what the [historical datal past is,
they can eventell if thethreat of something
happening is close," said Panetta. "But they
can't tell you exactly when an earthquake is
going to takeplace," heconciuded.

ThedemonstrationsinCairo and anumberof
Egypt's major cities, led to President Hosni
Mubarak's stepping down. And perhaps the
uncertainty in Washington can beexplained by
the fact for the best part at 3D-years the
president hasremained America's strongest
Arab ally in the Middle East.

supported his colleague. Panetta likened the
task of gafhering intell igenceto collecting and
analysing data on earthquakes.

INTEL INSIGHT

Amidst the turmoil in Egypt, America's senior
intel men spoke candidly whilst delivering
commentary for thecountry's annual Threat
Assessment Report. James Clapper, Director
at National Intelligence, gave atrank and
reasoned response to the HouseIntelligence
Committee, saying that whilst spy agencies
canobserve trends, they can't alwayspredict
where they will lead.

CIA Director Leon Panetta, one of themost
respected CIA intel chiefs for many years

"For manyyears, the intelligencecommunity
has been aware of tensions andinstability in
theMiddle East and Africa, and has consist­
ently reportedonthose tensions andtheir
implications," said Clapper. "Specific triggers
for how and when instability wou ld lead to the
collapse of various regimescannot always be
knownor predicted... we are not clairvoyant."

PV IN ELL N ~ A A IN g+9+9iSePzzl +qjbllg9SgQ== 9
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Nerveless - Central Massad Agent ­
'Gall FoUlard' • a key player In the

Dubal operation

Mossad used an International tennis
tournament in Dubal as cover to Insert

agents - as evidenced by this CCTV stili

MUCh of thetrojan-horsevirus theorycomes
fromthe pen of Israeli intel wri ter Aonen
Bergman, who has some excellent intelligence
sources. He says AI-Mabhouhwas the victim
of the same "hit team" two months earlier, but
su rvi ved apoison attempt. Bergmansays the
Hamas man was code-named- 'Plasma
Screen ' by the Massad.

Securing other datavia the electronic trai l left
by theMassad may yet throw upsome
interesting and hitherto unknown aspects of the
January 2010operation.

Mossad did not know whichhotel hewas
staying in, thus monitored more than one
location. However, it's interesting to notethat
two specific hotels werewatched. Some
inte lligence watchers believee-mail traffic to
these locationswas secured, thus providingthe
surveillance team withageneral idea where AI­
Mabhouh was staying. It is not unusual in the
inte lligence game to secu re bookings for more
than one hotel and then switch accordingly at a
moments notice. AI -Mabhouh played it by the
book.

Dubai security officials were also able to
acaure a plethora of interesting time data by
followingcell and land line calls, credit card
purchases and transactions. This also included
an exterior communications link in Austria
whichallowed operatives to make and receive
relatively safe phone calls . When cross­
referencedwith other data, including eeTV
footage, it was not too difficult to identity the
surveillance team, though by then all had left
fhe United Arab Emirates (UAE) for places afar.

UO~116S

"'Z' Oil ' , .

The forged passport of Australian
Nicole Sandra McCabe was used by
one of the Israeli surveillance team

Eye Spy understands the reason why so much
surveillance was requi red, is because the

Mcc,\n
NICOLl "'!IOU_.-
,\un U l U M_0__"-
16 IIOY 1982.'- _.._._..-
f 1lU.I OliItU_0-'-- ---__.._
21 MA Y 2003

i1°';A;",i m ~> •"""""- '-ME180 1lRN!

ecurity officials in Dubai continue
to unravel the circumstances of
oneof the most brazen operations
ever performed by the Israeli
intelligence se rvice - the Mossad.
Besides a bogus passport trail
which "fizzles out" in several

countries, pol ice believe the 30 or so ope ra­
tives used inthe elimination of Hamas gun­
runner and agent Mahmud AI-Mabhouh, Israeli
agents may haveutilised asophisticated e-mail
trac ker to monitor his whereabouts.

Intelligence sources now say AI -Mabhouh may
haveinadvertently uploadedapowerful trojan
into his laptop computer, enablinghis move­
ments to be monitored by trac king receivedand
sent e-maus. Tnls theory does not oppose the
belief that on-site surveillance and an informant
exposed AI-Mabhouh.
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COURTESY ODD/USAF

s asideswipe to US
DefenseSecretary
Robe rt Gatesrecent visit
to Beijing, Ch ina's
mi litary rolled-out its
extraordinary 'topsecret'

J-20 stealth lighter (buill by theChengdu
Ai rcraft Oesign lnstitute]. Had Mr Gates been
abletoexaminesomeof the aircraft 's more
delicate features, hemay havenoticedparts
that clearly shouldhavebeen stamped -
'Made in the USA'. Ai r design teams in
Moscow are equally as perplexed, as the
aircraft alsoshows anumberof distinct
similarities to theSu-27. Indeed , at first glance

theJ·20 seems acombinalion of boththe
Su-27 and F-117.

Accordingtosome intelligence sources,
includingCroatia 'sformer militarychief of
slaff, China's Europeanspies first securedthe
US steanntechnology atter the1999 Serbian
shootdownof aUSF-11 7 Nighthawk stealth
lighter. Admiral Davor Domazet, one of
Croatia'smost respectedmilitary officials,
believesit wasnocoincidence Chinese
nationals embarked upon aprogrammeto buy
pieces of the fallen aircraft fromlocals who
searched farmland for the aircraft. "At the
time, our intelligencereports laid of Chinese

agents cnss-crossinq theregion where the
F-1 17 disintegrated, buying up bits of the
planefrom local farmers," said Domazel. "We
believethe Chineseused thosematerialsto
gain aninsight intosecret stealthtechnolo­
gies.~

HAVE BLUE AND SENIOR TREND

TheF-1 17, born from an ultra-secret pro­
grammecode-named HaveBlue, ultimately
resulted inthe SeniorTrendproject, and
revolution ised theroleof ground attack
aircrafl. First envisaged inthelate 1970s,

~

hina's s ies secure U and Russian air secrets
The landscape behind this

aircraft seems almost
mirage-like as the F·l17
Nighthawk stealth fighter
lands at Holloman AFB in

New Mexico
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China Air Force Chengdu J-20

Thoughthe F-t l ? is retired, Pentagonchiets
are concerned the technology behind the next
generation of USstealth aircraft is already
being largeted by China's burgeoning loreign
intelligence service and overseas contract
companies.

However, it's not just America which has lost
trade secrets in recent years. In thepast 12
months abitter row has erupted between
Moscow and Beijing over other air projects.
Russia has accused China of cloning ITS Sukhoi
Su-2? and Su-33 (naval) warplanes. The latter
was required for use on its new aircraft
carriers, themselves outfitted withparts that
many ship-builders in America might recog­
nise.

disappear eastwards towards the Orient. TheF·
I t ? has been reinvented as the Chengdu J·20

Left: China 's Defence Minister, Liang Guanglie,
greets US Defence Secretary Robert Gates outside
the Ministry of Defence. Washington is alarmed at
the speed in which China has replicated "acquired

American technology" ...

technology was compromised. It didn't help
also that bits of the aircraft were soon
displayed in amuseum.

China, regarded as the "greatest cloner" of
foreign technologies may well have sourced
material on the crashed USAF fighter in 1999.
However, the CIA and Penlagon believe its
many spies, some embeddedwith "legitimate"
Chinese contract companies who have allied
themselves to USdefence contractors, also
played arole. Inthe last decade, valuable and
presumed secret USnaval technology has
started to appear on anumber of Chinese war

===\\ ships. And despite the
recent arrests and
conviction of a
number of Chinese
spies, American
secrets continue to

,.

theaircraft's uniquedesign and special radar
absorbing paints and alloys (panels) corn ­
bined to create an aircraft the Pentagon
believed "invisible" to most radars. By the
early 1990s, theStealth F·l 1?was flying
active missions, though it was still considered
amost secret aeroplane. However, its near
legendary imagewas somewhat shattered in
1999 when one at its kind, Ilown by Lt.
Colonel DaleZelko was shot down near the
Village at Budjanovci by adefensive Serb
Army battery as Yugoslavia's break-up
hastened. Serbian technicians discovered that
by operating their radar on extraordinarily long
wavelengths, the F-l l ? was partly visible.
Earlier F-l l ? flight pathdata hadalso been
gathered by the Serbs, thus aprojected
course for futureoverflights cou ld be plotted.
It is believed a "lucky shot" downedthe
aircraft, probably aided by night vision
equipment and inlrared. Wilh much intact
wreckage in hand, the prized US stealth
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END OF AN ILLUSION
The canopy of Lt. Colonel Dale Zelko's
downed F-117 aircraft and other
recovered parts are on display at the
Museum of Aviation in Belgrade.
However, the pilot 'signature' painted
just below the window pane clearly
says Captain Ken 'Wis' Dwelle. The
aircraft (call sign 'Vega 31') was shot
down by a Serbian surface-to-air­
missile (SAM) fired by the 250th Air
Defence Missile Brigade, thus ending
forever the belief that the F-117 was
totally invisible to radar.

An Sukhoi Su-27 from the Russian Knights flight aerobatics team lands at
Kubinka. The graphic below demonstrates the incredible versatility of the

aircraft that has so interested the Chinese

handlers in place, Beijing is targeting former
nationals for assistance.

Robert Gates is oneof the most skilled military and
diplomatic operators in the business, and following
his recent visit to China, he admitted that America
much bewatchful over China's massive and rapid
arms forces development. China's red army has
always dwarfedthe US Army in terms of military
personnel. But unlike yesteryear, today it has a
fabulous array of weapons tecmoloey-much of it
removed from theshores of America. Gates
warned: ' They clearly havethe potential to put
some of our capabilities at risk. " Onesuch top
secret Chinese programmethat is being monitored
by the National ReconnoissanceOffice (NRO) ,
involves thecreationof a "kilter satell ite" that within
adecade could be launched and have the capability
to disable US devices at the press of abutton.
Gates is right to be concerned.

The problem for security experts fromthe DOD and
FBI, is that theliaison is legal. TheCIA has
repeatedly warnedthe Pentagon about a number of
bogus, but seemingly legitimate contract fi rms.
These have been carefully manufactured (some
over a decade ago), that are little more than fronts
for the PLA's intelligencegathering directorates.
Their goal is UStechnology, and with special

GATES ISSUES WARNING AS CHINA SEEKS AIR DOMINANCE

E
yeSpy has learned that a number of covert
espionage investigations are on-going in the
USA involving various so-called US 'defence

contract companies'. Thesearelegitimate,
predominantly civilian outfits which havesuccess­
fully tenderedfor contracts in America's multi­
billiondollar security industry. However, in the past
decade or so, companies emerging fromChina's
burgeoning privatedefence sector have attached
themselves to anumber of US firms, thus creating
the ideal opportunity and circumstances for
espionage.

Though the F-117 was officially retired in
2008, a number of flights have been reported

at the Nevada Test and Firing Range
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FBI Counter-terrorist Division arrest
a "most dan erous lone wolf"

Khalid Ali-M Aldawsari

At his home agents found ajournal that records
Aldawsari had been planning aterrorist attack for
some time. One entry says in part, as translated,
'And now; after mastering the English language,
learning how to build explosives, and continuous
planning to target the infidel Americans, it is
time for Jihad'. His e-mail account also
contained at least two semi-cryptic references to
New York - a plan to spend aweek there as part
of ato-do list that culminated in leaving car
bombs in unidentified places during rush hour
and a link to aweb site of feeds fromthe city's
traffic cameras.

AFacebook page for Aldawsari says he is from
AI Kharj, in central Saudi Arabia, and lists
interests ranging from 'STOPIsrael's War Crimes
in Gaza ' and several Saudi dissident groups to
Agatha Christie and zombies.Though probably a
lone wolf, Aldawsari wrote in his journal that he
was inspired by Osama bin Laden's speeches
and that the 9/11 attacks had produced a "big
chanqe" in his thinking.

TheFBI complaint says that on 1 February The
Carolina Biological Supply Company reported
that someone tried to buy concentrated phenol.
Phenol is used in many chemical processes but
it is also an ingredient of TNp, or picric acid, an
explosive that is sometimes seen in fireworks.
Once advised, FBI officers started to probe
deeper.

Thelast order was cancelled, but the company
Aldawsari ordered from reported the transaction
to authorities because it looked suspicious.

Investigators learned Aldawsari had e-mailed
himself some of the research he had done,
including methods of converting a cell phone
into aremotedetonator and making cars into
booby traps. In December and January he
bought agas mask, a hazmat suit, astun gun
and several glass beakers and flasks, amongst
other equipment. FBI agents also said they found
other chemicals and equipment at Aldaswari 's
home including three gallons of sulphuric acid
and about eight gallons of nitric acid which were
purchased in December over the Internet.

Aldawsari had identified the
homes of three former military
guards at the notorious Abu

Ghraib prison in Iraq,

1 •

halid Ali-M Aldawsari, 20, a visiting
student and resident of lubbock,
Texas, was arrested by FBI
counter-terrorist officers on 24
February, followinga rapid and
successful undercover investiga­
tion. Aldawsari is charged with

plotting a series of attacks, including explosions
that may have resulted in the deaths of promi­
nent figures. Known targets include the Dallas
residence of former President George W. Bush,
the homes of three former military guards at the
Abu Bhraib prison in Iraq and premier dams in
Colorado and California. In the criminal corn­
plaint the FBI notes he had acquired two
chemicals used in the manufacture of explo­
sives, and had ordered athird.

•
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George Bush pictured with German
premier Merkel at his Dallas residence

The handwritten journal was also said to list
"important steps," includingobtainingaforged
United States bi rth certificate; applying for a
passport and driver's license; travell ingto New
York for aweek; and renting cars indisguise,
placingbombs with remote detonators in them
andtaking them to various places during rush
hou r.

Aldawsari 's journal also says hewished to
create aterrorist group, andthat hewanted to

obtain aforged birth certificatesohecould apply
for aUSpassport and driver's license. Hehad
also e-mailed himself a list of potential targets.
Besides infrastructure, such as power plants and
dams, there was one notethat contained the
address of former President George W. Bush's
homein Dallas, with thesubject line"Iyrant's
House."

Intelligencegleaned by the FBI shows Aldawsari
planned to adapt baby dolls and pramsto carry

explosives. Such innocent objects were intended
toattract minimum attention and could be placed
in areas without arising suspicion.

Eye Spy understands that Bureauofficials
decided to arrest Aldawsari because he had gone
beyondtheplanning stage and target selection.
Aldawsari is but oneof around 250 terrorist
suspects under various degrees of survei llance
inthe United States knownto support al-Qaida.

the derailing of the Bushehr plant last year
which should be up to speed by now," the
officer said.

Theoperation to attack Natanz was managed
by an external entity, but organisations such
as the CIA and MIG, recognise that Iran or any
other adversary, including aterrorist outfit,

could attempt to disrupt operational nuclear
plants or industries that are primarily controlled
by computers - including aviation.

Once Stuxnet finds what it is looking for, it
reprogrammes the controlling software causing
chaos, malfunctions etc. Atypical example of
this, aCIA analyst told Eye Spy, could be the
reported fai lure of 1,000 centrifuges used to
enrich uranium at Natanz. "Moreobvious was

In very simplistic •
terms the Stuxnet
virus was introduced
into a site computer
which is almost certainly connected to other
such machines. The malicious virus then seeks
out specific software which the computer uses
to manage and control various mechanical
aspects of the plant. If no 'management
software ' is found, it will seek out internal
channels to transfer to other computers in the
network, and the 'search and attack' process
starts all over again.

Of course all eyes are on Israel, but some iotel
watchers note that anumber of Iranian nuclear
sites are not on-line. And Stuxnet is avery
different beast to other cyber viruses. One such
plant infected with Stuxnet was Busheht A
similar attack is also thought to have occurred at
the Natanz uranium enrichment facility in 2009,
because it too is not connected to the Internet.
So how did it get into the system? Intelligence
officials believe the damaging programme was
uploaded into a computer via asimple USB
device. This is suggestive,
therefore, that aforeign power is
either utilising "friendly forces"
inside such plants, or they have
embedded personnel.

ew Western intel assessments
concerning the realisation of Iran's
nuclear bomb programme vary so
much, that some commentators

have all but stopped using "otficial statistics"
and "quotes". Few doubt. however, that much
damage was done to the computer systems
controlling various aspects of Iran's wider
nuclear research programme, followingthe 2010
Stuxnet attack.

r----------------------------------------_z!:!
u
z
~
ec

'"~-e;
z
a:
w
cc
@

PV IN ELL N ~ A A IN g+9+9iSePzzl +qjbllg9SgQ== 15



•

,
Eye Spy takes acandid look at the use of animals by the world's intelligence and

security services. Some projects seem sensible, others not so, but the use of
Mankind's Earthly neighbours in avariety of covert roles, may surprise many...

E E PY T I Nc..; MA AliNE

Egyptian vulture - similar to the bird
recovered in Saudi Arabia

handed over to a local police officer who
considered it unusual, but had the foresight to
call inaconservation expert. It transpired the
stork was but one of aflock of five birds released
by Cape Town University as part of amigration
programme. On further inspection, the satellite
device, which was powered by asolar cell,
carried the address of a professor at the institute.
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Atrained Sakar Falcon

complete with an 8ft wing span, could soar to
heights of over 36,OOOft - making it a perfect
monitoring platform.

That the GPSgadget puzzled locals and sparked
an investigation may appear odd, but it is not the
first timea feathered animal has been considered
an "enemy spy". In 2001 , a South African stork
landed inavillage in Muyinga Provincein
Burundi. Locals noticed a "strange electronic
device" on its back, and captured the bird. It was

16

nJanuary 201 1, reports started to circulate
that Saudi security officials had taken receipt
of amost unusual bird - acamera-carrying
griffonvulture. It was actually discovered by
locals after it landed in the desert city of
Hyaal. Within days the media speculated the
bird had been despatched by Israel's

Mossad. It emerged later that the equipment was
aGPS transmitter and that the biro's origin was
Tel Aviv University. This only conspired to make
thestory more viable , especially as thevulture,



MY DEAR FRIEND
'Cher Ami' (French lor 'Dear Friend) was donated to Ihe US
Army Signal Corps Ilghllng in Fiance In WWI by Blilish
pigeon 'fanciers'. A message found on his damaged leg
saved the lives 01200 US servicemen (77lh Infanlry DIvision)
of Ihe Lost Battalion The bird had been shot through the
wing and breast but reached its destination - thus providing
a cruc ial intel ligence signal. Cher Ami was later awarded
France's Croix de Guerre medal.

Burrhus Frederic Skinner was fascinated
by pigeons and their ability to complete

journey's across vast distances

designed a lightweight camerathat was fitted on
tothe bird's chest. The aerial surveillance
programmewas classified, but sufferedfrom a
variety of problems, not least when the bird
decidedto stop for lunch - much to the puzzle­
ment of onlookers. Perhaps the most bizarre
project involvingpigeonswas headedby Burrhus
Frederic Skinner, awell known American
psychologist. Enlistedby acovert US Govern­
ment body in WWIl, Skinner received fundingthat
involved placing pigeons insidemissiles. At the

~
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0' 1 7 ,0 ' A secret US WWII project

examined the possibility
of training pigeons to ~

help guide missiles to :
their target :E
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German V-1 • the first jet­
powered cruise missile

As late as the 1970s, the CIA was still experi­
mentingwith the bird . Langley specialists

of the pigeons most feared predators - the
peregrine falcon. Indeed, units werereportedly
deployed across parts of thecountry andeven
abroad.Thereafter, anumber of intelligence-led
projects were considered, includ ing one
involving pigeons carrying explosives and
biological weaponsto their targets . Commander
W. Rayner (a pigeonenthusiast) championed the
programme, andtold the Joint Intelligence
Committee, "pigeons were the suicide bombers
of the future."

Of course theBritish military were not the only
country to adopt the pigeon as a "special envoy"
or "operative" , the United States military placed
much emphasis on the bird , and created a
number of sections. Other countries also
recognisedtheir usefulness.

Perhaps the most widely used animal in
espionage and intelligencecollection has been
the pigeon. Its ability to flyhundreds of miles and
carry information has been exploitedbymany
nations, especially in times of conflict. Indeed,
for some specialists and ordinary members of
the public, thevery fact that they chose to keep
pigeons was adangerous occupation.

Strange as it may seenofficial documentation
reveals that during the early months of WWII,
MIS initiatedacountermeasures planto thwart a
Nazi communications programme involving the
use of pigeons. Berlin hoped its birds would
carry and return secret signals to aqents-n-place
on the British mainland. Inconjunction with the
British Army, aSpecial PigeonService Section
was established; this involved the training of one

SPECIAL PIGEON SERVICE SECTION

A German WWI reconnaissance pigeon
complete with camera

Just likethe Buruncls, theSaudis eventually
acknowledgedtheir vulture was part of awildlife
programme. Nevertheless, many intelligence
watchers acknowledge their initial concerns were
not without justification, noting that awide
variety of animals have been used by theworld 's
intelligenceservices for operational means...
including espionage.
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A nuclear bomb, Aldermaston atomic research facility and chickens... an
unlikely mix to thwart the advance of the Red Army

front of the missile was a camera that beamed
an image onto a small screen insidethe
projectile. It was hopedthe birds could be taught
to recognise the target and peck at the screen if
themissile was veeri ng off course. Thetouch
data could then beanalysed andthemissile put
back on an accurate trajectory. Givenan initial
$25,000, Skinner is said to havemadesome
headway, but senior military planners werenot
convinced and the project was assignedto
history.

Eventually newtechnologies emerged and other
airborne platforms created, thus the pigeon's use
as aCIA and Department of Defenseasset, had
all but ended.

OPERATION BLUE PEACOCK

How much of a coincidencethat another
"animal-intelligence" story just happenedto
emerge on 1 April 2DD4 (April Fools Day), is
debatable. At the height of the ColdWar, it was a
bitter-sweet joke with in NATO forces that if the
Soviets crossed intoWestern Europeit would
take just seven days for theRedArmy to reach
theWhite Cliffs of Dover in Britain. As part of a
range of delayingtactics to thwart the Russians
and their partners inthe Eastern Bloc, aplan
code-named OperationBlue Peacock was born.
Aseven-tonne bomb, almost certainly created
with the scientific genius of those employed at
thetopsecret Aldermastonnuclear research
fac ility, was considered. A former secret
document released by the National Archives
showed how thebomb, which would be buried in
theGerman countryside several feet under­
ground, wou ld have its temperatureregulated by
entombedchickens. This would sustain its ability
toexplode properly for seven days. Chicken feed
would be available for the birds to eat ina special
section of thebomb, thus stopping the animals
pecking at wires.

EXPLODING RATS

Another land-based creature that has appeared in
anumber of WWII intelligence files is the rat - or
;--..."... A most

unusual
c emewas

"hatched" to
protect the

British
mainland

from a Soviet
invasionI

asthosein the scientific and 'special projects'
arm of Britain 's deadly Special Operations
Executive (SOE), referred to it - "the exploding
rat",Theserodents weretrained for use in a
plethora of roles by the UKand USto carry
explosives to their destination. Indeed, stories
about these intelligent creatures abound.

ADRENALINE DETECTORS

Unseen and in places usually the domain of
counter-espionage and counter-terrorist officers,
MISexamined the theory that couldhaveresulted
in the use of gerbils inairports to "out" opposi­
tion operatives. After collaborating with scientists
attachedto the Israel's security services,
Britain's own scientific boffins chose to
investigate the possibility that gerbils could
detect fear or nervousness throughthearoma of
adrenalinereleasedthrough sweat.

Theideawas born from asimple project based
at Tel Aviv Airport and involved caged gerbils and
acovertly placedfan which would blow human
odour toward the animals. Scientists had
somehow managed to train the animals to press
alever (which would deliver afood reward), if
they smelt adrenaline.Thetheory being - spies

COURTESY US FISH AND WILDLIFE SERVICE

and those intent on wrong-doing would release
more sweat than ordinary passengers.

Theplan was not the brainchild of Israel , but
based upon research by the Royal Canad ian
Mounted Police. However, the Israeli effort was
soon introuble because the gerbils could not
differentiate between persons scared of flying,
and those embarking on espionage andterror­
ism. MI5 dropped the plan, but eventoday, Israel
employs a specially trained unit of 'watchers' to
monitor passengers passingthrough its airports
and on the airline carrier EI At. Operatives look
for perspiration and nervousness.

Thoughthe Gerbil experiment is now defunct, it
hasn't stopped scientists in their bidtofinda
'living' counter-measures solution to thwart
unwantedtravellers . In 201 0, an Israeli firm ­
BioExplorers announced they had successfully
testedaprogrammewhereby they hadtrained
miceto detect peoplecarrying suspicious
objects, including explosives.

There have been all sorts of spy stories coming
out of Iran recently, but one relatedto the use of
animals by foreign adversaries occurred in 2007.
Iranian police captured over adozensquirrels on
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COURTESY UK NATIONAL ARCHIVES

I HELEGEND-D~
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Continued on page 74
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THE CIA'S ACOUSTtC Kmv

Shantanu Kumar, asenior policeofficer and keen
falconer. Thebirds, rt transpired, were fitted with
the devicesto help their owners track the
expensive animals across vast expanses of
desert.

During the conflict between Britain and
France, vessels often deployed youngsters
on the masthead to help speed up the
release of vast sails, some, it is reported,
were affectionately known as 'monkeys'
because of their climbing skills

In the early 1800s,
fishermen from the
coastal town 01 Hartle­
pool, Northern England,
allegedly recovered a
pet monkey Irom a
sinking Napoleonic
s p . This was dUflng a
time when Britain expected a French invasion.
According to legend, Iev.-, If any of the locals
had seen such a creature and the untortunate
anima! was hanged as a French spy. Just
how true this story is remains a matter 01
much conjecture. " especially in Hartlepool.
However. locals here are often lighl-heartedly
referred to a 'monkey hangers'.

One mind-boggling $10 million project was
calledAcoustic Kitty and headed up bythe CIA's
Directorateof Science and Technology (animal
lovers might want to skip thisone).This involved
alive surgically alteredcat. Theanimal was
operated on andfitled with afairly expensive
listen ing device and power source inside its
chest area. Insideits tall , specialists threaded a
very longantenna. Theideawas thecat would
nonchalanUy roam close to KGB offices and
personnel, thus allowing Langley agents to
listen-in to conversations.

In1966, afull fiveyears after the project began,
Acoustic Kitty ran into trouble; the cat started
roaming off in all directions in search of food and
prey. Asecond devicewas 'installed' that
specialists hoped Would alter theeat's natural
inquisitiveness and hunting nature.

•

SPYING HAWKS

•

Such nervousness shown bythe authorities in
Iran happened adecadeeartier when India's
security forces feared Pakistan's Inter-Services­
Intelligence Agency (lSI), had launched a most
secret delegation of spies - in theform of hawks.
Press reports generated by asuspicious public
centred upon a number of hawks which had
taken residence in buildings housing some of the
country's military intelligenceorganisations.
Dubbed ·spyhawks· by journalists, Indian police
secureda number of thebirds and discovered
they werefitted with tiny transmitters. The
reports wereseemingly substantiated by India's
Border Security Force (BSF) , which considered
thepossibility thelSI had released thehawks to
surveil the border. Themystery was solved by
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its border with Iraq. Accordingto somefairly
good sources, the rodents were fitted with tiny
electrical equipment that caused concern. That
thestory was manufactured by adversaries to
discredit Tehranseems incorrect, this after a
statement was issuedby PoliceCommander
Esmaeli Ahmadi-Moqadam. Mr Moqadam said:
"Thesquirrels were carrying spy gear of foreign
agencies, but werestopped before they could act
by our security personnel ." Whenquestioned
later , the police chief refused to answer any
questions.

.-

Theanimalswere almost certainly part of a
conservation programme.

RATS, EXPLOSIVE• .
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~ An original Canadian
programme using gerbils to

':i'~ detect terrorists and spies,
~ was unsuccessfully tested
~ at Tel Aviv Airport
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release at AI Megrahi, without actually opening
his cell door, Thetinal decision was left to the
ScottishGovernment - AI Megrahi would be
releasedon"compassionate qrounds",

AI-Megrahi's return to Libya was a
much publicised event

Colonel Gaddafi. And then, therewas even a
"stranger liaison"between UKbusiness
secretary Peter Mandelson in the Mediterra­
nean Sea and Gaddati's son - Sait al-lslam.
Thisencounter happened just days before AI
Megrahi walked free. AI Islam, according to
our information, happened to be part of the
Libyan delegation that accompanied AI
Megrahi on his flight from Scotland to Libya.

Prestwick
Airport

All coincidental, 01 course. >-

,

EyeSpy reported that weeks before the
announcement was made to release AI
Megrahi, Gordon 8rown met and discussed a
number of massive business deals with

Sir Malcolm Rifkind, who as Scottish secre­
tary in 1988, was one at the first government
officials to visit the devastated town of
Lockerbiefollowingthe incident, was none too
pleased at the findings in the new report
prepared by Sir Gus O'Donnell, Cabinet
Secretary and head of Britain's Civil Service.
Hevented his fury at former Prime Minister
Gordon Brown, "It was ashoddy business,
and one in which Gordon Brown's government
playedadisrespectlul part. "

ASHODDY BUSINESS

told apress conference: "It was absolutely the
wrong thing to do," Not that any at this meant
anything. Adeal had beendone - through
various back-channeldiscussionsand the
gUiding hand at unseen officials who had
offered every assistance to the Libyans in
showing them how to go about getting AI
Megrahi's release.

c
II AO

"

Sir Malcolm Rlfkind - Chair of fhe UK's
Intel ligence and Security Committee.
Sir Maicoim called the happenings

which led to the reiease of AI Megrahl
a "shoddy business"

•

RIFKIND - EXPERIENCED IN
INTELLIGENCE MATTERS

)

Within hours , FBI Director Robert Mueller
wrote astrongly worded letter saying the
decision gives "comfort to terrorists".
President Obama called it an "objectionable
mistake," Oavid Cameron, thenleader at the
UK's main oppositionparty and now premier,

-

The explosion occurred under the 'P' in the Pan Am logo on the side of
the fuselage. At 19.01 GMT, Prestwick Airport air traffic controller Alan

Topp watched Flight 103 approach the corner of the Solway Firth
(pictured left) on his screen and observed as it crossed the coast at

19.02 GMT. Seconds later the aeroplane disappeared from Topp's radar.

• • •
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Pictured right, in the red tie - New Jersey Senator and former
Union City Mayor Bob Menendez

COURTESV FBI

Senator Frank R. Lautenberg

This cloth fragmenl was found in the
wreckage which led investigators to

Malta, Here, detectives secured valuable
information and a prime witness (Tony Gauci) ,
Ultimately, intelligence gleaned on the island

helped convict AI Megrahi

PP8 932 PTJ28
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Of course, Sir Gus's inquiry foundthat there
was no lobbying by ministers or BP (which
has its heart set on dolling for oil off Libya's
coastli ne) of Libyan officials in respect of AI
Megrahi'srelease. However, other information
inthe report ismost revealing, including a
London memotoAlex Sammond's admin is­
tration in Edinburgh that says: '~ltowing At
Megrahi to die in prison woutd bedamaging
to UK interests."

Anothermuch more ~ suggestive" Foreign
Office memogoes beyond this and states: We
now need to go further and workaclivety, but
discreetly, toensure that Megrahi is trans­
ferred back to Ubya under the PTA (Prisoner
Transfer Agreement) or, failing that, is
releasedon compassionate grounds. "

isone of agroup of fourofficials demanding
that an independent inquiry belaunched to
examine theaffair in detail. Heaccused
Oowning Street of "dodging bullets", and in a
strongstatement impliedacover-upwas in
motion: "Thelatest manoeuvre comes from
theUK's internal report (Sir Gus O'Oonnell)
that acknowledges thegovernment's desire to
see a massmurderer released, yet triesto
shift theblame [on to theScottish Govern­
ment] . Suchdenials ring hollow. The fami lies
havesuffered enough and it's time to
acknowledge the truth. Justicewas tradedfor
commercial interests..

Naturally, thevast majority of those who lost
loved onesin theexplosion, orontheground
in theborder town, were both suspicious and
angry. Even moreso in America where the
widely respected andsometime cautious
Admiral Mike Mullen (ChairmanJoint Chiefs of
Staff) , said, "this was obviously apolitical
decision."

Sir Gus's 123-page report concludes by
acknowledging thedecision to freeAI Megrahi
was solely theresponsibi lity of the Scottish
Government... but London assisted in
prompting theUbyans in the right direction at
alt times. USSenator Robert Menendez said
that anyone who believes London did not
apply pressure on Edinburgh to release AI
Megrahi, it "really stretches the imagination."
Others inthepowerful Senatego much, much
further, andhave accusedGordon Brown of
"cutting deals." Senator Frank R. Lautenberg

~.-.-;



A cassette player on display at the
Glasgow Museum of Transport ­

similar to the one used to conceal
the Lockerbie bomb

Former premier Gordon
Brown (left) has rejected
allegations his government
was central to the release
of AI Megrahi from
Greenock Prison (above
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Police released these e-fits of two visitors to 136 Alderney Street. They
apparently had a key to flat 4, yet possessed no key to the actual building

friend weregoingtoafancy-dressparty in
October. Oneat his hobbies was Japanese
superhero cartoons andtheywere goingtogo
as two of thecharacters. They werepinkand
yellow and those are theonly wigs that were
tound."

As for tickets fa acomedy drag club, Jones
saidhedid say he had visited atransvestite
comedy club. "If's not somethinghewas
tryingtohide," she explained. EyeSpy is
aware at this club, and whenone looks at its
location in terms of its proximity to MI6
headquarters, it isnot a big surprise. With
regards tomemore seedier aspects of the
case, Jones findsit very difficult tobelieve.

lnvestiqators havealso visited Central St
Martin 'sCollege, wherejust weeks before
Williams death, hehad completed a10-week
design andfashioncoursefor beginners. This
was in thefaceof more speculationthat he
had climbed into the bag as part of his
"homework" andthat theexpensive dresses
werelinkedto thecourse. Cheryl Eastap
taught Williams and has rebuffed suggestions
that his course had anythingto dowithhis
death. This theory, was allegedly provided to a
journalist fromtheDaily Mirror viaapolice
source.

Central Saint
Martins College

London

Eastap also considers reports of his cross­
dressing trait as dubious. Inacomment to
investigative journalist Abul Taher, fromthe
Mail on Sunday, she said: "The policeshould
not have leaked all thesethings about him. It
was hurfful to his family and it was adecoy. I
don't thinkhewasgay oracross-dresser.

Maybehe collected dresses... fash ion
students [etten] do... but they werenot part of
fhecourse. For therecord, thecourse cost
£700.00 and was attendedby 17 other
students. Andhehad further enrolled on an
arts eveningclass.

•



UNIVERSITYOFTHE ARTS
LONDON <I

•

For those newspaperswhichhaveclaimedthe
female clothes were worn by Williams, one
only has to examine the size labels - 6-8.
Thoughsmall in frame, Williams could not
have worn them. Theladiesshoe sizes were
alsofar too small - but they would have tit
Cart

in the summer months 01 2010. Gareth Will iams
enrolled on a 1O-week course to study fashion
and design at Centrai Saint Martins Coiiege - a
popular venue. That his death was associated
to course "home work" has been denied by

Williams instructor, who described many of the
tales surrounding his private life as a "decoy",

NSY detectives are having to tread a delicate
line as the case involves questioning

colleagues - as many as 40 may eventually be
cailed to provide testimony

"Theperson everyone talks about... I don't
recognisehimat all. He was the complete
oppositeot everything that has been said
about him."

Jones has sincebeenaccu sed of trying to
preservethereputation of GarethWilliams, but
this spy mystery );>-

family. Jones said she had talked with
Williams on the very last day he was seen
alive, andwas looking forward togoing to
Paris in afewdays withhissisterCeri.

Behind thetheory that Williams deliberately
lockedhimself in the bag, is of coursethe
su icide option. This has been disputed by the

MI6 personnel rarely confidewithfri ends (and
evenfamily) about their work. So how did
Jones know about Garethtaking on anew
identity? She saysoneevening Gareth was in
her Knightsbridgeapartment going through his
papers when shenoticed two passports.
Ina "relaxedmanner", Williamssaidhe
was learning his new id entity. "I was
taping up shoes and co-ordinating outtts
and hewas going through his papers ,"
sheexplained. "Heoftencame round
with his work. That night he cameover
with his box tileand started going
throughit. He had two passports. He
probably fell asleep onthe sofa that
night and stayedovernight with all the
documents.~

EyeSpy was informedWilliams had undoubt­
edly beeninvolved in acyber-based pro­
gramme. This seems probabledue tohis work
withGCHQ'sAmerican sisterorqanisatlon ­
the National Security Agency. It was always
believedtheanalyst wasinvolved with cell
phone technology, but Jones's information
suggests he was part of afar morecomplex
event.

"Gareth Williams was
hugely talented ... "

Sir John Sawers -
MI6 Chief
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Yet it is his work wrth Mt6 that has led some
investigatorsto probe deeper than ever before.



MORE ANALYSIS AND QUESTIONS

•

Speculation
abounds regard­

ing the North
Face bag and

lock. However, it
should be noted

NSYhas not
released any

information on the
exact type of bag
or lock used to

bind the zippers.

saying. However, it's worth recalling the single
line comment from adetective who left the flat
following the body's removal... "it's a neat job."
But if asecond party helped Gareth in the bag as
part of asexual experience, and disappeared
thereafter, perhaps in pan ic, it is odd that not a
single fingerprint was found anywhere. That is
unless, of course, they wore gloves, wh ich could
be suggestive of amore menacing act.

And what of the dresses - all new, boxed and still
in their original wrapping? One unconfirmed
report claimed they were purchased on-line and
in the "smart shops of West london". If it could

FINGERPRINTS AND CLOTHES

Much has been made over the lack of evidence
in the flat. It seems inconceivablethat thesecond
party did not leaveany evidence, including DNA
or fingerprints. No doubt thebag, lock, cups,
glasses, carpets, bathroom and dozens of other
items were checked. We don 't know if forensic
evidence has been secured - the police are not

private interest in the darker side of sex, then it's
likely thoseclose to him would have known ­
especially his close friends. Adversaries seek
opportunities to compromise targets. Similarly,
let's be clear, the web sites showing bondage
that he allegedly visited were viewed on only a
handful of occasions - and they were certainly
not pornographic. This hardly makes him a
"sexual oddball".

On a professional level , Special Branch detec­
tives are puzzled about the second party who
was in attendance when Williams entered or was
placed in the bag. That person closed the lock
and then either waited until Williams was dead,
or simply walked away - never to return . It
seems highly unlikely Williams would have
allowed atotal stranger in his MI6 apartment.
And if that's the case, whoever the mystery
visitor(s), they seemed confident enough to walk
away leaving four cell phones intact on the
sideboard, in the absolute knowledge his or her
name and contact details were not on those
phones. And detectives note that findinganaked
body doesn't always point to sexual adventure.

t now seems fairly obvious
that thelurid stories fed into
the media with such
astonishing speed about
Williams personal life are far
fromaccurate. Our intelli­
gence contacts say they

were ' very surprised" that vital information
gleaned froman MI6 operative's cell phone and
forensic data were "delivered" to a media contact
within hours of the discovery of abody, includ ing
the recovery of bondage gear and porn. When
linked to awardrobe full of female dresses, awig
and the spurious single sighting of Williams in a
gay bar, little wonder the media suspected the
MI6 man had asecret shadowy lifestyle. It has
since transpired, of course, there was no porn or
bondage gear, and the dresses were still in their
original plastic and fabric covers. They had never
been worn. Thewigs were almost certainly
intended for ashow and the shoes didn't fit
Williams either. That the name "Pier Paolo" was
instantly linked to dark sexual experiences by
thoseintent on mischief making, may have been
alittle premature.

Eye Spy has received bags of mail and comments from readers regarding the
death of Gareth Williams, and although the police are still no nearer learning
just exactly what happened, we have collected a few notes and observations
from our intelligence advisors•••

Eye Spy understands that senior investigators at
New Scotland Yard are looking beyond the
obvious, and are beginning to sense something
about this affair is not Quite right. Williams was a
career intelligenceman who had worked
alongside some of the country's most gifted tech
officers and liaised with a number of powerful
organisations. His personal lifewould havebeen
under review, under scrutiny, and if he did have a
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36 Alderney Street Thiscouple
visited the build ing weeks before
Williams disappeared.Thereare
stories purporting to reveal their
nationality - Lebanese and
Greek - with assistance here
coming from the Massad
which offered up some
advanced facial recognition

technology. Now, one wou ld have
thought that after pressing the video door bell of
Williams flat, and fai ling to gain access, the
couplewould have departed. Not so. They then
pressed another button and told a neighbour they
werehereto see "Pier Paolo". It seems alittle
inconceivable that the resident didn't question
this, unless, as some in the media have
speculated,Will iams called himself this. That
they then said they had a key to his front door
and simply wandered upstairs seems odd. Why
would Will iams, an MI6 employee working on
some fairly high-end projects simply givethe
couple - if they were friends, akey to his flat
door and not the building itself? Theresident told
policethis was thefirst time she had seen the
couple, and the last. Noneof this makes any
sense, but Williams would have considered the
implications had the Servicediscovered hewas
letting people use an MI6 residence. Finally, if
they were closefriends, it seems oddtheir
contact details were not found on any of the cell
phones recovered in the flat.

Thefact that NSY are delving back months to
locate visitors suggests Williams did not have
that many visitors to his apartment. Thesetwo
characters are thought ~very relevant" by
investigators.

• Turn to page 68 for some interesting
notes on Pier Paolo Pasofini's surprising'
connections to the more shadowy
corridors of the intelligence world and
editor's comments on the Gareth Williams
affair

This North Face bag is approximately the same
size as that which contained the body at Gareth
Will iams. Note this type has two wheels and an

extendable pull handle. Eye Spy was also
intormed the bag would easily carry the weight

of a 15-stone+ adult without damaging the
stitched canvas carry handles

© EYE SPY

As for the "Mediterranean couple" , much
emphasis has been placed on these visitors, and
the remarkably detailed e-tts - presumably the
result of an encounter with another resident at

really happened may havelessened. But not so.
Thereare three schools of thought here; that the
bag was placed in thebath inthe event that
decomposition and bodily fluids would leak; and!
or the bag was placed herefor ~co ll ect i on n. The
third theory, Eye Spy understands , is that the bag
was placed inthebath with the intention of
running the taps - thus water would have
eventually found its way in drowning Williams
wh ile he was still alive. His naked body would
then be removed fromthe bag and placed in the
water thus giving the "natural appearance" of a
suicide or accidental drowning.Thesports bag
would then have been removed.

And on afinal note regard ing the bag, some
sources believe the reason British security
services researched thebrightly-coloured North
Face bag at Newark Airport, United States, was
to establish if it was the property of Williams.

However, EyeSpy understandsWilliams would
probably have died fromsuffocation before
drowning, and this would have been apparent in
the autopsy.

THE BATH PUZZLE

Gareth Will iamswas
supposedly a
computer games
"wizard". Add this to
his otherexcellent
skills, this made him
an ideal recruit for
GCHQ. However. his That the bag was found
work for MI6 remains in a dry bath has also
asensitive topic, so puzzled specialists. Had
too some of his pre- the bag been on the bed
Service qualifications. or even thefloor, theniJ;;;;: speculation about what

beproven that thesewere purchased by Williams
and from whence they came, this might answer
many questions. Anumber were expensive, and
without stretching resources too much, police
should have been able to locate their origin, or at
the very least the retail stores or on-line outlets

where they are sold. A
look at Williams' credit
card purchases or cash
withdrawals may have
given detectivesvery
useful information in this
area also. All of this
would be a mutepoint if
the purchases had been
made from private

'__'-" 1sellers, thirdparties,
weregifts, or in fact, if
the dresses belonged to
another party. NSY are
not saying.

New Scotland Yard murder detectives say
that evidence exists concerning a "second
party" being present at the time Williams

found his way into the bag. If this concerns
fingerprints and/or DNA, then this information

is almost certainly being investigated
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LONDON 7/7 TERRORIST ATTACKS INQUIRY

AI-Qaida bomb-making factory
and safe house - interior details
and photo evidence released

t the Royal Courts of Justice,
London, the inquests into those
who perished in the2005
Londonbombingscontinue.

Since EyeSpy 71, thosein
attendance have heard both

chilling and heart-warmingstories. Thesetold
byvictims and those whose bravery almost
certainly savedlives. That therewasa
breakdown incommunication between parts
of LondonTransport, policeandtheemer­
gency services was also apparent.

Oneof themost surreal momentscame when
policeand MIS imagery was shown of the
interior of the Leeds bombflat. Hereanat­
Qaidaterror cell lived and worked inone of the
most densely populated areas of thecity to
create anumber of powertul bombs, de-

scribedas "entirelyunique"inthe UK and
woriowloe. Theinquiry heard that me bombers
used various readilyavailable products,
including hydrogen peroxide, hair dye,
peppers etc. Indeed, LadyJusticeHallett, the
coroner, saidit was easiertobuythe main
ingredients of the bombs, than lots of aspirin
tablets. Clarifyingher remarks, she said: "You
get cross-examinedbythechemist if you
want to buytoo many aspirins, but youcan
buy as much hydrogen peroxideas you like."

vet if was me Sfill photoqraphy, most of if
taken just days after terrorists struck, that
focused attention. The scene which greeted
MIS, Special Branch police and SOlS officers
(Counter TerrorismCommand) when they
raided 18 Alexandra Grove, atwo bedroom
flat, wasone of organisedchaos. In every
room one cou ld find householdobjects,

, •

- -
•

" '
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At the London bomb sites, personal evidence was
discovered by NSV, a clear indication that all four

bombers wanted their identity known

•

EXIiIOIT
MARlIS"

IMAGERY: COURTESY 717 INQUIRY VIA NEW SCOTLAND YARD/MI5IWEST YORKSHIRE POLICE

MAR/154

,
ROOM 6

( Bedroom 2)

buckets, plasticcontainers, pans, chemicals,
hot plates (to concentrate theperoxide),
respirators, boxes ot nails, bolts and tape.

Curtains werecarefully taped behind the
windowsconcealingwhat wasgoingon just a
few hundred feet from Burley Road - one of

themain roads into thecity centre . Additional
electric extensions helped feed power to
numerousfanstocontrol the temperature. In
various locations, includingthebath tub, an
orangy-brown sludgeis evidence enough that
theflat must have given off some dreadful

~

•
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Throughout the inquest the standard of police and MI5 information, plus
supporting evidence, including graphics and imagery has been exceptional

Newly released CCTV
footage shows the
bombers at vanous
locations seeking out their
chosen Tube trains .
However, for some reason,
perhaps even a change of
mind, Hasib Hussain
(bottom) decided to cct the
train network and catch a
bus. Minutes later he blew
up himself up as the bus
passed through Tavistock
Square

door 10 kitchen

•
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door 10 living
accommodalion only

fumes. However, MI5 has never traced the
female cleaner who regularly came to the flat and
then departed with black bin liners - presumably
containing items used by the bombers, to eat,
sleep and make bombs...

MI5 has never been in doubt that the bombers ­
headed by Mohammad Sidique Khan- received
training, guidance and instruction fromasenior
AQ bomb-maker. There remains much conjecture
that hewas in the UK right up to the moment the
bombers made their way to London.

A piece of paper was recovered that gave
instructions on how to make two types of bomb.
Therewere also notes on the detonators which
were manufactured from parts of alight bulb, tin
foil and the explosive HMTD. Besides the bombs
used in the actual attacks in london, theinquest
saw evidence that was suggestive of awider
plot. Thecar used to travel south was parked in
luton train station. Here the bombers linked up
with another colleague before journeyingby train
to London.Thevehicle contained smaller-sized
bombs packed with nails. M15, Eye Spy
understands, believe thesewere 'tast resort"
devices to hurl or detonate in the event their
primary bombs failed to explode.

Mohammed Sidique Khan received a number of
cell phonecalls from a person providing
guidance on how to make the bombs. Thecalls,
made by aUfacilrtator" in Pakistan, also offered
encouragement. MI5 eventually tracedfrom
whencethecalls had come - apublic call box in
Rawalpindi. Records show the communications
began in April and concludedon 2July 2005,
just five days before the attacks. A New Scotland
Yard detective acknowledged the use of apublic
call box was intentional to thwart British
Intelligencecounter-measures.

Ml5 then discovered the caller tried to make
contact with Khan's cell phone at 2.04pm on 7
July, about fivehours after he had blown himself
up along with six innocent Londoners in the
Edgware Road.

Throughout the period of plotting, bomb making,
organisation and material procurement, all the
front-end terrorists used pre-paid cell phones
which they changed often to avoid detection. In
total, 19 cell phones were used by the gang,
some of which were later discovered by family
members who called other numbers on the
phones in an attempt to contact the men.
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any investigatorsand
surveillanceoperators
prefer tousevideocameras
rather than sti ll photography,
becausethe latter can seem
quitetechnical to the
novice. However, it isjust

aseasy tofail with video asit is witha
camera. Fromacommercial surveillance
standpoint, clients often prefervideo evidence,
especially in relationto 'personal injury'
investigations where movement isnecessary.
It isasubject wewill cover inalaterfeature.

If you are watching an individual or abuilding
for a long period of time to obtain photo­
graphicevidence, it isimperativethat you. .
understand yourequipment and itscapablll·
ties. It canbe embarrassing having to report
or produce - after twenty hours of observation
- aphotograph which is either blurred, out of
focus or under exposed. Thephotograph is
often the 'intelligenceproduct' a v~al piece of
evidence. Commercially, this iswhat your
client is buying.

DIGITAL STILL PHOTOGRAPHY

Thereare aplethora of cameras available in
today's marl<etplaceand choosing thecorrect
one for surveillance work can bedifficult. A
brand nameDigital SLR (single lens reflex)
camerasuchasNikon, Canon or Sony is

g+9+9iSePzz] +'1jbug9SgQ==

A camera's setting and digital display
can initially seem daunting. In time,

and once understood, they afford the
user an incredible array of options

ideal. An SLR cameraisone which has inter­
changeable lenses. Ultimately, the quality of
your photographs will be acombination of
factors, including: your abil~ to use the camera
correctty, the qual~ of the equipment, your
personal jUdgement, the quality and type of lens
that you use. When choosing acamera do not
go for the most expensive; an expensive top-of­
the-range camera will give youhundreds of
different features but you are likely to only usea
fraction of them. Many options can be daunting,
especiallyto anovice.

• Ask anexperienceduserfortheir advice and
recommendations. Do not rely solely on the
adviceof thoseworking in acamera shop,
somestart simply want to close asale. ~
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IMAGERY: © ISS TRAINING LTD/SURVEILLANCE TRADECRAFT

• Choose acamera that will withstand knocks
and rough handling, get ablack one, not silver
in colour

• Makesure the camera feels comfortable
and balanced inyour hands and the controls
are simple and quickto use

• Operating the camera may appear compli­
catedat tirst, but atter atew days handling,
you will become accustomedto it

J

Eachcard will have a
storage capacity normally

If you have alteredan image by computer and
saved it, the programme may ask you if you
want tosave it at ahigh, mediumor low
quality. When you click 'save', the picture is
compressed again.

ThiSis adelay that occurs whenyoucannot
take shots in quick succession because the
images are beingprocessed bythe camera's
computer. Ahigh-endprofessional camera
should not encounter this problem.

Tip: It you want to save it tor use on the web,
select low quality but if it is tor printing choose
highquality.

MEMORY CARDS

Remove the battery when the camera is
not going to be used for a while.

TIP: Always ensure you have a fully
charged spare...

Every digital camera stores the images onto
flash memorycards and there are various
types: Secure Digital (SO), Compact Flash
(CF), and Memory Stick (MS) to
name afew. Thecards canbe
removed from the camera
and read by acomputer.
Always rememberto
switch off yourcamera
before removing/inserting a
card or youmaydamage or
lose files (photos).

Images can be reviewed on most
digital cameras. This was never

possible with wet film cameras - until
the image was developed

Another disadvantage of havingthe camera
set to the highest quality is 'shot time lag'.

When apicture is taken, it is stored ona
memory card and digitally compressed so that
it does not takeuptoo muchmemory space.
However,a highcompression setting means
that theimage is really squashed together and
indoingso losessome of its quality, whereas,
alow compression is a larger tilebut of better
quality. The 'quality' or compression setting
can be alteredthroughyourcamera's menu
settings. I always have my camera set to take
the highest quality (lowest compression)
although the draw back is that you cannot
store as manypictures on amemorycard.
However, it is far better to save images at the
highest quality and work down as youcannot
store an imageat low quality and then
manipulateit to look better later.

the larger the size, the more memory it will
take up. I set this to the largest size possible
as youcan always reduce the size afterwards.
Setting it small and thenenlarging thepicture
later can reduce fis quality considerably. This
isbecause an image is madeup of pixel
elements or pixels. Apixel isatiny dot of
colour and adigital image is made up from
millionsof thesedots. Normal viewing of a
picture is crisp and sharp but if you enlarge
the picture orview it withamagnifyingglass
youwill noticethe individual pixels and the
imagebecomes blurred or 'pixelated'.

IMAGE COMPRESSION

IMAGE SIZE AND RESOLUTION

DIGITAL SlR CAMERAS

• Ensurethat it has aSpot Metering tacility

• Ensure tile resolution is at least IOMega pixels

Digital cameras operate inthe same way as
conventional 'wet fi lm' cameras. However,
insteadof capturing the image on film, the
image is read by aseries at light sensors
which convert it into signals that are stored on
amemory card as an image.

Image size andimageresolutionare two
different processes and adetailedexplanation
can become technical. Insimple terms, the
image size isthe actual size of the pictu re jf it
were to beprintedonpaper. Theimagesize
canbealtered in the camera 's settings menu:

• Choose lenseswith tocallength and speed
in mind. As abasic surveillance kit, I would
select an 18-55mmand a55-250mm lens

This card can then be read on acomputer and
the image downloaded tor printing or manipu­
lationwithsuitable sottware . Aphotograph
takenwith adigital camera can be quickly and
simply downloaded onto a laptop computer
and sent by e-mail to anywhere in the world
within minutes.

• Make sure it has Automatic, Shutter and
Aperture priority exposure modes
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Ahigher number of pixels within a photograph should produce a better quality image
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POWER

NEXT ISSUE: InEyeSpy 73, Peter looks at the
camerameteringsystem, the effects that
shutter speedand aperturesettings can
produce- all 01which are vital inobtaining a
perfectly exposed picture. Oncethese
fundamentalsare understood andpractised,
wecan then progressontomoreadvanced
surveillance photography techniques...
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maximise storage space. This is usually done
throughthecamera's menu.

Digital cameras use up alot of battery power.
If yourcameratakesstandard size batteries, I
recommended you use hi-power (2100mAh)
rechargeable ones. Thisisbecausethey are
less expensive and thefact that rechargeable
batterieslast longer.

Your cameraislikelyto havean LCDscreenin
ordertomakeadjustments tothecamera's
settings and alsotoreview theimagestaken.
If poss ible, manually turn this off, as the
screenis alarge drain onbatteries. If your
camerahasaconventional viewfinderuseit to
compose theshot rather than theLCD screen.

'.
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Tip: Atter erasing all 01the images on the
card, it maybe wisetore-format it so that you

Lenses suitable for general photography

A1Gb card can store approximately 644 small
images, 356 medium images and 204 large
images. It is recommended to download the
imagesfrom the cardtoacomputerassoon
as possible. If youwant towriteprotect the
card so that the images cannot beaccidentally
erased, there is usually amanually sliding
switch ontheside of the cardtor this purpose.
Theimages can be transferred to the compu­
ter either by connecting thecameradirectly to
the computer withaUSB cableor by using a
memory cardreader.

•

•

1 "'"

""'"

-

•

•

The images shown here are 10 and 20
pixels per inch. More 'information' ­
the higher the quality and resolution

measured in Gigabytes (Gb). At thetimeat
writing, an 8Gb is the largest capacity card
available and canstorethou sandsof images.
Personally I use 2Gb cards, any larger will
encouragemetostore morepicturesand if
thecard wereto crashor get damaged, I
would loseall of the images. Therefore it is
better not to put all of your images inone
"basket". If acard is full , simply removeit,
store it properly and insert an empty one.

•
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Alleged terror I
iconic building

15 infi ltrated an alleged al­
Daida terror cell that sought
to bring mayhem onthe
streets ot London just days

beforeChristmas. Nine suspects were
arrested on20 December 2010 ina series of
nationwideraidsby officers from New
ScotlandYard's Counter TerrorismCommand
(CTC), and regional policetorces. Thearrests,
which involved the useof over 200 officers ,
were the result ot months of careful investiga­
tionand an intricatesurveillanceoperation in
thecapital that monitored several reconnais­
sancemissions. Intelligencesources toldEye
Spy it was inextricably linkedto Europe-wide
counter-terrorism endeavours that Ultimately
exposed an intricate chainof ADgroups. It is
widely believed thenetwork sought to strike
various capital cities simultaneously, but was
fragmented as policeraids resulted in pre­
emptive strikes and arrests to disrupt and
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notenext toacomputer, andcorrelate with
surveillance tootagetakenby MI5 ot the
men's walk aroundcentral London.

MI5 green-lighted theCTC operation because
ot thecloseproximity to Christmas, and
becausetheService teared theplot had
reached an advanced stage. Themen had
been under nationwide surveillance for
months. As tar as Eye Spy understands, no
bomb-makingmaterialsorexplosives were
retrieved inany of the raids, though sources
say thegang intendedtousecar bombs.
Additional informationhowever, suggests
explosives testing had already taken place,

Other materialsfoundin theresidences
included an al-Qaida support journal called
'Inspire ' that contained bomb-making
instructions. Thefeatures included: 'Howto
makeapipe bomb in the kitchen ot your
mom'; 'What to expect in jihad' and 'Tips tor
our brothers in the US'.

© SNAPPERJACK OF LONDON
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WhenMI5 started to analyseintormation trom
computers andmaterialsremoved at the
raidedaddresses, other clues asto themen's
intentionsbecameapparent. Officers believe
thegroup had six primary targets inmind.
Thesewere: Big Ben, TheLondonStock
Exchange, theUSEmbassy, Westminster
Abbey, theLondon Eyeandtheoffices ot
Boris Johnson - the city's tlamboyant mayor.
Theselocations, complete with tull addresses
andpost codes werefound ona hand-written

Scientology near Blackfrlars which they
observedintently for someminutes. Through­
out thisperiod, investigators recorded at least
two allegedgang members taking photo­
graphs with their cell phones. MI5believethe
information gathered herewasnot for "tourist
purposes". Whenthereconnaissancemission
ended, themen met at aMcDonalds restau­
rant - an event which wasalsosurveilledas
undercover MI5 agents posed as customers.

© SNAPPERJACK DF LONDON
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year-old Abdul Malik Miah, at Leckwith. Those
fromLondonare East Enders Mohammed
Moksudur Rahman Chowdhury, 20, of Tower
Hamlets, and 28-year-old Shah Mohammed
Luffar Rahman, from Newham. Themen from
Stoke are NazamHussain, 25, of Cobridge,
Usman Khan, 19, of Tunstall , Mohibur
Rahman, 26, of Cobridpaand Abul Bosher
Mohammed Shahjahan, 26, of Burslem.

our folks in London are aware of this. We are
obviously taking suitable security precautions."

FBI's MOST WANTED

New ScotlandYard Assistant Commissioner
and head of Special OperationsJohn Yates
said it was absolutely vital for the public to
remainvigilant.

MI5 believes the FBI's most wanted - Anwar
AI-Awlaki is relevant to thealleged plot.

One of the world's most wanted terrorists ­
AnwarAI-Awlaki. is bel ieved to have
played some role in the plann ing of the UK
and Europe-wide terror plots which were
all successfully disabled

l

TheUSEmbassy has long been atarget for al­
aaida, perhaps one reason why the country is
movi ng its centralLondonembassy toa more
secure site in thecity. US State Department

spokesmanMark
Toner confirmedthe
Americanembassy
wasamongthe
alleged plots poss ible
targets. Toner released
ashort statement
which read: "I am
aware and... obviously

-/

though not necessarily at the locations raided
by police. MIS has reportedly secured
evidence that thegang had all ag reed uponthe
main targets, which may havealso included
senior religiousfiguresand dignitaries.

On 27 December, and under heavy police
guard, thenineaccusedmen arrivedat
Westminster magistrates. Thesuspects from
Cardiff are Gurukanth Desai, 28, and Dmar
Sharif Latif, 26, both of Riverside, and 24-

An early police statement said the men had
conspiredtocause "explosionsof anature
likely to endanger life orcause serious injury
to property". It addedthey had been
downloading material from the Internet,
researchingand discussingpotential targets,
carryingout reconnaissance and "ignitingand
testingincendiary materi al". Thesuspects are
chargedwith conspiringtocause explosions
li kely to endanger li te between 6 November
and 21December 201O.

,".­....
,,"' .
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SAV E 4

The London Eye ­
a hugely popular

tourist attraction in
the city
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WORLDWATCH a -a GEORGIAaa

Gela Bezhuashvili ­
Head of Georgia's GIS

HVABriscoe was Professor of
Inorganic Chemistry at Imperial

I wasfortunate to beable to attendthe
Institute for Security, Science and
Technology (ISST) inaugural Vincent
Briscoe Annual Security Lectureat
Imperial College, London. This
interesting lecture was deliveredby
Professor Christopher Andrews, the
appointed offic ial historian of MIS.

G R EAT BRITA IN

Moscow claims theGeorgian authorities have
"chronic spy mania" after the arrest of thirteen
suspectedGRU Russian spies (military intelli­
gence) just weeks earlier. One operative (a Georgian national) was described as
anaval radio operator who passed on codes usedfor secure communications .

INTEL AND UNIVERSITIES

The rebuilt Senaki Army Base in Georgia which was totall y
destroyed by Russia's military forces

Since the 2008 invasion of Georgia by Russian forces, there have been a
number of spy incidents involvingoperatives fromboth nations. Perhapsthe
most recent occurred on 4 February 201 1, when Moscow accused Georgia's
emerging intelligence service - theGIS, of "expanding its operations in South
Ossetia" - aclaim deniedby Tblisi.

CHRONIC SPY MANIA

Intel and Security courses are run at
two universities: the UCLSECReT is a
4 year PhDprogramme at University
College London, for those wishing to
pursue security or crime-related
research. Another course is that
offered by the University of Bucking­
ham by thewell known security
authority Professor Anthony Glees
who is the director of the Centrefor
Security and Intelligence Studies and
who can often be heard in the media.

F
ollowing aseries of explosions in Georgia
in December 2010, sixpersonswere
arrested on suspicion of being Russian

spies. One femalewas killed in Tblisi by an
explosion outside an office used by the Labour
Party although another blast, outside theUS
Embassy caused no casualties. Four men and two
women are accused of these acts after being
recruited by the Russian military.

I
n context of the recent distur­
bances in London and other cities ,
which saw disgruntled students

accompanied by unwanted trouble­
some groups of the'rent-a-mob'
variety, cause violence over tuition
fees, acolleaguetoldmethat the
policewouldbewell advised to get
Special Branch officers into our
Universities to 'test the water'.
Essentially to identify how many from
therent-a-mob crew were stirring up
trouble. But universities toohave an
interest in intelligence and security.

I

EyeSpy understands the satellite may
well bethelargest ever deployed and
is part of an evolving 20-year NRO
programme.

Photo shows lucy Fleming
and premier Golding

Theexpansion includes a customs
hall , immigration point, passenger
lounge and pilot briefing room. Fleming,
of course, lived close theairport.

Advanced Orion satellite into an
inclined geostationary orbit where it
will collect SIGINT (signals intelli­
gence) using an antennathought to
have adiameter of 100 metres (328
feet). This particular satellite is known
to have sensitive radio receiversto
intercept traffic on civilian or military
communications networks. The
product is believed to beutilised by
the National Security Agency (NSA).
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ADVANCED ORION

TheNRG recently launched thefifth
Mentor spacecraft, placing an

~.JAMAICA

TRIBUTE TO IAN FLEMING

T
hecountry's Boscobel Airstrip,
now upgraded and expanded
to handleprivatejets, has

been renamed 'Ian Fleming Interna­
tional Airport' after the British author
who created the wortd's best known
imaginary secret aqent - James Bond.
Prime Minister Bruce Golding, who
attendedthe opening ceremony on 12
January said: "We genuinely wanted
to honour the memory of Ian Fleming
because of all that he has achieved
and the extent to which he brought
Jamaica into that achievement. ~

T
heUS National Reconnaissance
Office (N RO) , designs, builds
and operates most of

America's reconnaissance satellites.
The 'product' (intelligence collection)
fromthese specialist satellites is
available to theCentral Intelligence
Agency (CIA) and the Department of
Defense (DOD).

42 g+9+9iSePzzl +qjbllg9SgQ== EYE PY IN E I N MA A N



~ EQUATORIAL G U IN EA Y E M E N~

ESPIONAGE, COUPS & OIL PREDATORS AND AL·GAIDA

CDMMS

US Special Forces have also
reportedly tracked and eliminated
'specific targets' inside the Yemen.
Military aid will probably double from
$70m to $150m annually.

Theserecently used frequencies range
from 111 30 to 18036kHz for a rather
dateddigital mode. The caHsign used
from Sofia inthis case is DOR.

operations are mounted by Yemeni
forces and that the United States
subsequently cooperates with Yemen
on intell igencematters . That statement
is expected tooffset any idea that the
USmilitary have abaseon Yemeni
soil despitethe ObamaAdministration
having apparently approved theuse of
unmanned drones by the CIA to
engage targets ~ ....without the explicit
blessingof the Yemeni qovernment."

Satellite dish mounted on
Bulgarian Embassy 14 March
2 05 but removed soon after..

accurate information I received from a
diplotransmissionmonitor this was
not the case although I havebeen
informedthat some test transmissions
have recently occurred as aregular
feature .

Unfortunately the historical list of
frequencies is somewhat larger with a
list of 184 - with past activity logged
on several frequencies between9055
to 20930kHz. Americans might be
interestedtoknow the callsign for the
Bulgarian Embassy in Washingtonis
KNY32. For Londoners the known
Embassy callsign is CWB.

_ BULGARIA

ANTENNAS AND

I suspected an increase in radio
transmissions from theMinistry of
Foreign Affairs in Sofia, call signs
LZG1/DOR but accordingto very

/ .

A
IHodaydah is aYemeni
seaport usedfor the delivery
of US Predator UAV drones.

Thefacility operating thedrones is
covert by necessity and usedbythe
US Joint Special Operations Com­
mandfor mounting clandestine raids
on al-Oalda cells deep inthe Yemen.
America denies the vehicles are armed
and used for such practices, but there
is much disquiet in the country.

US warplanesfrom aircraft carriers
also conduct missions against at­
Qaida. Some operations havecaused
embarrassment, and have prompted
Yemen's Foreign Minister, Abu Bakr al
Kurbi to comment. Hesays that

R
eaders may have seen earlier
features in Eye Spy that
featuredthe Bulgarian

Embassy in London sporting some
new antennae. Since that date London
has beentreated to some particularly
poor weather; snow being one issue,
the other being highwinds.
Antennas have their capability of wind
resistance stated as 'windage' and
whilst that particular figure is
unknown for the massive antenna
pictured in the last column it has
suffered as it has rotated with the
direction of the wind. At the timeof
writing the direction the antenna is
pointing in is more towardsCornwall
than Sofia, Bulgaria.

ian' grounds after servingpart of his
sentence at the notorious Black Beach
Prison in Malabo. Hewas given afull
pardon.

Today, Mann is allowed to travel to
and from Equatorial Guinea as he
pleases and has maintained surprising
links withsenior government officials
there thanks to him being retained. So,
what is going on in Equatorial Guinea?

Moving briefly forward in time wenow
have the fallout from theWikiLeaks
affair with reports of cyber attacks on
avariety of financial houses who
withdrewtheir services fromthe said
'whistle blowing' organisation. I can
say that Professor Andrews is
particularly well informedabout these
matters...

threats are International Terrorism and
Cyber Warfare. Interestingly as he
spoke, the new USCyber Command
unit was readying itself to come on­
lineand the Iranian nuclear research
programme had already succumbed
to hostile cyber attacks .

On 2 November 2009, Simon Mann
was released fromjail on 'humanitar-

At the time it was also alleged that
some well known figures were
implicated in the plot and Mark
Thatcher, son of former UKpremier
Margaret was accused of investing
money for the purchase of a
helicopter.Hewas subsequently
arrested inSouth Africa. In court he
pleaded guilty to offences detailed in
the South African anti-mercenary laws
andpaidamassive fineinexcess of
£250,000.

Equatorial Guineais anoil richAfrican
state and was really brought to the
fore with the actions of Simon Mann
and those who bankrolled the action.
Like theexpected returns to the
bankrollers and the sixty or so
mercenaries, therewere others who
notified the authorities as the
preparations to commence activities
reachedtheir peak.

College and was later credited with
providing the first independent
scientific advice to MI5 - the Security
Service, on secret German writing in
1915. Briscoe's service continued
through the inter-war years, WWII and
after. Andrew's lecturewas interesting
and somewhat humorous in places.
Someone later wroteof theaudience
that 'it was ashame that the average
ageof theaudience was about 57 and
the most popular hair colour was
grey.' But they also madethe point
that Professor Andrews seamlessly
shiftedhis lectureviewpoint from the
past to the immediate futurewhere his
perceptionof the greatest security

I
n2004 an attempted coup failed in
Equatorial Guineabeforeit had
really begun. However, it resut1ed in

the well known British mercenary
Simon Mann receiving a34-year tariff
for his part in the affair.
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Spy GAMES, RANSOMS, SUSPICION AND MISTRUST
By Nick Fielding

PART ONE

FTHE FATHER
a some hewas theGodfather of
theTaliban, amodern-day
l awrenceof Arabia whose
militarytraining anddevotion to
Islamshaped the AfghanTaliban
and led it towards victory in the
mid-1990s under the leadership

of one of his former pupils, Mullah Omar. But
thedeath of Brigadier Su ltan Amir Tarar­
known un iversally throughout the North West
Frontier region as Colonel Imam and instantly
recognisable in his trademark whiteturban
and camouflaged British Army batuecress ­
has created consternation in theranks of both
lslarnist fighters and Pakistan's military elite.

Theexact circumstances of theColonel's
death in mid-January 2010 are stilt unclear.
Innial reports said his bullet-ridden body had

been found outside the town of MiramShah in
North Waziristan. Then it was claimedthat he
haddied incaptivity from a heart anacx,
victimof avicious internal fight betweenrival
jihad ist factions.

SUbsequent reports claimed that his kidnap­
pers had confirmed thedeath, but were
seekinga$200,000 ransomfrom his family
forthe body.

Thereal question is how someone whois
regarded as anational hero by many in
Pakistanfor his devotion to theAfghan jihad
could havemet such ashameful end. The
answer tothat question lies in thecomplexity
of jihadi politics in Pakistan's tribal areas, a
region that is off-limits evento thePakistan
Army, where Talibancourts dispensetheir

rough justice and where hundreds of foreign
fighters find shelter wnh thetribes who have
fought all outsiders for most of their recorded
history.

It was into this land of Waziris and Mahsuds,
Afridis and Mohmands in Pakistan's Federally
AdministeredTribal Territories (FATA) - that
Colonel Imam drove last March, along with
another former Pakistani intelligenceofficer,
Khalid Khwaja, and British-Pakistani journalist
Asad Oureshi , to makeaTV film about the
Americandronecampaign that has kilted
hundreds of militants in thelast few years.

Thedrone missilestrikes haveradically
changedthe balanceof war in FATA, allowing
CIA-controlled drones to pick off tribal
militants in theseremotebadlands, in the



...the impact of the drone campaign would form
the backbone of the documentary that Asad
Qureshi intended to make for British television..

i
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An early photograph of US
Congressman Charlie Wilson

ona stand inscribed 'Dedicatedto Colonel
Imam. With deepest respect to one who
helped deliver the lirst blow'. Hewas also
present in thelegendary convoy that madeits

~

Colonel Imamhad littlecause for concern
about his satety as they set ott for North
Waziristan last March. With 18years in the
Pakistan Army, 11of which heserved inthe
lSI, hehad never wavered inhis beliet in jihad.
After his graduation from the Pakistan Military
Academy, he joined the PakistanArmy's 15th
FrontierForceRegiment as a 2ndLieutenant.
His unit was sent to theUnited States in 1974,
andtrained with United States Army Special
Forces. Ongrad uating tromtheSpecial Forces
School, hewas awardedtheAmerican Green
Beret byhistrainingcommander. Following
hisreturn toPakistan, Imamjoined the
Special Service Group (SSG).

territoriesknownasthePunjabi Ialiban . in
reality amixtureof sectarianfollowersof the
Lashkar-e-Jhangvi group and Mahsud
tribesmenfrom SouthWaziristan. Interviews
with thesemilitants about the impact of the
dronecampaign would form thebackboneof
the documentary that Asad Qureshi intended
tomakeforBritishtelevision.

It was inthis rolethat he hadfirst beensent to
Quetta in Baluchistan to trainAfghans inthe
guerrilla warfare techniques he had learned in
the United States. Amongst his young charges
during 1982-83 was Mullah Mohammad
Omar, later to becomeleader of theTaliban.
After theSoviets pulled out, Imamcontinued
in hisliaisonrole, escortingUS Congressman
CharlieWilsonto Pakistan's tribal territories ,
for example. Hewaseveninvitedtothe
WhiteHousein Washington, where
President George BushSr allegedly
gave himapieceof theBerlin Wall

g+9+9iSePzzl +qjbllg9

Hamid Gul - former chief of
Pakistan's Inter-Services

Intelligence Agency - the lSI
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Russian soldiers pictured during Moscow's withdrawal from
Afghanistan in 1988. The Taliban now ruled ...

Their intentionwastomakecontact witha
shadowy group of militants in thetribal

process killing many prominent members of
al-Qaida and other jihadi groups. Colonel
Imamwasanobvious personfor Asad
Qureshi to contact to helpmakesuch afilm.

Well known and widely trusted by theleaders
of theAfghanTaliban, theColonel and Khalid
Khwajawere bothunder thepatronageof
Hamid Gul, a former head of the lSI and aman
knownto beastrong supporter of theAfghan
Taliban. Gul had headed up thelSI from 1987­
89, during the jihadagainst theSoviet Union in
Afghanistan. Hecontinues to support the
Talibanand regularly speaks out against the
Coalition forces inAfghanistan.



So who were the Asian Tigers? No jihadi
organisation would give themselves anamethat

active as a lawyer. It was his petitionto the
Lahore High Court in February 2010 that
prevented the extradition of Mullah Ornar's
captured deputy. Mullah Abdul Ghani Barodar
and four other senior Taliban leaders. to Kabul.

Almost a month later, on 20 April, it was
confirmed that all four men had been kidnapped
when Pakistan's Geo TV received avideo from a
group calling itself the 'AsianTigers'. Geo TV
also received an e-mail demanding the release of
several senior Afghan Taliban leaders including
MullahBarodar, MullahMansoor Oadullah and
Maulavi Abdul Kabir.

Thevideo showed Colonel Imam and Khalid
Khwaja making statements. Col Imam can be
heard saying that his real name is Sultan Amir
Tarar: "1had consulted with Gen Aslam Beg
(former army chief) about coming here: Col
Imamsays.

KhaHd Khwaja says he served in the Pakistan Air
Forcefor 18 years and in the 151 for two years. "I
came here onthe prodding of Gen Hameed Gul,
Gen Aslam Begand lSI's Col Saijad." Khwaja
says.

TheAsianTigers' e-mail (written in English)
stated: "Khalid KhwajaandCol ImaminTaliban
custody. Both 151 persons are enemy of Islam
and Muslims. We demand released all Taliban
leaders, MullahBrother (Baradar) , Mullah
Mansoor Dadullah and Mullah Kabir. We will
send list of other mujahideen within afew days.
Ten days time, if government not released

- J mujah ideen, then we will kill lSI officers or other
decision." A$10 million ransom demand for
Qureshi was not mentioned in the e-mail, but
conveyed privately to his family.

•

I

The Predator and UAV campaign against the Taliban
and et-oeta« has been relentless

•,
•

I

-I-

Khalid Khwaja, a retired air force squadron
leader and lSI officer, had more recently been

So it was with littletrepidationthat the two
former lSI officers, their British filmmaker anda
driver set oft for FATA. On 25 Marchthey
stayed at the house of Javed Ibrahim Paracha
in Kohat on the border of the tribal territory.
Paracha, aformer member of the Pakistan
National Assembly, now acts as ago-between
for radical lslamists. At th is point the group
reportedly held a meeting with a senior
Tehreek-e-TalibanPakistan (TIP) commander.
thought to beWaliur Rahman, and interviewed
him for the TV documentary they were making.

followingyears it was rumoured that he
continued to trainTaliban fighters in unofficial
camps and was part of a network of Taliban
sympathisers run by Hamid Gul and ofher
former intelligence officers who had been
sacked after the al-Qaida attacks on America.

After their interview, they were taken to a
nearby house and subsequently disappeared.
Some accounts say that Waliur Rahman was
suspicious of the group. Javed IbrahimParacha
told Pakistan's 'The News' that Rahman was
suspicious about KhalidKhwaja 's activities and
complained aUSdrone attacked his secret
location near Miramshah when Khwaja left the
area two months previously.

way from the
border to
Kandahar in
October 1994 and
routed the various
warlords then
holdingthe city.

•

Pakistan Taliban leader Haklmullah Mehsud with Waliur Rahman

Purported photo of
Mullah Omar

The convoy
marked the beginning of anew era. TheTaliban
movement, aidedand abetted by Imam and
other 151omcers. beganto take shape and
quickly took control of most of the country.

TheColonel kept uphis relations withMullah
Omar, only leaving him whenAmerican bombs
beganto fall on Kandahar after 9/11. Inthe

Imamsubsequently became aPakistani consul
in Herat and Kandahar. According to Steve Call.
author of theauthoritative 'Ghost Wars ', hewas
present when theTalibanfinally succeeded in
capturing the northern city of Mazar·j·Sharif in
August 1998. "My boys and I are riding into
Mazar-i-Sharif " he boasted in an intercepted
telephonecall at the height of the battle. The
battle was followed by a general massacre of
Shi 'ite Hazaras by the victorious Ialiban, in
which thousands were killed. Thecollapse at
the city allowed Pakistan to recognise the
Taliban officially for the first time as the ruers
of Atghanistan.
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How would they treat their captives? They knew very well the esteem
with which Colonel Imam was held by many members of AfghanTaliban.
And why kill a journalist in cold blood? At first it seemed as if all would
be well. But things beganto change very quickly....

Punjabi was aknown leader of thePunjabi Taliban, made up of militants
who had formerly been most active in Kashmir against Indian forces, but
who had settled in FATA. Therethey hadteamed up with various criminal
elements and members of the Lashkar-e-Jhangvi organisation. Unwilling
to usethese names, they hadcomeup with the nameAsian Tigers to
cover what was probably thought of as asimple money-making
operationusingkidnap.

sounds more like aLos Angeles
street gang. The answer came
from Khwaja's family.

Follow Nick Fielding on his blog site

Circling The Lions Den

hllp:!!circlinglhelionsden.blogspol.com!

Part 2 follows inEyeSpy 73

Despite earlier claims that the
men were in Waziristan at the
lnvitation of the leadership of the
TTP, Khwaja's family revealed
that the man who called and
madedemands from the
captors identified himself as
Usman Punjabi, aman whowas
knownto both Khwaja and
Imam. Both menhad madea
trip to FATAabout amonth
before their trip withQureshi and
whentheir guide refused to
accompany them onthis second
trip, citing security concerns,
Usman Punjabi sent aguide for
them.



Airport security breached as Russia attacked again

Airport fears realised as al-Qaida causes FSB
to rethink its counter-terrorism strategy

Domodedovo
International

Airport

•

Intelligenceand
security analyst
Pavel Felgenhauer
(left) supports the
theory the attack
was directed
towards foreign

nationals. "Thereis always amessage.., if the
messagefollowingthe Metro bombings was
to show the FSBthat they [the terrorists] are
out of reach, thenthe messagehereis that
foreigners should keep away fromRussia. It is
adangerous place. Theattack was to hit
Russia's image and its economy."

authorisedby Chechen warlordDoku Umarov
was widely condemned by world leaders.

Intelligenceanalysts believe the operationwas
specifically aimedat arriving foreig ners inthe
hopeof damaging thecountry's international
reputation, anddissuade people fromvisiting
or doingbusinessin Russia. Security is
crucial to the country as IT prepares to host
the 2014 Winter Olympics and the 2018 World
Cup. Millionsof visitors are expectedto travel
to Russia from outside its own Federation.
Andal-Oaida has already made its intention
clear to strike at every opportunity in support
of the terror group's many "franchises"in
Chechnyaand beyond,

I 1"
.~~-

terrorist gang trained and
backed by al-Oaida,
detonated an lED packed
with around 151bsat TNT
andmetal fragments in the
baggageconecnonhall of

Moscow'sprestigiousDomodedovo lnterna­
tlonal Airport. The explosionkilled 36 civilians
and injured over 150 others, some at them
critically,

Theattack, which the FSB (Federal secumv
t Service) believewas supported by anumber
of Russian converts to islam, and allegedly

I
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DomodedoV'o International Ai,porl. An impressive
inferior reflects its growing reputation as one of the
world's most important airports. However, FS8
officials sought an explanation how a suicide bomber
managed to bypass a security point and enter the
baggage reclaim area, which in most airports of such
stature, are off-limits to all non-flyers.

EyeSpy was informed that the CIA has
produced asecret report that states al-Oalda
has embarked ona series ot attacks that aim
to dent the West financially. Langley believes
the Moscowoperationmay belinkedto recent
events in theMiddle East, whereby cargo
carryingaircraft werechosen to tly powertu l
bombs across to Americavia Eu rope. The

disruption causedherewas enormous and led
tothe introduction of expensive countermeas­
ures.

In2009, three cities hosting wortd financial
centres were identified byal-Oalda's hierarchy
- Frankfurt, New York and London. Bin­
Laden'sinnercircle recognise that evenfailed

missionsresult in huge monetaryvictories, in
that theresu ltant disruption is costly.

That London's Stock Exchangewas the target
of an allegedterrorsurveillance mission in late
2010 seems too coincidental, and may be
part of the terror group's wider amb itionfor
2011.~

•

-

I I

President Medvedev offers comfort to an injured victim
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RUSSIA'S MOST FEARED SECURITY ELEMENT
nee part of the country's powerful MDV (Ministry
of Internal Affairs), OMON has grown to represent
a major and feared element of Russia's counter­
terrorist forces, and officers can be seen at most

major transport hubs, including all airports. OMON units are
often tasked with assisting elite forces in countering al­
Qaida's growing menace in satellite regions, though in the
last decade, as their strength has increased, so too has their
independence and security role.

Formed in the late 19705, as part ofthe Soviet Union 's
counter-terror ist programme for the 1980 Moscow Olympic
Games, OMON was charged with preventing an attack like
that which occurred at the 1972 Games in Munich . Early

recruits were drawn from battle-hardened army reg iments
which had fought in the Afghan istan conflict.

Today, officers are specially trained to use a wide var iety of
firearms (some formidable), and in hand-to-hand combat.
Units are often despatched to clear bu ildings and it is not
unusual for active personnel to wear black face masks to
conceal their appearance. OMON is particularly active in
Chechnya and some operations have been widely criticised
in respect of actual force used. OMON forces are generally
credited with the operation that saw the demise of Shamil
Baseyev - the man most intelligence analysts believe was
responsible for ordering the attack on a school in Beslan
(see sidebar) .
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AIRPORT ARRIVAL SECURITY CONCERNS

All change... Head of Russia's intelligence service ­
FSB Director Alexander BortnikoY (right) discusses new

security procedures with Russian Railways CEO Vladimir
Yakunin in the wake of the airport attack

Passenger screening at Domodedovo Airport 's entry
point. Terrorists simply by-passed these security
measures and attacked the baggage reclaim area

AS afootnoteto theCIA file, its authors warn that al-Oaina is eager to
utilise "local knowledge" and "local groups" which havealigned
themselves to al-Oaida. This seems to have been the case in Moscow.

Though one of themost important transit hubs inRussia, thebomber
seemingly entered theluggagecollectionarea tromoutside the build ing
with apparent ease. At thetime, two international flights had just
arrived at Domodedovo - fromthe UKand Germany, afact not lost on
M15. Once inside the building, the bomber waitedpatiently for 15
minutes until the luggagearea was at its busiest. Throughout this
period, he kept his hands in his pocket. Around his chest areaaspecial
belt held fast apackage containingthe TNT.

It is ourunderstandingtwoor threecolleagues who were outside the
airport were in contact withthecarrier via cell phone. TheFSBare
unsure if thebomb was triggered directly via the phone, fragments of
whichwere recovered by forensicspecialists. Thebomber - ayoung
baby-taced male, was dressed smartly in adark coat and black );>-

Continued from page 49
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Security measures are plainly evident in respect of the
concrete pillars in front of the arrivals lounge at Birmingham
International Airport, England (main image bottom) - this to stop
suicide car bombers. Most airports have adopted this
defensive feature.

Inset: Manchester Airport counter-terrorist police deployed at
arrivals. Such units are operational in larger airports.

Combined with increased security for those boarding aircraft,
documentation intelligence, the deployment of watchers,
advanced explosive counter-measures and newcargo handling
directives, security has been improved at many airports.
However, in the case of the Moscow bombing, a single bomber
avoided all these defences and simply blew himself up in the

luggage collection area. This is indicative of al-Oaida's
increasingly clever planners who are continually

seeking out opportunities - in this case the one area
of an airport that should be regarded as safe ­

the end-line of a long journey.

Following the Moscow atrocity, airport
security management across the

world quickly examined their
own procedures - including

public access to baggage
collection areas.

baseball cap. Sandwichedbetweenhis teet was asuitcase - presumably
adistraction itemintendedto create Iheillusion he had disembarkedfrom
an aircraft and waswaiting to coliect his luggagefromthe carousel. Just
seconds beforethe bombexploded, the manshouted, "I'll kill you all ,"
probably the code-wordfor colleagues to detonate the device.

It should be noted that a second versionof events was also reportedupon
by the Russian media. Inthis case the bomber was female, andthe device
exploded after she opened asuitcase.

At 4.30pmthe bombdetonated showering the area with shrapnel,
ball-bearings, nuts, bolts and nails . Suchwas the power of the blast, solid
concrete pillars were pittedwith metal fragments. Those inthenear vicinity
stood littlechance, andmost died instantly. Besides passengers, anumber
of taxi drivers are also thought to havedied.

The bomber's remains were collected, includinganear intact head by the
FSB. Together with CC1V footage, security ortlclals announcedthat they
had identified the terrorist - a20-year-oldmanfrom the Caucasus region .
It is believed he was accompanied inside theterminal byanotherman.

Afurious President Medvedev immediately called his intelligence chiefs
together for ameeting, and demandedtoknow what had "gone wronp".
Areshuffleof senior security personnel at DomodedovoAirport ensued,
thisafter Mr Medvedevsaid the airport security had beenin a"stateof
anarchy," prior to the anack.
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•

• In 2004, two female suicide bombers
dubbed "blackwidows" by the fSB, boarded
two domestic tlights from Oomodedovo to
Volgograd and Sochi after purchasing tickets
using fraudulent identities. After afew hours
into the flights , two catastrophic explosions
sent the ai rcraft tumblingfrom thesky,
resulting in the deaths of 90 civilians, manyof
them children en-route to holiday destinations
in Russia.

Intelligence from Russian officials is scant, but
the terronst attacks have been linked to an AQ
umbrella group knownas the Nogai Brigade
situated in Stavropol. Thisoutfit originated
from the remnants of the terror group which
claimed responsibility for the Beslanschool
atrocity in 2004, headed up by the notorious
Shamil Baseyev. Overthree hundred people
died inthis attack, including 180 children.

BABHACED BOMBER
Magomed Yevloyev, 20
- the suspected su ic ide
bombe r. This image
shows him aged
around 15. On 9
February 2010, fSB
officers arrested his 15-year-o ld brother
and 16-year-o ld siste r - both are
suspected of involvement In the attack

FALLING DOWN Terror chief Doku Umarov says he
ordered the attack. FSB officia ls are unconvinced by his
c laims and say he is trying to bolster his standing with
other terror groups after a bitter fa llout that has left him
isolated and vu lnerable

Vladimir Markin, of the RussianInvestigative
Committee isquoted as saying both events
were masterminded by different terror/crime
outfits from the volatile North Caucasus and
were unrelated. Apolice spokesmen hinted
that Vitaly Razdobudko had "nothing to do
with the ai rport atrocity. ' but intelligence
sources suggest otherwise.

Aturther ten people are being sought.
Amongst those identified and named was
Vitaly Razdobudko - he has been under
surveillance for a number of months. It is
understood the FSB remain convinced
Razdobudko is central to the airport attack.
His partner, Maria Khorosheva was also on a
list of prime suspects .

On 4 February, Russia's life News, which is
said to have "exceuent" sources within the
FSB, named the airport suicide bomber as
Magomed Yevoyev, a20-year-old from
Ingusheria, which borders Chechyna. A
forensic specialist discovered aUhugeamount
of powertul drugs and psychotropic sub­
stances" in Yevoyev's body fragments . The

media outlet
published aphoto
of the man when
aged 14 or 15
(above right).

BOMBER'S IDENTITY

A wall adorned by photographs of youngsters and adults alike killed in the
2004 Beslan school massacre. The FSB are satisfied that those behind this

and the Moscow attack belong to the same terror outfit

Another report linkedto this incident quotes a
police officer who said the bomb, which was
wired into a cell phone, exploded after it
received atext message.

on the airport. The premature explosion, it
seems, Simply delayed theOomodedovo
te rrorist operation.

Vitaly Razdobudko • his photograph
has been widely circulated amongst
intel officials in connection with the

Domodedovo attack

four days after the airport attack, the fSB
swooped on anumber of addresses arresting
five suspects in connection with the incidents.

ARRESTS

FSB concern over
influx of al-Qaida
groups into major
Russian cities...

here remains much confusion over
the identity ot the perpetrators of
thebomb blast at Oomodedovo
Airport, but the fSB initially linked

the attack to another incident which rocked the
city on 31 Oecember. Here agang supposedly
intended tousea female suicide bomber to
cause mayhem amongst partv-qoers celebrat­
ing New Year's Eve in Moscow city centre.
She died inarented apartment after the bomb
she was tasked with "delive nng", accidentally
detonated. The fSB, however, now believe the
bomber was preparing the device for an attack
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© FROM THE COLLECTION 'A YEAR WITH M16' BY JAMES HART DYKE

indicative of Sir John Sawsrs (Chief of
M16) efforts to bring the Service out of
the shadows. However, the idea was
probably the result of the 'celebratory
planning team' that was created by Sir
John's predecessor, Sir John Scarlett,
who stepped down in 2009. The team
worked on several projects which
included organising a top secret dinner
and ball for employees, and the release
of a book - which details the official
history of M16. Sir John Scarlett was
actually the main 'driver' of the work and
commissioned Professor Keith Jeffrey to
research and write it.

Sir Mansfield Cumming may not have
approved of these happenings, but he
would have been at the front of the
queue to collect his powerful portrait by
Dyke.

Like most people who venture through
the "staff only" doors of Vauxhall Cross,
James was carefully vetted by the
Service's extensive monitoring unit. And,
despite a ruling by management that he
respect secrecy issues and conform to
the "rules of MIG" , he has created an
extremely haunting collection of paint­
ings (we won't mention the yellow duck
just yet but guess it is relevant and we'll
come back to this in a moment). ~
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© FROM THE COLLECTION 'AYEAR WITH M16' BY JAMES HART DYKE

Sir John Sawers • MI6 Chief
In his foreword to the catalogue which accompanied the exhibition and is
still available on-llne, Chief of SIS John Sawers writes:

"The Secret Intelligence Serrice - often known
as M16 - celebrated its centenary in 2009. For
over a hundred years. our people have worked
around the world, in difficult conditions and often
with an element ofdanger, 10 enhance the
security and wellbeing of our count,,_

':An Official History of our first forty years was
commissioned to mark the occasion and was
published in 2010. I galle the first public speech

by a serving Chief in October last year. All this
was part ofour effort 10 increase public
understanding of what we do. and why our
operations and identities of the people who work
for us have 10 remain secret.

"OUf centenary celebrations included a project
with the artist James Hart Dyke to produce a
series of images portraying the work of the
Service. The project was largely self-financing.

James enjoyed access to our staff in Britain and
around the world and won their trust.

"This exhibition offers an artist's insight into the
day to day work of the Service and captures the
essence of what we do. We 're grateful to James
for his contribution to our centenary celebrations.
I hope you enjoy the paintings and sketches he
has produced as much as we in the in the Service
have. "

-= .

,

•

•

Ding {or IA JV1eeting'.
OIL0/1callvas

sit working on computers, and another
team poring over what looks like a large
blueprint spread across a bed in a hotel
room. All this sparks one's imagination.

The commercial exhibition, which ran for
two weeks in February at Mount Street
Galleries in Mayfair, was catled 'A Year
with M16' and featured about 40 oil
paintings and lots of sketches - some
undoubtedly reflecting real-life encoun­
ters, though this has been denied.

"This project has been the most exciting
and challenging I have ever undertaken,"
said Dyke. "To have been given the kind
of access to M16 I have been allowed

Access to events, situations and loca­
tions were "carefully controlled", yet the
artist still managed to capture (in a most
unusual and creative manner) the work
of officers and analysts in various
situations. This is evident in the works
showing near featureless persons ~

especially those donning the standard­
issue dark suits, and white shirts ­
almost ghost-like,

Though painted and drawn in an ab­
stract fashion, often with large brush
strokes and an obvious brilliance in the
use of light, there are tantalising
glimpses of MI6 operations, monitoring
and materials. For example, two officers
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emerges from water and wearing a
wetsult as he attempts to breach security
at a drugs factory. On his head... a
yellow rubber duck.

MIG headquarters -lobby area

tered with his guides, and this is more
than reflected in several of his paintings,
which range from £950 to £25,000. Prints
of course are considerably less. Any sold
commercially (and it's more than likely
the lot will go), the artist will donate an
amount to charity.

/,

Eye Spy Intelligence Magazine is grateful to James Hart Dyke and Mount Street Galleries for allowing
reproduction of these works. Please note, individual prints and sets are available from the gallery

has been an amazing privilege which
most people can only dream of. My
paintings attempt to portray a sense of
everyday life for those working in SIS
which is essentially about building
relations with people. I've respected the
need to keep identities secret and the
people shown don't represent the real
men and women I have met. "

The collection, which MI6 didn't pay a
single penny for, is said to represent an
outsider's unique interpretation of an
existence that , for those who work in SIS,
can often be dangerous and surreal.

Dyke's website proclaims: 'All the people
depicted in the artwork are from James
Hart Dyke's imagination and do not
represent real people. Any resemblance
to any living person is unintentional and
accidental. AN the scenarios depicted are
entirely fictitious and do not represent
actual events '.

However, despite this Dyke has captured
moments which he probably encoun-

So what about that duck painting
(above)? There is a feeling that the white
circles represent the beam of light which
captures 'James Bond' as he walks onto
the screen in the opening sequences of
the 007 movies. The green circle may be
a candid reference to the Chief of MI6
who always signs 'C' in green ink. They
could be bullet holes. As for the duck
itself, James Bond fans note that in the
picture 'Goldfinger', the fictional agent

A fantastic and unique collection of
works. Both Dyke and those shadowy
folks at MI6 who devised this project
should be congratulated. A tantalising
glimpse of the secret world of MI6...

To view more ofJames paintings on his year
with M/6, and for price details go to:

LINKS: www.jameshartdyke.com
Thanks also to Mount Street Galleries,
Mayfair, London
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Thetirst incident occurred on 4 February 2007,
when aprize-winning
Iranian nuclear scientis
died under mysterious
circumstances. This
was followed by the
disappearance of an
Iranian scientist who
had goneon apilgrim­
ageto Saudi Arabia.
The latest incident Majid Shah,ia,i
occurredwhen Maj id
Shahriari, one of Iran'sleading nuclear scientists
wasassassinated onadowntownTehran street
(see EyeSpy 71). Shahriari was killed on 29
November in hiscar whileonhisway towork.
President Ahmad inejad said: "They [Israel, Britain
and theUnited States] talsely thinkthat it they take
nuclear scientists orotherscientists from us, the
forward-looking path of theIraniannation will be
stopped."

nformation emerged inmid­
January that theIranian
government waspreparingto
fi lea law suit against Israel
(and possibly the United States
andBritain) for crimesagainst

their nuclearscientists, includingone whowas
chosen to head theStuxnet cyber attack investiga­
tion. Surprisingly, Iran's President Ahmad inejad
publicly acknowledgedthat some at the uranium
enrichment centrifuges weresabotagedand
targeted by theStuxnet computer worm.

~ ,
President Ahmadinejad tours a nuclear plant
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Head of Messad spy ring?

Mulliplesources reporl that Iran claims to
have found the "weaponsandcommunica­
tions equipment" behind the killing. It Ihis is
true, thelegal implications could besignifi­
cant. However, wehave yet to see the
evidence.

WESTERN SPY RING IN TEHRAN?

Analysis suggests thai this action is the direct
result of thearrest and subsequent investiga­
tion 01what Iran ian officials calleda "ten
personspy nng" that was said to beoperati ng
within Iran'sbordersand involved in the
Stuxnet cyber espionage. Heidar Moslehi,
Iran 's IntelligenceMinister said: "Thenetwork
of spies andterrorists linkedtoMassad was
destroyed." Hewent onto say thealleged
spies "haveconfessedto being trained by the
Massad and receiving all 01 their equipment
fromthat agency."

Iran'sstate-runnews channel airedan
apparent confessionof aman that it referred
toas "themain element" of an lsraeli-frained
espionagenetwork involvedintheassassina­
tion 01 their scientist. In the televised broad­
cast the man, identified as MajidJarnali-Fash,
said that hewas hired by Israel and trained at
a military base outside Tel Aviv before being
sent toIran as apart of anetwork ordered to
kill Masoud Ali-Mohammadi. Ali-Mohammadi

Ramin Mehmanparast

was thelirst PhD graduatestudent inphysics
01 theSharit University of Technology. II is
difficult to say how deep this Iiligation will go
and into the details 01theStuxnel codeand
attack; but given Majid Shshriari was so
involvedwith theStuxnet investigation, it is
bound tobeintroduced intoany court action
that might occur. If legal actiondoes take place
some interesting issues might arisedueto all
theattentionStuxnet has received. For in­
stance, coulddefenceattorneyscall Jeff Carr
who received headlines like- :Jeff Carr: China
Most Ukely Candidate for Stuxnet's Origin '
found on TheNew Internet website to testily in
the defenceof those charged by Iran?

IranianForeign Ministry Spokesman Ramin
Mehmanparast disclosed lew detalls about
Iran'slitigationstrategy and no mentionhas
been madeas towhat international court will
becalled upon to address this legal challenge.
We should all keep in mind that there is very
littlecase law when it comes 10 acts of cyber
aggression, let alone case lawthat addresses
murder andcyber espionage.

TheInternational Courl 01Justice, commonly
referred to as theWand Court or ICJ, was
estaonsnec by theUN Charier in1945 and is
theprimary judicial forum of the United Nations
(UN) . TheWorld Court's primary lunction is to

'Peace Palace' • seat of
the International Court of
Justice or ICJ - Holland

Espionage
and Terrorism
A

senior Pentagon official speaking at
acyber conference in February,
warned that the USdefencesystem

issufferingpersistent cyber attacks , but
notingon-line terrorists pose thebiggest
threat.

USDeputy Defense Secretary William Lynn,
said most of the attacks are designed to spy
onmilitary and diplomaticsecrets, but those
behind themalso teared aUScounter-attack.
However, he warnedthat terror groups such
asal-Oaldaare "determinedto launch
devastating cyber attacks. "

Lynn also discussed establishing alegal
system which would allow classifiedinforma­
tion aboutthreats to be shared.

In respect of the espionage threat Lynn
revealed that over 100 cyber attacks have
been made in recent monthsbygovernment
(foreign) intelligenceagencies 10 "steal
weapons' designsandmil itary plans."
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Masoud Ali-Mohammadi ­
assassinated

adjudicate and settle legal disputes submitted to it by member states and to
give advisory opinions onlegal questions andchallenges submitted to it by
duly authorised international entities, agencies, as well as the UN General
Assembly. TheWorld Court is made upof fifteen judges that are elected to
nine year terms by the UN General Assembly and the UN Security Council.
Electionof judges to the World Court are held every three years, with one­
thirdof the judges retiring or running for re-election each time. Thisis
designed to ensure continuity within the court.

United Nationsmembers are automatically part of the court. There is a
process for non-UN members to become parties to the Court's statute.

Once anationstate is a
party to theCourt's
statute, it is entitled to
participate inthe
court 's cases; however,
it must be noted that
beinga part of this
court does not
automatically give the
Court jurisdictionover
disputes involving
member parties. It is
also important to
recognise that in 1986, the UnitedStates withdrew from compulsory
jurisdictionfollowing the court's ruling that its covert war against Nicara­
gua was in violation of international law. Since the Withdrawal, the United
States only accepts the World Court's jurisdiction on acase-by-case basis.

TheUnited States andUK bothhave aseated judge in the current court.
Iran has named both countries as being involvedin the Stuxnet attack and
the assassination of Ali-Mohammadi - the chief Stuxnet investigator. If the
legal action is dismissed, Tehrancould retaliate withits owncyber assault
and claimtheytried to resolve the issuewithin thelegal system, but their
actions were rebuked for one reason or another. The complexities of cyber
warfare have long been talked about, but this could be the first test case
that will demonstrate not only thedifficulties of cyber attack attribution, but
of just how lacking acommon language and framework is when it comes
to international law. One thing is certain - this will be worth watching as it
couldset alegal precedent for future actions inaddition to maintaining the
proper level of vig ilance against retaliatory action.

Kevin Coleman looks at the topic of cyber warfare which
some claim has split the intelligence community

t is easy to understand why some
sceptical individuals who have been
referredto in articlesclaimcyber threats
don't exist or are largely overstated. Most
of these comments come frompeople
who do not have alull view of the threat
environment. They work withbusinesses

and perhaps a fewfringe government
organisations and therefore do not see the full
spectrum of attack.

The limited number of individuals who are
actively involved in national intelligence, the
military, orhaveproper security clearance see
a different picture. The continuous increase in
sophisticated cyber attacks coupledwilh the
implications for everyone should suchan
attack besuccessful, combine to keep those
charged with defending our nations up al
night! Typically, when this issue is brought up
those without proper security clearances
discount the claims andsay "showme".
There is a reason these events are classified
and there are reasonsthese individuals are not
privy intoclassified events. Being involved in

arguably themost significant cyber breach in
history next fO Stuxnet, I haveto say I have
seen the deep concern in the laces of those
onthe receiving end of a successful attack.
Knowing that country leadershave been
woken inthemiddle of the night and inlormed
about cyber security breaches andthat there
are counterfeit chips orbiting the Earth righf
now that are questionable in terms of their
integrity. It's enough for me. We put people in
place to handle national defence and to keep
us safe and thenwe second guess what they
tell us and demand 10know what they can't ..
talk about a no winsituation!

Alex Allan (right), Chair­
manof theBritishJoinl
Intelligence Committee,
briefedaministerial
committee on the rapidly
growing threat of cyber
attacks andespionage
from China. In that
brieling, Allan expressed his growing concern
because government departmenfs, the

intelligence services and the military were all
exposed to themreat from computer and
network hardwarethat came from foreign
suppliers - hespecifically mentioned China.

TwOyears earlier, in March 2009, The Sunday
Tirnes defence edilor Michael Smith (Eye Spy
assoctate editor), wrote about the real fears 01
British Intelligence in respect of anew
communicatiOns network installed by Chinese
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Huawei Technology,
Shenzhen, China

II:> BRUCKE-OSTEUROPA

Thesewordsof warn ing came on the heels
of multiplereportsat thediscovery of

avast cyher espionage network
(GhostNet) that is controlled from
Ch inawhich has infiltrated
government and private1,295
computers in 103 couotnes.

network hardwareespionageor it they are just
beingcautious.

Another real possibility is that tramc couldbe
rerouted to network nodes that arecontrolled
by theattacker. While BntishTelecomhas
taken preventivesecurity measurestoreduce
thisrisk, thegovernment issaidtobelievethat
the enhanced secunty measures would not be
enectve against deliberateattack by China. It
is widely believed that China is already
equipped to make"covert network moditica­
nons" and/or "compromiseequipment inways
that arevery hard to detect" and that might
later "remotelydisrupt oreven
permanently disablethenetwork.·
It is unknown if British
security experts have
hard evidence of

tetecorn giant Huawei. EyeSpy understands
someaspects (fronts) of Huawei are allegedly
funded by Beijing and have links to the
People's Liberation Army. At thesametime,
Britain's powerful GCHQ, now hostingthe
country'scyber centre, produced an intelli·
gencebriefingwarning of 'cyberwarfare
attacks onBritainby toreign governments,
particularly Russiaand China'.

Theministerial committee onnational security
was told that Huawei components that form
key parts at B1's new 10 billion pound
network might beconstructed with compro­
mised hardwarethat contains malicious
elements waiting to beactivated by China. The
Times Online 'newspaper' quoted intelligence
officials , assaying, -Incase of awar like
situation, Chinacould useBT to hah critical
servicessuchascommunications, power,
and water supplies." Security
experts supported theintelligence
chiefs' concerns and warning.
They said rt an adversary were
ableto gaincontrol of the
communications equipment, the
network's modeof operation
could bealtered, This wouldgive
them the ability to basically turn
thenetwork oN!
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In this feature , MIKE FINN looks at various transmissions,
psychological operations, and the work performed by the
advanced USAF airborne platform code-named Commando Solo

The previous article dealt with the first and
second possibilities, which were:

nthelast article I began to cover the
potential methods by which a radio
frequency (RF) transmission, such as
those tounded on the early works ot Frey
and Adey, could be toeused at a chosen
target. Because there are so many smoke
screens in this new intelligencetechnol ­

ogy, I decided to simply point out the pros and
cons, leaving the final analysis inthe hands of
the discerning reader.

2. G,W.E.N : (Ground Wave Emergency
Network).

Now we move on to item 3.

3. SATELLITE: this technology is custom buill
to orbit the earth, satellites have various tasks ,
ranging through: communications , weather
predication, television broadcasting, scientific
studies, and military applications. Some follow
aspecific orbit while others are in stationary
orbit. All satellites have an uplink and
downlink, that is areceiver and transmitter.

The fundamental concept of brainwave
pattern to Silent Sound processing

1. H.A,A ,R.P: (High Frequency Active Auroral
Research Programme).
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Television and rad io broadcasts are an ideal way of transmitting subliminal signals

They also havetransponders, which process
the communications. Each satellite covers a
specific part of the earths surface, which is
referred to as its footprint.

Using microwave trans mission via satellite to
target an individual in order to cause a
physical or mental change is improbable, and
the re are a multitude of technical and scientific
reasons for his. However, two or more
satellites are used to triangulate (thex, y, z.
prmctple) and locate vehicles throughtheGPS
(Global Positioning System), in tact most
modern cars use Sat Nav technology:
individuals can easily be traced in asimilar
manner by locating their mobilephone:
sophisticated surveillance via satellite is now
at the forefront of intelligence work, even
public sites such as 'GoogleEarth ' are well
refined. The actual use of direct microwave
transmission from satellite, for mindcontrol is
another matter.

I mentioned in previous articles that micro­
wave signals arebasically line of sight. In
communication, the satellite signal is transmit­
ted (line of sight) to an antenna on earth

where it is again boosted fo r fur ther onward
transmission. During its journey from the
satellite, the signal can be affected by rain,
cloud and other obstructions such as
mountains and big buildings. Because of this
the signal can lose power, enco nter degrada·
tion, be reflected etc, that is wh filters ,

amplifiers , and circuits that clean up thesignal
are always used. To direct a pulsed micro­
waveat aperson, from asatellite ,
many factors would have to be considered,
these include, the integrity and stability ot the
transmission, maintained accuracy and
isolatio nof the target. selective isolation in

Adapted EC·130E • Psychological Operations aircraft Commando Solo

crowds, and constant signal strength through
various buildings that the person may enter.
Eve nif it were possible it would be amazingly
cost prohibitive, compared for example, to
using anearby building or vehiclefor such
undertakings. However, satellite can play a
role in mind control technology, for example
withtele vision transmission. This brings us to
item4, tele vision and radio transmission.

4. TELEVISION/RADIO: Television signals
reachthe consumer, either by cable, te rres ­
trial, or satellite broadcasting. The process is
sophisticate d, so simply directing a modulated
microwave mind control signal at the TV aerial
of ahouse , will most likely only cause
interference to their television screen.
Howe ver, Silent Sound (sometimes called s·
squad or squad) technology lends itself to
these media. This innovation has been
mentioned in previous articles. It is now
possible to replicatebrainwave patterns that
relate to specific emotions, whichare fed
through 'super computers'. These patterns
can then be used directly, or sto red in a
retrieval systemuntil required. They can be
modulated by way of acarrier wave, and
integrated intoa radio or television pro­
grammes sound arrangement. »-

,
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Solo

Without being boring, I will
outlinesomebasics in the
processof television trans­
mission. Acarrier wavehas
nothing on it, when informa­

tion is added, thewave is said to bemodu­
lated, this is how data is transmitted. Beforeit
is sent, thewave is encoded andoften
compressed. Thesignal is initially electrical
and is transmitted through an aerial, at which
point is travels throughthe air as electromag­
netic waves. Thesewaves arepicked upby a
matched aerial (liketheone onyour root) to
thereceiver, where they again become
electrical. Thereceiver decodes, demodulates
and expands the signal , which is translated
into your television pictureand sound.

in mission. In 1990-91, Commando Solo was
deployed to Saudi Arabiaand Turkey in support of
operations Desert Shieldand Desert Storm. Its
missions included broadcasting the "Voiceof the
Gulf- andother highly successful programmes
intended to convinceIraqi soldiers to surrender.

In 1994, CommandoSolo was used to broadcast
radio andTV messages to the citizens and leaders of
Haiti during Operation Uphold Democracy. President
Jean-BertrandAristidewas featured in these
broadcasts, whichcontributed to the orderly transition
frommilitary ruleto democracy.

he EC-1 3OJ Commando Solo is a
specially-modified four-engine
Hercules transport that conducts
information operations, psychological
operations and civil affairs broadcasts

in AM, FM, HF, TV and military communications
bands, Atypical missionconsists of asingle-ship
orbit offset fromthe desired target aodlenca - either
military or civilian personnel. TheEC·130SJ Super J
conducts special operations forces missions
including military free fall , which includes bothhigh
altitude, low opening and high anitude, high opening
missions.Theaircraft also conducts joint precision
aerial delivery system, container delivery system and
psychological operations leaflet drops.

EC- 130~ Command

FEATURES

The Air ForceSpecial Operations Command's 193rd
Special Operations Wing has total responsibility for
the Commando Solo and CommandoSolo Super J
missions.

Many modifications havebeenmade to the aircraft.
These include enhancednavigation systems, self­
protection equipment, air refuellingand thecapability
of broadcastinganalog radioand analog colour TV on
all worldwidestandards.

The best way to add any subliminal material to
anexisting programme is at thesource, inthis
case thetelevision studio. Of course that may
beatad obvious, but there is an alternative.
The programmecanbeintercepted, havethe
signal added correctly, andthen be re­
transmitted almost at the same timeas the
original programme. In this case therogue
transmissionwould haveto beso strongthat
it wiped out theoriginal signal, much likethe
cuckoo, that substitutes its eggs inanother
birds nest, whiletheunwitting bird bringsthe
hatched eggs upas its own. Therefore , if a

If any ot theingredients in thelast paragraph
are out of phase it will havean adverseeffect
on theresu lt. Quitesimply, using any old
modulated signal is likeputting diesel in the
tank of avehicle that runs on petro l. Once it
goes through theengines systemthewhole
thing will seizeup. In thesame way, the
television tuner will not process theinforma­
tioncorrectly.

In 2003, the Commando Solo was deployed to the
Middle East in support of OperationIraqi Freedom.
Theunit has also deployed in 2005, 2007 and2009
to the MiddleEast in support of overseas contingency
operations.

Continuing its tradition, in 1997 the 193rd SOW and
Commando Solo supported the United Nations'
Operation Joint Guard with radio and TV broadcasts
over Bosnia-Herzegovina in support of stabilisation
forcesoperations. In 1998, theunit and its aircraft
participated in Operation Desert Thunder, adeploy­
ment to Southwest Asia to convince Iraq to comply
with UN Security Council resolutions. The Commando
Solo was againsent into action in 1999 insupport of
Operation Allied Force. Theaircraft was tasked to
broadcast radio and television into Kosovo to prevent
ethnic cleansing and assist in the expulsion of the
Serbs from the region. In2001, theCommando Solo
aircraft broadcasted messages to the local Afghan
population and Ialiban soldiers duringOperation
Enduring Freedom.

--

Theairborne radio and television broadcast mission
originated in the mid-1960s withthe EC-121 (known
as Coronet Solo) .Themission rater transdionedto the
EC-130E (1980) andeventually to theEC -13QJ and
Super J (2004). Soon afterthe 193rdSOWreceived
EC-130s, theAirNational Guard unit participated in
the rescueof American citizens in Operation Urgent
Fury in 1983. Then known as Volant Solo, the aircraft
acted as anairborne radio station, keeping the
citizens of Grenada informedabout the US military
action. Several years later in 1989, Volant Solo was
instrumental in the success of coordinated psycho­
logical operations inOperation Just Cause. During this
mission it broadcast throughout the initial phases of
the operation, helping to end the Noriegaregime.

In 1990, the 193rd joined the newly formedAir Force
Special Operations Command, and the wing's aircraft
wereredesignated Commando Solo, with no change

<,

BACKGROUND
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DIRECTLY
INTRODUCING
A MODULATED

81GNAL THROUGH
THE ARIEL OR

DI8H

Sometimes it is hard to keep up with develop­
ing technology, but it is always as well to
remember that wild speculationoften mas ks
the importance of advanc es in this field .

© MIKE FINN 2011

ogy is also being used by anumber of other
major nations.

• tn the next edition 01 Eye Spy, Mike Finn
looks at the cell phone in terms 01 applied
science in mind control.

IT IS I"OSSIBLE TO INTERCEPT
THE TV SIGNAL· ADD SILENT
SOUND . THEN RE-TRANSMIT
THE SIGNAL. WITHIN SECONDS

•

Carolina, being
tailor made for the
specific task in
hand.

Commando Solo
has a ran ge of
2,100 miles and is
air refuel-able, it
can fly at maximum
altitudes. The
updated version of
this alrcratt. the EC­
130J is now in
operation. Both
types of aircraft are
assigned to the
193rdSpecial
Operations Wingof
the Pennsylvania
National Guard in
Harrisburg.

Among the
aircraft's many
missions are Desert
Storm, Iraq 1991:
Southern watcn. Iraq 1992: Allied forces,
Serbi a, 1999: Enduring Freedom, Afghanistan
2001: Iraqi Freedom, 2003. Its humanitarian
missions include the1994 earthquakes in
Haiti , wherepublic announcements were
broadcast to help victims of thedisaste r. On
the ground, vehicles such as the High Mobility
Multi-purpose Wheeled Vehicle (HMMWV)
serve a similar purpose. Amobile Radio and
Tele visionbroadcasting unit refe rred to as
Special Operations Media Systern-B (SOMS-B
) has been deployed for anumber of PSYOP
assignments It is fair to add that this technol-

Silent Sound modulated carrier wave is to be
introduced, it must bewithin the original
transmission (or as explained above) , in order
to be accepted through the aerial and televi­
sion. The reci pients watching television will
have no idea they are watching a slightly
delayed programme and the Silent Sound
message can do its work. Of course, if only
one person is targeted, there are many
channels, and noway of knowing how many
are in the room watching theprogramme.
Nevertheless, this technology can target an
individual houseor awholearea.

In principlethe viability of the abo ve may be
reflected in America's use of the Psychologi ­
cal Operations aircraft Commando Solo. This
EC-130E (and now the EC-1 30J) airc raft is a
plattorrn trom which broadcasts with UHFand
VHF television, AM or FM radio can be
transmitted onany frequency, it also has the
capability to takeouvneutrallse any other
broadcast and replace it with its own. The
plane is amodified C-130 Hercules whose
prime purpose is Psychological Operations
(PSYOP) broadcasts. Thesearedeveloped by
the US Army's 4th Psychological Operations
Group (Ai rbo rne) at Fort Bragg, North

The best way to add any subliminal
materiat to an existing programme is

at the source
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US soldiers lrom the Army's 350th Tactical
Psychologicaloperalions, 10th Mounlwn
oivision drop leaflets in Iraq to promote tne
concept 01 self-government to villagers
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ttleory that the second party was acolleague;
ttlat ttlebodywas discovered muchsooner and
acraftedplot created to conceal the affair; that
theentire Kseedy backqround" of Williams
hastily introducedtohelp divert attentionaway
fromhis important rolewith M16.

Therearepertinent questions still to beasked,
not least thespeedinwhichdetailed and
scurrilousstories about his personal lifewere
leakedto the press. This is one reason,
amongst many, perhaps, that the coroner has
suspendedthe inquest indefinitely. Such finite
detail canonly havecomefrom aperson or
persons workingonttlecase. That personal

© SNAPPERJACK OF LONDON
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friend, an associateor even a colleague ­
participatinginasexual event mat tragically
went wrong. Heor she panickedandfledthe
scene. but it's likely afingerprint or two would
have beenleft. Thosewho reject this theory
point out mat noneof Gareth's cell phones
carried ttlis "friend'sname- otherwisettley
wouldhave beentraced. But let's not forget.
Williams waswell placed and seemingly
experiencedenough to useapseudonymand
other identities. so I don't think we should read
toomuchintothis. If an MIGman or woman
wants to use acover nameand/or other
rnemods toconceal associates andcontact
numbersoncell phones, then thereare

methodstodo so.Thename01 Ihe
secondparty may well havebeen onthe
phones, but untraceableor unidentified.
This is oftenhowthe business is. Other
investigatorscontinue toworkonthe

Speculation remains rife regardingmedeattl of
Garettl Williams. but merehas beenadefinite
~mell owing- of sensational reporting. I can
reveal mat police and forensic specialists find it
dlfficuli (thoughnot impossible) to believe
Williams was DlaceCl in me bag unconscious. ~ It

would havebeen extremely difficult for anyone
to squeezeGarettl in me bag in me manner in
wtacn he was tound." said our source. Indeed,
ttlere was no room whatsoever in me bag. Thus
it is likely hefound his way inmere via his own
volitionor was forced to climb inside. Either
way, once insideasecondpersonor persons
thenclosed thebagandfastened the lock.
Escapewithout external assistance was now
impossible.

68

Therehasbeen speculationthat becausethe
unidentified party has never been traced, ttlis
lends itself to the "prctessicnal killer" theory.
However, theperson[s] couldhave been a

efoundtne statement issued
by DetectiveChief Inspector
JackieSebire on 15February
2010, interesting. This was
theday onwhichthe inquest

intotne deattl of GarethWilliams should have
opened. NSYhave all but givenuphope of
tracingthe ~Med iterranean couple" • but ttlis
wasunlikely tohappenanyway. Perhapsmore
revealing isthefact that she disclosed more
forensic tests arestill beingprocessed. Alsoof
interest, 40 MI6andGCHQintell igencestaff
havebeen interviewedby investigators from
two separateunits- oneconnectedtoCounter
Terrorist Command, theother Homicide.
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yeSpy sources say detectives found
two x two tickets in his flat for events
at Vauxhall's popular Royal Vauxhall

Tavern (often reterred to as the 'RVT') - which
is situatedvirtually next to MI6 headquarters.
Thesewere for an event believed to be dated
30 August and aweek thereatter.

spart of its wider investi gation, NSY detectivesvisited
several ealing and drinking establishmenls in the
Holland Parkarea - all withinwalkingdistance of
Alderney Street. Soon they discoveredWill iamswasa

frequent visitor to the Patisserie Valerie. Herehe enjoyedacoffee wh ilst
catchingup withthe news on his laptop. Employees ol lhe coffee shop
explained he wouldoften be joinedbyaman and awomandescribedas
being in their early thirties. Intelligence watchers initially related these
commentstoastatement releasedby the Yard, inwhichaspokesman
said theywere interested in finding "twopersons- aman and awomanof
Mediterraneanappearancewhohad visited Williams flat in late July or
early August... " (see e-fits).

Adetective said the information wasunrelated as Will iams' "cafe friends"
did not appear Mediterranean. However, on most occasions the couple
did not slopfor adrink, andspent [ust afewminutes with the MI6 man
eachtime theymet. Thishas led to lu rther speculation theywerehis
"agent handlers".

It should benotedthat throughout his stay inPimlico,Williams wasalso
seen inother cates inthearea - usually between 1OOOam and 1.00pm.

Forensic and other tests continue a full six months after
Gareth Williams body was discovered by MiS and MIG officers

Eye Spy researchers discoveredthe event that
took placeon 30 August was called a"sports
day". Not your typical "sports day" of course,
but nonetheless, thecharity extravaganza
raised over £8 ,000 for good causes on that
day. This was also aholiday weekend.

Thesecond set of tickets (il confirmed) was
lor the venue's popular Monday night bingo
sessions.

The Vauxhall area plays host to anumber 01
gay bars and is very popular with the city's gay
community but they are used by everyone.

"! Despiteextensive enquiries thereexists but
one, perhaps two tenuous sightings of
Williams in such venues, incl ud ing the
BarCode - which is afew minutes walk from
the RVT.

We believe it is improbablehadWill iams been
a reqular visltor to the RVT, this would not have
beendiscovered by detectives.

Tickets tor thevenue can be purchasedon­
line, but thequestion remains, who was the
intended recipient of the second ticket?

PV IN ELL N ~ A A IN

informationfrom Williamscell phone[s], MI6
apartment and social surroundings was
delivered by way of a "removal firm" (see
sidebar) to thewider media, so soonafter his
death was reported, gives risetosuspicion.
Even in"general" suspicious deathevents this
type of information isusually consideredcritical
until suchtime as it is deemed necessary to
impart the facts to thepublic via apress
conference, or whenthe caseis nearing a
satisfactoryconc lusion. At thevery least it is
examinedindetail and investigated thoroughly.
Thepolice hadbarely startedtosilt throughthe
flat whenaflood of information startedto
emerqe - includingWilliams employment with
MI6andGCHQ and theexposing of aService
residence.

Williams was no "ordinary" victim. Hewasan
intelligence man livinginareausedby MI6 and
other security organisations.Thismakes the
quick releaseof personal informationand his
employment status evenmore baffling.

Is it unusual for anMI6employee tovisit oneof
the most prominent "alternative" gayvenues in
London?The Royal Vauxhall Tavern hosts
eventssevennightsaweek, somemorerisque

g+9+9iSePzzl +qjbllg9SgQ==

thanothers, but it is only alewhundred yards
fromthe Service's headquarters.

Those who
work inthe
industry have
toldEyeSpy
that thecase
may well
proveto be
"oneof
those" that is
never
satisfactorily .
explained, nor Dr DaVid Kelly
closed. Alittleliketheaffai r involvingweapons
scientist Doctor David Kelly. All interesting stuff,
but purespeculation. For legal reasons let's wait
for more information to emerge fromthose
best-placed intheindustry to find out - New
ScotlandYard and M15. But is thedeathof
GarethWilliams strange?Yes of course it is.

• EyeSpy canreveal that three major UK
televisioncompanies areworking ondocumen­
taries surrounding the death of GarethWilliams,
described as awell-liked individual anda
brilliant electronic codes analyst. ~
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may not have been deep enough (if one
assumes the bag was placed bottom-down) ,
An average bath is around 14 inches deep
thus Williams face, in all probability would
have been above the water line - and ot
course, the overflow would probably have
come uto force, If the bag was side-on, then
this would be a different matter - though NSY
are quite rightly holding back this key
intormation for future Investigation purposes,

Relevant to the investigation and entry to flat 4
are comments made by lead NSY Detective
Chief Inspector Jacqueline Sebire. "If he was
alive, he got into it voluntarily (the bag] or, if not,
he was unconscious and placed in the bag."
She continued: "Gareth was a private individual.
We know he would not have given his keys to
anyone other than his close family. I am asking
this man or woman or anyone who recognise
them to come forward and assist us."

F
or the sake of clarity and accuracy, it
should be emphasised that the "mystery
coup le" who the po lice want to question
visited 36 Alderney Street at the end of

June or early July. A resident said they were
there to see a person with a name sounding like
"Pier Paolo", this was instantly associated to the
controversial Italian film director Pier Paolo
Pasoliru. Pasolini was notorious for his film
based on the book The 120 Days of Soddom by
Donatlen Alphonse Francois. It has since
transpired , the couple, after failing to get a
response from flat 4, d id eventually alert the
female occupant of another flat in the bui lding.
They said they were there to visit flat 4, and had
been given a key by "Pier Paolo". As far as
detectives are concerned , the couple entered
the apartment and the resident d id not see them
leave.

•

The theory that the bag was to be engulfed in
water, thus drowning Williams, has been
examined by NSY However, even if one
ignores the fact that Williams would probably
have suffocated before drowning, the bath

Eye Spy has learned that the genesis for this
inaccurate story was probab ly based on the
assumption that occasionally corpses - the
victims of criminality - are sometimes placed
in the bath and then gruesomely cut up,
placed in a bag or binliner, and then removed.

ome 18 hours after the body of Gareth
Williams was discovered, joumelists
outside the flat started to fi le reports to
their editors concerning "stab

wounds" and "dismemberment"

THE BATH CLUE
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Two investigative journalists are also probingthe
theory that Williams' death is linked to the 2010
Stuxnet attack which disaoled Iran's Busnenr
nuclear reactor. There is also areport that claims
his homeagency (GCHQ) has erected aplaque in
his honour. Analysts believe this too is odd. As with
any major company employing thousands of
workers, asmall number inevitably pass away each
year during the course of employment- are they too
"honoured"?Aparallel has been drawn with the
memorial wall at theCIA's Langley headquarters
where only those who perish on active operations
are remembered. In this case witha single
unmarked star. Andfor the Chief of MI6 to publicly
attend his funeral.. . this too is another unprec- '!'

e entad action. .

areth Williams, who may have been
working onacyoer countermeasures'
programme, will undoubtedly have been
briefed onthe type of guest or friend he

was allowed to entertain at the apartment.
Discretion is essential. Thefact that the ' visitors"
have still not been traced, has led to speculation
within the wider intelligence community, that they
wereadversaries, associates or part of his work
sphere rather than simply "ships in the night".

THEORIES AND CLUES
Ships in the night or aservice link?
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EYE SPY SPECIAL

intelligence threads of
PIER PAOLO PASOLINI Pier Paolo Pasolini

Pino Pelosi
pictured at
the time of
his arrest

PelOSi 'S version is to bebelieved,
that Pasolini had learned the truth
andhis expose, skilfully penned in
his book, would be uncomfortable
for many in power. And as afootnote
to the deathof Mattei, it's worth
reading the"casualty list" which
then followed as several high-profile
figures linkedto the case were
subsequently murdered.

Sergio Gitti believes the killers of
Pasolini may havestolen something
of great value fromhis friend - a

Nevertheless, Pelosi's newstoryline
prompted much discussion and
further research, includinga
suggestion that premier Silvio
aeruscors reopenthe case. In the
end, Police found there was
insufficient evidence to open a new
investigation into Pasolini 's death,
andthus ended any possibility of
learning just exactly who was behind
the kill ing on the Rome beach.

Pasolini was kil led because he was writing a novel
which was simply "t oo near" the truth. This

concerned government corruption and assassination.
Unlike t he polit ical thriller, The Pelican Brief, where
an aut hor wrot e an imaginary t ale of government
mischief and deceit, which t urned out t o be t rue,
Pasolini knew exact ly what had transpired. And so
dark forces in Italy conspired t o stop his research

appearing in print - at least according t o some
Italians who are old enough t o remember. To trap

him, they stole a number of fini shed
sequences from his f ilm - Salo

crash whilst flyingfromScicily to
Milan.Therewere only two other
people on board, his pilot, Imerio
Bertuzzi, and TimeLifeRome Bureau
Ghief - US national William McHale.
Mattei was responsiblefor reorgan­
ising ahost of sensitive government
issues, not least part of the
petroleum industry and the
distribution of oil wealth. McHale's
presence was an indication that his
work was incredibly important and
had international implications.
Investigators originally said bad
weather caused the crash , but after
it was learned valuable evidence,
includingfl ight instruments were
destroyed instantly in abath of ac id,
there was much scepticism. Thirty
years later journalists started to
probe again, and in 1995 the bodies
of the three dead men were
exhumed. Forensic specialists
discovered tinymetal fragments
throughout the skeletons - aprime
indicator they were forced into the
bone by an explosion. Eye Spy's
Italianintell igencesources say the
aircraft was almost certainly blown­
up by abomb.Thoughformer chief
of the SISMI (Italian Intelligence).
Admiral Fulvio Martin, once claimed
the aircraft, a jet-powered Morane­
Saulnier MS-760 Paris, was shot
down. Either way, it's certain, if

fellow filmdirector, thebrilliant
Sergio GittL He remarked that Pelosi
was just a boy, and that he was
used as bait by aprofessional gang
- who then subsequently blamed
him. Gitti , who died in2005,
believed Pasolini was murdered
elsewhere and his body dumped on
the beach. "It was politically
motivated and organised by
respectable people" Gitti remarked.

Film poster of 8a10

In 2008, Pelosi went further, adding
reason to Pasolini's killing. The
director was allegedly writing a
novel (Pe/mlio) that alludedto an
incident in October 1962 concerning
the death of Italian politician Enrico
Mattei. Mattei died inan aeroplane

ler Paolo Pasollni was
murdered in Ostia,
Rome in November
1975. He was run
over several times by
Pino 'Giuseppe'
Pelosi , a17-year-old

man who had stolen his vehicle.
Pelosi was subsequently jailedfor
nineyears for the crime. However,
speaking to an Italiandocumentary
maker in2005 (Roberto Torre).
Pelosi retracted his admission and
claimed Pasoli ni was assassinated,
the result of asevere beating by
three individuals on the orders of
"political conspirators" . At the time,
a number of officials pointed the
finger of blame towards factions in
the homosexual underworld,
sceptics claimed government or
opposition forces were responsible.

Some of Pelosi's allegations were
supported by Pasolini 's friend and

i:5 ;...--
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PROPAGANDA DUE, Some researchers say former notable members,
(allegedly and according to this document!) include Silvio Berlusconi

, :'. .

Perhaps relevant to themurder of Pasolini and
drawn from intelligence and policesources, is
the delunct shadowy ItalianMasonic oudlt
known as 'PropagandaDue' or P2.

g+9+9iSePzz] +'1jbug9SgQ=

It should be noted that whilst openly gay,
Pasolini rarely dean with thesubject in any of
his fi lms. His views, thoughlett-driven and
controversial , werepowerful and often
thought-provoking. Besides hiswor!< in film,
Pasolini's talents in thearts, journalism,
politics and philosophy wererecognised by
his peers and critics alike.

• •

P2 was allegedly involved with numerous
assassinations and crimes, perhaps the most
famousot which occurred in London in 1982,
when Roberto Calvi, dubbed 'God's Banker'
was found hanging under Blackiriars Bridge.
Calvi was implicated inArgentina's quest for
weaponry inIheFalkland's War. Thereare
many journalists in Italy who blameP2 lor the
murder of Pasolini and claim it had threads to
the very highest offices of theSISMI.

P2 - PROPAGANDA DUE
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Pmo Pelosi
today ­

pictured in a
recent video
clip . Pelosi

says Pasolini
was killed

because of his
research
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number of canisters containing rolls of film
from his movie - Salo (The 120 Days 01
Sodom) - which heco-wrote andwas madein
1975. Pasol ini had just returnedtrom Stock­
holmand appears tohavecooperated withthe
thieves - described as "extonlcnlsts" and
agreed to meet their demands in return for the
film reels. Hisdeathcame iust weeks betore
thepicture was released.
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researchers noticedthat the animal could
differentiate betweenvarious metals, push
objects great distances, and even placeitems
against the hull of target vessels . Atop secret
CIA researchproject based off thecoast of
Floridawas initiated, one that was maskedunder
the guiseof alengthy research programmerun
by the country's Bureauof MarineFisheries.
Therewas an obvious parting of the ways in the
research efforts of the CIA and US Navy, but
bothorganisations recognised that thedolphin
opened up anarray of possibilities,

/

Experiments were started which involved
dolphins following sonar beamstodesignated
targets. Intime, it is believed some dolphins
actually performed intelligence gatheringagainst
Soviet shipping and military vessels, including
submarines. Various research programmes
culminated in asmall number of dolphins being
deployed aroundtheworld, including Scotland.
Their tasks were numerous, and kept quite
secret. However, over the years information has
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Soonthescientific armof the CIAtook an
interest intheUSNavy endeavours, this after

l".,

At the sametime as theCIAwasoutfitting
Acoustic Kitty, afar more serious project was
being researched in conjunction with US Navy
Intelligence,This involvedthat most intelligent
mammal - thedolphin. Thenaval research
programmebegan in 1960, with the acq uisition
of aPacific wh ite-sided dolphin for hydrody­
namic studies. As theyears progressed, andthe
tests became moreadvanced, scientists were
astounded by sonar experiments that revealed
the dolphins uniqueability to detect and search
out objects acoustically, One report says that a
dolphinmanaged todetect asphere aroundthree
inches in diameter from adistance of 600ft in
total darkness, Their inherent friendliness to
interact with humans and the ease in whichthey
could be trained made themideal candidates for
performing underwater operations.

Some CIA personnel havespoken about
Acoustic Kitty, describing the experiment as
"monstrous", But by purecoincidence in 1966, a
UK film entilled 'Spy WithaCold Nose' was
madefeaturing a "wired-up" bulldog. The animal
was intended as agift for Moscow, thus allowing
British Intelligenceto eavesdrop on the Russians!

And for the record, other releasedCIAfiles show
that theDirectorateof Science and Technology
alsoconsidered "exploding seashells" to
assassinate Cuban leader Fidel Castro: this
amongst dozens of projected plots to remove the
Russian-friendly communist.

•
on slDn en

ESPIONAGE AND ANIMALS
Continued Irom page 19

_ Thecat was
eventually driven
toapark near
Wisconsin Avenue
in WashingtonDC,
whereagents
posed as KGB
adversaries and a
teamassembledto

capture theconversation. Unfortunately thecat
ran off and was run over by ataxi.
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vessels have beendamaged or destroyed, of
whichmines account for 14. Today, USNavy
Dolphins are employed in threecountermeas­
ures' systems (mine hunting systems) code­
named MK4, MK7 andMK8. Each programme is
different andengages dolphins to perform
various tasks. Thedolphinwaits for acue before
enteringa specific stretch of water and searches
for mines using its biological sonar (echo­
locates) . Aseries of 'clicks' areemittedthat
bounceoff the object and are sent backto the
dolphin. Amazingly, thedolphin creates a mental
imageof the object, mine, debris etc. and is

trained to givea response.
A navy handler then sends

the dolphin back tothe
scene wherethe target can
bemarked, thus allowing
ships to avoid the area; or
navy bomb specialists can be

sent in to deal with the mine
properly.

)0-

Since their early research efforts in the1960s,
USscientists have discovered that the
biological radar of dolphins, called echo­
location, allows active sea mines to be
located and removed safely. Mine
warfarehas been aconstant problem
for theUSNavy for decades,
especially whenyouexamine the
facts. Since 1950, 19 major

Mine Hunting, Force Protection, Object Recovery,
Fleet Support and Deployments.

preservation.TheUSNavy MarineMammal
Programme (NMMP) is an excellent example.
Part of SPAWAR's Bioscience Division, the
NMMP is amulti-facetedprogrammethat
involves avariety of highly intelligence marine life
workingalongside humans in defensiveand
safety operations. Included in theresearchare
creatures as diverseas Killer Whales andGrey
seals, but all have distinct skills, fromtarget
detection to sound production. Within the NMMp,
there are various elements, but the five primary
challenges are :

SPAWAR

Fast-forwardto the present day, anddolphins are
used even morefrequently bymilitary and civil
maritimeorganisations. However, thereis much
more care in their use, and agencies such as
SPAWARarecommittedto their well-beingand

been acquired about several projects, including
one whichinvolved thedetection of sunken
shipping and apotentially deadly nuclear
warhead that had gone astray.

That the Sovietsdidn't examinethe potential of
dolphins is untrue. Moscow embarked on
countermeasures andthereis afairly convincing
account whereby some dolphins and whales
werekilledbecause it was fearedthey were
involved withespionage.

US military personnel prepare
a CAPTOR (enCAP sulated
TOR pedo) Mk 60 ant i­
submarine deep water mine.
The device was the US Navy's
preferred standard ant i­
submarine mine during the
Cold War and was sufficiently
advanced to differentiate the
acoustic signature of a sh ip
and submarine. Launched by
aircraft, submarine or surface
boat, the mine would sink and
anchor itself to the sea bed.
As an enemy su b marine
pas sed o ver the d evi ce ,
CAPTOR's passive radar sonar

wou ld detect it and release a t::;;;;:~:",,---J
torpedo which would then
track the sound wave - until it
made contact with the hull ,
subsequently exploding .

CAPTOR



D
uring the first two decades of the 'space race', both the Soviets and the United
States used monkeys in many lest flights. The first monkey to reach outer-space
was called Albert. He was launched inside a US variant of Germany's V-2 rocket

in June 1948. A year later 'Albert II' (above left) was sent into space

... ..--:

© DEREK RAMSEY

CIA K·9 CO RPS

Dogs are not an uncommon sight in theworld of
security. Fromairports to crowd control and
managing protests etc., suchanimals have
proven an effectiveally. However, some highly
secret organisations havecan ineunits that could
be described as a little special. Perhaps themost
widely knownpublic unit belongs to the CIA,
though we arenot privy to all of its functions. It
is said the unit was establishedabout 20 years
ago, this after aperceived threat that its l angley
headquarters could betargeted.TheK-9 Corps.
is predominantly for security only (explosives,
weapons searches) and eachdogreceives about
threemonths of intense training. There is a
suggestionthat the CIA out-sources thetraining
to specialists at theUS Air ForceBase­
l ackland.

However, it's not a secret that the CIAuse
specialist dogs inavariety of covert operations.
This includes surveillanceand counter-surveil­
lanceoperations. Faced with adifficun target,
and just liketheir counterparts in theUKand
Russia (KGB). theCIA may op110 use aspecial

programmes. Perhaps their best known action in
recent times, was the clearance of mines by
Bottlenosedolphins surrounding the port of
UmmOuasr in southern Iraq. This operation was
overseen by USNavy SEALs.

for counter-measures purposes that so intrigues.
EyeSpy understands anumber of programmes
areon-going involving theuse of dolphinsto act
as sentry's at anumber of secret
locations, andperhaps more relevant,
as trained watchers in counter­
terrorist and organised crime
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THE REAL PIONEERS OF
SPACE TRAVEL

In 1959. another test monkey called Sam was Ilown 10 a height at 55 miles by NASA on
'little Joe 2', as part of the ground-breaking Mercury programme. Also In that year,
NASA successfully launched and then returned 10 Earth - Able - a Rhesus monkey
Able, along with the original mechanism that allowed the animal to survive colossal
speeds, is still on display at the National Air and Space Museum (above right),

Similarly, as part of the MK5QuickFind system,
thenavy has even trained sealions to recover
objects fromtheocean, locatevehicles fromthe
bed of a lake, and helped in asimulated
operationto recover submerged victims
(dummies) from an aeroplanecrash.

Yet in respect of this feature, it is the useof such
creatures to assist in intelligence gathering and

SPAWARuses other mammals and birds in
various programmes, each care fully overseen by
scientists and afull-timestaff of veterinary
technicians andbiologists who ensure theproper
care and attention of themammals. Another
programmewhich couldhelp in air sea rescue
has also been created. This involves birds which
help in the search of downed aircraft and pilots.
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Reliable and flexible detection lechnology

Hypersensitive,
adaptive sensors

oncethemice havebeencarefully trained, and
there areanumber of safety measures. Research­
ers hope that the system will oneday be tested in
an airport, though aprevioustest at aTel Aviv
shopping centre provided some interesting data. In
201 0, 1,000 people walked through themachine;
the mice triggered an alarm and 22 wereidentified
carrying fake explosives.

Theuse of dogs as couriers is also well
documented, especially theBouvier Des Plandres
breed. In WWII they served theunderground
Resistance particularly well in Franceand
Belgium. Recognising the an imals were a
"menace", Hitler allegedly demanded that onebe
captured and examined it personally. There is a
story which suggests that one dog - from this
cattle herding breed - actually bit Hitler on the
hand! Thereafter the 'fuhrer' ordered such dogs
beshot on sight. Thankfully, several owners hid
the dogs and after the war they werere­
established. The Belgian Government, recognis­
ing the immense contribution of the animal, then
erected a statue in its honour, as well as issuing
astamp featuring the breed.

Thefirm says: "Biofxplorers systems are based
oncombining the hyper-sensitive olfactory
capability of rodents with the care-free reliability of
ahi-tech machine system."

Of coursethe firmare not the first to consider
using rodentsto 'sniff out' those intent on
smuggling unwanted items onto aircraft, but it
seems this time, things might bea little more
interesting. BioExplorers believemice, with alittle
assistance in the way of atraining course, can be
moreaccurate than dogs, pat downs and X-rays.

MICE AND AIRPORT SECURITY
Researchers continue quest for ultimate scanner

Amachinewhich resemblesa scanner, hosts three
cartridges containing eight mice in each device.
Wor1<ing infour-hour shifts , the rodentscantrigger
an alarm if they detect odours - drugs or
explosives. Thesetasks are of courseperformed

A
n lsraet-based company - BioExplorers
has been in the news of late - witha
counter-measures device that just

might send shudders through theoffices of those
producers of hugely expensive bomb and drug
hunting detectors... mice.

The British are far more secretive intheir
deployment of animals in an intell igence theatre.

,---------------------------l~
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Minute GPS trackers and receivers

IMAGE COMPOSITE BELOW
Far left to right: Ringing a European
Serin; A wolf in Yellowstone National

Park carries a radio collar; A Monarch
butterfly with an identification tag ;
SeaTag tracking device for a turtle

liquid that has been created that can be covertly
sprayed onto clothes. Thedog has the ability to
trace the scent over longdistances and through
buildings etc. This is particularly useful if the
target enters a multi-storey building with
numerous flats, or is located in adense
woodland with various exits. MIS refer to this
liquid as 'Tag Spray '.

For the record, humans can't smell it or see it­
but atrained dogcan!
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Resistance fighters and
agents used dogs of the

Bouvier Des Flandres breed
as 'agent runners' which
resulted in an order from

Berlin to kill them...

E E PY T I Nc..; MA Al iNE

Tales of animals, insects and their usein security
and espionageare plentiful, but some are not
without merit or foundation, includingthewartime
(WWII) USWar Department researchproject that
involvedthe useof thousands of trained "suiclde
bats". The plan was the bats would be dropped
over industrial parts of Japan. Other hard-to­
confirmreports areof crickets being usedto
sense andwarn of an approaching land army; a
strategically placed parrot that remembered and
mimicked conversations, includingproject
names; Israelis releasing "poison-resistant" rats
intheold city of Jerusalem.

But perhaps theawardfor the most bizarre story
must gototheeditorial of theChinesePeople's
Daily. Herea journalist suggested the Talibanwere
training macaques in theart of firing automatic
weapons at USforces. Small wonder, therefore,
with suchacatalogueof intriguing stories (and
there are lots more), that when avulturede­
scended fromtheskies over Saudi Arabia
carrying afairly advanced pieceof equipment
around its neck, that apoliceofficer decided to
take asecond look.. .

MIG officers really did use a mouse to
solve a bugging problem!

"From theoutside, a beebomb-detection unit in
practicewould look likea plain box with afew air
holes, perhaps stationed outside an aeroplane
entrance ramp or trainplatform. Strapped into
straw-like tubes withinthebox... rows of bees
would be exposed to puffs of air, constantly
checkingfor faint bomb smells. Avideocamera
tiedto pattern-recognition software would signal
when thebees suddenly start waving their
proboscises inunison."

Of course it's well knownthat theMI6 code­
breaking station at Bletchley Park had its own
pigeon section, and that theWWII SOE planned
toblow-upNazis using rats, but little elseis
known. That's not to say it never happens. Inthe
1980s, faced withthe difficult task of threading
anelectrical lineth rough amazy cavity wall, MI6
officers improvised.They sprayeda Iiquified
scent down the holewhich was of much likingto
amouse. Before setting off onits journey down
thehole, theofficers attachedawire around its
body. Wewon't go into therest of thestory,
suffice to say thewire was attachedto some­
thing else!

Even smaller creatures
have been
tested in avariety of ways to assist the world' s
intelligenceand security agencies. TheUS
DefenseAdvanced Research Projects Agency
(DARPA) has experimented with the humble
bumble bee, which once properly trained, are
said tobeableto detect explosives. USAToday
reported ontheresearch:
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MiS Director
Jonathan Evans

stopped at Toddington Service stanon for a
drinkand bite 10 eat and were photographed in
aburger bar by an undercover MI5 agent. At
that time MI5 and New ScotlandYard were
working closely to catch Khyam and his team
inan operation known as Crevice. MIS had
already photographed theterror team withat
least one North
American-basedbomb
expert - his namewas
Mohammad Momin
Khawaja. Khawaja
was givenalife
sentence by aCana­
diancourt in2010.

~

Hemost definitely could have identilied Khan
and one 01his fellow cohort ShezhadTanweer.

II wasn't that MI5 did not have Khan on its
Registry · hisnamehadsurfacedbeforeand
hehad even beenphotographed by MI5
su rveillance teamsliaisingwiththe fertiliser
bomb plotters - known by MI5 and New
Scotland Yard as the 'Crawley Mob (CM)' and
headed by Omar Khyam. Oneevening, an MI5
operation triggered inYorkshire resu lted in
Khan andTanweer being followedto London
by mobi le surveillance teamsontheM1
motorway. Followingtheir meetingwilh CM
Khan andTanweer headed back North. They

was poor - very poor - infact it was useless.
Theinformant who was co-operaling with US
and Canadian Intell igencewas Mohammed
Junaidsabar. He knew theBritons from a
previous triptoaterror trainingcampin
Pakistan. Sabar, fortherecord , was aliaison
in the soumof England AQcell involved inthe
lertiliser bomb plot which MI5 had discovered
ayear or so before 7/7.

Givingevidence as 'Witness G', theofficer
wasfrank in hisadmission that a surveillance
photo sent to a 'supergrass' inNorthAmerica

~GN'h' _~'OV
vcr s part 01 the inquests into the

deaths of 52 peopleat the
hands of aterrorisl gang in
London in 2005, the court
hasheard fromagreat

number of key witnesses. Oneof themost
controversial questions that MI5 faced was ­
could theService haveprevented the attack?
Theshort answer is "yes", if il was blessed
wilha tornme-teller's glass ball - and 01
course, huge amounts of intelligence, lotsof
luck andgreater resources. However, plotsare
etten dislurbed, disabled and thwarted by Ihe
removal of central characters . Thus it was
with much astonishment Ihat on 22 February ­
M15's Chiel of Staff to Director-General
JonathanEvans, told the inquest, mat an
opportunity to linkthe7/7 gang leader ­
Mohamed Sidique Khan - wilh an al-Qaida
terror cell was lost - afull two years before the
Londonbombings.

7/7 LONDON BOMBINGS - INQUESTS
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Khan was known to West
Yorkshire Police as this

mugshot shows

commented that MI5 were "unsure
about Babar's bonafides." As for the
imagebeing transposedto mono ­
hesaid he did not know whythe
photographs were not sent incolour
but it woulddepend "whereinthe
world " they were being sent. This
did not please the ac who said ­
"But America is not onthe other
side of the moon."

An excellent MIS surveillance photo of Omar Khyam
(right) ~ the Crawley Mob's known leader, and Canadian

bomb-maker Mohammad Momin Khawaja

for whatever reason it is that by
includingthebackgroundwe are
giving away too muchdetail about
the covert means behind the
observation." But Mr Keith said that
the "informative aspect was entirely
obliterated" and "alittlecare might
not have goneamiss where
proceeding with one of your most
significant sources."

It was a strange business because
the FBI only neededthefacial detail
- it took EyeSpy just five seconds to L __=====:...::::.-_---l
cropeach image ina simple fashion
so that the background would be
impossibleto identity (left).
Similarly, why crop Khan 's face and
alter the data so the grey data
containing details suchas the beard,
are absorbed by black?Tanweer 's
cut-out is evenworse - with the
shape of his nosealtered, the mouth
(above lip-below nosearea)
impossibleto distinguish, and his
'goatee ' beard invisible. Witness 'G'

Witness 'G' explained that theimage
- afirst class detailed colour picture
rated at thehigher end of covertly
taken photos, was authorisedto be
sent to the FBI for identification
purposes by Babar. AmaZingly, the
image had its colour signature
removed, and the worst cut-out and
crop was performed by someone in
M15.

Parts of the image seem deliberately
blurred, for example, thecolour
image showed the words '***elly'
on Tanweer's hat. On the mono
version these simply do not appear.
Is it the result of changing the image
fromcolour to black and white?

More obvious is the removal of the
photo's background which showed
fruit machines. Thecourt heard this
was so MI5 undercover techn iques
were not exposed.

The explanationwas met with much
scepticism - evenfrom the ac.He
told Witness 'G': "I amboundto
observe, if youwill forgive me, one
of my children could have donea
better job of cropping out that
photoqraph." Hethen said there was
no documentation to explain why
the picture was so badly cropped.
TheMI5 officer responded: "My
judgment would be when a
photograph is cropped inthisway

EDITOR'S NOTES: For legal reasons EyeSpy can't comment [yet] about
certainaspects of the imagery - but wewereinformed theimagemay
havebeen changedto mono and thebackground cut-out because.. . the
photo was actually sent viafax. Hadthe backgroundbeenpresent, the
imagewould almost certainly have contained agreat deal of black detail,
possibly running into therest of the image. Indeed, it's highly probablethat
this explains thefacial distortion- thephotographs may not have been
blurreddeliberately - this couldhaveoccurredwhen it was sent via fax.
Someone may have cut away thebackgroundquickly to avoid 'electronic
inking' . As for why Khan's imageis
spliced neatly down themiddle - it
was near theedge of the paper.

This doesn't explainwhy the Service
didn't sendtheoriginal image viae­
mail - far quicker, moreaccurate
and above all, no dataloss if sent
and received property.
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