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An examination of the materials
recovered by US Navy SEALs from

Osama bin-laden 's hideaway in Pakistan
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Admiral Mike Mullen on President Obama 's dec ision to
withdraw significant US armed forces from Afghanistan

"The President's decisions are more aggressiveand incur
more risk than I was originally prepared to accept

Already MI5 is monitoring severai know n terrorists who are shielding behind all sorts of
legislation. It also doesn 't help the situation knowing that several characters are due for release
prior to the Games - some previously involved in airline shoe bomb plots and worse ...

There has also been much debate of late about the US and UK talking to the Taliban in
Afghanistan. I don't think for one moment this has anything to do with seeking a permanent
ceasefire agreeme nt. MI6 and the CIA are engaged in separating the Taliban from al-Oaida - a
most difficult task considering intelligence analysts connected to Eye Spy tell me that the outfits
are "joined at the hip," so to speak. Still, do ing nothing is no longer an option .
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LONDON OLYMPICS 2012 I TALIBANTALKS
There have been a number of counter-terrorist drills in and around the splendid
new Olympic Games stadium and athletes village in London. Some exercises have
been reported upon in the media - a good way to let the folks know al-Qaida and
other terror groups will have a tough time breaching security. However, the real
work is being carried out behind closed doo rs, 'underground' and overseas - a
massive research programme to identify the coord inators and plotters - those
persons MI5 and New Scot land Yard conside r a genuine threat to the Games and

national security. Some will be determined enough to travel to Britain, liaise with terror cells
already embedded here, and take added risks simply to cause mayhem and civilian casualties.
The death of Osama bin-Laden has undoubtedly increased the likelihood of an attack.

Mark Birdsall , Managing Editor

In this edition we have a few features that are relevant to the raid, but one in partic ular exposes a
direct threa d between events in and around Manchester in 2009 and AQC (AI-Qaida Central or
bin-laden) in Abbottabad. Fascinating material that sugges ts the terror group may have had a ce ll
in the UK city for at least eight years - some unidentified members could still be in place. And
there is a sidebar feature regarding an earlier ricin plot and the mur der of a Manchester poli ceman
by an AQ ope rative in 2003. Eye Spy believes all these case files could be connected by a single
terror fixer...

FEATURES 9 . 22, 48

i n te l l ige nce ch oi c e
I

t's been descri bed as the bigg est "treasure
trove" of intelligence yet to be source d from a
sing le location. We are of course talking abo ut

the US Navy SEAL raid on Osama bin-laden's house in
Abbottabad. While bin-laden certa inly protected himself
with added security from the Americans - who for a
decade tried to locate him, he did little to shield his
fellow terrorists in al-Qaida. This is beca use the
intelligence gleaned from his com puters, lap tops, cell
phones, flash drives and other gadgets is leaving officials at Langley open- mouthed . One analyst
told Eye Spy that it will take years to action the material already sourced. However, some leads
are already being followe d by the CIA. Arrests will follow , and we will probably never know where
the intelligence that led to a future 'end game' came from - though we might hazard a guess.
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MI6 AND PSYCHOLOGICAL WARFARE
Britain's Secret Intelligence Service is engaged in a most
unusua l operation to unnerve Colonel Gaddaf i

CIA AND ELECTRONIC INTELLIGENCE
Kevin Coleman examines the intelligence provided for by
Osama bin-laden 's computers, cell phones , flash drives
and more that the CIA are currentl y analys ing following the
US Navy SEAL operation in Abbottabad

EYE SPY PRODUCT REVIEW
A review and spec ial reader offer on a new one-touch high­
quality covert pen recorder

NSA FIELD STATION - TEUFELSBERG
An examination of one of the Cold Wars greatest spy bases
- the NSA Field Station in Berlin

CAMP ARIFJAN AND IRAN SPY NETWORKS
The NSA via a series of intercepts has discovered Iran is
endeavouring to establish spy networ ks across the world ­
this as Tehran claims it has broken a major CIA spy ring

THE MOSSAD'S KENSINGTON TROJAN
A new book claims that a Mossad 'hit team ' was sent to
London to assassinate a Syrian official. In the end , via a
laptop computer, they discovered a secret Syrian nuclear
plant - reason enough to allow their target to live

Iln l MAJOR CQI\JTENTGUIDE
INTELLIGENCE HEROES
Eye Spy salutes three intel peop le who each in their own
way were selfless in their devotion to duty

AL-QAIDA'S LONDON OLYMPIC TARGETS
A top secret report produced by some of the UK's leading
security officials highlights the dangers to the 2012 Games

SURVEILLANCE PHOTOGRAPHY PART III
In this feature surveillance author ity Peter Jenk ins looks at
various camera lenses used by surveillance operators

CELL PHONE ESPIONAGE
A major feature that reveals how it is now possible to
intercept cell phone calls with hardware and a lot of know
how. All the ruses and future technologies examined

SUNATRA DEPLOYED
Paul Beaumo nt reveals the type of equipment used by an
MI6-SAS team in Libya and some of the codewords
exposed in a dar ing night-t ime desert operation

SELLING US SECRETS
How a US Navy man tried to make contac t with Chinese
Intelligence and sell America n secrets

RUSE, COVER AND ACTION
David Hamer reveals the fascinating intelligence history of
a magn ificent house and gardens in Pennsylvania

MIND CONTROL - PART 11
Mike Finn continues his objective series and this time
explores how elect ricity is relevant to mind contro l in the
intelligence cycle

EYE Spy
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herewas much debate
within al-Oalda's
diminishing core about
whoshould take Osama
bin-laden's place as

head. Anumber ofweb sites linked
to the group's 'mediasection'
however, announced that Ayman al­
Zawahiri, 60, was the new leader.
Known inLangley as 'thewarm-up
man', because inearly AQ video
tapes he always appeared before

bin-Laden, al-Zawahiri has promised
toavenge OB~s death and
"reinvigorate" the group's followers.

The CIA, whilst recognising al­
Zawahiri may not command the sort
ofrespect his predecessor had, is
concerned that he may tryand "put
on aspectacular" forhis followers ­
this inthe form ofasignificant
terrorist attack. Already there has
emerged aterrorist 'hit list' with the
names of40senior American
officials. AI-Zawahiri has urged that
efforts should beundertaken tokill
those on the list.

Washington has foryears had inplace
a$25 million reward forhiscapture,
and senior intelligence figures have
privately acknowledged serious
efforts are underway toeither arrest
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convicted terrorists oncestudied - it
makes grimreading for thosewho
believe the problem is an illusion. On
apositive note, MI5 has exposed
cross-continent pipelines toseveral
cities inthe UK that al-Qaida have
been used to 'place' operatives in
universities and colleges.

MI5 has contact operatives inplace
inseveral universities, and afew
years ago senior officials embarked
upon an awareness programme to
highlight the danger ofAQ recruit­
ers. However, little has changed,
and if anything, according toEye
Spy sources, the problem has
worsened. The Security Service has
compiledalistofuniversities where

In February, premier David Cameron
identified several terrorists who
were once British graduates. "We
must stop extremists recruiting in
publicly funded institutions like
universities.n This has prompted
much discussion between various
security services and universities.

7/7 bomb leaderMohammad
SidiqueKhan launched his

AQcareer less than two years
after leaving Leeds

Metropolitan University

points' (including the menacing
magazine 'Inspire'), those whose
ambition it is toplace terror cells in
Britain aregrowing ever more
ambitious and confident. Andthe

I focus isnotnecessarily just onthe
UK. America's FBI have adedicated
Desk examining the problem, and in
Europe, the topic ishigh on the
agenda ofthe intelligence services.
Two years ago it was discovered
that an al-Qaida operative had
access tospent nuclear materials at
aplace of learning attached toa

I significant research establishment in

I
Europe. This promptedthe introduc- I

' tion of tough new security guide-
lines atuniversity research I
laboratories. However, experts
acknowledge the measures are not
stringent enough tothwart a
determined person orgroup.

Away from the UK, senior AQ
terrorists are urging followers to
useacademic channelstosecure
study visas and college placements
as ameans of infiltration. With its
new-found Internet prowess, chat
room sites and so-called 'social

UNIVERSITIES AND TERRORISTS
M15 continues to seek out al-Oaida's hidden sleepers

U
Ksecurity officials fear
that al-Oalda's almost
forgotten programme to
place recruiters and
future agents inside
many ofthe country's

universities and colleges, isgrowing
apace. Extremism has been an on­
going problemforthosecharged
withtacklingacts of Islamist
radicalisationon Britain's cam­
puses, and despite amajor liaison
programme between universities
and M15, al-Qaida and those who
support its wider goals, are still
operating.
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In 2003, Eye Spy published a
most controversial story on
Operation Rockingham and
Operation Mass Appeal. This
magazine learned that the
'Rockingham Cell' was estab­
lished within the Defence
Intelligence Staff (DIS) of the
Ministry of Defence in 1991.
Amongst its various duties, it
was reportedly charged with
obtaining intelligence proving
an active Iraq WMD
programme was operating.
This has been challenged.

As far as we can ascertain,
even in 2003, the time of Dr
Kelly 's death , Kelly was
liaising with Rockingham ­
active still after 12 years.
Rockingham was made up of
various security and intelli­
gence elements. There were
allegations made that the
Rockingham Cell "cherry­
picked" intelligence which
eventually found its way into
the UK's controversial WMD
dossier. These charges have
been denied.

• For the full background
to Rockingham and Mass
Appeal,and its relevance to Dr
David Kelly, see Eye Spy 23

ROCKINGHAMCELL

murdered orthat his death was the
subject ofany kind ofconspiracy or
cover-up." That conspiracy was
also fuelled by anote from the
doctor prior to his death, that he
believed "dark forces were atwork. "

Three years ago Mladic's associate, Radovan Karadzic was detained. However,
unlikeKaradzic, Mladic did not use any sort ofdisguise tohide his identity.

Mladic, the former Chief ofStaff ofthe Bosnian-Serb
Army, was found inthe northern Serb village of
Lazarevo (50miles north of Belgrade) living under an
assumed name. Intelligence sources state surveillance
officers watched the location fortwo weeks to
determine if indeed Mladic was inthe village. Atip-off
led police tothe house ofone 'MiloradKomodic ' who turned out to beMladic.

Ratko Mladic. Circa 1993

F
ugitivewar crimes suspect Ratko Mladic was arrested on 26 May by Serbian
securityforces. The 69-year-old has been inhiding for the best part of16
yearsand was wanted forquestioning in connection toamassacre of up to
7,500 Muslim men and boys inSrebrenica in1995.

One may be forgiven forthinking
that this is the end ofthematter,
however, Eye Spy sources say the
group ofdoctorswho have
campaigned foryears foran
inquest, wil l seek ajudicial review of
Mr Grieve's decision.Dr Stephen
Frost, a lead voice inthe group
called Mr Grieve's verdict a

liiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii. "national disgrace" and saidthere
I was a"continuingcover-up. "Thelikable scientist and former

NATO WMD inspector Dr Kelly, 59,
suffered appalling treatment after he Some ofthe questioning and
was named as the primary source I reporting ofthe WMD affair back in
of informationthat [he believed) I 2003 was incredibly aggressive,
was "misinterpreted" inthe UK's I and thereseems little doubt this
Iraq WMD report. The phrase I impacted on Dr Kelly and probably
"sexed-up" used by the BBC in I his mental state. Perhaps therefore

I respect ofhis concerns, caused a : the last word should go to his
majorpolitical and security row - I family. Dr Kelly 's wife Janice, said
with the ripples of controversy being I "his life was made intolerable by the
received across the globe. I affair." She also said that those

II' responsibleforplacing him under
: MrGrieve summarised: "Thereis such intensepressure should
I nothing I have seen that supports I· "reflect long and hard about what

any allegation that Dr Kellywas happened."

Attorney General Dominic Grieve,
spent nine months considering the
case foranew inquiry, but inJune
he concluded there was "no reason
to open up the 2003 case again."
This effectivelyended the possibility
ofan inquest which could have
allowed the testimony ofa number
of medical professionals, including
comment from the group ofdoctors
who remainunconvinced Dr Kelly
simply slashed his wrist inthe
countryside nearto hisOxfordshire
home.

DR KELLY CONSPIRACY THEORY
No inquest into death of MOD WMD scientist Dr David Kelly

D
octors who support the
murder theory in respect
ofthe death ofDr David
Kelly, a leading weapons
scientistwho provided
background intelligence

and guidance on Britain 's Iraq WMD
dossier, have vowed tocontinue
their "fight forjustice". This after an
expected decision not to investigate
his case further was made.

orkill al-Zawahiri. As for AQ's new
chief, he appeared inavideo made
after bin-laden's death and said: "The
manwho terrified America inlife will
continue to terrify it after his death."
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working title of 'Tracer'. Eye Spy
understands the highly respected
Hollywood director Jim Isaac has, .

':\

Operation Tracer being made into a
picture. Gibraltar-based Gold
Productions Studios run by Martin
Nuza, has got together with UK
producer James Davidson to
develo the story under the

Amongst an array of supportersattheevent, Sir John Scarlett, the
crafty MI6 spymaster who helped mastermind the defection of KGB
Colonel Oleg Gordievsky; Sir Francis Richards, former GCHQ Director,

CODE·BREAKING LEGENDS
E

yeSpy was recently invited to attend aLondon function where
Bletchley Park (BP) Director Simon Greenish and some notable
Trustees outlined exciting new redevelop plans that will hopefully
secure the future ofthis incredibly important intelligence site and

museum forever.

Cooper himself was recruited into
the team in 1941 by Antarctic
explorer George Murray Levick, the
Admiralty 's advisor on surviving in
extreme weather conditions.
Levick, ofcourse, was the surgeon
on CaptainScott's last expedition
to Antarctica in 1911-12.

Cooper's exploitshave been
featured inthemedia and champi­
oned by his friends, family and
colleagues, but now there isavery
real possibility the little known
British hero will become a
household name. Discussions and
preliminary research is being
undertaken that may result in

Tracer was called off inAugust
1943, when it was apparent the
threat posed by Germany had
lessened.

three intelligence heroes
~~~~~~....................................

t was with muchsadness
that we learned about the
passing ofatrue war hero on
3 December 2010. Surgeon
Lt. Commander Bruce
Cooper, 96, featuredtwice in

Eye Spy in respect ofhis daring
role inOperation Tracer: the Ml6
'stay behind mission' was planned
inthe event Germany overran the
key strategic UK base on Gibraltar.
Cooper and asmall teamagreed to
hide themselves away in apurpose
built cave on the Rock. Here they
would monitor German shipping in
the Strait and radiotheir observa­
tions backto London. Itwas in
every way asuicide mission, for
sooner orlater they would have
been observed, caught and almost
certainly shot as British spies.

SILVER SCREEN TRIBUTE BECKONS FOR
MI6·NAVAL INTELLIGENCE CONTACT MAN

6 I EYE SPY INTELLIGENCE MAGAZINE 74 2011



and naval intel contact man Lord West, the UK's most seniorsecurity
minister. However, centre-stage - perhaps the two oldest codebreakers
from the station's original wartime team, Jean Valentine and Captain
Jerry Roberts.

Jean Valentine, born in1924, joined the Royal Navy aged just 18. After
a shortwhile shewasassigned toa secret project atBletchley Park
code-named Bombe. The Bombewas the brainch ild of codebreaking
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COMMENT Of Station X- Bletchley Park and its remarkable codebreakers and staff

. . . . . . u.: .t~~ g.o~s~ t~~t I~i~ t~~ g.ol~~n ~~g~, ~u.t ~e~e~ ~a~kl.e~...."

Winston Churchill

••••••••••••••••••••••••••••••••••••••••••••••••• ••••••••••••••••••••
visitedtheBritish outpost tosee for
himself thetunnels and caves
insidethe Rock. Isaac has threads
to Hollywoodgiant Kerner Studios
(formerly Industrial Light and
Magic), the primemoverbehind
several ofthe famous 'Star Wars'
pictures.

Hopefully the film will be produced,
thus Bruce Cooper's incredibly
brave decision, and that ofhis
colleagues during the country's
darkest years, will be immortalised
on the big screen! And as a
passing note, Bruce revisited the
MIG site on the Rock in2008...
accompanied by his family.

The story of OperationTracer and
the intelligence unit was toldin Eye
Spy 47 and 59 inconjunction with
thesplendidresearch efforts of
Jim Croneand
www.discovergibraltar.com

LINKS: www.tracerthemovie.comJ

PHOTO COMPILATION: Top: Director Jim Issac;
Centre: Producers Martin Nuza and James Davidson
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Jerry Roberts

genius Alan Turing. Some 200 of these eletcro-mechanical
machines were often operated by WRENS (Women 's Royal
Naval Service). Jean's longtime association with
codebreaking had begun, and of course, today you can still
find this charming lady atBP acting as avolunteer guide.
For the record , Jean never mentioned to anyone her work as
acodebreaker until the mid-1970s!

Jerry Roberts served atBletchley Park from 1941 until the
end of the war as acryptographer and linguist. Priorto this,
he did actually work with the secret Room 40codebreaking
outfit atthe Admiralty inLondon. Today, Jerry is 91 , and the
last survivor of the specialist BP unit who worked on the
ultra secret TUNNY cipher system.

Another guest who we had the pleasure ofmeeting, was Sir
John Dermot Turing, nephew ofAlan Turing.

EDITOR'SNOTE: There isstill ahuge effort needed to
restore the BP site to itsformer glory, especially many of the
codebreaking huts and buildings. Eye Spy urges all its
readers across the world to offer support to what is,atruly
unique establishment, whose staffers such as Jean and
Jerry helped shorten the war considerably byitsinterception
and understanding ofGerman secret signals and
communications - thus of course saving millions of lives.

Sir John Dermot Turing nephew of the
great Alan Turing

SUPPORT BLETCHLEYPARK
LINKS: www.bletchleypark.org.uk/

EYE: Spy NTELLJGENL.E A A7 N 742 1





End of the African
us Embassy bomber shot dea

Mohammed, who had a$5m bounty
on his head, was stopped on 8 June at
acheckpointinMogadishu - the
Somalian capital , after failing tostop
when challenged. On his person,
police recovered documents and travel
papers, $40,000 incash and afalse

Besides the African bombings,
Mohammed was involved ina
terrorist attack that left 13people
dead atabeach resort in
Kikambala, Kenya, and was the

O
neofAmerica's most driving force behind aplot toshoot
wanted terrorists has I down an EI AI airliner, also inKenya.
beenshot dead by I
Somali security forces. In 2007, he survived aCIA Predator
Fazul Abdullah strike inSomalia, before linking up

Mohammed has evaded the CIA and with terrorists from the al-Qaida
FBI forthe best part ofthirteen I franchise outfit known as AI-Shabab.
years. Wanted inconnection with IAt present, this group is engaged ina
the 1998 US embassy bombings in bitter battle with government forces
Nairobi and Tanzania which left 224 I and troops ofthe African Union of
people dead, Mohammed was an Nations.
incredibly important 'cog' inthe al­
Qaida wheel that operates inAfrica.

FBI AND THE THIRD MAN
Paid informant helps thwart US terror plotters

Abu Khalid Abdul-Latif

I operation toobtainthe necessary
i evidence tocharge the men.
I Surveillance tapes - both audio and

visual were secured.

Eye Spy understands that the
, primary target was the Joint Base of
! Lewis-McChord, but this was
[ regarded as too secure. The men
I thendecided tofocus their attention
I on amilitary recruiting centre about
I three miles south ofSeattle city

According to Eye Spy sources, the
men had planned the operation,
which should have taken place on 5
July, because they were unhappy at
the US presence inAfghanistan. It
was their intention to detonate the
grenades inacafe within the
recruitment post, thus causing
maximum carnage.
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analysts have found several Internet
postings made by Latif praising al­
Awlaki.

Once provided with the intelligence,
the FBI and Seattle counter-terrorist
police launched an undercover

The plot was disrupted after the
third man, who was asked tosecure
theweaponry, decided instead to
cooperate with the authorities. He
explained Latif had noted the
success ofthe loneAQ gun man
(USArmy Major Nidal Malik Hasan)
who caused mayhem atFort Hood
in2009. This attack, orchestrated
and supported by the notorious AQ
communications and propaganda
chief Anwar al-Awlaki , left 13
service and civilians dead. Latif, like
Hasan, was heavily influenced by
the rambl ings and twisted commen­
tary of al-Awlaki , indeed, FBI intel

Anwar al-Awlaki - the US
terror plotters may well

have been in touch with the
AQ propaganda chief

The FBI has been monitoring around
100 suspected AQ cells inthe
country, and are convinced the men

I were determined tostrike with
I automatic weapons and lethal
I fragmentation hand grenades. US
I military recruiting stations across

the country, and inparticular in
! majorcities, have been surveilled by

al-Qaida operatives inthepast, and
are recognised as primary targets
by the terror group.

T
wo suspected al-

. Qaida operatives
have been charged
with plotting to
attack aUS armed

forces recruiting post inSeattle
(MEPS - Military Entrance Process­
ing Station). Abu Khalid Abdul-Latif
(real name Joseph Davis) , 33, from
Seattle, and Walli Mujahidh from
Los Angeles, were arrested
following atip-off from aperson the
men tried to recruit.
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BewareANational Bioterrorist Anack

NATO troops inAfghanistan offload foodsupplies from a convoy

'Courier'
t check point
AZUL ABDULLAH

MOHAMMED

Multim~i. : Images

passport bearing thename 'Daniel
Robinson'. It was but one of atleast
adozen aliases usedby theterrorist.
Cell phones and atleast one laptop
computercontaining aplethoraof
useful intelligence were also
recovered. Another person identified
as Mohammed DereofKenya was
also shot. At thetime, thepolice had
no idea whothey had shot. The

Walli Mujahidh

centre. Regarded as arelative 'soft
target' , Latif inone recording saidhe
wantedto ki ll military personnel not
civilians. "This is justifiable," he said.

The third man, now underBureau
control, was handed$800tobuy the
weaponry and abusticket so hecould
travel from his residence inLos
Angeles toparticipateintheattack.
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bodies were taken away by aSomali
National SecurityAgency unit- a
spokesman laterconfirming it was
Fazul Abdullah Mohammed.
However, there was some debate,
amongst officials of the AU force. A
comment was made that thebody
did notresembletheimagethat for
years had appeared on the FBI's
'most wanted' web page. However,
Eye Spy sources inWashington
have confirmedthat Mohammed is
deadby way ofDNAprofiling.

Thoughinitially regarded as a
"peripheral player" inthe embassy

I
t's the nightmare scenario that
senior securityofficials around
the world fear - abiological
terroristattack. Intelligence
originating from MI6 sources

suggests anumber ofhigh-level
meetings have taken place in
London, Washington and elsewhere,
that al-Qaida could againturn to its
'sciencearm' to help prepare an
unimaginable attack - one that
would lead tomass casualties.

Securityadvisors armed inthe
knowledge that aplotexists tostrike
atNATOtroops' food supplies in
Afghanistan, sayan emerging
bioterrorist attack against theUK's
food and drinks industry is not
without foundation.

Eye Spy understands that aletter
from the Centre forthe Protection of
National Infrastructure (CPNI) was
forwarded to manufacturers and
suppliers inresponse tothe recent
deadly E.coli outbreak inGermany.
Attached areferencetothe
possibilitythat extremist groups

Age-enhanced photo of
Fazul Abdullah Mohammed

could embark upon an operation to
poison food and drinks - ascenario
which hardly needs debate.

• AI-Qaida has long envisaged
striking entire nations with biological
weapons. Several plots have been
thwarted in Italy, Germany, France,
Britain andelsewhere whereby
terrorists have sought to use toxins,
chemicals and poisons such as ricin

attacks, it was laterdiscovered
Mohammed acted as abomb
courier. Interestingly, he was also
present atihe shooting downof US
helicopters and the killing of 18
Special Forcestroops inOctober
1993 inSomalia (the incident
portrayed inthe picture - Black
Hawk Down). This makes him one
of al-Qaida's longest serving
terrorists.

Fewdoubtthat this is asignificant
blowtoal-Qaida, coming so soon
as it didafter thedeathof Osama
bin-Laden.

and cyanide. When al-Qaida was
defeated inAfghanistan in2002, the
CIA discovered anentire site
dedicated to manUfacturing
biological weapons. Similarly, and
still not released in full , the Agency
recoveredafrightening manual
which explained the production of
such weapons - their distribution
and... useagainst civilians.
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Intelligencechief Heidar Moslehi , claims his spy
service discovered the operatives, who were
working invarious fields (includingunemployed
persons seekingjobs) , before they had time to
"domuch damage." In an indepth releaseof
information inIran itself, several ofthe agents
explained how they had been recruited,
including nuclearworkerJamshid Sadegh
Hosseini. He claimed someone from arecruit­
ment agency identified only as ICTR calledhim
onhis cell phoneand asked to meet (I ran says
the ICTR is aCIAfront) .

SEVEN ALLEGED CIA FRONT COMPANIES

Besides the30 persons arrested, Iran also
claims it hassecured valuable intelligence on
another 42 CIA foreign-based operatives.

Tehran has also named seven companies it
claims are CIAfront companies - and that all the
firms useCIA-built web sites. Thesites are:
Hobertson Advisors, Technical Hiring, Engineer
OneInc, Deon Capital, Nuevera International ,
Waldmiller Group and Marketing Research
Association.

The claims are not credible, according to Eye
Spy sources. Indeed, it iswidely believed that
planning fortheruse, intended to embarrass the
CIA, began in 2010. Eye Spy understands that a
numberofpeoplewho have been interviewed
may well beactors . However, the case has
caught theimagination ofthe Iranian public.

Editor's Note: Itwill be very interesting to
examine the court cases ofthe individuals
mentioned by Iran's state-run media. I suspect
many will be 'stateplayers'.

Sarah Shourd

IRAN AND COUNTER-ESPIONAGE
Intel watchers believe US spy case is simply

flawed and creation of Iran's propaganda chief

Sarah Shroud was released on _
£300,000 bail last September,
but her colleagues remain John Fattal
behind bars inappalling
conditions in Iran 'snotorious
EvinPrison.

Former boxing great
Muhammad Ali has joined a
prominent group ofUS
Muslims inappealing for the
release ofBauer and Fatta!.

O
n31 July 2009,
three Americans,
Sarah Shourd,
Shane Bauer and

John Fattal, were detained by
Iranian troops as they hiked on
the Iraq-Iran border. There
followed anumber of reports
inthe Iranian media that the Shane Bauer
groupwere "American spies".
However, todate there has
been no satisfactory explana­
tion why the men at least, are
still being held.

Tehran gambles with launch of intricate disruption operation

T
hehikers case, whilstextremely
serious forBauer and Fattal, pales
compared tothatof 30 individuals
who were purportedly arrested inMay

as part ofacountry-wide counter-espionage
operation targeting aCIA spy network in Iran.
Langley's recruiters were supposedly seeking
toobtain the services ofmany individuals
attached to Iran's nuclear programme.



The IranianForeign Ministry disputed Kuwait's spy allegations
calling them "baseless". However, Kuwait's intelligenceservice

IRANIAN REVOLUTIONARY GUARD TARGETS

suspect former intelligenceofficers from behind the now defunct Iron
Curtainmay have provided training and guidance. However, Tehran has
always operated avery professional spy network forged from the
remnants of the Shah's CIA-trained intelligenceservices.

CIA analysts believe adecision wastaken in2008 by Iran's Revolution­
ary Guards Corps to enhance its overseas spy networks. Thisfollowed
the earlysigns ofpolitical unrest at home. TheRGC trains and operates
many ofthe country's agents and invites selected overseas nationals
to become more active intheir "reporting". To fulfil thisobjective, this
meant placing seniordiplomatic operatives in various countries and
developing existing networks. One objective was to identify so-called
"troublemakers" abroad (political opponents and pressure groups).

However, following the August 2010 Stuxnet attack, NSA and
GCHQ noticed an increase in signals traffic via Iran's embas­

sies and consulates. Itwasn 't difficult to identify, record and
secure further communications from unknown but possible
intelligenceoperatives attached orcontrolled by embassy
liaisons. Thisallowed counter-espionage elements to
surveil more closely suspected agents. Kuwait'sactions
are but one part ofaWestern intelligenceresponseto

Iran's burgeoning spy networks.

This remarkable photograph shows hundreds of
specialist vehicles, including ambush and mine

protected Humvees at Camp Arifjan

Like most foreign
intelligence services, Iran
uses itsoverseas
embassies to direct
operations and gather
intelligence from various
sources, including
agents. Tehran has
infiltrated various asylum- I '~"'!ii_"';'

seeking supportgroups
in an effort to embed its
operatives into foreign
countries. TheNorwegian
Intelligence Service (NIS)
is aware of Iranian efforts
to establish a fully
functional spy network in
thecountry via its
diplomatic mission



According to Eye Spysources, central to
the Iranian spynetwork exposed by
Kuwait's intelligence service is Ali Ramadan
bin Carey. He reportedly served with
Kuwait's Navy Force at the Mohammad
AI-Ahmad Navy Base for 30 years. Hewas
allegedly expelled and losthis "end of
service" payments. Bin Carey wassuppos­
edlyone of the "keyelements" of the spy
network, and mayhave escaped from
Kuwait on a vessel bound for Iran.
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forwarded aconcise
document that
prompted Khalid
Suliman AI-Jarallah
(left) , the country's
Under Secretary,
Ministry of Foreign
Affairs, to summon
Iran's Charge
d'Affaires.

Mr AI-Jarallah said
Iran had "crossedthe red line."

AGENT RECRUITMENT IN NORWAY?

In Norway, another Iranian spy network based
at Tehran's embassy inOslo, was reportedly
exposed after an Iranian asylum seeker said
he was asked to spy on political opponents of
President Mahmoud Ahmadinejadi. The
whistleblower said agents were being
recruited from Iranian communities around the
world inreturn for money. The anonymous
informant claimed the Iranian Embassy in
Norway had offered to pay for his legal fees in
return for his "services" .

Eye Spy understands British officials have
warned anumber of friendly Arabic nations,
that Iran's intelligence service is intent on
causing disruption in the wider Middle East.
Undoubtedly, there are Iranian intel elements in
Bahrain seeking to take advantage of the
recent unrest; they may even have been
central to some of the disturbances.
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2001 - TALKING IN CODE:
Stel la Rimington's first venture into

spy writing - Open Secret - was
met withsurpriseby both the

media and the intelligence world ,
This graphic from a Guardian

, newspaper exclusive says it all .,

winning acopy. Strangely,
Timothy Dalton who had just been
depicted inFleming 's James Bond
movie ofthe time was shown on
the front page ofthe newspaper
returning from New York witha
copy ofWright's Spycatcher
tucked under his arm.

Security Service" in 1987
(Spycatcher). When the story first
reached our news mediamy wife
retorted, "You'll be wanting acopy
of that then?" The answer, a
succinct "Yes" was followed by
my entering acompetition in The
Sunday Times and successfully

The British Government, in its
drive to keep Spycatcher offthe

_ shelves in Britain spent mega­
money in acourt action onlyto
lose the case and to supply its
writer with second-to-none
publicity. But, Peter Wright was
not the first. Jock Kane who had
served atBritain 's Hong Kong­
based signal interception facilityat
Little Sai Wan wrote abook in
1980 that alleged the penetration
ofLittle Sai Wan byhostile agents:
'GCHO: The Negative Asset'.
However the government of the
day stepped in and suppressed
the publication. Despite an
injunction preventing the publica­
tion of the manuscript, apparently
by Random House, along with the
rumour the manuscripthad been

liz Carlyle 01 MI5 lias RUSSian assassins
in her sights

STELLA
RIMINGTON
I GAL ACTIO~I

I I j;'

Carlyle is an intelligenceofficer
and not surprisingly female , given
the author's own experiences. But
exactly how much tradecraft and
intel knowledge has Dame Stella
included in her interesting and
entertaining pieces offiction?

Peter Wright published his candid
autobiography with its convincing
testimony and deeply shocking
"first hand description of illegality
and incompetencewithin the

A SPECIAL REPORT

That fascinating piece was taken
from Dame Stella Rimington's
novel 'Illegal Action' and de­
scribes aRussian agent receiving
amessage from her handlers.
Dame Stella, ofcourse, was
Director-General of Ml5 from1992
to 1996 and upon leaving the
Service, has written one autobiog­
raphy and publishedfive novels,
with a sixth soon to be with us in
July 2011 , part of the 'Liz Carlyle '
series.

The Spies Who Wrote Me"S he wenttothebedroom
wheretwo computer
bags sat inthecorner,

and carried them bothto the pine
desk in the sitting room. One bag
held asmall black machinethat
resembled asleek sort of CD
player; the other was a laptop
computer. Connecting the two
with aUSB cable, she pressed a
button on the black machine, and
watched as it transferred tothe
laptop data that it had recorded in
her absence. On the computer she
then ran asoftware routine that
filled the screen with numbers."
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The case will be held incamera,
observing secrecy, with the
appointed senior judge ruling
whether the book's publication
would breach national security.
Whilst the publisher hasn't been
named inthis instance the
contents have been described as
"...the inner workings ofthesecret
service, with adetailed expose of
the operational successes, failures
and recruiting techniques of the
covert organisation."

If thebook is allowed to be
published perhaps we'll find out if
there 's any accuracy to Dame
Stella's tradecraft; but, then again,
we might not! ~

"...once again a legal battle has
been launched against another
former member of the security
services, believed to be MI5, to
prevent the publishing of some
possibly embarrassing facts..."

London Mental Hospital that Ryan,
McNab and myself had partici­
pated in).

Concerning theprevious titles that
have been published, some ofthe
authors have suffered legal action
whilst others have not. However,
ineach case we knew exactly who
the writer was and no secret made
oftheir links tothe Security
Service. Suddenly, it now really
seems tomatter as I learn that
once again alegal battle has been
launchedagainst another former
member ofthe security services,
believed to be M15, to prevent the
publishing ofsome possibly
embarrassing facts.

toask if he would prosecute Mr
Jock Kane under the Official
Secrets Act following the prepara­
tion by him ofthe manuscript for
his proposed book.

TheBig Breach: From Top Secret
toMaximumSecurity' by Richard
Tomlinson [an ex MI6officer) was
published inRussia in 2001 . That
caused government ruptions too
as it gave away apparentMI6
secrets tothe reader and anyone
else with aneed toknow. And
more recent court action occurred
with The TerroristHunter' penned
by former New Scotland Yard
Assistant Commissioner Andy
Hayman and Margaret Gilmore.
The book was actually removed
from shelves due tothe damage
some thought it would incur.

Even two accounts ofafated
patrol behind the Iraqi lines 'Bravo
Two Zero ' and The One that got
Away' writtenby SAS personnel
on the patrol caused uproar. It is
perhaps right to state that Andy
McNab isanomde plum. [Chris
Ryan 's The One that got Away'
and Andy McNab's follow up,
'ImmediateAction' were of great
interest tome since they both
covered atraining exercise set in
the grounds ofadefunct South

Stella Rimington was the first female MIS Director-Gene ral,
and very comfortable about being photographed. Here she

attends a cancer laboratory

seized by Special Branch officers,
MrFoulkes, then MP forCarrick,
Cumnock and Doon Valley*,
fielded aquestion in Parliament
directed at the Attorney-General

*(seehttp://hansard.millbanksystems.com/constituencies/carrick-cumnock-and-doon-valley)
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SOUTH KOR E A ~ USA----
RIPPLES OF TROUBLE IN KOREA Red Mist

Panetta said China "appearstobe
building the capability tofight and win
short-duration, high-intensity conflicts
along itsborders."

it was January 1989, very cold and
the lady was clad only inawhite
translucent blouse and atartan mini
skirt. I had returned from aclass
elsewhere on the campus where I
was showing some technicians and
other interested parties how to use

China's Global Times, a'front outfit' ,
saidPanetta's remarks couldbe
viewed as "provocation". D/CIA
Panetta isset tostep down later this
year, but there will be no respite for
Beijing, as he is set tobecome
America's defence secretary.
Interesting times ahead!

T heChinese
Government
via the

country's state-run
media, has launched
ascathing attack
on the CIA's out­
going Director,
Leon Panetta
(pictured), who warned Beijing's
menace toits neighbours should not
be underestimated.

gained here toallow them to do so.
Apparently, universities acknowl­
edgethe threat of espionageand
take the matter seriously.

Industrial espionage is not new; I
was once subject to some interest
whilst atauniversity where my
colleague was engaged inconversa­
tion with avery slender Russian
lady. I remember the occasion well;

It'sinteresting tonote that our own
academics who visit China and
other countries known to be
engaged inthis form of industrial
espionage are advised to leave their
mobile phones and laptop comput­
ers behind with the recommendation
that if amobile phone must be taken
it should be ofa 'disposable' nature.

Whilst South Korea is known to
currently rely on US airborne
surveillanceplatforms based at
Okinawa, Japan, military sources in
South Korea have openly stated
these Airborne Early Warning and
Control platforms will strengthen
South Korea's air surveillance of
NorthKorea.

Pictured at the MAKS 2007 airshownear Moscow - Russia's Tu-144
(NATO code-name 'Charger' . Its chiefdesignerAlexei Tupolev (right)
unveiled the concept publicly in 1962. However, there is no doubt the
designwas shaped on the British-French 'Concorde' - the KGBat the
centreof an intricate operation to secure its futu ristic secrets. The
problem for Moscow- MI6 learned of thespy gamesand reportedly
altereda number of key configurations - thus theTu-144 wasplagued
with inherent faults from thevery beginning of its life.

737 airframe. This version is inits
final stages ofevaluation having
successfully completed test flights.
The first of the four aircraft built
underacontract placed in2006 and
said to worth some US$1.6bn tothe
USwill be delivered to the South
Korea Air Force inJuly 2 1. The
outstanding threeaircrattto be
available towardsthe en of 2012.

World famous
inventor James
Dyson warns of

Chinese
espionage

I reasoned, were left by postgradu­
ates, toensure technology thefts
continued unabated after that
student had returned home. It is
also known that on their return to
China these postgrads then start
competing against UK industrial
interests using the very knowledge

B rltam's universities playa
particularly active part in
the education ofoverseas

students; no more so than the
Chinese, who having achieved good
educational status attend the top
universities tostudy within the
scientific, technology, medical and
engineering disciplines. All this
leads to research involvement.

Furthermore, Sir James went so far
astowarn that "Chinesestudents
are infiltrating British universities to
steal technological and scientific
secrets and even planting software
bugs to relay the information to
China. " These software bugs, he

I was rather surprised to read Sir
James Dyson [ofbagless vacuum
cleaner and bladeless fan fame)
state his fears of foreign student
domination in fields ofSci, Tech and
Eng and his fears of 'infiltration' in
'The Australian' newspaper.
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Australian Royal Air
Force AEW - converted

Boeing 737

A Degree in High-Tech
Spying and Cloning

Over the last few months it
has becomeapparent
relations between North

Korea and South Korea are atlow
ebb. Perhaps totry and improve
relations, oratleast appear to gain
the upper hand, South Korea will
soon be receivingAirborne Early
Warning and Control platforms
based around amodified Boeing
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A.V. Roe Lancaster (Battle
of Britain Memorial Flight)Firedrake, Bubble,

Warble and EchoInWorld War Two all participants maximum disruptionwithout the
used radio communication as part 'sledge-hammer' approach. Recipi- aoftheir command structure; those entsofsuch signals are the military, ~

intended toreceive the messages broadcast stations and very occasion-
a
:><:

rarely acknowledged reception for ally, number stations. @)

threat ofrevealing their position. some regularity. At first the short wave suggesting that their use ishampering
The political content ofcertain listener and amateur made complaints the workoftheintelligenceorganisa-

On occasionthe elementsof programmes onnational oreven about the signal which readily blocks tionalong with anoticeably large
countermeasures were run; the international radio stations suggests to reception toall but the most strongest increaseinthe noise floor ofthe
placing ofastrong modulated signal other regimes that it iswithin their signals. These signalsare the affected spectrum. Strangely, the letter
on the frequency ofthe target 'homeinterest' todeny the audience unwanted by-product ofadevice was withdrawn, apparently due to its
transmitter to prevent the recipients ofthe content and the jamming is produced toallow ahouseholder content andthe name ofan employee
from receiving their instructions. carried out. Pastexperience with network aroundtheir propertyby just ofGCHQ having beenmentioned, and
Another method was the sendingof military systems means that plugging intwo adaptors tothe mains. the openreporting of it effectively
alternative signals - adeception. 'frequency hopping' is employed to Ofcom, the British Regulator, has stoppedby aD-Notice Advisory.

give some immunity to jamming since handled complaints inthe past usually
One interesting way ofjamming the transmitter and the receiver, being involving the device sold on by BT; but More strangely GCHQ (below) have
signals was the placing ofacarbon frequency agile hop from one there are others being freely sold that now retrospectively denied that these
microphone inone ofthe four engine frequency tothe next according toa also interfere. Onehastoaskabout devices are actually hampering its
cowlings found on Lancaster bomber control algorithm that can be updated the regulations which seem tohave efforts as certainradio amateurs and
aircraft. The resultant 'noise' fordifferent times. been sidestepped as well as the fact short wave listeners experiment with
transmitted via the aircraft's transmit- that since their appearance the the use ofnoise phase units to
ter. Some number stations are monitored number ofcomplaints appears tohave remove the interfering signal from

by the sender and the frequency diminished as the sales ofthese their target transmissions.
Today the interferingsignals are changed by afew kHz, either up or devices top 1 million.
mainly created electronically, the down in frequency toavoid interfering
jamming carefully done toensure signals whether intentional ornot. Apart from aeronautical operators

being aware ofthis horrible interfer-
Those who listen tothe short waves ence, the military have also com-
will have heard the jamming on plained. Rumours suggest BT were
international broadcast stations, some investigating using devices inthe
will be able to identify the type of 50GHz range fordata transfer around
jamming signal by aparticular name: the house.
Firedrake, BUbble, Warble, and Echo
being representative. Now anew kind Recently aletter appeared from GCHQ
ofproblem is being encountered with damning these PLT devices and

Mycolleague, always with a view to was sosimilar inconstruction to it to win awaragainst an enemy
sales suddenly piped up, "I say, you that of Concorde it was believed to that is technologically superior in
wouldn 't care to act as an agent for have been the result of espionage, the military sense.
me inRussia, would you?" hence the nickname 'Concordski' or

'Koncordski').
Prior to that the lady's English was
faultless with little accent, but From myperspective I doubt that
suddenly she became very agitated, each and everyone of the 57,000+
lost some of her composure and Chinese students inthe UK are
was noticeablyRussian as she industrial spies, but the riskis
stated in an incredulously rising definitely there. As for the research
tone, "Agent?You want me to be techniques seen, learnt and used at

n the last 15years, Chinese espionage your agent? Are you trying to get the host British university it can be

has become an epidemic me into trouble?" And with that she expected they will be used.
was gone; straight out of the

anew piece of equipment. I then university and into awaiting car and On another tac, our reliance on
heard mycolleague say to the lady, away. computer technologyis worth
"if its technical information you thinking about; the world has
want you need to speak to my Mycolleague commented, "Crikey, already seen the effect of STUXNET
colleague. " what was that about?" Myreply (see Eye Spy 72)and it is said

was, "Remember Concordski?" another nowtargets Iran's nuclear Chinese intelli gence has long
Wewere involved with a Signals [Officially the Tupolev Tu-144 which industry. All this as Western experts relied on its overseas
project atthe time and it was firstflew 31 December 1968 and ponder the actual threat from communities to "help" the
obvious to me, from the questions was retired from Russian Aeroflot cyberwarfare techniques and the "motherland" colle ct intelli -

asked, the lady wasn't the ordinary cargo service 1 June 1978 although Chinese Communist Party insist on gence. Now it is engaged in a

buyer from the Russian Education NASA used a version for supersonic Cyberwar becoming aprime part of programme of infil tration -

Department as she claimed. flight trials until 1999. The plane its military strategy. This is to allow
beginning in the classroom
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MI5 and CIA exchange intelligence as discovery in bin-Laden's
compound exposes possible terror threads to 2003 ricin ploners
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in the cell were identified, and that their target
was probably ashopping centre in Manches­
ter, evidence still had to be obtained. And
despite the meticulous efforts ofhundreds of
search officers, forensic specialists andGCHQ
data mining, MI5 knew that by beingforcedto
'jump the gun', there was insufficient physical
evidence to obtain aconviction. This did not

Though senior officials tried toplay down the
significance ofMI5 having tomoveso quickly,

I it was always known that privately, Service
chiefs were furious. More relevant was the
fact that though the senior characters involved

22

MI5 hastily green-lighted counter-terrorist
raids across several major cities, including
Manchester, Leeds, Liverpool and Birming­
ham. Other towns also receivedvisits from
CTC (Counter Terrorist Command) officers.
About 20 people inall were detained, ulti­
mately half were deported back to Pakistan,
though two known AQ operatives remained in

t was one ofthe most I the UK after claiming their lives would be at
talked about security gaffes risk if they were sent home.
inyears - one which forced
MI5 and New Scotland
Yard tobring forward the
end game of alengthy

surveillance operation. The security services
had targeted about adozen suspected al­
Oaida operatives who had managed tofind
work in the UK, many via bogus education
postings. This was because on 8April 2009, a
photographer had captured the Downing Street
briefing notes ofNew Scotland Yard 's (NSY)
Assistant Commissioner Bob Quick. The
document effectively exposed Operation
Pathway and its primary locales in the
heartlands ofnorthern England.



mean for one moment that a
significant AQ terror cell had
not been rumbled. It should
be noted, that atleast two of
the suspects hid behind
Europe's ill-written and
poorly conceived 'Human
Rights' Act' and that even
today they remain inthe UK.

In the weeks that followed
Operation Pathway, which
was largely centred upon
various addresses in the
Cheetham Hill Road area of
Manchester, Eye Spy was aware ofahighly
secret night-time venture by MI5 and CTC
digging crews innearby woods. The officers
were clearly seeking items which mayor may
not have been buried by members ofthe gang.
Eye Spy has also learned that they were also
looking forvisual burning evidence that
detonations ofunspecified materials had
occurred. As far as we understand, nothing
was discovered.

AGREAT PLOT FORMING ­
THE GENESIS OF PATHWAY

In October 2008, Britain's most senior
security minister and intelligence contact man,

EYE SPY INTEL GENCE MAGAZINE 74 ar 1

Lord West, announced in
Parliament that he had seen
evidence that "another great
plot was building..." These
comments were made just
days after al-Qaida terrorists
had failed tocommit mass
murder atthe TigerTiger
nightclub in central London,
and via acar bomb attack
against Glasgow Airport.

Lord West advised: "The
threat is huge. It dipped
slightly and is now rising

I again. There are large complex plots. We
unravelled one (London/Glasgow), which
caused damage to al-Qaida and the plots
faded slightly. But another great plot isbuilding
up again - one which we're monitoring." There
is no doubt Lord West was citing clandestine
events that were taking place inand around
Manchester. The remarks were made on the
tail ofan Ml5~inspired note that referenced
2,000 active AQ operatives working within as
many as 200 terrorist cells in the UK.

Just weeks after Lord West had given his
statement to the House, GCHQ intercepted a
most interesting e-mail dated 15December
2008; penned byasuspect now referred to as

8

XC the text spoke about agirlfriend and her
reliability. GCHQ analysts quickly determined
thiswas AQ 'speak' (code) forbomb-making.
Other similar messages were intercepted,
including one dated 3 April 2009, this spoke of
awedding on 15th and before 20th. MI5
feared this was the operational date ofthe
attack. Five days later Bob Quick and his team
along with MI5 officials arrived at Downing
Street to brief Prime Minister Gordon Brown.
And ofcourse, his notes grasped tightly
underarm were photographed. That the image
was hi-resolution and the text could be read,
sent shivers through M15. Nevertheless, the

)0>

23



thecentre ofManchester as part of an "Easter
Campaign". The bombs would be detonated in
the popular Arndale Shopping Centre which
attracts thousands ofvisitors every day. Itwas
initially believed the huge Trafford Centre was
theprimary target(it may still turn out that this
locationwas also part of theplan). Eye Spy
understands aseries ofcovert surveillance
photographs ofthe Arndale complex were
identified on amemory stick secured by the
US SEALs. They were purportedly traced toa

IRA.BOMBING 1996

Since then, and following a total reconstruction, the
Arndale Centre has regained itsposition as themost

prominent citycentre
shoppingsite in
Manchester - a fact
seemingly not lost
on al-Oaida's
terrorist planners.

tremendous number offiles. mostlyelectronic,
recovered from the terror leader's compound.
What theAgency has now determined isthat
bin-Laden was controlling and authorising
attacks by his followers across the world. It
now seems evidently clear that the Manches­
ter affairwas orchestrated by bin-Laden and
definitelypart ofalarger endeavour.

The CIA has learned that the UK terror cell
planned to cause anumber ofexplosions in

B
efore thebuilding of theTrafford Centre on the outskirts of Manchester. the
Arndale Centre was the city's most prominent shopping location. Thesitewas
attacked in 1991 when a series of IRA (Irish Republican Army) firebombs
causedextensive damage. However, those attacks were dwarfed in 1996

whena van bomb containing 3,3001b of explosives
exploded causing massive damage. A coded IRA
warning was issued before thedevicedetonated
and some 80,000 peoplewere moved from thearea
prior to the blast. However, flying debris resulted in
200 casualties, damage to over1,000properties in
40 streets and led to the ultimate rebuilding of this
section of the city. At the time, it was Britain's most
costly terrorist attack(£400 million) .

Since the
shooting dead
ofOsama bin­
Laden in
Abbottabad on2
May 2011 , the
CIA and NSA
have created
specialist units
to retrieve,
translate and
analyse a

Counter-terror chief Bob Quick 's
error forced MiS to act with haste
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CTC raids saw the successful detention ofall
the suspects. Hours later, premier Gordon
Brown announced that a "very big terror plot
has beenstopped."

Ever since speculation has abounded regard­
ing just what the men had in mind. That might
be about tochange with the release of
information emanating out ofLangley and
intenseUS legal action.

US Navy SEA Ls on exerc ise - the
inte llig enc e gleaned by those who
participated in th e Abbottabad raid
will continue to throw up surprises

for years to come



Al-IAIDA'S SUPfR HIGHWAY
WITHINTHEINTELLIGENCE· EVIDENCE OF LIAISONS

conceal their true meaning. " There isabso­
lutely no question the e-mails are written ina
fashion that was apoorattempt to covera
communique that discusses various explo­
sives and operational actions.

Ahmad F. KhanAbid Nasee r

Now, Eye Spy understands the CIA orFBI has
additional information on Naseer that has been
augmented by that recovered inAbbottabad.
He was rearrested byNSY CTC on aUS
Department of Justice warrant that states he
has provided material support to al-Qaida.
Similarly, we believe that part ofthe US )iii;--

_._ he discovery of the images ofthe
Manchester Arndale Centre have
double significance forthe FBI and
M15. The Security Service has
never been able to pin down
sufficient evidence against Abid

Naseer, 24. He won the right to remain in the
UK along with his colleague Ahmad Faraz
Khan - both ofwhom avoided deportation. The
men came to the UK on visas allowing them to
study atLiverpool 's John Moores University
(they ultimately dropped out). Nine other men
were deported, but Naseer and Khan appealed
to the Special Immigration Appeals Commit­
tee. And despite the court judging Naseer was
the "ringleader" ofthe plot and inregular
contact by coded e-mail with aknown al­
Qaida e-mail address, amazingly, he was
given leave to stay.

Naseer had claimed the e-rnails intercepted by
GCHQ were just an attempt to "find awoman."
However, the court ruled: "Naseer's account
[ofthe e-mails] was a lie, deliberately told to

Photos of Manchester's Arndale
Centre were discovered on a USB

thumb drive

business location inthe Manchester area that
was searched as part of Operation Pathway.
MI5 has been provided with the intelligence.

Of interest, months prior tothe US SEAL
operation (December 2010) , a UK court heard
that the suspected leader ofthe Manchester
terror cell , Abid Naseer, was part ofthe group
that had surveilled areas ofManchester,
including the Arndale Shopping Centre and
Saint Ann 's Square and taken photographs. It
is our understanding that these "reconnais­
sance images" were transported manually by
courier back to Pakistan - almost certainly on
acomputer memory stick. It now seems clear
the stick's destination was AI-Qaida Central
(AQC) and the compound of Osama bin­
Laden.
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evidence allegedly links him with AQ opera­
tions in Europe as well as New York City.

The liaison man who helped coordinate a
proposed tri-city operation is known to the CIA
as 'Ahmad' and according to Eye Spy sources
used the name 'Sohaib'. Some ofthe e-mails
sent bySohaib are believed to have been
intercepted byGCHQ and reference girls and
weddings (code forexplosive types and the
date of the operation) .

An al-Qaida terror cell which had planned to
attack the New York Subway, went to ground
just days before it was due to strike in
September 2010. E-mails sent by the US­
based AQ cell bombmaker Najibullah Zazi to
the man known as Ahmad were intercepted by
the NSA. Other communications that related to
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the plot to blow up the Danish newspaper HQ
ofJyllands Posten were also secured. The
prime mover behind the operations was senior
UK AQ man Rashid Rauf, who controlled and
managed those behind the Trans-Atlantic
bomb plot.

According to Eye Spy US sources, evidence in
the form of e-mails exists that links Naseer to
Ahmad. One is said to be an update of the
operation being planned in Manchester. It is
our understanding that MI6 and the CIA agree
that there was ahigh level of cooperation of
planning between various AQ groups, and that
the original plan was to attack inacoordinated
manner.

• A UK judge has approved the extradition of
Naseer to America.

NS DE
THE CHEETHA

THE RICIN PLOT

L
origtime readers ofEye Spy might
recall that the Cheetham Hill
district ofManchester was atthe
centre ofamajor MI5 operation
that inadvertently resulted inthe
death ofManchester police officer

Stephen Oake in March 2003.

In late 2002, the Security Service along with
French Intelligence were involved in an interna­
tional investigation dubbed the 'Ricin Plot': an al­
Qaida terror cell was under observance in the
Wood Lane area ofLondon. MI5, via Algerian
police had good intelligence that anumber of
suspects had arrived in the UK intent on
attacking several targets using the deadly
poisons ricin and cyanide. The primary informant
was Mohammed Meguerba, who led police toan
apartment above achemist inWood Lane.
Within lived Kamel Bourgass, described toEye
Spy as one ofthe most dangerous men ever
encountered by New Scotland Yard.
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After a lengthy
surveillanceoperation,
Ml5 learned that
amongst the terrorists'
targets was the iconic
Heathrow Express. And
atthe centre of the plot
were two men ­
including Bourgass,
who used dozens of

Mohammed
Me uerba al ia~es , including

9 'Chnstopher Hans' and
atargetwe can still only identify as 'a'.

When NSY raided the London flat on 5January
2003, they found plenty ofparaphernaliawhich
led forensic specialists toconcludericin was

© GOOGLE STREET VIEW

being manufactured. Atthe time, ofcourse, the
FBI was still reeling from anthrax attacks in
America, and there was much fear on both sides
ofthe Atlantic. But Bourgass was nowhere to be
found; he had slipped out of London and headed
southtowards the coast. However, instead of
crossing into France, as officers were convinced
he would do, Bourgass caught aNational
Express coach and journeyed north. His
destination was actually Crumpsall Lane inthe
CheethamHill district ofManchester.

On 14January, Manchester counter-terrorist
i policewere secretly working onan operation
: code-namedSALT. By sheer coincidence, they
I wereintheprocess of raiding asuspectedAO­

occupied address inCrumpsall Lane. Eye Spy

Left: The Cheetham Hill address
where MI5 and New Scotland Yard
traced a terror suspect identified
only as 'a'. Unfortunately an iII-pre­
pared police unit, some members
minus any sort of body armour,
encountered a dangerous terrorist
in the person of Bourgass.

The maniac grabbed a kitchen knife
and stabbed th ree Man chester
police officers, sadly delivering a
fatal blow to PC Stephen Oake.The
memorial to him has been circled
in this Google StreetView composite

EYE SPY INTC"LL GEN E -,·'\~AZI'.JE 74 2u~1

learned the force's target was 'a' -he was duly
arrested, but there were two other persons inthe
house who Manchester Policedid not know. One
ofthem was ofcourse Bourgass. He was told to
sitdown butthe arresting officers did not
handcuff him. In the room was father ofthree,
PC Stephen Oake, 40- participating inhis first
ever counter-terrorist operation. Bourgass
grabbed akitchen knife and stabbed three
officers - PC Oake died from his wounds.

As MI5 investigated, it became clear Bourgass
was linked toaterror cell trained byal-Oaida in
Afghanistan. Other arrests followed, including
three men inParis. The cell had atruly interna­
tional dimensionwithoperatives innorth Africa
andHolland and elsewhere. Itwas also believed
the group was being instructed by asenior
Osama bin-Laden man.

How the 2009 Operation Pathway began remains
adeep secret, but it seems evident Ml5 never
quite gave up looking foraterror "fixer" inthe
CheethamHill area.
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he National Geographic
Television Channel
recently aired amost
fascinating and powerful
documentary charting
the UK intelligence

operation - code-named Overt - that haltedthe
al-Qaida plot to blow up seven packed airliners
over the Atlantic. The August 2006 terrorist
endeavour has been reported on in full in Eye
Spy, thus the programme 's content and senior
players on all sides are known to most readers
ofthis magazine. However, unlike many other
programmes and features which have covered
the investigation, the channel exposed
numerous differences between London and
Washington that attimes went beyond simple
banter and points ofviews.

The London-based terrorists planned to use
plastic fizzy drink bottles adapted tohold a
special explosives mix (base mixture primarily
hydrogen peroxide) . The soft drinks' contain­
ers would avoid airport detectors and their
contents could be reconstituted (mixed) in the
aircraft's toilets. Seven specific flights from
the UK to the USA had been chosen - each
airliner would have been airborne over the
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Atlantic Ocean when the bombs exploded. Had
the AQ operation been successful, then the

I loss of life would have been close to 2,000.

These were nervous times forMIS the FBI and
US Homeland Security. So too forafew
political and security chiefs who were privy to
the facts. All the while the CIA were watching
intently, fearful that any attack could prove
disastrous again forAmerica.

Of course MIS and New Scotland Yard
eventually identifiedthe seniorbomb plotters,
secured valuable intelligence after bugging at
least one terrorist safe house, and in the end
thwarted the plot. But this hardly begins to
touch upon the drama that was played out in
the capital cities ofBritain, America and
Pakistan.

Called the 'Liquid Bomb Plot', National
Geographic Channel researchers managed to

I get access toanumber ofthe intel people
directly involved in the investigation (on both
sides ofthe Atlantic) . Men like New Scotland
Yard 's counter-terrorist officials Peter Clarke
and Andy Hayman, the amicable Homeland
Security Secretary Michael Chertoff, and the

© SNAPPERJACK OF LONDON
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Three of the most dangerous men everencountered by MIS and New Scot­
land Yard and the key planners behind the plot to cause mayhem in the skies.

L-R : Tanvir Hussain, Abdullah Ahmed Ali andAssad Sarwar - all jailed for li fe

former head ofthe NSA and D/CIA Michael
Hayden. Holding the programme together with
frank and often candidcommentary was John
Reid, Britain 's tough-talkingHome Secretary
at the time. Though appearing calm during his '
interviews, it isobvious the events had made
aprofound impact on the way he viewed the
Britishoperation totacklethe terrorists. ~

Former New Scotland Yard anti-terrorist chief Andy Hayman, acknowledged
that British Intelligence was kept out of the loop over a top secret CIA mission

to Pakistan that forced police and MI5 to act in haste. His frustration and
annoyance are evident in his interview with the National Geographic Channel
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Bomb mixes, syringes and rubber gloves ...
The National Geographic Channel documentary provides an accurate portrayal

of the plot and importantly includes new commentary and information

TRANS·ATLANTIC TENSION

BEATING AIRPORT
BOMB DETECTORS
The al-Qaida terrorists chose a

specific plastic bottle type which
could be drained and refilled

(with explosives) via a hole in its
toughened base. The hole was
then secured with super glue

30

T
herewas obvious tension inWashing­
ton when British Intelligence advised
their counterparts inAmerica that a
terror plot was forming in London.

After assembling amassive 200-strong
surveillance team, MIS's objective was of
course todetermine the primary players, their
target[s] and the bomb delivery mechanism.
MIS's A4 surveillance directorate working with
NSY surveillance teams soon had the sus­
pects under observation, but there was real
fear that the security teams would stumble
across each other because so many targets
were being monitored. In the end the operation

sorted itself out, and the suspects were
identified. So too the suspected 'bomb
factory ' and the explosives and delivery
method. The programme reveals how an MIS
female surveillance officer then observed a
senior terroristat an Internet cafe. She was
instructed to reload his computer screen after
the suspect departed, up popped the flight
times ofseveral US-bound aircraft. British
Intelligence now knew the sheer enormity of
the proposed terror operation.

It was time totell the Americans: AQ was
planning another attack on the scale of9/11.
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Cyber Cafe Clues - MI5's gateway to terrorist objective

News ofRashid Raul's arrest shocked
MI5 and New Scot/and Yard. The CIA
feared al-Qaida was onthe verge of
launching another major attack...

LANGLEY'S TOP SECRET PLOY
Michael Hayden - former Director of
the Central Intelligence Agency and

NSA, admitted he had secretly
flown to Pakistan and advised the
Inter Services Intelligence Agency

that a senior terrorist was managing
the trans-Atlantic terrorist plot.

Within 24-hours , Rashid Rauf was
subsequently arrested . It was a

move which forced British Intelli­
gence to bring forward plans to
arrest over a dozen suspected

terrorists in the south of England.

the plot was none other than the notorious
Rashid Rauf. His involvement in AQ operations
has been well documented and Rauf's name
sat high on M15 's Registry. Th isthe CIA knew
but unbeknown to British Intelligence, the
Agency decided totake matters into its own
hands. Langley, ormore accurately as
revealed by National Geographic, D/CIA
Michael Hayden embarked uponadangerous

. ~

An MI5 female surveillance officer secured vital clues when she reloaded a
computer screen that showed flight data of seven America-bound airlines

And quitenaturally, America was frightened
and began to heap pressure on MI5 to
dismantle theplot.

All thewhilecommunications between the
London gang and aterrorist controller in
Pakistan were increasing. The man heading up

NSY needed more time to gather evidence,
thus making su re aconviction against the
gang wouldbe aformal ity. But because the
US had been alerted tothefact that the
terrorists had seemingly chosen which aircraft
to attack, moreand more pressure from
officialswas exerted. NSY did not like this at
all , butUKministers feared that if anything
went wrong, and if even one bomber got
through, therewould be hell to pay.

© NATIONAL GEOGRAPHIC CHANNEL 2011. ALL RIGHTSRESERVED
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Italian Internet Cafe. Notethe dateof this warning
on the door - 31 JUly 2005 Italy reacted with

haste following the 7 July2005London bomb­
ings - a clear sign terrorists were using such

establishments. Detectives working in Operation
Overt also foundan incredibly important clue in

one such London cybercafe...

the British and hasten officials into action."
However, NSY were not pleased, and this was
blatantly obvious in the response ofAndy
Hayman who acknowledged British Intelli­
gence was kept out ofthe loop. There is also
the matter of trustingthe lSI, if as one recalls
quite recently, the CIA's reluctance to inform
the lSI that they were coming to get Osama
bin-Laden inAbbottabad!

Needless tosay MI5 were forced toact and
police swooped on numerous addresses
across the south ofEngland. The bomb plot
had been foiled.

Within 24 hours Rauf was arrested. News of
his detention then reached New Scotland Yard
and M15. Ifany ofthe London plotters learned
ofRauf's arrest they could disappear orworse
- take other action. D/CIA Hayden told National
Geographic that his action was taken to "push

mission which could have resulted in M15 's
lengthy operation misfiring and the entire
trans-Atlantic bomb plot gang walking free.
Hayden travelled inaCIA charter plane to
Islamabad and arranged atop secret meeting
with lSI chief Ahmad ShujaPasha. Astonish­
ingly he gambled and advised MrPasha about
the plot and Haul 's presence inPakistan.
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As for Rauf - one ofOsama bin-laden's UK
'king pins ', he somehow managed to escape
on 14 December 2007 from his security detail.
But the CIA had the last laugh - he was killed
inaPredator RPV strike on 22 November
2008.

advance oftheir happening. Indeed, after
9/11 , who couldargue with such apolicy?

• Editor's Comments: The Liquid Bomb Plot
documentary iswithout question the best
intel-based film ever made on the attempt by
al-Qaida toblow up so many aircraft simulta­
neously over the North Atlantic Sea. Amust
see production packed with aplethora of
original information and exceptional film
sequences recreated from information
imparted from the highest sources.

Just for its intensity this two-hour special
documentary will keep you on the edge of
your seat. However, few programmes can
match its content inrespect ofthe plot outline
and the real life drama which was played out
on the streets ofLondon and beyond. For intel
watchers it gave avery rare glimpse and
insight proving British and American Intelli­
gence can view and react to situations quite
differently.

Interestingly, since 2006, the US security
services have tended toderail plots well in

© NATIONAL GEOGRAPHIC CHANNEL 2011 . ALL RIGHTS RESERVED,---------------------:
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SECRET HISTORY when in berlin visit ....

The move toflatten what remains ofthe field
station, has been likened tothe fate which
befell another most memorable and very
important building (thoughmuch tinier in
size). In December 2000, developers removed
the worldfamous Berlin watchtower known as
Checkpoint Charlie. For years this simple
structure was recognised as asymbol of
freedom and democracy. It truly was one of
the original icons ofthe Cold War that divided
more than the city ofBerlin - it was acrossing
point - abarrier between East and West. lit
was surreptitiously removed so as toattract a

who made German reunification possible.
Historians and intel watchers alike believe it
would be appropriate tosave the site simply
for its significance.

nce recognised as one
ofthe most important
National Security
Agency outposts inthe
Cold War era, Field
Station Berlin
Teufelsberg (translates

1.-.. to 'Devil's Mountain'),
Germany, is indanger ofdisappearing
altogether. The defunct base has long been
earmarked for redevelopment, but the German
Government's decision to raze it totheground
has been met with furious opposition. Those
who served atthe facility are naturally against
the move and efforts are underway on both
sides ofthe Atlantictoturn the site into a
monument that commemorates the friendship
and steadfast support ofthe Western Allies

The Devil's Mountain - campaign to keep
and restore iconic Cold War monument
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minimum amount ofattention. The city's
residents tried to save the tower, but failed ,
because authorities deemed it was not a
historic landmark. Itwas dismantled to make
way foroffices and shops, but nothing of note
has ever been built at this site, and the original
proposals fordevelopment have been shelved.
Historians and most Germans now recognise
that Berlin 's decision was wrong, and
campaigners inGermany and North America
are determined that this does not happen to
Teufelsberg.

NSA Field Station Berlin was an ELiNT and
SIGINT (Electronic and Signals intelligence)
complex positioned high on an artificial hill

that rises about 250ft above the Brandenburg
plain. The site, contained within Berlin's
Grunewald Forest has acurious history. Itwas
built by the Allies after the Second World War
from the rubbleofBerlin as the citywas
reborn. One estimate forthe amount of debris
used toconstruct thehill is about 12million
cubic metres, orput inmore simplistic terms ­
from an astonishing 400,000 destroyed or
damaged buildings. It is higher than the tallest
natural hill (Kreuzberg) inthe greater Berlin
area.

Teufelsberg's artificial hill and origin does not
in itself make it unique, as there are many
similar man-made rubble mounds in Germany

One estimate for the

amount of debris

used to construct the

hill is about 12 million

cubic metres, or put in

more simplistic terms

- from an astonishing

400,000 destroyed or

damaged buildings

(Schuttberg for example). You can also find
such hills inand around other war-torn cities
of Europe. Teufelsberg 's real significance lies
withwhat's actually sat atop and buried
beneath it: below, the shell of aNazi military­
technical college designed byAdolf Hitler's
chief Third Reich minister and architect Albert
Speer. Construction started on the
Wehrtechnische Fakultat in 1937, but because
ofthe war and lack of funding it was never
completed. Itwas simply used to store
munitions. After the war, theAllies tried using
explosives to demolish the school, but it was
so sturdy that covering itwith debris turned
out to be the easier option. And above, a

The former field station is now in a poor state of repair - seemingly
abandoned by the City Council of Berlin who seem oblivious to its
international significance . Teufelsberg played a significant role in
ending the Cold War and ultimately in the reunification of the two
German nations...
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disused NSA complex that once intercepted
Soviet communications providing NATOwith a
plethora ofsignificant intelligence.

The NSA stationwas also oncepart of the
Agency's global ECHELON intelligence
gathering network. 'The Hill', as it was known
colloquially by many Americans who worked
there around the clock and who commuted
from quarters in the US Sector of Berlin, was
actually located inthe British Sector. This
probably explains why one ofthe tallest aerials
on the base was in the ownershipofBritain's
GCHQ - the NSA's sister organisation. This
was removed in 1992. Also present was an
RAF intelligence section.

ORIGIN AND FERRIS WHEELS

P
riorto establishing the first permanent
buildings in the late 1950s, Mobile
Allied Listening Units (MALUs) had to
be driven tovarious other locales

throughout West Berlin hoping to gain thebest
vantage point forlistening toSoviet, East
German, and Warsaw Pact military communi­
cationstraffic. Onesuchunit decided to drive
to the top ofTeufelsberg and discovered a
marked improvement intheir listening ability.
This discovery eventually led to alarge
structure being built atop the hill, which would
eventually fall under the operational command
ofthe NSA.

At therequest of the US Government, several
ski lifts were removedbecause they allegedly
disturbed thesignals. Thestationcontinuedto

>
I
u
ex:«
en
UJ
Cl
z
:::>
c::l

©

Albert Speer's "vision" for Berlin
included numerous spectacular

buildings in the city centre (right)

operate until the fall of East Germany and the
Berlin Wall, but shortly thereafter the station
was closed and the eavesdropping equipment
removed. However, most ofthe buildings and
radar domes still remain inplace.

During its operational NSAlife, somevery
strange events occurred. NSA operators
noticedthat during certain times ofthe year
reception ofthe intercepted radio signals was
better. The reason, orshould we say 'culprit'

was found after awhile: aFerris wheel that
showed up annually and was part ofthe
German-American Festival inthe Zehlendorf
district of Berlin. Itwas decided that instead of
dismantling the Ferriswheel, constructed
ironically on Truman Plaza about five miles
southeast of the station, immediately after the
event concluded, the structure was left intact
to keep the quality ofsignal high! Another
relevant factor that should not be ignored is
that USAB (USArmy Berlin) was
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USAB troops based at the
Truman Plaza, Berlin

headquartered close tothe Plaza! In all
probabilitywhenthe attraction departed, no
doubt theUSAB assisted inerecting astructure
which mimickedthe effect of thewheel.

There were rumours that the US military had
excavated ashaft down into theSpeer­
designed school beneath, but this was never
proven. Technicians believe the story was
probably based on reports that engineerswho
maintained equipment in one of the first
enclosed antenna structures (domes)accessed
the upper levels via anairlockthatledtoa
"tunnel" ororifice embedded in thestructure's
central column. Other interested parties believe
the "tunnel" was probablythere as an emer­
gency exit, though those with intimateknowl­
edge of the sitesay this is not true.

Continued on page 40
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'OFFICIAf ESPIONAGE AND LAST COLD WAR VlCDM

The Berlin incident which could have
triggered NATO-SOVIET conflict

Major Arthur
D. Nicholson
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Quite ironic
is the fact
that foll ow­
ing an angry
demand by US Army General
Glenn K. Otis (above) , the
Russians delivered
Nicholson's body back to the
West at the Glienicke Bridge.
This location is of course
referred to as the 'Bridge of
Spies' following several
noteworthy spy exchanges,
including CIA U-2 pilot Gary
Powers and MI6 man Greville
Wynne

BRIDGE OF SPIES

© TORSTEN HENNING

Berlin). However,
the American
officer and his
driver, Jessie
Schatz broke
away from the
convoy and
found them­
selves near a
Russian tank
shed. Itwas here, on 24 March
1985, Junior Sergeant Aleksandr
Ryabtsev shot Nicholson dead in
cold blood. Nicholson did not die
immediately, indeed, the Russians
denied Schatz any opportunity to
save his colleague. The American
essentially bled to death just yards
infront ofhis helpless friend.

Such monitoring missions, though
unusual, had been sanctioned by a
1947 US-Soviet agreement that
provided forthe exchange of
intelligence gathering officers
(effectively observing inopen­
spaces). The Russians arguedthat
Nicholson and Schatz had violated
the agreement because they were in
an area deemed 'off limits'. This
was denied by Washington.

Such activities were routine as
military liaisons were often charged
with intelligencegathering (the
Soviet liaisons did the same inWest

Nicholson was serving inthe US
Military Liaison Mission tothe
Commander-in-Chief ofthe Group of
Soviet Forces inGermany. As such
it was not unusual forsuch officers
tovisitorattach themselves to
Soviet forces, inNicholson's case a
Soviet training area inLudwigslust
and atank convoy.

Nicholson's death prompted a
serious crisis inUS-Soviet relations.
One Pentagon memo actually
referredto the situation as the most
serious state ofaffairs since the
Cuban missile crisis.

M
ajor Arthur D.
Nicholson, aUS Army
intelligence officer and
experienced Soviet
Foreign Area Officer

(FAD) was shot dead by aRussian
guard whilst observing Russian
military traffic as part ofan official
US-Soviet sanctioned mission.
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ICONIC IMAGES THAT DEPICT AN EXTRAORDINARY CHAPTER IN THE LIFE ON BERLIN
Fig 4.

EYE spy INTELLIGENCE MAGAZINE 74201 I

REFLECTIONS
1. A citydivided. East German police examine identify cards
shortlyafter Moscow's decision to build the Berlin Wall. 1961

2. Checkpoint Charlie - American sector. 1963

!!!~~~~~~~~~ 3. Soviet anti-tank barriers. 1961

4. The original Checkpoint Charlie hutwas removed on
~ 22 June 1990, shortly after the fall of the BerlinWall

5. The hut now standsin the groundsof theAllied Museum,

~~I~~~m Berlin

6. Strangely the hutwas rebuilt in 2005and the location is
now referred to as a memorial site

7. Perhaps one of the most powerful images of the time. This
bus carrying civilians through an East German check point
has to negotiate a very tightentrance - almost reminiscent of
a cattlerun - perhaps to stop peopleexiting

8 Glad it's allover. Germans pour through Checkpoint
Charlie on 9 November 1989- the day the Berlin Wall fell

9. The scene in photo 8 is qui e different to thatdepicted
here,as USArmy elements and Soviet forces face eachother
at Checkpoint Charlie in a tense stand-off

Photo Credits: 1. Deutsches Bundesarchiv (Bild); 2. Roger
Wolistadt; 3.Deutsches Bundesarchiv (Bild); 4. Deutsches
Bundesarchiv (Bild) ; 5. Scapier; 6. Adrian Purser; 7. Deutsches
Bundesarchiv (Bild); 8. Deutsches Bundesarchiv (Bild); 9. Public
AffairsDirectorate, US European Command
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FIVE MILLION HITS AMONTH

NSA FIELD STATION

The theory probably has its genesis inthe fact that many German WWII
underground sites were designed with such escape tunnels in place.
But it's important to remember when the school was first built, it was
overground. Other more baffling (and almost certainly untrue) stories
surrounded the site, include the suggestion that asubmarine with
access tothe nearby Havel River was concealed beneath the hill.

Following German reunification, and with the re-emergence ofthe city
as asingle entity in the 1990s, Berlin regained its status as one ofthe
greatest cities in the world. These were great (and financially reward­
ing) times for those working inconstruction, and when agroup of
investors bought the Teufelsberg site, it was announced that architec­
tural plans were being drawn up that would see anew hotel, shops and
residences built on the hill. Interestingly, there was already some
opposition tothis, and reports soon started toappear that other parties
wanted to develop the site as avisitor attraction inthe guise ofaspy
museum.

Berlin 's new found international status resulted in an influx of residents
and businesses; plus the government's declaration that it should once
again be the country's capital, resulted in new building projects across
the city. Suddenly the Teufelsberg dream became unprofitable and the
project was axed. There was talk adecade ago ofBerlin buying back
the site, but with apurchase price running into millions ofpounds, this
was not an option. And so the site remained unused and became a
target for vandals, drug addicts and graffiti artists.

I EYE Spy INTElliGENCE MAG,\ZINF 7~ 2( 11
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Berlin

Save Serlin

- -...
WEST ALLlIERTE IN BERLIN

A small but fine museum dedicated to the
history of the three Western Allied Forces
and their civilian employees in Berlin from

1945-1994

FIELD STATION BERLIN ·VETS GROUP

The meeting point is infront ofrestaurant Scheune next tothe metro­
station atGrunewald (violet line S7) , exit Eichkampstrafle. Please send
an e-mail to info@berlinsightout.de giving your name, and how many
persons will be attending. Please request a listing ofdates available.

Guided tours ofNSA Field Station Berlin-Teufelsberg began forthe
very first time in February 2011. The two-hour tours are undertaken
by both German and English language guides. Prices start from
around £5.00.

T
he VFS web site says: 'Let us save Teufelsberg so that itwill not be
forgotten by Berlin, byGermany, byAmerica, andbyanyfuture
enemies who would trytothreaten thepeace. It can be a lasting
memorial to the mutual friendship andpeace ofpeoples who

once fought one another ingreat wars. We, the veterans ofField Station
Berlin propose that we all should work together tobring this proposal to
theattention ofgovernmental decision makers on both sides ofthe
Atlantic Ocean, sothat Teufelsberg will be preserved in fact, not justin
our memories.' Eye Spy endorses that view andinvites readers tosupport
thework ofthe 'Vets' group andother Teufelsberg pressure groups.

By the middle of2005, Berlin 's CityCouncil
decided to categorise the site as adesignated
forest region. This effectively ruled out any
possibility that new buildings could be placed
on the hill. However, there is now real
momentum that could yet see the site
developed intoa lasting memorial, visitor
attraction and museum dedicated tothe city's
important role inthe Cold War.

But councillors and businesses continue to
look at Teufelsberg's potential. One option
explored by officials was toflatten the hill and
create awoodland. Other groups have
emerged with ideas, including the NSA Field
Station Berlin Veterans Group. They hope to
have the site named in honour ofMajor Arthur
D. Nicholson, officially recognised as the "last
Cold War casualty" (see page 38). Nicholson
was on an intelligence mission when he was
shot dead by aRussian guard near
Ludwigslust on 24 March 1985. The incident
caused much military tension between the two
super powers ofthe world. Nicholson
posthumously received the Purple Heart and a
full military burial at Arlington National
Cemetery.
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Campaign work foraCold War museum
continues and readers can support the
development and find further information on
the VFS Berlin website and the West Alliierte
Museum in Berlin (see links).
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The incident is very
reminiscent of the
assassination of

Hamas gun-runner
Mahmoud sl­

Mabouh at the AI
Bustan Rotana Hotel

inDubai January
2010

t's true tosay that the Mossad have a
permanent presence inLondon, but
then so todo many other foreign
intelligence services. However, accusa­
tions levelled atthe Israeli organisa­
tion 's under-the-counter activities, are
only matched by those plyingasimilar

trade forMoscow - especially in the rather
murky field ofassassination. Standing on
M15's parade isnot really awise move, but
few outfits in the world can match the Mossad
when it comes to daring performances in
places far away from home. Indeed, the
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'Institute' as it isknown in the intelligence . Mahmoud al-Mabhouh in Dubai last year,
world, isfeared forits prowess and ability to : Mossad has been keen to rebuild relations
succeed where others would not even tread. with its counterparts - especially those in
Chillingly, its"eye-tor-an-eye" mentality ; London. At the turn ofthe year, new Israeli spy
means it is no respecter ofborders, and only I chief Tamir Pardo flew to London where secret
the securityof Israel counts. But that's not talks were held to rebuild trust. There was
always gone down well with its many partners I even adeliberate note leaked to senior editors
inthe West and elsewhere. I that spoke ofa "Mossadapology". Now, this

I all followed Pardo 's predecessor Meir Dagan's
Following Mossad's "FrederickForsyth" refusal tosay sorry tothe UK over his agents
scripted kill ing ofHamas agent and gun runner use ofanumber ofstolen UK passports -

© EYE SPY
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Researchers claim
Mossad agents on hit

operation stepped
down after uploading
signature virus that

led to heart of Syria's
nuclear weapons

programme....
,
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many trimmed up nicely by his agencies
brilliant and formidable props directorate. But
those in the know recognise that the Mossad
is an ally ofM16, the CIA and other organisa­
tions, albeit one that has atendency togo it
alone.

With relations with the UK's intelligence
services patched up, it must have come as
something ofablow (perhaps nuisance value
isabetter description), when amediaflyer
was sent tothe wires concerning the contents
ofanew book -Israel vs Iran: the Shadow
War. Written by Yaakov Katz, the Jerusalem
Post's military correspondent and Yoaz Hendel
for Yediot Ahoronot and Makor Rishon, the

~
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© SNAPPERJACK OF LONDON

book contains asignificant story on aprevi­
ously unknown Mossad operation that allegedly
took place towards the end of2006. It had
serious repercussions, especially for Syria.

In Eye Spy 51 , we featured the 6 September
2007 Mossad-backed IDF (Israeli Defence
Force) raid on aremote and secret nuclear
facility situated seven miles north ofthe village
ofTibnah inthe Dayr az Zawr region, about 90
miles from the Iraq border. Code-named Black
September aircraft and commandos made
short work ofdestroying the plant which was
virtually aclone of reactors built in North Korea
and Iran. Itwas most definitely connected to a
top secret Syrian military programme. Accord­
ing to Eye Spy sources Mossad agents had
managed to identify acargo vessel that was
carrying nuclear components from Pyongyang,
North Korea, and destined foraSyrian port. It's
highly likely that atleast one ofthe crew was
indeedaMossad informant. .

Israel had known about the building complex
forabout two years. Its own spy satellites had
already picked out new roads and out buildings
that had appeared inthe middle ofadesert
area (a usual method of identifying new builds).

44

Mossad analysts deemed it suspicious and of
course, the rest as one might say is "history".

So what's inthe Katz and Hendel work that has
caused anew ripple ortwo between MI5 and
the Mossad? The authors allege that the
Mossad's Kiddon supported by the Neviot
directorate, were sent to London in2006 as
part of Israel's greater effort tocounter Iran
(and Syria's) on-going efforts tosecure a
nuclear bomb.

These two elements ofthe Mossad are
particularly potent. The Kiddon has areputation
forbeing present atthe sharper end ofMossad
operations (let's leave it atthat) , whilst M15's
own legendary spycatcher Peter Wright could
have lined-up nicely with the folk from the
Neviot, which inHebrew translates to "spring of
water". This unit, which isnot that big but very
good atwhat it does, has bugged itsway
across the globe, by virtue ofsurreptitious
entry. They are also very good atelectronic
surveillance. It'sentirely feasible both the
Kiddon and members ofthe Neviot played
some part inthe Dubai operation which trapped
and assassinated Mahmoud al-Mabhouh.

I EYE SPY INTELLIGENCE MAGl\ZIN, 74 2011
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Israel vsIran: the Shadow War is
setfor release in November 2011

(Potomac Books)

For one man, however, Mossad's
discovery ofthereactor almost
certainly saved his life- the Syrian
diplomat. "His computer and its
contents turnedout to be his life
insurance. If itweren 't for that, he
wouldn't have left Europe alive," a
security official said.

Eye Spy has been unable to ascertain which
Kensington hotel received the Syrian diplomat

that the official shouldnot be killed Israel's suspicions wereproven
(thereis talk ofa "diplomatic and aspecial high-intensive effort
incident"). ensued to create aplan whereby at

the very least, the reactorwould be
So, atsome point later theagents destroyed. Of course, theSyrian
broke intohis room and discovered site was built illegally andgreat
his laptop computer. They then I effort was taken to keep the
reportedly down-loaded the programme out of reachofthe
machine's hard-driveand chose to international community. Allegedly
uploadatrojan horsevirus. inAugust 2007, apre-emptive and
Remember, something very similar exploratory raidwas performed to
had happened to Mahmoud al- obtainmore evidence, this inthe
Mabhouh allowing the Mossad to form ofsoil samples. Amonth later
track him viahis e-mail across the Israeli Special Forces struck and
greater Middle East. the site was assigned tohistory.

Syria had little space formanoeu­
vre because thebuilding reflected
anunderworldattempt tohelp Iran
build its nuclearbomb. There were
afew complaints that a "food
factory" had been mistakenly
attacked, butthis didn 't explain
why Syrianbuilders usingdozens
ofbulldozers had been called into
completely flatten the area and
bury the complex. Spy satellite
technology, however, had already
been used to obtaina plethora of
photo evidence.
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The virus installedand their task
complete, theSyrianwas oblivious
tothehappenings. However, the
virus also contained akey-stroke
logger, thus allowing Mossad's
computer forensic specialists and
analysts avery detailed insight into
~is communications.

I

Back in Israel, the contents ofthe
harddrive were pored over.
Photographs, blueprints and
technical data ofthe secret
borderland reactor were found.

Syrian was watched inthe foyer
and his room number identified. All
was inplace, it was justaquestion
of when...

Katz and Hendel certainlyhave
intelligencesources, and one
personwho must have had
intimateknowledge ofwhat
happened next explained the
official (also described as a
diplomat) was carrying nuclear
secrets. The next day theMossad
followed him tothe nearby Syrian
Embassy inBelgrave Square. Here
he remainedforsome time,
presumably holding aseries of
meetings. What happened next
seems unusual, inthat adecision
was seemingly taken inTel Aviv

EYE SPY INTELLIGENCE MAGAZINE 74 ,01' I

Now according tothe authors, as
many as twelve Mossad operatives
weredespatched to London in late
2006 with oneintention- to kill a
globe-trotting Syrian official who
was considered an integral part of

. thatcountry's ambition toacquire
anuclear bomb. Landing at
HeathrowAirport, some operatives
waited patiently for their target to
arrive from Damascus. Like many
spies visiting London, he chose to
stay inKensington. He was duly
followed into ahotel (theauthors
have not yet revealed which one)
and signed in. As apointof
reference, the Mossad allegedly
had prior knowledgehe had
booked into this particular hotel,
and had ateam already inside. The
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Product Review

Voice Activated Pen Recorder
R

ecently we received anew
one-touch covert voice
recorder pen forreview. It
appears just like any normal
business pen, Monte Blanc

____ _ indesign and writes
perfectly well. It also has anice heavy feel to it ­
unlike many ofthe cheaper models that are

. available. Eye Spy stocks several audio pens, so
I was interested to compare this recorder with
older models. I plugged the unit into aPC and an
hour later it was fully charged although two
hours is recommended: older models tend to
take much longer anywhere from four hours to
an overnight charge.

Several audio pens on the market sound
'muffled' depending on where the microphone is
placed, especially on the body, inthe pocket etc.

Others have tobe quite near to the source ofthe
sound. We optedtotest this recorder ata
distance ofabout 15 feet and proceeded to
generate afive minute recording ofacasual
conversation I was having with colleagues.

The pen can be plugged into acomputer by
unscrewing its middle; this reveals aUSB
connection point forthe supplied cable. The pen
itself quickly installedthe drivers needed to
upload the file. I was prompted foracomputer
restart to install the drivers, which I did and it
worked like acharm and brought up my sub
foldertoaccess the media files. Itwas simple to
navigate tothe folder because there isonly one
folder within the pen. I clicked on myaudio file
and I was very happy with the outcome. It played
anice crisp sounding audio ofthe conversation
I had with colleagues.

.,
. ., ,.

VOICE ACTIVATION

This was also the first voice activated pen that
we have reviewed. Long pauses or 'deadair' on
recordings just use up memory and can be
irritating and time-consuming on playback. This
unit automatically began recording the instant it
heard avoice orsound and stopped when the
noise orconversation ceased. The process
continues until you clickthe recorder off. If you
prefer, you can simply record continuously in
manual mode which we found tobe asuperior
function.

It'snot difficult to find adigital voice recorder
pen as there are anumber on the market that
have several hours of audio recording time.
However, most ofthese pens feature lots of

buttons orlights, which means the

IrYE spy INTEl I IGENGE ~1AGAlIN[ 742011
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• • •

pen is anything but covert. This digital recorder
pen isdiscreet with one button and atiny hole
located towards the top half of the pen which
none ofour unsuspecting targets noticed.

The hole is foryou to see the pens current status
ie: red light = recording mode, blue light =
charging mode, green light = MP3 mode.

RECORDING FUNCTIONS

Whenusing the voice recording function, the
light automatically turns offafter five seconds for
secrecy. The inconspicuous control to start/stop
recordings does not emit any sound and only
gives abrief flashing indication to letyou know
itsstatus before commencing recording.

. Compared to the other pen recorders. this
version is farsuperior interms of itscovertness.

Saving recordings was asimple click ofthe
button followed by aflashing indication forfive
seconds to let you know the material hasbeen
saved to its internal flash memory.

Besides listening tothe recording via a PC. the
unit also comes with ear phones that simply clip
into the pen. This allows instant playback.

CONCLUSION

If you'relooking foravery easy-to-use covert
audio pen. this one-touch recorder gets my vote
ofconfidence. With itssuper simple design.
superior audiopick-up, voice activated record­
ing, short recharge time and easy download
capabilities. you can operate with confidence. It
also has a huge 71 -hour recording capacity.

As forthe benefits inthe intelligence world there
are many. Pens are items that we all use and on

Penrecorded perfectly in allenvironments,
includinginsidemovingvehicle

• • • • •
.. .. ..

adaily basis. Leavingsuchapen lying around on
the table athome will not look out of place to
your children orspouse. The same holds true for
cars, office desks, oreven wearing them in
clothes pockets. For discreet, covert interviews
this high-quality pen is ideal.

Specifications:
• High quality built-in
microphone records up
to 20 feet

• No flashing lights
during recording and no
large buttons on body of
pen unlike most other
models

• Voice activated
recording mode

• After power on itautomatically goes in standby
recordmode

• Highquality recording quality of 192kps WAV
format simply drag and drop the recording to
computer by USB port

Technical details :
Recording time 6to 8hours
Recording capacity of 71 hours
System support: Microsoft Windows 2000/XP/
Vista/NT O.s 10.0 or above
Interface: USB2.0
Builtin3.7v Hi Li-ion rechargeable battery
Charge time: 1to 2hours of charging will last 6to
8hours of continuous recording
Dimensions: 145x14mm

USBcable, earphones, instructions and twoink
cartridge refills supplied

Ref: ESNAP/2011 UK: £75.00
USA $130.00 ROW: £85.00
(price In c lud e s postage a nd package)

RRP £200.00 UK
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ROOM WITH A VIEW:
Bin-laden's Abbottabad

home and office
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Osama Bin-Laden's flawed belief that he would never be found
created an "air of invisibility" which led to ablatant lack of "home
security measures". However, the intelligence gleaned by the CIA on
computers, memory sticks and cell phones retrieved by the Agency
at his Pakistan safe house will provide years of work for analysts...

COURTESY: US NAVY SEALs

By Kevin Coleman



Relevant satellite/aerial intelligence. The CIA believe bin-Laden could
have been making plans to live in the compound for several years.
These images showthe emptyAbbottabad location in 2004 (Fig. 1)
and the site as it appears roughly today (Fig.2)

.... lectronic items and documents
seized from Osama bin-laden's
(OBL) Abbottabad compound in
Pakistan are said toamount tothe
largest cache of intelligence ever
gathered from an al-Qaida

.... location. Eye Spy sources have
compared the intelligence collection toth'at
which wou ld fill thelibrary of asmall univer­
sity. A 'score' so significant one Pentagon
intelligence official told Eye Spy: "The
indexing, cataloguing and analysis of just the
readily available data will take months; the
forensic recovery ofoverwrittenand deleted.
files onthe computer devices mighttake
years."

The following listing is an accurate inventory
ofwhat we believe was collected from several
rooms within the primary building and
annexes. Do note that the casings from the
computers werenot recovered:

• 5 computer la p to p s
• 1 0 computer hard drives
• 1 0 cell phones
• 100-150 thumb drive/

memory sticks
• Dozens of CDs/DVDs
• Numerous documents

inc lud ing le tte rs and
personal hand-written notes

EYE Spy INTELliGENCE MAGAZINE 742 ill

Intelligence analysts and computer forensic
specialists fromseveral agencies within the
US IntelligenceCommunity(IC) are busy
retrieving data includingthat from deleted files.
The review and analysisofthe cache has
already generated security concerns insidethe
United States and warnings have been issued.
Sources insideone ofthe US 'threeletter'
organisations said: "This is the calm before
the storm. "

With this amount ofdata it will take time to
createaresponse and it isarace against the
clock toget ahead ofany planned attack.
Similarly, no-one is yet sure if the material has
ledtoother leading al-Qaida terrorists, but
there has beenasignificant number ofintel­
operations against high-profile figures.

Atrip toa local computer store yielded the
following informationabout how muchdata
couldbe stored onthe devices andother
mediaSEAL Team 6 collected:

• Today the average computer
hard drive is 120 GB.

• Modern cell phones can hold
up to 8 GB.

• Thumb drives / Memory
sticks can hold up to 256 GB.

• A CD holds between
650-700 MB.

• A DVD holds approximately
4.7GB.

The total storage capacity has been calculated
at 2.7 terabytes and that requires ahuge
analysiseffort. ~
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While many officials celebrate the
successful OBL mission and the
valuable intelligence it has so
obviously produced, it is not without
cost. Many intelligence organisations
(spokespersons) have warned of
retaliatory actions by al-Qaida
franchises and cells across the world.
Conventional acts ofterrorism as well
as acts ofcyber terrorism are deemed
highly likely.

Everyone needs to increase their
vigilance inthe physical world and in
cyber space.

The value ofthe recovered OBL digital assets are
said to be incalculable. So much so that foreign
intelligenceexecutives (other intel services) are
anxious to receive information about the
intelligence collected during the raid on the
compound. Do note we have learned the sharing
ofsome ofthis intelligenceiscurrently being
planned.

This clearly shows al-Oalca's use ofcomputers
and their potential importance.

Just recently, British Defense Secretary Dr Liam
Fox announced his intention tovisit the United
States todiscuss the massive collection of
intelligence gathered by SEAL Team 6. Dr Fox
said: "I am going to America todiscuss indetail

these issues. AI-Qaida isstill a
threat. "

Informationwe have
analysed makes it appear

that data security measures
were limitedonmost of the

evidence collected

Computers collected inthe field and after arrests
of low level al-Qaida operatives have proven very
useful and the material found now is from the
command and control centre ofthe global
terrorist network.

become less concerned with computer security;
to this add the fact that there were no
telephone lines formodems and no broadband
internet connection and it is easy tounderstand
why complacency set in. .

In 2007, a US Department ofDefense "summary
ofevidence" document used insupport of
charges brought against Khalid Sheikh Moham­
med, reported that ahard drive seized during his
capture contained informationon the four
commercial aeroplanes hijacked on 9/11 ,
including code names, airline company, flight
number, target, pilots names and background
information; plus the names ofthe hijackers
themselves.

Atask force isworking 24hours aday - seven
days aweek. Its efforts are said toproduce one
(1) new lead on terrorist leadership oractivities
an hour.

There are likely deleted files and overwritten
areas of storage on the seized equipment and
storage media which will require digital foren­
sics. Digital forensics ispart science and part
technology. For years now digital research tools
and techniques have evolved atasteady pace.
Cutting-edge techniques and best practices for
all aspects ofdigital forensics will be applied to
the array ofstorage devices collected from
Osama bin-laden's compound. Sources told Eye
Spy they are cautiously optimistic about the
intelligence community's.ability tounlock the
secrets currently stored on devices and retrieve
the files that use to be stored there. These
techniques will have to be performed to discover
the presence ofthis type of informa­
tion and that will take some additional
time as well.

DIGITAL FORENSICS

Mike Rogers, Chairman ofthe House Intelligence
Committee said: "There's alotwe have to go
through, some encryption, some coding. This
will take aconsiderable amount oftime." A
rushed examination ofthe digital information
collected atthe compound has already changed
commonly held beliefs about al-Qaida's
leadership and operations, including OBL:s
hands-on control ofsome strategicdecisions.

Digital forensics isabranch of
science encompassing the discovery,
recovery and investigation offiles
found incomputers and on digital
devices. Information we have
analysed makes it appear that data
security measures were limited (poor)
on most ofthe evidence collected
(not encrypted). This isattributed to
OBLs extended stay within the walls
ofthe compound. After residing there
year after year, most peoplewould
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Husain Haqqani, Pakistan
Ambassador to the USA has
held high-level meetings in

Washington about the
detained men
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in the lSI simply tipped-off al-Qaida or the
Taliban. And of course , when an operational
Pakistan Army task force did arrive at the
site, it was completely empty.

While D/CIA Panetta was as diplomatic as
ever, Mike Rogers, Chairman of the House
Intelligence Committee was not so forgiv­
ing. Eye Spy understands Rogers has seen
first-hand "qualified evidence " that some
officers in the lSI and military helped protect
bin-Laden in Abbottabad. From whence that
intelligence was gleaned we know not,
however, Rogers has acknowledged that he
has "no proof " to support his assertion ,
only drawing reference to "information" that
he had seen. Either way, we believe Rogers
travelled to Islamabad in early June and did
make comment about these issues.

A Pakistan counter-intelligence officer said
his country was quite entitled to arrest
anyone it suspects of being a spy. This
doesn 't bode well for the arrested men. A
more constructive, but nonetheless interest­
ing comment was issued by Husain
Haqqani, Pakistan Ambassador to Washing­
ton : "The CIA and lSI are
working through
some issues..."

Pakistan Embassy, Washington DC

Despite secret discuss ions in Islamabad
. I I with the lSI's executive board , D/CIA Leon

Panetta has warned the White House that
~ I his organisation is at a critical crossroads in

its relationship with the lSI. It didn 't help
matters when Panetta showed high­
resolut ion and Top Secret National Security
Agency (NSA) surveillance imagery of
terrorists emptying a warehouse packed
with weaponry in the volati le Waziristan
region. This happened just less than 72
hours after the CIA had provided coordi ­
nates to the lSI of the weapons storage unit.
The implication here is that a rogue officer

Osama bin-laden's compound

akistan's Inter-Services Intelli­
gence Agency (lSI), ordered the
detention of five people it
believes helped the CIA identify,
monitor and then capture the
world 's most wanted terrorist.

Those arrested have been strangely
descr ibed as "CIA informants". One of the
men is believed to be an army officer, whilst
another alleged ly rented a safe house to a
CIA contact man close to the terror chief's
high-walled compound. The arrests have
provoked anger within the CIA's hierarchy
and once again brough t into quest ion the
lSI's long-term relationship with its Ameri­
can counterpart.

When this story surfaced , senior Pakistan
offic ials tried to play down the matter. "This
story is completely baseless ," said a
government spokesman.

had been detained in Abbottabad. Newspa­
pers in Pakistan said "an army major copied
the license plates of visiting cars to the
compound in the weeks leading up to the
raid." Eye Spy believes Major Aziz lived 200
yards from bin-Laden. However, we
understand he was but one of numerous
residents in the area quest ioned by the lSI.

Few intelligence watchers doubt that
someone or some agency helped the CIA's
surveillance directorate to find bin-Laden.
However, there are powerful elements in the
lSI - furious that they were kept out of the
loop, and played no part in the end game
operat ion. Other office rs oppose the US
action altogether and feel embarrassed
such an incident could happen right under
their noses. The 2 May raid was seen as a
provocation by many peop le in Pakistan.

Suspected CIA informants arrested for
helping to capture Osama bin-Laden

At time of publication, Eye Spy understands
one of the suspects, Major Amir Aziz, 45,
commander of Pakistan's Medical Corp,
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f2.8
Large and small apertures

on the same lens

WITH PETER JENKINS

LENS SPEED

In Eye Spy 73, we showed how a
largeaperture allows more light in
than asmaller aperture. Each lens
has a 'speed' and this is markedon
thelens barrel as an 'f' stop and is
the widestsetting possible. For

The speed of the lens is normally marked on the
lens barrel as a ratio. In this case 1:3.5-4.5

a35mm wet film camera. Adigital
lens is 1.5 times better thanitsold
counterpart interms of focal length.
In simple terms, adigital 300mm
lens isthe equivalent toadated
450mm and a100mm digital lens is
equal to anold150mm lens. As the

_ systemisdigital, you now alsohave
theadvantage of being ableto zoom
intothe picture electronically to
bring it evencloser after thepicture
istaken.

length such as 28-70mm, 70­
210mm or100-300m) are ideal and
enable youto 'frame' the picture. A
lens of 28mm orless would be
considered awide angle lens.

In digital photography, the focal
length ofa lens is different to that of

Lenses should be cleaned regularly with
the correct cloth/brush/accessories

FOCAL LENGTH

THE CAMERA LENS· a device which focuses the
light onto a sensor to form an image; that image

must be sharp in order to produce clear pictures...

_ I

There areawide rangeof lenses
availableforthe surveillance
photographer. Lenses of 250mmto
300mm are normally adequateto
bring your subject closer. Zoom
lenses (lenses withvarying focal

T
heview seenthrough any
lens is governed by its
focal length (usually
measured inmillimetres).

This focal length is thedistance
from the objectivelens tothe
sensor. Astandard lens is 55mm
and sees roughly the same view as
the human eye.

52 I t:Ve sr-v IN ELLIGENCE 1\•. A\,;o.~
I

=. 2' 11



53

A400to800 filmis good for
surveillance as it enables the
camera to take pictures atfaster
shutter speeds but the disadvantage
is that the pictures often turn out
grainy (hencethe poor qualityof
long rangephotographs of famous
people in some celebrity lifestyle
magazines).

Indigital cameras, thereis no film
but thesensor reacts inasimilar
manner and they still have speed
ratings. The ISO isnormally set ~

Two photos taken from a distance of 50 metres, hand-held
with a 400mm lens. The sharper photo was taken at a

shutter speed of 1/320th , - the other at 1/90th of a second

FILM SPEED AND ISO

weather is very dull and you have a
300mm lens fitted to the camera,
the camera's exposure meter may
tell you that aspeed of1/125 sec is
required. If this is so, either use a
support ortrytoholdthe camera as
steady as you canto prevent blur.
There is also another technique that
you can useto obtainfaster shutter
speeds called 'pushing' which is
described below.

The term 'filmspeed' isused to
describe how light sensitive awet
film is and it is measured as an ISO
rating. A 'fast' filmof400 ISO
reacts very quicklyto light, whereas
a 'slow' film of 100 ISO is less
sensitive and reacts slower,
requiring brighter light or alonger
exposure.

500mm 1/5001h

50mm 1/5Olh

250mm 11250lh

SHUTTER SPEED AND
TELEPHOTO LENSES

100mm 1/1251h

In surveillance, fast shutter speeds
are normally required because we
are using long lenses and have to
overcome imageblur caused by
camerashake. And of course,
operatives areoftenrequiredto
photographmovingsubjects.

stops. If your 200mmlens is an f4 it
now becomes f8 and so shooting in
low lightmay be difficult.

With telephoto lenses, inadditionto
the picture being magnified, camera
shake is also exaggerated. There­
fore, trytouse asupport ortripod
whenever possible. If the camera
has tobe hand-held, use the
following table as aguide to
selecting ashutter speed that will
helpyou prevent blur.

For every mmoffocal length lens
used, use areciprocal shutter
speed: forexample:

In poor lighting conditions, you will
not always be able to obtainan ideal
shutter speed. For example, if the

EYE sPY IN ELl)t. E \ Pt.GAL!

Tele-converters offer acheap way
ofextending your lens' focal length.
It is asmall cylindrical tube thatis
fitted between the camera and the
lens; a2xconverter doubles the
focal length so that a200mm
telephoto now becomes apowerful
400mm. However, there is a
disadvantage as your aperture
settings will also be reduced by 2f

Depth offield is normally very
narrow with such lenses, especially
when using wider apertures,
therefore focusing on the subject
has to be precise. You will also note
that many ofthese lenses are
coloured white, thisallows themto
reflect heat rather than absorb it,
which can distort the lens.

TELE-CONVERTERS

example, anaverage 50mm lens will
have an aperture range off3.4 to
f16, the speed of this lens is f3.4.
An average 300mm lens will have
an aperture rangeoff4.5to f22 so
itsspeed will be f4.5.

Sports photographers and the
paparazzi are often seen with long
lenses of300mmandabove but
you will note thatthey are also very
wideindiameter. This is because
they are designed to let inas much
lightas possible and their speed can
be as fast as f1 .8. Thisenables the
photographer to use faster shutter
speeds inorder to 'freezethe
action'.
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Camera settings, terminology, dials and functions, lenses and filters ... all can
initially seem daunting. However, with a little patience and practise they

become understandable and are an immensely invaluable surveillance tool

T
he way one holds a camera will
greatly affect picture taking and can
be the difference between a pin
sharp picture and a blurred image.
You may have spent a lot of money

on a camera but it will not give you a faster
shutter speed , therefore the picture quality starts
with you, by holding it correctly. The following
tips will you help take sharp pictures :

built innoisereduction facility but
noisecanusually be removed in
computer packages suchas
Photoshopvia the noise reduction
filter.

If you push the ISO, don't forget to
reset the ISO back to automatic
afterwards. In surveillance photog­
raphy, I would consider this as one
of the most used functions on the
camera.

As with wet film, the higher the ISO,
the grainier the picture; the higher
you pushthe speed, the more
'noise'will appear inthe image,
normally as red and blue specks.
Top ofthe range cameras have a

KEEPING YOUR CAMERA STEA
A Few Genera' Tips

© PAUL CHIN

automatically by thecamera's meter achieve togetasteady shot in low
to either 100 or 200 ISO. However, I light. If asurveillance officer is inan
theISO rating can be altered Operational Post and shooting in
manually, or 'pushed' as it is called, I twilight, he may considerpushing
which alters the sensitivity ofthe the speed.
meter. For example, if you are using
af4.5, 300mm lens inlow light and
take areading inprogramme mode:
the camera gives you the maximum
aperture off4.5 but the shutter
speed it selects is1/90thofa
second. Thisshutter speed is far too
slowfor the long lens and camera
shake is inevitable. Remember, we
need ashutter speed ofatleast 1/
300thto match thefocal length.

Therefore, if we now manually alter
orpushthe ISO setting up to 1600
(seeyour camera manual on how to
do this) and take the samereading,
you will note that the aperture isstill
4.5 (becauseit can't openany
larger) but the shutter speed is now
1/500th of asecond and much
faster. This iswhat we aretrying to

ISO set manually from AUTO
and "pushed" to 800

• Use a monopod or a tripod whenever poss ible ,
if this is not poss ible, turn your body into one

• Grip the camera firmly with the right hand, with
your foref inger resting gently on the button and
the remaining fingers griping the side of the
camera body. Your thumb should be pressed
against the back of the camera

• Do not hold it too tight otherwise your hand
will shake

• The left hand should be placed under the lens
barrel to take the weight and also used to focus
and contro l the zoom. Held like this you shou ld
be able to remove either hand and sti ll have a
tight grip of the camera

• Keep your elbows tucked into your body for
support - important

• Stand in a position where you will not sway
about , your feet should be shoulde r width apart
and one foot slightly in front of the other for
maximum stability

• If kneeling or sitting, tuck your elbows into the
insides of your knees

Support the weight of the lens barrel with
your left hand

• Breathe out a little, hold your breath, squeeze
the shutter gently. Do not snatch it or the camera
will tilt

• Use a support to lean against especially when
using slow shutter speeds . Do not rest the lens
barrel on anything solid , rest your hand on the
surface with the lens on top.

• If you have to turn the camera in order to
shoot vertically, your right hand should be below
the camera in order to support the weight.

• Use a fast shutter speed when poss ible, push
the ISO setting

: • If you are in a vehicle, switch off the engine
: and rest against something
I

• If your lens has stabilisation, switch it on

In the next issue of Eye Spy, Peter Jenkins takes a
lookat 'metering' and how to obtain a good
exposure in difficultsituations
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A Thuraya phone in use in Algeria

Popular with many Special Forces and widely used by the
intelligence services - the Thuraya Satellite phone

THE LINCOLNSHIRE POACHER AND
MI6-SPECIAL FORCES EQUIPMENT

shortwave radios would allow users to keep
an ear on the international scene as well as
receive number messages in the event of the

So what ofthe equipment? The satellite failure ofother equipment. It'sworth noting
phones kept the team incontactwith the UK that the known number station E03 that has
and forgeneral conversationto other opera- been attributed to Britain 's M16, also termed

I tives on the ground; of course it's also the 'LincolnshirePoacher' because of its use
relatively easy, I'mtold, tomodify the of the old British folk song used as atuning
operating system to utilise bespoke encryption , signal. It ceased operation, apparently from its
atthe pressofabutton sequence. The I operating base in Cyprus, some years ago.

Whether the diplomats were MI6 officers or
not is no longer conjecture; many nations
have diplomats in their embassies who are

According to Eye Spy sources, when the men i intelligence officers and titled as second
were detained, a rebel reportedly used this I secretaries, etc. However, the false passports i

detail to access aMinistry of Defence (MOD) i complete with one single image might present
computer system inthe UK. "It is so inept, it is ! aclue!
unbelievable," an intelligence commentator I

said atthetime. The rebels tapped the
username and passwords into the confiscated
computers and asystem opened with a
screen that read 'SunatraDeployed' - believed
to be agateway to asecure UK military
network.
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Heavy Libyan Army armour lies in pieces following an air strike by NATO (FrenchAir Force) on the outskirts of Benghazi
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COURTESY: US ARMY/DOD
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However, that's not to say there are no reserve frequencies and
standby stations ready tosendintheevent of aproblem!

TheBGANor Broadband Global Area Network is asatellite access
systemthat once aligned with asatellitefrom anywhere on the
globe, except at the poles, allows full broadband Internet forthe user
withsome networking attheuser endtoo. Modern versions allow
thefull 802.11 service so familiar to wjfj users to be availableas
well. The batteries forthese devices are LithiumIon and like those
extras seized would be easily charged using manpack solar cell
technology producing around 60W or18v at3.3A and verysuitable
for charging 12volt systems; including the Thuraya SatellitePhone
too.
~

The Ministry of Defence (MOD)
and its Defence Intelligence

Staff (DIS) were central to the
dangerous midnight operation
that resulted in the exposure

of the Sunatra code-word

EYE SPY INTE L1GENCE MAGAZ NE 7, L

US troops get familiar with a portable field
station satellite communications system

A scene that could have been drawn from the picture ­
'Mad Max', but the Libyan rebels have used every ou~ce of
their ingenuity to adapt weaponry - here a Jeep carnes a

large artillery piece
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N0 HIDINGPLACE· PHOTOGRAPHIC INTELLIGENCE IMAGERY
© CROWN COPYRIGHT/MINISTRY OF DEFENCE

Precision strikes* by RAF on Gaddafi's offensive military infrastructure

A: An RAF fighter bomber identifies a large munitions holding area near the city of Sirte. B: Seconds later the site is
destroyed after receiving a direct hit by Paveway IV GPS or laser-guided bombs . C: A Libyan warship in the port of AI
Khums is disabled by a Tornado. D: A military storage facility in Tiji is targeted by nine precision strikes

RAF INTELLIGENCE COLLECTION

* Eye Spy respectfully notes at least one NATO raidstruck abuildinghousing noncombatants in Tripoli killing 14 civilians
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script characters and give it an air ofauthen­
ticity.

Was the operation the failure the media en­
bloc seemed tosuggest? We think not...

NATOemblem for its Operation Unified
Protectorwhich incorporates several

member-state operations, including the
UK's ELLAMY

The BGAN is about the size ofabriefcase,
highly resilient and also allows the use ofVolp,
the Internet-style phone as well as e-rnails, but
all very securely. The modern BGAN was
tested in Afghanistan so its use in Libya can
be expected to be very efficient.

THE OPERATION

INTELLIGENCE ANALYSIS

The media criticised a"failed" British Special
Forces mission; that the team were ill­
prepared and the operation was poorly
planned. But one has toseriously lookatthe
results . The team were released without any of
their kit; nonetheless they obviously had
senior contact with someone inauthority as
evidenced by their speedy return to UK
shores. However, whilst the team were
apparently detained their computers were fired
up and an unidentified user apparently took
advantage ofthe user names and passwords
carelessly written on ascrap ofpaper. I can't
comment about the securityhabits ofEye Spy
readers, but I tend tokeep all my usernames
and passwords inmy head.

Once those laptops were online the users
couldn 't believe their luck. As for the gateway
screen - 'SunatraDeployed' - one rebel said:
"It takes you right into the MOD system in the
UK." When subsequently asked if the system
was accessed, the rebel said: "Yes we did...
but as acourtesy tothe UK we will not divulge
all, but just enough to let them know that we
know. It's agood thing this hasn't fallen into
enemy hands."

As soon as 'SunatraDeployed' appeared,
those monitoring the Internet not only knew
within afew seconds that Sunatra had indeed
been deployed, but also where.

Was the MOD website viewed by the rebels
the real one? Probably not, but just artistic
enough to look authentic.

Did the rebels access the Secret Intelligence
L==============J Service (MI6) almost certainly not - they were

probably directed tothe MI6 jobs market
advertising for Arabicspeakers enabling
whoever put the site up toadd afew Arab
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British Special Forces and MI6 agents reported
that Colonel Gaddafi has been seen atvarious
locations inand around Tripoli - often arriving in
nondescript vehicles. One signal suggested he
may well be travelling inan ambulance. There
have also been several eye-witness accounts
that the Libyan leader isstaying inhospitals in
the full knowledge that these targets are offlimits
to All ied forces intent on striking national
defences.

GCHQ's Libyan Desk has been tracking and
intercepting cell phone, land-line and encrypted
calls ofpersonnel close to Gaddafi, and also
most Libyan government communications. This
has reportedly forced the military touse more
conventional methods toforward important
communiques. All ofthis, combined with a
"squeezing" ofother media traffic and with the
constant threat from the Allied air guard
patrolling over the country, has, according to the
MI6 assessment, disheartened Gaddafi. The
phrase "paranoid" was used inthe MI6 docu­
ment.

However, asked if Gaddafi was close to relin­
quishing power, MI6 analysts supported by MOD
Defence Intelligence (01) staff said "no." With
this negative conclusion inhand, senior British
military strategists requested that more physical
and psychological power should be exerted on
Gaddafi. This was agreed upon by Downing
Street - the result being the Army has sent a
number ofpowerful Apache helicopters to the
region. Armed with Hellfire missiles, these low­
flying aircraft can target specific buildings far
more accurately than the Tornado orTyphoon,
forexample.

The announcement by premier Cameron, who
said "I want to see us turning up the pressure
[on Gaddafi) so we can make sure people in

60

Libya can chose their own future," was preceded
by five directed UK missileattacks on govern­
ment buildings previously used by Gaddafi as he
continues to move from location to location. This
operation was undoubtedly part ofthe psycho­
logical warfare now being performed by British
Intelligence and the military, ineffect warning
Gaddafi his movements are known to M16.

• Beside the obvious military pressure, eco-
I nomic and mental stress placed on Colonel

Gaddafi, MI6 continues touse itsprowess inthe
country to forge acommunication back-channel
with the Libyan leader and his inner circle. Ifthis
was tosucceed, MI6 believes anegotiated
settlement ispossible. Afully working "diplo­
matic liaison" has already been created with
senior people from the Libyan rebel movement.

A Libyan Army tank disabled
following an RAF strike
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insertion ofadditional microphones meant that
one could call up (silently) a cell phone and
listen-in to sounds and conversations close-by. If
aperson tried to use the phone, no call could be

I made... the phone appeared dead - orthe battery
flat. Itwas, in reality an overt bugging device. By
2002, other devices started to appear where the
user could configure the phone to act as a 'dead
phone', and then byentering asimple code, it
could also be used to accept and make calls.

those who ply their trade on anational security
level accessing cell phone data isquite easy.
Interception has always been the domain of
security services and agencies such as GCHQ
and the NSA (withwarrant in hand). But a
decade ago, as the millennium passed, high-end
technology created inthe public sector meant
that it was only amatter oftime before intercep­
tion and hacking was within the reach ofthose
prepared to dabble with wiring and software long
into the night.

SPY PHONE GENESIS

The first 'spy cell phones' were fairly basic.
Referred to as 'deadphones', aslight
reconfiguration ofthe motherboard and the

64

t's becoming quite ararity
on the streets ofour major
towns and cities - the good
old fashioned public
telephone orcall box. Yet in
respect of eavesdropping

and security, it is farsuperiortothat must have
item - the all powerful cell phone. In aworld
increasingly besotted with gadgets, games,
photos, twitter and instant communication, you
very rarely hear that once polite enquiry- "could
you direct me to the nearest public telephone?"
Now - just before you learn about anew ultra­
low-cost piece ofeavesdropping technology, you
might just want to keep the phrase 'ontap' for
that most important telephonecall.

Today, most people regard cell phones as part of
their business orsocial dress code: they are an
essential product grasped tightly when venturing
out of the home. Some even refer tothem as a
necessary fashion accessory, while others are
keen to display the latest models - complete with
matching colour coordinated ear phones. They
have become an obsession. In the world of
business, the cell phone isthe single most
important item after the car. But look alittle
deeper; our cell phone number isheld byfamily
members, friends, business associates and a
host of companies eager to do business with
you. No one seerJ:ls to question itssecurity, or
ever consider the possibility that aprivate
conversation ortext message is vulnerable to
interception. Of course those involved inthe
game ofespionage recognise the importance of
countermeasures, and atan intelligence level,
some defence systems can be enabled. For



Perhaps the most
expensive cell
phone is the

Signature Cobra by
Vertu, a design and

manufacturing
company of luxury
phones (subsidiary
of Nokia). This will

empty your wallet or
purse to the tune of

£200,000 ($300,000). Vertu's
regular mode l - the Signature

Diamond - is just a snip at
£55,000. Other models are of
course significantly lower in
price. Pictured here is the

Signature - cost around £6,000.

CELL PHONE FASHION

several months conversations and texts
wereexposed. Thereafter, the Internet
conspiredwith orbiting satellites and
innocent communication companies to
make cell phone interceptionfrightfully
easy.

In 2008, EyeSpy was askedbyperhaps
the world 's most famous television
broadcasting companyjust howeasyit
was to bug acell phone. One of our editors
was cut off mid-stream probablybecause
of legal issues involving the Royal Family.
However, that can 't happen ~

The world of telephone communication technology (both cell and landline) has
moved on dramatically. Onceowned by a privilegedfew, nowtelephones and
their mobile counterparts (combined) easily outnumber their human operators

One of the world's leading researchers into cell phone interception and the
~echnologies associated withtheir security. Nohl has certainly caused ripples in the
Industry which have prompted much discussion and led to better counter-measures

Without risking alawsuit, thus not
naming users or operators, it was
the interceptortype ofcell phone
that was atthe centre ofspy
scandal afew years ago. Aset of
specially configured cell phones
were issued on mass and for

SPECIAL REPORT

External wiring gave the user theoption of
attaching the phone toa land-line or acar battery
- ideal forvehicle monitoring. Before long, users
hadanother choice. Thespecially devised
Interceptorwas born. More

. advanced technology meant that
you give such phones as agiftora
work tool, and thenlisten-into any
callsviayourowncell phone. In this
case, your phonewould ring
simultaneously when the provided
phone was activated. The cell phone
was also an integral part of a land­
linebuggingsystem call the Matrix.
All still pretty basic stuff, but
potentially explosive.
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Have cell
-phone will

travel...

There has beenmuch concern of lateinthe UK
over theeavesdroppingof celebrity cell phones.
But this is just the tip ofthe iceberg, and interrns
of the intelligenceworld, those charged with
countermeasures and intelligence gathering
regard such cases as irritating and for thegossip
freaks only. If the cell phone ofaprime minister
or senior intelligence figure was hacked, then it
becomes serious. So, with this inmind, it's
worth looking at the new methods employed and
available to interceptacell phone call or text
message. There are afast growing number of
companies emerging that sell what's known as

NEW SPYWARE AND TECHNOLOGIES

certainly illegal and the same can be said with
accessing voice-call boxes onthe cell phone.
Government organisations requireawarrant and
good reasontomonitor a particular cell phone
(or land-line). However, users outside the
intelligenceand security community exist - lots
ofthem, and anew generationofspy phone
technology has emerged that makes detection
virtuallyimpossible.

With technology advances, and downloadable
add-ens comes risk, and it appears those intent
ofprovidingamulti-tasking cell phonehave
forgottenaboutthespies, villains and general
snoopers who want aslice ofyour action.

From those early spy phones which involvedthe
manipulationof hardware, anew rangeof
'spyware' has been born. Thishas been made
possible because the creators of cell phones are
using aplethora ofadvanced and scaled-down
software that affords thousands ofdifferent uses
for acell phone, from games and social
networking, tosanctioning and performing multi­
millionpound business deals fromthecomfort
ofyour home - and inany location on Earth.

THE CHAOS COMPUTER CLUB
Co-founded by Herwart Holland-Moritz
(right), also known as Wau Holland in

1981. One of the oldest hacking clubs , its
profile was lifted dramatically after a
serious hack into a television station

which resulted in some £60,000 being
transferred into a bogus account. The

money was returned the next day but the
group achieved its goal by exposing

serious failures in the firm 's security wing.

inthewritten pages of Eye Spy, so intruth, with
the cell phone in hand, and bluetoothtechnology,
it takes about 60 seconds. The cost is minimal.
Crucial inthiscase was one needed the unit and
number. But inthe last 24 months the ease in
which acell phone can be attacked has chillingly
increased - and it is no longer necessaryto have
thephone inhand. Concerned parents and
spouses might argue that they have aright to
listen-in... tomonitor the content or natureofthe
call. Similarly, business userscould say the cell
phones arecompany property and they do not
want them abused. However, let's be clear, to
listen-inwithout the consent ofthe user is almost

Changing the SIM card does not
necessarily guarantee an 'infected' cell

phone will not continue to operate
some viruses
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Gadgets, music, accessories, internal cameras, Apps, games and much, much
more. A whole new world of products has grown around the cell phone. Users

seem far more concerned about such items than the safety and confidentialityof
their conversations, textmessages and yes... photographs and video clips
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Actual size

The complete suite of interceptor programmes
once cost well inexcess of£1 ,500 ($2,000), but
this is falling every year and the basic elements
are within range ofmost pockets. For example, if
you only require the interception oftext mes­
sages, this can be purchased forabout £250.00
($350.00). Now, it is possible that if you suspect
your cell phone has been bugged, tohave it
examined by aspecialist and occasionally
'cleaned'. But what's the point? It isexpensive
and you may as well purchase another unit. As
forintercepting cell phone calls without the use
ofcommonly available soft or hardware, it is still
possible, but the technology used is restricted
and costs upwards of£40,000 ($65,000). Here
one begins toenter the domain ofthe intelligence
world. But anew report from an 'old friend' has
sent shivers down the spine ofmany operators
inthe cell phone intercept business.

In January 2010, Eye Spy looked atthe work of
one ofthe most famous (or infamous) research­
ers who has made it hismission exposing the
fragility ofcell phone security technology - his
name is Karsten Noh!. The German researcher
announced he had cracked the A5/1 code which
isused toencrypt calls dominated by GSM­
based technology. Experts inthe industry

}o;--

Eye Spy Enigma Elite - ideal in many
covert/overt listening environments

turning the unit into aspy phone. The rogue
software will upload anumber (or numbers) that
isautomatically contacted when a call ismade or
received by the infected phone. And don't think
by changing the SIM card and effectively its
number, that this will get rid ofthe problem, the
'menace' communication also attaches itself to
the actual unique number ofthe phone itself.
Once anew SIM card isdeployed, the process
starts all over again. Time tothrowaway the
thing and start again we think!

'spyware' forcell phones, computers and other
well known gadgets. It'sessentially software that
isavailable forsingle performance actions, or
you can opt topurchase a 'suite' ofdamaging
and potentially illegal programmes. Yet what
makes this range mind-boggling dangerous, isall
that is required isacell phone number. For
example, forafew hundred pounds you can
download apiece of software that allows you
send as adisguised text message toatarget
number. The cell phone doesn't even know it has
been sent amessage. The software then wends
itsway into the phone's programme, effectively
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"Now there's a path from your telephone
number to me finding you and listening to

your calls... the whole way" . Nohl
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thought this was impossible, but Nohland a
team of hackers joined a bank ofcomputers
together and the rest is history (see Eye Spy 66).
One yearon, and Nohl is atit again. this time in
conjunctionwithanother researcher, Sylvain
Munaut. In Nohl's first tests, he revealed that
about 80%ofcell phones were vulnerable, now it
seems that they all are. Indeed, purchasing that
certain piece of equipment costing £40,000 is
no longernecessary. Withfour cheap cell
phones and freely available software, Nohl and
Munaut demonstrated their eavesdropping
research kit at the Chaos Computer Club
Congress (CCC) in Berlin. "Now there's apath
from yourtelephone number to me finding you
and listening to your calls," Nohl said. "The
whole way." Do not ignoreNohl's words.

Whilst acknowledging the research ofother
hackers, Nohl said that his team had spent the
last 12months on asingle most important
element, "Theone piece that completed the
chainwas theabilityto record data offthe air,"
he said.

Atthe conference. bemused securitymonitors,
some hiding in plainsight, were left open­
mouthed as the pair demonstrated the equip­
ment. They located arandomly chosen (target)
cell phone, "seized itsunique 10", and started to
intercept the data (conversationaland text)
between it and a base station. "Weused cheap
Motorolacell phones because adescription of
their firmware leaked tothe Internet," said Noh!.
This in turn led to an open source alternative
firmwarethathad its 'filters' removed soit could
see all the databeing broadcast byabase
station. There were afew more simple actions,
but "any GSM call is fair game," he said.
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Simeon Coney. a
spokesman forcell
phone securityfirm
Adaptive Mobile,
saidthe work looked
fairly thorough.
"Especially interest­
ing is how the attack
is aimed ataspecific
target phone, which could leadto malicious
interest of high value targets. This isn't an attack
that is today readily repeatable yet bythe anyone
unfamiliar with the underlying technology," he
said. "However, it does illustratethemanners in
which the cell phone system could be compro­
mised inafocused attack in less protected
markets. "

GSM is used onthevast majorityof cell phone
networks around the world, with some five billion
cell phones in use. And forthe record, Nohl, who
is intent only on alerting thecell phoneproviders
to what heperceives are huge gaps intheir
technical security, spent less than £40.00
($65.00) to buy hisfour Motorola phones.

When making that crucialphonecall, Eye Spy
presents here inthis featureafoolproof counter­
measures solution and one that is completely
safe... use a public telephone...





How The End Begins:
The Road toa Nuclear World War III

The rest ofthe book looks atthe
broader nuclear issues facing the world
inthe 21 stcentury: What is deterrence?
Who can claimtohave it? How many
nuclear weapons can we livewith? Is
zero really possible? In other words:
Can we undreamthenightmare?
Hardback 320pp

Available from Eye Spy Ref: ES/1420
UK £24.99 USA $39.99 ROW £25.99

Eachchapterof the HowtheWorld
Ends deconstructs the dangers
weface. Rosenbaum begins by

showing all the ways the post-ColdWar
order that tried to imposeaset of rules
of averting anuclear mistake has fallen
apart. He describes the journey ofone
Bruce Blair, once amissile launcher,
whose experience inside the nuclear
establishment left him alarmed about its
vulnerabilities. He also looks atnuclear
war from the Russian side, using the
architect ofthat nation's earlywarning
system as afocus. He describes all the
ways internationalincidents we have
seen- Georgia, the Israeli raidon Syria,
the Iranian moves - areevidence that
some governments have shown a
will ingness tomove closer tothe brink
ofaconflict involvingnuclear weapons.

THE INTELLIGENCERS:
British MilitaryIntelligence from the
Middle Ages to1929

The story ofBritish military endeavour
over 250 years isaremarkable one of
individual bravery, achievement and
success. We read ofthe Scoutmaster
whose role was to gatherintelligence
onthe King's enemiesand of
Walsingham's secret organisation atthe
time ofElizabeth I.

During the long years ofwar against
France culminating inthe Napoleonic
Wars, spymasters developed on anad
hoc basis. Inthe nineteenth century,
despite the power and reach of Empire,
no central intelligenceorganisation
existed. Enterprising young officers
worked wonders but failures such as
those inthe Boer Warcost Britain
dearly. It took the reverses inthe Great
Warto create an Intelligence Corps. But
even that was disbanded post-war.
Hardback 224pp

Available from Eye Spy Ref: ES/1419
UK £22.99 USA $39.99 ROW £24.99

Military intelligence about the
enemy isafundamental part of
any war orbattle, knowledge

ofthe enemy's strength, dispositions
and intentions are essential for
success. This book claims that for250
years theBritish Army resolutely fai led
toprepare for war byrefusingto
establish anucleus ofsoldiers inpeace
and trained to obtain intelligence inwar.

I ALL PRICES INCLUDE POSTAGE (AIR) AND PACKING I

Although therewere 'Scoutmasters' and
secret spy organisations such as that
operated by Sir Francis Walsingham in
the 15th Century, inno major conflict
from the Civil War of1642, including
the Peninsula, the Crimea, Burma,

, Egypt and South Africa and inthe
multitude of small wars that gained
Britainan empire, was there any staff
branch orunit specifically pre­
established to gain intelligence or
frustrate the enemy from obtaining
intelligence.

and provides the most authoritative
history ofhow the Enigma machine
became akey instrument ofthe war
effort. Hardback 184pp

Available from Eye Spy Ref: ES/1418
UK £32.99 USA $32.95 ROW £34.99

THE SECRET CAPTURE:
U-110 and the Enigma Story

Roskill's workis based on both
documentary and eyewitness evidence

When this book was first published in
1959, the author set the record straight
about the sinking but continued tohold
back details ofUltra. Now, anew
introductionputs the capture of U-11 0
into context and makes clear itsvital
importanceto the code-breaking
programme oftheAllies inWorld War II.

Long after the war's end, official
World War II records listed the
German submarine U-110 as

sunk on 9 May 1941 byaBritish
convoy: adeliberate deception that hid
the actual capture of asubmarine that
contained aworking Enigma machine,
codebooks, charts, and ciphers. As the
official British historian ofthe naval war,
Stephen Roskill didnot reveal the secret
inhisauthorised account.
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ACOVERT AFFAIR: Julia Child and
Paul Child in the OSS
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imperial decline
and world war,
while worrying
aboutbeing
stabbed in the
back byits Irish
neighbour.

Using recently
opened
archives, this
book reveals
forthe first timehow intelligenceand
intelligenceagencies shapedAnglo­
Irish relations during this formative
period. The book casts light on
characters long kept inthe shadows ­
IRA gunrunners, Bolshevikagitators,
Nazi saboteurs, British doubleagents. It
shows what happened when Irish
revolutionaries stopped fighting, formed
governments and started sharing
information withLondon- whiledoing
everything possible tohidethis fromthe
Irish public. Italsofills inamissing
chapter inthe history of the British
intelligencecommunity, trac ing its
evolution from amateurish beginnings,
througha painful adolescence, to the
sophisticated apparatus that is largely
stillwithustoday. Large Paperback
540pp

Available from Eye Spy Ref: ES/1425
UK £22.99 USA $38.99 ROW £25.99

B
estselling author Jennet Conant
brings usastunning account of
Juliaand Paul Child 'sexperi­

ences as members of the Office of
Strategic Services (OSS) inthe Far East
during World War IIand thetumultuous
years whenthey werecaughtup in the
McCarthy Red spyhunt inthe 1950s
and behavedwith bravery and honour. It
isthe fascinating portrait of agroup of
idealistic men andwomen who were
recru ited by the citizenspy service,
slapped into uniform, and dispatched to
wagepolitical warfare in remote
outposts inCeylon, India, and China.

~

BRITISH SPIES AND IRISH REBELS:
British Intelligence and Ireland,
1916-1945

Available from Eye Spy Ref: ES/1424
UK £22.99 USA $45.00ROW £24.99

The book draws from extensive
interviews with participants from the
SAS, theRAF and the Sultan's Armed
Forces, most ofwhom havenever
spoken about their involvement before.
Hardback 364pp

Atdawn on 19July 1972, aforce of
nearly 300 heavily armed, well-trained
guerillas attacked the little fishing port
ofMirbat withoutwarning. Between
themand glory stood ateam ofjust
nine SAS men and a British airfighter
force. The scene was set foran epic
encounter; amodern day Rorke's Drift.
Their heroism wouldbecome SAS
legend.

STORMFRONT
"

I
nearly 1970, the Commanding
Officer of22SAS flew into the
strategically critical Sultanate of

Oman on acovert intelligencemission.
A Communist rebellion in the South
threatened not only the stability of the
Arabian Peninsula but more importantly
the vital oil routes through the Persian
Gulf. Within six months, the Regiment
arrived in theatre to lead afierce, secret
war against the rebels.

Thestruggle between British
intelligence agencies and Irish

I revolutionaries has lasted for
centuries - and still goes on. But it was
atits most intenseduring the first half
of the twentieth century. Ireland
experienced a bloody rebellion, bitter
partition and astuttering march towards
independence. Britain grappled with

frank account of sexual adventuring that
went with it. So, this is how the dogs of
war behave when they are let off the
leash?Hardback 384pp

I Available from Eye Spy Ref: ES/1423
UK £22.99 USA $38.00 ROW £25.99

ROGUE MALE: Death and Seduction
in World War II With Mister Major
Geoff

Theuntoldstory of one of the
most lethal and successful
soldiers of the Second World

War - ahighly decorated hero as well
as aself-confessed rogue. Inthe tank
war in the desert ofNorthAfrica, Major
Geoff, as hecametobeknown, quickly
showed himself asoldier of superb
athleticism, unwavering will towinand
almost superhuman instincts when it
cameto survival and outwitting the
enemy. Almost incredibly he won the
MilitaryCross on hisvery first day in
action.

duplicitous, philandering and vain anti­
hero who was boastful and brave,
reckless and calculating, ruthless and
mercenary... butpatriotic. Or washe?
Based on recently declassifiedfiles and
meticulous research, Snow reveals for
the firsttime the truth about an
extraordinary man. Hardback 272pp

Available from Eye Spy Ref: ES/1422
UK £22.50 USA $38.00ROW £25.00

This is an honest account of winning
the warnot by fair play but bybeing
more ruthless than your enemy. But
maybe what is even more extraordinary
than his soldiering - itspredatory
ruthlessness and amorality - is the

EYE SP NT II ENCE MftlJAZ !\IE "T "-

Available from Eye Spy Ref: ES/1421
UK £35.00 USA $37.50 ROW £38.00

Donovan
introduced
America to the
dark arts of
covert warfare
on ascale it
had never seen
before. Now,
veteran
journalist

.. Douglas Waller
has mined government and private
archives throughout the United States
and England, drawn on thousands of
pages of recently declassified
documents, and interviewed scores of
Donovan's relatives, friends, and
associates to produce ariveting
biography ofone of the most powerful
men inmodern espionage. Hardback
480pp

SNOW: The Double Life of aWorld
War II Spy

'1.

I' . I .11 -II'

WILD BILL DONOVAN: The
Spymaster Who Created the OSS
and Modern American Espionage
t I I •

Hewas one of America's most
exciting and secretive generals ­
the man FranklinRoosevelt

made his top spy inWorld War II.A
mythical figure whose legacy is still
intensely debated, 'WildBill' Donovan
was director oftheOffice ofStrategic
Services (thecountry's firstnational
intelligence agency) and the father of
today's CIA.

S now isthecodename assigned
toArthur Owens, one of the
most remarkableBritish spies of

the Second World War. This typical
Welsh underfed type became the firstof
the great double-cross agents who
weretoplaya majorpart inBritain's
victoryover the Germans. Whenthe
stakes could not have been higher, MI5
sought tobuild adouble-cross system
based on theshifting loyalties ofa



The eager, inexperienced 6 foot 2 inch
Juliasprings to life inthese pages, a
gangly golf-playing California girl who
had never been farther abroad than
Tijuana. Single and thirty years old
when she joinedthe staff ofColonel
William Donovan, Julia volunteered to
be part of the OSS's ambitious mission
to develop asecret intelligence network
across Southeast Asia. Her first post
took her tothe mountaintop idyll of
Kandy, the headquarters ofAdmiral
Lord Louis Mountbatten, the supreme
commanderof combinedoperations.

ACovert Affairchronicles their
friendship with abrilliant and eccentric
array ofOSS agents, including Jane
Foster, awealthy, free-spirited artist,
and Elizabeth MacDonald, an adventur­
ous young reporter. Relying on recently
unclassified OSSand FBI documents,
as well as previously unpublished
letters and diaries, Conant vividly
depicts adangerous time inAmerican
history, when those who served their
country suddenly found themselves
called to account fortheir unpopular
opin ions and personal relationships.
Hardback 416pp

Available from Eye Spy Ref: ES/1426
UK £32.99 USA $34.00 ROW £35.00

THE COMPANY WE KEEP: Husband
and Wife True-Life Spy Story

Robert Baer was known inside the
CIAas perhaps thebest
operative working the Middle

East. Over several decades he served
everywhere from Iraq to New Delhi and
racked up suchan impressive list of
accomplishments that he was
eventually awarded the Career
Intelligence Medal.

Dayna Williamson thought of herself as
justan ordinary California girt­
admittedly one born into acomfortable
lifestyle. But shewas always looking to
get closer tothe edge. When shejoined
the CIA, she was initially tasked with
Agency background checks, but the
attractive Berkeley graduate quickly
distinguished herself as someone who
could thrive inthe field, and she was
eventually assigned to 'Protective
Operations' training where she learned
tohandle weapons and explosives and
conduct high-speed escape and
evasion.

HE ~-. ­

t)MPANY
WE KEEP
A HUSBAND­

AND-WIFE
TRUE-LIFE

SPY STORY

ROBERT!
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Atrip deep down the intelligence rabbit
hole - one that shows how the 'game'
actually works, includingthe compro­
mises it asks ofthose who play by its
rules - and aportrait of two people
trying to regain anormal life, The
Company We Keep isamasterly
depictionof the real world ofshadows.
Hardback 320 pages.
£16.99

Available from Eye Spy Ref: ES/1427
UK £19.99 USA 40.00ROW £25.00

OPERATION FORTITUDE: The True
Story of the Key Spy Operation of
WWII That Saved D-Day

Operation Fortitude was the
ingenious web ofdeception
spun bythe Allies tomislead the

Nazis as to how and where the D-Day
landings were to be mounted.
Described bydouble agent Kim Philby
as "oneofthe most creative intelligence
operations ofall time."

The story of how this web was woven
is one of intrigue, personal drama,
ground-breaking techniques, internal

resistance, and
good fortune. It is
ataleofdouble
agents,black radio
broadcasts,
phantom armies,
' U ~ra ' decrypts,
and dummy
parachute drops. Agent Garbo
Thesediverse
tactics were intendedto cometogether
to create asingle narrative socompel­
ling that it would convince Adolf Hitler of
itsauthenticity.

The success ofD-Day - the beginning of
theend ofWWII - was made possible by
the efforts ofmen and womenwhowere
not present on the Normandy beaches.

Using first hand sources from awide
rangeofarchives, government
documents, letters and memos
Operation Fortitude builds apicture of
what wartime Britain was like, as well as
the immense pressure these men and
women were working under and insure
D-Day succeeded. Hardback 320pp

Available from Eye Spy Ref: ES/1428
UK £19.99 USA $38.00 ROW £25.00

ALSO OF NOTE: NOVELS LACED WITH ESPIONAGE, INTELLIGENCE AND INTRIGUE

JOlIN
WE0TIN

DoubleTroubleon CornedBeel Row .
James W. Baltee, Createspace .

Mare Nostrum
E. S. Hoover, Createspace

CarteBlanche (James Bond) Follow Me Home The Spy Book
: Jeffery Deaver, Hodder &Stoughton : Patrick 8ishop,Hodder &Stoughton : John Westin, McNeil& Richards

Threebaby boys are born duringa : MareNostrum - genuine, probing, Fresh fromAfghanistan, James Bond • Two youngsoldiersare onamission . Humorous novel about spying, the
snowstorm. Two areidentical twins. . thought-provoking historical fiction . has been recru ited toanew agency. • tocaptureOsamabin-Laden. The • Soviet Union, andaprofessorand
Thetwins areseparated inamix up . that exploresthemaniacal drive of : Conceived inthepost-9/11 world, it : men soon find they are the hunted : cooedat the Universityof Virginia. An
atthehospital. Bothwindupwiththe . greed andthe intoxicant ofpower . operates independentof MIS, MI6 • and must makeit back tosafety . American professor andthe beguiling
firstnameofJacob andthe same • that motivates men toemploy • andthe MOO, ijsveryexistence • throughhostilelands. Perilous at . graduate student he's having an
initial fortheir last name. Onegrows • extreme measures towards their own . deniable. ltsaim: toprotect the . every turn, the troops evenhaveto • affair wijhdidn't destroy the Soviet
upwithhis natural parentsand . ideological end. Mixed with an • Realm, byany means necessary. A • lookafterayoung frightened woman . Union. They simplyput the last nail in
becomestheowner ofadeli.The • undercurrent of current events it will . call alerts Bond fromdinner wijha . as they journey home... • the coffin...
otherends upinthemilitary and • leaveyou wondering if today's fiction · beautiful woman. GCHQ has
becomes amercenary. .. • will be tomorrow's headlines. • decrypted an electronic whisper...
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Magnetic field lines
around the wire

I
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Electrical power is supplied by way ofan
alternating current (AC) which continually
changes polaritybetweenpositive and
negative. The numberof reversals inagiven
timeare called Hertz (Hz), 50 and 60 Hz
which are inthe low frequency range. All the
AC power lines generate both electric and
magnetic field, the greater the current, the
stronger theelectromagnetic field. All live
wiringand appliances in ahouse generate an
electromagnetic fieldthat penetrates most
things tosome degree. Most houseshavea
ring circuit where, inessence, the power
leaves the consumer unit, circulates around
the house and returns totheconsumer unit
having completed acirc le. Thereare other

step downtransformer, eventuallyreducing
thevoltace to lessthan 10,000 volts, then
eventuallyto 240v (UK) and 120v (USA)
before it reaches the normal household. When

I the power enters the house, it goes first
through awatt-hour meter monitored by the
electricity suppliers.

To understand the implications, we first need
to look at thehouse electrics and gain a
glimpse ofthe subtle and unseenways in
which control is feasible. In Britainthehouse
electricity is 240 volts at50 Hz, inAmerica it
is 120volts at60Hz. The consumer is
supplied with electricity by the national power
grid, this begins at the power plant, which
generates alternating current. To ensure the
power is sufficient astep-up generator will
produce up to765Kv, that travelsalong
transmission lines. Before thesupplyreaches
the consumer, it goesthrough asubstation

ehave looked at many of
the principles by which
both the mindand
physiology can be affected
and controlled by remote
transmission, one cheap
(by comparison) and little

mentioned or knownapproach isthroughthe
wiring tohouseand office. There are the usual
limitations and problems, but inprinciple the
technology is bothviable and practical.

74



In the same way that the high frequency
square wave clock ofalaptop computer can
generate asignal that will interfere with any
aircraft's navigation equipment (which is why
they are not allowed to be used on aircraft) ,
so household EMF can affect us in various
ways. This isdependent on the power,
emission, and type ofthe field , distance from
the field, exposure duration oftime expose and
accumulative effects over time. For example,
an electric blanket turned on and 2 inches
from the body is between 21.8 to39.4mG

(various safety advice ranges from
2 to4mG).

~

antenna to EMF fields. However this article is
not about EMF pollution and health, but it does
illustrate that even without intentional invasive
mind control technology, we are already
immersed inan environment that unintention­
ally affects us tosome lesser orgreater
degree.

The world's first power station - Edison
Electric Light Station, London, was the
brainchild of Thomas Edison. The site
started generating electricity in 1882

Typical US wiring for a three-line
light switch set

A remarkable rainbow array is present on this microwaved DVD - caused by
the effects of an electric discharge through the disk's metal film

methods ofwiring ahouse, such as a
radial circuit, oracombination ofring
and radial circuit.

Apart from the main house wiring, each
appliance generates adifferent electro­
magnetic field , dependent partly upon the
power ofthe appliance. An electric blanket
produces afield that can penetrate up to7
inches into the body, also hair dryers,
microwave ovens, vacuums, television, radio,
computers, etc. all generate various electro­
magnetic fields. The strength ofthe magnetic

cordless phones, microwave ovens, baby
monitors etc. The human body vibrates within
the low frequency range and acts as an

component ofthe fieldis measured inGauss
ormilligauss (mG). Some ofthe electrical
products that generate VLF are computers,
televisions, and power tools. Higher frequen­
cies can be generated from such items as cell
phones,

A. The power plant
B. Step-up generator
C. Transmission lines
D. Transmission lines
E. Sub station/step-down transformer
F. Transmission lines orcables
G. Watt-hour meter from electricity
company
H. House supply

SIMPLIFIED VIEW OF YOURELECTRICAL POWER SUPPLY
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The amorous exploits of'CommanderJames Bond'aside, the
intelligence community often creates strange bedfellows ofthe less
erotickind - one ofwhich 'odd-couplings' we discussed in Eye Spy
41 when weshedlight on the apparently incongruous connection
between Dundee Marmalade and Codebreaking. Another is the
equally unlikely link between Bletchley Park's World \\Jar Two
ULTRA secret and the rather bucolic subject ofornamental
gardens, leavened with a smattering ofminor royalty. ..

SPECIAL LIAISON UNITS

In the run-upto D-Day in1944 aplan had to
bederived to convince the German defenders
in France that the apparentomniscience of
theAllied forces was due to information
leakageviasuch rud imentary methods as

defensive action. An example: when BP
derived from the intercept of German signals
the details ofaconvoy supplying Erwin
Rommel 's Afrika Korps with fuel and other
war materiel the RAF mounted aprominently
visible observation flight over theconvoy,
suggestingtotheconvoy commander that
any consequent attack could be ascribed to
this aerial observation and not to some more
sinister and subtle source.

ccording to Ian Fleming 's
Auric Goldfinger: ".. .once
is happenstance, twice is
coincidence, three times is
enemy action ..." Nowhere
is this truer than when a

successful codebreaking effort results in "the
readingof other gentlemens mail" and both
offensiveand defensive measures are
implemented as aresult. During World War
Twothecode breakers ofBritain's Bletchley
Park [BPj had toconsider each individual
occurrence before divulging the content of
decrypted signalsto field commanders and
otherswho mightmakeuseof the
information derived from theclandestine
action. Theinformation itself had to be
suitably sanitisedandabogus justification
and sourcecreatedfor any resulting

...being an irregularly occasional,
or an occasionally irregular,

communication from the American
cryptological community: particu­
larly those things associated with
the National Cryptologic Museum
[NCM] and its parent, the National

Security Agency [NSA]

The main house and gardens at Chanticleer, Wayne,
Pennsylvania have afascinating intelligence history

Letter from
Fori Meade
by David Hamer



German WWII signal decrypted by
Bletchley Park codeb reakers

ULTRA DECRYPTS

79

A codeword used to describe the
intelligence deciphered from high
security encrypted German WWII
communications (signals) and ­
telep rinter messages.

ULTRA has become synonymous
with the codebreaking
efforts of Bletchley Park,
in particular intelligence
secured via that
encrypted on Enigma
machines (right)

Lt. General Omar Bradley (left)
pictured in France with Major

General J . Lawton Collins shortly
after D-Day

manner as to completely conceal the source
ofthat information. The job required that the
SLO work closely with an officer whose
hierarchical status [and frequentlyego) was
much further up thescale that thatof, say, a
mere Captain orMajor assigned to the SLU.
The job requirement thus included strong
military skills, imagination and knowledge
combined with amost unusual level of tact
and persuasion.

~

© EYE SPY

spying, reconnaissance, and other 'innocent'
means and inno way related tothe almost
magical reading of heavily encrypted and
secret material being broadcast by and for the
German commanders. In order to do this BP
createdtheSpecial Liaison Units [SLUs),
which were staffed by Special Liaison
Officers [SLOs) whose principal task was to
convey the content ofthe ULTRA messages
to senior field commanders while stressing
the overpowering need to ensure that any
consequent action was carried out insucha

Erwin Rommel - one of Germany's
most formidable army strategists
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One such officer was Captain [later Lieutenant
Colonel] Adolph G. Rosengarten, scion ofa
prominent, 'Main Line ' [see sidebar]
Philadelphia family: aPrinceton-educated
lawyer who atthe age ofthirty-five orsowas
somewhat older than many of his
contemporaries when he reported forduty
with his National Guard Division in 1941 .

'Dolph', as his family knew him, arrived atBP
in1943 where his fellow trainees inthe
programme immediately dubbed him 'Rosie'.
After completing training he was assigned as
SLO to General Omar N. Bradley, then
commanding the US First Army in France.
Rosengarten tells the story ofhis post-D-Day
adventures inan academic paper he wrote in
1978 forthe journal Military Affairs. A
significant quote from the referenced paper
says, "...1was also ordered to report through
the SLU to Bletchley any violation ofsecurity
which might reveal to friend orfoe the
existence of ULTRA ..."

While atBletchley Park, Rosengarten 's
commanding Officer was Colonel Telford
Taylor, who became better known forhis role
as the Counsel forthe Prosecution atthe
Nuremberg Trials after World War II.

Rosengarten clowning as Hitler:
note German officer's hat, pencilled­
on moustache and parodied spelling

of his name 'Adolf'...

Rather remarkably, and in later life, Adolph
Rosengarten returned to academia and just
prior to celebrating his seventy-sixth birthday
was awarded adoctorate inhistory from the
University of Pennsylvania, his studies
enhanced by his wartime experiences. After
his death in1990 the Rosengarten family
endowed achair inmodern history athis alma
mater - Princeton. His obituary inthe
Philadelphia Enquirer included: 'Adolph G.
Rosengarten Jr. is best remembered as a
Main Line gentleman who helped create
Chanticleer, an arboretum on his family estate
in Wayne. Yet Rosengarten was also a
decorated soldier who was involved inone of
the most significant espionage developments
ofWorld War 11'.

Reference: "With Ultra From Omaha Beach To
Weimar, German - APersonal View", Adolph
G. Rosengarten, Jr., Military Affairs, Vol. 42,
NO.3 (Oct., 1978), pp. 127-133

As part ofthe proposed celebrations ofthe
70th anniversary ofthe arrival ofthe
American contingent atBletchley Park it is
planned toconvert aDodge ambulance to a
completely fitted out SLU truck carrying a
complete set of communications equipment
ofthe post D-day era. For visitor information
see the BP web pages beginning at:

LINKS: www.bletchleypark.org.uk/
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UlTRA
AMERICANS

LL Colonel Rosengarten pictured herein a more
formal pose hasno fewer than eleven entries in
the index of 'UltraAmericans' by Thomas Parrish'MAIN LINE PHILADELPHIA'

EYE Spy INTELLIGENCE MAGAZINE 74 2Cl'

The term 'Main Line Philadelphia'* , used to describe that city 's prominent families in the
late nineteenth and twentieth centuries, refers not to any quirk of genealogy but to the fact
that so many of these wealthy individuals established their homes and estates in
communities that lay along the main railway line leading north to New York. The
Rosengarten home, Chanticleer in Wayne, Pennsylvania, lies about a dozen miles north of
the city amidst what were acres of sculptured woodlands and ornamental gardens - now,
in much less rural surroundings it is run by the family foundation and open to the general
public. See www.chanticleergarden.org

*Another well-known 'Main Line' family were the Kelly's, whose daughter became Princess
Grace of Monaco (left)
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Victory Parade in Red Square

One really wonders what has become
ofthe rest ofthe ten-person strong
spy ring that the SVR embedded into
American society?
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In recent weeks there has been talk
about her moving into politics,
heading-up aplethora ofbusiness
ventures, and even moving back to
America orBritain inthe guise of a
business consultant. Her most
recent venture is just that - 'Venture
Magazine'. Chapman, 29, is now
editor-in-chief ofanew business
magazine, aimedathelping anew

I generation ofRussian entrepre­
neurs. This follows her recent job as
hostofa50-minuteshow ironically
titled: 'Mysteries ofthe World with

.m"",
with lucrative job offers. Why Anna Chapman dressed as a bad spy on the cover of Russia's
Chapman is regarded as something Maxim and in more suitable attire at Victory Parade, Moscow 2011

Iofanational hero still bemuses I '
many from the old KGB school, who Below: Looking a little glum - FBI mugshot following her arrest

are still unsure what the fuss isall Anna Chapman'. (No comment
I about. She got caught. required here!)

We recently watched afilm ofthe
impressive Russian Victory Parade
(military procession) through Red
Square...and guess what? Amidst the
veterans and marching columns of
Russia's armed forces, who did the
cameras focuson?Yes, you've
guessed it... Anna Chapman!
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THE FINAL WORD
Mystery of Moscow's
'Flexible' KGB Rules

H
oWtimes have
changed forRussian
spies. In the days of
the Cold War, the
KGB saw failure as

an inexcusable weakness - often its
own spies who had been outed,
failed and exposed were shipped off
toagulag in Siberia. That might still
be the case with some operatives,
but notif your name happens to be
Anna Chapman. The glamorous
spook, ejected last year from the
USA along with several ofher
colleagues, has adorned the covers
ofmany 'lads magazines', partici­
pated intelevision shows, had a
sing-song and pint with Prime
Minister Vladimir Putin, walked
fashion runways and has had ahost
ofMoscow businessmen lining up
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Security is no accident... ithas to be practised

Support Your Local Newsagent

83

The best way of ensuring that you receive your copy of EYE SPY is to
support your local newsagent by placing a requ lor stand ing order. The
newsagent will be able to deliver it to your door or reserve it in the shop

"::'~-=. for you to collect. If you have any difficul ty, why not consider taking out a
post-free annual subsc ript ion - see advertisement elsewhere in this issue

Hand the coupon in to your newsagent. or a simpie handwritten note is adequate

,------- - - - - - - ------ - -
Dear Newsagent.

Please reserve/deliver* a copy of EYESPYon pu blication, starting with the next ava ilable issue

Name Address .

........................................... ............................................................ Post/Zip Cod e .

* delete where applicab leL ~

£27 .50
$49.99
£30.00

C$60.00
east /asia /africa £32.00

.Annual subscription rates inc lud ing a ir m o il p & p (e ight ed itions)

EYE SPY is published eight hmesa yea r by Eye Spy Publ~hing Ltd .
All ligh ts reserved. No port at EYE SPYm ay be reproduced by a ny

means Wholly o r in part, without the prior permissio n of the pubnsner,
Not to be resold, lent, hired out or d isposed of by trade a t more

than the recomme nded retail price.

UK, Europe, Australasia , Rest o f World
Imagine: UK 0845 612 0094

united k i ngdom
united states of america
europe
Canada
australia /middle

Reg istered Componv No. 4145 963 Registered for VAT. ISSN 1473-4362

EYE SPYfunct ions solely as an independent,
investigative and reporting organ only; it is non-political and
does not discrimin ate against colour, race , religion or cree d.

Points of view to the edi tor p lease.

a9

ISTICOR
--- - UNITED STATES OF AMERICA & CANADA ­

Toronto: 905-619-6565




	scan_0001_0001
	scan_0001_0002
	scan_0001_0003
	scan_0001_0004
	scan_0001_0005
	scan_0001_0006
	scan_0001_0007
	scan_0001_0008
	scan_0001_0009
	scan_0001_0010
	scan_0001_0011
	scan_0001_0012
	scan_0001_0013
	scan_0001_0014
	scan_0001_0015
	scan_0001_0016
	scan_0001_0017
	scan_0001_0018
	scan_0001_0019
	scan_0001_0020
	scan_0001_0021
	scan_0001_0022
	scan_0001_0023
	scan_0001_0024
	scan_0001_0025
	scan_0001_0026
	scan_0001_0027
	scan_0001_0028
	scan_0001_0029
	scan_0001_0030
	scan_0001_0031
	scan_0001_0032
	scan_0001_0033
	scan_0001_0034
	scan_0001_0035
	scan_0001_0036
	scan_0001_0037
	scan_0001_0038
	scan_0001_0039
	scan_0001_0040
	scan_0001_0041
	scan_0001_0042
	scan_0001_0043
	scan_0001_0044
	scan_0001_0045
	scan_0001_0046
	scan_0001_0047
	scan_0001_0048
	scan_0001_0049
	scan_0001_0050
	scan_0001_0051
	scan_0001_0052
	scan_0001_0053
	scan_0001_0054
	scan_0001_0055
	scan_0001_0056
	scan_0001_0057
	scan_0001_0058
	scan_0001_0059
	scan_0001_0060
	scan_0001_0061
	scan_0001_0062
	scan_0001_0063
	scan_0001_0064
	scan_0001_0065
	scan_0001_0066
	scan_0001_0067
	scan_0001_0068
	scan_0001_0069
	scan_0001_0070
	scan_0001_0071
	scan_0001_0072
	scan_0001_0073
	scan_0001_0074
	scan_0001_0075
	scan_0001_0076
	scan_0001_0077
	scan_0001_0078
	scan_0001_0079
	scan_0001_0080
	scan_0001_0081
	scan_0001_0082
	scan_0001_0083
	scan_0001_0084

