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In December the seriousness of the 'Iran Situation ' was captured in a
single moment by CBS News for its 60 Minutes programme . In a brief
and candid interview, US Defense Secretary and former Director Central
Intelligence Agency, Leon Panetta, admitted Washington will not under
any circumstances allow Iran to build a nuclear bomb. He did however..a concede this could happen within 12 months . At the same time General

Martin Dempsey, Chairman of the US Joint Chiefs of Staff said the US military is ready
if necessary for whatever needs to be done to stop Iran building its bomb. And for
good measure President Obama declared the same.

Look a little deeper and another relevant announcement was the Pentagon's
declaration that a new bunker busting bomb was being carried by certain USAF
bombers ; that parts of the US Navy were on the move to the Gulf including several
submarines . And then there was the Iranian Intelligence inspired sacking of the British
Embassy in Tehran by hundreds of students. It was predicted by MI6 and naturally led
to the closing down of Iran's embassy in London . Now neither the US or UK has any
direct political ties to Iran. In Israel, it is not a coincidence that a shadowy outfit called
the Depth Corps has been resurrected after a coup le of decades in the wilderness.
Separate from the Mossad, some CIA staffers are already referring to this unit as the
'Iran Command '. Read into that what you will, but taken in context and against a
backdrop of cyber attacks, scientists disappearing , assassinations and "mysterious"
explosions at key sites, one could be forgiven for thinking the secret psychological
war is reaching its end, and the next phase is imminent...

Mark Birdsall, Managing Editor

NTELLIGENCE CHOICE

THE WING WILL F 'LV

T
here are some commentators who believe the loss of a Sentinel drone to Iran
is a significant blow to the US. Whilst no country or organisat ion for that
matter would be happy with such a loss, it is worth remember ing that much

of the technology carried by this UAV is probably outdated. And staying with this
top ic, in this edition of Eye Spy we examine research projects that would excite even
the likes of George Lucas.

Strange as it seems, futuristic designs like the Sentinel were flying in the late 1920s,
many coming from the drawing boards of Germany's Horten brothers . After VVVVII ,
America's passion for creating advanced flying machines became an obsession. Yet
to enter into this world one requires brilliant minds , finance , workshops and quiet
places to test flight concept aircraft . Similarly, staff must be prepared to work in
secrecy. Among st the literature related to so many legendary US projects , readers
will find references to the 'Skunk Works', 'Have Blue' designat ions and several super
secret test sites in Nevada, one in particular capturing the imagination of aviation
enthusiasts - 'Area 51' or 'Dreamland' . This is all open source material. But it's worth
remembering, whenever a UAV project reaches fruition or a test stage, one can be
sure that somebody, somewhere is preparing a new generation of aircraft.
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Death of Dr David Kel~
A

group of medical
experts have failed in
their attempt toget a
new inquest intothe

death ofweapons expert Dr David
Kelly. The Ministryof Defence
scientist was found dead inJuly
2003, aged 59, inafield near his
Oxfordshire home. He had appar­
ently committed suicide, something
which the group believe has never
been confirmed.

Dr Kelly was the 'deep source ' who
cast doubtonweapons intelligence
(WM D) preparedby British Intell i­
gence. This led toanumber of
highly embarrassing media reports.
Speculatlon was rife that the
intelligence had therefore been
manipulated - this inan effort to
secure agood enough reason togo

Dr David Kelly- death still
viewed with suspicion by some

towar with Saddam Hussein's Iraq.
Campaigners had sought ajudicial
review ofthe decision, which backed
afindingthat Dr Kelly killed himself.
This conclusion was opposed by the
group. Shortly before Dr Kelly was
found dead, he wrote to associates
saying he was concerned about his
well-being and noted "darkplayers
are atwork."

NORTH KOREAN Spy HANGS HIMSELF
SEOUL: In Eye Spy 76 we reported on an exposed North Koreanspy ring
dedicated to espionageand assassination in South Korea andJapan.
Several suspected spies havebeenarrestedinrecent months, some tasked
withspying on aSouthKoreanhuman rights ' groupwhich existstohelp
defectors from the north. EyeSpyunderstands onesuch defector, detained
afew months ago and referenced in the magazine, admitted hewas in fact
an NK spy. The man inhis 30s was taken to prison for interrogation.
Sources now report he was found hanged in ashower. His identity has not
been released by the authorities. '. 1

I. in a 1977 helicopter accident.

It was his son, Francis Gary Powers Jr. who requested that his father be
considered forthe medal. On hearing news that the USAF had granted
the award, Powers Jr. said: "It is vindication of myfather 50years
afterwards. Dad is one of our American heroes."

T
he US Air Force has announced it is to honour (posthu­
mously) Francis Gary Powers, whose CIA U-2 spyplane
was shot down in 1960 over Russia, with a Silver Star. The
incident was a defining moment of the Cold War and news

of the award was made just weeks before the 20th anniversaryof the
official dissolution of the Soviet Union on 25December 1991. Whilst in
detention and under interrogation, Powers showed "steadfast loyalty,
sustained courage and gallantry," this in the faceof threats to his life.
Powers was eventually exchanged for KGB Colonel Vilyam Fisher
(Rudolf Abel) on 10February 1962 at Berlin's Glienicke Bridge.

CIA flYER'S SilVER STAR
U-2 Pi 01 Gary Powers Receives USAF Award

The documentary was heavily cut
after some of its content was leaked
tothe media.

notes: "Thegovernment has the
power toban any programme."
However, he warned that such aban
would "produceatremendous 'hoo­
ha' insidethe BBC, the press and in
parliament about censorship."

Inother files the Thatcher govern­
ment also threatened toban aBBC
documentarythat featured some of
the workof MI5 and M16. In a
document classified 'Top Secret and
Personal', cabinet secretary Sir
Robert Armstrong "recommended"
that the prime minister "invoke"a
rarely used power. Interestingly, in
an attachment to the file, Sir Robert

TOP SECRET AND PERSONAL
Released FilesReveal Important Intelligence Moments

D
ocuments released by
Britain's National
Archives reveal Prime
MinisterMargaret

Thatcher took part insecret
negotiations withthe IRAduring the
'hunger strikes ' of1981. Aback­
channel line of communication
code-named 'SOON' was estab­
lishedbetween MI6 and the IRA.
This liaison isnot news, MI6 used
an officer code-named 'Mountain
Climber' in several contacts withthe
IRA, but the released files show
Thatcher's hand-written notes on
some ofthe papers.
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Dutch counter-intelligence officers
learned ofthe scheme and inMarch
arrested both men after they agreed
to meet ataScheveningen restau­
rant. Anumber ofhighly prized
papers are thought central to the spy
case, and afee ofhalf amillion
Euros ($670,000) was demanded.

court noted that while many
specifications ofthe F-16 are public
knowledge, "thedefendanthad
confidential information of a
sensitive nature that the Russian
Federation could be interested in,
possibly for Russian companies that
sell defence systems."

F-l&PILOT -ESPIONAGE

Havel played acentral and active anti-communism role during the 1968
Warsaw Pact invasionofCzechoslovakia, helping to run a radio station and
providing commentary on RadioFree Czechoslovakia. Thereafter he
became more political inhis writings and underground lifestyle, thisactivity
was monitored closely by the KGB and led to frequent spells inprison. At
his funeral was another iconic figure- Poland's former President Lech
Walesa who headed the anti-communist organisation 'Solidarity'.

Eye Spy understands that Vaneker, a
13-year veteranwho resigned after
returning from operations in
Afghanistan in 2010, tried toentice
the Russian with secret technology
related toapartlcuar warplane. The

F
ormer Dutch Air Force F-16
pilot ChrisVaneker, 37, has
been sentenced tofive
years inprison after a

court found himguilty oftrying to
sell state secrets toaRussian
diplomat. Vaneker made contact
with an unnamed military attache at
the Russian embassy inThe Hague
inan attempt to "broker adeal. "

V
aclav Havel, an iconic figure ofthe Cold
War died on 18 December 201 1. Havel, a
playwright, poet, jailed dissident and later
chain-smoking politician helped ease

communism out ofEastern Europe thus allowing
many countries inthe Soviet Bloc toform their own
independent countries and government. In 1993,
Havel was appointed the Czech Republic 's first
president and only left office in2003. He will always
be remembered for his part in the 'Velvet Revolution ' where under his
calming influence Czechs edged towards freedom and democracy.

Kim issucceeded by his son Kim
Jong-Un - who was born in1983 or
1984 - no-one knowsforsure! A
fact representative ofthis unstable
nation now ruled by a person of
which littleis known.

The GRU isone ofthe country's
I most powerful intelligence organs

and can trace its history backto
1918 and the Bolshevik Revolution.
However, unlike other services such
as the KGB, it did not change its
name following the collapse ofthe
Soviet Union.

I Officially, Shlyakhturov, whowas
I responsible formuch reorganisation
I inthe GRU, had reached retirement
I age (64), and thus stories of internal
conflicts were untrue . News ofhis

I departure followed apress release
announcing aGRU Meridian spy
satellite had failed toreachorbit ­
crashing instead inSiberia.
Shlyakhturov has been linked toa

I role with the Moscow Institute of
Thermal Technology (MITT),
developer ofthe Bulava ballistic
missile and other missile systems.

MOSCOW: Russia has replaced the
head of its military intelligence
service - GRU. Colonel General
Aleksandr Shlyakhturov, who was
appointed less than three years ago
has handed the reignstoMajor
General Igor Sergun. It isnot known
whether hewas pressured into
resigningorif he stepped down.

NORTH KOREA'S KIMJONR-IL DEAD
CIA Learned About Death Through NK Media

T
he'father' ofNorth Korea
KimJong-II died
suddenly on 17Decem­
ber 201 1, though

officials didn't announce his death
forafurther 48 hours. II is said to
have suffered aheart attackwhile
travelling on atrain outside the
capital Pyongyang. The communist
state then backed days ofmourning.
The death ofthe dictator, who has
ruledNorth Korea with an ironfist, is
said to have taken the CIA by
surprise and Langley only learned of
his passing through the NK media.
Withinhours ofthe announcement,
South Korea's defence forces were
placed on alert and its military
readiedto respond to an attack.
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Major Genera l Shai Avital - head of
the Depth Corps or 'Iran Command '

weapon. That's a red linefor us and that's a red
line, obviously, fortheIsraelis. If we havetodo
it we will deal with it."

And in afinal comment whichwas picked up by
intelligence watchers, Panetta, regarded by
many as one ofthe best CIA heads inyears,
said Iran could reach its nuclear bomb goal
sooner if it has a "hiddenfacility somewhere"
where secret enrichment offuel is taking place.

years ago when Langley analysts said Iran
was the best part ofadecade from building a
bomb. Now the defence chief calmlytold a
reporter that, "Iranhas reached the point
where it canassemble abomb inayear or
potentially less. " Acaveat was added in that
Panettadid not know if the Iranians have
decidedto go ahead yet. However, thiswas an
incredibly significant statement that many in
the mediaand government seemed oblivious
to. There was no double talk orinnuendo­
America or possibly an ally will strike if
necessary - and thisundoubtedly means
attacking one or more sites. "Themilitary
option was not off the table," said Panetta. The
ally inthis case is almost certain ly Israel
whichfears an unstable Iran would havelittle
hesitation in strikingTel Aviv. "Well, we share
the samecommon concern. The
United States does not want
Iran todevelopanuclear

SDefenseSecretary and
former Director Central
Intelligence Agency Leon
Panetta, has publicly
declared Iran already
possesses sufficient

resourcesenabling it to "assembleabomb in
year or less." Speaking to CBSnews anchor
Scott Pelley for thechannel's '60 Minutes '
news show, Panetta opted tomake clear the
US has gleaned enough good intelligence on
Tehran's weapons programme that allows for
such achill ing assessment. He then fired a
"warningshot" over those forces in Iran who
are behind itstop secret nuclear weapons
programme, by announcing Washington will
take "whatever steps necessary" toprevent
such ahappening.

Former CIA chief issues Iran N-bomb
'hypothetical' prediction as Israel reforms

its Depth Corps, already dubbed 'Iran
Command' by intel ligence watchers

Itwas something ofan admission by Panetta
that his former agency got it badly wrong four

6
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Some saw this as asideswipe at Iran - an
admission that the US does indeed know
about thisunregistered and ultra covert site.

Defence officials played down Panetta's
remarks, saying he was speaking "hypotheti­
cally," but few in the intelligence game do not
recognise the defence chief had issued a
subtle, but open warning to Iran. Panetta's
comments about possible conflictwere
echoed by General Martin Dempsey, Chairman

Former CIA spymaster Leon
Panetta recognises a dangerous

situation is developing in Iran

ofthe USJoint Chiefs ofStaff. Speaking from
amilitary baseinAfghanistan, Dempsey said
US forces wereinaposition to "executeforce
against Iran if necessary." He also confirmed
that despite the loss to Iran ofaspy drone,
intell igence gathering inthe country continues
apace.

President Barack Obama joined the debate:
"We'regoing tokeepup the pressure [on
Iran], and that's why, rest assured, wewill
take no options offthe table."

The threat ofan attack on atleast two sites
linked to Iran's weapons programme is

probable. But just who will carry out the raid
remains unclear. Even General Dempsey
acknowledged that Israel may not warn
Washington if it decides tostrike. Perhaps a
clue can be found inthe resurrection ofthe
IDF's (Israel Defence Force) Depth Corps,
known in intelligence circles as theIran
Command. Thishighly secret and powerful
unit last operated in the 1980s, therefore to
see it re-emerge is significant. The main driver
behind the move is one ofIsrael's top military
officials - IDF Chief ofStaff Lt. General Benny
Gantz - very much a "hands-on"soldier.

~



MajorGeneral Shai Avital was named head of
the new force, officially called theDepth
Corps, and this has raised many eyebrows
because in the last decade, it has been the
Mossad atthe fore ofoperations to unlock
Iran 's nuclear bomb programme secrets.
However, it is generally accepted that the
service which would lead an attack on Iranian
weapons producing and related researchsites
is the Israeli Air Force, amajor component of
the IDF. Similarly, theIAF have already
conducted at least two exerc ises over the
Mediterranean Sea mimicking an attack on
Iranand testing air defences.

The Depth Corps would also be responsible
formoving and coordinating Special Forces
beyond Israel's borders. Such highly trained
operatives have been readied formobilisation
forthe best part ofthree years, and have
performed exercises insidedummy nuclear
facilities. Other elite units have also trainedfor
foreign missions and are likely tobeabsorbed
into the new force.

Tel Aviv's choice of leader for the Iran
Command, Shay Avital , 59, raised afew
eyebrows in Israel. He has returned to active
duty after 10years inthe wilderness. How­
ever, few would question his experience as a
Special Forces commander.

Iran Shahab-3 missiles
are easily capable of /
reaching Israel. Few

doubt Iran would
respond militarily if

attacked

/

8

IDF Chief of General Staff General
Benny Gantz may have created

Depth Corps for a specific mission





AMERICA'S DREAMFACTORY

notable successes are the U-2 spy plane, the
F-117 Nighthawk Stealth Fighter and the
fearsome stealth-technology packed F-22
Raptor. Just like the Sentinel, programmes
such as the F-117 were shrouded insecrecy
and this inevitably creates discussion,
suspicion and brings out the conspiracy
theorists. It'ssomething those employed in
the design wing ofthe Skunk Works and in
wider research programmes are used to. It's
also areason why research and development
ofsuch advanced projects are deemed above
top secret and housed infacilities far beyond
the eyes ofthe casual observer. Happenings
within the vast Nellis Air Force Range in

I
Nevada spring to mind. However, if those
technicians invited by Iran toexamine the

I Sentinel believe it will provide acurrent status
report on American aerial technology, they are
sadly misguided. Projects are being tested
right now that could have come .---
from the creative
mind ofGeorge
Lucas
himself.

Though Iran has declared the overflight a
"hostileact," the Sentinel's 'RO' designation
(prefix) is interesting and reflects itsposition
as an unarmed vehicle: another indication that
the Sentinel isamulti-task intelligence
collection platform. The prefixes on UAVs
such as the menacing Reaper and Predator
are 'MO' - indicating they have weapons'
carrying potential, orare intended foramore
pro-active military role.

secret. Langley hesitated. However, the CIA in
Kabul considered an operation to retrieve the
craft. But, after noting it was 140 miles inside
the Iranian border close tothe city ofKashmar,
officials deemed such an operation "too risky"
- the political implications "too great."

SKUNK WORKS

The Sentinel isbut one ofa long line of
futuristic aircraft tohave emerged from
Lockheed Martin's famous 'Skunk Works'
development team based inCalifornia, though
with test beds around the world. Amongst its

COVER STORY

It'snot just the loss oftechnology onboard the
aircraft that concerns Langley and the
Pentagon, though computer links could betray
those facilities that control it and how
information istransmitted. It isalso the factual
exposure of intelligence collection over Iran.
An official complaint has already been lodged
with Swiss officials who represent the USA
diplomatically in Iran.

Lockheed's famous design centre - better known as the 'Skunk Works' - has
been responsible for some of the greatest aviation projects ever seen. Amongst
its creations are the U-2, F-117 Stealth Fighter, the SR-71 Blackbird and the F-22
Raptor (pictured belowand·right). Lockheed's latest addition to its impressive
"family" is the F-35 Lightning II , a multi-role strike stealthyaircraft capable of
performing long reconnaissance missions.

Those who manage such operations usually
fall back on acover story, in this case saying
the device probably malfunctioned. Some
intelligence watchers believe the Agency
should have acted with more haste declaring
control ofthe Sentinel, which NATO already
acknowledge had been operating over the
west ofAfghanistan, was lost and it veered
away towards Iran. This would have given the
US legitimate authority to request the return of
the aircraft - an unlikely scenario but one
which could have been pursued immediately.
After all, the existence ofthe Sentinel isnot
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,USAF. test ofRussian MiG 21 -'. --- ,- .-

Two smart artist's impressions of the RQ-170 Sentinel show the aircraft 's sleek contours
and angular/smooth airframe that helps lower its radar signature. There is little doubt the
recovered drone is a Sentinel. Eye Spy photo analysts note its careful positioning on a
carefully concealed podium hides what could well be a damaged undercarriage and

base. Though the image on the right shows a dent in a leading edge (circled)

RQ-170 SENTINEL

__________l:1:l _

The Have Blue F-117 programme is but
oneofa numberof projectsassignedthe
'Have' or 'HB' designation, At the height
of the Cold War the USAF began evalu­
ating various recovered Soviet aircraft,
Some USSR pilots defected leaving the
aircraft intact and allowing analysts to
perform in-depth research, The test
ranges in Nevada received the fully func­
tioning aircraft under programmes code­
named Have Drill, Have Doughnut and Have Ferry, Have Doughnut. which first evaluated
a MiG 21 F ran forseveral years until itwas replaced in 1983with Have Idea. Anotherradar
evaluation programme based nearor within theArea 51 'box' was Have Glib.

THE 'HAVE' DESIGNATIONS
HAVE BLUE: THE SECRET US INTEL-USAF PROJECTS

What flies today may be considered state-of­
art, but work never stops on technology and
concepts that belong to the future , an example
of which can be found inthe once secret
programme code-named Have Blue.

In the late 1970s the rumour mill was awash
with stories of atop secret "super invisible
aircraft" which had been built and was flying a
hundred miles orsofrom Las Vegas. These
reports predominately emanated from asmall
area used as atest and proving ground better
known today by itsmilitary base parameters
orearly CIA designation - Groom Lake orArea
51 . This rectangular strip of land about 12
miles in length and nine miles wide is
contained within ahuge difficult-to-access
land area inside the southeastern section of
Nellis Air Force Range and next to the Nevada
Test and Training Range (All of which operate
under the auspices ofNellis AFB afew miles

~

HAVE BLUE AND SENIOR TREND
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northeast ofLas Vegas) . Groom Lake 's self­
contained airstrip, research and test facilities
are staffed only by personnel with proper
security clearance. Even the airline used to
transport staff has become the focus ofthose
who enjoy amystery. Thesite is also sup­
ported by Edwards AFB intheMojave Desert
(California), plus other facilities. It's an ideal
location for testing new aircraft concepts
because it is surrounded by towering hillsides
and terrain which can be secured relatively
easily. Few people live inthe surrounding area
and the roads which cross the barren desert
terrainquickly turn into privatethoroughfares
even before they reach the designated bound­
ary ofNellisAir Force Range and the sand­
wiched Nevada Test Site.

DREAMLAND AND PARADISE BASE

Eye Spy has discussed the facility with a
number offormer workersand employees who
even today are reticent to speak about security

RESTRICTED' AREA

projects from half acentury ago. But more
exotic tales are justthat - tales.

Nevertheless, this didn 't, and still hasn 't
stopped enthusiasts speculating about some of
the more unusual projects being tested. Nor
has theUSAF done much to dissuade those
who gather nightlyin small towns such as
Rachel about 35 miles away toreconsider
using the unofficial code-names 'Dreamland' or
'ParadiseBase '. And as afinal indicator that

Groom Lake holds afew "cosmic secrets,"
State Route 375 which wends its way north­
east above the Range almost clipping Groom
Lake, was officially renamed the 'Extraterres­
trial Highway' in1996. However, speculation
must stop there. Whatcan be confirmed isthat
this part ofthe United States has been privy to
some ofthe most spectacular aviation projects
ever seen, and most, if not all haveamilitary
dimension, hence the security.

Lockheed 's Skunk Works*, or to give it its
proper designation - Advanced Development
Programmes (ADP) is responsible for the
technology used in theF-11 7. It's hard to
believe this aircraft was first conceived over
three decades agoandthat its first flight took
place in December1977 amidst strict ground
and airborne security. Also of interest, work
started on the Have Blue demonstrator in
Building 82 at the SkunkWork's Burbank
facility in1976. It took just 18monthsfrom
concept to construction. Thereafter acontract

};;>
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L
ockheed and Northrop-
Grumman's association with .
all-wing typeaircraft goes back decades, and
follows in the footsteps of designers such as American
Jack Northrop, famous for his revolutionarycreations including the YB-49 in

1947. Also of significance, Germany's Horten brothers, Walter and Reimer. The Hortens built
the firstallwing aircraft and itwas one design type thatwas investigatedas a possible
atomic bomb delivery platform against NewYork City as WWII edged towards closure.

In the early-1 980s, whilst Lockheed pursued its dream, Northrop officials with the permis­
sion of senior US officials including the head of the CIA, invited the company's founder,
Jack Northrop, to a very specialmeeting. Northrop looked down at a table as a draftsman
rolledout a design blueprint - it was easily recognisable to the father of America's first all ­
wing aircraft. He was told, ':.Jack, the project is alive again... its [the project] official title is the
B2." Jack Northrop was full of emotion and pride, after all, 30 years earlier, USAF officials
had decided to drop his flying wing project and focus on other designs.

In November 1988, dignitaries and the media alikegathered at an aircraft hangar in
Palmdale, California. They had been invited by chairman Thomas V Jones. As the hangar
doors opened, Jones proclaimed: "Welcome the Northrop B-2 Advanced Technology
Bomber."
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have somehow managed to intercept camera
intelligence (signals/communications) being
beamed back to US bases from patrolling
UAVs. Though operating procedures and
computer commands (by way of satellites) to
such UAVs remain absolutely secret, it is not
beyond the realm of possibilitythat Iranian
computer specialists have somehow learned of
the signals/command configuration. An early
Iranian claimthat the UAV was shot down
seems unlikely.

INTELLIGENCE COLLECTION OVER IRAN

It'sno secret that for the best part ofadecade
US Intelligence has operated ahighly secret
programme inand over Iran to secure intelli­
gence on the country's nuclear ambitions. With
HUMINT difficult to come by, aerial and space
photography has become an essential compo-

CYBER WARFARE?

Analysts remain uncertain how the CIA­
controlled Sentinel was captured. The Pentagon
say the device probably malfunctioned and
crashed, but this does not explain film footage
ofthe Sentinel showing it to be undamaged. A
counter claim made byIranian Intelligence that
itsown cyber command (Electronic Warfare
Unit) had "hacked" the drone's system causing
it to descend in acontrolled fashion, seems
plausible. Inrecent months atleast two
incidents have been reported whereby the
Taliban backed byIranian intelligenceagents

A 'Polecat' UAV - a play on the word 'skunk' with a direct reference to Lockheed's
Skunk Works, crashed in the Nevada Test Flight and Training Range in December

2007. Lockheed said this was due to a "failure of the flight termination ground
equipment," causing the UAV's fail-safe flight termination mode to activate. "The

flight was normal before that," a spokesman said.

Like the F-117, Northrop's B-2 Stealth Bomber
used technology, airframe coatings and other
systems to make its radar signature less
obvious - the aircraft were both presumed
"invisibleto radar." Now of course, aviation
systems and counter-measures have improved
and this includes radar detection. But many
high-end technology-packed aircraft have
another vulnerability, one that is not so obvious
- computers. And this is even more problematic
in UAVs which are 100% dependent on
computer control and software packages.
There are lots of examples of hackers taking
control ofcomputer systems from thousands
of miles away. And this may be relevant in the
case of the downed Sentinel.

was awarded and the project given the code­
name Senior Trend. Before this much specula­
tion had ensued about a secret aircraft that was
shielded under a programme code-named Have
Blue. This of course turned out to be the
demonstrator programme (HB1001) tested by
Lockheed atGroom Lake.
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A 1967 CIA document refers to an 'Area 51', but a USAF response about the site dated 1998, states clearly neither the
Air Force or DOD operate or own a location called Area 51. Strictly speaking , the USAF are correct!
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Display of the
Lockheed Skunk

Works, Palmdale, 2004

The CIA paper refers to project
Oxcart - the Langley code-n ame for
Lockheed's futuristic A-12 spyplane
which eventua lly developed into the

SR-71 Blackbird. The program me
was firs t initiated in 1959

Gormley, aUSauthority on missiles and
drones. He also warned that trying to reverse
engineer the project may prove too difficult
because the data and information (including
stress charts and tolerances) used tocreate
the final model, still remain unknown. >-

nd the nec
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As forRussian and Chinese interest, the CIA
has monitored ahandful ofunscheduled flights
enroute to Tehran that wereundoubtedly
carrying technicians and officials, all keen to
learn aboutthe Sentinel's inner and outer
secrets. "This won 't be easy," saidDennis

aro le in the militaryoperation that ledtothe
killing ofOsama bin-Laden inAbbottabad,
Pakistan in May 2011 .
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nent oftheCIA's overall project. Thoughthe
National Reconnaissance Office (NRO) has
moved some ofits powerful space systems
over Iran and the NSA stepped-up its
communication interception program , the
CIA still requires much needed data which can
only be secured by intelligence collection
flights. The unmanned Sentinel was seen as an
ideal operator, especially good atavoiding
detection even over built-up areas. What, if any
radar signature is returned by this UAV remains
unknown, but it is believed the Sentinel played
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Much speculation has ensued about the
UAV's controlling agency - intel watchers
are undecided at present if the Sentinel

had embarked on a secret CIA mission, or
whether or not it was operating under the

auspices of the US military

Nevertheless, the loss ofthe Sentinel, which has
aceiling height of just over 50,000ft, isproblem­
atic. Not least because this particular UAV was
believed to be carrying special cameras and
research equipment. This includes sensors
capable ofdetecting and measuring chemicals
and other substances that can betray anuclear
area orfacility. And unlike space-hosted
cameras, the Sentinel was ideal forinstant long­
duration surveillance of roads, vehicle traffic and
all the associated comings and goings ofa
particular plant. Also observed and recorded,
construction work and the infrastructure
necessary tosupport such facilities.

Analysts say that the loss ofaSentinel to Iran is
not the disaster many observers paint. Those

with akeen eye fortechnology also note that one
piece ofequipment carried bythis particular UAV
is already outdated - the full motion video
camera. Itwas this technology that reportedly
helped the CIA determine bin-laden's location
after the Sentinel sent back excellent imagery of
couriers, visitors, deliveries and other characters
associated with the terror leader.

This photo/film intelligence was examined by the
National Geospatiallntelligence Agency (NGA).
Using what's called 'patternof life activity'
analysts were able to determine ahigh-profile
figure resided inthe compound. Once aCIA
surveillance team was embedded nearby and
additional intelligence gleaned, it was clear the
building contained the person ofbin-laden. The

Sentinel data was also used toform a3-D model
of the compound allowing US Navy SEAls to
train specifically foran attack mission. Itwas
also this aircraft that beamed real-time film
footage back toWashington ofthe actual night­
time raid on bin-laden's compound.

Other camera systems, including one developed
byBritish Aerospace (BAe Systems) now exist
that are saidto be over 50times more powerful
and advanced than the camera contained within
the captured Sentinel. Like lockheed's late
1970s programme - Have Blue- which devel­
oped into aglobal industry ofstealth-like aircraft,
the technology which drives the UAV ischanging
and moving ahead atan extraordinary rate. Some
projects will fail, others will succeed, but those

INTEL SPECULATION
Debate rages over authenticity of

device and how Sentinel fell to earth

E
ver since the Iranians
displayed therecovered
droneon a government
recorded film, there has

been much speculation about
whatactually caused the UAV to
landor crash. There haseven
beena debateon whether or not

16

thedevice is real. John Pikehead
of the Internet intelligence group
GlobalSecurity.orgwas first to
raise concerns about the pic­
tures. He said "it was not what
you wouldexpectfollowing a
crash:' a reference to the
Sentinel's apparent "good

health." He alsorefused to rule
out thepossibility the aircraft was
some sortof mock-up, noting
Iranian Intelligence almost
certainly had all the relevant data
on thedrone's size and shape
prior to the incident.

Aviation writer Bill Sweetman, on
the other hand, finds the footage
convincing and hasan explana­
tionwhythe deviceappears
intact. He says if the Sentinel
entered intoa "flat spin" this
would allow it to come down in a
manner of a falling leaf. The
underside would be scratched or
dented, but the aircraft would in
the main be intact.

Officially the Pentagon, and CIA
whosedrone it was, have refused

to speculate. Even when asked to
provide a commenton whether or
not thedevice is authentic, the
response is fairly standard.
"Unless we have access to it. a
guess would be inappropriate."

However, Eye Spy sourcessay
theUAV is indeed authentic and
theSentinel lostby the CIA. As to
how it wasobtained, the intelli­
genceworld is still unsure if its
computer flight planwasaltered
mid-flight. Nevertheless, the only
damagevisible is a slight dent on
a leading edge, which in itself
proves nothing. Wewerealso
informed that theaircraft mayalso
have come down in water, thus
avoiding seriousdamage.
Another indication, perhaps, that it
was under control.

El..L. G f\ t;



Whilst the loss of one UAV type is a bitter blow to the US, numerous otherhigh-enddrone projects are fast approaching ful l
operational status, including the stunning Boeing Phantom Ray, naturallypictured at Nellis AFB. When compared to the Have

BlueDemonstrator of the late 1970s (the forerunner of the F-1 17 Stealth Fighter), this UAV seems to have come from the future.

whose job it isto predict what the future holds
point out that most of the UAVs already opera­
tional, are being constantly modified, or
improved. Other UAV projects are so secret that
the Groom Lake rumour mill , whichnever really
disappeared, is active again.

There have been ahost of improvements atone
known location - Yucca Lake - also contained
within the Nevada Test Site. It is herethat some
drones and future concept demonstrators are
tested, and it ishere too that UAVs like the
Sentinel found favour with militaryplanners.
Amongst the projects being consideredare
remotely piloted aircraftthat are capableofflying
atthe edge ofspace and at several thousand
miles an hou r. Little wonder, therefore, that some
aviation planners find splendid aircraft such as
the F-11 7 and B-2, whilst still spectacular in
appearance, a "littledated."

* LocatedatUSAF Plant 42 in Palmdale, California. Priorto
this it was situatedatBurbank-Glendale-Pasadena Airport
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NEW YORK POLICE DEPARTMENT - INTELLIGENCE DIVIS

FBI and NYPD clash
over threat posed by
al-Qaida 'lone vvolf'

orthose opposed to New York
City's counter-terrorist operations
and relations with the wider
intelligence community, the recent
arrest ofJose Pimentel, 27, aself­
styled would-be bomber, is
evidence enough that the city

remains al-Qaida's main US target. Similarly,
the securityservices are right tobe pro-active.
However, some sceptics note the investigation
into Pimentel, aMuslim convert originally
from the Dominican Republic, was not
organised oractioned by the FBI. This has led
toclaims ofanother "government manufac­
tured sting," - asuggestion fiercely rejected
by NYPD officials.

Pimentel, who also goes by the name of
Muhammad Yusuf had been under surveil-

lance forabout two years by an el ite NYPD
undercover unit dedicated to identifying
terroristcells. An early piece ofintelligence
gleaned by detectives that this long-time New
York resident actually considered changing his
name toOsama Hussein, in honour oftwo of
his heroes - Osama bin-Laden and Saddam
Hussein.

However, though not fully involved, intelligence
figures from the FBI believe Pimentel's main

motivation was aman familiar tomost
counter-terroristofficials, thedeceased terror
recruiter Alwan al-Awlaki.Awlaki was ki lled by
the CIA in Yemen after Lang ley officials
considered his Internet broadcasts had started
to have agenuine effect in respect ofrecruit­
ment and influence, as evidenced by terror
attacks inthe USA. But unbeknown tomany
people who communicated with Awlaki the
National Security Agency, forthe best part of
four years, monitored these liaisons.
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FOILBOMBPLOT

N
Cf)
co
c..:>
@

Jose Pimentel (R) pictured in court
with his solicitor Joseph Zablocki

Awlaki believed Pimentel would make an
excellent operative because ofhis location. An
e-mail sent toAwlaki allegedly by Pimentel
notes that if an attack was carried out on US
soil , other supporters of al-Qaida inthe city
would rise up. Police then secured another e­
mail from the New York resident - it'scontent
was reason enough to initiate amajor
surveillance operation supported by the CIA.
In 2009, Pimentel wrote Awlaki and asked that
he be allowed totrain at aterror camp in
Yemen, "beforeI return to New York to
become amartyr." He never received a
response, at least not via e-mail. His list of
targets included police vehicles, stations and
returning soldiers. However, there was also a
public dimension to his alleged campaign in
that US post offices would be selected. )i;o-
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NYPD counter-terrorist forensic specialists recreated Pimentel 's bomb and detonated it in this vehicle
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Ray Kelly and Michael Bloomberg
front a late night press conference

following the arrest

withsurveillancecameras and "convincing
evidence" secured. At leastone pipebomb,
packed with nails to act as shrapnel, was just
60 minutes away fromcompletion. Shortly
thereafter, Pimentel was arrested at hishome
inWashington Heights - caught as he built one
device. Some 400 hours ofrecordings (audio
and film footage) had been secured during the
duration ofthe investigation.

New York District Attorney Cyrhs Vance said Pimentel had been charged
with conspiring to build abo b for terror purposes and possessing a

weapon with the inte tofwaging a campaign ofviolence

Purchases made by Pimentel were monitored
by carefully placed undercover officers in
locations frequented by the target. And once
the CIA Predator had killed his idol inSeptem­
ber (Awlaki) there seemed more urgency in his
quest. Some of his purchases raised more red
flags - enlarged elbow piping, gloves, an alarm
clockand astring of Christmas light bulbs.
Some of theseitemswerementioned in al­
Qaida's on-line magazineInspire. Arecorded
7 September phonecall is further evidence of
his intent, and both abank andpolice station
inBayonne, New Jersey were mentionedas
"legitimatetargets. "

NYPDIntelligence Divisiontaskedan operative
toget close toPimentel and once this was
achieved, his ambitious plot was taken even
more seriously. On 18 November he visited
the apartment ofthe undercover agentand it

was here that physical workor bomb
assembly began. Unbeknown to
Pimentel, the flat had long been primed

Mayor Michael
Bloomberg was taking
no chances despite the
apparent reluctance of
the FBI to get involved

Eye Spy's New York sources say
Pimentel started to move his
ambitious scheme forward in the
summer of2011 - this by
collecting items forthe attacks.

Strangely,
Pimentel 's
gripes about
US troops in
Iraq and
Afghanistan
were also
allegedly raised
on aweb site
that Eye Spy
understands
was actually
built and
maintained by
Pimentel
himself.
Sections

I....- ----l included
bomb-making instructions written by experi­
enced al-Qaida lED bu ilders.



"Pimentel was mentally unstable" - FBI source
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Why Pimentel decided to target the US Post Office
remains unclear, but analysts believe he was intent on

spreading fear throughout the city

Police Commissioner Raymond Kelly

"He was, in fact,
putting this bomb
together. He was
drilling holes and
it would not have
been appropriate
for us to let him

walk out the door
with that bomb... "

"The target was competent and wise enough to use
various outlets, including Home Depot to purchase

individual bomb components... he knew exactly
what he was doing" Eye Spy - NYPD source

Following his arrest, Mayor
Michael Bloomberg and
Police Commissioner
Raymond Kelly held ajoint
press conference. "There
was no question we had to
take this man down," said Mr
Kelly. "Therewas an immi­
nent threat. " Mayor
Bloomberg called Pimentel a
"lonewolf " and said he had

Anwar al-Awlaki been "inspired by al-Oaida
propaganda. " He also confirmed this incident was the fourteenth terror
plot in the city since 9/11 . Just as dramatic and telling was the playing
ofasupportive NYPD explosives forensics film sequence that showed
the impact ofa replica car bomb based on Pimentel 's design.

Some commentators believe that because of
the FBI 's apparent "reluctance" to get more
involved with the case, this was evidence
Pimentel had neither the predisposition or
ability to carry out the attack. The truth is the
FBI were happy and confident NYPD's own
specialist units had the task in hand, and
were monitoring the situation to see if the
target managed tosecure liaisons with other
people both in the United States and beyond.

NYPD headquarters, Lower Manhattan

However, it seems evident, but forthe well-placed agent, Pimentel
acted alone, though always under the watchful eye ofa dedicated
securityteam. Undoubtedly had a larger conspiracy unfolded, addi­
tional support and resources would have been called upon.

CASE REVEALS TURF WAR TENSIONS
Old habits die hard in suspicious city
EDITOR'S NOTE: The relationship between NYPD's Intelligence
Division and the FBI has often been described as "tense." Since
9/11, the city 's police force has enlarged its counter-terrorist unit
and proceeded to create a worldwide network with overseas
intelligence elements designed to secure an influx of useful
informat ion relevant to the city's security. However, recent
concerns of an "active CIA liaison " in the department and other
incidents have once again raised the spectre that cooperation is
being affected by internal disputes and "turf wars." Eye Spy
understands the FBI, which has ultimate power on terror ist
investigations, was concerned about the NYPD informant
attached to Pimentel. What those concerns centre upon has yet
to be confirmed or clarified , however his mental health is
believed to be one consideration and the perception of entrap­
ment another.

However, Eye Spy was told the supposed "negative response "
raised by some journalists and solicitors is "creative" and that
the FBI was indeed supportive. "Another FBI security man called
the operation. "a poke in our eye."
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AMERICA REVEALS ITS NEW TUNNEL HUNTER...

THE MASSIVE ORDNANCE PENETRATOR

Major General
Hassan Tehrani­

Moghadam

n12 November amassive
explosion occurred atBid
Ganeh - an Iranian Revolu­
tionary Guards Corps
(IRGC) munitions base
about 30 miles west of
Tehran. The facility,

according to Eye Spy sources, was home to
hundreds ofballistic missiles including the
intermediate Shabab-3. Within days, specula­
tion was rife that the blast was not an
accident. Some journalists and political
commentators placed the blame on aCIA
clandestine drone strike or Israeli Mossad
agents, while others considered it asimple
accident.

Iran's ballistic missile chief - Major General
Hassan Tehrani-Moghadam. He was known to
Western Intelligence as the architect of Iran's
missile programme, and had been instrumen­
tal inestablishing defence rings around many
key bases, some ofwhich are linked tothe
country's nuclear ambitions. Moghadam also
performed much research at Tehran Univer­
sity, and was rumoured to have established an
IRGC-linked outfit called the ~ i h ad Self­
Reliance Unit. ' Eye Spy sources believe he
had been identified via ascientific source and
was deliberately targeted because ofhis links
to Iran's nuclear bomb programme. And to
confirm the importance ofMoghadam,
Supreme Leader Ayatollah Ali Khamenei
attended his funeral.

The United States
countered initial
speculation by
announcing its
drone weapons do
not possess such
ahigh degree of
accuracy to strike
and detonate a
warhead on the
ground. Just as
important, some analysts say methods of
warhead transportation and storage used by
Iran are not as exacting as those used by
more security conscious countries, indicating
the explosion may have been an accident
after all.

Opinion changed somewhat when officials in
Tehran released the names ofthe victims.
Attention quickly focused on the identity of
one of16 Guards who died intheincident -

c!I:!!ii!JiIi~""'''''''''''''''''''''''~----~i~,A tJSAP: B-2 stealth bomber is readied
for a flight. The aircraft has been quietly

refitted to carry the world's most
powerful bunker busting bQmb



COURTESY: USAF MEDIA

USAF B-52 and B-2 warplanes have been
reworked tocarry the Massive Ordnance

Penetrator also known as BLUBoy

Coincidental timing: Pentagon ramps up its
psychological intelligence war against Iran ­

this as yet another key military official dies
in unexplained explosion

Pentagon press secretary George Little
and Navy Captain John Kirby
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Test firing. A GBU-24 Paveway III
missile sinks inside this structure

before exploding
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In recent weeks, reports have emerged that
American E6B Doomsday aircraft have taken
to the air recently, including one which flew
over Britain. These technically advanced
aircraft are part ofthe Air Force Global Strike
Command with responsibilities linked to
nuclear capable assets.

The role ofthe US Navy aircraft E6B was
inherited from the well known EC135 which
was given the codename 'Looking Glass'. Its
original mission was related to strategic
command and designed to replace the Global
Operations Centre should it become unable to
operate. The E6B, based on the Boeing 707-

320 is hardened against nuclear weapons and
Electromagnetic Pulse orEMP as it isusually
referred to. Aworldwide communicator it also
winches out afive mile cable to allow it to
communicatewith submerged submarines
[they also trail extra long wires) on frequen­
cies in thetens of kilohertz range at the extra
low frequency end of the radio spectrum, ELF.

It'sworth noting that despite Iran's repeated
claims that its nuclear research is intended
only forpeaceful purposes, one intelligence
estimate suggests it could have five nuclear
warheads ready by April 2013. ~
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A new report prepared by the
International Atomic Energy
Agency (IAEA) on Iran's
nuclear programme, now
concludes that there is every
indication the country has
performed research and
tests that can only have
relevance to a nuclear
weapon. "Iran has carried
out activities relevantto the
developmentof a nuclear
device," the report states.

John Kerry, Chairman of the US
Senate Foreign Relations Committee
said the IAEA report makesclear
Tehran has not been truthful about its
nuclearambitions. For its part, Iran
dismissed the Agency's findings
calling them "baseless."

I If there is something in the wind, asuggestion
I offorthcoming action against Iran then you

can be sure BLUBoy will be usedagainst the
I Iranian nuclear facilities that are believed to be

dispersed over abroad area (1000 miles) with
anumber built underground. Two known
underground weapons areas are situated at
Nataaz and 00 IA analysis place parts of

IDO feet.

I aimed atanyone country," he said. "It isto
I develop acapability we believe we need." Few
I intelligence watchers were convinced by this

argument and note his earl ier comment. "It
gives us afar greater capability to reach and
destroy an enemy's weapons of mass
destruction that are located inwell protected
underground facilities."

This massive weapon, built by Boeing in
Chicago, can be deployed byrecently refitted
B-2 bombers. The actual device weighs in at
14tonnes and is expected tobetter the results
seen in Iraq where the then deployed bunker
busting bombs caused inadequate levels of
destruction due topoor penetration. Eight
devices are already operational with another
12on the order books.

No problem if the enemy nuclear base is hewn
out ofmoderately hard rock because it will be
destroyed under 130ft ofthe stuff.

! orforadoubly reinforced concrete designed
! to withstand pressures of69MPa (10000psi)

the limit will be 26ft.

This Massive Ordnance Penetrator is also
I known affectionately as BLUBoy (some say

because of its colour from mock-ups orthe
BLU abbreviation - Bomb Live Unit) . It is 20ft
6ins long, 2ft7ins wide and weighs 30,000
pounds. It's built forbusiness and has already
been released from aB-52 bomber (trial
launch). Itwas first tested atthe White Sands
Missile R inNe leo in2007. MOP is

s

Perhaps the answer tothe world 's problems,
orIran's nuclear expectations at least, is the
Massive Ordnance Penetrator GBU-57NB
precision guided [GPSI bunker busting
bomb. Known as 'MOP', the weapon isthe
biggest af itstype.

Intelligence further suggests that with Iran's
.nuclear programme alreadythis advanced
there may only be an attack window ofafew
months for aviable strike to avoid contami­
nation, yet cause maximum damage to its
nuclear infrastructure. Note that any attack
after that time may well cause aplume of
potentially harmful radioactive contamination
to fall across the Gulf region ofArabia;
notably the main source ofthe world 's
energy.
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everal intelligence services
including MIG, have sought to
gleanmore information on the
deathof Ahmad Rezaie, 31,
estranged son of Mohsen a
seniorpolitician whoonce ran
for president of Iran in 2009
and waschiefof the Iranian
RevolutionaryGuards Corps.

Ahmad was found dead on the 18th floor of
Dubai's Gloria Hotel just hoursfollowing the
explosion at a Tehran munitions base.
Though suicide is thought likely, some
intelligence watchers havedrawn a compari­
son between this eventand that which
resulted in the death of Hamas agent
Mahmoud al-Mabhouh on 19 January 2010.
In the latter caseMossad agents wereblamed.

Eye Spy was told Mohsen associates initially
believed his son's death and the military
base blastwereconnected.

Mohsen Rezaie is still wanted for questioning
by Interpol in connection with a 1994 car
bomb explosion which ripped through a
Jewish centre (AMIA - Argentine Israelite
Mutual Association) in BuenosAires killing 85
people. As lateas 2009, Rezaie,who is
secretary of Iran's Expediency Council which
advisesSupreme Leader Ayatollah Ali
Khamenei, continues to reject theallegations.

Another theoryabounding about the Dubai
incident is thatAhmad Rezaie was killed by

EYE spy INTEIIIGFNCE [, AG~ZINE 77 2012 I

Iranian agents - this becausehe departed
Iran in 1998and moved to the United States.

I Here he criticised his fatherand the govern-
ment. Whilst inAmerica, Ahmad told US

I officials thata second attackin Argentina -

I
the bombing of the Israeli Embassy in 1992,
was planned in Tehran and that he had

I accompanied his father to witness "agent
training" for the operation.

I

I In 2003Ahmad returned to Iran, and
I retracted his statement about the embassy
I bombing. However, he left fora second time

sixyears later and moved to the United Arab
I Emirates.

I Initial reports claimed he had been kil led by a
servant, but senior Dubai police officials say

I therewere "no suspicious circumstances"
t and the likely cause wasan overdoseof anti­

depressants. Brigadier Khalil Ebrahim AI
Mansouri, chiefof Dubai's Police Criminal
Investigations Department and a respected
UAE figurealso notedAhmad suffered from
epilepsy. He had been dead for 12 hours
beforehis body was found

Eye Spybelieves Ahmad was carrying an
American passport and was sympathetic to
the reformist movement in Iran.

• SomeEye Spy intelligence sources believe
Ahmad mayhave been assassinated as a
warning to his father who retains ties to
powerful political figures, including former
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president and opposition figure, Hashem
Rafsanjani (picturedbelow) . Interestingly,
Ahmad Sr. wasalso close to General Ali
Shirazi who was himself assassinated in 1999.
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40,000+ personnel

Major Incre
15 has warned seniorUK
ministers, someresponsible
forthe 2012 London
Olympic Games' security,
that it is likely al-Qaida and
its supporters will make a
concerted effort to "disrupt

the event," - candid wording fora "very likely
attempt to launch aterrorist attack. "

What form such disruption will take is unclear,
but even the threat ofan attack is making
security officials nervous. MI5 Director­
General Jonathan Evans believes that whilst
the pre-eminent threat will come from al-Qaida
forces in the Middle East and North Africa, the
UK must be prepared to tackle groups already
based in the UK, including dissidents in
Northern Ireland. Another serious topic that
r-----."~...,,,.._ has caused

concern in London
and Washington,
relates to com­
ments made bya
senior AQterrorist
thatif Osama bin­
Laden was ever
killed orcaptured,
the terror group
would do all it can
to detonate a

MiS Di rector-Gene ra l secreted European
Jonatha n Evans

nuclear device.
Though there isabsolutely no evidence the
group has secured suchaweapon, both MIS
and the FBI recognise its supporters have long
sought "spent nuclear waste and materials"
foruse in weapons suchas radiological
bombs.1+1
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WiththeGames just sixmonths away, the
original budget forsecurity of £282 million,
has been increased to over £550 million. And
perhaps aclue to theseverity ofthe threat can
be seen in the announcementthat over 13,000
UKmilitary personnel have beencalled upon
to provide additional support. Of this force,
over 7,000 will be assigned to counter­
terroristduties in and around the venues.
About 5,000 will work with existing police
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Left: A police sniper providescoverfor the
SASduring the 1980 Iranian Embassy
siege in London. Personnel from UK
Special Forces andS015 (Counter

TerroristCommand) have beenworking
closely together forover 12months

preparing for theGames
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provide security from intel gathering to -

e

unitsand about 1,000 will provide
logistical support. However,
intelligenceanalysts note that
another 1,000 strong force are
currently being trained inthe event
of an "Olympic Games related civil
emergency. " The unit has been
described as a "quick-teaction
force," and is known to be partly..

manned by Special Forces and CT
specialists. Philip Hammond (left),
the UK's Defence Secretary saidthat
the extra military personnel will be
drawn from all three services. Eye
Spy believes that overall , astagger­
ing 40,000 people are now con­
nected tothe Games inasecurity or
emergency capacity. ~

MI5 intelligence forces
security review of London

2012 Olympic Games
Helicopter carrier HMS Ocean will be based in London providing air
cover. The ship will also be used as an instant response platform to

move specialist forces quickly to locations if necessary



foreign counter-terrorist officials have been
assigned to security and will liaisebefore and
throughoutthe Games with their UK counter­
parts.

© HALNSNAPPERJACK OF LONDON

TheRoyal Navy'shelicopter carrier HMS
Oceanand HMS Bulwark, an amphibious
assault shipwillbe based on the River
Thames at Greenwich and at Weymouth Bay
throughout theevent. Ocean has justreturned
from Libyawhere it was involved in various
actions, whileBulwark has beendescribedas
the navy's "most versatileship." Bulwarkand
its crew are vastly experienced incounter­
terrorist and security operations. Ocean 's

The death of
Osama bin­
Laden has
increased

the chances
/' _: of a terrorist

attack

Counter TerrorismCommand), haveper­
formedtrainingwith the SAS and SBS and
havecreated threespecial 'Combined
Firearms Response Teams'. Each unit has
around 50 officers and includes elite marks­
men.

Beyond all ofthis is an enlarged MI5 team,
together with specialists from GCHQ and
variousother services, has secured intelli­
gence onpeople and groups intent or are likely
plottingtoattack the Games. After analysis,
the disseminated intelligence was submitted to
senior figures, and it is from such athreat
report, that the governmentdecided toenlarge
its security staffing levels.

Unprecedented air securityover 160 Games­
related venues and athlete locations has also
been boosted. Eye Spy intelligence sources
havealready been advised that several
classified sites havebeenselected to house
Rapierground-to-air missilebatteries.
However, afinal decisionhas yet tomadeby
ministers, but the deploymentofsuch
weaponry now seems certain, especially
because of recent terrorist plots and incidents
involvingaircraft. And the UK has
drawnfrom theexperiences of the
USsecurity services which
provided counter-measure pro­
grammes forthe1996 Atlanta
Olympics. Senior US and other

This largeincrease in personnel isnot
unexpected given thethreat ofal-Qaida, who
are intenton deliveringablowtotheUK.
Interceptedcommunications and intelligence
gleaned from several overseas agencies has
prompted senior MI5officialsto re-evaluate
security. In October theServiceadvised that
the event posed asignificant "terrorist target"
and that existing counter-measures were not
sufficient. Already of course, throughout 2011 ,
the Special Air Service (SAS) andSpecial Boat
Service (SBS) have heldvarious exercises in
Londonall related to Games security. The
programmes included terroristdetention, lED
detection and hostagetaking. Specialist
weapons and explosives detection equipment
will be used at the Games, though naturally a
wholehostof secret counter-measures will
also be deployed. Ondays when large crowds
are expected, over 12,000 personnel will be
on duty with thousands more in stand-by
roles. S015 personnel (New Scotland Yard 's



many Lynx and Puma
helicopterswill patrol the London
event, while Bulwark will help oversee
swimming events inDorset. Several RAF
Typhoon warplanes have also been moved
into RAF Northolt which is close to thecapital.
Heavily armed special fast boats operated by
S015 personnel will start patrolling the river
weeks in advance.

The building where severa l
Israeli athletes were taken
hostage and later killed by

terrorists at the 1972
Munich Olympic Games

UK counter-measure forces will be divided into
two forces, pro-active and support. The latter
will augment London 's huge emergency
service programme, as MI5 believe an attack
could occurabsolutely anywhere in the city.

NO SURPRISE WHATSOEVER IN HEIGHTENED SECURITY
EDITOR'SNOTE: I understand one ofthe biggest ever counter-terrorist exercises involving various
forces andspecially created units will take placein London inApril orearly May. Already throughout
much of2011 , UK Special Forcesassigned totheGames inaprotective role have performed
operations - one involved tacklingaterroristgang likened tothe group that attacked Mumbai 's city
centre in India. Aquiet and low-key counter-measures operationthat has also been on-going for the
best part ofthree years, concerns apossible cyber attack. Any disruption inthe form ofan electronic
virus could harm wider security communications. It's not surprising therefore that the security budget
for theLondon Games has nearly doubled, especially when one considers the enormityofthe event
and the known threats which undoubtedly exist.

Sailingevents will takeplace in Portland
Harbour- HMS Bulwarkwill be based close by
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Eye Spy presents a
fascinating account

written by a collector of
intelligence and secrets,
His trip to Russia could

easily have ended in
tragedy in a snowy

Moscow forest

n an unprecedented publ ic
statement, Britain's Foreign
Secretary William Hague
recently spoke about the
"outstanding people" who

worked for British Intelligence and have
made the ultimate sacrifice in active
service of their country. Their names
remain secret , but some were undo ubtedly
employees of M16, MI5 and GCHQ, others
were probably agents and contact people
caught up in the great game of espionage.
Another source area for these casualties
can best be described as military intelli­
gence or personnel from Special Forces.
We will never know for sure.



EYE Spy EXCLUSIVE,

intelligence collection relevant to national security - people from the
business sector or loose ly attached to government agencies or organisa­
tions . And as strange as it seems, some peop le may not fully, or immedi­
ately understand their role or objective is of profound importance. Perhaps
not today, but maybe in the future.

This story concerns an individual with threads to an intelligence field that is
rarely mentioned in pub lic. How best to describe this category is open to
debate but it often involves civilian businessme n or women operating
legitimately within industry, technology, defence, pol itics and commerce
who often find themselves embro iled in tasks related to intelligence
capture. A grey area, yes, but one that has proved hugely beneficial to
Britain's global overseas intelligence network .
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introduction continued ...

in the pages of this magazine,
readers should be able to
grasp the nature of his work,
and the dangerous exploits of
spec ial operati ves who often
find themsel ves in difficult,
perhaps even potentially deadly
situations. Some operations,
after all, end in tragedy - as
acknowledged by Mr Hague.

.....-----­_..----

We also asked , "do Special
Forces soldiers make good
spies?" How realistic are the
scenes played out on the silver
screen which suggest guns ,
assass ins and espionage often
go hand in hand. In a frank
response , one guided by
respons ibil ity to intelligence
associates on both sides of the
Atlantic and beyond , Keenan
submi tted a fascinating
accou nt of one "business
mission " that ultimately ended
in contact with John
McAleese...

So how did Keenan's and
McAleese's intelligence
relationship begin and what
happened to focus their minds
on such a book? Eye Spy
asked Keenan, a former
international operations
executive with a high degree of
skill in computers about his
work . Though much of what he
performed can' t be reproduced

And it is in this field that Chris
Keenan, author of the contro­
versial novel 'Hacker Hunter'
found himself working in a
decade ago. Keenan wrote the
book with former SAS man
John McAleese who sadly died
recently in Greece. The book
has provoked much debate in
the intelligence world , and
especially with those members
of Special Forces who occa­
sional ly find themselves
working alongside civilian
intelligence personnel.

ANGE STORY OF THE

UT R
ACKE

MOSCOW DECEMBER 2000
I remember it had
been abitterly cold
day in Moscow and
the night was
absolutely freezing.
Thankfully, I was
tucked up inmy
warm hotel room
alongside my

Georg iangir friend of 18 months.

The nextmorning I strolled casually down for
breakfast. I was staying in the splendid
Renaissance Hotel , Olympiysky Prospect. The
hotel's breakfast room was amazing - housed
inabigspace age silver dome. Most morn­
ings guests would findaharpist plucking
away in acorner of theroom and this was the
caseas I devoured afeastof eggs, bacon,
sausage and coffee. It couldn 't be likenedtoa

full and proper Englishbreakfast butinthis
little haven ofMoscow you were at least
treated to civilization atits very best. However,
at$450 per-night you paid forit through the
nose. Thankfully my clients were supportive.
For the record, I ate as much as I could and
that turned out to be a good decision.

After breakfasting, I unwrapped a$20 bill and
slid it under theplate. Theaverage wagein
Moscow forapoliceman atthis timewas
between $70 and $120 per month so a$20 tip
would be quite asurprise forthe waiter or
waitress who cleaned away the remains of my
morning feast.

As I stepped away fromthe table and walked
back towards the connecting passage, I
noticedfour very well built mendressed in
identical grey suits. The men wereobviously
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Moscow's outer ring road ­
Moskovskaya Koltsevaya
Avtomobilnaya Doroga

The first thing I didwas themaths and recalled
the car clockand speedometer; the vehicle
hadtravelled fromthebarn to my current
location inabout fiveminutes, perhaps at an
average speed of30mph. This meant the ~

Renaissance Hotel, Olympiysky Prospect

head down asnow covered forest track, I
started to realise I wasn't being taken tosee
anyone. We passed abarn and log pile cabin
and then drove forfive orsixmore minutes
through the forest until the car stopped. Two
men either side ofme exited the vehicle and
beckoned me tofollow. As I stepped out of the
carI heard the crisp snowcrunch underfoot.
"What's this about?" I enquired, "I'mEnglish."
I didn't get aresponse. The idea of running
away never really entered my head, but oddly
enough I sensed that they were not about to
shoot me. Moments later they got back intheir
car and drove offleavingme standing outside
without muchclothing... and it was cold,
extremely cold.

Range Rover. We drove for sometime before I
actuallyasked if they had got the"right man. "
I felt sure that if I had put up any resistance
they would have just dragged me out ofthe
hotel kicking and screaming and chucked me
in the boot. I'd heard ofbankers and business­
men being kidnapped formoney but this
wasn 't anything like that, these men weren 't
opportunists, they were professionals working
under orders. The only question was for
whom?

I wasn 't too worried at first, however, once we
left Moscow's outer ring road (MKAD ­
Moskovskaya Koltsevaya Avtomobilnaya
Doroga) , and then left the road altogether to

Wearing justaT-shirt and my trusted, but old
trainers, I was somewhat relieved to escape
the bone shatteringcold morning air as one of
the men ushered me intothe back of ablack

waiting forme, but why? I had planned to
check out ofthe hotel that day and go "native"
forafew weeks, meeting four burly body­
guard-types was not really on my agenda.
Sure enough they all walked towards me and
within afew seconds I was encircled. One
man held my elbow and directed me toaflight
ofstairs leading up tothe main lobby. Afew
moments later I was outsidethe hotel; the
temperature was -25C, ice and snow every­
where.
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Keenan 's "friends" belonged to a rather
dubious outfit that was created by Stalin

and reportedly still exists

intelligenceservice that was getting increasingly
annoyed aBritish businessman was evidently
securing all ofRussia's secrets before they got
alook in.

It wasvery clear that dumping me inacold
snow covered forest was either awarning or an
attempt toki ll me. As forthe organisations
responsible there were only four possible
candidates. Four groups that I knewoforhad
met: Firstly, the Russian Mafia who were all
pretty much retired members ofthe old KGB,
they were looking toget inon my business.
Secondly, an old Russian GRUcommander who
after the collapseof the USSRhadtaken to
making as muchblackmoney as his greedy
little hands could grasp. Thirdly, the GRU proper
which were obviously on to me and had
discovered I wastomake contact and then
"steal" their top scientists and software
developers (hackers). Finally, aWestern

freeze and be inhaled back into the lungs like
little shards ofglass, causing themto bleed.

Amile intothe run and I found myself becoming
less focused, even doingsimple mathstohelp
keep thebrain al ive started to fail. Basic
arithmetic was hard, 2 + 2 = 4, 4 + 4 = 8, 8
+ 8 = ? I told myself that I was not cold and
that I shouldenjoy thisopportunityofrunning
through such abeautiful Russianforest. There
was definitely amoment when I felt invigorated
and thenthe sense ofpain started togo, almost
like my body had adapted to it. I'll not bore you
with the story ofhow I got back, orhow I
suffered from coital headaches forsix months
but I will tell you this:

I discovered later that it wasn 't the GRU, the
Mossad orany ofthe "usual suspects" but an
organisation established years earlier by Stalin
during the SecondWorld War that unbeknown
tome was still fully operational. This organisa­
tion had been created toprotect the USSR's

~j~~f~,~~;~~~~~:s~e~n i~o r~w~eapons scientists; scientists whom I: had effeCliveIybeen stealing, scientists thatI
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barn was about two miles away. I estimated I
could probably run through the snow atabout
six miles an hour if I followed the track ofthe
Range Rover. I calculatedI would be backatthe
barn within25 minutes. Morethan 40 minutes
and I'd probably go into hypothermiaand die
but I believed I had afighting chance so thebest
thing todo was toget moving.

I ranthrough the trees until the Range Rover
vanished from sight and then onto its tracks.
The snow was afoot deep inplaces, which
meant if your concentration slipped so didyou.
Themain problem was thepain inmy forehead
andbehind my ears... stinging, stabbing almost
crippling.Then adreadful paininmy noseas
the fluids inside begantofreeze. Ice formedon
my beard stubbleand my lungs felt like they
were burning. I'd heard that insuch cold
temperatures, moisture from your breath could
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© CHRISTOPHER KEENAN

later discovered had been working on cutting edge cyber weapons that
were beyond anything we had inthe West.

So, to answer your first question - "do Special Forces soldiers make
good spies?", I would say without hesitation oruncertainty - "they make
the best spies in the world! "

EYE Spy BEST-SELLERS

I needed assistance and aclearer path; I needed to be better equipped to
survive in Russia against an opponent whom my client and I knew would
have no issue in killing me. And so enter John T. McAleese, a retired SAS
soldier ofnote and security instructor. John, ofcourse, was one ofthe
men in black millions of people across the world had watched on
television in 1980. He was the iconic figure who climbed across the
balcony ofthe Iranian Embassy in London whilst it was under siege. As a
member ofthe SAS John had made aname forhimself as afearless
professional who always managed to get the job done. Could he be the
man to help inmy Russian project?

As for Keenan, he could easily have fallen victim to the four
delightful chaps who decided upon a sightseeing trip of Moscow's
ring road in 2000. Perhaps Keenan just "got lucky " unlike some of
the men and women mentioned and honoured by William Hague,

whose Foreign Office
department oversees
the work of M16. Intel­
ligence collection can
be a most dangerous
adventure , but
Keenan obviously
learned something
from John McAleese
that made him a little
wiser and his next trip
to Russia a success, I
understand...

EDITOR'S COMMENT: Chris Keenan continued his project in
the Moscow region and I'm reliably informed he was successful.
The focus of his "business venture " was related to computers
and computer software, plus persons associated with cutting edge
technology. Has it an intelligence dimension? Definitely, but we
can't elaborate further, at least not for the time being. I would add
that Keenan's Hacker Hunter, though a work of fiction , does more
than hint at the nature of his Russian project.
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theembassy, and asecond compound in the
north ofthecity
which was also
attacked, had left the
country. Hadthe
announcement of the
closure of Iran's
embassy been made
earlier, MI6 feared
hostages would be
taken - as wasthe
case in1979
involving US
diplomatic staff.

was inParliament atthe time. Afilmed debate
showed himbeing handed an advisory note of
the incident. Ashort time later he condemnedthe
attack and announced it wouldhave"serious
consequences for Iran." The following day - 30
November 201 1, Hague gave all Iranian
Embassy staff 48 hours to leave Britain. This
coincided with thelast UK embassy staff leaving
Tehran on aflightto London. MI6 had infact
warned Hague tomake sure all Britishworkers at

UK dip lomatic security and MIS officers
monitor Iranian offic ia ls as they depart

(materialsof importance would have been
destroyed byintel staffers). Intelligencesources
told Eye Spy Iran may well havebeensearching
for information relevantto its own nuclear
programme, USintentions, and just what
Washington, Londonand itsArab neighbours
knew aboutcertain secret sites attached to the
country's nuclear bomb aspirations.

Foreign SecretaryWilliam Hague whose
department oversees muchofthe work of MI6

The trashing of theembassy followed atoughen­
ingof sanctions imposedbythe UK in response
to Iran's nuclear weapons programme. Thisas
the International Atomic Energy Agency (IAEA)
now admit Iran is seekinganuclear bomb.

Themob brieflyheld sixembassystaff ina
carefullyorchestrated and government approved
operation. If the timingwas significant or if a
particular itemwas being hunted, Iran isn't
saying, but MI6 had gleaned intelligence on the
eventdays before, making such amission futile

OPERATION GATEWAY
I

nscenes reminiscent of1979, when Iranian
students took over the USEmbassy
followingrevolution, hundredsof protesters
wereallowed to gather outsidetheBritish
Embassy compound in Iran. Somewere
allowedto scale walls, enter the building

and trash certain items. Other rooms andoffices
were leftintact as about 50 "students" made
their way through thebuilding - afact notmissed
by intell igencewatchers.
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The tribunal heard from a witnesswho cited
Zatuliveter's trip to the Tricycle Theatre in north
London to see a playcalled 'The Great Game'.
However, the production was about Britain and
Russia's historical relationship withAfghanistan.

The witness apologised saying she had heard the
phrase used to describe the subject of spying,
and that it was coined by Rudyard Kipling in his
book 'Kim'. Of course the famous Russian spy

Harold Adrian Russell Philby was nicknamed 'Kim'
afterthe character in Kipling's book.

too M15's natural interest into several years of
happenings. And when she was surveilled and
monitored speaking tothe known SVR
(Russian Embassy) man (referredto in court
as "Boris") at the important International
Institute ofStrategic Studies (thinktank) in
London, something which we now know
prompted further MI5 interest, the seeds of
suspicion were sown. One cannot blame MI5
fortaking an interest.

In court Zatul iveter explained that she also
"bumped into Boris" atthe nearby Temple
Tube Station. He was withtwo men and asked
her where she was from. "Wetold each other
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whereweworked, got on thetrain and
exchanged business cards," saidZatulivete r.
The SVR man latersent Zatuliveter an e-mail
that read: 'Let's meet for coffee [or] lunch'. A
date was set for18 December atPortcullis
House, but this meeting was reportedly
cancelled. Thereafter Zatul iveter told her lover
and employer Mike Hancock about the liaison
and that "Boris" worked atthe Russian
Embassy. This was in2008.

The spy also appeared atother events
attended by Zatuliveter, including a meeting at
Chatham House think tank. In 2009, when
Zatuliveter's visa was refused, she appealed

The Savoy Hotel, London. This was
but one venue used by MIS to quiz

Zatuliveter about her suspected work
for the SVR

Politician Mike Hancock never believed
Zatuliveter was an SVR agent

and called the Russian Embassy. "Boris"
wished her "good luck" and invited her to
National Day at theembassy.

The tribunal ruledthese meetings (on
Zatuliveter's part) werepurely coincidental.
However, that still might nothave been the
case with the SVR officer.

As for her lover of fouryears, MikeHancock's
name featured in Zatuliveter's diary. This
document proved crucial intheend. Hancock
had met Zatuliveter inSt Petersburg and there

"We are satisfied that
it is significantly more
likely than not that she

was and is not a
Russian agent..."

SIAC Open Judgement 29 November 2011



Arundel House, London hosts
International Institute of

Strategic Studies (1155) meetings

are dated references ofafond relationship. Of
course MI5 argued the diary was bogus and
its entries simply the creation ofaclever SVR
cover story. It'saform of long-term sleeper
agent tradecraft where spies slowly build-up a
convincing history. Always difficult to prove
one way oranother, but inthis case the SlAG
chose tobelieve Zatuliveter's account.

Following the court ruling that Zatuliveter
could remain in the UK, her legal team and
family were both relieved and disappointed at
the same time. Tessa Gregory, Zatuliveter's
solicitor, accused MI5 of "needlessly and

EYE SPY INTELL GENCE MAG~ZINE 77 2 12 I

unfairly" pursuing an innocent woman.
Gregory also questioned the "professionalism
and competency within the Security Service. "
She went on to note the monies and time
afforded tothe investigation and accused MI5
ofbasing its case "entirely on speculation,
prejudice and conjecture." Also eye-opening
was her reference to similar operations being
conducted in America. "It was amateur, poorly
researched and compared very unfavourably
to the counter-espionage work conducted by
the FBI in recent years." This was possibly a
reference to the Bureau 's successful investi­
gation into the SVR spy ring in 2010-11 ,

I

Royal United Services
Institute (RUSI) - Whitehall

which resulted in the departure ofat least 10
long-time agents and the disappearance of
one senior handler.

During the trial it was learned MI5 interviewed
Zatuliveter atLondon 's Savoy and Kempinski
hotels. The use of hotel venues is not unusual
in cases such as this. Two officers assigned
tothe case referred to in court as "Stephen
and Louise" interviewed Zatuliveter at length,
but they were accused ofknowing "nothing
about the modern Russia." Zatuliveter said it
was like "good cop bad cop" - Stephen being
"too loud." Other meetings between Zatuliveter
and the female MI5 officer took place at the
Russell Hotel in Bloomsbury and the Strand
Palace, described as "less salubrious. " .

Despite obvious concerns heard by the SlAG,
Zatuliveter can now stay in the UK until her
visa expires in August 2012. ~
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Cleared Zatullveter writes
book on tumultuous period

Tessa Gregory wasscathing inhercriticismof
MIS. However, theServicewould havebeen
criticised fornotinvestigating. There weremore
thanafew "espionageingredients" on the table
inthiscase, as recognised by formerKGB
Colonel and MI6agent Oleg Gord ievsky.The full
circumstances of this case are not known, nor
arethey likely toemerge inthenear future.

JudgeJustice Mitting saidhe had seen nothing
inthe evidence that convinced him Zatuliveter
was aspy orthat she had been approached by
organisations such as the SVR orFSB.
However, he went on to say: "Wecannot
excludethe possibility that we have been gulled.
But if we have been, it has been by asupremely
competent and rigorouslytrained operative."

There wereample grounds for suspicion, a
point raised insupport of MIS by the tribunal. In
the end, MIS's evidence was waferthinand
rejected.

- . In an interview with Russian journalists,
: Katia Zatulivetersaid she is close to

finishinga book about her time in Britain,
and hopes that is will be published and
available in books shops shortly. However,
an on-line edition may appear as early as
March. "The book is almost completed. I
now only have to find a publisher,"
Zatuliveter said.

AnMI5witness recalled Zatuliveter's visit to the Tricycle Theatre in London
to seea play called 'The Great Game'. Itwasstated in court that the
production hadnothing at all to do with espionage. But the phrase is
mostcertainly known in the intelligence world .

Besides its use in Rudyard Kipling's book 'Kim', after whom
British traitor and KGB spyAdrianPhilbywasbetter .
known, the term, sometimes spoken as "tournament of
shadows" wasusedto describe rivalries between the
Russianand Britishempires some200yearsago. It

has also been attributed to Arthur
Conolly (1 807-1842) an intelligence
officer assigned to theB'itish East India Company's First Bengal Light
Cavalry. He coined thephrase to describe thepolitical and military
situation between Russiaand Britain.

IHf GRfAI GAMf
ACONFUSING PLAY ON WORDS?

UK BOOK DfAl?

RIANavasti reported that the book has
been written in English and a "professional

t::::=~:"-==:::=:!:==~~:=:I writer" has helped with the editing.

Notes on MI5 intelligence
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A smiling President Kennedy pictured just minutes before he was shot dead
in Dallas - 23 November 1963. The act was deemed a terrorist action by

many and prompted a serious review of US presidential security measures

Amongst itsvarious tasks, M15's counter­
terroristbranch is employed to seek out,
identify and disable terroristthreats. Its
priorities are set out bytheJoint Intelligence
Committee (JIC) and monies allocatedfrom
theUK's Single IntelligenceAccount (SIA).
During theinvestigativeprocess itwill often
collaborateclosely with New Scotland Yard's
Counter TerroristCommand (CTC- S015),
especiallywhen CT (counter-terrorist) raids
are conducted orif amajorthreat to public
safety ensues.

If funds donatedby Parliament to M15, CTC
and other securityservices for tackling
terrorism seem substantial, they are signifi­
cantly dwarfed by monies received by
agencies such as the FBI, CIA and other US
counter-terrorist concerns.

I

SCALE AND AGENDA OF A
TERRORIST ORGANISATION

For hundreds, perhaps thousands ofyears,
terrorism has presented itself invarious
forms, but it usually involves violence ordeath
orat thevery leastathreat ofone orboth. It
canemerge quickly and without warningfrom
amultitudeofdirections and be performed by
individuals or organised groups. For example,
those who no longer support aparticular
government, policy or actionorwish for
regimechange. It may also present itself as a
revengeattack, part of acivil war oran
insurgency; evengovernments havebeen
known to resorttoterrorism. Those who enter
into this darkworldusually do so forpolitical,
religious or ideological reasons, but regardless
ofwhich reason is offered as an excuse,
terrorists often claim to have amotive. Quite
oftenthere is noneand kill ing innocent victims
in pursuit of aparticularcause can never be
justified.

To challenge (counter) and defeat terrorism,
an entire intelligence industry has emerged
that endeavours to understand why it exists,
how it functions and what thoseengaged in
terrorism really want. Analysts fromvarious
professions, including themedical community
now familiarise themselves with its many
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tentacles and evolvingforms. Italso helpsto
haveahigh degree of knowledgeaboutthose
who use it and how it is financed. Tackling
terrorism has become increasingly difficult
and more dangerous, this as faster communi­
cations and travel open up the world as never
before. Trying tobalance personal freedoms
with public security remains atoppriority in
most freestates, but since 9/11dozens of
new securitymeasures havebeen introduced
to try and restrictattacks by terrorists.
However, an analysis oftheinternational terror
time-line relatedtothe last decade still makes
for grim reading.

Many academic books and research papers
havealso beenproduced over the last few
years which tryto offer some comfort in
respect ofcasualties, personal security and
extent ofterrorism. One analyst recently wrote
that the chances ofsuffering
from an act ofterrorismare
"minuscule." However, it's all about context,
location and perception. In Pakistanalone,
35,000 people are known tohavedied inthe

- T

last20 years from acts of terrorism. And even
in Iraqtoday, wherean internationally recog­
nised government now exists, terror attacks in
markets, bus stations and against government
targets continue to be a regular occurrence.
Terrorism isamenace that shouldn't be
played down, but neither shouldit be allowed
to affect freedom.

THE WATCH TOWER

Counter-terrorism was once perceived by
some as asingle functioning element within
counter- intell igence. This is no longer thecase

USAF MC-12 - airborneintelligence collec­
tion system, Afghanistan. Don't be fooled by
this aircraft's appearance for it is capable of

collectinga vast amountmaterial. The
information is then processed, analysed and

disseminated on board...
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· FTOs are foreign organisat ions that are
· des ignated by the US Secretary of State in
· accordance with section 219 of the Immigra­
: t ion and Nationality Act (INA)

Domestic (mternal)
Frontier (bordendommlOns/protectorates)
Near Foreign (nelghbourmg countnes)
WorldWide (continental)

and its importanceas a "standalone"
intelligence subject is recognised throughout
the world. Much ofthe material sought, used
and created bycounter-terrorist officials can,
however, be described as aproduct of the
intelligence cycle. And just like the world of
intelligence, personnel from civilian, military
and other arms ofgovernment are deployed to
monitor and/orcounter adversaries. They are
sometimes described as a"watchtower."

Counter-terrorism is not thesole domainof
powerful nations such as the United States
(though America remains global terrorism's
mostvalued target) . Indeed, foryears many
political and intelligence figures intheUS
believed their country was relatively immune
from such happenings. Of course 9/11
changed all that. Some analysts even argue
that had those inhigh office watched affairs
overseas more closely, with particular
reference tothe impact offore ign policyand
conflicts, they would have seen afast
changing landscape. This inturn may have
exposed thethreat and increased urgency in
deployingcounter-measures. Different
countries now produce their own unique CT
Matrixbasedon threat values, but all have
aspects that are quite similar. Apopular
intelligencemodel knowntoEye Spy consists
offour primary counter terrorist areas:

Bentley State Limousine

A Secret Service officer raises his automatic weapon moments after a gun­
man attempted to kill President Ronald Reagan outside the Hilton Hotel in

Washington. Lying injured - James Brady and policeman Thomas Delahanty

US Cadillac Presidential Limousine

The threat of terrorism has spawned an
entire industry related to vehicle and

transport secur ity*
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· Abu Nidal Organisation (ANO)
· Abu Sayyaf Group (ASG)
· AI-Aqs a Martyrs Brigade (AAMS)
· AI-Shabaab
: Ansar ai-Islam (AAI)
· Army of Islam (AOI)
· Asba t al-Ansar
· Aum Shinrikyo (AUM)
· Basque Father land and Liberty (ETA)
: Com mun ist Party of the Philippines/New
· People's Army (CPP/NPA)
· Continu ity Irish Republican Army (CIRA)
· Gama 'a al-Islam iyya (Islamic Group)
· HAMAS (Islamic Resistance Movement)
: Harakat ul-Jihad-i-Islami/Bang ladesh (HUJI-B)
· Harakat ul-Mujah id in (HUM)1-- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - . Hizballah (Party of God)

· Islamic Jihad Union (IJU)
· Islamic Movement of Uzbekistan (IMU)
: Jaish-e-Mohammed (JEM) (Army of Mohammed)
· Jemaah Islamiya organisation (JI)
· Jundallah
· Kahane Chai (Kach)
· Kata' ib Hizballah (KH)
: Kong ra-Gel (KGK, formerly Kurdistan
· Workers ' Party, PKK, KADEK)
· Lashkar-e Tayyiba (LeT) (Army of the Righteous)
· Lashkar i Jhangvi (LJ)
· Liberation Tigers of Tamil Eelam (LITE)
· Libyan Islamic Fighting Group (L1FG)
: Moroccan Islamic Combatant Group (GICM)
· Mujahedin-e Khalq Organisation (MEK)
· National Liberation Army (ELN)
· Palestine Libera tion Front (PLF)
· Palestinian Islamic Jihad (PIJ)
: Popular Front for the Liberation of Palestine (PFLP)
· PFLP-General Command (PFLP-GC)
· al-Qaida in Iraq (AQI)
· al-Qaida (AQ)
· al-Qaida in the Arab ian Peninsula (AQAP)
: al-Qaida in the Islamic Maghreb (formerly GSPC)
· Real IRA (RIRA)
· Revolutionary Armed Forces of Colombia (FARC)
· Revolutionary Organisation 17 November (17N)
· RevolutionaryPeople's Liberation Party/Front (DHKP/C)
: Revolu tionary Struggle (RS)
· Shining Path (Sendero Luminoso, SL)
· United Self-Defence Forces of Colomb ia (AUC)
· Harakat-ul Jihad Islami (HUJI)
: Tehrik-e Taliban Pakistan (TIP)
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Counte r-Espionage

1. OPS I
2. OPS II
3. Analytical
4. Operations Support

sole domain ofAmerica's Central Intelligence
Agency. The CIA runs its own huge
Counterterrorism Center, and within, its
important Office ofTerrorism Analysis (OTA).
The OTA has an agenda as powerful as any:

Obviously there is ahigh degree ofcollabora­
tion with the FBI, but some sceptics still
maintaindisputes and "intelligencehugging"
exist.

As for the FBI Counter Terrorism Division, it
has four primary elements:

• Tracking terroristand non-state actors
• Assessing terroristvulnerabilities, analysing
their ideology and goals, capabilities, associ­
ates and [operational] locations
• Analysing worldwide terrorism trends and
patterns to help prevent and warn ofattacks
• Monitoring emerging and non-traditional
terroristgroups, evolving threats , operational
methods and possible collusion between
groups
• Identifying, disrupting and preventing
international financial transactions that
support terror networks and operations.

The CTD has domestic and international field
stations and dozens ofseniorliaison officers
attached to foreign overseas CT concerns.

Similarly, in opposition are numerous organi­
sations and offices which function in an
attempt to identify threats and liaise with other
agencies to engage counter-measures. Border
protection, coast guard and agencies such as
MIS, GCHQ and even MI6 have officers
assigned to intelligenceelements best
described as acounter-terroristdesk. These in
turn are controlled by civil government offices
and report to various intelligence committees.
The "intelligencewheel" ormechanism that
drives such work is immense.

And of course, thisoften means operating
alongside or in areas which were once the

One organisation that by necessityhas had to
learn quickly and develop is the FBI. For years
it was simply perceived as anational serious
crime fighting agency which had counter­
intelligence and espionage divisions. In the
last decade the FBI has changed dramatically
and 9/11 spawned amassive internal counter­
terrorist intelligence-led industry. The Bureau's
Counter Terrorism Division (CTD) can't really
be compared to theUK's CTC in that it
generates much ofits own global intelligence­
quite often from abroad. However, there are
similarities, especially in "end game" opera­
tions carried out ondomestic soil.

participated inviolence against governments,
people or institutions, be they private or
belong (backed) oroperate on behalf ofa
nation state.

I Counler·ProIife ra6on

•
Intemalional
Oeunter -Terrorismo Domestic Counter-Terrorism

I Pro tective Secunty

1% 4%

Jonathan Evans - MiS Director-General
one of the world's most experienced
counter-terrorist intelligence officers

Within each area falls acarefully considered
list oforganisations that may be, orare
considered terrorist in nature and whose
operatives, supporters and objectives pose a
credible threat. The threat can come from
within (domestic) or be international. And
whilstsome commentators may debate what
constitutes aterror group, it is generally
accepted that they will atsome stage have
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MI6 INTELLIGENCEASSESSMENTS
The Foreign Office, basedon intelli­
gence analysis from M16, calculated
Britain's Embassy in Tehran would
probablybe targeted following the

imposition of newtough sanctions - this
inrelation to its nuclear bomb programme

especially when they affect acountry which is
unstable, oran important ally inaparticular area.
Aprime example ofmonitoring adeveloping or
potential threat was recently played out in
Tehran, when thousands ofmainly organised
Iranian students were invited to storm the British

~

Other analysts will be asked to assess the risk
factor when decisions of importance are taken,

Those incharge ofoverseeing the developing
nature ofathreat will always take note of such
situations, even if they initially seem mundane.

History has proven, that insome countries local
disputes can inflamequickly into national
matters and conflict can occur out of the blue.
This inturn develops from asimple verbal
disagreement and before long fighting breaks
out. Suddenly acountry can become vulnerable
to foreign interference because ofapower
vacuum, orgroups and individuals once
banished seek to return and take advantage ofa
destabilised environment. Recent examples
relevant tothis and involving counter-terrorism
can be found inAfghanistan and Yemen, though
there are many more. When a"power vacuum"
occurs, and if it is not closed quickly ora
political solution found that cements rival parties,
the land can be occupied and used as aterror
base, orterrorism develops.

HUMINT, INTELLIGENCESOURCES,
WARNINGS AND ALERTS

Crucially important in respect of intell igence are
smaller state offices and even individuals who
receive, collect and analyse data and reports on
awide range subjects relevant to "countries of
interest. " Much ofthe "raw data" is filtered
through overseas embassies, trade delegations,
NGOs (non-government organisations) and
agencies which regularly assess happenings.
This includes political events, military agree­
ments and contracts, foreign policy situations,
trade and monetary agreements, ethical stances
and local and national unrest; monitoring
protesters who gather to voice disapproval ofan
action or incident which may indicate trouble.
Such information inits raw state can come from
both open and closed sources, but particularly
useful is qualified material from those with
access to both senior diplomats and others,
including media sources who observe happen­
ings first hand.

An FBI CT bomb disposal expert

Both OPS I and IIare supported by the FBI 's
Analytical Branch which operates two main
elements: Counterterrorism Analysis and the
production of revealing intelligence and terrorism
reports produced byapublications team.

Within OPS I is contained the Bureau's Interna­
tional Terrorism Operations Section (lTOS) .
Amongst those monitored are groups such as al­
Qaida. OPS II has three watch elements:
Weapons ofMass Destruction and Domestic
Terrorism (WMDIDT); Communications Exploita­
tion Section (CXS) and TFOS - Terrorist Financing
Operations Section. This important third element
has an investigative arm that can block terrorist
financing and includes four powerful offices:
Radical Fundamentalist Financial Investigations
Unit; Financial Analysis Unit; Worldwide
Extremist Financial Unit and Domestic WMD Unit.

Besides these divisions other CT operations
within the FBI exist, including the Foreign
Terrorist Tracking Task Force ofwhich the well
known Joint Terrorism Task Force is contained.

This simplified description gives readers a
glimpse into the international structure of the
FBI's counter-terrorism work, and does not even
enter the domainofother less well known or
secret attachments.

47



Rehabilitation of
Detainees

Release Shuras

Economic Development

Basic Services

Rule of Law
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Countries
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Transparency,
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Counter-terrorist Force
Operations

Conventional Force
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Afghan Conventional
and Special Force

Operations

NATO data courtesy International Security AssistanceForce (ISAF), Afghanistan
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OPERATION ANACONDA - AFGHANISTAN 2010
This fascinating graphic is based upon a carefully considered strategy created by analysts from NATO and the

wider civilian and military intelligence community. It considers a great many factors, not only in the organisation's
military operationsagainst two powerful terrorist outfits - the Taliban and Haqqani Network, but endeavours to

understand their objectives, requ irementsand what can be done to draw operatives away from terrorism

Embassy. This action was inresponse to tough
new sanctions imposed on Iran bythe UK after
London warned over Iran's nuclear weapons
building programme. Eye Spy understands the
Foreign Office was advised in advance by MI6
thatthis was likely. The words "action" and
"reaction" come tomind, but this example from
Iran forms but atiny part of ahuge fileon Iran,
much of it related to counter-terrorism and
horizon threats. And Iran is aspecial case

because it has been accused byseveral
countries whose intelligence services have
reported, isasponsor ofsome terror groups,
and easilyhas the ability toperform acts of
violence way beyond its borders.

For thosewho believe foreign policyisaboring
topic and not relevant to one's own security,
think again. Knowing what's going on politically
and militarily and the stability ofcountries both

near and far, isessential tothe counter-terrorist
official. How that information and intelligence is
gathered and processed is examined inalater
feature, but naturally it often requires theuseof
sources and agents, though muchcomes
throughthe mediaviagroups, individuals,
commentators and observers.

Note also Eye Spy's deliberateseparation of
"information" and "intelligence." Both SUbjects
are distinct, linked and aligned but fundamentally
different. Securing accurateintelligence on a
group or possible attack is the first lineof
defenceforcounter-terrorismbodies. How that
material is examined and shared in an integrated
intelligence community is next. This featurehas
barely scratched the surface inrespect ofthe
vast CT community that now exists to protect the
public...

In Eye Spy 78, our editors examine the 'Terrorist
Opponent' and look at the various options now
available to those who want to create mayhem

SUMMER - 2011 - KABUL
Senior NATOmilitary intelligence officials
discuss theon-going conflict inAfghani­

stan. Amongst those pictured here, current
Director Central Intelligence Agency- Mike
Mullen and former Chairman of the Joint

Chiefs of Staff - David Petraeus Bothmen
havevast experience of the intelligence

situation in Afghanistan
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Night Photography and Image Intensifiers

You will needto shoot on the fastest shutter
speed possible to prevent blur. In order to do

Themajority of cameras (video and still) are
fitted with an infrared (IR) filter, which is built
into the body ofthe camera. This is used to
filter out any naturallR light from reaching the
film/sensor as it will have an adverse effect on
the final image. Some video cameras have the
facility to switch this filter off inorder to let IR
light through, it is commonly know as 'Night
Shot'. However, with digital SLR cameras it is
not possible to do this, so any camera body
used for IR must be specially modified by an
engineer who physically removes the IR filter.
Once this has been done, the camera will not
be able to be used initsnormal mode unless
the lens is fitted with aspecial filter.

~

Pyser 's PNP Night vision scope is excellent
for attaching to a still or video camera

this, set the camera to manual exposure mode
as you want to use the largest aperture
allowing as much light as possible through the
lens. Theshutter speed needs to be fast
enough to prevent blur but slow enough to
capture the dark green image which is
produced. The beauty about digital photogra­
phy isthat you can review the images
immediately so take afew pictures on different
shutter speeds toobtainagood exposure. Try
it set between 1/20th and 100th ofasecond.
If you have an independent IR (infrared)
illuminator such as atorch orbeacon, this will
assist invery dark and shadowed areas.

COVERT INFRARED IMAGERY

Covert imagery can be taken in complete
darkness with the use of infrared light and a
suitable camera. This can be conducted by
using avideo camcorder ordigital SLR
camera.

ood quality image
intensifiers are expensive,
especially when com­
bined with adigital SLR
camera. However, they
can help you obtain

excellent still photographs indark situations.
The device isfitted between the camera body
and the lens and intensifies theminutest
amount of light. It is imperativethat you use a
tripod orsupport for the camera: if you have
imagestabilisation ensure that it is switched
on and set the focus to manual. If you are
totally covert and close toyourtarget
remember to disable any lights, red eye
reduction flashor LCD displays. Manually set
the ISO rating toatleast 1600, be careful not
to push it any higher or you will experience
'noise' and lose imagequality.
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INFRARED LIGHT

Infrared light cannot be seen by the naked eye.
There are however various lamps, flashlights
and illuminators that emit IR. They normally
emit IR light in one oftwo frequencies 850
nanometres or950 nanometres (nrn). An
illuminatorof 850nm will transmit afeintred
glow which is not fully covert butany
illuminator transmitting on 950nm will be
totally invisible to the naked eye.

© ISS TRAINING LTD
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IR light also focuses at adifferent point to
natural white light. Be aware that if you are
focusing on an object 50cm away, theactual
IR point offocuswill be approximately 5cm
behind the object, so this has to be consid­
ered when photographing detail.

VIDEO CAMCORDERS

Acamcorder with Night Shot function isvery
simple touse. Set the camera up, switch on
the Night Shot facility, attach an IR illuminator,
set the zoom toyour requirements and away
you go. You will be able to video in complete
darkness.

The range ofthe IR illuminator will have tobe
tested at various distances and with differing
zoom control. Vehicle registration plates will
brightly reflect IR light and therefore can be
recorded at further distances when the vehicle
itself may not be illuminated.

DIGITAL SLR CAMERAS

Your digital camera must be speciallymodi­
fied, having had theinternallR filter removed.

The IR source can be from various illumina­
tors such as an array of LED's or by means of
aconventional flashgun fittedwith an IR filter.
The modified flashgun isthe preferred option
as the illumination is more powerful and helps
capture detail and better images at longer
distances.

Image of two people in mid-infrared

THE FLASHGUN

The flashgun isscreened with apiece of IR
filter glass which is dark red in colour. The
filter has to be fitted so that any stray white
lightdoes not escape from the flash inorder to
remain covert.

1",;11:: -



Once you have transferred the images toa
computer, it may be worth considering
changing the format from colour to greyscale.
This will give you ablack and white picture
rather than one with a red tinge to it.

Be aware ofshooting at shutter speeds of less
than 1/60th as you may encounter blurring
through camera shake. To obtain ataster
shutter speed, increase your ISO setting to
800 or1600.

Infrared transmitting filters

it isto bright then use afaster shutter speed of
1/35Oth. Experiment until you get it right.

• InEye Spy 78, Peter explains how toobtain
good covert surveillance footage using video
recorders

The camera's programme mode should be set
to Manual (M). You will now have to manually
adjust the shutter speed and aperture to the
desired settings. Abitofexperimentation is
now required by bracketing the shutter speed.

PROGRAMME MODE

Auto Focus: As mentioned, when the camera
lens isset to auto focus, ared beam of light is
emitted fromthe camera. If the situation is
secure and permits you to get away with it
(such as being close up orindoors) then use it.

ISO - 400. Set thecamera ISO to400

Manual Focus: This prevents the camera
shooting out abeam of red light. In very poor
light ortotal darkness, the camera lens is not
able tofocus unless it has something to focus
on and so it emits this red beam. The disad­
vantage of manual focus isthat it can be tricky
to focus on your subject in total darkness.

Red Eye - Off. This prevents abeam of light
firing out of some cameras

It is recommended that you always tryto use
the largest aperture possible (f3.5 orf4.5) in
order to let in as much light. However, if
shooting very close up, I advise you set this to
f8 in order tomaximise depth of field (remem­
ber that IR light focuses atadifferent point).
So, with the camera aperture set to f3.5 , now
set the shutter speed to 1/125th and take a
picture. Review the image; if it is too dark,
then slow the shutter speed down to 1/90th, if

Imaqe intensifier used with a
diqital SLR camera,-,,..- - --

A camcorder fitted with a Pyser image
intensifier used for filming at night-time

THE CAMERA SETTINGS

Firstly you should go through thecamera's
menu and make the following adjustments:

Review - Off. This prevents the rear screen
from automatically illuminating as it displays
the image just taken

LCD Brightness - Low. This keeps the rear
viewing screen brightness down in the event
you have toreview the images

© ISS TRAINING LTD
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SRUSS AST LL LSTEN NG?
nindicationofthe
enthusiasm withwhich the
USSR embraced Cuba
followingtherevolution
thatoverthrew the despotic
US-aligned President
FulgencioBatista, can be

seen inaconcrete installationatthewestern end
ofthe Island atBejucal, just south of thecapital
Havana. The Bejucal EastSignalsStation and
eavesdropping post, betterknown as Lourdes, is
in many ways rather like oneof thosebackdrops
forGraham Greene's Our Man inHavana. One
mightrather expect the hapless hero Mr
Wormold to have been sketching the inside of
vacuum cleanersforMI6 rathernear this site.

Lourdes nestles next tothe vibrant town of
Bejucal, birthplace of the actor Andie Garcia, and
home tothousands of peoplewho spend their
lives blissfully ignorant to its special status as an
intelligenceoutpostofthe Russian Federation.

And the ColdWar importanceofLourdes can be
judged not justby its strategic intelligence
collection roleand proximity tothe eastern
seaboardofthe USA, but bythe Russian
services oncerepresented onsite: GRU (military
intelligence), FAPSI (fromKGBcommunications/
SIGINT) and the SVR(foreign intelligence).
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Adecade ago there
was much specula­
tion that the site was
to close, oratthe
very least scaleback
its operations - much
tothedismay and
angerof the Cuban
government. Lourdes,
which covered28
square miles had
been athorn inthe
sideof US Intelligence
forthe best part of 30
years, but was now
officially shutting
down its vast SIGINT and ELiNT (signals/
electronic intelligence) operation.

Thereare some intelligence watchers who
believe parts of the base didn't closedown
entirely, and evidence of this emerged when, on
15JUly 2003, the US radiostation Voice of
America had its broadcasts to Iran jammed. The
culprit was one ofthe operating centres in
Lourdes. The US called this action "adeliberate
and malicious effort to stop Iranianaudiences
fromlisteningto truthful news." This incident
occurred after many ofLourdes' buildings and
equipment had been dismantled.

Fidel Castro's "love affair" with
communism began shortly after the fall
of dictator General Fulgencio Batista
(left) in1959 who was backed by the
CIA. Castro is pictured here in East

Berlin with senior officials fromthe East
German government. CIRCA1972



approval fromCuba." He then went on to say,
"new radar equipment will benecessary [forthis
task]." Afew dayslater, Alexander Pikayev from
Russia's Academy ofSciences, said: "Cubaisa
unique place to gather intelligence on the United
States. I believethat the reopening of the
Lourdes Station is both possible and necessary
amidthe threat that the Americans are creating
forRussia."

~

Fidel Castro (right)
pictured with another

well known Cuban
rebel - Che Guevara

Cuba
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Ayear later, as the US continued research into its
Europe-based missile defence shield, Nikolai
Patrushev, who had just stepped down as head
of the FSB was given aspecial task by Vladimir
Putin. Patrushev, now Secretary ofthe Security
Council ofRussia led apowerful delegationof
intelligence and military advisors to Cuba to
discuss the possibility of opening military bases
on the island. Afterwards, he told journalists:
"Thereare convenient bays for reconnaissance
and battleships and anetwork ofso-called
forward staging posts inCuba. We can resume
the operation ofthe radar centre in Lourdes with

NEW US-RUSSIAN
MISTRUST

,--- ---, c a r i b b e a n Sea

I
n2007, an FSB intelligenceestimate on US­
Russian relations contained asection on
Lourdes. Aline saidMoscow's action in
respect ofclosing Lourdes down failed to

enhance relations and it had been an error to
leave Cuba. It should also be noted that Russia
made its declaration about Lourdes on 1 October

I 2001 just three weeks after 9/11. Thisalso
included closing down an electronic listening
post inCam Ranh, Vietnam. The CIA accepted
this as a "goodwill gesture," though some
believe there were additional factors such as the
warming of relations, and monetary concerns.

Through Lourdes, Russiaintercepted and
listened to US telephone and satellite communi­
cations - tens ofthousands ofcalls- many
connected tomilitary operations. Indeed, in 1993
one estimate provided bythen Defence Minister
Raul Modesto Castro, said the site was "deliver­
ing75 per cent ofRussia's military strategic
information." Whilst this sounds impressive, we
mustalso consider that Castrohad avested
interest inmaking theRussians feel welcome,
important and valued, andavested interest in
demonstrating Lourdes value totheRussians, so
perhaps caution is required when assessing
such claims. Amore accurate figure, perhaps,
was provided by General Andrei Nikolayev who
objected toLourdes closure saying, "thesite
helped us collect 40per cent ofall our informa­
tion on the United States region." But adecade
later thebase remains officially closed, and
construction on part ofthesite resulted inthe
Universityof Information Science (UCI) , now
regaWedas the country's senior place of
leal'Ming, especially inthefield ofcomputing and
s ~are production.
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President John F. Kennedy and Nikita
Krushchev in Vienna, 1961

turn down, he wanted to teach the United States
a lesson and Khrushchev had his own problems
to resolve.

Popular history has it that theplacement of US
Jupitermissiles inTurkey in 1962, wasthe real
cause ofthe cris is, provoking the USSR to
reciprocatethe threat by placing missiles directly
inAmerica's 'back yard'. Khrushchev knew full
well, however, that theJupiters wereabluff and
that the missiles hadreachedalevel of obsoles­
cencethat madetheir threat level negligible.

The Soviet leader, having denounced Stalin in
1956 and precipitatedacrisis withinthe

© JIM SNAPPER

TheCIA and USPresidentEisenhower interprete
this as Communism, and indoing so they
perpetuated amistake that America repeated
throughout the Cold War, the interpretation led
inevitably to the reality itself actually materialis­
ing. Castrowasn 't acommunist in 1959, but he
certainly was oneby 1961 , largely as aresult of
decisions taken by Eisenhower and Kennedy.

All of thisoccurred amidstMoscow's announce­
ment that it may seektouse Cuban airfields for
stationing and refuelling itsstrategic bomber
fleet. The reportwas never denied by the ailing
Fidel Castro who also referredto America's
eastern European missile defenceshield.
Relevant to Lourdes, several Russian intelligence
sources reported thatmoves wereafoot to
"revitalisethe electronic spy base."

Later that year, President Medvedev also visited
Cuba, helping to cement relations. This was to
sign offaflurry ofcontracts including dealson
military affairs and telecommunications. "Cuba
has been, and will continue to beone of our key
partners in LatinAmerica," said Medvedev.

BACKGROUN

For Castro, the offer of massivemilitary
assistance from the USSR was too tempting to

Castro and Che Guevara initially hoped that the
USA wouldlend its support to their new
democratic revolution, and Eisenhower's
decision to rejectthe new regime, pushed Castro
eastwards, towards theSoviet camp. The
decision by the Kennedy Administration to
support Cuban emigres and facil itate Operation
Mongoose, the disastrous 'Bay of Pigs' Invasion
in April 1961 , firmly cemented Castrointo the
Soviet world; his readingofall prior revolufions,
French, Russian, Chinese and others, made one
thing perfectly clear tohim - that dominant
powers inthe vicinity would stop atnothing to
crush revcnmcnswhen they broke out.

F
idel Castro and Nikita Khrushchev
necessarily destined to become Col
partners, but theshockof an autono
Cubaoverthrowing apliant dictator in

Batista, was compounded by thewaveof
industry nationalisations and land grants to
peasants that Castro began in1959.

President Putin secretly visited the Lourdes
facility oneweek before Christmas 2001 .During
his four day stay on the island, Fidel Castro
begged the Russialeader not toclose the base
fearfulof the lossofrevenue.When this proposal
was rejected,anangryCastro requestedCuba's
$20billion loan providedbyMoscowwas "wiped
clean." Putin issaid tohave simplysmiled at this
suggestion, causing five or sixyears of friction,
until 2007 when suddenly theusefulness of the
Lourdes facilitywas recognised again.

"For that amount of
money we can buy

and launch 20
military satellites

. t "In aspace...
Russian Chief of Staff General
Anatoly Kvashnin



Communistworld and divisions with Tito over
thecrushing oftheHungarian uprising, desper­
ately needed acoup. The various industrial and
agricultural policies of his regime had failedand
the chance to, as he colourfully put it "throw a
hedgehog atUncle Sam's pants," was too
tempting.

Castro supports the Marxist-Leninism view
of society, as proposed by Marx, Engels

and Lenin who all feature on the flag. It was
a stance that propelled Cuba into confron­
tation with the US and made Castro one of

the CIA's highest value "targets"

EYE SPY INH:LL GEN t, ~A~INt 7 4. 1.:

LOURDES PROBLEM

K
hrushchev hadgot the better of Kennedy
at the 1961 Vienna Summit, hectoring
him on the subject ofAmerican backing
forcorrupt but solidly anti-Soviet

regimes around the world. Now he had to
continue his tough stance and take the world to
the brink ofnuclear war as aresult. His subse­
quent humiliating climb down over the »
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missiles and the American blockade proved to be
his eventual undoing. The victory forAmerica in
the Cuban Missile Crisis was not without its
problems, however; Lourdes has proven to be a
powerful and toxic legacy for America, one that it
is not yet capable ofdoing anything about.

Not only were nuclear silos built on Cuba, but a
vast infrastructure of air defence, intelligenceand
signals systems, including the installation at
Lourdes (1964). The opportunity to build up a
SIGINT capacity in anew client state was
something that was almost as much ofacoup for
the USSR as the threat to place missiles onthe
island. SIGINT was and stil l isthe most prized
commodity ofRussia's intelligence agencies past
and present. Gathering HUMINT (human
intelligence) has been formuch ofthe Cold War,
the strong suit of the KGB. But it was always in
the arena of interceptedsignals traffic that they
lagged behind the American NSAand British
GCHQ, which were the pre-eminent SIGINT
organisations inthe world. Any SIGINT advantage
forthe Russians was therefore highly prized.

LOURDESHISTORY

T
he Lourdes site is one ofthe least
examined, leastexplored and most
significant active intelligencestations in
the world. It was officially leased tothe

Russian Federation until 2001 , inmuch the same
way that British bases such as Diego Garcia are
to the Americans. Parts of the base are operated
notionally bythe Cubanmilitary (who, under­
standablyare still deeply suspicious of the US).
Until 2003, it was staffed by 1,000-1 ,500
Russians and there remainsaRussian presence,
but personnel numbers are unknown.

Lourdes, therefore gives intelligence theorists the
clearest indicationthat whilstthe official Cold
War may haveended, intelligenceoperations
continue unabated. Given that the USSR had
SIGINT posts throughout their empire ofclient
states, from North Korea to East Germany, it
seems unlikely that they would so willingly
abandon such arich source of potential
intelligence as Lourdes, situated just offthe
American coast.

An array of ten antennae dishes still face
America from Lourdes, reading radio, telecoms,
Internet and undersea cable traffic, and since
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CELL PHONE TRACKING AND

DOUBLE·EDGED SWORD
he interception ofprivate cell phone calls
ultimately resulted inthe closure of
Britain's most popular Sunday tabloid ­
the News of the World. An ongoing
parliamentary investigationhas also been
sullied with an economy oftruth. Hacking
isnot state ofthe artand can be easily

performed by ordinary mortals once the target phone
number has been acquired; the way toprotect your mail
isalso simple, by changing the factory-set PIN that
offers little protection, since they vary between 0000
and 1234.

In respect ofthe recent riots inEngland, police have lots
to ponder. Little wonder events caused the authorities to
look again and examine cell phone interception. Also
under investigation ishow todecode hundreds of
messages passed between the perpetrators. Not an easy
task because the security services rely on digital
processing. Interception and decoding requires profes­
sional assistance to obtain intelligence at best and an
insight into the next target at worst. With such informa­
tion athand, the police would have been able tobe in
the right place atthe right time.

When the cell ormobile phone first came to Britain it
wasn't too difficult to intercept calls. The system was
analogue in nature and scanning receivers capable of
covering the base station frequencies were easily
available. Even those receivers not expected to



cover much higher than 550MHz could intercept
thevery strong analogue signal due to the lack of
specific band filtering inthe first stages ofthe
device. Itwas possible to track the device from
one cell toanother as it switched toadifferent
frequency and the cells around thephone voted
forthe signal andthen seamlessly 'handed over'
thecall inmicroseconds.

Remember the so-called Squidgygale Tapes?
They wereaproduct ofCyril Reenanand Jane
Norgrovethat allegedly allowed aprivate
conversation ofPrincess Dianato beheard
by the masses. Chances are they werea
fake. I examined the recordings and certain
tones were not inthe right places, nor were
some ofthe tone durations atthe correct
length.

Before cell phones were marketed, British
Telecommunications System 4 was acar­
mountedproduct that used signals inthe
high VHF bands which were also easily
intercepted; footballers, celebrities and
certain politicians could be heard on radios
easily purchased from awide range of
suppliers and all featuring the Weather Band
[WB] used inthe United States towarn ofa
forthcoming disaster.

Cell phone digital transmissions can be
listenedtobut notwiththe ease thecasual
listener enjoyedwith analogue calls. Official
agencieswill havethemeans forthis and
followedupby alegal request from

offic ials, network supplierscan be made toturn
over all recordsto show call traffic detailsand
the geography ofthecells used etc. that also
allows the caller tobe tracked.

Homeland SecurityStrategies GB Limited (see
LI NKS) produce suchadevice; theCC2800
cellularinterceptsystem. Far from being an
unsophisticateddeviceas ascanner once was,
this unit will allow its users tomonitor 6, 16, 48
or 128 channels of liveaudiosimultaneously.
Theproduct is limitedto legal users.

W
hilst intercepts ofcellular, text and voice
messages are very time sensitive,
many peopleinvolved inthe England

riots used Blackberry phones. Besides usual
facilities supported by thecell phone, Blackberry
has its own messaging system, knownas BBM.
Whilst singlecontacts canbe maintained ina
text-like state, Groups canalso be formed
complete with particular group names, avatar or

peculiar20barcode. BBM is different
because whatever phone BBM is being
called up on, it accesses Blackberry's own
servers topass and receive messages to
individuals and groups alike. Messages are
encrypted and cannot be intercepted
according tothe rioters' rumour machine;
with this inmindthe participants sent many
messages tocontacts and Groups informing
other users of targetsand police responses
and movements.

The government reacted by placing 16,500
officers on to London's streets to deal with
the disorder. Their actions were intelligence­
led and even a scheduled mob attack on the
2012 Olympic stadiumand its surrounds
was prevented. That intelligenceagencies
such as MI5 and GCHQ have beeninvolved
in decoding messages and providing
intelligence to the police is hardly surprising.
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TRACING USERS
ACCURATELY

NOt only can calls, messages and suchlike
be intercepted by GCHQ and other suitably
equipped agencies, but the position ofthe

user can be accurately determined. Once acell
phone isswitched on, base cell sites start to

! 'vote' for its signal. The way they vote isbased

77 2012len, SPY INl ELI GeNCE "AG ZIN

Every cell phone has apeculiar IMEI number
[International Mobile Equipment Identity
number] ; users can call this tothe screen of

I their cell phone by pressing the *# 06#
I sequence. Once you have the IMEI number
I further details can be ascertained on-line - and
! this powerful tool isavailable toall; just think
i what the professionals can do with that

information!

abarcode,
I individuals will

adopt custom
names. Irrespec­
tive ofthe name or
10 the details ofthe
phone used, its location and other details will be
passed every time aBBM issent orreceived
allowing the identificationofthe phone and
feasibly the user as well.

Technically, whilst the BBM
servers are encrypted the actual
handsets use the chosen
network toaccess these servers
and to send their messages to
Groups orindividuals.

While the Groups have particular
names and icons, some including

NETWORKS AND CELL
PHONE SECURITY

News concerning the possible switching
offofBlackberry servers caused some
discussion in Parliament as well as

amongst the legal staff ofthe company itself.
When London was bombed inJuly 2005, the
same cell phone networks and other systems
were rumoured to have been disabled
allowing forpriority calls only. I believe
capacity overload actually caused the
limitations. Atotal shut down considered
during the height ofthe riots was not
authorised; tohave done so would have
denied sketchy intelligence that was being
worked on. Amuch simpler solution emerged
as perpetrators continued tobe arrested.

On entry to acustody suite asuspect was
searched and his property listed on the
charge sheet and bagged up with a reference

number. It became obvious to
officers, including some who
used Blackberry phones,
that BBM groups could be
listened to on the suspect's
phone, providing desperately
needed intelligence. This is
why the latest generation of
Police Personal Radios used
on the Airwave system, like
other systems can be
'stunned' as soon as they are
reported lost orstolen. They
can also be left open forother
reasons.
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LINKS: www.cellularintercept.com

Fig. :2 - Position F inding by Directi ve Recepu oo at 1\ \....

D .F. Stettons A and B

and where the detected transmitter was located
within itsboundaries (seeabove graphic). Far
from being an onerous manual task with
screened loop antennae it is now aprecise and
accurate electronic process that gives ahigh
proportion ofsuccess withasmall marginof
error thanks toadvances incomputing.

One might think, understandably, given the
complexity of locating persons by their cell
phone is the limit ofthe cellular phone exploita­
tion, but you'd be wrong.

In addition tothe available pinpointing ofusers
Blackberry and other social messaging suppliers
have agreed tocooperate with the authorities
regarding the riots and inthefuture. Hopefully
actual messages will be disclosed withfurther
trafficanalysisto prove crime.

....-

The process of RDF or RadioDirection
Finding, as practised since radio

became acommercial activity,
where lines drawn on amap of

three distinct bearings gave
a 'cockedhat response'
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used his phone inaSpanish restaurant. One
person who was not traced viathis method was
Osama bin-Laden, who was "technology canny"
and banned theuse of cellular and satellite
phones at his home.

on signal strength, current cell area covered
throughput and the availabilityof nearby cell sites
forhandover. Inall theseoperations, which occur
inmilliseconds and are indeterminableby the
user, a record is kept that is available to those
with anecessary warrant. If cell phone users'
movements are traceable, when they are static
they can be pinpointed. So apart from live time
monitoring ofBBM, Twitter orwhatever medium
the user favours there isalso the excellent
intelligence asset ofmovement trackingthat
accurately places the user inaspecific area. This
allows police to trace the operator with unerring
accuracy. Two high profile murder cases have
been solved using cell phone tracking and the
arrest ofawanted international criminal as he

EYE SPY INTELLIGENCE 'IAGAZINE r7 2012 I
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Film clips from an attack sequence dubbed 'Collateral Murder'. The action was reportedly carried out by US Apache AH­
64's in Iraq in 2007. The crews of two helicopters were allegedly cleared for engagement. A number of civilians were killed
and the footage and WikiLeaks edited in-flight commentary caused a storm in media and governmental circles. However,
the crews believed the men were insurgents and data suggests strongly an AK-47 and RPG were visible. Nevertheless,
human rights activists accused the US of attacking civilians in the manner of a "game" - something which the Pentagon

strenuously denied. The clips somehow found their way into the hands of WikiLeaks and form part of the Article 32 hearing...

SD cards. Investigators discovered
Cables - thousands of them from a

card found in Manning's home

Crimes Investigative Unit, examined the Iraq­
based machines and also material atMan­
ning's aunt's home in Maryland. The soldier

US Army - Fort Leavenworth ,
Kansas. Manning was moved to

this location after concerns about
his confinement

Manning, theCables released onWikiLeaks,
and thesite's founder, Julian Assange. Shaver
revealedthat hediscovered over 100,000
Cables on computers used by Manning and
fellow analysts. He couldnot accurately
determine if it was Manning alone who
accessed them. He did however note that
there was noevidence the files were for­
warded toother parties by way ofthe Internet,
which therefore points directly tothe
downloading/copying ofthe data onto a
physical medium. And ofcourse, this
prompted counter-intelligence todig deeper.

Mark Johnson, aUS computer contractor who
worked for Shaver atth rmy Computer

Amilitary cyber investigatorsaid thousands of
documents were discovered onManning's
secondary computer. These ultimately turned
up on WikiLeaks. Special AgentDavidShaver
ofthe Army's Criminal Investigation Command
also revealed that software allowing auser to
copy data toawritable CD was discovered.
They found acomputer programme called
Wget that helps totransfer data quickly from
one medium to another: and aRoxio pro­
gramme - popular for burning CDs. Much of
the evidence presented was done so ina
move to secure a link between Bradley
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often stayed here when he was not opera­
tional. Records show the property was listed
as his home. In December 2010, Shaver and
Johnson recovered an SD memory card from
the address. Certain files had been deleted but
these were retrieved by the cyber team. Other
files had not been removed and soon all
manner ofastonishing material started to
appear. For example, a Department of Defense
folder containing 90,000 entries ofday-to-day
military happenings in Afghanistan, including
major battles and important intelligence
meetings between US military personnel and
village elders and leaders. On the same SD
card, Shaver said afolder of400,000 similar
entries this time from Iraq was found.

Acase example ofthe vital importance and
significance ofwhat was contained on the SD
card (this file was actually on the stick and not
deleted and then recovered) was read out at
the hearing:

"Items ofhistorical significance for two wars.
Iraq and Afghanistan Significant Activities
(SIGACTS) between 0000 01 Jan 2004 and
235931 Dec 2009.

"Extracts from CSV Documents from Dept. of
Def. DoD combined info from CIDNE (Com­
bined Information Data Network Exchange)
Database, these items have already been
sanitized ofany source identifying informa­
tion.

"You might need tosit on the information for
90to 180 days tofigure outhow tobest send
and distribute such a large amount ofdata to
a large audience.
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"It ispossibly one of the most significant
documents ofourtime, removing the fog of
war and revealing the nature of21st century
asymmetric warfare. "

It's little wonder that such material was
regarded as "mannafrom heaven" by
WikiLeaks who duly went on to release the
files. But investigators from the CIA, FBI and
NSA, plus ahost of US military intelligence
analysts were now watching. Itwas discov­
ered that some 500,000 documents released
by WikiLeaks in two batches "matchedthe
description of the documents on the SD card."
From whence they came isthe crucial issue
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here, and the USIC (US Intelligence Commu­
nity) believe Manning isthe prime suspect.

However, in court aspreadsheet on one of
Manning's computers was detailed. It referred
to251,287 State Department Cables - exactly
the same number ofsuch files released by
WikiLeaks.

Johnson said he had recovered an e-mail
exchange between Manning and aperson
called Eric Schmied!. This referred toa
controversial piece offilm footage uploaded
by WikiLeaks which showed aUS Apache
gunship attacking agroup ofcivilians.
Johnson said Manning asked Schmiedl, "are
you familiar with WikiLeaks, " towhich
Schmiedl replied in the affirmative. Johnson
then told the hearing that Manning replied: "I
was the source ofthe 12JUL 07 video from

pv

the Apache Weapons Team which killed two
journalists and injured two kids."

Johnson also provided afascinating insight
into how enormous the stakes are forseveral
parties. Referring toahard drive recovered
from Manning's living quarters in Iraq, one e­
mail read: "Youcan currently contact our
investigations editor directly in Iceland." The
message included aphone number and
ended, "24 hours service; ask forJulian
Assange."

Many intelligence sources have told Eye Spy
the USIC is intent on establishing adefinite link
between Manning and Assange. Indeed, even
before the hearing began, asolicitor for
Manning tried toget the judge removed on the
basis that he works forthe Department of
Justice which is pursu ing acriminal case
against the WikiLeaks founder. This challenge
was dismissed. But prosecutors hit back.

© FIBONACCI BLUE

Computer hacker, threat analyst and
prime witness - Adrian l.arnospoke at
the hearing and revealed the content
and context of many communications

he had withManning

Evidence was presented that reportedly
showed Manning had been liaising with
Assange in an on-line chatroom using the
alias 'Press Association'.

Several witnesses have already given evi­
dence, including computer hackers and former
associates ofManning. Eye Spy understands
that numerous e-mails and the transcripts of
"conversations" in Internet chat rooms will
reveal even more damning evidence.

As forManning, the hearing was told the
troubled young trooper was struggling with
"sexual orientation and gender identification
issues. "
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Stagecoach, Eagle, Magpie an
Radio and communications authority Paul Beaumont examines awkward
intelligence and security moments that reveal communications between
services may not be as secure as some agencies believe orwould wish for.
Arevealing overview ofa network ofenthusiasts known as 'The Listeners'
that may include foreign spies and agents...

n5 May 1980, muffled gunshots
and breaking glass accompanied
filmfootage ofSAS personnel
abseiling fromthe roof top ofthe
Iranian Embassy in London.
Operation Nimrod had begun in
aneffort tofree dozens of

hostages afterterrorists had taken over the
building. Ifwas thefirsttime live images ofthe
dark-suited troops hadflashed across televi­
sion screens. Unbeknown to most people, the

66

operation was also being monitored elsewhere
thanksto weaknesses inthe police radio
communication system. As the SAS sought to
endtothe siege, Alpha Control was incontact
withpolice on areserved channel , avai lable
alsoonthe Storno police personal radioat the
turn ofaradio selector screw. The number of
the now defunct channel was 65, later
designated Channel 49.

Importantly, had the terrorists inside the
embassy done their homework they too could
have monitored police communications giving
them an insight into events developing outside.

Two radio enthusiasts known tothe author
were also monitoring the incident. And despite

I

not being inclose proximity, signal strength
was excellent. One 'Listener' remarked, "arm
chair copy oldchap, SSC sound quality." And it
was.

The manhadturned his spare bedroom intoa
virtual operations room and anever ending
supply ofcoffee ensured he stayed awake
throughout thesiege. Like many semi­
professional monitors he taped everything ­
using aFerrograph reel-to-reel tape recorder
and asound actuated switch to start and stop
recordings. His Band 1 TV dipole (antenna)
ensured good reception.

Ayear later the UK riots occurred. Those who
possessed scanning radios were able totrack

E :: P !\lTE_~ G!:."'.."""E f\ AGAZINE 2 1L



© PAULBEAUMONT/ENIGMA2000

Manufacturers ofthe system claimed intercep­
tion ofmessages would be impossible: a
delegate asked about the possibilityof intercep­
tion by ascanning receiver and was told that a
minimum ofeleven receivers running together
would be required to receive messages - and
these would be intelligible. However, recognition
ofselected channels and alittle programming
was all that was required. Radio specialists
considered the system was almost as vulner­
able as the one it replaced, apoint not missed
by agroup ofhobbyists devoted to finding new
frequencies and generating working lists.

Metropolitan Police Service

SCANNING FOR DIAMONDS

I lished between station and apatrol, afrequency
I change occurred routinely.
I

IAtimely workshop showing these new PRs just
before they were issued was held atthe
Metropolitan Police hosted MPS Technology
Fair.

The group's leader featured innewspapers and
on television showing just what he was capable
of. His "work"naturally interested detectives at

© PAUL BEAUMONT/ENIGMA 2000 ~

67

amateurs who modified television tuners could
also listen into more than just amateur radio
transmissions.

the mobs and police units. Early scanning radio Communication receivers forimportant
systems were advertised in professional and frequencies were expensive and beyond reach
hobby electronics magazines: 'Usten in toa ofmost people. Interestingly, the more
million lives tonight' adverts proclaimed. Those expensive receiver had an output to allow a
who purchased these devices certainly did. I panoramic adaptor to be used tovisually

display signals being processed within the
I receiver's IF stage passband - as is the case
I with the author's receiver shown inFig1.
I (above).

I This receiver is tuned toan Amateur Radio 2M
II Repeater, MH. In Fig 2. (above right) featuring

an oscilloscope the other stations shown to be
I inthe IF passband are Paging transmitters in

the 137 and 153MHz range and lie either side
ofthe monitored frequency. Such asystem
allows "interesting frequencies" to be easily
located and monitored. This quite naturally
caused concern insecurity circles.

The receivers allowed ordinary people to
intercept live broadcast communications just
like GCHQ - Britain 's electronic and communi­
cations intelligence service; and you didn't
need aqualification tooperate itsscanner
either. Cell, cordless and car phones, baby
alarms, emergency service broadcasts were all
easily intercepted on frequencies that were
previously only available toofficialdom. Radio
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New Scotland Yard. This was because he
allegedly seemed very adept atintercepting
communications from the Royal Household (at
various venues) and making public details of
the sender, frequency, and message content.

wrong police frequencies and received no
indication ofthe undercover police operation.
And inany case, the radios used by the police
inthis case were heavily encrypted toensure
any interception would be useless.

Before this event the original frequency was in
the middle ofthe popular VHF band 88-
108MHz and just up the dial from LBC97.3.
MI5 watchers ' frequencies were therefore
available to all who searched. This might
account forthe shorter antennae erected above
16Kensington Palace
Gardens, London. This
frequency change was
documented by the late
MI5 officer Peter Wright in
hisheadline catching
book - Spycatcher. One of
the building's residents
was Evgeni 'Eugene'
Ivanov (right), aGRU
officer operating under cover as Assistant
Naval Attache. He was the lover ofLondon
socialite girlChristine Keeler who also hap­
pened tobe dating John Profumo, UK Secretary
ofState forWar atthe time.

The Kensington building sported many
antennae capable of serving equipment across
the entire shortwave spectrum and well into the
ultra high frequency range as well as aSE
pointing satellite dish mounted clandestinely in
the garden. At the time ofthe surveillance,
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Not surprisingly criminalssoon started carrying
scanning receivers along with their usual trade
tools. Intelligence gleaned from police broad­
casts was considered invaluable and many
villains believed it would help them evade
capture. As more and more scanner-carrying
criminals were arrested there was some
confusion in respect ofthe charge; eventually a
short feature inPolice Review (26 February
1993)suggested that the S25 Theft Act 1968
would suffice: "Going equipped to steal. "

On amuch grander scale aprofessional crime
gang set up a radio listening post in London
prior to mounting adaring attempt to relieve De
Beers of its priceless Millennium Star dia­
monds. The flawless gems were being
exhibited in 2000 atthe Millennium Dome,
Greenwich. Besides being oblivious toacovert
New Scotland Yard surveillance unit watching
the plot develop, the gang were listening tothe
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LISTENING TO MI5

MI5 too once suffered interceptions; agroup of
radio amateurs intercepted the Service's A4
surveillance communications as officers went
about their business ofmonitoring Russian
diplomats and buildings. The group even
interceptedcommunications from officers of
the government's Department ofTrade and
Industry (DTI). Ironically these officials were
accompanying police who had come to arrest
them. Alucky break forthe DTI came when the
illicit listeners broke off their activities totake
early morning tea. This meant the command to
enter their premises was never heard!

Massive fines were imposed and the group's
radio equipment confiscated. As a result ofthis
particular case MI5 changed itsworking
frequencies and methods.



Communication links between the US Embassy and its
London officials were recorded exposing code-names

such as 'Stagecoach' and 'Eagle'

EYE Spy INTELLIGENCE MAc,AZINE 77 2012 I

M15 's A4 divisionhad offices located on the
16th floor of Euston Tower. The roof sported
somerather specialist antennae as well.

SYSTEM 4

In recent months theUK has been awash with
stories about journalists hacking cell phones.
Yet before this some inthe mediahad been
connected to incidents involving scanning
receivers: perhaps the most famous affair is
better known as - 'Squidgygate'. This involved
the alleged illegal interceptionofPrincess
Diana's personal phone calls. The event
occurred inaperiod which also saw the cell
phone move from analogue todigital.

Other notable cases occurred, including the
arrival ofprospective legal counsel who turned

© NICK PARFIJONOV

up atacelebrity arrest orthe arrival of
I paparazzi ataprivate event to photograph and
I interview celebrities.
I
I
I Prior tothe boom ofthe cell phone, the car

mounted System 4 emerged. Many security
I analysts believed it was as "wideopen as the

police radio system. " Politicians, business
I officials and celebrities would discuss private
I matters unaware that they were inadvertently

"feeding" certain industrious and technologi­
I cally aware news writers.

STAGECOACH AND EAGLE

The official United States VIP car network also
had itsradio signals intercepted when it

'I operated from the American Embassy in
Grosvenor Square, London... this as 'Stage­

I coach ' talked with its 'Eagle.'

I Similarly, UK Customs and Excise plainclothes
: operatives could be heard surveilling drug

suspects as they travelled across London; the
call sign series forthese officers was the very

I apt 'Magpie.' And still remaining on the secret
side of radio interception, the call signs 'Proton
Control ' and 'Glassjar' were heard and logged.
The listeners eventually discovered these
designations were Special BranchSurveillance

I control desks.

Nothing, it seemed was secret and there was
genuine concern within the intelligence, police
and diplomaticcommunity. ~
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Whilstthe encryption model used inthe UK is
unbreakable (by the casual listener using a
scanning radio) , some American police forces

This type of "snooping" has led some US
police departments tofully encrypt communi­
cations. In Washington, criminals were found to
be utilising of one ofanumber ofSmartphone
Apps that allow police interception. Like British
villains before them, this meant they could take
advantage of some seriously useful forward
radio intelligence.

little en clair. To make matters worse
smartphone Apps now existthat allow
interested parties tostream police and fire
audio viathe Smartphone and all foracost of
just 99c (60p).

The US police move to encryption has also
occurred in Orange County Florida as well as
Garden City Kansas where police chiefs have
become very guarded oftransmissions.

The current situation inthe United States is
somewhat different Whilst the low level stuff is
now digitised the pol ice inparticular are still a

With the passage oftime the cordless phone
and baby alarm became digital. Without some
serious reconfiguration and hard work these
signals cannot produce an understandable
signal forthe casual listener.

According to Graham it wasn 't just police and
the utility services being listened to. Even the
then president's secret coded 'Timberwolf'
communications were being readily inter­
cepted. Before George Bush Sr. it was Ronald
Reagan; hiscode-name 'Rawhide' was soon
exposed and private calls intercepted.

NEW TECHNOLOGIES

point that an interesting news story written by
Mike Graham in New York, appeared inThe
Sunday Times of14October 1990. Titled
'Americans Get The Snooping Bug', the article
opened with acartoon showing someone
wearing headphones sat in front ofaradio
turning to his wife and saying, "I can hear the
neighbours eavesdropping on us. "

In Britain, emergency services ' communica­
tions have moved tothe encrypted Airwave;
these signals are virtually unbreakable, As for
the scanning receiver, there will never be a
system capable ofcopying the Airwave
transmissions and producing understandable
audio.

Mike Graham wrote: "Havingacordless phone
is like walking intoacrowded theatre and
yelling out all your personal and intimate
details, and believe me there isan audience out
there just dying tohear about them."

The US Federal Government was
also,aware of such openness tothe

TIMBERWOLF AND RAWHIDE

Across the Atlantic asimilar situation existed,
\ but with one exception. Some States not only

allowed forthe receptionofpolice transmis­
sions by the public, they actually encouraged it!
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have moved to asystem called ACPO P25 or
Project 25. Thispresents some problems for
interceptionby standard scanning receivers,
but for a reasonably new generation of
scanners which are digitally enabledtotrack
ACPO P25 systems, it's business as usual for
those who should not be listening.

Custom made programmes can also be
configuredtotrack such transmissions and
with a little modification, ordinary scanners can
be controlled by theprogramme totrack the
frequency change. It's worth notingthat a
suggestion fromofficials inWashington states

that channelsforviceand narcotics should be
continuallyencrypted, but it is also knownthat
despite encryptionbeing used, thepolice
maintain updates tothepublic via Facebook
and Twitter ande-mails.

The latest official transmission dedicated
scanning receiver is slightlybigger than apager
unit, sl ips onyourbelt if youdesire and tunes
across police departments in the entire United
States and Canada (monitoring) .

Home Patrol 1 requires only apost code (USor
Canada) to present amenu ofintercept

opportunities ofpolice, health, weather and
other uti lities and all supported by ongoing
software development. For just $485.00
(£350.00)all this intelligence is yours and for
that price it also deals withACPO P25 standard
as well as many others.

With monitoring made so easy, it must have
implications forthose charged with countering
terrorism or criminality. The perpetrators might
be rad io interception clever and use immediate
and post-event radio intelligencetotheir
advantage forfurther illegal acts.

EYE Sr-Y r-rr

Acombined event hosted by theCharlotteCryptologic
Symposium and Carolina'sAntiqueWirelessAssociation

Forfull details, registration, hotel and bookingfees:
www.cryptosymposlum.com/
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nature. At school we are influencedby the
interactionofteachers and classmates. Many of
our pre-conceived ideas comefrom whatand
howwe have been taught. Classmateinteraction
may mean harmlessly being in adrama club, or
conversely, enticed intoastreet gang, and all this
interplay is part ofour life conditioning.

Aclassic example of how individuals respond to,
and are influenced bydeliberate stimuli that

Some ofthe primary areas that can be influenced
simply byword triggers, are the introduction of
conflict, right and wrong decision making,
reward and punishment, imageand hero
worship, confidence orself-consciousness,
prejudice, self worth, greed, sex, peer pressure
and so forth. Each of these vulnerable areas can
be quantified withinour lifeexperiences interms
of values, customs, habits, beliefs, social and
moral standards.

Using advanced transmission the signals that cause mind
control effects can now be directed from great distances. In
this article MIKE FINN looks at the less obvious part of this

process which relates to the actual information itself.. .

Memetics relates to theuse ofwords which
affect notonly an individual, but inthesame way
avirus spreads, is ableto affect othersthrough
transmission.For examplethinkofagroup out
fora late evening, one ofthe group yawns
intensely, then inexplicably others inthe group
also begin to yawn, some may even begintofeel

I tired. The sound and action ofthe one has been
transmitted to others. Before we get too involved
withthis concept, we must first examine the
foundationofourlife conditioning, whichwill
giveus the key to understanding our vulnerability
inthefaceofmemetic strategy.

Life conditioning is aterm used to describe the
things that influenceour decision making, form
our character, and create who we areas
individuals. As children, our parents explain and

I demonstrate how we should brush our teeth, use
the toilet etc. Slowly we learn by example touse
aknife and fork, then one day it becomes second

If we think of all theadvanced technology used in
mindcontrol science, then as an analogy,
compare this toasingle computer, it wouldbe
no usewithout aprogramme to run it.For
example, just firingafew words into someone's
brain is likebanging apost inthe middle ofa
field inthehope arabbit may run into it and
knock itself out. Placing information into the
brain isamultifaceted process, but where words
have a role, thestudy of memetics has an
important parttoplay. However, first we need to
lookattheformation ofsuch aprogramme from
thevery beginning.

rom previous articles we know
that for the purpose ofmind
control, boththe mind and
physiology of an individual can
be intentionally altered. In early
research this was (and still is)
achieved through drugs and

hypnosis. Later scientificdiscoveries ledtothe
use of frequencies, electro-magnetic fields and
other wavelengthsoftheelectromagnetic
spectrum. Thisscienceand technology can
imprint words and emotions into the brain and
alter physiological conditions, for example
through affecting thecalciumion. Using
advanced transmissionthe signals that caused
mind control effects can now be directed from
great distances. In this article we will look atthe
less obvious part ofthis process, which relates
to the actual information itself, it is more
subliminal, but also plays an important role.
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The three card trick (Find the Lady)
was a streetgamewherethreecards
were shuffled and laid face down. A
watching person is then invited to
pointto what he-ar~e believes is

the queenand pia a bet.An
accomplice enti~d t ,e playerwho

has no chance of winning

since 1976, and relatestoa~"ess
involvingthe use ofspecific ~:c;;;;,
particular way. For example, toalter pe p s
thought patterns and inturn their beliefs and
cultural perspectives. As I mentioned
previously, the use ofmemeticstrategy is

I like creating avirulent virus, which travels
from person toperson, infecting each with a
pre-conditioned effect. Organisations such
as DARPA (Defense Advanced Research
Projects Agency) are now taking this studv
seriously, projects such as the Social Media
inStrategic Communication (SMISC) were
an early initiative into this subject.

);>This now brings ustotheexpression
"memetics" aterm which has been around

Afew well chosenwords under the right
conditions is apowerful weapon. This is the
cornerstoneof recruitingformany CUlts, it is
asubstructure ofadvertising, vital in
economics, embedded inpolitics, and
throughout society.

relates towords and visual image, concerns
children. Inthe news recently there has been
anxiety over children's self- image, fashion,
slimming, and their self esteem relating to
obesityand appearance. This self conscious L....- --l ---l

attitude that eats intoachild's self-image
has been attributed toadvertising that, with
the airbrushed photos of perfect people,
immaculateclothing, and subtle words and
music, conveys fantasy inthe form of reality,
creating such apowerful mental impressions
thatit becomes their real ity.

FWORDS

IC ADVAttCES + TRAttSMISSIOtt

WORD VIRUS

TECHttOL

Image technology has the power to effect the way in which a person sees the world

ART OF ILLUSION
Using modern technology all

manner of impossible situations
can be created and this is often
noted byyoungsters, especially
when they consider their own
size and appearance against
some of their peers in media
literature oron television. The
realistic effect of the money­
squeezed sponge would have
been impossible to reproduce
using the tools of the touch-up
artist just a few decades ago

(right)...
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GREEK MEMORIES
I I I

: 'I.

There is scarcely apage ofGreek
Memories that does not damage
the foundation of secrecy upon

which the Secret Service isbuilt up ­
Secret Intelligence Service Memo. A
reference to Compton Mackenzie's
early 1930s manuscript.

The author was acelebrated writerof
Whisky Galore and Sinister Street, and
regarded as aliterary giant - "anoted
man of letters." Mackenzie had also
been M16's man inGreece and his
manuscript contained assorted MI6
documents and the real name ofthe
first 'C'. Even though that particular
Secret Service chiefhad died nine
years earlier, Mackenzie was hauled
before the courts and Greek Memories
was banned from publication.
Mackenzie subsequentlypublished a
heavily censored edition ofthe book,

with the controversial material
removed. The original has remained
banned forthe past 78 years. Now, for
the first time ever, the original book is
available to buy.

Editor's note: Adaring move by
Biteback. The book is an absolute
must however forthose searching for
the'buildingblocks' ofthe world's
most secretive spy agency.

About the Author: Compton Mackenzie
(1883-1972) wrote over ninety books,
includingSinister Street, Carnival,
Vestal Fire, Extraordinary Women and
Whisky Galore During the First World
War he became Director ofthe Aegean
Intelligence Service under the British
Special Intell igence Service (later MI6).
Paperback304pp

Available from Eye Spy Ref: ES/1445
UK £16.99 USA $35.00 ROW £18.50



About the Author: Frank J. Rafalko is a
recognised counterintelligence expert
having served with CIA's Counterintelli­
gence Staff and Centre. His rotational
assignments were adviser tothe
National Reconnaissance Office's
counterintelligence unit, including
serving as acting chief; chief National
Counterintelligence Center's Counterin­
telligence Community Training Branch
and advisor to State Department's
Overseas Security Policy Board,
Hardback 336pp

Available from Eye Spy Ref: ES/1448
UK £25.50 USA $40.00 ROW £27.50

booksoftheyear. Rafalko dismantles
the argument that theCIA must
maintain an interest in happenings that
only occur infaraway lands. There is
often a 'corridor' or channel where
intelligenceinevitably falls - and this
must be gathered, shared and
disseminated by domestic and
overseas services alike. Afive star
offering.

The orthodoxview ofVyacheslav
Molotov is that he was no more than
Stalin's faithful servant, adogmatic
communist, and aconservativehard­
liner of little orno imagination. Molotov
was, indeed, Stalin's right-hand man;
from the 1920s tothe early1950sthe
two men presided over abrutal,
authoritarian communistsystem that
resulted inthe deaths of millions of

~
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Thistitle reassesses Molotov's
role inthe Cold War, overturning
former notions ofMolotov as the

consummate bureaucrat. It provides a
new appreciation ofthe difficulty of
achieving detente between the Soviet
Union and the West. It is based on
extensive research and the author's
access to hundreds of Molotov's files
inRussian party, state, and foreign
ministry archives.

© YOICHI OKAMOTO/LBJ MUSEUM AND LIBRARY

War activists orAmerican black
extremists protesting, bombing and
carrying out other anti-government,
unlawful orillegal activities inthe
United States. The programme's goal
was tounmask possible foreign
influences onthe student antiwar

I movement.

In Operation MH/CHAOS, Frank J
Rafalko, aformer CIA officer, refutes
the charges made byThe New York

I Times and the Washington Post atthe
time thatthis domestic spying
programme first made headlines, and
takes issuewith conclusions ofthe
Rockefeller Commission and the
Church Committee. He relates how
Langley's Special Operations Group
(SOG) began, was staffed and how it

I was transformed into an anti-terrorist
unit before it ceased operation. Rafalko

I details the informationthat Special
OperationsGroup collectedagainst the
New Left and Black extremists and
makes the case that theMH/CHAOS

I programme was justified, why the CIA
was the logical agency toconduct the
collection, and the consequences
suffered later byAmerican counterintel­
ligence because ofthese investiga­
tions.

CITY
COUNTERING SPIES,
SABOTEURS, AND
TtRRORISTS SINCE 1861

agencies involved insafeguarding "the
citythat never sleeps."

Starting with the bloody draft riots
during the Civil War, Thomas Reppetto
guides the reader through NewYork
City's history, emphasising the battles
against twentieth-century German and
Russian'spies and Islamic radicals.
This book illustrates how, over the
course oftwo world wars, numerous
political and social upheavals, and
shocking terroristattacks, the United
States developed acomplex web of
organisations responsiblefor
identifying and neutralising security
risks.

The city has been the trainingand
proving ground forlaw enforcement
agencies indeveloping the organisa­
tions, strategies, and tacticsnow used
to protect citizens nationwide. The
histories and operations of the US
Secret Service, the Federal Bureau of
Investigation, the New YorkPolice
Department, and othersprovide insight
into recent events and whatthe United
States needs to do toprotect all of its
citizens forthe future.

Battleground New York City is the
exciting story ofthe men and women
who have dedicated their lives to Editor's Note: One ofthe most
protecting acityunderthreat. Hardback I important and absorbing intelligence
320pp

Available from Eye Spy Ref: ES/1447
UK £16.99 USA $35.00 ROW £18.50
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IKE'SSPIES:
Eisenhower and the Espionage
Establishment

Afascinating account ofthe
transformation ofthe wartime
Officeof Strategic Services

(OSS) into the Central Intelligence
Agency and thegrowth ofAmerica's
intelligence community.

Stephen E. Ambrose wrote twenty
books on military affairs and foreign
policy. Early inhis career he was an
associate editor ofThe Eisenhower
Papers, and he later went on to publish
the definitive, three-part biographyof
Eisenhower, as well as many
bestselling books of military history,
includingBand ofBrothers and
Undaunted Courage. Hedied in2002. I

Paperback 384pp

EYE SP Y INTELLI GENCE MAGAZINE 772012

IOperation MH/CHAOS was the
code-name foradomestic

-----...... espionage project conducted by

New YorkCityhas long been a the Central IntelligenceAgency inthe
breeding ground forspies, late 1960s and early 1970s. First
saboteurs, terrorists, and other chargedbyPresident Lyndon Johnson

threats to America's greatest city. and later byRichard Nixon to find
Battleground New York City examines foreign intelligence, terroristorganisa-
the historyof domestic security tions orgovernment contacts,
operations andthe people and controlling orinfluencing Anti-Vietnam



Viktor Abakumov headed
SMERSH from 1943 to 1946

Available from Eye Spy Ref: ES/1452
UK £17.95USA $30.00ROW £19.95

MEMOIRS Of A l1UBBER PlANtER
BANDitfiGHTER AND SPY

.if _

SMERSH:
Stalin's Secret Weapon, SDviet
Military Counterintelligence in WWII

BORIS HEMBRY

MALAYAN
SPYMASTER

occupied Malaya, amemberofthe
Secret Intelligence Service, and he
formed the first HomeGuard unit in
Malaya duringthe Emergency.
Required reading forthis period of
Southeast Asian history. Paperback
424pp
.---------.=

Ostensibly amilitary counterintelli­
gence organisation dedicated to
fighting Nazis, SMERSHspent

SMERSH, acronym ofthe
Russian phrase 'Deathto Spies',
is primarilyknownto readers as

James Bond's sinisteropponent in Ian
Fleming's novels. Yet SMERSH was a
real organisation and just as diabolical
as its fictional counterpart.

MALAYAN SPYMASTER:
Memoirs ofaRubber Planter and Spy

spawning professional baseball in
Japan, and spreading goodwill.

Politicians on both sides ofthe Pacific
hoped that the amitygenerated by the
tour and thetwo nations shared loveof
the game could help heal their growing
political differences. But theBabe and
baseball could not overcome Japan's
growing nationalism, as abloody coup
d'etat by young army officers and an
assassination attempt by the ultrana­
tionalist War Gods Society jeopardized
the tour's success. Atale of interna­
tional intrigue, espionage, attempted
murder, and, ofcourse, baseball,
Banzai Babe Ruth is the first detailed
account of thedoomed attempt to
reconcile theUnited States and Japan
through the1934 All American baseball
tour. RobertK. Fitts provides a
wonderful storyaboutbaseball,
nationalism, andAmericanand
Japanesecultural history. Hardback
368pp

Available from Eye Spy Ref: ES/1451
UK £30.00USA $39.95ROW £33.99

Atrue story of1930s Malaysia,
of jungleoperations, subma­
rines and spies inWWII, andof

thepostwar Malayan Emergency, as
experienced by an extraordinary man.
Rubber planter Boris Hembry was a
part ofFreddy Spencer Chapman's
covert Stay Behind Party inJapanese-

. -, ." I.

Babe Ruth and
Japanese

youngsters in
Tokyo, 1934

rmm
., .

AIR AMERICA:
The Explosive True Story of the CIA's
Secret Airline

BANZAI BABE RUTH:
Baseball, Espionage and Assassina­
tion During the 1934 Tour ofJapan

Available from Eye Spy Ref: ES/1450
UK £9.99USA $20.00 ROW £10.99

Whether it was delivering food and
weapons orspies and intelligence, Air
America was the one airline where you
didn't need reservations - just agreat
dealof courage and awillingness to fly
tothe bitter end. Paperback 384pp

Air America, firstpublished in
1979, is thecontroversial story
ofLangley's secretairline

which operated indangerous theatres
forover 25 years. Crewed by
operatives drawn from various
occupations, and members ofthe CIA's
Special Activities Division, AirAmerica
flew missions no one else would
touch, from General ClaireCennault's
legendary Flying Tigers inWW IItotwo
brutal decades cruising over the bomb­
savaged jungles of Southeast Asia. The
pilots motto was 'Anything, Anywhere,
Anytime'.

InNovember 1934 as the United
I States andJapan drifted towardwar,

ateam ofAmerican League all-stars
that included Babe Ruth, LouGehrig,
JimmieFoxx, future secret agent Moe
Berg, and ConnieMack barnstormed
acrossthe 'Land of the RisingSun'.
Hundreds of thousands of fans, many
waving Japanese andAmerican flags,
welcomed the team with shouts of
iI "Banzai! Banzai

BabeRuth!"
Theall-stars
stayed for a
month, playing
18games,

Available from Eye Spy Ref: ES/1449
UK £25.00 USA $45.00ROW £28.50

Vyacheslav Molotov

people. But there was far more totheir
partnership. Inthis engaging biogra­
phy, Geoffrey Roberts proposes a
radical reappraisal ofMolotov's life and
career. He argues that although
Molotov, as Sovietforeign minister
since 1939, was certainly Stalin 's cold
warrior, he personally preferred detente
and peaceful coexistence with the
West. The differences and tensions
between Molotov and Stalin came toa
head in1949, when Molotov's wife
was arrested and imprisoned because
ofher involvement with theSoviet
JewishAnti-FascistCommittee.

In 1957 Molotov was ousted from the
leadershipfollowing his attempted
coup against NikitaKhrushchev,
Stalin's successor as the leader ofthe
Soviet CommunistParty. After Stalin's
death, Molotov revived his efforts to
curtail the Cold War and campaigned
forthe establishment of apan­
Europeansystemofcollective security
that wouldhalt the polarization of the
continentinto competing military­
political blocs. While Molotov's attempt
to negotiate an end ofthe Cold War
were stymied bySovietand Western
hard-liners, his campaign forEuropean
collective securitypaved the way to
detente in the 1960s and 1970s and
the abolition ofthe Cold War in the
1980s and 1990s. Hardback 240pp
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TERRORISM IN THE 21ST CENTURY
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born under."
assumed name

This is the questionattheheart ofthis
elegant and sophisticated work:what
does it meanto be an American? In
thisfascinating, painful, and ultimately
exhilarating coming-of-age story,
young Sara confronts generosity,
greatness, and tragedy - all that
America heaps on the world . Hardback
400pp

Available from Eye Spy Ref: ES/1456
UK £32.00 USA $48.00 ROW £34.00
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psychiatric hospitalisationat age
sixteen inaUS Air Force hospital with
shell-shocked VietnamWar veterans
does she cometo aclear senseofwho
she is.Meanwhile, Sara's sweet­
natured, philosophical father becomes
increasingly disillusioned with his
work, his agency, and his country.

U
pdated inits 7th edition,
Terrorism in the Twenty-First
Century helps readers under­

stand terrorism, responses to it, and
current trends that affect the future of
thisphenomenon. Putting terrorism
intohistorical perspective and
analysing it as aformof political
violence, this textpresents the most
essential concepts, the latest data, and
numerous case studies to promote
effective analysis ofterrorist acts. An
objectivebook which breaks down the
who-what-why-how ofterrorism,
giving readers away both to under­
stand patterns ofbehaviour and to
more critically evaluate forthcoming
patterns. Paperback 416pp

--..,.
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As Taber leads us on atour through the
alluring countries towhich her father is
assigned, wetrack two parallel stories
- those of young Sara and her Cold
War spy father. Sara struggles for
normalcy as the familyis relocatedto
cities inNorthAmerica, Europe, and
Asia, and the constantupheaval
eventually exacts itsprice. Only after a

BORN UNDER AN ASSUMED NAME:
The Memoir of a Cold War Spy's
Daughter

trivialised and, incinema and popular
fiction, stereotyped as vamps or
dupes. The reality isvery different.

As spies, women have played acritical
roleduring wartime, receiving and
passing on vital information, frequently
at considerablerisk. Often ableto
blend intotheir background more easily
thantheirmalecounterparts, women
haveworked as couriers, transmitters
andwith resistancefighters, their
achievements often unknown. Many
have died. Ann Kramer describes the
role ofwomen spies during wartime,
with particular reference tothe two
world wars. She looks atwhysome
womenchose to become spies, their
motives and backgrounds. She also
examines theexperience of women
spies during wartime, what training
they received, andwhatskillsthey
needed. And finally, Kramer delves into
the realityof lifeforawoman spy,
operating behind enemy lines, and
explores and explodes the myths about
women spies that continue until the
present day. Hardback 224pp

Available from Eye Spy Ref: ES/1455
UK £22.50 USA $40.00ROW £24.50

Fromliterary journalist Sara
Mansfield Taber comes adeep
and wondrous memoir ofher

exotic childhood as the daughter ofa
covert CIA operative. Born under an
AssumedName portraysthethrill ing
and confusing lifeof agirl growingup
abroad inaworldof secrecy and
diplomacy - andtheheavy toll it takes
on her and herfather.

T!"lomas !.t• .LlWr'n. Jr.
I"'t~ ,\'.1I"wM

WOMEN WARTIME SPIES

Available from Eye Spy Ref: ES/1454
UK £19.50 USA $28.95 ROW £22.50

Retired CIA operative and intelligence
consultant Thomas L. Ahern Jr. is the
first to comprehensively document the
Agency 's role inthe rural pacification
ofSouthVietnam, drawing fromsecret
archivestowhich he had unrestricted
access. In addition toachronology of
operations, thebook explores the
assumptions, political values, and
cultural outlooks ofnotonly the CIA
and other US government agencies,
but also ofthepeasants, Viet Cong,
and Saigon government forces
competing fortheir loyalty. Thedepth
ofAhern 's research makes this title an
important addition tomilitary literature.
Paperback 480pp

VIETNAM DECLASSIFIED:
The CIA and Counterinsurgency

VietnamDeclassified isadetailed
account of the CIA's effort to
help South Vietnamese

authorities winthe loyalty of the
Vietnamese peasantry andsuppress
theVietCongoCoveringtheCIA
engagement from 1954 tomid-1972, it
provides athorough analysis ofthe
agency and itspartners.

F
romMata Hari through to Noor
InyatKhan, women spies have
rarely receivedtherecognition

they deserve. They have often been

VRD I" .I .B IIlB TI I"
"0 • • • 0 _0 . If 1IlI " 1 1,. .llt

Available from Eye Spy Ref: ES/1453
UK £20.00 USA S38.00 ROW £24.99

© RUSSIANPRESIDENTIAL PRESS AND INFORMATION OFFICE

Based on ahuge number ofdocuments
and memoirs availableonly in Russian ,
the book detailsall the knownactivities
ofSMERSH - its clever 'radio games',
whichusedcaptured German officers
to lure German intelligenceintotraps,
massvetting of Soviet troopswho had
been prisonersofthe Germans, arrest
and persecutionofRed Army generals,
infiltration of Nazi spy schools,
participation inmilitary tribunals and
the 'SpecialBoard' of theNKVD, and
participation inthe Nuremberg trials
and the 'Sovietization' ofEastern
Europe. Hardback 51 2pp

While it was formally part ofthe
Defence Commissariat, SMERSH was
not under the control of the military
hierarchy. In reality it was asecret
service independentof the other Soviet
security organisations. Its head, Viktor
Abakumov, ashadowy and powerful
figurewhose biography is revealed
here forthefirst time, reported directly
toJoseph Stalin on a dailybasis.

considerable time and effort terrifying
itsown citizens, includingwriter
Alexander Solzhenitsyn, who was
arrested forwriting toafellowofficer.
Itsactivities often strayed into the
political sphere, exemplified by the
arrests ofmany political leaders and
foreign diplomats in Eastern Europe,
including the famous rescuer of
Hungarian Jews, Raoul Wallenberg, at
the end ofWWII.
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• Speaking in 1999, former STASI
spy chief Marcus Wolf dismissed
the importance of British agents in
the employ ofhis agency, because
hecould "not remember" their
names - thus meaning they were
ofno supremevalue.

*HVAHaupterwaltung - aunit within the
STASI responsiblefor record keeping.
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NY 10118-0069, United States of America
Or Telephone TOLL FREE 877 309 9243

Eye Spy Magazine, P.O. Box 10,
Skipton, Leeds City Region, BD23 5US, England
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Eye Spy Intelligence Magazine,
Canadian Bureau, Unit 102,

2054 Courtland Drive, Burlington, Ontario, L7R 1R8
Or Telephone TOLL FREE 877 309 9243

WE ACCEPT ORDERS VIA PAY PAL eyespy@eyespymag.com

Future research and collection will
one day fall under the authorityof
the national BundesArchiv, an
enormous repository ofofficial
German documentation.

It is estimated that an astonishing
sixmillion documents, including
images and microfilmhave been
assembled by the STASI Records
Authority. These effect about 1.6
million people.

SIX MILLION FILES

No Briton has ever been charged
withspying forthe STASI, though
it is bel ieved the agency had over
100 contact people and spies
living in the UK. Thiswas
confirmed in 1999 following the
release ofcertain MI5 information
which was probably sourced from
the Rosewood files delivered by
the CIA.

Former German Chancellor Helmut Kohl made the unfortunate
decision to destroysignificant HVA files containing details of

thousands of STASI agents. Many intelligence watchers believe
Kohl ordered the destruction of the material after several key

politicians' namesappeared in the 'agent card index'

Amongst the most controversial
decisions ever taken byGerman
Chancellor Helmut Kohl on
re-unification, was to authorise
the burning ofahuge number of
HVA files*. Many featured the
code-names ofagents and their
true identities as well.

total £ or $

part of anarchivewhich has
: already exposed key figu res who
I opted toprovide intelligencetothe

STASI. However, theGerman
Government has often been
accused ofwithholding certain

, files because ofthe sensitive
nature contained within, including

II some people who went on to
I become very seniorpoliticians.
I And sources say theUK may be

caught inasimilar dilemma as the
I 'index cards ' and microfilm given
, to British Intelligence, may also
throw up asurprise or two.
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Thevast STASI archive is
currently being pieced back
together by academics, but it is a
process that will take decades.
The British files represent atiny,
but nonetheless hugely important

Former HVA
(STASI)

headquarters
in Berlin

OPERATION ROSEWOOD
SEEKING STASI AGENTS IN BRITAIN

G erman STASI research­
ers have requested
Britain returns several

intelligencefiles that could reveal
communistpenetration of the UK
and key contact figures. The
material was givento British
Intelligence followingthe collapse
of the former East Germany. CIA
officers secured thematerial ina
daring operation code-named
Rosewood . In this case rescuing
(or more accurately removing)
thousands offiles from the East
German headquarters ofthe state
securityministry before they
could be destroyed.
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