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James Clapper · Director ODNI

NAIROBI ATTACK

r...,., A little over ten years ago MI5 uncovered information on a plot to attack a
major shopping centre in the UK. Though the ptan was in an embryonic
stage , when detail s of the proposed operation reached journalists,

........ subsequent news reports publ ished in the media were sufficient to prompt
..... those behind the idea to withdraw.

' 6 Harry Ferguson ' 15 Princess Diana '1 9 Samantha Lewthwaite
' 38 Mohammad Mosaddegh ' 44 Sergei Lavrov ' 58 Laura Poitras

' 74 Rudolf Hess ' 77 Ayman al-Zawahiri

MAR K BIRDSALL, MANAGING EDITOR

However. the idea of launch ing an attack in such a location, packed with visitors and no
obvious sign of an armed deterrent . has never gone away. Since then, GCHQ has
intercepted data that shows at least four such complexes have been targeted , researched
and even reconnoitred by al-Qaida supporters in Britain. Indeed, I understand the FBI
and several domestic intelligence agencies in other countries have secured intelligence
that suggests attacks on malls are regarded as 'high prio rity ' by ar-oaroa. whose
fragmented leadership have informed followers they represent an 'easy taraer.

I NTE LL IGE NCE CHOICE

SPIES AND SILENT COMMUNICATION

I

Therefore when news broke that an attack on a shopping centre in Nairobi, Kenya, was
underway, it did not surprise those in the intel field of counter-terrorism. Al-Shabaab, a
Somali-based al-Oaida franchise sent 20 operatives into the mall and subsequently killed
dozens of civilians. A number of Kenyan security officials also died in the four day siege.
The terrorists ' youngest victim was a two-year-old toddler. shot in the head. The major
fear now is that this cowardly and fiendish attack will prompt others to follow suit.

And on a final note regarding press coverage. I find it annoying and shameful that the
BBC throughout its reporting called the perpetrators 'militants', They are not. Those who
conduct such actions are terrorists. The BBC should redraw its guidance rules for
reporters , for it is unwittinqly, in my opinion , lessening the actuality of such events,

13
ye Spy has for over a decade provided readers with an insight into the
world o f espionage and intelligence tradecraft. From the type of
eq uipment used, to the dangerous art of •

infiltration, methods used by those at the 'sharp end '
of intelligence collection continue to fascinate the
public. Agent contact and communication is one
area vulnerable to counter-intelligence. However,
there are a myriad of ways to impart information or
(message/signal) that require no spoken words and
no contact whatsoever. In th is engaging feature, we
examine the tradecraft of Silent Communication, and
use a number of actual spy cases to reveal the
often complex, sometimes simple ways this can be
achieved. Also included the terminology used by
organisations like the CIA and MIS when such acts
are performed.
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SPIES AND CABLES
British Intelligence has been accused of tapping into submarine
communication cables. An exami nation of the facts and a return
to a Mediterranean island known for its espionage history

WHITE WIDOW
For over a year a special MIG unit has been searching for
Samantha l ewthwaite in east Africa. Dubbed the 'white widow'
she has allegedly been involved with several al-Qaida attacks

. . . . . . . . . . . . . . . . . .. .

EVE S py B 7 On Edward Snowden 's espionage: "Anything that the disclosures add to the
ongoing public debate is outweighed by the roadmap they give to our adversaries w

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

A VERY BRITISH COUP
Over 50 years ago Brit ish Intelligence was authorised to
manufacture a p lot which would result in the topp ling of a
Middle East leader. MIG and CIA spy games to the fore...

ANNECY ASSASSINATION
A former Iraqi national who worked for a UK satellite company
was the victim of a 'professional assassin' with secret service
involvement accordi ng to French investigators

BENGHAZI STAND DOWN
The fall out over last year 's attack on the US Consulate and a
CIA annex in Benghazi, l ibya continues. Eye Spy looks at the
latest developments including why the White House and State
Department are re luctant to reveal all

THE ENDURING MYSTERY OF RUDOLF HESS
In 1941 , deputy Nazi leader Rudolf Hess flew to Brita in in an
attempt to broker peace. Jailed , Hess committed suicide in
1987. New evidence and previous data are examined amidst
claims British Intelligence were behind his death

THE INCREMENT
Eye Spy investigates allegations that Princess Diana was
killed by a secret UK Ml6-military unit known as the lncre­
ment. Exclusive input by former SAS sold ier Rusty Firmin

FAIR GAME?
British security officials secure copies of most of the files
stolen by NSA contractor and traitor Edward Snowden, this as
more US and UK secrets are published in the media

HIGH SPEEO TRAINS TARGETED
Security warnings issued in Europe as al-Qaida targets high
speed trains, track and tunnels

OPENING PANDORA:S BOX
As the UN accepts sarin gas was used to kil1 1400 civilians in
Damascus, the CIA acknowledge that upto 50% of those
fighting against government forces are linked to al-Qaida

BUGS AND THE CULTURE OF INTERCEPTION
A new tradecraft series which examines how bugging and
interception has developed over the years, and how it has
evolved into a lucrative worldwide industry

THE HIDOEN HAND
Eye Spy's acclaimed series on the world of counter-terrorism
and intelligence concl udes with a look at what the 21 st
century holds for those involved with tack ling terrorism

SILENT SPIES AND COMMUNICATION
A special tradecraft feature revealing how those at the cutting
edge of espionage communicate using some unusual tricks



MOSSAD AGENT COMPENSATION
srael has agreed to pay the
family of deceased Massad
officer Ben Zygier, over one
millionpounds compensation.

Zygier, who hanged himself in prison
after being detainedfor a'serious
security breach', was facing ateo­
year prisonterm.

An inquiry found that staff at Ayalan
Prison did not properly check Zygier
and that at least one importantly
positioned security camerawas
faulty. Central district court
president OaphnaBlatmansaid:
"Failureby various elements in the
Israeli prisonservice causedhis
death."

Ben Zygler • 'Prisoner X'
Speculation continues that the Israeli
authorities attempted to conceal events surrounding Zygier's workandthe
manner of his death. Dubbed 'Prisoner X', Zygier had allegedly compro­
mised an on-going Mossad operation in Lebanon.

•

French Police Believe 'Secret Service' Connection EXists

Asupportive cl ue could bethat AI­
HiIli, who was holidaying with his
family at the time, had on his person
agreat many private andpersonal
documents connectedto his
inheritance. EyeSpy understands
that AI-Hilli could havehadaccess
to bank accounts onceowned by
SaddamHussein.

Eye Spy sources believepolice are
examining thetheory that the
assassin had been hired and that
finance rather than technology was
the motive behind the shooting. One
policesource said it is possible an
assassin with amilitary background
was hiredto ki ll al-H ill i and offered
around £86,000: another report
claims the'fee' was £2,000.

Assassin fired 25
bullets using

Luger POS

are no nearer to capturing the
gunman, but are satisfied the
manner in which heacted left them
in no doubt hehad probably killed
before. Detectives also ruled out the
lone psychopath killer theory, noting
little physical evidence was left at
the crime scene.

amid reports hehad altered
documents connectedto their
father'Sestate. Hedenied claims of
involvement, but policecontinueto
probethis aspect of the case.
Interestingly, heis no longer the
chief suspect.

Over 60 people have thus far been
interviewedand nearly 6,000
documents seized. However, police

shooting of the AI-Hilli family and
was killed becauseof this. It later
transpired hetoo worked in the
nuclear industry at ArevaCezus in
nearby Ugine. Detectives have
reportedly ruled out any connection,
despiterumours themen were
engaged in a 'business liaison'.

AI-Hilli's brother, Zaid , was arrested
on conspiracy to commit murder

Two other members of his family
were also killed during the incident
and acyclist, Sylvain Mollier, 45.
Police believe he witnessed the

he person who killed an
Iraqi-born computer
engineer inan 'assassin­
type' shooting in the

Annecy regionof Francelast year,
was a 'professional' according to
British and French detectives. Saad
al-Hilli , 50, who resided in Britain,
workedfor Surrey Satellite Technol­
ogy and therehas been speculation
he was killed over his alleged
connections to nuclear and satellite
technology secrets. Of 25 shots
fired, not onedamaged the glasson
al-Hilli 's vehicle. Theweapon, a
Luger POSwas once standard issue
to theSwiss Army.
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Waterloo Bridge, London

serve with the Bulgarian KGB,
saying it is not in his interests to
discuss suchmatters.

Piccadilly'. An investigation
focusedonFrancesco Gullino who
was allegedly operational in
London at the time. Hevehe­
mently denies any involvement in
the operation, but the Security
Service diddiscover he flewto
Romethe day after Markov was
fatally poisoned. In S1. Peter's
Square he supposedly signalledto
his controller that the task was
complete. Gullino also refusesto
comment on whether or not he did

MISbelievetheassassin was a
BUlgarian code-named 'Agent

leg by an umbrella as hewaited
for abus on Waterloo Bridge. A
pellet of ricin was injected into his
blood stream and Markov died a
few days later. His assailant was
almost certainly a KGB operative,
but without proper identification
and asuspect. Arnaudova
admitted the statute cannot be
overcome.

The BBCradioworker who fled
Bulgaria in 1969 at theheight of
the ColdWar, was jabbed in the

Bulgarian Police Close File on Georgi Markov

B
ulgariandetectives have
decided not to continue
their enquiries into the

assassination of London-based
dissident Georgi Markov. Prosecu­
tor RumaniaArnau dova said the
case was being "abandoned" after
the statute of limitations (35
years) had expired.

,

Gerhard Schindler,
President of the BND

Interestingly, one name allegedly on
the list was investigativejournalist
Stefan Buchan. His passport details
were also recorded. However, a
former employee of public broad­
caster NOR, Buchanwas research­
ingterrorism and this explained his
trips to Afghanistan and Yemen
which seemingly interested the
intelligence services.

,

Since 2005, two of Germany's
primary intelligence services, the
BN and BNO, worked with the CIA
on an extensive international
programme code-named Project 6,
or P6. This in turn operated a
register or data base of suspected
terroristswhich was regularly
updated and maintained and code­
namedpx. The file contained the
name and associated dataof
hundreds of terror suspects and
their liaisons from both inside and
outside of Germany. Asecret unit
from the BN calledthe Neuss Group
was established to participate. The
name was derived fromits opera­
tional centre in small rented offices
in thetown of Neuss. As the project
was enlarged, the operation was
transferredto Cologne.

9/1 1, but Berlin was concerned
about security following the Madrid
and l ondon train bombings in 2004
and 2005.

,

Details of a 'deep black' counter­
terrorism programmehave surfaced

causmg even
more embar­
rassment for
Berlin. Its
genesis may
not havebeen

hen details of alleged
NSAoperations in
Europewere revealed
by Edward Snowden,

one of theAgency's harshest critics
was Germany's Chancellor Angela
Merkel. However, it has emerged
from as yet unidentified sources that
Germany and the United States'
collaboration on intelligence matters
was much morewidespread than
first thought. Germany mediaalso
report that far fromseeking to
distance themselves from the CIA
and other USintelligence services,
the Interior Ministry actually "sought
and encouraged cooperation.n

INTEL AGENCIES IN CIA LIAISON
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OperatiDn ExpDses PDssible MethDd DI Obtaining YellDwcake
export anddelivery of yellowcake
fromSierra Leoneto the Iranian
port of Bandar Abbas. It was to be
disguisedas themineral chromite
and hiddenin drums.

TheFBI complaint says: 'Campbell
assisted theagents in removing
theuranium frombeneath the
inside soles of his shoes and
plastic bags contai ning uranium
were recoveredfromtwo of
Campbell's shoes.' AUSBstick
was also recoveredcontaining a

The Americanhas since been
accusedof trying toarrange the

agency who posed as the Iranian
buyers. And though full details
have not yet emerged, it is
believedasample was required.
Presumably hewas enroute with
this when he was stopped. That
theFBI knewtheyellowcake was
secreted inhisshoes also
suggests he had told the agents
how the sample would be
transported.

Thecase of Campbell is indeed
strange, andfar from beingjust a
sting operation, it provided theCIA
with an insight into how Iran may
obtain future stocks of
yellowcake.

Hethenmet withundercover
agents fromthe USimmigration

In2012, theCIA uploaded an
advert on Alibaba.com. Its content
basically requested that a
company was seeking to pur­
chase uranium 308 (yellowcake).
Theadvert was actually produced
by an agent posing as anAmeri­
can broker representing individu­
als in Iran. Campbell answered
andthe plot evolved. Several
phonecalls followed and contact
via Skype ensued, with Campbell
claimingto represent a firm selling
soliduranium, gold, diamonds
and othernatural resources. The
company allegedly traded the
products on the border of sena
Leoneand liberia.

Uraninite - a common ore
mined to extract uranium

US citizen was arrested
at New York's John F.
Kennedy Airport after
allegedly trying to

brokeradeal with Iraninvolving
thesale at 1,000 tonnes of
yellowcake uraniumare. Sierra
Leone-based Patrick Campbell,
33, was stopped by FBI agents on
21 August, as he tried to makehis
way to Florida to meet abuyer.
After requestingheremoveapair
of shoes from his luggage,
investigators foundsamples of
raw uraniumoreconcealedinside
the sales. This was intended as a
test sample.

FDrmer intelligence Dnicer 'shamed' by
MIG stance Dn inmate Shaker Aamer

Hiscase has been reviewed in the
USand hehasbeencleared for
release. Even the CIA nolonger
consider him athreat. Aamar is a
witness inaUK prosecution case
involvingtorture.

inmates at the prison, many of
whom are beingforce-fed by
guards.

Aamerhasbeen on hungerstrike
since March, along with around60

recruitsshouldseek alternative
employment. "Sadly, my advice
today to any aspiring recru it who
values thedefence of human rights
would be to stay awayand do
something betterwith their lives.
Theintelligence services are not
what they were."Ferguson, whohaswritten a

number of fascinating booksand
often lectures promoting the
Service, now believes potential

report that MI6 hasbeen actively
campaigning against his repatria­
tion.

Ferguson pointed toareport bythe
legal outnt Reprieve(charity).
"Reprievehasrecently uncovered
evidence that MI6 isdirectly
briefing against his return to this
country because onceheis here
he will reveal that MI6 officers
were present when hewas being
tortured."

x-M IG officer 'Harry
Ferguson', 52, who hasa
wealthof espionage
tradecraft knowledge,

recently concluded aseven-day
hungerstrike insupport of a
Guantanamo Bay prisoninmate.

Hisaction
was
prompted
by thenear
200-day
hungerstrike
of Briton
Shaker
Aamer, 47,
and an
alleged
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Questions have been raisedabout
his mental state and his slide
towardsextremism, some
commentators suggesting vi tal
signs were ignored because of
'sensitivity' about his taith.

Hasan shot numerous troopers as
they were queuing to receive
immunisation jabs, All but one of
the 13 dead were soldiers.

US milrtary court has
passed a death
sentence upon Major
Nidal Hasan for ~lIing

13 base personnel at Fort Hood,
Texas, and injuring a further 30 in
2009. Hasan, 42, who defended
himselt at the trial, had sought the
verdict in order to be remembered
as a 'martyr'.

However, following the ruling,
which could take two decades to
initiate, Colonel Mike MUlligan
rejectedHasan's excuse that he
acted to protect Islamic insurgents
abroad fromAmerican aggres­
sion. "He is acriminal... acold­
blooded killer: said MUlligan.
"This is not a gift to God, this is
his debt to society - the cost ot
his murderous rampaqe."

Fort Hood Assassin

Sentenced to Death

Sir Jonathan Evans

directed towards buildinga
nuclear warhead. Yellowcake
uranium when enriched canbe
used in bothareas.

If found gUilty, Campbell could
receive20 years inprison.

Two men were detained at the Port
of Dover on 16 August after
returning to England on aferry from
Calais, france. Four days later
officers raided an address in Essex
arresting aman and awoman. Ammunition was recovered. At the same
time. simultaneous searches were carried out at an address in northern
Englandand one in London. All the men are of Pakistani origin andwere
taken to l ondon for Questioning.

Theoperationscome at atime whenmany EUofficials have warnedof
hundreds of Europeannationals fighting alongside al-Qaida in Syria. In
June. then MIS Director-General Sir Jonathan Evans said over a100 Britons
were inSyria andwould eventually return - moreexperienced and trainedin
"terrorist activity.~

ew Scotland Yard officers
from the Service's
Counter Terrorism
Command, have arrested

four people on suspicion of 'being
involved in the commission,
preparation and instigation of
terrorism',

THE SYRIAN CONNECTION
Four Britons Arrested on Terrorism Charges

Iran claims it is engaged with
nuclear enrichment for energy
purposes only, However, the West
believes part of its programmeis

delivery and sale note of the
yellowcake.
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WASHINGTDN: US Army intelligence analyst
Bradley Manning, has been jailed for 35 years
following one of the biggest security breaches in
UShistory. Prosecutors had asked that the 25­
year-old receive a 50-year sentence, but this was
rejected by Judge Colonel Deniselind. Manning
could therefore be eligible for parolein adecade.

Hehas also announced he is changing gender.

files, and that the Agency is "committed to the
public interest mission.M

,
..; ' t­'- ' ~

© IMPERIAL WAR MUSEUM

Rumoured to have beenthe role model for the
glamourous femaleagents in IanFleming's '007'
books, Granville was murdered by her ex-lover
George Muldowney in l ondonin1952.

Amore reflective response came from Colombia
University professor Robert Jarvis, who chairs
the CIA Historical Review Panel and advises
officials on declassification. "We should not fool
ourselves, there will be fewer releases," he said.
l angley officials blame federal budget cuts.

However, that's not howmany academics and
legal people view themove. Washington solicitor
MarkZaid, whohasfought anumber of battles
withtheCIA, said the move is a "trueloss" to the
public. Healso warned that the FOIAoffice was
"themost obstructionist and unfriendly" that he
has dealt with in 20 years.

namovethat has beencondemned by
intelligence watchers and historians alike,
theCIA has axed its Historical Collections
Division (HCD).Theoffice focused on

examining intelligence files that were deemed
suitable for release intothe public domain, or
were considered of historical importance. Other
factors were also considered , but theoffice has
beenresponsible for revealing someof the
world's greatest previously unknown secrets,
many focusing on spies, espionage, military and
political events and even scandal.

Division Closes
Collections

TheHCD will be consumed by the Agency's
office which handles Freedom of Information Act
requests . CIAspokesman EdwardPricedoes not
think themove will hamper the future releaseof

LONDON: Britain's GCHQ, have launched a
competition inviting budding codebreakers to
solve fivecodes which theorganisation has
hidden ontheInternet. Called 'CanYou Crack It',
GCHQ saysthat anyone who manages to findthe
answers will join an 'elitecommunity of people
with some of the specific skills' the agency
requires.

Polish-born Krystyna Skarbek, was given the
cover name'Granville' when she enrolled for the
Destruction Section of SOE. This part of the
organisation was responsible for sabotage,
assassination and for causing general upheaval
and confusionbehind enemy lines.

CIA Historical

8

r itain's Imperial War Museum has
released aset of previously unseen
photographs of the famous SOE
(Special Operations Executive) agent,

Christine Granville. The images paint adifferent
and revealing side to Granville, who was
reportedly admired greatly by Winston Churchill.
In oneshe sits upona bridge smiling after its
destruction in occupied France, whilst another
shows her posing with French Resistance
fighters.

Churchill's Most Secret Favourite Spy
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O ne computer expert
commenting on the

names of the programmes
said: "The agencies appar­
ently see this as civil war
with their own citizens,

judging by the codenames
they have chosen..."

various ways. Primari ly the NSA·GCHQ
research continues to be directed towards
foreign intelligence collection and cyber
counter-measures. To access and breach
highly secret 'no go areas ' means encryption
codes must first be identi fied, researched and
then broken, hopefully ieavingnotraceof

Charles I holds a council of war on
the eve of the Battle of Edgehill 1642

entry. Once this has beenachieved informa­
tion can thenbegleaned. The NSA-GCHQ
endeavour seems to bemoredirect and some
would argue, focused too muchon the
commercial and public world. Indeed, one
GCHQ staffer expressedhisconcern about the
public's trust shoulddetailsof theprogramme

INTEL INSIDE
BULLRUN • EOGEHILL

• The price of operating and maintaining
BULLRUN dwarfs the PRISM programme.
The latter costs an estimated $20 mill ion
a year to run , whilst BULLRUN receives
about $250 million a year. Since 2011, its
runnin g cos ts have amo unted to a
staggering $800 million.

• Analysis of the documents show the
largest slice of the BULLRUN budget
programme has been set aside to engage
and influence hiqh-end software manutac­
turers about their designs.

• EDGEHILL:s initial primary targets were
three unnamed service providers.

• NSA and GCHQ used agents to engage
with developers.

• No pr ivate so ftware development
company has yet been associated with the
programme.

• EDGEHILL workers feared that should
d etail s leak, public confidence in th e
organisation would be affected.

• BULLRUN document conc ludes: 'To the
consumer and other adversaries... the
systems' security remains intact' .

leak: 'It would raise public awareness,
generatingunwelcome publicity for us and our
political masters'.

Nevertheless, many inthe intelligence,
defence and couoter-terronsrn sectors see

);.-
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such research as vital.
However, that news of
the spy organisations'
successes have been
made public, has
somewhat upset the
major companies who

promise security, anonymity and total privacy,
and especially major service providers. It
didn 't help matters when Snowden selected
another GCHQ document tor release. The
writer said that the organisation hasbeen
working on methods to 'developways' into
'protectedtraffic on the big four. It went on:
'GCHQhas developed new access opporluni­
ties into Google syslems '.

Former White House staffer and Pentagon
official Christopher Finn, believes the latest

-

exposure of a NSA programme linkedto public
Internet usage also damages confidence inthe
Agency. Finn, who himself has worked in the
area of cyber offence believes relations with
government and theprivate sector have been
"undermineo."

Thosecountries whose cyber specialists have
yet to deteat encryption are naturally sceptical.
Business and political leaders also fear that if
thestories are accurate, and there is no
reason to believe they are not, it gives the
UnITed States and Britain adistinct and
powerful tool that can be used in all manner of
ways, not least in the winning of business
contracts. And whether one likes it or not. they
also afford spectacular opportunities for
espionage. Concern has again been greatest
in Europe, where the intelligence sharing

relationship of Britain and America continues
to be viewed with deep suspicion.

America's Director of National Intelligence
(DONI), James Clapper down-played the
significance of the programme, but warned
again that Snowden is hurting the United
States by "gifting" vital intelligence work to its
adversaries and in turn damaging national
security. The DONI released astatement in
response to awave of international stories
criticising the NSA:

'The stories... reveal specific and classified
details about how we conduct this critical
intelligence aclivity Anything that the disclo­
sures add to the ongoing public debate is
outweighed by the roadmap they give to our
adversaries about the specific techniques we
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are using to try tointercept their communica­
tions in our attempts tokeep America and our
alliessafe andto provide our leaders with the
information they need to make difficult and
critical national security decisions ',

SIMPLY MODERN COOEBREAKING?

oth GCHOand the NSAhavefor
decadesworked to solve puzzles, be
they connected to code-breaking,
interceptionor other intelligence related

work. As the Internet and ouruse of electronic
mediatocommunicatehasgrown, sotoo has
thenumber 01employees from both organisa­
tions whose taskit isto collect information
from such plattorrns. For many years GCHO,
theNSAand other intelligence services have
monitored traffic passing over theInternet. AI

times they request oradvise particular
attentionshouldbegiventoauser, company,
website, purchase, transaction, e-mail and of
course , chat roomsand forumsoftenrunby
terrorist groups. Occasionally awarrant will be
sou ght allowing for amore intenseand wide­
rangingsecurity check, despitethe fact that
programmes suchas BULLRUNor EDGEHILL
couldsecure information su rreptitiously,

In eithercase, theservices mayface anaware
or very security conscious target who
probably believes they haveemployed the
toughest of counter-measures. The truth is,no
system isentirely secure, but Snowden's
pubHc expose of yet another sec ret operation
has causedconcern in theintelligence
community because it has alerted the very
people who have much tofearabout surveil­
lance.

It has beenreported Goog le has already
embarked upon a new security shield follow­
ingthe disclosureof breaking of encryption
codes. Andundoubted lyIhoseat GCHOand

NSA, iust liketheir codebreakingcolleagues
beforethem, will start all over againto break
the fi rewalls.

Edward 's leaking of NSA materials is not as
damaging as many people believe, lor most
intelligence watchers knew the org anisations
were already accessingtraffic , theonly thing
that haschanged, is now we knowhowsome
of this research is achieved.

Nevertheless, one aspect of the latest leaks
whichmayyet come back tohaunt the
organisations, are the stories concerning
'cooperation' and 'covert influence' of software
developers - deceptiontactics deliberately
deployed to ensure security shields - wh ich to
theuserlook fine- are lessthan secure to
those in theknow. No document thus searched
by EyeSpy has mentioned those developers
who assisted BULLRUNor EDGEHILL.
However, if company names dosurface, this
will create afurther firestorm, andwe suspect
Snowden already has alist al ready processed
to embarrass the intelligenceservices further.
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Eye Spy investigates amost controversial allegation that Britain's
SAS and MIG were responsible for the death of aRoyal

ike the shooting deadof
President Kennedy or the
death01Marilyn Monroe,
the conspiracy wheel
continues to turn in
connection with the death

at Princess Diana, her lover Dodi Fayed, and
theman at the wheel at the car, Henri Paul, a
Ritz Hotel chauffeur and MI6 contact man. The
only survivor of an appalling incident in Paris

was bodyguardTrevor Rees-Jones and hesti ll
cannot remember anything.

For years it was rumoured that thecar crash
inthe Pont de I'Alma Tunnel in 1997, was the
result at an MI6 plot to eliminate the Royal.
One suggestion beingthat she was pregnant
and carrying aMuslim baby - an heir to the
throneof Britain. However, the incident was
fully investigated by New ScotlandYard
(OperationPaget) andFrench police, both
stating that Paul's reckless driving causedthe
Mercedes to hit aconcrete pillar. Hehad been
drinking and was travelling tar toolast.
probably in abid to losea pack at chasing
paparazzi.

Conspiracy theorists refusedto accept the
conclusions of the inquiry, and continued to
point 10 the fact that awhileFiat, believed to
havebeen somehow involved in theaccident,
was never traced. It was alleged the car
belonged to journalist James Anderson. His

body was
found three
years later in a
burnt-out
BMW car in
southern
France. Other
witnesses
claimed they
saw abright
flash of light
emanating
from inside the
tunnel. This led researchers10 believe Paul
had been blinded by apowerful torch or laser
light operated by apillion passenger ona
motorcycle. At the time, allegations about an
MI6 operationto target Serbian President
Siobodan Milosevic in asimilar fashion had
been made. One report tied in with the laser
light theory concerneda motorcycle that was
not associatedwith chasing reporters.
Apparently it raced ahead 01the Mercedes

---- .,
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closely followed by the white Fiat and ablack
saloon car. Aneye witness alleges immedi­
ately after the crash, he saw throughhis rear­
view mirror the motorcycle pillionpassenger
cross hisarmsandthen swing them
sidewards - a form of signal to say 'mission
complete '. At the resultant inquest, Sir Richard

Dearlove, Chief of MIG, calledthe evidence
"spurious" and deniedhis Service was
involved.

THE INCREMENT

Now anewpiece of information hassurfaced
which is being examined by police, but not
undertheauspices of OperationPaget. And
what aclaimit is - that the secret British unit
called the Increment was responsible.
Members of thismilitary-intelligencefusion
element are drawn from the Special Air
Service (SAS) and Special Boat Service
(SBS). It is often associated withdelicateor
difficult operations performed by British
Intelligence. It has also been wrongly de­
scri bed as an assassinationunit. Anoperation
that probably involvedtheIncrement, and one
that it and MIG might liketo forget, occurred
near Benghazi in March 2011, this when )p.

scan-BAKER INOUESTS UK GOVERNMENT
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SNAPPERJACK OF LONDON

several troopersandintelligencemenwere
detainedby alocal lorce. Theunit, which was
tlown in by helicopter in the desert, was trying
10 makecontact WITh local leaders.

Thelatest cl aimof external involvement in the
deathof Dianacame as aresult of aletter
which surfaced at Iherecent court martial of
Sergeant Danny Nighlingdale- an SAS sniper.

Hefoundhimselt charged with the illegal
possession of apistol andammunition at his
residence inHereford. Theletteroriginated
fromthe wifeof a fellow SAS sniper relerred
toas 'SoldierN' in court. Theaccount was
sent to the Regiment's headquarters in
Herefordin September 2011, and was written
during aperiod oftimewhen her marriageto
Soldier Nhadrun info difficulty.

The inquiry believed Henri Paul
was driving too quickly in the

tunnel. A sample 01 his blood (left)
showed he had been drinking

Li ke Nightingdale, Soldier N, hadalso been
chargedwithillegal possession of afirearm.
Hewas jailedlor two years while Nightingdale
receivedan ts-monmsentence which was

Former MIS
officer Richard
Tomlinson . His
story 01 an MI6

piotto kill
Milosevic seems
to have started
the laser light
theory. "The

Diana case will
never be

solved," he said.
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Unbeknown to most investigators, on the evening of the accident, a former SAS officer
of note, Rusty Firmin, was providing security on board a luxury yacht owned by a multi­
millionaire. The vessel was berthed in the harbour of the Principality of Monaco on the

French Riviera. Afew feet away was the yacht owned by Mohamed AI-Fayed

suspended. Both menweretriends andthe
weapons were reportedlygiventothemas
souvenirs from anIraqmilitaryunit.

EyeSpy understands theseven-page letter,
whichwas presented by the mother-in-law of
Soldier N'swife, was sent to the Service
Prosecufing Authority before Nightingdale's
trial had begun, and references tothe SAS
removed. It contained asection whereby

Soldier Ntold hiswite, that the Regiment had
"arranqed" PrincessDiana'sdeathandthen
covered it up. It was an allegation hespoke of
several times.

Detectiveshave interviewedbothwomen, and
thoughnow se parated, Soldier N'swife said
she remains convincedher hu sband was
tellingthe truth. Soldier Nhas reported ly fled
the country.

z
w
~
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Several former British Special Forces troopers
have rubbishedtheclaim. Oneofficer said
Soldier Nhad let the Regiment down and
described him as a "deludedmember of the
SAS who needs alittle TLC(tender loving
care) ." Colonel TimCollins, aformer SAS
member saidthestory was "utter nonsense."

>-
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Firmin'snew book will containadditional
material about the incident.

"Do I think any of our guys serving or retired
were involved?" said Firmin. ''Absolutelynot, ft

answering his ownQuestion. As for the letter
containing the allegation, the former trooper
rejected the notion that his Regiment would
haveembarked uponsuchaventure. "It's alot
of rubbish," he said.

On the night at the acc ident Firmin actually
talkedto some Australian crew members on
board Mr Fayed'syacht. Everything seemed
normal, of course, but there was activity in the
early hours, suggesting news of the incident
hadreached those onboard. Firmin saidthe
mood on Fayed's yacht was sombre, and a
crew member confirmedthe death of Diana
and Dodi. Firminaskedthe Shamwari's
captain, John Ferguson, to speak with Mr
Fayad'scaptain and sendcondolences.

Rusty Firminbelieves that over the years the
story has been embellished and an SAS
connectionwith the incident developed.

Jones, the bodyguard who had survived the
crash andwho hadtrained him.

On the night of the crash, Firmin, who left the
SAS inJune1992, was working as alead
security officer on the luxury yacht Shamwari
in the Principality of Monaco situated onthe
French Riviera. Bya remarkablecoincidence,
the vessel was shoredjust one berth away
from another yacht - this belonging to then
Harrods owner MohamedAI Fayed - Oodi's
father. Afewhoursafter the Paris incident, in
theearly hoursof the morning , five vehicles
appeared on the dockquite closeby. Firmin
hadno ideaDianahad just died, but the very
fact that such awell knownofficer of the SAS,
albeit aretiredone, was so close to the
Fayed'sboat and in France, was talkedabout
amongst the tight-knit SAS community in
Hereford. Later that day Firmin returned to the
UKandwas contactedbya national newspa­
per. Hewas asked if he knowTrevor Rees-

originatedfrom an incident in whichhe was
personally involved - one that hasavery
tenuous link to the SAS.

Another told Eye Spy it was created by a
"spaceman.~ However, following the incident,
therewas talk in Herefordwhere theRegiment
is based of foul play. One SAS member
reportedly commenting "that is what we keep
hearing."But proof isadifferent matter.

Since then, many researchers have embarked
on the difficult task of trying to determine from
whence thestory of the Increment's involve­
ment originated. EyeSpy interviewed former
SAS soldier Rusty Firmin, he of course played
alead role in the storming of the Iranian
Embassy in Londonwhich had been taken
over byterrorists in 1980. Fi rmin, author of
'Go, Go, Go ', is currently writing two more
books and in discussions witha television/film
company. Heexplained that the rumour
probably began in Hereford and may have
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AL-QAIDA 'HOUSEKEEPING'
Two wanted Western al-Qaida

operatives linked to the infamous
'White Widow' and involved in
Kenya and Somali operations,
killed following feud . Her fate

following incident remains unclear

I;:;: ,~~!,~~,~~ "
Widow of 7/7 bomber
hunted in terror alert

._­-- ---- -- _.- --­=- = - - ._- ==-=.=.-- =="~ .=.:..::.... == =-
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Samantha Lewthwaite has been
operational tor over two years, Some intel
watchers believe she may have played an
active role in the al-Shabaab operation at
the Westgate Shopping Centre in Nairobi
in September. At time of publication th is

cannot be confirmed

•

•

Ghani was an associate of oneof theworld's
most wanted al-Qaidafemale operatives.
Dubbedthe 'White Widow' by the mediafor
her alleged role in terrorist operations in the
region, the latest being the attack on a
shopping mall in Nairobi. MI6 andtheCIA
have sent active teams to Kenya to trace

END GAME: Omar Hammami • 'The American'

Ghani, 28, who also goes by thenameOsama
al-Britani and two other colleagues in what
appears to be the result of an internal dispute.

-

Jermaine Lindsey

Samantha Lewthwaite, 29.
She of course was married
to Germaine Lindsey - a
member of the London 7f7
bomb team. He blew himself
up on atrain travelling
betweenKings Cross and
Ru ssell Square killing 26
passengers. Six years later,
Lewthwaitedeparted theUK
onafalse SouthAfrican
passport to Kenya under the
nameof NatalieFayeWebb.

);>
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ne at the FBI's most wanted
terrorist suspects and aBritish
bomb-maker were reportedly
shot dead by al-Oaida associ­
ates fromthe Somali-based
franchise al-Shabaab. Ameri­
can-born Omar Hammami, 29,

known also as al-Amriki or 'The American ',
had a bounty of $5 million on his head.
Operational intheregion since 2006, hewas
gunned downalong with British national Habib
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A MOST DANGEROUS LIAISON

Ahmed Abdi Godane (left) the leader of al-Shabaab forced the group's spiritual
leader Sheikh Hassan Dahir Aweys (right) to flee. Several operatives followed him
including Ghani and Hammami. Lewthwaite appears to have sided with Godane

I
•

Residents of al Baate, avillage near the capital
Mogadishu, reported thegroup were attacked
by alargenumber at al-Shabaab fighters in an
early morningraid onal-Arnriki's safehouse.

Londoner Ghani received extensive bomb­
makingtraining inPakistan beforetravell ingto
Somalia to joinal-Shabbab. Hehad fled Kenya
in 2011 after an intelligence-ledoperation
resulted inthearrest of another British
associateJermaine Grant. At the timeat at­
Snabaab's attack, hehad been living with his
wife in the small townof Hawalbartar.

In 2012, Hammami, originally from Alabama,
was reportedly ousted tromthe main group
after denouncing its leadershipfor living "too

was planningto takeher own life in asuicide
attack. After claiming to 'breath jihad', the
terrorist wrote: 'I'd rather be receiving my
martyrdom... think I'll get ready and bUy a
[suicide bcmb] vest'. Later that year she was
linked tooperativesusinganal-Qaidasafe
house in the coastal Kenyan city of Mombasa.
When security services raided the tlat, they
discovered largeamountsof chemicals,
batteriesand anelectrical timerswitch. The
materialswere nearly identical tothose used
by the London 7/7 bombers. Eyewitnesses
toldpoliceawoman matchingLewthwaite's
description, whovisitedthe flat on anumber
of occasions, paidthe rent. Police believethe
moneywas secured fromanal-Shab
courier who liaisedwithLewthwaite.

rn Lewthwaite
ernet revealingshe

- ••- •• •
• • I

• .. • I

• I - -
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She found residence at thehomeof thewidow
of Musa Hussein Abdi, asenior al-Qaida
operative whowaskilled in Mogadishuin
201 0. Together with Fawl Abdullah, themen
masterminded the1998 USEmbassy bomb­
ings inKenyaandTanzania. Theseattacks
werealmost certainly organisedby Osama
bin-Laden. Thehugeblasts left over 200
peopledead and injured afurther 5,000. When
policearrived at thehouse toquestion
l ewthwaiteshe said:"I am an innocent tourist
visitingafriend," shefled. Such liaisonsonly
cemented intelligence opinionthat Lewthwaite
had powertul contacts within al-Qaida.

In2012, Northern I re lan~ 1

postedamessageonth



STILL SEEKING INTELLIGENCE

-1 Memorial to victims of the US Embassy bombing in Nairobi , Kenya - 2 Photo
taken moments after the explosion in Nairobi -3 Aftermath of the Kenyan blast
-4 The terrorists used a Nissan Atlas truck bomb to attack the US Embassy in

Dar es-Salaam, Tanzania - S Fazul Abdullah Mohammed

been aprelude, of course, to theshocking
attackwhich was tofollow in Nairobi.

• Dn 7 September, anal-Shabaab bomb killed
15 people at the popular Village Restaurant in
the Somali capital Mogadishu. Samantha
Lewthwaite is known for her reconnaissance
missions to such establishments and idenfily­
ing security weaknesses.

After arriving in Kenya in 2011, Lewthwaite stayed with the widow of Musa
Hussein Abdi. He and Fazul Abdullah Mohammed were the masterminds

behind the attacks on two US embassies in Kenya and Tanzania in 1998. MIS
and the FBI have yet to establish how this liaison formed, though it is another

indication that Lewthwaite knows several leading players in al-Oaida

as both acourier and participant of several at­
Qaidaoperations. Though tracked onvarious
occasions, she has somehow managed to
avoid arrest. However, since newsof the death
of Ghani and Hammami, her position remains
unclear. Nevertheless, intelligence sources
toldEyeSpy it is not beyondthe realm of
possibilities, that she may have assisted al­
Shabaab in the dawn raid which saw the
elimination of hercolleagues. Thiscouldhave

A US Army instructor discusses
tactics with Kenyan soldiers

an extravagant lifestyle"and "sidelining" its
foreignmembers. He also criticised the
group 's leader, Ahmed Abdi Godane for not
tUlly imposingtheir strict ruleof snana law.
Sidelined, an order was issuedforhis
'removal'. Godane then forced al-snabaao's
spirrtualleader Sheikh Hassan Dahir Aweys to
flee . Both Ghani and Hammami were allies of
Aweys. But once he departed the Westerners
were exposedand vulnerable.

As for Samantha Lewthwaite, MI6 regard her
as amost dangerous individual who has acted

CIA analysis of events in Somalia over the last
six months indicatetheterror group, with an
estimated5,000 members, has beenin the
process of 'housekeeping'.

Hammaml was infamous for 'rapping' on the
lnternet- and includedthe following rant on
one You Tubeclip: 'Night by night and day by
day, jihadi spreading all over the place '. AI­
Shabaab has yet to confirm the death of 'The
American' or the Briton.
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ver adecade ago MIS obtained
informationvia GCHa that
Manchester 's huge Trafford
Shopping Centre hadbeen
discussed by al-Oalda as a
possiblelocationto attack. In
2009, MIStracked and dis­

rupted agang which wantedto resurrecf the
plot. This foliowedthe jailingof a number of
al-aaida toliowerswho planned to attack
shoppers in the hugeBluewater Shopping
Centre inKent. Since then, there havebeen
alerts regardingother complexesinmany
countries . Theywere all similar innature,
operatives wouldstormthe building using a

variety of weapons andexploslves - content in
theknowledge that such mans are usualiy
crowded and security is light.

ATTACK PLANS CIRCULATED

Theoperational plans are known to havebeen
circulatedamongst al-Oaida franchisesaround
theworld, therefore it comes as nosurprise to
theed itorial board of this magazine, that
Islamic terrorists linked to theSomali-based
al-Oatda tranchise al-Shabaab. attackedthe
Israeli-ownedWestgate Shopping Centre in
Nairobi, Kenya on 21 September. Agroup at
men estimated to number around 20, had

arrivedin
thecity and
chose the
busiest day
of the week
to strike. A
week
earlier,
Kenyan
security
forces had
arrested
two al­
Gaida
suspects
who were wearing suicidevests andcarrying
weapons. It is believedthey intendedto blow
up a restaurant.

WESTGATE SHapPING CENTRE

Terroristshad reconnoitred the building earlier
according to Eye Spy sources, who say the
men"seemedto know whichdirection to
turn." They may also havebeensecreting
weaponsandalarge amount of ammunition
into asmall storage unit in the complex. This
allowed themtocontinue fightingfornear1y
four days. As gunfi re fromAK-47s ensued,
and thesound of exploding hand grenades
echoed, groups of people were herded into
shops though many others managed to flee.
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Pensive: Kenyan troops await instructions

Questions were raised about thefaith01the caplives and there is
evidence that suggests non-Muslims were targeted. The terrorists shot
deadtheir victims includingyoungsters, one aged two, in oneof the
most cowardly attacks al-Qaida has perpetrated for years. And inacts
which plummeted al-Qaida to new depths, some of the deadhadtheir
faces burnedand hands cut off to hinder identification - the terrorists '
mentality laid bare as they seem to haveforgotten about DNA. One
gunman shouted, "weonlywant tokill KenyansandAmericans." Ironic

MIG Chief Sir John Sawers. His
Service has been seeking

Samantha Lewthwaite for a
number of years

Quite bizarrely, at the same
time as events unfolded, al­
Shabaab posted 'tweets' on
the Internet descnbinghow
the attack was developing,
andwarned that none 01its
operatives expected to
survive. There was also a
reference toSamantha
Lewthwaite. Thegroup
claimed the attack was in
response to KenyanArmy
involvement in the majoron­
going military effort to
destroy al-Shabaab in Somali. Two days later, a 'spokesman' said the
mall was attacked because it containedAmerican and Israeli shops.

Intelligence sources said the gunmen wore dark Western clothing but
oncethe attack started, the men put on Islamic scarves.

Westgate is the most popular shopping complex in thecity and
frequented regularly by ex-pats, visitingtourists andequally as
relevant, hundreds of foreign government staffers andtheir families. Its
locationisquite close todozens of embassies andconsular buildings.

In either acoordinatedor
forced manoeuvre, the
gunmen moved toalocation
inthebuildingsurrounding
themselves with an as yet
unspecified number of
civilians. Some of them
donned suicide belts packed
with explosives.

Continued on page 82

Kenyan security forces
wastednotime in reaching
thecentre. All the while more
killing took placeand at time
of publication it is known
over 70 people were
slaughtered and a further
200 injured. That figure will
rise after ahuge section of
thebuilding collapsed
burying scores of hostages,
and almost certainly a
numberof terrorists .

therefore that peoplelrom15
countries areamongstthe
dead.

CCTV frame of two
al-Shabaab gunmen
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RETURN TO SPY CYPRUS

ESPIONAGE AND INTERCEPTION
For decades the strategically important island of Cyprus has been

the battleground for numerous spy encounters. Its importance to

the West in the field of SIGINT and ELiNT are well known in intelli­

gence circles, and as events unfold in the Middle East, the UK spy

bases on Cyprus are once again in the headlights of the media.

Eye Spy looks back at a number of notable case files, and a new

and emerging story which is making international news...

For Brittento be posted to either RAF
Habbaniyaand later Cyprus suggests there
was little that hedid not know about the
functionof signals interceptionand the
equipment used.

RAF Canberras

an array of linguistic dictionaries. Thesignals
were fed to receiversvia anantennaexchange
from amost adequate antenna farm. There
were only afew operating positionsfor each
facility, but other sites, set away from the rest.
processed Arabic signals.

Followingthe 195Bmilitary coup in Iraq RAF
Habbaniyawas closed. 123SUwas closed
only to reappear inAden in the 1960s where it
operated on ahi ll behind RAF Steamer Point.
but 276SUwas sent to Cyprus. just in time tor
Douqlas Britten's posting.

Suchacts were necessary to ensure that
effective counter-measures could bemounted
against any Soviet intrusionor militaryaction.

their way back andforthover theradar
protected border collecting intelligence.

As the radars fired up andRussianradio
operators sent reportsandtactical informa­
tion, usually in high speed Cyrillic Morse, RAF
operators or 'specops' trainedto receive
Cyrillic characters. ably copiedthemessages
by hand. Ferrographreel-to-reel tape recorders
alsoensurednothing waslost onwell
maintained Marconi 1475 or RCAARBB

receivers. Thesewere
mounted in either the wrr
[wireless telegraphy or
Morse] or the AfT [radio
telephony or voice] rooms
which were separated by the
WatchSupervisorsoffice,
the output fromeither room
monitored shouldtheneed
ariseby theWatch Supervi­
sor whoalso had access to

Marconi 1475

n December 1962, RAF Technician
Douglas Britten. 30. was sent to Ayios
Nikolaos to serve with the 264 Signals
Unit. Its speciality was SIGINTmonitor­
ingandcollection which targeted
specific locations. Brittenwas no

stranger to overseas postingshavingprevl­
ously servedat 276 Signals Unit - RAF
Habbaniya, Iraq, amassivefacility with two
airtields surroundedby averitablesmall town.
That unit also worked withSIGINT. and
alongside 123 Signals Unit both excelled in the
interception of radarsignals that were being
emitted by Soviet radar operators. Unmarked
RAFCanberrarecon naissance aircraft weaved
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SIGINT has always been a key element of intelligence and its collection and distribution are seen as a vital security
measure. The facility shown here is a satellite ground station operated by the Netherlands SIGINT group NSO

(National Signals Organisation) and is located near the village of Burum in the province of Fryslan
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behaviour at wife-swapping parties. This was
atried and trusted recruitment method
allowing the KGB to blackmail personnel.

Britten had beentaking instructions fromhis
KGBmasters via aNumber Station, or as they
were then called 'allo messages'. However, he
lost contact with his handler and in

Vasiley supplied Britten withasmall Minox
camera but strong security aroundthe
monitoring rooms ensured he was unableto
take photographs.

On his retu rn to the UK Brittenserved at RAF
Digby, another SIGINTstation with huge
information intake and further training wings
attached. But then things began to go wrong
for the spy.

Minox sub-miniature cameras were
a popular brand used by a number

of spy agencies. Main: Minox III .
Inset: A modern digital Minox

Now stationed in Cyprus, Britten was con­
tacted by aRussian agent called 'Vasiley' who
gave him an envelope containing asumof
money. In February 1963, his handler asked
himto photograph the RAF monitoring room
and provide such details onthe operational
tasks andthe product intake. Hehad by
choice. becomeavaluable part ot a KGB spy
operation against the Cyprus SIGINTtacility.
The KGB operation was widened andthe
officer was toldto make it his business to
identify colleagues indulging in deviant rnantal
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ESPIONAGE AND THE KGB

Yuri, 'testing ' Britten, asked himto providea
manual for the RAFtransmitter T1154. The
transmitter, used alongside the R1 155 receiver
was obsolete and available on the surplus
market. Britten saw nothingwrongwith this
request and passed theintormation to him
during asecond meeting. Unknown to Britten
hehad fallen for a KGB ruse - the first step in
arecruitment operation by Moscow.

B
ritten would soon find himself having to
hide adark secret. Outside the Science
Museum in London. shortly before his

Cyprus posting, he was approached by a
Russiancalling himself 'Yuri '. He addressed
him by his amateur radio call sign G3KFL, and
claimed to be an enthusiastic radio amateur.
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desperation, travelledto Londonto hand deliver a letter to the Russian
Embassy, just off Bayswater Road in the most select Kensington
PalaceGardens. The nearby MIS Watcher 1M surveillance) station not
only watchedBritten's actions with interest, but they soon identified
him as well. Af 9.00am on 11 September 1968, Douglas Britten was
called into hisoffice at RAF Digby and arrested.

Bnnen's espionage may haveended but his former spy base in Cyprus
wasn't yet out of the woods and remained afarget for fheKGB.

At his SUbsequent trial, srmen pleaded gUilty and received a21-year jail
sentence.

Afurther search of his premises revealedall the trappings of a spy.
Radio schedules, one timepads, maps used to plan meetings with his
controller, and avery ingenious camera disguised as acigarette that
when rolled across adocument copied theprint to film.

He was asked to
rep ly: 'Unfortunately

iio;l not. I don't live here'.

__ allowing Britten's arrest, MiS discovered a letter at
his home which had been written by his KGB
handler arranging a meeting. Besides a carefully
drawn map showing him the route he should take

fro m Pinner Tube Station to the tychgate outside Pinner
Parish Church, there was also instructions on the actual
contact. Britten was told to wear spectacles and carry a

book. He would be
approached by a
man who said:
'Could you tell me
the way to the local
library'?

MEETIN IN PINNER
KGB Agent Contact and Instructions
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The spectacular scenery and
location of Cyprus has made it a
favourite assignment posting for

UK armed forces personnel

Representative transmission schedule
of MIG's 'alia ' transmissions from its

Cyprus Number Station (now obsolete)

GCHQ beenofficially revealed. The meeting
resulted inthe public's introduction to the spy
agency and theexact nature of its workonthe
island.

Thirty years on fromthespy accusations,
investigations, court hearings and convictions
at spying (or not), modes of communication
have changedthanks to the exponential
increase incomputer, digital and satellite
technologies.

Cyprus still sports radomes and antennae
around the British Sovereign base areas, but
the spy stories surrounding M16's number

)0-

•
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OISINFORMATION?

CYPRUS. GCHQ AND MI6

clubs and having contact with suspected
Russian spy handlers. Intruth, the pressure
imposed upon thesuspects whilst indetention
was so great they were owning up to just
about anything. A later Pariarnentary investi­
gation demanded the servicemen be given
financial compensation toease their ordeal.

W
hether or not there was a spy as
described by Gordievsky, is anyone's
guess. However, one intelligence

writer, who claimedto have insideknowledge,
reasonably suggested that Gordievsky had
been fed "aclever in-house cover-story
prepared by the KGBto protect abetter-placed
spy or spies." This involved placing suspicion
onthe eight servicemen.

F
iveyears earlier the public had been given
their first indication of the importanceof
Cyprus as an intelligence hub. Two

investigative journalists interviewed an ex- NCO
who had servedwith9th Signals Regiment on
Cyprus in 1970. Upuntil that moment, the
public had never heard of Cyprus 's associa­
tionor roleas amonitoring station, nor had

Mediterranean Sea
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After afour month tri al , all were fou nd not
guilty and exonerated from the most serious
charges, including improper behaviour in the

AYLOS NIKOLAOS STATION

Unfortunately for the eight servicemen on 12
September, a senior KGBofficer in the person
of Colonel OIeg Gordievsky defected to Britain.

Eager to please his new MI6 spymasters,
Gordievsky provided intormation of yet
another KGBspy inside theCyprus based
SIGINT establishment. So enthusiastic was the
Service's response, theeight youngservice­
men weredrawn into the investigation,
arrestedandquestioned. Therewas no
evidence linking any of them to espionage, but
whilst awaiting interrogation they were treated
quite poorly and certainly not with in the
constraints of existing regulations. All eight
lodged a 'not gUilty' plea.

".

I
n 1983, eight young servicemen, five trom
the RAF and three from fhe Royal Signals,
were workingat Mercury Barracks located

at Ayios Nickalaos Station, hometo the 9th
Signal Regiment. Along with other personnel
they enjoyed themselvesat certain drinking
venues featuring exotic dancers. Theclubs
were also popular withcivilians of many
nationalities, includingRussians.
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Furtherreportsemerging from Snowdengave a clue tothe UK'sspy
post IDeation by stating thai undersea cables serving the Middle East
are tappedfrom th is IDeation.

That's not quite the complete picture , because some of these cables
link with other cables at alandfall in Egypt, allowingaccess to Greece
andItaliancommunications.

Today'sunderseacables are fibreoptic based and carry millionsof
messages at thespeed of modulated laser light, Conveniently thereare
six cables that haveCypriot landfalls : TURCYOS-2 which serves
Turkey, CIOS serving Israel, UGARIT and ALASIA serving Syria as well
as CADMOS andEUROPAwhich serves Lebanon.

Unlikethe successful USIvy Bells" operation, in this case inductive
taps were placed on underwater copper cables usingmodified
submarines, the Middle East endeavour is almost certainly landbased.
And one can assume Cyprus, given ITS close proximity to Egypt,
Lebanon, Israel and conveniently Syria , is the hubof such activity.

allegations'. However, attention was focused onCyprus andits long
association with espionage was oneveryones li ps.

-

MI6 headquarters

- - ~'.--

The submarine U55 Halibut (below)
was central to the NSA-US Navy Opera­

tion Ivy Bells to break into Soviet
underwater cables. The mission was
exposed 10 the KGB by N5A traitor

Ronald William Pelton (left)

-

•
•

Thestationwascalled 'TheLincolnshirePoacher' and transmitted200
five figuregroupsfor durationsof forty three minuteseleven times
daily. Thetransmissions used afewbars fromthefolk tune 'Lincoln­
shire Poacher' but it ceasedtransmissionon 29 June2008. However,
its activities wereknowntointelligence watchers and in 2005, SSC
Radio4 produced and aired a programmeonthe MI6 site andother
number slalions entitled: 'Tracking the Lincolnshire Poacher'.

.,

stationwhich transmitted lrom there, have subsided and its place in Ihe
wide wortd01espionage forgotten.

E
nterdisgruntledNSAcontractor Edward Snowden, newspaper
journalist GlennGreenwald andhis partner David Miranda. As a
result 01 Snowden decampingfromIhe US wilhamass of

secrets , some of which hehas madepublic, Russia offered Snowden
asylum. Miranda was stopped at Heathrow Ai rporl and asubstantial
number of NSAand other intelligence filesrecovered fromhisperson
(See fair Game page55). Glenn Greenwald was nonetoo happy and
threatenedtoembarrass Britain withes pionage revelations. Afewdays
later on 23 August 2013, the Daily Express lront pageheadline read:
'Britain 'has Middte East spy post'. EyeSpy notes that likeother
internationals aroundthe worldwhichcarriedthis story, the actual
IDeationwas not identified. TheDaily Express concluded its story by
announcing: 'The foreignOfficerelused 10 confirmor deny the
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LINKS:
www.submarinecablemap.com/
www.seamewe3.com

Just like Douglas Britten found 50 years ago,
the strategic importance at this beautitul
island to the world of intelligence remains just
as alluring.

Som e intelligenc e sources c lai m
SIGINT collections in Cyprus are made
from the top floor of the US Embassy
in Nicosia, Cypru s. Special wideband
receivers are 'fed' by high gain vertical
antennae as well as horizontal
directional Yagis and general fixed long
w ire antennae. Note antennae and
bricked-up windows/veranda on top
floor

• Operation Ivy Bells, see EyeSpy 65, 2009

It's impossible to know - without examining
thestolen files in depth, theextent of the cable
operation, or indeed its central location.
Though reportedas beingin the Middle East.
many intell igence watchers believeits obvious
locationwould beon Cyprus.

Apart from claims made in the mediaabout
intercepts from European sites onbehalf of
GCHO, allegations havealso been madethat
Singaporean Intelligenceis liaising with British
and Australian Intelligence inthis tield.

•
••

•
••
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Undersea cables arerouted very much like
arteries; they serve morethan one location
and oneprominent andvery important cable
is designated SEAMEWE·3.

Its lengthof 24,000 miles (39,000km)
suggests it has landing points in Britain,
Franceand Germany and very conveniemly­
Egypt It also lands at many other places
across the Mediterranean Sea, down the Red
Sea past Aden serving avariety of places
including Saudi Arabia, theEmirates and
Omanandthen travelsvia Pakistan, Indonesia,
Myanmar, Singapore and all the way to Perth
inAustralia.

Cross-section of a submarine
communications cable

I
This impressive graphic reveals the truly enormous nature of the submarine

cable network. To access and explore inter-actively see LINKS

..
•

1. Polyethylene
2. 'Mylar' tape
3. Stranded metal (steel) wiles
4. Aluminium water barrier
5 Polycarbonate
6. Copper or aluminium tube
7. Petroleum jel ly
8 Opucalubres

© WWWSUBMARINECABLEMARCOM---
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Eye Spy examines the often dangerous world of agent
liaison and some of the fascinating and diverse

methods initiated, performed and taught by the world 's
leading intelligence services to communicate, signal

and exchange information in absolute silence...

THE RUBIK CUBE today. Snowden 's use of an object as innocent
as aRubik Cube tails withinthis category. He
probably selectedthe itemdeliberately as it is
both colourful and visible, yet small enoughto
hold. Anotherreason is that fewpeoplecarry
such items inpublic. His choice of aRubik
Cube was also cleverly symbolic - the object
is an infelligent puzzle.

Edward Snowden used a Rubik Cube
to make his identity known to Glenn

Greenwald in a Hong Kong hotel

Theincident provesthat providing an answer
to acertain questiondoesnot always require
apersonal response, beit awritten or spoken
one. In direct Messagingisatradecraft that
hasbeenusedfor decadesandcontinues

extradition treaty with the USA, heinstructed
Guardian correspondent Glenn Greenwald, to
makehis way to ahotel. Hewas thento walk
to aquiet corner of thebui lding, known inMI6
talk as Dead Ground. and ask loudly for
"directions to anotherarea of the hotel."
Snowdenwas inproximity andwatchi ng, and
almost certainly surveilled the scene for
counter-intelligence. Greenwald hadbeen
advised that if all was well and for identitica­
tion purposes, Snowdenwouldwalkpast him
carrying aRubik's Cube. This act was
performed and the rest is history - the biggest
leak of aspecific US intelligence programme
ever.

Likeany operativeengagedin anoperation
whereby contact with asecondoreventhird
party is necessary, Snowden tookseveral
precautions, not least exiting America from
Hawaii without notifyinghis employer. From
his location in Hong Kong. which has no

he nameEdward
Snowdenis fast becom­
ingfamiliar to readersof
EyeSpy. His decision to
opt out at intelligence
work and journey into the
world of espionage may

come backtohaunt him. Yet interestingly,
Snowden used his knowledge of spy
tradecraft to formulate his plan of information
release, andjust as important, to makesecure
contact with journalists.
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Glenn
Greenwald

ures activated to try and identify counter­
surveillance, is quite askill but can in itself
pose problems. Actions such as donninga
reversible jacket, stopping to tie one's shoe
lace, or spending toomuch time looking
around, are easily recognisable to acounter­
surveillance officer. For the record, Snowden
appears to havesome knowledge in the
fradecratt of contact, perhaps through his CIA
association.

© GORDON JAMES BROWN

Utilising anitemto provide an answer or for
identification purposeshave beenused by
spies andintelligence people for years. From
the wearing at aspecific tie , to the rather less
than inventive carrying at The London Times,
contact events oftenmean beingcreative.
However, they should be subtle and not
elaborate. )0; .

CONTACT EVENTS

Dead Ground - the stairwell on a bus provides cover and can also be used
to perform a brush pass if both participants timing is immaculate

Untortunately for some intelligence people,
there are occasions when agent-handler
contact isnecessary, if only for afleeting
second to passanenvelope or message, for
example.

At Fort Monckton, one at M16's training
schools, operatives aretrainedtoassume that
whenembarking on aclandestine meeting
withaninformant orassociate, thereexists a
real possibility of exposure. Anti-surveillance,
often assoc iated with Dry Cleaning - rneas-

Inthe intelligenceworld, such encounters are
usuallyprecededby performing anti-surveil­
lanceorfollowing pre-selectedinstructions.
Thereare occasionswhen direct agent­
handler meetings should be avoided, as a
Contact Event risks observation bycounter­
intelligence, and/or exposure tothirdparties.
Hencetorth Snowden's choice of Hong Kong ­
both heand Greenwaldwould not havebeen
recognised, providedUSIntell igencehadnot
beenalertedto the contractor's intentions.



COURTESY: FBI

DEAD GRDUND

Deadground as referenced earner is often
associated withtheart of Brush Pass and
Instant Contact. Abrush pass involves split­
second timing whereby an item can be
surreptitiously exchanged or a message
imparted, usually via ahand gesture, facial
signal etc.. Dead ground is alocationwhereby
surveillance and visibility are momentarily
restricted, just long enough for a brush pass
to occur. Instant contact involves exact timing
soboth people must reach dead ground at the
same time. Waiting at the corner of astreet or
sitting ina cafe or vehicle, only heightens the
chance of exposure. Movement must be
constant and natural. Dead ground can be
found outdoors - thecorner of astreet, for
example; indoors - acorridor that doglegs and
even in some forms of transport - the steps
on a double-decker bus.

Indeed, it was onsuch avehicle that details of
one at the greatest MI6-CIA operations tell into
Soviet hands, In January 1954, MI6 officer
andKGB agent GeorgeBlakehad just finished
typing up the minutes of atop secret meeting
betweenthe services regarding a most
ambitious project - a plan to build atunnel into
East Berlin and tap into Soviet communica­
fions (Operation Stopwatch/Gold) , Blake,
carrying acarbon-copy of the minutes had
arranged with his handler to meet on a
specific bus where thepaper could be
delivered. Theencounter required precision
timing, and the contact was complicafed
becauseof hours of anti-surveillance before
themeeting. Blake caught thebus andmade
his way to the top deck. Two stops downthe
line, he was joined by Sovief 'cultural attache',
Sergei Kondrashev (KGBBerlin Station Chief) .
Thepaper was presented and at a pre­
arranged stop theRussian alighted. Hewas

.,.,NEW YORK - 16 MAY 200"",'1...
SVR agent controller Christopher

Metsos (right) performs a brush pass
with an official from the Russian

Mission in New York. The stairway
provided excellent dead ground and

the operatives exchanged what
appear to be identical bags in the
event that surveillance was act ive.

Unfortunately for the men, the
encounter was filmed by the FBI

picked up by awaiting vehicle on the opposite
sideof theroad. The exchange had worked
perfectly, and even before building of the
funnel had begun, the operationwas exposed.

PASSING INTELLIGENCE

Themethod of transferring information in a
physical manner likeBlakechose to do, is
only limited by theimagination of the partici­
pants. Yet by necessity security is paramount
and any contact is vulnerable to either a
watching counter-intell igence officer, or athird
party.

Other 'natural' combinations of dead ground,
instant contact and brush passescan also be
foundwhen entering or leavinga lift (elevator) ,
ashopor even asubway train. In all cases
timing is the key and any liaison would be
difficult to observe.

Oneof theWest's most
famous Cold War spies,
RussianColonel Oleg
Vladimirovich
Penkovsky (right) , used
an array of physical
items and spoken
sentences during

,,----,JANUARY 195,~'I_---,

left: 2 Carlton Gardens, london and
MI6 officer George Blake. Within hours
of a top level meeting between MI6 and

the CIA inside the Service building,
Blake typed minutes of the meeting
and delivered a carbon-copy sheet

(below) of Operation Stopwatch
(known as Gold in the USA ) to his

KGB handler
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© SNAPPERJACK Of LONDON

The 'number eight' lamp post used
by the KGB in Audley Square,

London (now marked '2').
Below: St George's Garden

designated number: the number ot rings
signifyingwhichdead letter drop was being
used. TheKGB also used this trick in London.
When adeadletter dropwas operational, an
agent would chalk ablue mark on the 'number
a'iamp post in Audley Square. Thereafter he
would walk to nearby St George's Garden and
a seek out another signal marked on abench.
This would signrty which dead letter drop the
spy should visit or use.

In 1954, John Vassall, aBritishnaval attache
in Moscow was deliberately targeted and
photographed having an embarrassing sexual
encounter orchestrated by the KGB. Threat­
enedwith exposure, Vassall was recruited:
and the KGBcouldn 't believe ITS luckwhen he
was reassigned to theAdmiraify. In London,
when the spy had information to impart to his
handler, hewould chalk apinkcircle on a tree.
Eventually hewas exposedby Anatoli Golitsin,
aKGBagent who defected to the West in
1961. )0.-

Penkovsky and MI6 alsoused Dead Letter
Drops (secret locations where packages!
messageswere left forcollection) in Moscow.
Wheninformation was readyfortransfer he
would mark a lamp post on Kutuzovski
Prospekt and make atelephone call to a

Of course contact in Moscowwas always
more dangerous, but here too asecret method
of transfer was created. On the
Sadovnicheskaya Embankment near the
Balchug Hotel, Penkovsky walked towards a
manwithadeliberatelyunbuttoned overcoat.
smokingacigarette andcarryinga package
wrapped in white paper. Theman called to him
by his code-name: "Alex, I amfromyour two
friendswho sendyouabig, bigwelcome.M

Thepackagewas duly handed over. Thereafter
this systemwasusedonseveral occasions by
MI6 and Penkovsky.

allowed himto bring
material in andout of the
country. In Paris,
Penkovsky was invited to
attend atradefair, and
after passing through the
airport entry barrier he
was greeted by Wynne.
Later that day he gave
the MI6 man several jars
of caviar and said they
were a-gift from his wife
with additional instruc­
nons." Inside the pots not
the sort of delicacy one
would expect. more roles

of film containing Soviet secrets.

OEAD LETTER DROPS

Tsvetnol
Boulevard,

Moscow

Embtem of the GRU
(Main Intell igence Directorate)

Penkovsky wasof course part of a Russian
tradedelegation that oftentoured abroad. This

information transfer. After agreeingwith his
British business and intelligence contact
GrevilleMaynard Wynne, to adopt the name
1IIex', Penkovsky and MI6 exchanged material
insimple, but effective ways. InTsvetnoi
Boulevard, Moscow, Penkovsky handed abox
ot sweets to ayoungster playing witha group
ot children in apark. Thechild subsequently
rushed to his mother whowas sat onapark
bench watching over thechildren and handed
her thesweets. She was thewiteof the
Second Secretary at theBritish Embassy, who
was in tact an MI6 oNicer. Insidethe box, roll s
of film containing secret GRUand KGBfiles.

NT I N A A IN

© NVO
g+9+9iSePzz] +qjhug9SuQ== 33



• • • • • • • • • • • • • • • • • • • • • • • • • •

SILENT TELEPHONE CALLS _
MI6 operated a telephone system that
involved an agent or field officer
picking up the receiver and timing the
engagement of a call. A public phone
box would of course be used and no
word spoken. The number of seconds
in increments pre-selected would have
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SIGNAL SITES

TheCIAcall areas suchas Aud ley Square and
KUtUZDvski Prospekt, Signal Sites. Themarks
on lamp posts, benches etc. being the signal:
their meaningwi ll beknownonlyto handler
and agent. Past cases involving such
tradecraft havealso utilisedsticking plasters,
chalk circles, specific branded cigarette
packets, coloured tape, drawing pinsand

chewing gum. However, signal sites are not
only usedto trigger acollection, thesigns and
objects could have other meanings, and the
manner in whichthey are placedor written
could just as easily relateto apre-arranged
communicationor message.

Thereareavariety of other known forms of
communication which also fall into this
category. For example, an agent might secretly
communicate by simply closing thecurtains

or blinds in their apartment, placing ahouse
plant on awindow sill , use different colou red
lights etc. Eachwill have a meaning, and
couldalso include awarning. Another method
still used by many intell igenceservices to
generateacontact involves a vehicle in acar
park. If thetarget car taces south, thismeans
one thing, andot course, north, south and
east another. Thedirection of thewheels may
also beused and havesignificance.

AGENT CONTACT _
Richard Murphy makes a telephone call using a public phone box in Queens, New York. It is almost certainly the trigger
action that initiated a meeting with him and the mysterious Christopher Metsos , who is said to have been the US-based
SVR spy ring 's coordinator. These images were taken by a static FBI surveillance team suggesting the location had been
used before. It is also highly likely Murphy's calls from this telephone were intercepted
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a meaning to handler and agent.
There was little chance of compromise
for the caller could not be identified
and no information was ever imparted .
Some intelligence services still use
timed silent calls for sending a signal

• • • • • • • • • • • • • • • • • • • • • • • • • •

. RECOGNITION SIGNALS

The famous Britishspy - KGBColonel Oleg
Gordievsky used apre-d eterminedsignto
signal hewas in danger of exposure. After
yearsof service , the KGBgrew suspicious of
the operative and suspectedhim at being a
spy. Hewas subsequently suspended pending
an investigation. As hissituationworsened,
the fearful Russian triggeredanoperation
whereby MI6 would attempt to e>diltrate him
out of the country. Gordievsky'scounter­
measures' instructionshadbeenagreed upon
months earlier andwere si mple. If hewasever
indanger he hadto appear on acertain street

;,.

© EYE SPY INTELLIGENCE MAGAZINE
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SIGNAL TRADECRAFT _
The art of contact, signalling and communications is only restricted by the imagination of
the participants. Dozens of methods exist whereby everyday innocent objects can be used
• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •

in Moscow onaTuesday at exactly 7.00pm
carrying aSafeway supermarket bag. An
embassy staffer would always walk thestreet
on this date and time, thus just by his
appearance andthe sight of thebag, the

Service would act. TheCIA call this type of
communication a RecognitionSignal. What
tollowed is now tolklore in espionage circles.

Gordievsky was beingsurveilled 24-hours-a­
day by theKGB, but MI6 had identified anarea
of dead ground in Gorky Park. This enabled
the Service toperformaquite remarkable
action. TheRussian reached the spot at
exactly the same timeas aBritishEmbassy
staff car passed (contact event). In asplit
second he was bundled into the boot of a
Saab 90 vehicle and out sight.

With no verbal contact possible, and always
thepossibility of vehicle surveillance, an MI6
officer drove the car to the Finnish border.
Interestingly, once inside Finlandthe driver still
refrained from speaki ng to theagent, instead
heinserted an audio tapeand played

Gordlevsky's favourite sona - 'Oveton> this
to let himknowthey had made it. Gordievsky
was thereafter giventhecone-name Ovation.

THE CIA, TWO SUITS ANO WMD

Besidespre-designatedlocations, dates and
time, recognitionsignal tradecraft sometimes
involves clothing. Theanswer toan earlier
communicationcan be passedbywearing a
colouredjacket, hat or pair of shoes. All
innocent tothecasual observer, yet meaning­
ful to partic ipants. Suchtradecraft can even
extendto the type of drink or toad purchased
in acafe or bar. Other methodsused could
involve the purchase of newspapers. Thetitle
of each holding adifferent meaning.

Perhaps one of the most dramatic, yet not so
well publicised case files involving recognition
signals occurred in 2002, and would leadto a
decadeof controversy, cost the lives of
hundredsat thousands of people, and create
muchsuspicionwithinthe CIA.

As the US and UK sought evidence to warrant
the invasion of Saddam's Iraq, much attention
was focusedonthe country's weapons of
massdestruction. Tomake certain high-grade
intelligence was secured, boththeCIA and
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Former British Embassy, Moscow. From here the MIG Station Chief
controlled agents like Penkovsky and organised the daring operation which

exfiltrated KGB Colonel Oleg Gordievsky out of the country

United Nations headquarters ­
location of a fascinating CIA contact

operation

The tradecraft of silent communicationis
enormous andof course , canbeaugmented
by incorporating amyriad of other ruses.
Interestingly, whilemany aspects at intelli­
gence collectioninthe formof espionage have
been 'modernised' by technology, this typeof
tradecraft haschanged littleover the years
and re mains constant. It pertormedproperly, it
is also one of the most diNicult to detect.

END NOTES

Murray'saccount mysteriously disappeared
fromthe final CIAEstimateof theSituationon
Saddam's WMDand what did appear in 2003,
to hisdismay, had been modified.

cooperate, hewas to
wear one of them at
the United Nations
during hisspeech.
As Murray later said,
~th i s meant hewas
on-side."

The next day, 22 September, Sabri appeared
behindthepodium at theUnited Nations. He
was wearingone of the grey pin-striped CIA
suits. Thistold Murray the intelligence was
accurate - that Saddam had in tact no
meaningtul WMD. Sabri was tellingthe truth
andwilling to liaise further.

Thecontact and
Sabri met that day
andverbal informa- William Murray
non was imparted to
theCIA man. Murray recalled the note:
'Saddamhad intentions to have WMD,
chemical, nuclearand biological weapons, but
at that moment in time, he had virtually
nothing'. Murraysaidit was not what the
White Housewanted to hear.

learnedSabri was due tomakeaspeechat
the 57th Session of theGeneral Assembly at
the United Nations in New Yorl<. TheCIA were
desperateto learn it he would cooperate.

With Sabri surrounded by Iraqi security,
Murray knew it was going tobedifficult to
make contact. However, Langley devised a
plot whereby the intermediary, who was not
suspected by Iraq Intelligence, wouldmeet the
minister at the Iraqambassador's residencein
New York. Murray handedthe contact two
hand-tailored suits preparedby theCIA and
instantly recognisable. It Sabri was willing to

Murray was told theFrench had asourcewho
was close tooneof Saddam'sinnercircle ­
Iraq Foreign Minister Naji Sabri. The intermedi­
ary demandedamilliondollarstomake
contact withSabri andget him to speak with
Langley. Inthe end, a fee at $200,000 was
handed over. Nothing happened for several
months, but anopportunity arose whenit was

MI6 neededan inside source of irrefutable
reputation. Thiswas provingrather difficult,
but then came a breakthrough in 2002, when
French Intelligencecontactedthe CIA's Will iam
'Bill' Murray, Chiet at Station Paris.
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SECRET HISTORY: LONDON STILL REMAINS FEARFUL OF RELEASE OF CIA OPERATION AJAX FILES

•
cons Ire•

••
era Ion 00I I

New documents su r face from the early 1950s, showing how the CIA and MIG
were authorised by Washington and London to formulate a plan to overthrow

Iran's ultranationalist leader - Prime Minister Mohammad Mosaddegh

General Fazlollaz Zahed i led the
military forces and was later

appointed prime minister

of UKand US political, military and intelligence
figures was arranged. At that meeting was CIA
Director Al len Dulles and Chief of MI6 Major­
General SirJohn Sinclair. Britain wanted
American assistance to help remove
Mosaddegh, but President Truman opted not
to join the UK. However, when President

,

I

industry which had, since 1913, been conrrol­
led by Britain via its Anglo-Persian Oil Com­
pany (APOC) .

It was a move which infuriated London, and
despite protesting to Iran and later the United
Nations, Mosaddegh would not reverse his
decision. lie also moved to close down the
British Embassy in Tehran in 19;2, this
hampered M16's ability to operate properly.
Nevertheless, MI6 Station Chief C.M.
utodbouse still retained a spy network which
continued to fu nction and would be used later
to help finance key figures in the uprising
against Mosaddegh whose tough stance was
viewed with concern by Prime Minister
Winston Churchill. Thereafte r a covert meeting

BACKGROUND

Prime Minister Mosaddegh with President Truman in 1951. Truman
reportedly refused to assist the UK who wanted him removed from office

In 19;1 , Iran had set in motion the process to
nationalise the country's oil fi elds.Ayear later
Mosaddcgh was elected and once in office,
hastened pnvatisarion of the enti re Iranian oil

hat London was responsible for
enabling the plan has long been
known, but sensitive archive
material in the USAhas contin­
ued to be withheld from
historians on grounds of

national security However, it appears pressure
from London mayalso have been responsible
fo r the secreting, this in an attempt to conceal
the extent of ~tI6 and thus UK involvement
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President Harry Truman

O PERATION AJAX
OUTCO~IE

was ordered to fl}' 10 Tehran to help organise
the uprising.

In 19H , with the aid of the Iranian military.
and in particular General Fazlollaz Zahedi.
Mohammad RL'I.3 Pahlavi • the soon [0 be Shah
- and other figures. demonstrations against
Mosaddegh began. Local tribal leaden; received
money for supporting the protests which soon
turned violent. With over five million dollars of
CIA support. various fact ions were brought

together and pro­
Shah supporters
stormed Tehran.

Near-East and Africa
Divi sional CL\ head
Kermit ROOSl,,·e1IJr.,
grandson of President
Theodore Roosevelt

However; the coup d'etat should
appear to the world as one organised
entirely by the people of Iran. L'K Prime
.\linister Winston Churchill was delighted
al the plan. Thereafter Dulles selected CIA
man Donald Wilocr' to dictate proceedings.

Dwight Eisenhower came to office in 1953, it
was decided upon that Langley formulaic an
operation (code-named AJAX) which would
result in xtosaddegh's fall from power and
a friendlier leader in the person of
~Iohammad Reza Pahlavi . (Shah of Iran)
lake office.

Underw o rld
figure

Shahan
J afa ri w a s
se lec te d by
the CIA a n d

~t16 In

se cure
puhlic and

tribal
support for
the co u p d '

e ta t

CIA Director Allen Dulle s

\lllocr was in fact a deep cover agent based in
Tehran and knewmany of the country's senior
and underworld figures. He identified Shahan
jafari. a shadowy Tehran character who on
the premise that he would be given a role
in government, agreed [ 0 help
ferment unrest in the country:

g+9+9iS"Pzz!-
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M ohammad M osaddegh

Ge neral Fazlollaz Za hed i a nd the
Sha h o f Iran follo wing h is a ppctn t­

m ent as Prime Minister
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This has of
course
infunated
many staffers
and politicians
who believe
the White
Housedithered
as the building
and a CIA
outpost were

eelings of mistrust amongst
those CIAstaffers connected
to events in Benghazi last year
are evident, this as one officer
was suspended for refusing to
sign a 'non-disclosure

agreement'. Several Langley personnel who
were either in LibyawhentheUSConsulate
was attacked, or haveknowledge of the event,
have already signed the document which
effectively means any evidence given to an
internal investigative panel , for example,
cannot be shared with the public.

CIA agent in city Dn
night Df Benghazi aUack
suspended as pressure

mDunts Dver White
HDuse nDn-actiDn during

US CDnsulate incident

POST-ATTACK EVENTS

Mler laking office in 1953,
Pre stdent Eise n h o we r offered

his assistance 10 the British. He
is pictured here with the Shah

of Iran , Mohammad Reza
Pahlavi, in the late 1950s

The new archive was completed around 2006,
but has remained classified. Further additions
covering US relations from 1951·1954. including
the Alax operation have now been inserted. And
there is little doubt the release of the file will
happen soon. The State Department, which is
behind its production, declined to say when it
will be published, and would not confirm reports
that the Foreign Office has asked that some
papers remain secret.

Historian Malcolm Byrne, Deputy Director of
America's National SecurityArchive (George
\l'ashinglOn Museum), said he believes that
Bri tish efforts to hide M16's role in Ajax are
continuing: "Sixty years after the coup we are still
not able to get a fu ll picture of the role played by
Bri tish and American Intelligence, It appears the
reason is that history and current politics are
intersecting and the British are still reluctant to
have their role acknowledged.~

' In 2006 Donald Wilber authored The CIA in
Iran: Tbe 1953 COIlP and tbe Origins of tbe US­
Iran Dtoide

reflects tts ultimate objective and how Churchill
might have described it.

Interestingly a number ofsecret files related to
the operation thai surfaced over 40 years ago,
caused concern in \l'hitehall in the 1970s.
Officials were most worried about giving
historians access to the material. and it is quite
evident this fear remains today in the UK, \lben
the Shah of Iran himself was toppled, Britain
believed its role in his appointment (and the
removal of Mosaddegh) may become public. A
British Embassyoffi cial in \\'ashington warned: 'If
released, there uould be some oery embarrassing
thingsabout Britain in them '. Another docu­
ment gave relief to London advising the official
the papers would not be released.

Mosaddegh at his
Irial in 1955

Documentation on Ajax has appeared before, but
not the entire fil e, and certainly nOI all the
information on M16's role, The newarchive
contains Foreign Office communications which
reveal the scope ofService\ involvement.
Britain's part in the overthrow was ironically
code-named Operation Boot, which accurately

Iranians were
recruited to carry
out operations
mainly against
Islamists and
eventually
Mosaddegh was
forced to flee.

However, he was soon arrested. Following the
coup d'etat, and as promised by the UK and
USA, General Fazlollaz Zahedi was appointed
prime minister and Mohammad Reza Pahlavi
became Shah, a post he would hold umil1979.

Another reason for withholding the CIA archive
material for so long, is that many associates of
Mosaddegh were arrested, tried and executed.
Mosaddegh himselfwas tried for treason and
received a short prison sentence, Hundreds of
civilians also died in the d ashes.
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DESCRIBED AS A 'COVER-UP' AND 'WATERGATE'

,

_.~• •

EyeSpy sources say many military officials
and security personnel who have been privy to
classified information regardingthe attack,
believevital signs were ignored andthereafter
hesitation ensued. That seniorObarnastaff
tried toplaydownany al-Qaidainvolvement
has al ready been proven. As for the CIA
otticer, hehas sought external legal advise,
and may yet bejoined by other disgruntled
officerswho believethey arebeing silencedto
protect more senior officialsinside theState
Department. Thismagazine'seditorial believes
the individual inquestion was based in the CIA
facility on the night inquestion and did call for
assistance. It isalready likelythat representa­
tionshavebeenmadefromotherofficers
regarding the treatment of the suspended
agent. ::--

divisionsinl angley regarding its own roleand
pressure from government, said Obama's
teamhaveeffectively issued a"gagorder. "
Wolf wantsan independent panel to review
events of 11 September 2012, but thus far the
Wh ite Househas refused. Senator John
McCain hadearlier said: "This is eithera
massivecover-up or incompetence,"and
compared theaffair toWatergate. Healso
identifiedanumberof audio and video

. recordings that were made asevents un­
folded. That ten CCTY's inthe compound were
operating at the time of the attack has been
proven. Anumber of theattackers havebeen
identified.

I--

-
Some US politicianssee the officer's suspen­
sion as furtherevidenceof acover-up
instigated by White Houseadvisors. Con­
gressman Frank Wolf, who is aware of deep

attacked in thecity by al-Oalda supporters.
Ambassador Christopher Stevens and three US
service personnelwere murdered afterthe
compoundwas overrun. USSpecial Forces
were in proximity andcouldhavereached the
city within fouror five hours, perhapssooner.
As it transpired, thetiny security detail which
tought bravely could not protect the government
building.

President Obama and Senator McCain.
The latter has described post Benghazi

events akin to 'Watergate'
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that makeany proper investigation impossible.
TheLibyan Government is not yet in control of
thecountry and cannot guarantee that Bureau
personnel would be secure.

TheFBI believe membersof several al-Oaida
franchises were involved in theattack,
including Libyan-based Ansar al-Sharia and
the Imprisoned Omar Abdul Rahman Brigades,
On the Bureau's website, officials have
uploaded photographs of 29 individuals it
wants information on.

If addressed properly. many intelli­
gence watchers believe the answers
would help the families of those who
perished understand more fUlly, the
circumstances of what transpired that
evening ... and uncover any short­
co mings in the act ions of those
responsible for decision making.

LINKS: www.fbi,gov/
www.specialoperaliottsspeaks.com

The organisation which is made up of
former and retired intelligence and
military personnel, drafted a notion
demanding answers to several impor­
tant questions related to the events of
11 September 2012, The document
was presented to the US House of
Representatives.

1, Why was there no military response to the
events in Benghazi?
a. Were military assets in the region available?
If not, why not?
b. If so, were they alerted?
c. Were assets deployed to any location in
preparation for arescueor recovery attempt?
d. Was military assistance requested by the
Oepartment of State? If so, what type?
e. Were any US Army/Naval/USMC assets

-

I
I

-
\

I

BENGHAZI ATTACK SUSPECTS

fendedthose involved adding nothreats of
retaliation would betolerated. Obviously this
did not include suspension.

FBI INVESTIGATION HAMPERED

In Benghazi itself, a
small teamof FBI
investigators have
provided local Libyan
officials witha list of
peoplethey want to
question. However, on
theground, there are ~IEi§jl:'::~
so many different , ....j,..~ . ~ r;':_ ~

fighting factions, many Logo of Ansar
aligned to al-Oaida, al-Sharia

I

,

-r--r--

11-_...1.. -'\ \s . eond Compound -
\ (Annexi

• •_.=-~,. General layout of the consulate and CIA annex

....
N

-­""" l' r.. ,

n
It
I
I
I
I

Regarding re ports of theofficer's suspension
for not signing the non-disclosure agreement,
EyeSpy understands that new CIA Oirector
John Brennan has already said no agent was
forcedto signthe document. Healso de-

As for Wolf, hehas
helped launch a
'Citizens Commission
on Benghazi', The
panel consists of
retired and ex­
intelligenceand
military officials
whose task it will be
to resolve unan­
swered questions
about the incident

USAF Colonel and the manner it
Richard Brauer

(retired) which it was dealt
retire with thereafter. One

member of thegroup is retired USAF Colonel
Richard Brauer, a26-year military staffer and
co-founder of Special Operations Speaks
(SOS) , Brauer recently said: "We're tired of all
the lies and the cover-up that continues to this
day, Who gave the order to 'stand down'
during the attack" , and do nothing? Forces
were available that night but were told to stand
down... these words will live in infamy." In
April SOS submitted a 16-question document
regarding the attack to the House of Repre­
sentatives (see sidebar),
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'Why were F-16 fighter aircraft based in Aviano, Itaty (less than
two hours away) never considered a viable option for disruption?'

•
available to support the USdiplomats in
Benghazi during theattack?
I. What, if any. recommendations for military
actionweremadeby DOD andthe US Atnca
Command?

2. What, if any, non-militaryassistance was
provided duringthe attack?

3. HowmanyUSpersonnel wereinjuredin
Benghazi?

4. Why havethe survivors at the attacknot
been questioned?

5. Where are thesurvivors?

6. Whowas inthe Wh iteHouse Situation
Room (WHSR) duringthe entire B-hour period
of theattacks. and was asenior US military
officer present?

7. Wherewere LeonPanettaandGeneral
Martin Dempseyduringthecrisis , andwhat
inputs and recommendations did they make?

8. Where were Tom Donilon, the National
Security Advisor, Denis McDonough, his
deputy, ValerieJarrett andJohnBrennan
during theattacks, and what (if any) recom­
mendationsordecisions didany of mern make?

9. Why were F-16 fighter aircraft based in
Aviano, Italy (less than two hours away) never
considered aviable option lor disruption (il not
dispersal) 01the attackers until "boots on the
ground" (troop support - General Dempsey's
words) arrived?

10. Were any strike airc raft (suchas an AC­
130 gunship) in the area or possibly overhead
that wouldcause termer SEALTyroneWoods
to laser-designate hisattackers position and
call for gunship fire support, thereby revealing
his own location that led to his death?

11 . Who gave the order to "STANDDOWN"
that was heard repeatedly during theattacks?

12. What threat warnings existed before the
attack, and what werethe DOD and DOS
responses tothosewarnings? What data

(whichwill reveal exact timelinesandcom­
mand decisions) iscontainedwithinthe
various SITREPS, records, logs, videos and
recordings maintained by themyriad at DOD,
IntelligenceCommunity and State Department
Command Centers that weremonitoring the
events in Benghazi as they unlolded?

13. Why did theCommander-inChief and
Secretary of State neveronce check in du ring
thenight to find oul the status of the crisis
situationinBenghazi?

14. What was the nature of Ambassador
Stevens' businessinBenghazi at thetimeof
theattack?

15. What guidance has been provided to
survivors and familymemberssincethetime
01theattackand who issuedtheguidance?

16. Whyare so manyagencies nowrequiring
their personnel that wereinvolvedin or have
access toinformationregardingtheevents
that took place in Benghazi sign Non-Disclo­
su re Agreements?
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**SVRIAN INTEL WARS
•

As Syrian war intensifies, spy agencies fromaround the
world drawn to Damascus followingsaringas attacks

-

usl days after a Unrted
Nations leam flew 10
Damascus to investigate
reports of the alleged useof
chemical weapons, over
1,400 people, including 400
children were killed ina

series of coordinatednerve gas attacks in the
suburbs of thecapital on21 August. French
Intelligenceclaim il has evidence the bombs
were 'imported' fromgovernment-controlled
parts of the city. Intelligencesources believe
Iheshells were fired by theSynan Army's
155th Brigadeof Ihe4th Armoured Division,

Maher Assad

this as President Bashar at-Assad 's advisors
believed the city might fall 10 attacking
opposrtion forces. The155th is controlled by
Assad's brother, Maher.

TheSynan National Coalition opposed to
Assad, said shells struck several ctsmcts
including Douma, Jobar, Arbeen and Ein
Tarma. Thesesubsequemly exploded releasing
Saringas. Initial reportsof casualties varied
between 200-500, but the death toll gradually
increased astheday wore on. Aworker at one
hospital commented: "Thebodies arrivedwith
their pupils dilated, cold limbsand foaming at
the mouth. Doctors say these aretypical
symptoms of nerve gasvictims.~ Around the
streets and in houses, bodies lay where
victims had simply been overcome by the
fumes.

The Synan Governmenl vehemently denied it
was responsible blaming activists and

Hidden hand: President Putin has
not ruled out assisting rebel forces

terrorists for theattack - this to create
evidence for the UN team. However, intelli­
gence gleaned by the CIA and MI61eft officials
in London and Washington with few doubts
Assad forces had used sarin. Observers in
several hospitals filed reports that hundreds of
dead bodies showed no sign of impact marks,
and combined with reports that entire families



Syrian Army checkpoint in Damascus
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Analysts believethedropping of Sarin was a
calculated risktaken by Assad: after all , why
wouldthepresident authorise suchaction with
a UNteampresent andwithactionthreatened
by several countries? Assadhas denied he
authorised its use. President Putin supported
this scenario statingthere was uno reason
imaginable" why President Assad should
attack hisown people. Other intelligence
sources claimedthedozenor so night attac ks
weretheresult of acoordinatedground
operationperformed by al-Qaida. Examination
ot the shells indicates otherwise. )0.-

f-

INTELLIGENCE INTERCEPTION

materials anddata fromFree SyrianForces
even betore theUNteam had investigated.

Victims of sarin gas - killed on the
outskirts of Damascus

had simply died in their beds, it seemed
plausiblechemical weapons wereused.

Pressurewas exertedonSyrianofficials to
allow the UNinspection teamintothe affected
areas. Timewas of theessence as the
evidence was 'timesensitive '. Eventually
inspectorswere allowedtovisit several sites
andinterviewboth victims and hospital staff.
Medical samples weredonatedand forensic
andfilm evidence secured. Thiswas flown out
of Syria to theHaguefor testing. It has now
been confirmed sarin hadcausedthedeaths.
However, it is knownbothBritishandAmeri­
can Intelligencehadbeenprovidedwith similar
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Another pieceof key intelligencewhich
implicates Damascus originates frominter­
cepted communications of cell phonecalls .
"We have intercepted communications
involving a senior official intimately familiar
with the offensive who confirmedthat
chemical weapons were usedbytheregi me
on August 21 ," said US Secretary of State
John Kerry. Headdedthat the individual was
concerned UNinspectors wou ld obtain
evidence. Asecond intercept made by anair
force commander later that day instructed
operational personnel linked to the attack to
standdown.

A report prepared by CIA agents on the
ground inSyria indicates Langley momorec a
factory inthe suburb of 'Adra. It is known
workers hereuse gas masksto mixchemi­
cals, includingsarin.

Francehas backed Kerry's information though
Pans claimeda much lower death toll.
Nevertheless French PrimeMinister Jean­
Marc Ayrault said at least 281 peoplehad
been killed. Healso insisted thaf Assad's
regime "must bepunished." Ayrault referredto
anine-pagereport drawn up by its intelligence
services notingthat several hundredton nes of
sarinandthe toxicagent VX were used.

ATIACK DELAYED

Withindays of the outrage, BritishPrime
Minister lost a vote in Parliament callingfor
military action against Syria. In Washington,
President Obarna sought similar approval from
Congress . Several months ago the president
saidthat any use of chemical weapons
against the public would be a "step too far."
However, he has already announced that no
troops would bedeployed, meaningopera­
tions wou ld beprimarily air and seaborne and
launchedfromneighbouringTurkey. Therehas
also been an increase in activity at the USAF
Incirlik Air Base. Unlike Britain, Francehas
already acknowledged it would support
militaryactionagainst Assad.

As the in itial threat of air attacks grew, Syria's
UN representative asked the organisation to
interveneto"prevent andaggression. "

Syna is
supported by
RussiaandIran.
InMoscow
ForeignMinister
Sergei Lavrov
branded the US
intelligence
"vag ue . ~ He
addedthat
information
provided by
America, Britain
and Francewas
"completelyunconvincing."Lavrov saidthat
hehad been giveninformation but that it did
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The Pentagon has drawn up a list of
around 50 targets in Syria which include
a number of military bases and weapons'
producing and storage sites. However, the
list does not include chemical producing
facilities as these have been deemed "too
dangerous" to strike - th e fear being a
further release of gasses. Other targets
include chemical transportation vehicles
and artillery sites and equipment used to
fire the chemical shells.

Though the president has ruled out "boots
on the ground" the US does however have
troops in proximity.

,

His view was not accepted by NATOchief
Anders FoghRasmussen. At his monthly
press briefing on 2 September, he said the
evidence hehad seen convinced him the
Syrian regime was responsible.

not mean anything, nor were thesamples
takenby professionals. Bizarrely, heeven
questioned the video evidenceof hundreds of
corpses in hospital wards.

Russia has deployed the intel ligence collection
ship Priazovyeto thewaters off Syria,
Moscow already has several ships inthe
region, including ananti-submarinevessel,
Interestingly, offic ials say the Priazovyewill
act independently from the fleet, suggesting
that besides collecting electronic intelligence

:
==~ from Syria, it will also monitor several US

Navy warships which may be usedto launch
• attacks against Damascus. An interesting

additionto the Mediterranean fleet is the USS
SanAntonio, an amphibious transport ship
with hundreds of Marines and several
helicopters,
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The Russian Navy intelligence
collection ship Priazovye Is now
operational off the coast of Syria
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THE WORLD OF COUNTER TERRORISM AND INTELLIGENCE
• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •

As the century unfolds Eye Spy examines some
key factors that will need to be addressed by

intelligence and counter-terrorism officials

PART

11
ened 10 respond, but hesilation ensued. And
thoughthe UNhasconfirmed sarinwas used,
President Assaddenied responsibility, and
through hisRussian ally announced his
chemical weapons would be destroyed. It was
a clever and calculatedmove that ounnanoeu­
vredWashington and meant Ihat US interven­
tionwas even less likely.

•

- -"---- .-
,-

Intelligencehas been central to America and
Britain's uncertainty on how best to respond
10 events in Syria. MI6 and CIA reports have
been piling up in Vauxhall Cross and Langley
thai show at least 40%possibly 50%of those
fighting the Synan regime are connected to al­
Qaida. The porous borders have been used as
pipelines by foreign tighlers to enter Syria and
nowmuchof the country is controlled by al­
Qaida. This was predicted by both intelligence
services, and aprimary reason why the CIA in
particular has found it difficult 10 channel
weaponry to the Free Syrian Army.

of thebeginning of the First Wand War, a
conflict that saw thousands of troops killed by
deadly gases and toxins in the trenches 01
Europe, someone in Syria ordered a sarin
strike. Several civiliandistricts were targeted
in the suburbs of Damascus and within afew
hours 1,400 peoplewere dead. Equally as
puzzling, the international response to attacks.
TheUnited States, Britain and France threat-

•
•-_.

election, prediction , analysis
and protection are key
words usedin intelligence
counter-measures. Theyare
relevant to manyelements of
intelligence, including
espionage, terrorism and all

aspects of public safety and security. Filty
years ago some analysts predicted terrorism
would gradually evaporate, this as the wand
becamemoretolerant, respectful and fearful
of conflict. Thosethat continued to operate
under thebanner of terrorism would be
pushed into smaller pockets, this as a league
of freenationsliaisedand cooperatedmore
closely onpolitical issues, border security,
Iransport and travel. Sadly, inmany of these
areas theexact opposite has happened and
thethreat to humanlife in some parts of the
worldhas now increased dramatically.

Nowhere is thismore evident than in partsof
Ihe Middle East and northAfrica. It seems
ironic that onthe eve of the 1Oathanniversary
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Counter-terrorism work is increasingly
draining resources away from other areas

of intelligence collection

UPTION

endeavour is vulnerable to information leaks
anddisruption. Ironically in the case of
Munich, that is exactly what happened. Three
weeks before the operation, a Palestinian
informant reportedly contacted police and told
them an "incident was being planned at the
Olympic Games." The tip was not acted upon.

Terrorists recognise that their Internet activity
couldbe vulnerable, but as more and more
people use the platforminso many new ways,
such data isbeing hiddenunder amountain­
ous screen which is difficult to penetrate.
Already GCHQ recognise that communications
sent by al-Qaida and other groups are
increasingly written inaway that makes them
difficult to understand. Little wonder then that
agencies involved with electronic intelligence
collection around the world , are seeking to
recruit highly skilled personnel. Undoubtedly
intelligence and counter-terrorism work in this
area has expanded greatly, and will continue to
do so for several years.

Counter-terrorism specialists who monitor
knownor suspected individuals or cells will
look for an unusual or significant change in
the pattern of lifestyle, travel arrangements or
domestic circumstances, purchases and
receipt of unusual goods, hire vehicles or
taking space in astorage rental unit. Anything
that might be considered contrary to the
person's earlier li festyle.

T
heInternet has spawned several
elements inthe cyber world: from
cyber warfare to cyber espionage and

cyber terrorism, but thereare manymore.
This inturn hascreated an entire new
intelligence element and several new agencies
have emerged dedicated solely to cyber, for
example, America's Cyber Command. )0-

FBI counter-terrorist exercise.
The Bureau has developed a

powerful counter-terrorist
division comprising of several

elements from analysis to armed
personnel deployment

too canbe sourced without ever having the
needto leave one's front room. Indeed, it ison
the Internet that today's terrorists spend a
great deal of time planning and communicat­
ing with associates. Henceforth, as controver­
sial as they are, programmes such as GCHQ's
TEMPORAor the NSA's PRISM, help seek out
data connected to those involvedinterrorism­
terrorist planners will inevitably leave some
form 'electronicfootprint' on the Internet, and
it is understandablethesecurity services will
try and find it.

Complex operations such as that conducted
by Black September terrorists at the Munich
Olympics in 1972, took months to plan. And it
is during the planning stage aterrorist

NET

S
hockingatrocities in that country have
also beenrecorded and uploadedonto
the Internet. And it is this form of

communication andfreemedia platform that
analysts predict will pose amajor challenge in
preventing the spread of terrorism. Before the
Internet, those involved in planningterrorist
attacks hadto overcome avariety of chal­
lenges. Targets, objectives, travel arrange­
ments, types of documentation, materials for
bomb making, weaponry, flight schedules, the
route taken by an airliner or vessel , possible
roadworks , the itinerary of apoliticianetc.
required research. Much of this data is now
available at the touch of abutton. Equipment
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significant amounts of moniescouldbe'lost'
if more stringent counter-measures are not
adopted. Already many individuals aroundthe
worldhave lost money to hackerssecuring
passwords and account details. Sadly the
public are not inclinedto generate password
codes that are difficult toremember.

CLEARANCE

programmeto recruit more educatedand
talented professionals, includingscientists and
militaryexperts. It islikelyinfutureyears that
acatastrophic incident connectedto cyber will
occur. And it may not simply be amechanical
one. Hugeamounts of money are moved
throughaglobal network of banks and
financial institutions. Cyber security special­
ists in this tield believe it is possiblethat

COMMUNICATIONS • INFORMATION TRANSFER
50 Y E A R S OF HIGH SPEED DEVELOPMENT

In 1963, Hungary issued this postal stamp to •
celebrate the Telstar satellite and its ability to :r-...._ ......._-....,,~--,

•relay communications back to Earth . Fifty years ~

later communication transfer and receipt has ~

been utterly transformed by new technology, in :
particularly the Internet. ThIS fascinating visuali- :
sauon (below) shows routes through a section .~~

of the Internet (Opte Proiecl) .

Earlierthis year an internal CIA assessment
warnedthat thefranchises have an on-going

We have already discussed how rogue nations
are utilising hackers to steal secrets andtest
security. Al-Oaida hackershave nowjoined the
'game', but they are focusedupontaking
control of vifal systems, some that support
medical facilities, communication, transport
and power, others that are linked todefence
programmes including satellite technology. AI­
Qaida's mentalily is such, that they now
regarddisruption as apotent weapon,and at
course it is. It can also be very costly.

US Intelligence has already issued
warnings about the real possibility
al-Qaida will attack the country's

infrastructure via the Internet

Intelligencechiefs recognise that with the
world's increasing reliance on the Internet,
frombusinesses to infrastructure, security is
essential. Yet even the intelligenceservices are
coming under attackfromhackers.

DISRUPTION, DRAINING
RESOURCES, FINANCIAL ATTACKS

AND THE CREATION OF FEAR

M
15 continues topromotesecurity in
the businesssector and officials have
made it clear it intendsto maintain

awareness inthe worldof cyber. Similar
programmes exist elsewhere , but one aspect
that cannot becontrolled by simple 'safe
practise and procedure' isthehumanfactor.
Case studies such asNSAcontractor Edward
Snowden makefor difficult reading bythose
agencies who examine thebackground of
workers and generate security clearance. He
went on tosteal thousands of intelligence
files, and his treacherousbehaviour resultedin
the lives of several intelligence officers,
including MI6 employees, beingplaced in
danger. Moreover, he hashandedtradecraft
secrets toadversaries and al-Dalda. Nodoubt
some franchisememberswill havealready
reverted toothermethods of communication
or changedservers, passwords, identities etc.
etc.

Another exampte of how important this aspect
is to intelligenceandcounter-terrorist work,
concerns Aaron Alexis, aformer full-timeUS
Navy reservist. Hebrutally gunneddown 12
people at the WashingtonDCNavyYard in
September. Despite anumber of incidents
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FBI counter-terrorism process
used to resolve encounters With

individuals on the list

FBI Terrorist Screening Center
Director, Leonard Boyle

Ironically, the NSAoperate aprogramme
code-namedWILOSAGEthat allows sensitive
data to be shared, but even here total security

)..-

TERRORIST WATCH LIST

background of 4,000 successtul applicants
whose activities had raised red flags. This
couldbelinkedto suspicious behaviour on
computers, traWlingthroughclassified files
andseeking informationnot directly related to
their task or employment, downloading tiles
etc.

ON

Generated by the CIA, the document says that
in 2012, the NSA planned to investigate the

will occur inside intelligence and special
military units.

Onemajor fear that must beconsidered due to
the 'opento all ' policyis infiltration. Afew
case files in Britain havesurfacedwhereby
some seeking employment are believedto
have beenconnected to al-Oaida. They were
rejected. So too others on grounds of national
security - theapplicants linkedto possible
foreign spy agencies.

Data is extremely difficult to secure regarding
just how big a problemthis is for the intelli­
genceworld. Our sources maintain services
such as MIS and MI6 regard this as a 'no go
area' for the media. However, in arecent
document secured by the Washington Post
from Edward Snowden, the scale of the
problem might just havebeen exposed. It
foundthat a staggering one-fifthat all
'suspicious applications' to join the United
States IntelligenceCommunity (USIC), had
ties to ai-Gaidaandother 'hostile-USgroups'.
The 'hostile' aspect also incorporated data
from SUbjects seeking employment who were
probably spies.

I
nan increasingly cultural, diverse and open
world , never before have so many people
beengiventhe opportunity tojoinan

intelligence or security service (military
included). In the last two decades many
secretive intelligence services have decidedto
opt for apublic face, even building web sites
that list jobopportunities. This openness will
continue, thoughthe challenge of recruiting
the 'right stuff' remains difficult.

which indicated hewas troubled, he had been
issued with avalid security pass and had
clearance allowing himtoenter the installation.

Suchcase tiles highlight not only the need tor
good security background checks prior to
employment, but alsoa regimewhere
continuedand reqular assessments are made.
Such schemes operate in the CIA, M16, NSA
and all modern agencies, but are far from
foolproof, and it is likely more security reviews

Nidal Hassan, the US Major who shot dead 13
people at Fort Hood in Texas 2009, was
recently sentenced to death. Helapsed into a
state of hatred for his country, citing US
military action in Atghanistanand Iraq.
Associates were aware of hisincreasingly
"odd behaviour" in the months leading up to
theevent, but were inclined toignore this
because of his faith- he was a Muslim.

In 2011 , Gamul Gul, an Afghan military officer
employed in the US intelligence hub at Kabul
International Airport, Afghanistan, turnedon
his American colleagues and killedeight of
them. Afghan Army Colonel Bahadar, said:
"Youcannot readthe mind of someone like
that. " As it transpi red , Gul hadtaught 30 years
earlier against invading Soviet forces, andit
seems hesimply disliked foreign armies in
what hemay have believed was an occupying
army.
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FUNDING CUTS WOULD IMPACT FBI CT OPERATIONS
NEW D IRECTOR SPEAKS O UT ABOUT IN T E L BUDGET

~ERATIO N

Continued on page 80

cooperation, even between adversaries , it is
terrorism. Indeed, since 2001, and unbe­
known to many members of thepublic,
international systems arealreadyoperational
whereby information isstoredand shared.
Suchdata houses in respect of counter­
terrorism apply to individualson nofly lists,
restricted travel permits, suspectedties to
terrorism and/or criminality etc. Police
organisationsacrossthe worldalso inject data
th rough Interpol and organisations such as
Europol and the FBI. Data collection and
informationsharingisa goodconduit for
better international liaisons, andone would
hope that this increases in thefutu re.

A
nalysts predict awarming ot relations
betweenthe two Korea's, andthis
might put pay to North Korea's

nuclear bomb programme. Thecountry at
present remainsun stable, and in recent weeks
aUSspy satellite has secureddata that shows
it has restarteda nuclear reactor that has been
'off-line' for some time.

ION

D
espitepolitical problems still apparent
between the major powers, Ru ssia ,
America and Chinadocooperateon

terrorism. Thesame istrueinEurope, Central
and SouthAmerica, Asia andAfrica, for many
intelligencefiguresrecognisethat newterrorist
groupsand movementswill emerge as the
century progresses, and many wi ll not simply
bealigned to al -Oaida. if the re is one subject
which caninspire dialogue and help promote

could not be guaranteed- NSNCIA contractor
Edward Snowden saw to that when he
accessedthe programme, and stole data. As it
transpired, the planned programme to
investigatesucha colossal number of staffers
was delayed, yet had it been activated, it may
well haveexposed Snowden himselt, who
stole at least 58,000 files. Snowden almost
certainly delivered this document to the
newspaper in anothereffort toembarrassthe
Agency andto remind officials that they could
havesnaredhim.

New FBI Director James Corney attended the 12th anniversary ceremony of 9/ 11 .
Corney has warned about the impact of automatic proposed cuts to the Bureau's

fund ing. He admitted that the FBI had already stopped training new agents. Corney
explained he was happy to discuss the matter but refused to say which part of the

Bureau's operation would be affected most, but many observers note his comments
were issued shortly after visiting the site of the twin towers attack. For the record,

the FBI has 36,000 employees
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Astatement was issued in London explaining
the New York liaison: 'In aclimate of intense
pressure lrom the UK Government, Ihe
Guardian decided to bring in a US parlner 10
work on the GCHQ documents provided by
EdwardSnowden. We are working in partner­
ship with the NYT and olhers to conlinue
reporting these stories '.

Guardian editor Alan Rusbridger has already
advised intelligence contact officials that
copies at destroyed material had beensent
abroad and outside British jurisdiction.

UNDER SURVE tLL!!!AN!.~C~E__01

E
yeSpy sources say Miranda 's move­
mentsinEuropehavebeenunder
observance by BritishIntelligence, and it

was not surprising that astoptoquestionhim
was enabled. Whilst in London, Miranda had
his laptop computer, cell phoneanda number
of USBsticks and memorycardsseized. He
claims his personal passwords tovarious
social and mediawebsites were obtained.

Thecell phone data alone would be of
enormous use tothose officers charged with
assessingdamagecaused by Snowdento
GCHO. Snowden had claimed the organisation
is a "bigger menace" than the NSA and leaked
details of its secret TEMPORA web-search
programme.

Items removed by the authorities should have
been returnedto Miranda in seven days. Yet

hechose to file a legal challenge in abid to
prevent officials copying, researchingor
sharing any at the material - this as he
challenged thelegality of being stopped on
terrorism charges under Schedule 7. However,
thesensitive nature of the material andthe fact
that national security was at risk, meant
investigators could continue to examine the
data. Henceforth it is likely the computer and
theother electronic deviceswill havebeen
hastily forwarded to police, MI5 or GCHO
electronic forensicspecialists.

Some of the Prismprocedures would definitely
be of interest toterrorist gro ups- hence the
Act under which Miranda was stopped
(suspicion). There is noquestionwhatsoever
that the police believedhewas directly
involved interrorism, but by definition, there
was suspicionthat the electronic platforms he
carried held highly classified security informa­
tion. Thefact that they were being moved in
and out of the UKdidnot help his case.

TheUK's Deputy National Security Advisor for
Intelligence, Security andResilience Oliver
Robbinsin awritten statement said: 'The
information thusaccessed includes misap­
propriated classified material... [itJ was highly
likely to describe techniques which have been
crucial in life-saving counter-terrorist opera­
tions and other intelligence activities. A
particular concern for HMG is the possibility
that the identity ofa UK intelligence otticer
might be reveafed. It is known that contained
in the material is personaf information that
would allow staff to be identilied, including
those deployed overseas. Real damage has
already been done to UK national security by
media revelations resulting from the leaked
material '.

It has subsequently been acknowledged that
MI6 has chosento move, relocateand
withdraw some of its officers andagents who

Continued onpage 58
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Eye Spy sees little sense in the crushing
of the hard drives as several intact
copies and the original file still exist.
These are held in Russia, Hong Kong,
Brazil and Germany. The Guardian will
presumably draw its information from
America and Brazil where journalists are
protected by the First Amendment which
guarantees free speech.

return or destroy all the NSA files given
to the newspaper.

On 20 July 2013, after legal action was
threatened, the media house agreed to
destroy two
hard drives
using angle
grinders in the
presence of IT
experts from
GCHQ. The
remnants were Sir Jeremy Heywood
not removed.
Rusbridger said he would "rather
destroy the copied fil es than hand them
back to the NSA or GCHQ."

IT SPECIALISTS

Guardian
editor Alan
Rusbridger
disclosed
that the
order came
directly from
10 Downing
Street. A
request was
made toAlan Rusbridger

[ll'ffiID I
I

Similarly, it has emerged that cabinet
secretary Sir Jeremy Heywood initially
contacted the newspaper to destroy the
files as they would pose a "serious
threat to national security should they
fall into the wrong hands."

n another quite extraordinary
incident, the Guardian newspaper
has acknowledged that two manag­
ers from GCHQ visited its london
King 's Cross offices. The officers

took photographs and notes as two hard
drives containing information stolen by
Edward Snowden were crushed.

President
Dilma

Rcusaeft

Following the television broadcast,
Thomas Shannon, America's Ambassador
to Brazil was summoned to explain the
intercepts. Shannon mel with Brazilian
Foreign Minister l.uiz Alberto Figueiredo.
Both men declined to comment after the
meeting ,

The alleged NSA
papers appear to
show transcripts
of communica­
tions made by
Brazil's President
Dilma Roussell
and Mexican
President Enrique
Pena Nieto. A
further file alleges
his e-mails were being read in 2012,

Brazil Quizzes US
Ambassador over
New Spy Claims

Brazil-based journalist Glenn Greenwald
recently appeared on television 'armed'
with a fresh set of US intelligence docu­
ments provided lor by Edward Snowden,
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A petition has
been posted on

the White
House website

calling for
Edward

Snowden to be
pardoned

As for US involvement in Ihe Miranda deten­
tion, there is nolhing to suggest any control.
However, incases so complex and difficult as
Snowden's, especially because heis beyond
the reach of Langley or Vauxhall Cross,
agencies will naturally focuson hiscontacts,
associates, friends and family. That list wi ll be
enlargedif necessaryand this is why Miranda
was targeted. Greenwald and Snowdenboth
recognise security is paramount, thusone
must return to the question why Miranda was
allowed tocarry itemswhich would naturally
interest agencies such as the CIA.

and whistleblowers coming tothe fore , the US
hasmoved quickly todenounce those
involved. Case trials whichthirty years ago
may not have involvedtheword 'espionage ',
are noweven more common, and Edward
Snowden is being painted as aspy.

& - -- - --"- - - --- - "--- -----

-WE~ ..----- - ~_-::: =--- ..- ~ -~
PEOPLE '0_0 _.""''':- :::=.._.~- -- - _.- - --

•

----
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After returning to Rio de Janeiro, Miranda said
hewas questionedby "sixaqents" who asked
about his life. Whilsf no intelligence agency
has been identified in the questioning of the
Brazil ian, it seems implausible MIS was not
involved.

havecited the fact that under Schedule 7, a
personcanbe held for upto nine hours without
asolicitor, EyeSpy was told Miranda was
offered one and alegal representative
attended.

T
heSnowden affair has undoubtedly
exposed some 01the NSlis most
important surveillance platforms, and

withan increasingnumberof intelligence leaks

As for the material hewas carrying when he
was stopped, Miranda gave this response:
"Lauraand Glennare bothjournalists and I
trust them. It neveroccurredto me that
anything I would be carrying was material for
terrorists." He is missing thepoint in that he
was stopped for carrying material that could
have proven useful to terrorists or an enemy
slate.

I- CIA MONITORING ...

--
/ I !

-

The documents removed from the person of David
Miranda and thus accessed by British security

otticials, have already led to the withdrawal of some
MI6 otticers and agents from overseas posts

are most at risk of exposure because of the
security breach.

TRANSIT ROUTE

Civil liberty groups called the detention
unlawtul and unjustified, but New Scotland
Yard said its actions were "legal and
procedurally sound." And thoughmany critics

Glenn Greenwalddenounced the operation to
hold Miranda, saying it was a"profoundattack
on press freedom and news gathering. M He
accused counter terrorism officers of "intimi­
dation" of those reportingonthe actions of
NSA and GCHQ, and said the actions of the
UK "pose aserious threat to journalists
everywhere."

W
hat puzzles manyin the intelligence
world is why Miranda, Greenwald,
Snowden and the Guardian did not

see this coming. After all , he could have used
anyone of several countries to return to Brazil.
His stop in London suggests he had ameeting
planned before returning to SouthAmerica.
Some intelligence watchers believethat his
return to Londonconcerned much more than
information on Prism alone.
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Hong Kong: Snowden supporters outside the US Consulate building

Snowden has surrounded himself with aplethora of
powerful media, political, legal and civil rights' people

z
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Snowdenisalso exposinganumberof secret
intelligence elements previously unheardof.

affair and collectiongathering efforts in
Canada, Australiaand New Zealand are all at
risk.

Snowden has released files on
America's intelligence bUdget

For example, asecret NSAelement known as
the 'TailoredAccess Operations Group'. The
TAOGreportedly securedelectronic access
and 'delivered' 'implants' intovarious devices
which helped track downterror leader Osama
bin-laden. Alsorevealed aNational secon­
naissance Office (NRO) chainot spy satell ites
that we re usedto guide USNavy SEALs into
bin-laden'scompound, andasecret Defense
Intell igenceAgency (DlA) stationwhich held
his ONA. This meant once hewas killed,
identification could beconfirmedin hours.

This type of sensitive intelligencewas leaked
in abatch disclosingthe staggering amount of
money designated for the USIntelligence
Community (USIC) for the2013 fiscal 'black
budget'. Graphs andpie charts showtheNSA
receivedalmost $11 billion, whilethe CIA got

>-

Video conference - Julian Assange
appears at the Convention Camp in
Hannover, Germany. Assange says
Edward Snowden is a "hero." His

former associate Sarah Harrison is
assisting Snowden

BLACK BUDGETS

And whilst thereisno suggestionwhatsoever
the detentionrequest came from Washington,
there is no question material removedfrom
Miranda's electronic deviceswill be shared
with and assessed by the FBI, NSA and CIA as
well as M15, GCHQ andM16.

E
yeSpy understands that with in thefiles,
aplethoraof other informationexists ,
includingcontact names andfuture

projects. Snowden's espionage it seems is not
just focusedonPrismanditsassociated
prog rammes. Stories concern ingBritish
MiddleEast cabletaps and commentary on
America's view of Israeli Intelligence have
causedturther embarrassment. Other
members ot the 'Five Eyes' community (see
EyeSpy B6 and87) arebeing drawn into the

EyeSpy has little doubt others attachedto the
Prism Surveillance caseare beingmonitored,
if not inperson, then certainly insome form of
electronic fashion. Travel schedules, contact,
meetings, conversations andcorrespondence
will all bemonitored. Miranda will not be the
only 'thirdparty' involved.

Snowden wouldalsohavewarnedthose
involvedin the carrying, writingandpublishing
of thestolenfiles that there is risk. His CIA
background, and knowledgeof covert security
procedures should have been suff icient to
warn Miranda that incidents likethat which
occurredat Heathrowwouldhappen.

TheHomeOfficedid alert its UScounterpart
that Miranda's namewas on a fly list from
Beninto Heathrow. Thiswas confirmed by
John Earnest. Wh iteHousePress Secretary.
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Thenext few months will bea traumaUc time
for many in the intelligence community as
Snowden continues to 'drip feed ' classified
material. His latest offering purports to show a
GCHO spying operation on atelecoms
company in Belgian.

However, this will not impact uponGreenwald or
Miranda. Edward Snowden himself should have
realisedthat the moment he made contact with
the reporter inHong Kong and passed over thaI

Inacouple of sentences the dynamics of why
Greenwald became involved in the Snowden
affair changed. Suddenly this is no longer about
the NSA's Prism surveillance programmes and
the rights and wrongs of interception, this is
about himand his partner.

Thisdoes not bode well for Edward Snowden, as
Greenwald has now let his personal feelings
creep into the case.

Speaking in Portuguese, Greenwald said: -I will
publish many more documents than before... I
will publish many more things on Britain as well.
I have many documents on Britain's spying
system. Now my focus will be that they will
regret what they have done.' (SIC]

EDITORIAL COMMENT
Snowden's Position Weakened by

Glenn Greenwald Stance

F
ollowingthedetention of his partner,
journalist Glenn Greenwald issued a
statement that revealed further the

dangers of Snowden's actions. Speaking from
his homein Brazil, the Guardian journalist said
he would start publishingmaterial with more
"frequency" and ' fervour ~ Headdedthat he
wouldbemore ~aggressive than ever" with his
reporting.

Matt Damon in Haiti with
members of a UN

Stabilisation Mission

Senator John McCain (tar lett) believes
many young Americans compare Edward
Snowden to the character played by Matt

Damon in the spy thriller The Bourne
Ultimatum. In the picture CIA agent - Jason
Bourne. meets With a Guardian JOurnalist In
London in an snort to Impart information,

Central to the theme is a secret
programme called Treadstone

Perhaps even
morepowerful
isAmericanfi lm

-- maker Laura
Poitras, who
along with
Guardian
journalist Glenn
Greenwald. is
said to have the

Sarah Harrison complete
archive of NSA documents provided for by
Snowden. In Russia, Snowden is conveniently
represented by Anatoly Kucherena. Heis head
of the Interior Ministry's Public Council and a
member at theFSB's Public Council.

BUILDING AMEDIASHIELD

S
nowden, who can remain in Russia
legally for up to ayear, has surrounded
himself with aplethoraof powerful

media, political, legal and civil rights' people.
Amongst his inner circle is Sarah Harrison
who accompanied him from Hong Kong to
Moscow. Anassociateof JulianAssange, she
is currently working with thelegal team of the
whistleblowing web site WikiLeaks headed by
former Spanish judge Baltasar Garzon - heof
course represents Assange.

just under $15 billion. In total theenbre USIC
received around $53 billion.

TREADSTONE, BOURNE AND THE GUARDIAN
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NEW EYE SPY APPOINTMENT
GREECE AND BALKANS EDITORIAL
Eye Spy Intelligence Magazine is pleased to announce the appointment

of John M. Nomikos as its Greece and Balkans associate editor

•

LlNKS:,....- - - - ....,
www.rieas.gr

the Journal for Intelligence,
Propaganda and Security Studies
(JIPSS) and Editorial Board of the
Journal of Military and Strategic
Affairs.

RIE
•••• •

• •• •• • •

Spain, Germany, Bulgaria, and
Israel) andcompleted successfully
atwo year (2009-2011) European
Union-FP7 research project titled:
'SAFECOMMS on Counter­
terrorism Crisis Communication
Strategies for Recovery and
Continuity'. Heis amember of the
Editorial Advisory Board for
the International Journal of
IntelligenceandCounterintell igence
(IJ IC); Editorial Advisory Board for
the Spanish Journal of Intelligence
Studies (Inteligencia YSeguridad:
Revista De Analisis Y
Prospectiva); International Editorial
Board of the Bulgarian Military
History Journal (Voenen
Zhurnal) ; Editorial Board of
the EuropeanJournal of Intelligence
Studies (EJ IS); Editorial Board of

John M. Nomikos directed the
Greek teamin aconsortiumof five
countries (Northern Ireland-UK,

J
ohn Nomikos (PhD) is the
Director at the Research
Institutefor European and

American Studies (RIEAS) based in
Athens, Greece. He is also the
Chairman of theMediterranean
Council for Intelligence Studies
(MCIS), Chairman of the European
Intelligence Academy (EIA)
and foundingeditor of the Journal
of Mediterranean and Balkan
Intelligence (JMBI). He specialises
in transatlantic intelligence studies,
intelligence reform, and
national security architecture . He
has performed research and
studied in various research
institutions in the USA, UK, Norway,
Finland, Germany and Israel. John
is a Certified Master Antiterrorism
Specialist (CMASj by the
Antiterrorism Accreditation Board
(ATAB) in USA.

first USBstick, his life would be
affectedby the actions of others .

Onewould have expected, however,
characters likeJulian Assangeto
havewarned himabout physical
interception.

As for why Mirandawas physically
moving informationfromcountry to
country, this was simply a security
measureto guard against electronic
interception.

Any opportunity of avoiding being
charged under the USEspionage
Act has almost certainly evaporated
by Greenwald 's bitter responseto
the inevitable action of the UK's
security services.

WORLDWIDE

ALWAVS
BE READY.5.11 [:~

TRIED AND lfSTED BYi~ .........
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Widely reviewed upon itsoriginal
publication in2000, this edition
includes a new preface by theauthor
recalling the complexity of writing the
book and its impact on publication.
Paperback 488pp

Available from Eye Spy Rei: ES/1498
UK E22.50 USA 530.00 ROW £24.50

JOHN F. KENNEDY: The Lite, Ihe
Presidency, the Assassination

the New York Times, The CUltural Cold
War presents shocking evidence of the
CIA's undercover programme of
cultural interventions inWestern
Europe and at home. This fascinating
bookdraws together declassified
documents and exclusive interviews to
expose the CIA's astonishing
campaign to deploy the likes of
HannahArendt, Isaiah Berlin, l eonard
Bernstein, Robert Lowell, George
Orwell, and Jackson Pollock as
weapons in theCold War.

D
espitebeing President for only
1,036 days, John F. Kennedy
remains arguably the most

popular leader in American history. His
presidency witnessed the Bay of Pigs
invasion, theCuban Missile Crisis, the

O
n 11 September 1999, The
Times newspaper carried the
front page article 'Revealed:

the quiet woman who betrayed Britain

ALL PRICES INCLUDE POSTAGE (AIR) AN D PACKING

Til lilli' Tll'''U'' un.n unus

Described as "themost comprehen­
sive account yet of the (CIA's)
activities between 1947 and 196r by

Based on the
exclusive
cooperation of
eyewitnesses and
confidential
sources within
the intell igence, ..
diplomatic, and
military Sean Smith
communities,
Fred Burton and Samuel M. Katz
reveal for the first time the terrifying
twelve-hour ordeal confronted by the
staffers and theCIA security special­
ists who racedto rescuethem.

THE CULTURAL COLO WAR:
The CIA andthe World 01 Arts and
Letters

Morethan just the minute-by-minute
narrative of adesperate last stand in
the midst of an anarchic rebellion.
Under Fire is an inspiring testament to
the bravery and selflessness of the
men and women who put their country
first while serving in one of the most
dangerous regions in the world.
Hardback320pp

Available from Eye Spy Ref: ES/1497
UK £22.00 USA 532.00 ROW £24.50

D
uringthe Cold War, freedom of
expression was vaunted as
liberal democracy's most

cherished possesson - but such
freedom was put in service of a
hidden agenda. In The Cultural Cold
War, Frances Stonor Saunders reveals
the extraordinary efforts of asecret
campaign in which some of themost
vocal exponents of intellectual
freedom in theWest were working for
or subsidised by the CIA - whether
they knew it or not.

Former US Navy SEAL Glen
Doherty died in the attack

along with three colleagues

After thefall of libyan leader Colonel
Gadaffi, Benghazi was transformed
into a hotbed of fundamentalist fervour
and aden of spies for thenorthern
half of theAfrican continent. Moreover,
it becamethe centre of gravity for
terrorist groups strategically situated
in theviolent whirlwinds of the Arab
Spring. On theeleventh anniversary of
the 9/11 attacks against the United
States, a group of heavily armed
Islamic terrorists had their sights set
on the USdiplomatic and intelligence
presence in thecity.

Officer, Sean Smith, and two former
Navy SEAls, TyroneWoods and Glen
Doherty, who wereworking for the
Central IntelligenceAgency.

UNDER FIRE: The Unlold Siory 01
the AUack in Benghazi

On the night of 11 September 2012,
the Americandiplomatic mission in
Benghazi, libya, came under
ferocious attack by a heavily armed
group of Islamic terrorists. The
prolonged tiretiqht, and the attack
hours later on a nearby CIA outpost,
resulted in thedeaths of four
Americans, including Ambassador
Christopher Stevens, the Information

T
he explosive inside account of
the attack against the US
diplomatic and inte11igence

outposts in Benghazi , Libya.
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Signallers and cryptographers in the
Admiralty's famous Room40 paved
theway for thecodebreakers of
Bletchley Park in the Second World
War. In theensuing war years the
world battled against awebof signals
intelligence that gave birth to ENIGMA
and ULTRA, and saw agents from
Britain, France, Germany, Russia,
Americaand Japan raceto outwit
each other throughinfinitely complex
codes.

• First timethat thehistory and
development of Signals Intelligence
(SIGINT) has beenexploredfromthe
First World War to theSecond in detail
• Explores how Churchill's experience
of signals in WWl's Room 40 inspired
the creation of Bletchley Park in WWII
• Aglobal war of signals is laidbare
throughoriginal interviews with
German interceptors, British
codebreakers , USand Russian
cryptographers. Hardback 256pp

Availab le from Eye Spy Ref: ES/1502
UK £22.99 USA $35.00 ROW £22.99

For the first time, the secret history of
global signals intelligence in the world
wars is revealed.

63

S
inceJanuary 2004, the
violence in the southern
provinces in Thailand has

claimedmorethan4,600 lives. The
violence has also adversely affected
the local economy and quality of life in
the southern provinces. Theatmos­
phereof fear and intimidation is
dividing the society on religious lines
with growing apprehensionthat what
began as aseparatist nationalist
conflict might well end up as a clash
between Buddhism and Islam. There is
also astrong potential for the Muslim

Beforethe conclusion of thewar,
Churchill had drawn up plans to invade
the new Soviet Empireand reclaim
East Germany and Poland from the
USSRby force. His plans included the
highly controversial use of Nazi forces,
andthe development of the atomic
bomb raised thespectreof a
cataclysmic Third World War.
Operation Unthinkable ra ises the
crucial question, could the invasion
havesucceeded?

• Reveals the nasnpotnts in Europe
that would havetriggeredthe conflict.
• Exposesthe bitter rivalrybetween
US and British commanders and
politicians.
• Explores how US, Polish and
German forces could have smashed
through the new 'iron curtain'.
• Details the horrors that could have
enputted the Allies, as they were
trapped in theRussian winter.
Hardback 192pp

Available from Eye Spy ReI: E5/1501
UK £20 .00 USA $35.00 ROW £22.00

C
ommunicating in thechaos of
war is complicated, but vital.
Signals intelligencemakes it

possible. In theFirst WorldWar, avast
network of signals rapidly expanded
across the globe, spawning a new
breed of spies and intelligence
operatives to code, de-codeand
analyse thousands of messages.

g+9+9iSePzzl +qjbllg9SgQ==

OPERATION UNTHINKABLE: The
first study 01 Churchill's proposed
invasion of the Soviet Union

Jonathan Walker
The History Press

Available from Eye Spy Ref: ES/1499
UK £35.00 USA $60 .00 ROW £40.00

Union 's bomb coincided with the
onset of the Cold War, and threatened
humankind with extinction. Melita
Norwood was amember of one of
those communist spy networks in
America and Britain, whoby guaran­
teeingthose weapons of mass
destructionthrew downa challenge to
America as sale superpower in the
post-SecondWorld War era. This
fascinating book sets her in the
context of thetimes, and uses her as a
prismand focus through which to
investigate the wholemilieu. Paper­
back 232pp

Available from Eye Spy Ref: ES/1500
UK £18.00 USA $30.00 ROW £22.00

before closing with an assessment of
Kennedy's legacy. Published to
commemorate the50th anniversary of
Kennedy's assassination in November
1963, this book provides a unique
look at the35th President of the United
States through its inclusion of 170
illustrations and 15 engaging
removable facsimiledocuments.

EDITOR'S NOTE: Asuperb collectors
item- boxed.

A
stheSecondWorld War
entered its final stages, the
world drew a unanimous sigh

of relief as the horrors of war
diminished. Berlin fell to the might of
the Soviet military in the East as
French, British and Americanforces
demolishedthe Nazi army along the
Western Front.

for 40 years. The spy who camein
from theCo-Gp'. Melita Norwood, the
last of the atomic spies, had finally
been runto ground, but at 87 she was
deemed too oldto prosecute. Her
crime: the shortening of the Soviet
Union's atomic bomb project by upto
fiveyears. At atime whentheworld
faces fresh dilemmas causedby the
proliferation of nuclear weapons, this
is the remarkablestory of amuch
earlier drama. After theatomic bomb
strikes on Hiroshima andNagasaki in
August 1945, Britishand American
intel ligence estimated theearliest date
for the production of a Soviet bombto
be1953. In fact, the Soviet Union
went nuclear in 1948, and tested an
atomic bomb in 1949. TheSoviet

development of counterinsurgency in
theVietnam War, key moments in the
history of Civil Rights, and the
beginning of thespace race. As well
as examining these events in detail,
John F. Kennedy - The ute, the
Presidency, theAssassination
explores his acts of heroism during
World War II, his work in Congress
and the Senate, andthe controversial
1960 election. It also reveals
Kennedy's fascinating private life ­
from the turbulent relations of the
Kennedy family, to his marriageto
JacquelineBouvier and their family -
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As Walker details the intricacies of the
war that never was, he does not fail to
convince just how close the world
came to Armageddon. For the first

----------------------------, time, thetruly unthinkable operation
comes to light in this thrilling and
ground-breaking account.



Available from Eye Spy ReI: ES/1506
UK £19.99 USA $32.00 ROW £22.00

Bhoot's upcomingvisit to a secret
underground nuclear weapons facility
in Iran- inonly afew days. But just as
Pierson's informant is about to give
her the location, they'reambushed by
an expert sniper. Pierson narrowly
escapes. Her asset: dead.
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Bruce Bechtol , Jr. contends that Kim
Jong-il's regime (1994-2011)
exacerbated the threats that North
Koreaposed, and still poses, to the
world. Bechtol explains how North
Koreapresents important challenges
on five key fronts : its evolving

With rapid-cut shifts from European
capitals to Washington to the Near
East, andwith the insider detail that
only aformer spy could provide,
Blowback marks theexplosive
beginning of the hunt for Bhoot, the
villain whomVanessaPierson devotes
her life to captu ring . dead or alive.
Hardback 336pp

• " ' UII " " 110 <Ill ' ,-
---.. j ,

N
orthKorea has remained a
thorn in theside of the United
States ever since its creation in

the aftermathof theKorean conflict of
1950-1 953. Crafting aforeign policy
that effectively deals with North Korea,
while still ensuring stability and
security on theKorean Peninsula and
in Northeast Asiaas awhole - has
proved very challenging for succes­
sive American administrations. In the
wake of ruler KimJong-iI's death in
December 2011, analysts and
poncymaeerscontinue to speculate
about the effect his last years as
leader will have on the future of North
Korea.

8LOW8ACK (novel)

Available from Eye Spy ReI: ES/1505
UK £25.00 USA $33.00 ROW £38.00

Sutick reveals six fundamental
elements of espionage in these
stories: the motivations that drove
them to spy; their access andthe
secrets they betrayed; their tradecratt,
l.e ., thetechniques of concealing their
espionage; their exposure; their
punishment; and, finally, the damage
they inflicted on America's national
security. Hardback 320pp

through these stories - some familiar,
others muchless well known- the
common threads in the spy cases and
the evolutionof American attitudes
toward espionage since the onset of
the Cold War. After highlightingthe
accounts of many who have spied for
traditional adversaries such as
Russian andChinese intelligence
services, Sullck shows how spy
hunters today confront afar broader
spectrum of threats not only from
hostile states but also sub-state
groups, including those conducting
cyber espionage.

Valerie Plame - CIA otticer euted in
2002 and forced to resign

C
overt CIA ops off icer Vanessa
Piersonis finally close to
capturing the world's most

dangerous international nuclear arms
dealer: Bhoot alias the ghost. Oneof
her assets has information about

Fromday one, thetruth behind JFK's
assassination has been mired in
controversy and dispute. TheWarren
Commission, established just seven
days after Kennedy's death, delved
into the who, what when and where of
the tragedy, and over the course of the
following year compiled an B8g-page
report that arrived at the now widely
contested conclusion: Lee Harvey
Oswald was the sale assassin.

anniversary of one of the most
traumatic events in modern American
history, the assassinationof President
John F. Kennedy.

By the end, the book provides
convincing analysis that existing
evidence rules out the possibility that
JFK was killed by aloneassassin.
Fifty years after this epic American
tragedy, there's still a gunman on the
loose. Hardback 375pp

Available from Eye Spy Ref: ES/1 504
UK £33.99 USA $32.00 ROW £36.99

In Who Really Killed Kennedy?, NO.1
New York Times bestselling author
Jerome R. Corsi, Ph.D., provides
readers with the ultimate JFK
assassination theory book. One-by­
one, each chapter examines the
strongest arguments regarding the
killing of JFK, including theories
surroundingthe mob. the CIA, Cuban
radicals, LBJ, right-wing extremists
and more.

M
ichael Sulick, former head of
the CIA's clandestine service,
presents the stunning

histories of morethanforty Americans
who spied against their country during
the past six decades. Sullck illustrates

insurgency in southern Thailand to get
sucked into the global jihad.

Gunaratna and Acharya provide a
short history of the conflict, which
dates at least to the early 1900s, as
well as an analysis of factors
contributingto themost recent
escalation of violence in 2004. The
authors shed light on the causes of
the Southern Thai confl ict and
examine its potential to spreadfrom
Thailand to neighbouring countries
such as Malaysia, Singapore, the
Philippines, and Indonesia. Astrong
potential also exists for this predomi­
nantly localised conflict to get
absorbed intotheglobal jihad. In
addition to analysingthe insurgents'
capabilities and opportunities, the
authors provide acritique of govern­
ment policies and make astute
suggestions for resolvingthe conflict.
Hardback 286pp

Available from Eye Spy Ref: ES/1503
UK £21 .99 USA $34.00 ROW £23.99

A
lmost nothing gives riseto
more national intrigue than the
murder of an American

president. And on 22 November 2013,
the nation will experience the 50th
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refugeemade
thebook less
popular, it was
nonetheless
filmed in1944
as Hotel
Reserve with
James Mason
as Vadassy.
Today it remains
a powerful
psychological
thri ller.

Available from www.loliosociety.com

Introducedby
former MI5Director-General Stella
Rimington. Illustratedby Paul Blow.
Bound in cloth. Blocked witha design
by Paul Blow. Hardback - beautifully
printed, set and boxed 240pp

suspicionof being aspy. accused of
photographing asecret naval base.
Thediscovery that his camera has
been switched is no guaranteeof
freedom; in order to escape imprison­
ment, he must find out which of his
fellow guests at the Hotel dela
Reserveis the true spy.

In this masterly 1938 novel, Eric
Ambler takes ahapless everyman and
plunges him into a mission that is both
understated andbelievable. There are
no car chases, bombs or gunfights,
yet Ambler is capable of buildlnq
scenes to apoint of almost unbearable
tension, as whenVadassy breaks into
asuspect's bedroom. Acasualty of
the upheavals of the 20th century,
Vadassy is a refugee who lives in fear
of being deported. ThoughAmbler
believed that castinghis hero as a

EPITAPH FOR A SPY (novel)

J
osef Vadassy, aHungarian
refugeeand language teacher,
has savedupenough money to

takeashort holiday, his first in five
years, at a small hotel on the Cote
d'Azur. When hebrings his photo­
graphs to bedeveloped by a local
chemist, hefinds himself arrested on

conventional military threat, its
strategy in theNorthern limit line
(NLL) area, its nuclear capabilities, its
support for terrorism, and its handling
of the succession process.

Bechtol's analysis clears upthe
persistent mystery of how Kim Jonq­
irs dysfunctional government in its
final years was able to persist in
power whileboth presenting agrave
danger to its neighbours and setting
the stagefor thecurrent government.
This work addresses issues important
for poucymakers and academics who
must deal with thoseinpower inNorth
Korea. Hardback 245pp

Available from Eye Spy Ref: ES/1507
UK £22.50 USA $35 .00 ROW £24.50

T
his fascinatingbook tells the
remarkablestory of Noel Field,
a Soviet agent in the US State

Department in the mc-tsans. Lured
to Prague in May 1949, he was
kidnapped and handed over to the
Hungarian secret police. Tortured by
them and interrogated too by their

Soviet superiors, Field's forced
'confessions' weremanipulated by
Stalin and his East European satraps
to launch adevastating series of
show-trials that ledto theimprison­
ment and judicial murder of numerous
Czechoslovak, German, Polish and
Hungarian party members. Yet there
were other events in his very strange
career that could give rise tothe
suspicion that Field was an American
spy who had infiltratedthe Communist
movement at the behest of Allen
Dulles, thewartime OSS chief in
Switzerland who later headedtheCIA.

Never tried, Field and his wifewere
imprisoned in Budapest unti l 1954,
thengranted political asylum in
Hungary, wherethey lived out their
sterile last years .

Thebook sheds freshlight upon
Soviet espionage in the United States
and Field's relationshipwithHede
Massing, Ignace Reiss and Walter
Krivitsky. It also reassesses how the
increasingly anti-Semitic East
European show-trials were staged and
dissects the 'lessons' which Stalin
sought to convey throughthem.
Hardback320pp

Available from Eye Spy ReI: ES/1508
UK £28.75 USA$48.00 ROW£30.00

ISRAE~S CLANDESTINE
DIPLOMACIES

F
or over sixty years the state of
Israel has proved adept at
practising clandestine diplomacy

• about which little is known, as one
might expect. These hitherto
undisclosed episodes in Israel's
diplomatic history are revealed for the

first time by thecontributors to this
volume, who explore how relations
based upon patronageand personal
friendships, as well as ties born from
kinshipand realpolitik both informed
the creation of the state and later
defined Israel's relations witha host of
actors, both state and non-state.

The authors focus ontheextent to
which Israel's clandestine diplomacies
have indeed been regarded as purely
functional and sub-ordinateto arealist
quest for security. They also discuss
whether clandestine diplomacy has
been more effective in securing Israeli
objectives thanreliance upon more
formal diplomatic ties constrained by
inter-national legal obligations and
how this often complex and at times
contradictory matrixof clandestine
relationships continues to influence
perceptions of Israel's foreignpolicy.
Hardback 320pp

Available from Eye Spy Ref: ES/1509
UK £45.00 USA $55 ROW £48.00

TOP SECRET: Images from the
Stasi Archives

A
lmost 300,000 peopleworked
for theSTASI, theEast German
secret ponce- per capita, far

more than are or were employed by
agencies such astheCIAor the Soviet
Union's KGB. Morethan 50 years after
the BerlinWall was erected, German
photographer SimonMenner
unearthed an extraordinary cache of
photographs in theSTASI archives that
document theagency's surveillance
work. These state-approved photo­
graphs show officers and employees
posing in professional uniforms.
wearingunconvincingfake beards and
moustaches, or signallingto each
other with their hands. Once top
secret, and now preposterous, these
images are both comical and sinister.
Until now, nobody has attempted a
visual study of the activities of the
State Security. For Simon Menner. the
undertaking is more suited to artists
and philosophers thanto historians.
Sollback128pp
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MECHANICAL TO DIGITAL
Communications expert PAUL

BEAUMONT provides an historical
insight into operations and methods
used by both the intelligence world
and private operators to intercept
communications and eavesdrop

for data intercept. This is apparently being
manufactured in New Zealand if the 'inside
data' madepublic by Snowden is accurate.

ALONG HISTORY OF BUGS

T
heculture of interception and eavesdrop­
ping on communications is anything but
new. In themid-1 970s, amajor UK

policeoperationcode-namedJULIE, relied
heavily on the then state-ot-the-art equipment
to listen to conversations in target premises,
as well as intercept telephone calls . The
electronic digital telephonesystem we rely on
today was in its infancy. In 1979, there was
just one fully working electronic exchange,
developed by the Post Office it was known as
SystemX. Its prototypefinished development
in 1968 andwas trialled secretly in a London
exchange. As for JULIEand similar covert MiS
endeavours , they targeted noisy and power­
hungry electromechanical exchanges built

}i-

'For five years we bugged and burgled our way across
London at the State's behest, while pompous bowler

hatted civil servants in Whitehall pretended to look the
other way'. Peter Wright - senior MI5 officer

An interesting fact that has emerged is the
type of equipment used to probetheInternet

he errant NSAtechnician
Edward Snowdenwho
exposed certainactivities in
the US, UKand elsewhere in
June 2013, has opened a
veritable 'Pandora's Box' of

who is doingwhat to whomand how.
Generally, media reports havebeen critical of
the activities of the NSAand Britain's GCHO.
Theinternational press too has stated that
interceptionat data fromthe Internet using
probes andother techniques is 'underhand'. In
Germany, the media has maderepresentation
concerning the possible intercept of its data
by GCHOand NSlis targetingat theEUstates.
Iro nically, it makes noreferenceto Germany's
own Intelligenceagency, the BNO, which is
funded to the tuneof £100 mi ll ion enabling it
toperform similar operations.
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THE ABC TRtAL, GCHQ AND T1NKERBELL

The first electromechanical stepping
switch telephone exchange system was

invented by Almon Brown Strowger in
1888 (right) Above A Strowger

exchange in London

telephone. It affectseveryone fromindividuals, tobusinessesto
governments. Indeed, American politicswrestledwith the issueof
wiretapping after the Democratic Party 's headquarters inWashington
DCwere bugged in1972. Court cases ensued and the production of
the President'sownwiretapevidence concerning'slushfunds' monies
and nocturnal burglarieswererevealed. Better known asthe Watergate
Affair, thespying operation ultimately led to the downtall and resigna­
tionof President Richard Nixon.

I
t wasanexamination of a
systemused in 1976, as
related by ex-signals

operator John Berry to two
young investigative journalists
- Duncan Campbell and Crispin
Aubrey, which ultimately
exposedtheexistence of
GCHQ. Two highprofile
secrecy trials followedin
1978. Collectively calledthe
ABCTrial (Aubrey, Berry and
Campbell) , which probably
cost more thanit ever
recoupedinfines, resultedina
splendidrecount in themost Duncan Campbell
notable intelligence book
Who 's Watching You written by the late CrispinAUbrey.

Post Office
technical drawing
of a Uniselector

of an electro
magnetic system
that selects and

routes calls
through electro

mechanical
exchanges

o
D ,

Electronicbugging, eavesdroppingandinterceptionof communications
is aglobal issue that hasbeen around since theinventionof the

around the Strowgerswitchor Unise lector systems. Whateverthe
technologyan offic ial telephone tapcouldproceed after theissuingof a
warrant. Today, lawmakersstill view interception withdisdain andthe
likelihood of serving a jail term for illegal tapping is great.

Thesame situation exists regardingthe use of bugstocaptureaudio.
Whilst wireless devicesoffer some protection against beingcaught,
laws to combat trespass under theWireless Telegraphy Act are still in
place. However, the statute book has moved forward to compensate
andprotect newmethods of communication, despitethe threat being
minimal .

THE STROWGER SWITCH

t;:
~
'-'
'"'-'o
a:
co

@ "-----===== = = = -

68 g+9+9iSePzzl +qjbllg9SgQ== YE SPY INTE IGE NCE MAGAZ NE 720



TECHNICAL SURVEILLANCE
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l
in London, sucha facility was
situatedbetween therailway
tracks feeding Victoria Station and

the southside of Chelsea Barracks. It
sported atypical LTR address
(London Telecommunications
Region) but other than that looked a
little like anearby blocks of flats.
Inside, equipment operated by
special telephone engineers received
thetelephoneconversations of
targets, spies, diplomats, errant
union convenors, peace activists for
this or that, hardened criminal
elements and the politically suspect.

Telephone tapping and interception
fall under the tradecraft category of

Technical Surveillance

including embassies, private addresses and
business premises. Wright also included MI5
bugging methods and successes. Whilst
electronic bugs have changedby way of size
andconstructional techniques, the cunning
manner of their deployment and use has not.

MI5 AND SQUIRRELS

All theoperators hadtheir own seat
where atranscript was busily ~

T
oday, a digital telephone exchange
allows access to entry keys - atap can
easily beenabled. No oneexcept those

involved in the tapping or the issu ing of an
accompanying warrant would be aware an
intercept operation was engaged. During the
days of Peter Wright and the Strowger
Exchanges there were afew specially
'selected' telephone engineers called 'Squir­
rels' in the intelligence industry. These
operatives would enter theexchange nearest
to the target telephone, identify the target line ­
'jumper' aconnection toavacant line, known
in the trade as a 'spare pair', which in turn
would eventually arrive at the tappers'
equ ipment housed inachosen building.

THE SUNDAYTIMES

,l ,

starring as James Bond, appeared on the front
pages of several newspapers walkingthrough
London's Heathrow Airport on his return from
Americawith a copy under his arm.

Whenthe book arrived, a statement by Wright
ontheback cover caught my attention: 'For
live years we buggedand burgled our way
acrossLondon at the State 's behest, while
pompousbowler hatted civil servants in
Whitehall pretended to look the other way'. He
certainly made every attempt to detail targets,

The Sunday Times serialisedSpycatcher and
offered twelve copies as prizesfor those who
correclly answered 20 questionsonthe world
ot spies. I particularly wanted acopy and
short of asking my cousin in theUnited States
to sendmeone, 1entered the competition.
Luckily I was one of the winners, being
informed by post on19 August 1987!

P.O. !loll " •• VirJjnio S1reel. lOIIdoII E. 9BD Td.........: 01-411 4100 Tfta: 1d1J~

I _ ""11....00d to " ....u... tho• .,.,., .... <n! '" rho • ...1 V1l'roPn
'" th!> hto;fllY CIlXlU'O'teni.IJ bI;dl. , sw c..tdltt l:t.f _ Wn <trr- , thM
_ oUa.red in • ..-rt~ Tu- """'PliUon.

1 _ t<;doy "~l:'q tor .,.,.. _ to .. _ h ...... ""i h."l~
_ uu. thluld J. ",ttl .,.,., 111 • _ or ....

1_ .... tNot U>U _ viII .........__If ..J<Ir
obi• ..-tl:'q. "'J&in _ <><ng>:a'''l...u.n..

- _..'-~

However. it was
lormer MI5
Assistant
Director Peter
Wright who
really opened a
doorthat Her
Majesty's
Government
would rather
haveremained
shut - this as
heattempted to
supplement his
pension by
writing about

his activities in the Service following his
retirement in 1976. The government moved to
banSpycatcher belore it was published in
1987. Further action tollowed in an attempt to
stop all outlets, and a fascinated international
public from devouring its
incrediblecontent, but it was too
late. IntheUnited States and
Australiathe book rolled off the
presses and thanks to the 'expert
advertising ' inadvertently
provided by the British Govern­
ment and its legal campaign,
Spycatcher becamean immediate
best-seller abroad. EvenTimothy
Dalton, who was at thetime
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Ferrograph twin·reel tape recorder

pencilled, usually froma ferrograph tape
recorder. Thismachineautomatically stopped
and started as thelinevoltage dropped from
around 52 volts to around 9 volts as the
telephonehandset was picked up tor use.
Diall ing pulseswere also recorded meaning
thedialled number could betraced withease
by M15. Amongst those in the know, the
l ondonCentreandoperationwasappropri­
ately code-named 'Tinkerbell ' and located at
91 Ebury BridgeRoad. Thebuilding has long
goneand at course, thedigital revolution
meansintercept operations canbe performed
from elsewhere.
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Within the private sector an entire industry surrounding surveil lance, tapping and
bugging still exists. Double fronted shops, back street establishments and even
mail order spy shops are order of the day in what can only be described as a cut­
throat market. For the well-heeled, ready-made devices are available at eye water­
ing prices. For those adept at using a solderi ng iron simple-to-assemble kits are still
available. One would be surprised at the clarity and range of loday's miniature radio
transmitters. For the technically minded, these use tuned collector oscillator that
could be described as frequency modulated .

A UHF lelephone
socket bug and

it receiver. The
fJ) device can be
~ installed in sec-
@ onds and will

transmit all calls to
a receiver upto

300ft away

70

TRADECRAfT - DARK ARTS

A
private operator would havedifficultyin
performing suchatask without access
toanexchange. Yet therewasaneasy

and simple method to 'attack' atarget line.
Using an oscillator andpublic telephone to
place a1kHztoneonthe subscriber's
telephoneline, andthen pick up thelineat a
pavem ent cabinet using asensitive signal

YE SPY INTE IGENCE MAGAZ NE 720



resonance turns the entire networkinto a
rudimentary transmitter. It was goodenough
to hear conversations inthe room and
sometimes beyond. Frequenciesusedvaried
between 650 to 1500kHzfor thetechnique of
RFFlooding.

Allhough cell phones were still many years
away, Britain did havethe very select System
4 car phone produced by BritishTelecom. For
the buggist, thisconveniently operated on
mid-VHF bandfrequencies, around 161 MHz
andwas not encrypted. Avacant line lor
frequency] would send out aspecial tone to
vote for apossiblecall and the car unit's
frequencyagile receiver wouldhunt for this
'warbling' tone before locking onto it prior to a
call commencing. Any listener who salon that
busy tone would neverbe quitesure who he
would be intercepting, but to the professional
this was of little consequence giventhe limited
number of subscribers . Withrental as low as
£2 pounds aday andthe advantage of world
diall ing apossibility it was atempling offer,
withhiddendisadvantages, one beingcall
cost, Iheother Ihetotal insecurity of the
service.

T1NKERBELL AND CABMAN
MIS 's intercept centre and bugging
operation was code-named T1NKERBELL
located at 91 Ebury Bridge Road. Today
the address is a building site awaiting
devel opment. Simultaneous to thi s
endeavour, the Security Service also
developed a system designed to activate
a telephone without the need to enter the
premises by radiat ing the telephone with
a powerful radio beam. This project was
code-named CABMAN and probably
named as such after telephone CABinets,
though this cannot be verified.

Telephone cable junction cover placed
at strategic points to connect one large

cable to another. These housed
telephone lines joined for distribution.

MiS tradecraft name . 'Boxes'

In Part Two Paul Beaumont examines emerg­
ing communications systems that were
aUaeked by bolh professional operalors, Ihe
intelligenceservices and industrial spies

91 Ebury Bridge
Road , London

tracer, aprobe could detect the 1kHz tone.
Equipment cli pped to the line also allowed
conversation to be recorded.

Thetelephone unit itself could also be used as
abugging device- and it wasn't even
necessary to enter the premises. Attaching a
specially tuned radio frequency generator to
the phone and bringing the line and phone to

Typical pavement cabinet. In the days of Peter Wright, local lines were spliced to
connect with an exchange. Today's cabinets contain secure digital equipment

If theequipment was left operating inacabinet
it would require servicing. However, by
attaching aspecially adapted radio transmitter,
the buggist could remotely record, or listen to
the target phonefromthesafety of another
IDeation, tor exampleaparkedvehicle atew
hundred feet away. If the receiving site was
beyond line-of-site with the cabinet, thena
hiddenrepeater unitwas necessaryto relay
the information further. Littlewonder thenthat
MI5 in the days of Peter Wright, regularly
surveilled andcheckedpavement cabinets.

A 1924 switchboard - at the time
regarded as 'state-of-the-art'. Below:

a modern digital exchange
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515MI Deputy Director Marco
Mancini received a 10 year

prison term

What seems something of a
contradiction now, due to the
release of an important document
under the Freedomof Information
Act, is that save for a simple low-

President Giorgio Napolitano
set to grant former CIA

Station Chief pardon

that only lady, should he ever return
to Italy, will have to serve time
behind bars.

When details of the CIA:s extraordi­
nary rendition process leaked it

happily for those on the eastern
seaboard, the bombsdid not
detonate. All the important compo­
nents, including plutonium con­
tained within were recovered.

,,

he United States has
never hidden thefact
that in January 1961,
two Mk 38 hydrogen

bombs were accidentally dropped
over Goldsboro in North Carolina.
Both bombs. which carried
payloads of 4 megatons, or the
equivalent of four million tons of
TNT. fell tromthe aircratt. a852
bomber based at Seymour Johnson
AFB, after it started to
brake-up in mid-air.
Incredibly the devices
acted in an identical
fashion had they been
dropped in anger. A
parachuteattachedto
the bombs was
deployed engaging a
trigger mechanism,

Meanwhi le, Italian police had
secured an International Arrest
Warrant for his arrest. And then for
whatever reason l ady decided to
leavethe safety of Honduras, visit
Panama and then attempt to cross
into Costa Rica inJuly 2013. He
was arrested at the Panamaborder
and briefly detained. An extradition
agreement does not exist between
Panama and Italy; despite Italy
making representation one further
surprise was the 'insufficiency' of
the documentation submitted by
Italian officials in support of the
extradition request. This 'insuffi­
ciency' led the ItalianMinister of
Justice , Anna Maria Cancellieri, to
say she was "astonished to observe
that the request was disregarded
without plausibleexplanafion. " l ady
madehis way to Miami, safe inthe
knowledge that he would never be
extradited to Italy to face trial.

Meanwhile, the Italianauthorities
reducedall the sentences of theCIA
team by threeyears. This means

ARREST WARRANT

RELEASED FILE REVEALS
NEAR NUCLEAR DISASTER

•

carried out against the agents cell
phone traffic to prove their cornplic­
ity. After receiving aprobable tip-off,
the CIA agents fled. Tried inabsentia
in 2009, all received a five year
prison sentence with the exception
of Chief of Station Milan, Robert
Seldon l ady, who received nine
years. l ady soon left for Honduras,
the landof his birth in 1954. There
he stayed at the family home.

•-;»---...­
•

•

CIA HEAD OF STATION SEEKS PARDON
'The Imam Rapito Affair' Nears Conclusion

allowing the covert
operation by the CIA to
detain the radical Imam
Abu Omar, also known

as Hassan Mustafa Nasr in Milan in
February 2003, and his subsequent
extraordinary renditionto Egypt, the
Italian Prosecutor issued an arrest
warrant for the entire CIA team and
others involved. Readers will recall
that analysis of radio traffic was

•
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In what the US Justice Department
describedas one of themost serious
cases in UShistory, former FBI agent
John Sacbneben. 55 pleaded guilty
to a charge that in 2011, he leaked
secret government information
concerningan al-Qaidabomb plot to
the Associated Press.

As part of aplea agreement filedina
US court, Sachtleben accepted a
three year - seven month prison
sentence acknowledging his role.
This in addition to unrelated child
pornography charges.

Sachtleben served25 years inthe FBI
and worked on several high profile
investigations, including the
Oklahoma FBI building bombing and
the searchfor America's 'unabomber'

Former FBI
Agent Pleads

Guilty in
Leaks Trial

•

One of the Goldsbro bombs
with parachute attached

-

-

8-52 bomber

Bad new indeed, for experts
contend that the explosion would
have been 260 moretimes as
powerful as the bomb dropped on
Hiroshimain 1945.

HiSthoughts were written in apaper
entitled: 'Goldsboro Revisited or:
How I learned to Mistrust the H­
Bomb ' and secured by investigative
journalist Eric Schlosser, who
recently wrote thebook - Command
and Control.

have 'easily short-circuited ' by a
jolt, meaningthe bombs would have
detonated. 'It wouldhavebeen bad
news... inspades ', saidJones.

1 ._ -

TheUShas consistently said its
nuclear arsenal never endangered
its own citizens, but the document,
written by a Sandia engineer eight
years after the incident, appears to
negatethat stance. Engineer Parker
Jones said safety barriers were
'inadequate' and the low-voltage
switchthat averted disaster could

voltage switch, the devices would
haveexploded.

Italian Minister of Justice
Anna Maria Cancellieri ­

"astonished"

caused international concern. Yet
despite legal challenges and
disputes in some countries, Italy
was the first nation to charge
anyoneover the process. Former
CIA man Robert Baer stated in
2004: "If youwant aserious
interrogation, you send aprisoner to
Jordan. If you want them to be
tortu red, you send themto Syria. If
you want someone todisappear ­
never to see them again - you send
themto Egypt. '

AbuOmar aka HassanMustafa Nasr
was indeed sent there. However,

Robert Seldon Lady stated, "I went
toEgypt to assist with theinterroga­
tions, and I can guarantee that he
was never tortured. l ady also
maintains he was "vetted by very
highofficials ."

One personwho was not involved in
the actual abduction but whose air
baseprovided transport for Omar's
flight to Egypt. was Colonel Joseph
Romano, commander of the 31st
Security Forces Squadron at Aviano
Air Base. His details appearedwithin
the analysis of cellular traffic linking
him to the abduction and he was

Abu Omar • set to receive
substantial compensation

tried and sentenced with all the
others in 2009.

PARDON

In April 2013 ItalianPremier,
President Giorgio Napolitano granted
a request for the pardon of Colonel
Joseph Romano in "the promotion
of global democracy and security. "
Now, sensing anopportunity to
conclude 'TheImamRapito Affair',
inSeptember 2013. Robert Seldon
Lady instructed his lawyer, Tom
Spencer, to make a similar request
for a pardon. In part, the letter to the
office of President Giorgio
Napolitano read: 'I ask you and /taly
for personal forgiveness and legal
pardon, I have never had anything
but thebest intentions for the
people ofItaly and I ask its
forgiveness '. Mr l adytolda
reporter, "I don't wear auniform,
but I was asoldier in the war
against terrorism and I had
immunity."
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ENDURING MYSTERY SURROUNDING DEATH OF

New Scotland Yard received information on
alleged assassination of Rudolf Hess by
British Agents in Spandau Prison disguised
as US Army guards...

xaclly ten years ago EyeSpy
published an exclusive feature by
surveillance aufhority Peter
Jenkins, onthe life and death of
WWII Nazi deputy leader Rudolt
Hess. Officially Hess. who was
jailed for li fe at theNuremberg

Trials. killed himself in Spandau Prison in Wesf
Berlin in1987. aged 93. However, ru mours
and theories persist that hewas murderedby
dark forces, thoughthe evidence isweak. And
for the best part of half acentury, it was also
speculatedthat the man knownas 'Prisoner
T , the last remaining prisoner in Spandau.
was not the real Hess.

Washington, theAmericans urgedChurchill to
use theevent as apropagandacoup. London
thought otherwise. Hess believed that Hiller's
planto open up asecondfront by invading
Russia (Operation Barbarossa) would doom
hiscountry.

Hess's position inthe Nazi Party madehim
unique, a 'prizedprisoner' forthe Allies, and
after the war it was agreeduponthat boththe
West andEast would providesecurity for him
inSpandau. Russia, Britain, Americaand
Franceeachtook turns to guard him for a
monthat atime.
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Telegram from President Roosevelt
urging Churchill to use Hess as a

propaganda tool

Frankgradually bu ilt up arapport with Hess
and his family. Frank's wife. Marian, also
worked at the hospital in the instrument
sterilising department. As part of her duties,
she cleanedHess's room- though not before
she was asked to signtheOfficial Secrets Act.

SECRET LIAISON

Guard change·
Spandau

Prison

PeterJenkins is in auniqueposition to speak
about Hess. His father Frank. an SAS officer.
looked afterhimfor years duringhisvisits to
Berlin Hospital as his medical nurse. Indeed,
the roomwhere the prisoner was treatedwas
dubbedthe 'Hess Suite '.

Rudolf Hess had flown to Britain in a Bfl 10 in
1941 in amission totry broker apeace deal.
believinghis pre-warcontact with figures like
theDukeof Hamilton. whohemistakenly
believedwas opposedto war with Germany,
might offer hope. Even thensome officials in
intelligence circles thought hewas an
impostor. When details of his flight reac hed
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As for thetheory of SAS involvement, Peter
believesthis is nonsense, notingany instruc­
tionwould have tohavebeensubmitted
throughthe commanding officer at 22 SAS
andother circ les. "Thiswou ld haveeventually
leaked." Nevertheless, hehas always
maintainedHess was assassinatedandthe
crimescene madeto look likehehanged
himself. He points to Hess'sobsessionwith
always writingthe date onany pieceof
correspondence. "Theone timehetailedto
write thedate was on his suicide note."said

;>.-

missiles and soon theBerlin Wall was brought
down.

Tell Freiburg, I am extremely sorry, that since
the Nuremberg trial I had to act as though I did
not know her. I had no choice, because
otherwise, all attempts to gain freedom would
have been in vain. I had so looked forward to
seeing her again - I did get pictures of her, as
of you all.

Your Eldest

Please would the Governors send this home.
Written a few minutes before my death. I thank
you all my beloved, for all the dear things you
have done for me.

Hess hoped he could influence
the Duke of Hamilton in an effort
to broker peace. Interestingly, it
later transpired MiS had been
intercepting the Duke's mail

FollowingHess'sdeath, agreements were
signed to decommission inter-continental

RUDOLF HESS 'SUICIDE LETTER'
Suicide note discovered by guards
after Hess allegedly hung himself

ColdWar was coming toanendandthere
wastalk of Peristrpyka... the East andWest
werestarting to talk. Berlinwas asticking
point, but if Hess wasn't there, then therewas
noreal reason for the Alliestoremainmere."

Albert Speer, architect and later
Minister of Armaments and War

Production writing his memoirs in
Spandau Prison. Unlike Hess, Speer

was freed in 1966

Amongst the materials, rumoursthat Hess
hadbeen assassinated by theSASor British
Intelligence. Peter rejected this notion, andthe
theory that the man in Spandauwas adouble.
But heis convincedthe German hadbeen
murdered. When EyeSpy asked for what
reason, Petersaid: "Prior to Hess'sdeath, the

LikeFrank, she too bu ilt up arelationshipwith
Hess, Peter noting, "just as she did with all
patients."

TheJenkins also befriended Hess's family and
visited Frau Hess'sguest house in Galienberg.
This friendship lasted even after Frank's
untimely death.

Peterdiscovered anabsolute treasuretrove of
material safely stored by his tather on Hess.
Indeed, there were even secret coded
messageswrittenby liseHessto Frankwho
wouldusethe codename 'ModersohnGalery'
whenmakingcontact.
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© PETER JENKINS © PETER JENKINS
~

z. Z~ . ~rcmen , 9-12~1971

t>20 .4 .10

Llser li:r . Jenkins ,
. 1 a rr ive a t 'lemp e l nof on 'IhUl' s da y

2 }r d at 17 .2? 1 w1l1 take 8 taxi to Hotel Hamburg ,
Landgrafenetrs8S e . My 80 n cceea rece Halll.burg later .

' e neve the visit a t 11 on j'riday . I think , "e will
leave t h e Hote l a t 10 on !'r1day . It you th1lUl: , "e
should mee t , give 8 notice to the Hotel , please .

Yours very sincerely

kOVERS OIDt- GALERY

Li ebe r Hr . Jenkin s ,
I hre Kar. e mi t den lisben WUn s chen

zu den Peler tagen kam beut , mir blerber nachge s&Ddt .
Mor gen f 11ege t eb von hier Xaue bl nUber, me in Sohn aeht
Tage s pU er nccn e i nmal. i -,

Bei den llrlschoo Nachr i chten babe
t eb oft an Dr . O'llr lan . ab ll T auch BJl 51e gedaebt l Er
i 8 t j a dort , wo 88 n l ch~ eohr gemUtlich zugebt. l eb
habe ab und an llberlegt I o~ ee 518 aucb derthin ver­

sehlngon haben k~nnt e? - Gaten Sie nicht elnmal wi eder
zum Skl!ahren? K 1 t Ihref l1eben Prau?1 Uber ain
Wiedersehen wUrd e ei ch allet herzllchst mit den besten
WUnschen fU r di e Fe l ertage tnd 1972 t r euen

• ~Ih"r;;.,"=="",,,,,,,,--_ _
"Moder sohri""GaI eriB "

I ENCE•Frank Jenkins was In regular contact with Frau Hess. When ameeting
• was planned, she would write as Modersohn Galerr
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The guest house owned by Frau
Hess was visited on a number 01
occasions by the Jenkins. Above

left: Hess's medical card- note
[prisoner] Surname No 7-

-

•

-
• •

- .

This important news itemwas secured under
theFreedomof Information Act (FDIA), and
was contained in apart redacted report by
Detective Chief Superintendent Howard Jones.
NSY had initially becomeinvolved when
claims were made that thedead man was not
the real Hess.

The Unlikely Death 01 Heinrich Himmler,
handed investigators from New Scotland Yard
the names of two British agents who were
suspected of killing theGerman in his cell.
NSY were looking into events in Spandau, but
were advised or instructed to cease their
. ..
mqunes.

_...-
•

Fast forward 25 years sincethedeathat
Rudolf Hessand a fascinating new clue has
emerged, also fromamedical source. This
comes inthe form of a1ga7 1etter written by a
doctor who treatedHess. Surgeon Hugh
Thomas, who in 2001 went on to writeSSt:

Peter. Frank Jenkins reportedly toldPeter 's
brother that he believed Hess did commit
suicidebecause hesuffered severe bouts of
depression. As for the note, someresearchers
believe it had beenwritten or 'prepared' 20
years earlier.

-
•

NEW EVIDENCE
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,
Postcard from R dolt

Hess to Frank Je klna ,
note signatur

Part of the fuselage of Hess's Messerschmitt B1 110 on
display at the Imperial War Museum. Inset: Soldiers at

the crash-landing site in Scotland

In 1989, Sir Nicholas Lyell- Solicitor General, announced to Parlia­
ment that Detective Chief Superintendent Howard Jones' investigation
had "produced no cogent evidence to suggest that Rudolt Hess had
been murdered." Hewent on to say that therethe matter should end.

g+9+9iSePzzl +qjbllg9SgQ==

New ScotlandYard took theodd decision not to pursue the matter
becausethey could find 'little substance' to the allegations. However,
importantly it did send acopy to the Crown Prosecution Service
(CPS). And equally as odd, six months later Sir Allen Green - Director
of Public Prosecutions, advised the maner should not be investigated.

EV PV INTEL IGEN E MAGAZIN 87 n

Thomassaid the agents,
who were dressed as US
Army guards, killed Hess
amidst growing speculation
he was about to be treed
after the Russians vetoed a
new security agreement.
Relevant also, Thomas told
detectives he had received
this information from a
former member of the SAS
who trained agents. Part ot
Howard Jones' report read:
'Mr Thomas had received
information that two
assassins had been ordered
on behalf of the British
Government to kill Hess in
order that he should not be

released and free to expose secrets concerning the plol to overthrow
the Churchill Government'.
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transport. InAugust reports emerged about a
new bomb built insidebreast implants - the
components ot which cannot be detected by
standardairport counter-measures. AI-Asi ri is
allegediy the mastermind behind this develop­
ment and it appears the devices contain the
same elements whichJohn Pistollehas
already warned are untraceable.

Thedetonation of suchan explosive could be
performed in a similar fashionto that envis­
aged by the2006 trans-Atlantic ainine
plotters. Inthis case by the mixing of fluid
chemicals brought onto the aircraft insoft
drink bottles. Abomber with a breast implant
couldsimply useasyringe containing a
detonating mixture to obtain an explosive
reaction. Another method, bearingin mindthe
actual bomb make-upis yet unknown, could
be by passing an electrical current throughthe
implant.

At Heathrow Airport security officers were
briefed about the implants, suggesting there
maywell besome truth in the report. One
member of staff told the Daily Mirror: "We
have genuine fears over this... we havebeen
told to pay particular attention to females who
mayhaveconcealed hiddenexplosives intheir
breasts." Thoughbreast implant devices have
been identified, Eye Spy sources say other
cavity-borne devices may also have been
devised.

Another worrying report relevant to AI­
Zawahiri 's directive concerns bombmaker
Ibrahim al-Asiri and is unconnectedto his
development of underwearbombs. For several
years security chiefs have beenconcerned
about implanted body explosive devices being
carriedaboard aircraft and other forms of

uncovered plot to target aCanadian train. Here
the plan was to detonate explosives on a
bridge as apassengertraincrossed enroute to
the United States. Part of the intelligence
gleaned from the intercepted call , seems
relevant to anumberof high-speedtrain
services in Europe. Thisresulted in amajor
review of rail security inGermany, Franceand
Spain. The new intelligence focused on
sabotaging rail track and planting bombs
inside trains and tunnels. All three countries
operate high speed trains - Spain AVE,
Germany ICEand France TGV.

-
•

Ibrahi~ ~I-As i r i
I ,

Nasser al­
Wuhayshi

The threat and disruption caused by potential
attacks ontrains, was evident in the recently

tracks, tunnels
and bridges.
Also revealed, a
new type ot
'personal
explosive' which
may have
resulted in the
closure of
numerous US
embassies
across the

Middle East. This was followed by apublic
message by al-Qaida 's propaganda man­
American-born Adam Gadann. In an audio
broadcast, Gadann praised those behindthe
murder of USAmbassador to Libya,
Christopher Stevens, and called on the
group 's tollowers to target more USdiplo­
mats. The tape was actually recorded in
March but was released to coinc ide withAI­
Zawahiri 's new call to arms.
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REMOTE eYHER THREATS: THREE LEVELS
-GARDEN VAR IET Y -M ER C ENARY-NAT ID N STATE

It's highly probable intelligence andcounter­
terrorismoperations will become increasingly
focused on detection, disruptionand preven­
tion. Complacency remainsaconstant worry,
but security organisations haveincreased
training andarmedwith better intelligence,
analysis of threat situations shouldallow for
stronger counter-measures andresponses.
Dialoguewithal-Qaida remainsimpossible
due to the sheer number at players. At the
'sharpend' , armedresponse personnel are
better equippedthan ever, and for as long as
the intelligence wheel turns andinformation
flows, this dark game of cat and mousewill
eventually be won by those onthe right side of
the law. But not yet...

hope, for as long as it claims to represent
Islamit is forgetting onecrucial fact, that the
vast, vast majority of Muslims reject the group
and its actions.

Conflict areas, particulany in Africa, the
Middle East and Atghanistancontinue to draw
would-be terrorists fromaround theworld. But
al-Qaida has aweakness in that it does not
have an ideology, purposeor objective. Its
followers will not easily be defeated militarily,
for iI has the ability to recruit through its
spokespeople and religiousarmswhich
misrepresent Islamand its relationship with
the West a every opportunity. And here lies

spectacular' . Tighter security in the last five
years and better cooperationmay have
prevented another 9/11, Madnd or London
7/7, but events in Mumbai and most recently
Kenya, proveadeterminedgroupof attac kers
can cause mayhem. AI-Zawahi ri hasurged
franchiseleaders to organisemore 'events'
like that which shocked the wand in Boston,
attacks that can drain resourcesandfinance;
disruption operations against infrastructure
etc. Tocreate fear and uncertainly is their new
driver, thoughat any givenopportunity, it is
quitefeasible its supporters wouldusenuclear
or chemical weapons - evidenced by events in
Syria.
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A
nalysts predict that where ever
military conflict or disagreements
occur this century, then there isarisk

to security. However, the scale used to
formulate riskassessments isaffected by
location, thetype of dispute and access to
materials and finance. Atrica, the Middle East,
some parts at the former Soviet Union,
locationsin China, regions in Central and
South America and Asia will continue tosee
unrest. However, Europeand NorthAmerica
are not immune andremainal-Qaida andother
terror outfits primarytargets. Al-Oaida's
recognisedleaderandformerly bi n-l aden's
deputy is Ayman al-Zawahiri. Hehas called
upon supporters in the West to strike, but has
gradually reverted tromthe group 's original
methodology and mentality of 'creatingthe
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