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~
s several towering cranes on the London

• skyline s ign ify work is underway on the
spec tacular new US Embassy, Eye Spy takes

a close look at the hidden security measures which
will help protect the bu ilding and staffers alike . We also
exam ine the im portant role played by two key
organisations whic h protect over 200 missions world­
wide. The Diplomatic Security Service and the Marine
Corp Embassy Security Group are integral elements
which together provide overall security. Often their
unique relat ionship is misunderstood and in many
countries their working environment is dangerous - as sadly evidenced in Libya
recently. This fasc inat ing featu re prov ides a little insight...
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There are conflicting reports in Washington regarding just how much the
CIA and DIA (Pentagon) understood of Russia's clever orchestration of
events in the Ukraine. The DIA says it warned that the Crimea might

...
become a problem area, whilst Langley said its intelligence assessments

.. and coverage was good . The truth of the matter is, no-one really expected
the country to spiral so quickly into the abyss. However, the clue to Russia's response
lies with the strategic position of the Ukraine - acting as a buffer between east and west.
Perhaps more importantly, the location of its Black Sea Fleet, which by agreement, still
operates from the Crimea - an important region of the country.

Moscow simply didn 't send its forces in overnight. Nor were a great many incidents the
result of chance. Some situations were deliberately created - the shooting dead of both
civilians and members of the security services, for example. Deception operations cre­
ate confusion , and that is exactly what has happened in the Ukraine.Was the CIAcaught
out? Could the West have seen this coming? Since the protests in cities like Kiev began
in November 2013, the answer is probably yes, but then Putin's Russianspymasters are
not amateurs and his fighting forces remain a formidable adversary.

Still on the theme of Russia, I am pleased to report our exclusive feature on the
murdered Russian intelligence officer and MI6 agent,Alexander Litvinenko, is published
in this edition of Eye Spy. Litvinenko, of course, was poisoned after ingesting the deadly
isotope Polonium 210 in London in 2006. I am grateful to the American-based Russian
investigative author Yuri Felshtinsky, who granted an indepth interview and provided a
unique perspective of Litvinenko. Together they co-wrote the explosive book, Blowing
Up Russia, which also focused on Russian false flag operations. Thus his thoughts
could not be more timely, especially with events happening in the Ukraine.

US DIPLOMATIC SECURITY

"Our Secretary ofState is saying thisis notthe Cold War, it's win-win andit'snot I

zero sum. Butfor Vladimir Putin it is zero sum. That's what we need tounderstand. "
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DEATH OF A SPY: PART ONE
Investigative author and historian Yurk Felshtinsky provides a
unique insight into the life and death of former KGB officer
Alexander Litvinenko, whom he helped escape from Russia

NSA AND SNOWDEN
As the leadership of the NSA changes, Eye Spy looks at the
latest fall-out over former contractor Edward Snowden's
revelations and espionage

US DIPLOMATIC SECURllY
A special feature on the new US Embassy build inq in London,
and the intensive measures enabled by two security agencies
to protect staffers , visitors , operations and equipment

THE BLACK CODE BOOK
Historian and codes' expert Peter Mathews presents a
fascinating feature on a WWII spy operation that could have
changed the outcome of the war

THE NE1WORK
A Mossad agent who participated in the 2010 assassination of a
key Hamas gun runner in Dubai, has reportedly been given a
new identity and sanctuary in North America

MI5 SEARCHING FOR AQ TERRORISTS
As fighting continues in Syria , MI5 is facing a major threat
from UK nationals who joined al-Qaida to help topple
President Assad and who are now returning home

AGENT PROVOCATEURS
Intercepted dip lomatic phone call expose hidden hand of
unidentified snipers responsible for deaths in Ukraine

INTERCEPTION
A joint Israeli-US ope ration has resulted in the interception of
a major Iranian arms cargo dest ined for the Gaza Strip - Eye
Spy reveals the primary intelligence agency responsible for
identifying the rogue cargo vessel carrying the weapons

RUSSIA RISING: FALSE FLAGS
An indepth and slightly different overview of events in the
Ukraine, this as evidence emerges that Russian forces were
instrumental in creating several fatal encounters between
different factions

TRACKING INTELLIGENCE
As former US Navy cryptologic technician Patrick Hoffman
begins a 30 year prison sentence for attempted espionage,
Eye Spy looks at the creative sting operation that snared him

~ ENCOUNTER CONTROL PT.3
Mike Finn continues his series which explains encounter
control in the intelligence cycle. In this article he looks at the
importance of understanding body language and sens ing
dangerous environments

• BUGS: THE CULTURE OF INTERCEPTION PTA
Our journey into the dark world of bugs and the public's deep
fasc ination with this intelligence element concludes with spy
operations performed on members of the Royal Family



AGENT PROVOCATEURS
Mil Suspect Moscow Behind Ukraine False Flag Operations
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Spain also blocked and restricted
border crossings causing long
delays for residents and tourists
alike. In November 2013, aBritish
diplomatic bag was searched by
Spanish civil guards on the border ­
an incident which was described as
a"serious infringement ofdiplo­
matic protocols."

HMS Sabre

B
ritain isgradually losing
patience with Spain over
what it sees as 'persistent
and deliberate intimidation of

Gibraltar'. In the last two years there
have been several incidents in the
waters off the UK territory, including
aSpanish police vessel firing a
volley ofshots at aboat. Last year

believed to have been drawn from
the ranks of Ukraine's special
security services and authorised to
open fire by the president.
However, an unidentified intelli­
gence service, but reportedly one
insideUkraine, intercepted a26

UK-SPAIN TENSIONS
IntelOperations Expanded Against Madrid

Some regions where Russian isthe ,
main language, inthe Crimea for .
example, have since expressed a
desire to break away and join the
Russian Federation.

claims and counter-claim as to
who was responsibleforthe
deaths, some Western intelligence
analysts believe Ukraine's collapse
into theabyss, is theresult ofa
carefully managed plot orches-

I trated by President Putin.

IThough unable tocomment at
I present fora lack ofevidence,
Isenior intelligence officials believe

Moscow had inplace several
Iprovocateur agents - operational
I forsometime, and that false flag
operations were enabled.

What started as peaceful demon­
strations last Decemberin

I response toYanukovych's refusal
I forcloser Western ties, soon
I turned nasty. Many civilians were

Doctor Olga I killed by snipers, 15 inone day
Bogomolets I alone. Thespecialists were initially

© YURI RUDNYTSKYY

O
ver ninety people have been
killed and hundreds more
injured inviolent clashes
that ended with the

President of Ukraine, Viktor
Yanukovych, fleeing forsafety to
neighbouring Moscow. Amidst
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Osama Bin-Laden 9/11
Spokesman -Trial

Begins in New York

without insignia, were planned
months inadvance in Moscow,
though not necessarilywith the
intention ordegree ofviolence
shown by various parties,
including protesters.

NEW YORK: Osama bin-laden's
son-in-law,Sulaiman Abu Ghaith, has
appeared inaNewYork court charged
withconspiracy tokill Americans and
providing material support to al-Qaida.

Testimony against Ghaith has also
been heard from London viaavideo
link - here shoe bomber SaajidBadat
claimed hehadpriorknowledge ofthe
USA attack plans.

See page 64- ARussian Deception?

Interestingly, the Russia Today
I recording aired on the same day

Western leaders held talks inParis
with the new Coalition. Afew days
later, Liz Wahl, RT'sWashington­
based news anchor resigned on air
calling the state-funded media
house a "mouthpieceforPutin"
and one that "whitewashes the
truth forthe Kremlin. "

Following 9/11 , Ghaith appeared on
several videos stating that "thestorm

Ii of aeroplanes will not abate against
Americans. " Hethen urged Muslims
around the world not toboard aircraft.

Spain cededsovereignty of Gibraltar
totheUK in 1713, buthas for
decades sought its return.

CIA analysts believe this incident,
along withaplethora of other false
flag operations, including Russian
troops operating with masks and

Armed with a high-powered weapon complete
with telescopic sight, this sniper appears part of a
government unit - as indicated by the yellow flash

arm bands issued to the team

Some intelligencewatchers believe
MI6and GCHQ have stepped up
operations againstSpaininorder to
determine Madrid's near and future
intentions on Gibraltar.

patched them'? As for
Bogomolets, thereveredphysician
dismissed thesuggestion that she
told Paet protesters and police
alike had been killed. "Myself? I
saw only protesters. I do not know
the typeof wounds suffered by the
military people. I had no access to
them. " She also rejected Paet's
assessmentof events. "It's not
correct." For the record,
Bogomolets reportedly led a
mobile medical clinic in Kiev for
injured protesters.

Trillo was once accusedof receiving
over £1 00,000 fromaslush fund by
Luis Barcenas, former treasurer of
the Popular Party.

Since 2012, Spain's ambassador to
the UK Federico Trillo, aformer
defenceminister, has already been
summoned on three or four
occasions, and it is likely he will
again bevisiting theForeign Office.
Whilst serving as defence minister

vessel was using afake nameand
call sign. The captain claimed he

I was sailing inSpanish waters. The
ForeignOffice immediately raised
the incident with its counterparts in
Spain.

The Ministry of Defence had to
temporarily suspend atraining
exerciseheldby the Submarine
Parachute Assistance Group - this
while HMS Sabre - aGibraltar
Squadron patrol boat, usheredthe
Spanish warshipaway. British naval
intelligence later discovered the

However, Madridmay have gone too
far after it emergedaSpanish
warshipentered UK waters on 18
Februaryand disrupted amilitary
operation.

ently - shooting both civilians and
I police alike. "It's really disturbing
that the new coalitiondo not want
to investigatewhat exactly

I happened," said Paet. He wenton
to say that the snipers did not

Ibelong to groups under
Yanukovych's direction, but from
the new coalition.

I
I Russia Today (RT), which released

the tape, said Paet's primary

Isource was Doctor Olga
Cathy Ashton I Bogomolets, a name which the EU

February phone call allegedly made i minister apparently recognises.
by the European Union's Foreign 'I Paet then went on to say that the
Policy head Cathy Ashton, to sniper evidence "discredits from
Estonia's Foreign Minister Urmas the very beginning the new
Paet. Though no names are coal ition." And thismay have been
audible, the voice that sounds like Ithe intention, forif the snipers did
Paet explained that the snipers not belong to either side, then it
appeared to be acting independ- , begs the question 'who des-
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I far from perfect, and many
nuclear experts note Iran was not
forced to close itsenrichment
programmecompletely - an action
long demanded by a suspicious
UN Security Council. The agree­
ment did buy time - time which
will be used to hold further talks.
However, following Vienna, it has
emerged there is little optimism
amongst officials of all nations,
including Iran, that afinal agree­
ment will be sealed.
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Baroness Cathy Ashton pictured with Iranian Foreign
Minister Javad Zarif at the 2014 Vienna EU+3 - Iran Talks

EU+3 - IRAN TALKS IFEBR UARY
VIENNA 2014

Meanwhile, intelligence concern is second avenue towards building a
again focused on the heavy water bomb. Investigators from the IAEA
reactor currently under construe- I also believe "significant research
tion atArak. Once fully opera- relevant to the development of a
tional , this would produce I nuclear device" has already been
sufficient plutonium and create a performed atParchin.

Nuclear Bomb Deal
'Simply Buys Iran Time'

I
n November 2013, the so­
called P5+1 deal involving
China, America, France,
Britain and Germany, was'
reached over Iran's nuclear

programme. This essentially
meant Tehran would limit its
nuclear enrichment programme
for six months, especially that part
seen as vital to the production ofa
nuclear bomb. In return, officials
agreed that sanctions would be
eased and eventually lifted.
Inspectors from the IAEA (Interna-
tional Atomic Energy Agency) Based on intelligence from various
were also granted accessto some parties, sceptics maintain Iran has I

previously forbidden sites. I entered into talks to gain one vital
commoditythat it needs to

Further talks in Vienna in2014 conclude itsweapons programme
(EU+3 - Iran) , showed the deal is 1- time. Warnings have been issued

that the deal simply allows Iran to
proceed at itsown pace. Other
commentators, including officials
inTehran, say the country has no
intentionof stopping enrichment ­
an act which would be seen as a
defeat and embarrassing by
Iranian hardliners.

TURKISH PIPELINE

Most ofthose embarking on the
journey depart for Turkey and head
towards its border with Syria. Here
al-Qaida, working with other armed
factions opposed toPresident
Assad, have established anetwork
ofpipelines and training facilities ­
some under the guise of refugee

Abdul Waheed Majid shortly before the suic ide attack

to and returning from Syria. The
Security Service estimates that
between 250 and 500 nationals
from the UK are inthe country,
some of whom have already warned
that they are ready tofight and
operate for al-Qaida in Britain. A
similar situation exists inmany
European countries and the United
States ofAmerica.

News ofMajid's death comes at a
I time when MIS is caught up in a
I massive international operation to
I identify dozens ofBritons travell ing

MI5 SEARCH FOR RETURNING AQ FIGHTERS
Syria: British Suicide Bomber Named

A
41 -year-old Briton who Officially, the UK won't confirm the
carried out asuicide bomber was Majid because ofa
truck bombing in the I lackof DNA evidence, but as MI5
Syrian cityofAleppo on 6 : officers and New Scotland Yard
February, has been searched his home, neighbours

named as Abdul Waheed Majid. He I identifiedhim on the tape. His family
used the alias Abu Suleiman al- told police he had gone to Syria in
Britani. The attack, atthe gates ofa August 2013 for "humanitarian
prison compound, resulted in the purposes." Afurther property linked
escape of300 inmates including I tothe case was also searched.
many al-Qaida terrorists.

. In Manchester, apropertyoccupied
An al-Qaida franchise in the country I by another Briton, Abu Layth, was
known as the al-Nusra Front, posted I also searched. Like Majid, he too is
a40-minute video ofMajid on the believed tohave been killed inthe
Internet. The film shows him fighting in Syria.
standing next toa large modified
armoured truckthought tohave
been used inthe attack. At the rear
and front ofthe vehicle the flag of
the terror group was attached.

6 ! EYE SPY INTEL L1nENC MAG/\7INE 9020-4
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President Kim Jong-Un

Michael Kirby, aretired Australian
judge, who is overseeing the panel,
compared the events to "allegations
similar to those levelled atthe
Nazis." The report concludes that
North Korea is involved inhuman
rights ' abuse 'onascale that does
notparallel in the contemporary
world'.

dealing with "insider threats. "
However, Inkster believes the
suggestion that the NSA has no
interest inordinary communications
and the term used bySnowden and
his media partners - 'mass
surveillance' - isa "misnomer."

ANGELA MERKEL · 'FAIRGAME'

Michael Kirby, Chair of the Commission of Inquiry on the
situation of human rights in North Korea holds a copy the

report into on-going crimes committed by the DPRK

MIRROR OF THE NAZIS
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F ormer Deputy Director of
M16, Nigel Inkster, believes
tapping the telephone of

German Chancellor Angela Merkel
would appear "fair game." Inkster,
who many believe was destined to
head Britain 's foreign spy service,
did concede that under German law
the act would have been "politically
unwise" and "certainly illegal. "

The
experienced
intelligence
man also
criticised
the NSA in
respect of
the Edward
Snowden

.......---~-...... breaches
Angela Merkel and leaks.

He said the Agency's security
control was "not fit forpurpose" in

I
ntelligencegleaned from North
Korea could eventually result in
President KimJong-Un facing an
international war crimes ' court.

The United Nations is under
increasing pressure to bring charges
against North Korea's leadership,
this following numerous eye­
witness accounts ofbarbaric
incidents. A372-page report
compiled bythe UN's Human Rights
Council, contains material which
investigators have compared to
events in Nazi Germany. The HRC
interviewed dozens ofNorth Korean
defectors who managed to flee, and
discovered 'unspeakablecrimes'.
Arrested persons charged with
political offences and who make up
aprison total ofaround 100,000,
were routinely starved, executed,
drowned and even roasted over
fires. The victims included babies,
according to the report.

The flag of al-Qaida is visible on the truck used in the attack

the Syrian border and insideTurkey
itself. These are intheprovinces of

.. I I Osmaniye, Karaman and Sanliurfa.
I Karaman is but ashort distance
from Istanbul. Israel's military
intelligence chief, Major General
Aviv Kochavi, confirmed the
existence of the al-Qaida bases
noting they are occupied by several
hundred fighters. Intelligence
officials trying to determine the
identityofthose passing through
this reg ion, admit they are having
difficulty because ofthe open

I border. Indeed, 600,000 Syrians
have fled into Turkey via this route.

BUCHAREST: Sir John Sawers, Chief of M16, recently met with
Romania 's President Traian Basescu and the head of the
country's intelligence service George Maior at the Cotroceni
Palace. The men discussed various security issues including
counter-terrorism and 'illegal activities' inside NATO countries.
Sawers commented thatRomania hasbecomean importantNATO
ally. Also in attendancewere Maior's deputy, FlorianColdea, and
the British Ambassadorto Romania, Martin Harris.

camps. Operatives assist the would- • 130,000 people have died since
be fighters to the battlefront. fighting broke out inSyria. Nearly

2.5 million have fled the country.
Israel's Mossad has identified three
camps which are actually beyond
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Canada refutes report that itssecret services provided
new identity to aMossad agent allegedly involvedwith
the assassination of Mahmoud al-Mabhouh - aleading

Hamas spy and gun-runner given the code-name
'Plasma Screen' and 'Fox' by the Israeli spy agency
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Passport of Australian Nicole McCabe used
byanoperative. Interestingly, at thetimeof
the incidentthereal McCabe was in Israel

studyingJudaism

day byahotel worker, UAE security services
soon became suspicious. It was fairly clear
Mahmoud al-Mabhouh's death in room 230
was not natural orsuicide.

Dubai investigators quickly secured aplethora
ofevidence, including hours ofCCTV footage
from hotels, car parks, airports and streets.
Further checks on passport data, bank
transactions, car rentals, flight arrivals and

Armed with nothing more than intelligenceand
'authentic' first class forged international
passports, plus afew disguises and drugs, a
team ofatleast 27 fieldoperatives flew into
the United Arab Emirates. They were almost
certainly trained orbelonged to aMossad
element called theCaesarea - named after an
ancient Palestine city where several Jewish
leaders were assassinated by Rome following
the second insurrection.

SINGLE OBJECTIVE

Their objective was simple - kill Mahmoud al­
Mabhouh and make it look like he had
committed suicide inhis hotel. However, this
part of theoperation did not run so smoothly ­
AI -Mabhouh fought back after being con­
fronted. He was subsequently injected with
Suxamethonium chloride, afast-acting
paralysing agent and then suffocated with a
pillow. Trace evidence was everywhere and
following the discovery of his body the next

the Sbarro Restaurant in Jerusalem, which left
15people dead.
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PASSPORT

t's been four years since
Mossad performed one of
its most audacious
operations - the elimination
ofMahmoud al-Mabhouh
atthe five-star AI Bustan

Hotel in Dubai. As afounding member of the
Izz ad-Din al-Qassam Brigades, amilitary arm
of Hamas, he was wanted in Israel in connec­
tion with thedeaths oftwo Israeli troopers in
1989. The terrorist group have carried out
several high profile attacks against Israeli
targets, includingthe August 2001 bombing of

8



ALL CCTV FRAMES - COURTESY: DUBAI POLICE FORCE, UAE

This Mossad agent - identified only as 'Kevin' used a wig to disguise himself. Evidence such as this - secured from a hotel CCTV
camera - soon alerted UAE police to the prime suspects . However, once their target had been eliminated - the agents disappeared

Suicide bomber Izz al­
Oin Shuheil ai-Masri

who killed 15 people at
the Sbarro Restaurant in

Jerusalem - 2001 Arian Azarbar - 'Astonishing' spy revelations
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Logo of the Izz ad-Din
al-Qassam Brigades

departures meant that within days, intelligence
officials were left in no doubt amajor opera­
tion had been performed.

Officials released imagery and passport data
as part of its investigation. The participants
had flown to the country from many destina­
tions inamost elaborate deception; most had
departed within hours inasimilar fashion.
From whence they really came no one could
accurately determine, but sources inthe
Middle East told Eye Spy that regardless ofthe
fact that many of them had used disguises,
their future operational role as agents was
now restricted. This led to deep speculation

that some were deployed as intel staffers in
Israel , whilstothers had been given new
identities even before they had embarked on
the mission to the UAE. These operatives had
allegedly been drawn from overseas nations.

In the weeks and months to come, further
enquiries were made in connection with the
airline tickets used by the operatives to fly into
the UAE. Here too the Mossad had carefully
used methods which meant police were
unable to determine thetrue purchaser.

Intelligence watchers believe that some ofthe
agents deployed in the UAE were given new

identities - including several who were already
stationed abroad.

Now it has emerged that one such agent may
have been given anew life in Canada - just
days after the assassination. It is aclaim
vigorously denied by government officials in
Ottawa.

MOSSAD SPY OR IRAN DECEPTION?

In February 2014, reports started to appear on
news wires that abusinessman inMontreal
had learned from apassport official that one
member of the Mossad team had been )000-

CCTV frames taken inside the AI Bustan Rotana in Dubai , show the moment two Mossad operatives disguised as tennis players
follow AI-Mabhouh (circled) and ident ify his hotel room . At the time of the assassination , a tennis competition was taking place

t::VI::. :..,PY I~ . I t- GI:::NCr:- ~ .. IN- 9
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provided with sanctuary - as well as anew
identify and passport. So serious was the
allegation it prompted this response from an
official who refused togive hisname: "There
is no truth tothese allegations that the
government ofCanada provided support to
protect those wanted inthe 2010 death ofa
Hamas leader.

The man at the centre ofthe story is Arian
Azarbar, aCanadian-Iranian businessman. He
allegedly had an 18-month affair with a
passport official from the Integrated National
Security Enforcement Team (INSET) and the
information was imparted. Whilst INSET is
recognised as acounter-terrorist organisation,
Eye Spy believes the officer was actually part
ofaunit investigating Azarbar over his
business dealings inVenezuela. She has since
been suspended which indicates a liaison was
inplace. Reports also suggest Azarbar 's
name is included inasecret police file that
discusses his role as apossible Iranian spy.
He denies this.

10

Azarbar has been vocal aboutthose officials
who have played down the story and named
the officer as Trina Kennedy - asenior
investigator. "TheCanadian government has
said we [Canada] had nothing to do with
this... but that's alie. The girl who was in
charge of that file atPassport Canada with
whom I had arelationship... she told me about
it - how come nobody istalking about this?"
Azarbar further claimed that after she im­

parted the informa­
tion, she requested
he forget about it.
So serious isthe
claim that an
internal investiga­
tion is underway
and intelligence
officers and the
Royal Canadian
Mounted Police
have also been
called upon to
assist.

Spokeswoman Alexis Pavlich, on behalf of
Citizenship and Immigration Minister Chris
Alexander said: "Our government takes
allegations such as this very seriously. As
soon as MrAlexander was made aware - he
asked officialstotake swift and robust action
to 'father' the facts ofthe matter and toensure
security and programme integrity were not
compromised inany way."

Azarbar has given the address where the
supposed Mossad agent is living, but this has
been withheld by Canadian media.

Despite claims and counter-claims, Iranian
media have seized upon the story which has
reignited an international feud that has been
going on between the countries foryears. This
first started in1997, when Canada withdrew
its ambassador to Israel following aMossad
operation toassassinate leading Hamas
operative Khaled Mashal in Jordan. In this
case two agents had used bogus Canadian
passports to enter the country.

WANTED "26"
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Police chief Dahi
Khalfan

and henceforth
dest inations
widespread.
Nevertheless, it
is likely Interpol
and Duba i
police know
precisely the
end journey of
the operatives.
However, the
Mossad are
past masters at
'cloaking' such
information, and
it is more than
likely other passports and methods would
have been deployed to make investigating
the departure-arrival data virtually impossi­
ble or simply not worthwhile.

Interpol was called upo n to assist in the
investigation, but so quickly was it per­
formed , and with so many international

i dimensions, it is unlikely those responsible
I will ever be brought to book.
I

i Today, imagery of those wanted for ques-
I tioning in connection with the assassination,
. still feature on the official web site of Dubai

Police. It would be interesting to discover
who Arian Azarbar has ident ified in anada
- and though the name will obviousl ~
different, if he or she was part of the t
some facial aspects may be recognisab

Duba i police chief Lt. General Dahi Khalfan,
who headed a competent and comprehen­
sive investigation, had author ised the quick
release of the mater ial in an attempt to alert
international and domestic authorities,
including police, border police and airport
security. Similarly, it was hoped members of
the public would recognise the suspects. At
the time it was considered a bold move.
How ever, not one of the people recorded on
CCTY or who used the bogus passports has
ever been traced . There were no complaints
of mistaken identity. Quite remarkably,
Khalfan 's team of investigators had remark­
ably identified the primary suspects within
hours .

Investigators note that participants flew out
of the UAE to many destinations. These will
be known . Some flights were connecting

C
CTY footage of all the primary
suspects was cons idered vital to
the subsequent investigation into
the death of Mahmoud at­
Mabhouh. So too the name data

and imagery secured from passport scans .
Interesting ly, several people who recog­
nised their names had been used came
forwa rd. Others were notified and ques­
tioned by officials from thei r respective
countries. Some were located in Ireland ,
Britain, France , Germa ny and Australia. In
total , of the 27 suspected agents , 18 of the
real passport holders were traced.

Through shared federal, provincial and munici­
pal resources - INSETmembers are better able
to track , deter, disrupt and prevent criminal
activities (major or minor offences) of terrorist
groups or individuals who pose a threat to
Canada's nationalsecurity. Thistype of increased
capacity enables INSET members to work with
their partners nationally and internationally.

THE MANDATE OF INSETS

INSETs are made up of representatives of the
RCMp, federal partners and agencies such as
Canada Border Serv ices Agency (CBSA) ,
Canadian Security Intelligence Service (CSIS),
and provincial and municipal police services. In
addition to the newest one in Alberta , with
offices in Edmonton/Calgary, INSETs exist in
Vancouver, Toronto, Ottawa and Montreal.

Integrated National Security
Enforcement Teams

Canada 's RCMP has refocused its National
Security Investigations Sect ions (NSIS) to
become Integrated National Security Enforce­
ment Teams(INSETs) in major centres through­
out the country. The purpose for this is to
increase the capacity for the collection, sharing
and analysisof intelligence among partners with
respectto individualsand entitiesthatarea threat
to national security and; create an enhanced
investigative capacity to bring such individuals
and entities to justice ; and enhance partner
agencies collective ability to combat national
security threats and meet all specific mandate
responsibil ities , consistent with the laws of
Canadaand the Charterof Rightsand Freedoms.

CANADA'S INSETs

• Increase the capacity to collect , share and
analyse intell igence among partners , with
respect to targets (individuals) that are a threat
to national security.
• To create an enhanced enforcement capacity
to bring such targets to justice.
• Enhance partner agencies' collective ability to
combat national security threats and meet
specific mandate responsibilities.
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to causevery great damage to security
interests and possible loss of life."

The judgement made at Britain's
highest court effectivelyruled Miranda

was in possession of material that
posed a severethreat to the security of
the state - and that he and his associ­

ates, plus the media were not in a
position to protect the information

Following the verdict, Greenwald 's web site
posted thefollowing from Miranda: 'The ruling
will hurt the UK more than me and showed
the country's contempt forbasic press
freedoms. I will appeal this ruling and keep
appealing until theend, notbecause I care
aboutwhattheBritish Government callsme,
butbecause the values ofpress freedom that
areatstake and too important... '

12

David Miranda arrives back in Brazil and is greeted by his partner Glenn
Greenwald after being released by New Scotland Yard

ENEMYOFTHE
MIRANDA LOSES

ThePolkAwards were started in 1949 in honourof USCBS
reporter George Polkwho was killed covering the Greek
civil war.

REPORTING AWARDS

Miranda, who was
held fornine hours,
said his human
rights had been
breached, aclaim
dismissed bythree
judges. Steven
Kovats ac, repre-

Oliver Robbins senting the govern-
ment, told the court that Miranda was carrying
information so secret andthat atany stage
could have fallen intothehands ofterrorists. It
later transpiredthat amongst the material were
58,000 highly classified and secret docu­
ments attached orbelonging to Britain's GCHa
- thesister organisation of theNSA. Oliver
Robbins, theUK's Deputy Directorof National
Securityhas said that the release (publication)
ofthis material would "compromisedata likely

Four journalists who reported on Snowden's espionage
wereamongst the winners of the65thAnnual George Polk
Awards in Journalism. Glenn Greeenwald, Laura Poitras
and Ewen MacAskill, who wrotefor the Guardian, and the
Washington Post's Barton Gellman wereall honoured for
their 'national securityreporting'.

David Miranda, the partner of former
Guardian journalistGlenn Greenwald,
has lost his High Court case over his
detention atHeathrow Airport.

Miranda claimedhewas held illegally after
returning from aresearch tripto Europe. MI5
and counter-terroristpolice seized his laptop
computer, cell phone, memory sticks and a
number of DVD's. Hewas stopped under
national security laws - amove backedby the
court which ruledthe "circumstances were
pressing" and the"measures proportionate."
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UK Ambassador to Moscow Tim
Barrow and Russia's Dmitry Medvedev

NSA UTAH DATA CENTER
PROPOSAL TO CUT

WATER SUPPLY
WASHINGTON: Utah politician Marc
Robertshas proposed cutting off the State's
water supply of the NSA huge data
storage centre in response to the Agency's
surveillance programmes. The proposal ,
which still has to be properly written and
'engineered', is said to be in response to
Utah res idents rights and mon itoring.
Reports that data and e-mails have been
secured from US telephone and

Marc
Roberts

computer firms seem central to Roberts
proposal, though any bill likely to restrict
operations is unlikely to succeed.

The facil ity is so large that it has been
suggested over one million gallons of
water are needed every day - much of it
being used as a cooling medium for the
world 's biggest computers . However, it is
highly likely the water is recycled.

where they would just put him out - make him
go away by assassinating him. " Madsen says
that once the FSB had learned ofthe opera­
tion, security around Snowden was stepped
up - his source being a "high ranking official in
the FSB."

Front runner for the post of NSA Director - Michael
Rogers. One of his first tasks willbe to examine the extent of

Iran's 2013 hacking of US Naval computer systems

Nevertheless, Snowden has made it clear that
he believes aplot has been discussed to
assassinate him, and Madsen says this and

other threats should be taken seriously.
~. After the alleged MI6 plot was

halted, Madsen, who some
consider isa 'conspiracy
theorist' , isquoted by Press TV:
"And now what will they do?
America isgoing totryand
kill Snowden. They couldn 't
kidnap him and bring him
back toAmerica, either
directly orthrough the
United Kingdom. And
now they've gone to
the other scenario

cion inTehran. It's likely that the question of
exfiltration has been discussed in Washington,
though the implications forsecurityand
political relations with Russia superseded all
other options. In short, this was never going
to happen. However, if Snowden ever departs
Russia, perhaps toaSouth American state,
then the situation would be viewed differently
by those inthe USIC (United States Intelli­
gence Community) who are determined totry
Snowden forespionage.

14

Eye Spy believes this isarather fanciful story,
but it'sno surprise it attracted the attention of
Iran's spy agency - MOIS (Ministry of
Information and Security). This organisation
has long been embroiled inabitter secret war
with M16, which isviewed with much suspi-
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EDWARD SNOWDEN
WON'T BE 'HURRIED' TO

LEAVE RUSSIA
MOSCOW: One of Russ ia's most sen ior
lawmakers has said Edward Snowden won't
be pressured to leave Russia. Alex Pushkov
made his remark after US Attorney General
Michael Holden confirmed Snowden would
not get clemency if he returned home .

Holden said if the renegade spy did return
to the United States to enter a plea, he would
engage with his solicitor. Interestingly, his
statement followed just a few days after
PresidentObama said he did not havea "yes­
no answer" on the issue of clemency.

Pushkov is head of the Foreign Affairs
Comm ittee of Russia's Lower House and
made his comment at the World Economic
Summit in Davos.

© CHATHAM HOUSE

General Keith Alexander is expected to step down in March from his
triple role as head ofNSA, Cyber Command and CSS. He has

defended the Agency's surveillance programme against recent criticism

PARDONS AND COMMENT

Calls forNSA contract worker Edward
Snowden to be granted apardon - in return for
his cooperation - have been rejected by
Washington lawmakers, primarily on the
premise that this would send out the wrong
message toothers inthe intelligencecommu­
nity about security. Moreover, officials believe
any sort of leniency would set an 'unwanted
precedent' . Eye Spy believes this is the
general consensus ofseniorintelligence
officials, some of whomhave discussed
granting Snowden his freedom on conditionhe
stops leaking material - and hands back an
estimated two million classified documents.

Anger remains in the USIC, and the resultant
legal and political fallout, plus amassive
overview of how the NSA collects intelligence,

EYE Spy IN" ELL GEt<iC,E "AGAZINE 902 t z I

New NSA Deputy Director Rick'Ledgett
I

is expectedto cost the US taxpayer billions of
dollars. That is notWashington 's immediate
concern with still so much worldattention
focused on many ofAmerica's top secret
programmes.

NEW NSA-CYBERWARFARE CHIEF
TAKES COMMAND

The possibility of an amnesty for Snowden
was heightened by comments made by Rick
Ledgett, who headed the NSA's task force
created specitically to assess damage caused
by such leaks tothe Agency. Strangely, inthe

-opinionot many intelligenceofficials, r.edgett
, said he would be "opento discussing ....
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The Snowden doll (likeness)
has been compared to

British television
investigative broadcaster

Louise Theroux (inset)

figure of the spy has gone on
sale in America. Selling for
$99.00, the model is available
via the Internet through 'That's
My Face'. The proceeds will
go to the Freedom of Press
Foundation .

Mordechai Vanunu

country 's nuclear weapons
arsenal was made rector.

And in another quite bizarre
development surrounding
Edward Snowden , an action

been held by prime ministers
and many greats. The rector is
chairman of the university
court , a unit which administers
the resources of the university,
and which represents the
students .

Speaking in Moscow through
his lawyer, Snowden said the
decision was bold and historic.
"In a world where so many of
our developing thoughts and
queries and plans must be
entrusted to the open Internet,
mass surveillance is not simply
a matter of privacy, but of
academic freedom and human
liberty."

It's not the first time a person
involved in the leaking of
intelligence material has been
honou red with the post. In
2005, Israeli nuclear techn ician
Mordechai Vanunu, who
disclosed information on his

SNOWDEN ELECTED 'RECTOR' OF GLASGOW UNIVERSITY
Controversial Decision Described as 'Symbolic'

G
lasgow University
students have voted
for America's 'most
wanted ', to serve as

their rector for the next three
years. The post, which in the
case of Edward Snowd en will
be symbolic, since it is unlikely
he will ever visit or work with
the university, is one which has

Former CIA Directors Mich ael Hayden (left) and James Wool sey. Hayden
rejects any sort of clemency for Snowden, while Woolsey believes if he is

ever found guilty of espionage in a US court, he should be hanged

NSA &SNOWDEN
Continued from page15

amnesty" if he [Snowden] returned any
classified file still in his possession. Ledgett
said: "My personal view isyes, it'sworth
having adiscussion about. I would need
assurances that the remainder ofthe data
could be secured and my bar forthose
assurances would be very high. Itwould be
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RICK LEDGETT ON
NSA TRANSPARENCY

"We know the public seeks a better under­
standing of our work, and we are deeply
committed to being more transparent. We
care just as much as everyone else about
the rule of law and defending the nation in
ways that are accountable. We work for our
fellow citizens, not against them."

Ledgett's comments coincided with news that
the Agency's new director isalmost certainly
going to be Vice-Admiral Michael Rogers, the
current head ofthe US Fleet Cyber Command.
He is expected to replace Keith Alexander who
was scheduled to step down in Spring.
Rogers, an experienced cryptologist, served
on the powerful Joint Staff as intelligence
director. One ofhis first tasks will be to
examine how Iranian-based hackers, almost
certainly guided by theRevolutionary Guards,

~

General Hugh Shelton

more than just assertion on his part. " Some
US intelligenceofficials believe such com­
ments were outside his remit. Nevertheless,
they were not sufficiently damaging to stop
him being selected as new (nominated) NSA
Director Michael Rogers deputy. He replaces
John Inglis who retired inJanuary 2014.

WASH INGTON :
After securing the
post of Deputy
Direc tor NSA ,
Rick Ledgett said:
"The Ame rican
peop le have
placed great trust
in us. And each
and eve ry day,
NSA strives to be
deserving of it. All of our efforts are focused
on ensuring the liberty and security of our
fellow Americans ."



Cyber hackers based in Iran are known to have
infiltrated many parts ofthesystem, perhaps
in an attempt to navigateinto classified

REpc

Iranian cyber hackers
buried deep into US
Navy's Marine Corps

Intranet Network

n
nSeptember 201 3, the Wall
Street Journal reportedthat a
major securitybreach had
takenplace within the US
Navy's Marine Corps Intranet, a

computer network used tohost various military
and government web sites and managea
plethoraof datacommunications. Used by
nearly one millionpeoplein 2,500 locations,
the network isviewedas extensive and
important, but notclassified.

support" in government circles for afford ing
Snowden any kindofplea bargain oramnesty.
Interestingly, he did say it has been discussed:
"Therehave been arrangements but I do not
thinkthere is alotof enthusiasminsidethe US
[Government].

White House spokesman James Carney, when
asked about the possibility ofadeal, said
Washington 's positionhas not changed, and
that "it remains our viewthat MrSnowdenis
accused of leaking classified informationand
that he faces felony charges here in the United
States. "

Former Chairmanofthe Joint Chiefs ofStaff,
General HughShelton also entered the debate,
believing that giving Snowden any sort of legal
immunity wouldbe a "seriousmistake. "

I The true impact of
Snowden's
treachery has yet
to be analysed or
accessed, for he
still has so many
more secrets to

I reveal.

I James Carney

Glenn Greenwald - his reporting and
assistance of Snowden has caused ripples

in the NSAwhich continueto expand

breached US Navy computer systems - and
remainedactive forseveral months.

Other senior intelligencefigures have also
commented on theamnesty theme. Michael
Hayden, who has headed both the CIA and
NSA doesn't agree with Rogers. In a lecture
given in February atOxford Universityentitled
'My Government, My Security and Me',
Hayden was adamant that there was "little

to our fore ign intell igence
activit ies. I'm conf ident that
Miss Richards is the right
person with the right experi ­
ence for the job. She will
report directly to me and will
advise me and our senior
leadership team to ensure
privacy and civil liberties
considerations remain a vital
driver for all our strategic
decisions, particularly in the
areas of technology and
processes."

"NSA cont inues to take
posit ive actions to ensure we
protect both civil liberties and
national security," Alexande r
said. "After a rigorous and
lengthy interview process, I've
selected an expert whose
backg round will bring add i­
tional perspectives and insight

grammes. The creatio n of a
full-time Civil Liberties and
Privacy Officer at NSA was
among the reforms cited .

Selected to lead the new NSA
office - based at the agency's
Fort Meade headquarters,
Richards ' primary job will be to
provide expert advice to the
Director and oversight of
NSA's civil liberties and
privacy related activities. She
will also develop measures to
further strengthen NSA's
privacy protections.

National Security Agency's
new Civil Liberties and Privacy
Officer. She most recently
worked as the Senior Director
for Privacy Compliance at the
Department of Homeland
Security.

Last summer, in a statement
about reforms to NSA's foreign
intelligence programmes,
President Obama announced
several initiatives to give the
publ ic greater conf idence in
the oversight of these pro-

NSA SURVEILLANCE CONCESSION?
Agency Announces New Civil
Liberties and Privacy Officer

O
ne of Keith Alexander 's
last tasks before
stepping down as
Commander of US

Cyber Command , Director
NSA, and Chief off CSS
(Central Security Service) , was
to announce that well-known
privacy expert Rebecca
Richards will serve as the
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An Atlas V rocket carries the MUOS II
satellite into space. July 2013

systems used bythe Pentagon and other
government establishments.

The attack was expected bysome in the cyber
industry following US involvement inthe
Stuxnet operation. This damaging joint Israeli­
USA effort targeted systems used to control
and manage vast parts of Iran's nuclear
programme.

Nevertheless, US intelligence officials were
confident Iran did not have the know-how or
capability to launch such an operation, but the
warning signs were there. In 2012, Iran was
held responsible foraseries ofmajor 'denial of
service' operations which affected the US
banking industry. Asimilar attack was
launched against Saudi Arabia.

When detailsofthe Iran virus first leaked, it
was feared sensitive operational information
may have been exposed, but thiswas played
down. However, it has since transpired the
attack was far more intrusive than first
perceived, and that it took US cyber counter­
measure analysts months tofinally remove the
malicious and damaging programmes. Indeed,
one navy specialist said the attack entered the
"bloodstream" ofthe Navy and Marine Corp
network and not only its "mainartery."

It'sclear surveillance took place in some parts
ofthe Navy's Marine Corp network. While e­
mail accounts remained secure and gateways
to other classified defence systems held firm,
the hackers did intercept internal communica­
tions.

Officials inWashington have now raised
questions with US Fleet Cyber Command
director Vice Admiral Michael Rogers - he of
course is expected to become the new NSA
Director. It is likely one question in particular
will cause embarrassment - just why it took so
long to remove the virus. The network had to
be closed down twice to allow security
systems topurge intruding software. Rogers
headed the counter-measure programme inan
operation code-named Rolling Tide. An inside
source said he did a"very good job."

For his part, Rogers followed protocol and
declined to comment, but others did. "It was a
real big deal, " said an official. "Itwas a
significant penetration that showed aweak­
ness inthe system."

E 19



C0Sf S 11IluW·:

CARELESS TALK

1995, Le
Carre had
said that
Smiley was
based on
the
Reverend
Vivian
Green.
Green was
a priest,

author, teacher andhistorian who
influencedCarre in his formative
years at a public school in Dorset and
later at Lincoln College, Oxford.

A Siemansvehicle being used as a
Nazi public address systemin 1932

© KRIMIDOEDEL

In an interview in 20II, Le Carre said,
"The creation ofGeorge Smiley, the
retired spy recalled to hunt for just
such a high-ranking mole in Tinker,

"I stole a few ofVivian 's many
attributes andawarded themto
Smiley," IeCarre said. "Which ones?
His myopia, certainly. And his ability
todisappear into thecrowd like a
shrimp insand, and hispowers of
observing and remembering which
anyspywould envy. But most ofall it
was thestrength ofhis intellect and
spirit."

LE CARRE, SMILEY AND BINGHAM

far from being pleased with his
association toGeorge Smiley,
Bingham once supposedly saidthat
he "hated everything" about theway
Le Carre wrote about theservice and
was deeply hurt bytheportrayal. And
ofcourse, in an interview given in

John Le Carre, whose works include
The Spy W1JO Came In From The Cold
andTinker, Tailor, Soldier, Spy,
worked underan MI5 officer called
John 'Jack' Bingham, a career staffer
whose service spannedfour decades.
In 1999, he admitted thathis 'George
Smiley' character was inspired and
based upon Bingham. The fictional
agent features in eight ofIeCarre's
novels first appearing in theCall of
theDead. In the2011 film adaptation
ofTinker, Tailor, Soldier, Spy, Smiley,
or as manyhistorians believe­
Bingham - was played byGary
Oldman.

WHOWASJACK KING?

King's work was overseen by Lord
Rothschild (MI5), who saidit had
been a "staggeringtourde force,"
noting for years hehadbeen working
in a dangerous environment.

involved andblowingJack's cover in
court. Thus all those who believed
they hadactually participated in
helping Berlin, never saw justice.
Nevertheless, hadtheirinformation
really reached Germany, itwould have
been incrediblydamaging.

Bingham is referenced as running a
wartime infiltration operation in
Britain andwith being theofficer who
befriended Marita Perigoe. Officially,
thegovernment still won't confirm
JackKing's identity, but it is Bingham.

So meticulous anddetailed was M15 's
plan, theService even acquired
replica Iron Cross medals for King to
reward members.Another convincing
rusewas themanufacture ofbogus
badges thatGermansympathisers
could wear in theevent ofan
invasion. In reality, these were
produced to help police identity group
members andaffect theirarrest more
quickly should it beauthorised.

plans, experimental technology files,
reports andcontacts.And through his
association, healso discovered how
Germany was circulating
disinformation - a vital nugget of
intelligence for theWar Office.

MI5 actuallyran theoperation until
1949- four years after thewar ended,
butdidnotprosecute theNazi
supporters because ofthesecrecy

One ofKing's major sources was
Marita Perigoe, ofmixed Swedish­
German race she hated everything
British. She worked at thegiant
Siemens plantin the UK - whose
workforce MI5 believed contained
people sympathetic towards Germany.
Like theothers, King eventually
convinced her hewas a Gestapo
contact.

SECRET AGENT

Real-life MIS undercover officer known as Jack King
was the inspiration behind a legendary spy character

Theyreferenced a brilliant MI5
operation known as 'TheJackCase',
which revolved around an agent called
'Jack King' or SR as he issometimes
referred toin the files . He posed as an
undercover Gestapo contact manand
double agent - allowing himto
infiltrate a group of'fifth Columnists ',
fascists andspies based in southern
England.

King was successful andcontrolled
manyofthe members activities. They
ofcourse believed he was Berlin's
man, andpassed himstolen defence

W
ith mechanisms in
place suchas the
freedom ofInforma­
tion Act (fOIA),

researchers andhistorians alike have
theopportunity toobtain documents
on a variety ofintelligence issues.
Another method is through the
National Archives. Indeed, a batch of
wartime papers released in february
20I4, involvingDavid JohnMoore
Cornwell, better known as thespy
author JohnIe Carre, andMI5 man
John Bingham, certainlyexcited
intelligence watchers everywhere.
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Tailor, was extremelypersonal. I borrowed
elements ofpeople I admired andinvested them in
this mythical character. I'msucha fluent, specious
person now, butIwas an extremely awkward fellow
in those days. I also gave Smiley my social
ineptitude, my lack ofself-respect andmy
fumblings in love".

ThatLe Carre hasreferenced several inspirations
for theGeorge Smiley character comes as no
surprise - andcan be likenedtoIan Fleming's
'James Bond' characterwhoisan amalgamation of
peoplehe knewand worked with inthe Naval
Intelligence Directorate andM16.

Bingham mayhave disliked beingportrayed as
Smiley, buthewouldprobablybe pleased ifhis
association withJack King was made public.





Main battle theatre - Operation Compass

·...-

Commonwealth force in Egypt was suddenly
faced with the Italian 10th Army ofaquarter of
amillion men commanded byMarshal
Graziani based inTripoli , Libya, further down
the North African coast.

OPERATION COMPASS

In September the Italians advanced across the
desert waste and over the unchecked border
into Egypt. Still 300 miles from Cairo, Graziani
was concerned about the long lines of
communication and afraid of the British so he
set up camp atSidi Barrani. O'Connor created
abrilliant signals intelligence deception that
made hisforce appear much bigger than it
really was, itseffect remained with enemy
intelligence forthe rest ofthe campaign. The
illusion affected Operation Compass, the first
major Allied operation ofthe Western Desert
Campaign, as O'Connor attacked Italian troop
formations and outwitted the much larger
Italian force. They were driven west for500
miles out of Cyrenaica leaving behind 130,000
prisoners including seven generals.

Tobruk

LIBYA

GREAT SAND SEA

MEDITERRANEAN
SEA
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The British had broken Italian Air Force and
other ciphers and were able to out manoeuvre
Graziani's troops, helped by the frivolous way
the Italians used their radios. The fate ofthe
Italian 10th Army got steadily worse until the
aeroplane in which itsgeneral was travelling in
was shot down by itsown anti aircraft guns.
Hitler was furious atthe Italian defeat and had
to send troops to support his main ally, so
General Erwin Rommel was ordered totake
the Afrika Korps into the desert and make
history.

By mid-March the Italians had been thrown
back tothe borders ofTripolitania but bythe
end ofthat bloody and disastrous summer,
Rommel had thrown back the small British
force; made even smaller by Churchill sending
some ofO'Connor's troops to Greece. The
British reeled as Rommel used his armour ina
series of tank battles that confounded
O'Connor's men. The new rules ofmobility
and firepower to suit desert warfare gave the
Panzers advantages that baffled the British

~
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Despite Rommel's genius - he had a secret weapon gifted by a spy

CALL SIGN MILDWASH
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British Valentine tank - North Africa

which he would report back toWashington at
8.00am every morning. However, neither he
nor British Intelligence were aware that the
'Black Code ' book he was using had been
stolen from the American Embassy in Rome
by an Italian spy while the United States was
still neutral. Rommel had been given acopy of
the code book which he passed on tohis
621 stRadio Intercept Company commanded
by Captain Hauptman Alfred Seebohm, a
gifted cryptographer. Fellers transmissions
each morning were easily identified by
Seebohm with the call sign MILDWASH, and
the deciphered copy would be on Hitler's desk
by 10.30am.

THE BLACK CODE BOOK

Fellers was given 'carte blanche ' totour the
dispositions ofall units ofthe British allowing
him to understand strengths and weaknesses

majors when the need arose. But that was not
the only advantage that Rommel had and this
one earned him his nickname - 'The Desert
Fox '.

The Americans were watching the battle with
great interest and sent Colonel Bonner Frank
Fellers, the country's psychological warfare
director toact as their military attache in
Cairo. He was regarded as arepresentative of
afriendly nation and an ally ofthe British,
although he himself was an Anglophobe.

Unbeknown to US and British Intelligence, a US code book stolen in Rome whilst
America was neutral, was being used in the desert to understand signals being sent
back to Washington every morning at 8.00am. Deciphered very quickly, the informa­
tion was on Hitler's Berlin table by 1O.30am. This of course provided German forces

with a key advantage in the desert campaigns

Rommel 's men gained areputation forspeed
and flexibility inaction that was particularly
apparent in counter attacks. Each German
soldier was also taught toact above his
ranking authority in battle, so corporals
became sergeants and captains became

who formed their tanks in line abreast and
charged in cavalry style. Rommel 's novel
tactics were to concentrate his armour into
spearhead formation and punch holes in
opposing enemy formations. German troops
had other advantages as well; they controlled
their soldiers using amission target or
'Auftragstaktic' method. Commanders would
give troops aclear objective and then let them
decide how toachieve it. This gave German
forces acrucial advantage ofnot having to
wait fororders if asituation changed, while
British troops inthe same situation often
waited forinstructions.
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A rare photo of a German signals
reception unit north Africa 1941

One German intelligencereport relates how
the British planned todrop parachutists near
Rommel's main airfields toblow them up. The
raids were disastrous ofcourse with the
exception ofone airfield that had ignoredthe
warning. This was one ofmany actions that
gave Rommel ahuge advantage over his
opponents, his tanks were always appearing
where they were not expected and aimed at
weak points inthe British defences. The
impression grew that Rommel was ageneral
with 'second sight' and theBritish troops who
by now had been heavily reinforcedto meet
the German AfrikaKorps regarded him in awe.

TARGET - RADIO INTERCEPT COMPANY

Rommel's luck could not last forever, and this
was evidenced justbefore thegreat Battle of
EI Alamein in June 1942, when the British
Army targeted Rommel 's Radio Intercept
Company. Itwas always located near the front
lineto increase interceptionofbattlefield radio
conversations between British tank command­
ers and other forces inthe field. ~

• .. . • ••
. . .. . .
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ULTRA INTELLIGENCE

Former Admiralty Room40and
Bletchley Park codebreaker Nigel de

Grey, described the operation
(decoding ofUltra) as"aperfect, if

rather miniature example of the
cryptographers war..."

Alamein and with it Rommel's
reputation asthe 'Desert Fox'.

Now General Montgomery's new
8th Army was about todrive the
Afrika Korps back across 600
miles ofbarren, fly-infested
desert with help from the Royal
Navy and Air Force. The war at
sea in the Mediterranean was
savage and driven by signals
intelligence. ULTRA intelligence
from Bletchley Park, reinforced
by Cairo's radio interceptions,
traced Axis convoys even before
they had left port in Italy,

sometimes even identifyingaship's cargo.

The Germans were not entirely without their
successes either. In the summer of1942, aU­
Boat captured the radiocodebooks used by a
Britishmerchant ship and for someweeks

how German wireless operators could
penetrate British radiotransmissions. From
now on the advantage in radio practices
seemed tofavour British Intelligence. Colonel
Fellers leakage ofsuch damaging intelligence

I ceasedabruptly just before theBattle of EI

General Montgomery - North Africa 1942
,--- - --- - - - - - - -

This small action seemsto have been a
turning point insignals intelligence practice
amongBritishwireless operators who learned
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An intercepted coded
communication prior to and after

decoding by Bletchley Park

The Australian 2/24th Battalion approached
the listening company stealthily at Tel el Eisa
under cover ofdarkness. They crept past an
Italian battalion supposed toprovide aguard
forthe listening post but they wereasleep on
duty. The troops surprised the Germans and
after ashort, sharp engagement
the signals interceptionunit was
'put inthe bag ' with much
captured equipment, papers and
prisoners. Hauptman Seebohm
was badlywounded anddied later
inaCairo hospital.

The capture ofacomplete
operational listeningstation
complete with documents and
personnel gave aclear insight into
German intercept methods.
Mistakes in coding and transmis­
sionsecurity madeby British
wireless operators becameclear
and were sooncorrected. More
significant, all the transmission
interceptsofColonel Fellers
reports toWashington along with
theAmerican Black Code Book were captured
and the source ofintel leakagemade clear.

German Panzar Mk III crosses the
African desert 1941

A Matilda II tank l n the Western Desert
during Operation Compass

British forces during the
Battle of EI Alamein
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British ciphers were read by the Abwehr.
Nevertheless, the Desert Campaign was
slowly being wonby Britishsignals intelli­
gence secured on land and sea.

Rommel was unable to use his tanks because
the navy was sinking most oftheoil tankers
bringing him precious fuel.

His new Radio Intercept Company did not
perform as well as that of Hauptman Seebohm
and was finally captured along with 250,000

troops ofthe Afrika Corps who surrendered to
the triumphant Anglo-American armies in
Tunisia.

The Desert Campaign victory was finally won
with the help ofsignals intelligence once
Colonel Fellers was stopped fromtransmitting.
However, the damage that he didtothe British
war effort was huge. He probably added
another year ofcampaigning towhat the
British Army had to endure in itsfight back­
wards crossing 600 miles ofdesert tovictory

General Sir Claude Auchinleck (left) said
that"but for Ultra - Rommel would certainly

have got through to Cairo..."

ULTRA AND MAGIC
ULTRA was the name given to wartime
signals intelligence (SIGINT) secured
from the decoding of encrypted German
radio and teleprinter communications. As
to the origin of its name , historians
generally agree that it was chosen
because the intelligence gleaned was of
such importance, that the then highest
British Intelligence designation of 'Most
Secret', did not sufficiently embrace its
content.

In the Far East Theatre, the US Army's
Signals IntelligenceSection (SIS) applied
the codename MAGIC to its SIGINT

Roto r wheels from a German Enigma

inNorth Africa. So what happened tothe good
colonel? He was relieved of his post in July
1942 and sent home where the United States
Army awarded him The Distinguished Service
Medal for 'reports of clarity and accuracy'. I
am surethat Rommel would have agreed.

ACATALOGUE OF COINCIDENCES?
Eye Spy examines various issues borne from the loss of
the 'black code book' and the Ultra decrypts, plus some

important and little known intelligence happenings...

W
hen war was declaredon
Germany on 3 September
1939, the United Statesof
America chose to remain

neutral. British premier Neville
Chamberlain hadbadlymisread Hitler's
and Mussolini's intentions, despite a
plethora ofwarnings from the military,
intelligenceand politicalworld.That the
USopted to stay out of the fight, deeply
concerned London. However, there was
agreat deal ofmistrust andsuspicion
feltbyAmerican diplomats, including
those based in Italy, where Mussolini
wasedgingcloser to supportingHitler
militarily.At the time in Rome, the US
Ambassador to Italywas William
Phillips. He hadbeen in place since
1936. };>
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British Prime Minister Neville Cham­
berlain speaks with Italian leader

Benito Mussolini at the 1938 Munich
Conference. He believed he had

secured a lasting peace - but events
were to prove him profoundly wrong

The USS West Virginia blazes following the attack by Japanese fighters on the naval
base PearlHarbor. In total, 350 Japanese aircraft took part in the operation, resulting in
the deaths of 2,402 Americans. Seven front-line warships were lost and nearly 200 US
aircraftdestroyed.Therehave beenconstant stories circulating on the 'intelligence grape­
vine', that some British and US intelligence officials were in possession of information
pertaining to the attack - prior to the operation. However, this was allegedly withheld in
order to draw the United States into the war.

Below: US President Franklin Roosevelt signs declaration of
war against Japan (left) on 8 December - just hours after Pearl
Harbor was attacked and Germany (right) 11 December 1941

Left: French Ambassador Francois Poncet pictured with German
Field Marshal Erhard Milch. Poncet , who had witnessed and

warned of Hitler's war obsession, was just one of a number of
diplomats helped by neutral US diplomatic missions in Europe

Though an 'understanding' ofsorts was in place
regarding UKand French diplomatic staff
trappedin Italy, there was alsoconsiderable
unease. In thesummer of1940, Phillips

. received French Ambassador Francois Poncet
andBritish Ambassador Sir Ronald Campbell
(both men experts onNazi Germany) . The
American Embassy hadbeen given thegreen
light tohelp repatriate themensafelybacktothe
UK.

As the months progressed and Germany's
strangleholdover much ofEurope andNorth
Africa lightened, overtandcovert USactivitiesin
Italyincreased. Officials were now busysecuring
a plethora ofinformation, some civilian, some
military, that might beuseful in future months,
indudingidentifying the proposed construction
ofa major Luftwaffe base ofoperations in the
Mediterranean. Usingdiplomatic cover and

staffers posingaswives, agents monitored the
installation ofnew telegraph wires during picnic
trips tothe countryside. These, theoperatives
hoped, would lead them tothenew Luftwaffe
station. However, as theyfollowed thepath ofthe
poles, news was received on7 December 1941 ,
that Pearl Harbor hadbeen attacked byJapanese
forces and the mission was ended abruptly. Over
two years ofneutrality disappeared inseconds.
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The US Embassy in Rome today. Prior to the outbreak of war, Washington
used several buildings in Rome and other Italian cities as official consuls

and outposts - including the one known as Casa Triple Sec. America
reopened its diplomatic missions throughout Italy in 1946

© ALLAN WARREN

The next day, America declared war onJapan,
thus declaring itself an enemy ofTokyo's ally­
Germany.

The Casa Triple Sec

The undercover US team hadoperated
from a diplomatic building in Rome
known as the Casa TripleSec, which

became a popular informal drinking haunt for
staffers who useda three-roomed apartment to
make contact with many people, including those
in theentertainment andtheatrical world. Some
regarded its activities asakin toan 'espionage
party'. Interestingly, oneoftheregular visitors
was actress Alida Valli , who would go on to
feature inCarol Reed's classic 1949 film, The

·G L

ThirdMan, adapted from Graham Greene's
book ofthesame name. The film, setin early
Cold War Vienna ofcourse, also featured Orson
Welles andTrevor Howard. Both these actors and
Greene were MI6 contact men, thelatter being
an operational agent. Greene would go on to
write theintroduction to KGB spy andBritish
traitor Kim Philby's 1968 book -MySilent War.
Valli went on to make two wartime movies which
were ini tially censoredbyMussolini, buthe later
reversed thedecision after hededuced they were
anti-Soviet.

The FBI seemed tobeaware ofthegoings onat
theCasa Triple Sec, andsentanofficer to
interview staffers. He explained hismission was
not specific, butthat theBureau was "investigat­
ing unclear activities." Washington had given the

FBI Widespread powers to investigate any
unusual, illegal orcriminal activity at any ofits
diplomatic missions overseas, andclearly
someone oran event hadalerted theBureau.

One ofthemen interviewed was Merritt Cootes, a
US Foreign Service worker,whosaid he was ~
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Birthplace of Benito Mussolin i in Predappio is now a museum

Itcould also explain the arrival of the FBIwho
quizzedstaffers about theiractivities.

A grim end. Mussolini 's (centre)
body is displayed after execution
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But ofcourse, there still lies themysteryofwho
stoletheAmerican code book from the US
Embassyin Rome which Colonel Fellers
continued to use to communicate back to
Washington duringBritain's North African desert
campaign. The book hadofcourse been
removed or given toa spyduring the US-Italy
neutrality period - 1939-1941 , allowing Berlin to
decode andread all hissignals. Eye Spybelieves
it isquite plausible thecode book was taken
during oneof the 'informal drinkingand
espionage parties' held at the Casa Triple Sec.
The apartment was first-most a locationfor US
Foreign Service work anditmust have contained
official literature aswell - a fact clearlyknown to
German andItalian Intelligence.

The London ass team liaisedcloselywith
Britain's Special Operations Executive (SOE) ,
andsoon established a directorate known asX-2 .
Eventually reachinga strength of650 personnel,
its initial primaryobjective was toassist British
Intelligence in theexploitationofintelligence
gleaned from the...Ultra decodes!

X·2, Ultra and the OSS

F
ollowingItaly's invasionofEthiopia,
Phillips chose to resign on 6 October
1941 , and returned to the USA. However,

afterAmerica's declarationofwar against the
Axis powers, he was assigned to London and
appropriatelymade Chief oftheemergingspy
andunconventional warfare organisation - the
Office ofStrategic Services (aSS) . His daughter,
Beatrice, who alsohadexcellent knowledge of
Germany, joined theass andoperated for a time
in Paris andLondon. Unfortunately for her, she
was exposed byRussian-born NewYork-based
gossip columnistIgor Cassini before shehad
even embarked on hermission. Somehow
Cassini learned shehadbeen "doingsome work
for Bill Donovan's ass ." Donovan was ofcourse
the overall head andcreatorof theass.

Inside Mussolini's specially built crypt in Predappio

surprised Department ofState employees were
being investigated. However, like manyofhis US
diplomatic associates, hewould soon return to
America andrelative safety - this after Mussolini
denouncedWashington's declaration ofwar. The
Italian dictatorwould eventually fall from power,
but it would not be thelast time Cootes' path
would cross with the fascist.

As for USAmbassador William Phillips, he had
proven a most useful conduit for liaisonanda
masterofcovert operations,and his work had
not gone unnoticed inWashington.

I
n 1966, Cootes waschosen for a most
strange mission. He carrieda briefcase
which was hand-cuffed tohiswrist: inside a

slice ofMussolini 's brain which hadbeen taken
bytheAmericans following the Italian dictator 's
deathand autopsy in 1945. Cooteshadbeen
chargedwith handing the brain section back to
Mussolini's widow, Rachele, for repatriation and
burialat a special crypt built for him at his
birthplace - Predappio in theprovince ofForli
Cenena.
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Yuri Felsht insky on the
banks of the River

Thames , London. In the
background - MI6

headquarters

WORLD EXCLUSIVE

WIT H YURI FELSHTINSKY
As Marina Litvinenko, the widow of former FSB officer Alexander murdered in London in
2006, wins a High Court battle for a public inquiry into his death, Eye Spy talks exclusively

to Russian investigative author and historian Yuri Felshtinsky. He played a pivotal role in
the Litvinenkos escape from Russia and together with the agent, wrote the explosive book ­
Blowing Up Russia, which accused the FSB of perpetrating several terrorist attacks that

killed 300 people - a false flag operation used as an excuse to invade Chechyna.

In this explosive interview, Felshtinsky provides a unique perspective of the days, weeks,
months and years leading up to the assassination of Litvinenko and who he believes or­

dered his death. Plus the background behind the execution of several associates and the
role played by Russian billionaire Boris Berezovsky - Litvinenko's former employer and a
sworn enemy of President Putin. He died in suspicious circumstances in 2013 ...

ES: How and when did you first
meet Alexander Litvinenko?

YF: I travelled to Moscow in
September 1998, to conduct
research into contemporary Russia
and metwith former FSB officer
Lieutenant Colonel Alexander
Litvinenko afew weeks later in
November. He and agroup of
colleagues from the Special
Service 's anti-organised crime unit

were planning to go public with
some extraordinary information.

ES: This was?

YF: Thegroup had received
instructions to prepare the murder of
Boris Berezovsky. At the time,
Berezovsky was not only the richest
man inRussia, but also agovern­
ment official. As Executive Secretary
of the Commonwealth of Independ-

ent States he was apowerful man
who had just entered politics.

ES: By this stage, had Litvinenko
discussed the assassination plot
with Boris Berezovsky?

YF: Yes, he had already informed
him ofthe plot well before the press
conference took place inNovember
1998. Indeed, it was actually
Berezovsky who had organised the

event and gathered the media,
including radio and television.

ES: At the time, Vladimir Putin was
still an FSBofficer, but already
plotting his move into politics?

YF: In 1998, Putin, who had been in
the KGB formost of his life and had
held the same rank as Litvinenko,
was incharge ofthe FSB. InAugust
1999, he became prime minister.~
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'The moment the FSB officers were detained
Russian war planes were ordered to start

bombing Chechnya's capital - Grozny'

ES: Whomdid Litvinenko and the
anti-crime unit claim was behind the
assassination plot?

YF: OldKGB-stylegenerals. They
werestill incommand. Neverthe­
less, Litvinenko's group held their
press conference. Not only were
details ofthe Berezovsky plot
discussed, but the FSB named as
the culprits. At theevent, a long list
ofcrimes perpetrated by the FSB
was also alleged.

ES: Are you referring toevents in
Chechnyaand the North Caucasus
oran evenwider area?

YF: The Chechenwar started in
1995. Litvinenko and his unit served
in Chechnya. But it was over in
1996 and the unit transferred to
Moscow. It's likely theunitwas
involved inextrajudicial activities in
both areas. However, it was in
Moscow that Questions started to be
raised. The suspicion was, the
FSB's leadership were planning to
use orwere using the unit forthe
same type of undercover operations
it had been performing against
separatists in Chechnya.

ES: What inspired Litvinenko that
made him speak tothe media?

YF: He hopedthat by going public,
major reforms would take place in
theFSB, especially within its
leadership. There was belief that
facedwith such claims, old KGB
generals from the communistera
who still ran theSpecial Service,
would be sacked oratthe very
least, forced to step down and
resign.

ES: Quite the opposite happened.

THE ARREST OF L1TVINENKO

YF: Yes , Litvinenko's entire group
was sacked. And inMarch 1999, as

the primary source ofthe allega­
tions, he was arrested. However, it
was the Berezovsky story which
most upset Moscow, and thiswas
the mainreason for Litvinenko's
removal and subsequent detention.
He spent almost ayear in prison
before being released.

ES: While he was in jail, several
majorterrorist attacks occurred in
Russia.

YF: In September 1999, several
incidents took place inanumber of
cities, includingMoscow. All
together 300 people were killed. I
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THE BLAME GAME AND DECEPTION

ES: We understand this was a
pivotal moment inthe genesis of the ES: DidLitvinenko agree with this
second Chechnya invasion. scenario?

believe atthat time it was the largest
loss of life through terrorism. The
entire country was shocked.

ES: This provoked aresponse from
Russia. Security officials had no
doubt who was behind the attacks?

YF: Moscow blamed Chechen
Republic separatists and invaded
again. However, inone failed attack
on abuilding inRussia, inthe town
of Riazan, on 22 of September, two
so-called terrorists were arrested by
local militia and the Riazan FSB. The
suspects presented their identifica­
tion papers - they were Moscow
FSB officers, and they were
immediately released.

YF: The moment the FSB officers
were detained Russian war planes
were ordered tostart bombing
Chechnya's capital - Grozny. Soon
after Russian armed forces were
ordered in. The war started. This
was because Moscow believed the
controversy surrounding the arrest

On 24 September 1998 - two
days after FSB officers were
ca ught in possession of
explosives in a Riazan apart­
ment building - FSB Director
Nikolai Patrushev said it had
been a training exercise.

of the FSBofficers might cause
widespread suspicion about the
terrorist acts. If debate started the
opportunity to start the war would
be lost.

ES: Do you bel ieve all the terrorist
attacks that occurred inSeptember
1999, were actually performed by
Russians?

YF: There is no evidence that this
was done by Chechens. Even
according to the government
investigation Chechens were not
involved. Yet the Second Chechen
war was started bythe Russian
government as retaliation forthose
'Chechenterroristacts'. It was all
Russian provocation.

YF: Yes , but this happened later, in
September of 2000.

ES: What happened following
Litvinenko's release from prison?

YF: He was convinced he would be
arrested again, indeed, the moment

he walked out ofprison new
criminal charges were brought
against him. So, I arranged tomeet
with his former superior, FSB
General Evgeny Khokholkov. I tried
tobroker adeal - keep Litvinenko
out ofprison if he agreed to keephis
mouth shut. On reflection it was a
naive proposition from myself.

ES: How didLitvinenko react?

YF: Alexander was avery tough
man. He knew the Russian system
and doubted this could be achieved
anyway. He understood officials
considered he had betrayed his
Service and country and forthishe
would be punished. There was no
way he was going tobepardoned.

PLAN TO LEAVE RUSSIA

ES: The situation was obviously dire
forLitvinenko. When did he and his
wife Marina consider leaving
Russia? And whose idea was it to
flee tothe West via Turkey?

YF: We first discussed leaving in
May 2000, this followed my meeting
with General Khokholkov who was
adamant Litvinenko would not be
pardoned, nor forgiven. I explained
toLitvinenko that he would be
arrested again and that he had no
future inRussia, plus he hada
responsibility to his family.

ES: His reaction?

YF: He saidhe had been an FSB
officer all his life and what would he
do if he emigrated? 'Thereis nothing
forme abroad,' he said. 'I will stay
here.' But inSeptember 2000, when
I travelled to Moscow totalk about
the September 1999 explosions, he
agreedto escape from Russia.

ES: We understand Litvinenko's
preferred destination was the USA,
but the CIA was not comfortable,
the State Department slow to react.
Itseems US officials were not
prepared to offer assistance?

~

33



The
Caucasus
200 Kilometers

I 200~

'To remain in Georgia, a former Soviet
Republic, was becoming increasingly

dangerous. These were anxious times'

ES: Atthe same time as Litvinenko
crossed into Georgia, we believe his
wife Marina, then 44, and son,
Anatoly, 12, also departed Russia?

YF: Yes, I organised aflight forthem
toMalaga, Spain. Information was
released only on aneed toknow
basis - even between the
Litvinenkos. I knew that Alexander
had planned his escape but I had no
ideawhere and when. All Marina
knew was that I would call her using
anew cell phone which I had
provided-one which she had not
used before. Marina was advised to
follow my instructions precisely.
Alexander explained that she should
do this. 'Fine, no problem,' was her
response. So, when I arrived in
Tbilisi and confirmed Alexander was
safe and free, I called Marina. I told
her to go tothe best travel agency in
Moscow and book the next available
group trip to any European country.
This just happened to be inSpain.
The next day she flew out of Russia
with Anatoly.

ES: It seems odd that with all the
publicity and security concerns
surrounding Litvinenko, that his
movements were not surveilled by
the FSB. And the same could be
said forMarina. Litvinenko was
already out of the country and she
was allowed tobuy aforeign
holiday?

professional conversation. After
several days they told us they were
awaiting adecision from the State
Department inWashington. But the
SO was not inahurry. We waited
and waited - forthree weeks for
Alexander's visa. To remain in
Georgia, aformer Soviet Republic ,
was becoming increasingly danger­
ous. These were anxious times.

ESCAPE FROM RUSSIA

ES: The ambassador atthe time
was Kenneth Spencer Yalowitz, how
did hisstaff respond?

Russia I would pick him up and help
him. But forsecurity purposes he
never told me where he would go.
That conversation took place on 22
September 2000. And then on 1
October, he crossed the border into
Georgia by sea and headed for
Tbilisi. I flew there immediately to
confirm he had arrived safely and to
help him. Thereafter we visited the
US Embassy to explain our situation.
I told an American official I was with
aLt. Colonel of the FSB who wanted
to claim political asylum inthe
United States.

YF: They were not too happy,
suspicious, and asked agreat many
questions. I spent hours talking with
them - they were absolutely
charming people and we had avery

ES: Hisresponse?

very possible that the Russian
government started the Second
Chechen war with provocations, the
same way they started the First
Chechen war. 'Findthe connection,
and you will find your answer,' he
said. This was very important for
me to hear because the first war
was started with the terrorist act
organised byoperatives ofthe
Special Services. This may sound
ridiculous but it is true. In 1995,
there was still press freedom in
Russia and newspapers published
information about this . Atthe end of
my conversation with Litvinenko, I
invited him to write abook with me.

YF: He said you live in Boston, I live
here, how can we do this? Itwas
then we discussed his escape from
Russia forthe second and final time.
I explained that the moment he left

Once Litvinenko had crossed intoGeorgia, he and_....iiiil_~~~:jjiiiiirYuri Felshtinsky visited the US Embassy in Tbilisi.
Herethe FSBmanapplied for political asylum.

Despite numerous contacts withthe StateDepart:
ment in Washington - no confirmation ever came

that thiswould be granted

YF: Iwill explain this complex
situation. By the end of1999, I had
concluded the terrorist attacks in
Russia were performed bythe FSB.
But the country was now a
democracy under Boris Yeltsin and it
was still very difficult tobelieve. So,
I went to see Litvinenko, my only
source within the FSB whom I
trusted. I flew from Boston to
Moscow and asked him again if it
was really the FSB behind the
bombings. Litvinenko said it was
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'It was obvious by now that the FSB
knew Alexander Litvinenko had

escaped and I was with him'

Billionaire Boris Berezovsky played a crucial role in the
exfiltration of Litvinenko from Russia . First he paid for
charter flights and then allowed Felsht insky to use his

pr ivate jet. This enabled him to keep the couple informed ­
as the officer waited in Georgia and Marina in Spain

YF: Yes, we had researched several
countries and locations that didnot
require avisa, including Cyprus.
However, as an intelligence officer,
Litvinenko recognised this country
was an island and had alarge
Russian ex-pat population. Turkey
didnot require avisa from visiting
Georgian citizens so we optedtogo
there. Using Berezovsky's aircraft,
we flew toTurkey. During the flight,
the US embassy inTbilisi actually
called saying Washington had still
not made adecision about accept­
ing Litvinenko. While we waited
again, Litvinenko pondered about
goingto Germany where his sister,
who hadcitizenship, resided. But it
wasatthat moment he considered
Britain - forBerezovsky was living in
London and he had toldhim he
would help to settle him inthe
country. He had two safe options -

)00>-
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memorise the name. Heagreed ­
lookedbriefly atthe document and
confirmed it was real. However, the
days continued to pass and still
there was no answer. The situation
was complicated because in order
totravel to the United States,
Alexander also needed avisa. And
though the passport was real, the
name on it was not. So, we had to
choose acountry which accepted a
Georgian passport fortravelling
without asupporting visa.

ES: Did Litvinenko consider going
elsewhere?

FINAL DESTINATION - UK

YF: Major Andrei Ponkin continued
to call me - he knew I was with
Litvinenko. BothAlexander and I
therefore assumedthat the FSB, via
the cell phone network, mustby
now know we were in Georgia. The
moment we received the first call we
realised we would have to leave
Georgia as soon as possible. By that
time I had managed to obtain a
Georgian passport forLitvinenko.
This meant he couldtravel abroad.

ES: You visited the USEmbassy one
moretime inTbilisi?

YF: Yes, but there were two
conditions. Firstly, the passport
should not be copied, and
secondly, he should not tryto

YF: Yes, I explained that our
situationwas now precarious and
that adecision must be reached
immediately. Our liaison was very
polite, but explained that Litvinenko
had no documents and that he had
crossed the border illegally. He
implied that he had no choice but to
wait since without atravel document
he was stuck inGeorgia. I surprised
the SOofficial saying Litvinenkodid
have aGeorgian passport and we
could leave the country atany
moment. 'Is it afake?' he enquired. I
said it was an authentic passport
with agenuine photograph of
Litvinenko... but ithad adifferent
name! Bemused, he said that was
notpossible and he did not believe
me.

ES: Didyou present the document?

asked himnot to do this. Ifanything
had gone wrong, I did not want him
thinkthatthis was because ofme.
Do notforget, he had 20 years of
experience working forSpecial
Services and I had studied the
USSRall my life. We were able to
compete against the FSB, we did
and we succeeded - atleast fora
short period of time.

PRIVATE FLIGHTS AND ASYLUM

ES: When werethe Litvinenkos
reunited?

ES: A private aircraft?

YF: I flew from Georgia to Spainand
metMarina. I explained her husband
was safe and that we were trying to
secure political asylum inAmerica. I
also said she would not be returning
to Moscow with the tourist group.
Then I left to go toTbilisi again and
returned to Malagaseveral days
latertopick up Marina and Anatoly.
Therewere no direct flights. I used a
privateaircraft which helped
immensely.

ES: Why did Litvinenko change his
mind about goingtoAmerica?

YF: Yes, it had been provided by
Boris Berezovsky who was in
London. By now he had started to

I consider asking Britainforpolitical
asylum. This meant, like Litvinenko,
hewouldnever see Moscow again,
though hekept this thought most
private. Just several people knew
about this and I happened to be one
ofthem.

YF: Itwas all donevery quickly. He
successfully crossed the border into
Georgia - I flew toTbilisito meet
him - Marina departed forSpain.
Remember, Marina and Anatoly had
travel documents, they did not have
to escape. The FSB would eventually
learnMarinahaddisappeared from
its radar, and only thendidthey
know something was happening.
But by that timeLitvinenko andhis
family wereabroad. And it was at
this point an associate of Litvinenko,
MajorAndrei Ponkin oftheFSB,
started tocall mycell phone. I
pretended to be inBoston, but it
was obvious bynowthe FSB knew
that Litvinenko had escaped and I
was with him. I was hisonly foreign
connection. I had arrived inMoscow
on 22 September and departed the
next day ona6.00am flight for
Switzerland.

THE INFORMANT

ES: It'sbeen suggested Ponkin had
been planted inside Litvinenko's
assembled team?

YF: BothAlexander and I had
suspected he was an informant of
the FSB, together withanother FSB
officer Colonel Viktor Shebalin,
despite their presence atthe
November 1998 press conference. I
am sure Ponkin and Shebalin were
secretly reporting on our meetings
and movements from the very
beginning. But, once again, we
managed to keep our escape plan
secret. When Litvinenko wanted to
tell me inadvance where and when
he planned to cross the border, I
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ES: Didyou then start work on your ES: We believe that anumber of
book - Blowing Up Russia? people associated with that

publication were assassinated.

London and Berlin. But since we had
to leave Georgia forsecurity reasons
we flewtoAntalia inTurkey to be
safe.

ES: And Marinaand Anatoly?

YF:As soon as we landed and
settled inahotel I asked the pilot to
flyto Malaga with me topick up
Marina. He explained that flying
regulations required thecrew to
have somerest, so we spent anight
inAntalia. The next morning we left
forMalaga. I called Marina and
asked her towait forme atthe
airport. Shewas soonreunited with
Alexander. This was the easy part.

ES: HowdidLitvinenko fly tothe UK
without avisa, for even occupants
ofaprivate charter jet need such
papers?

YF: Correct. Without avisa you are
not allowed to land inBritain - even
travelling on aprivate jet. But you
are allowed, forexample, to enter on
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aregular commercial flight which
goes fromTurkey toMoscow. Ona
British Airways flight the route was
Istanbul - London - Moscow. This
was an old Soviet trick forpeople
planning toescape from the USSR.
The Litvinenkos were allowed into
Britain becausetheir final destination
- onthe ticket - showed Moscow.
Andwhenthe aircraft landed at
Heathrow, Litvinenko approached an
immigration official , explained who
he was, and requested political
asylum. The entire episode fromfirst
crossing the border into Georgiaand
arriving inBritainon 1 November
2000 had takenprecisely one
month.

I CIA REJECTS UTVINENKO

ES: The CIA seemed on the
periphery of this affair. One would
have thought officials atLangley
may havetaken agreaterinterest?
After all, the officer would be in
possession ofagreat deal of useful
information.

YF:When I returned to Boston aCIA
officer called me on my cell phone
and asked me where I was. I
explained I was athome, to which
he replied - 'you are supposed to be
inTbilisi!' I saidwe had to leave and
that his agency was too slow. By
now the CIA had made it abundantly
clear that Washington had definitely
rejectedLitvinenko's claim for
political asylum.

, THE MANUSCRIPT

YF: During this whole process I had
already started writing the draft. I
wouldfax Alexander my questions,
heinturn would answer my
questions ormake corrections if
necessary. Alexander actually
wanted me to go to London and
write it together, but we did it my
way. I wanted to have everything in
writing. I still have all his hand­
written faxednotes.

ES: How longdidthe book take to
write and was it your primary
intentionto publish the book in
Russia - thus having the desired
impact so sought byLitvinenko and
perhaps it should be said,
Berezovsky?

YF: It took about six months - 12
hours aday. Yes it was our desire
that thebookbepublished inRussia
first - its content was mainlyabout
Russiaand we thought the public
thereshould be given the opportu­
nitytoread it first.

ES: Though this didnot happen,
some information from the manu­
script, and it must be said ofavery
controversial nature, didget
published byaRussian media
house.

YF: One entire edition ofMoscow's
Novaya Gazeta, aprominent
newspaper inRussia, was devoted
to the book and contained several
chapters. Approximately 50%ofthe
entire book appeared.

YF: Anumber ofpeople involved
withthe book's promotion were
indeed killed. When I started to
discuss the possibilityof the
publishing in Moscow, everything
had been prepared and negotiated in
great secrecy. For example, I
actually handed the manuscript to
veteran journalist Yuri
Shchekochikhin, amember of the
Russian Parl iament and deputy
editor-in-chiefofNovaya Gazeta, in
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'I fired Litvinenko and disbanded his
unit. FSB officers should not stage
press conferences. They should not

make internal scandals public'

President Vladimir Putin
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This photograph was actually taken by Alexander Litvinenko
on the flight out of Georgia and freedom in Turkey. It shows

a very tired and exhausted Felshtinsky asleep

directly atthe FSB. Putinwas
considered anice man- ademo­
cratically elected president, why
would he close ranks?And of
course, 9/11 happened inAmerica
and the focus was very much
on events happening there. The idea
of publ ishing BlowingUp Russia
died.

ES: Nevertheless, the manuscript
eventually attracted worldwide
attention?

YF: Yes, butonly after the death of
Litvinenko in2006. Suddenly there

Felshtinsky, Berezovsky
and associates pictured on
the billionaire's private jet ­

19 September 2000

was great interest and many people
started to believe itscontent was
true. That year the book was
published - everywhere.

ES: Before we examine the
circumstances ofLitvinenko's
death, can you explain his relation­
ship with BorisBerezovsky.

YF: After arriving inLondon,
Alexander started to work forBoris
almost immediately as an advisor
and consultant. However, the
relationship was very informal there
were no positions, titles orcontracts. )ii;--

Zagreb, Croatia. After reviewing its
content overnight, the newspaper
agreedtopublish. InAugust 2001 , a
the special edition was published ­
100,000 copies were printed I
believe - they sold out immediately.

ES: And Moscow's response?

YF: The Kremlin was silent - very
surprising. Seven days passed by
without aword and nobody would
confirm or deny the FSB bombing
revelations. Other news outlets also
found this strange, includinga
leading communist title. Its editor
had an explanation - Novaya Gazeta
had just 'firedashell atthe Kremlin
and it had killed everyone.' When
this feature appeared, the Russian

EYE SP"r 1~;T- lC - J - ~ lAGAZINE ~[ •

mediastarted to reactto the book.
Alexander and I felt in away this
was amajor victory.

ES: Eventually there was some
response politically?

YF: Yes, the Russian Parliament
tried to pass alaw which would
allow an investigation ofthe FSB's
activities inSeptember 1999, but
this failed.

ES: In 2001 , you also tried to
publish elsewhere, butfound this
problematic.

YF: Publishers were unconvinced by
our investigations and writing which
pointed the finger ofsuspicion
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THREATS AND MISTRUST
Charges Conveniently Changed

- End Result the Same - Jail

FSB Colonel Mikhail Trepashkin is a
former solicitor who was asked by
Russian human rights activist and
po lit ic ian Sergei Kovalev to help
invest igate th e September 1999
bombings.Trepashkin, who alleged a
great deal of corruption within the
FSB, learned of a plot to assassinate
YuriFelshtinsky in Boston.Trepashkin
was later jailed for 'revealing state
secrets' - this after a dubious charge
of possessing a firearm was dropped.

ES: He was being paid, however?

YF: As far as I know Litvinenko
received £5,000 per month.

ES: By now, Berezovsky and Putin's
relationshiphad deteriorated toa
point thatwastantamount to
hatred?

YF:When Berezovsky knewthere
was no way backto Russiafor
himself, thisafter applying success­
fullyfor political asylum inBritain,
his bitter feud withPutin intensified.
I would describe this as a lifeand
death fightbetweenthemen. He
also recognised that the information
inthe manuscriptabout Putin's role
inthe FSB bombings was nothing
short ofapowerful weapon that
could be used against him. And at
that moment, I will admit he started
tohelp us.
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I ES: In what way?

YF: He started topromote the book
and in2001 financially supported an
excellent television documentary ­
Blowing up Russia - based on our
research. Thiswas first shown ata
press conference inLondonon 5
March2002. Berezovsky also paid
forthe manufacture of thousandsof
video tapes.Thereafter, amember of
the Russian Parliament agreed to
take some oftheforb idden and
banned tapes back to Moscowfor
distribution.

ASSASSINATIONS AND REVENGE

ES: Itwas atthistime anumberof
disturbing events occurred , can you
elaborate?

YF:Vladimir Golovlyov and Sergey
Yushenkov - two members ofthe

Russian Parliament who had helped
transport and distribute the video
tapes were killed. Golovlyov was
shot inthe head on 21 August 2002,
as he walked his dog in aMoscow
park, and Yushenkov died after
being gunned down near his
Moscow homeon 17April 2003.
Yuri Schekochikhin, from Novaya
Gazeta, who I handed the manu­
script to was poisoned in Moscow.
After being in acoma for two
weeks, hedied on3July 2003. I
believe he was poisoned withthe
same substance that killed
Litvinenko in 2006. All the deaths
wereconnectedtoour book or film.

ES: During hisyears working for
Berezovsky, did Litvinenko ever
receive death threats tohis person
orfamily?

YF:Yes ofcourse.

© YURI FELSHTINSKY

Assassinated· Sergey Yushenkov

ES: And you?

YF:Yes, several, some via the
Internet. One inparticular I remem­
ber. This came from Moscow and
followedaconversation between
FSB Colonels Viktor Shebalinand
Mikhail Trepashkin. Shebalin told
Trepashkinin 2002, two men and a
woman, were sent to Boston to
prepare my assassination.
Trepashkine-rnailed this information
to Litvinenko who gave it tome.
Bothe-mails weredated 19
December 2002. Soonafter
Trepashkinhimself was arrested.
There wereno attempts madeon
my life inBoston followingthate­
mail.

PRIME SUSPECTS

ES: Can wenow discuss the
primary names associated with
Litvinenko's death in 2006,
including former FSB officers Andrei
Lugovoi , DmitryKovtun and
Vyacheslav Sokolenko. What was
their relationship with Litvinenko?

YF: Lugovoi had known Alexander
forsome time - I too knew him. In
Russia, he was inchargeof security
detailsforBoris Berezovsky and his
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Yegor Gaidar and Badri Patarkatsishvilli
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Right: A few hours later
Yeltsin announced his

resignation on television
effectively handing over
power to Prime Minister
Putin. Yeltsin asked the
public to "forgive him"

explaining he had made
"errors of judgements"

Above: 31 December 1999.
Two months after the
bombings in Russia

President Boris Yeltsin is
pictured with Vladmir Putin.

YF: I do know he was poisoned by
the Russiansecret service and that
all threemen were somehow
involved. But we still do not know
precisely how he was poisoned - we
do not know how it was delivered

~

ES: These men met Litvinenko in
London on the day everyone
assumes he was poisoned with
Polonium 210.

Lugovoi provided security for many of Russia's most
powerfu l politicians and businessmen, including Boris

Berezovsky, his business associate Badri
Patarkatsishvilli and Prime Minister Yegor Gaidar. He
also served with President Yeltsin's personal secur ity

detail - pictured here with Yeltsin atop a tank outside the
Council of Ministers building in Moscow 1991

partner Badri Patarkatsishvilli.
Before this he looked after Prime
Minister ofRussia Yegor Gaidar and
even earlier - was amember of
Boris Yeltsin 's personal Secret
Service team. Security ofmajor
politicians was his speciality within
the FSB. Kovtun too worked forthe
FSB but was married to aGerman
and livedinGermany. Sokolenko
worked forthe FSB as well.
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MOST WANTED?

KGB Colonel and MI6 agent
Oleg Gordievsky pictured

shortly before he was
allegedly poisoned in 2007

The assassinations and murder of so many prominent Russ ians , including several
investigative journalists, soon att racted the attention of the world's media

DEATH OF UTVINENKO

YF: You may argue that case, for
example, Blowing Up Russia, but
actually, it is farmore dangerous to
know about such incidents and keep
quiet. Somepeople may disagree,
but that's how I see the security
issue here. The quicker you release
such information, the less danger­
ous it becomes foryou.

ES: After Litvinenko fell ill and was
ES: Isit not equally as dangerous to hospitalised, you spoke with him on
publish and make allegations? the telephone. Can you discuss

COURTESY: WHITE HOUSE MEDIA LIBRARY

IrYF "to

journalist, but I told him that it was
better togo public rather than
conceal the incident. Whenever I
receive information such as this, I
am ofthe opinion it should be made
publicas soon aspossiblebecause
it ismoredangerous to withhold
information than to release it.

Interestingly also, that Litvinenko
had arrived inthe UK on 1 Novem­
ber. Gordievsky believed rogue
elements inMoscow and a Russian
business associate were responsi­
blefor trying to kill him. It'sacase
Eye Spy has had littlesuccess in
investigating, primarily because a
wall ofsilence ensued. However, we
understand he was told tostop the
allegations. As for the prime
suspect, he has never been named.
What do you make ofthis affair?

ES: What did you advise himto do?

YF: Gordievsky worked as aBritish
spy in Russia forMI6 - hewas a
very experienced man. I have no
intelligence service background, I
am ahistorian, awriterand

YF: I last spokewith Gordievsky
about twoyears ago, though we are
not that close. After the incident he
called meand asked advice on how
to deal with the situation. He was
100 per cent sure an attempt tokill
himhad been made and that British

I Intelligencetoldhim to be quiet.
Gordievsky was very upset about
the manner inwhich the case was
being dealt with - he could not
understand why Special Branch was
not investigating the incident.

1 NOVEMBER · ARELEVANT DATE

40

YF: I believe reference to this man
was made by Oleg Gordievsky, the
MI6 spy and former KGBcolonel.

ES: Andofcourse, thereis evidence
to suggest agenuine attempt to
assassinateGordievsky was made
using poison. Litvinenko was
poisoned on 1 November2006, and
almostexactly one year later on 2
November 2007, Gordievsky was
taken to hospital after falling ill.

ES: Our sources saidafourth
suspect was picked up byCCTV at
Heathrow Airport. He has also been
linked to the case.

'I've known for many years that I am on
the assassination list drawn up by

rogue elements in Moscow'
KGB Colonel and MI6 aqent - Oleg Gordievsky

into the pot ofthat green tea atthe
Millennium Hotel. Acapsule, tablet
and spray have all been mentioned.
However, the Russian secret service
have been using radioactive poisons
to eliminatepeoplesince the1950s.
We ofcourseknow aboutpoisons
such as cyanide, but the KGB
worked on arange of new genera­
tion substances, including radioac­
tive ones. To this day I cannot say
with any conviction who put the
Polonium in his tea - Lugovoi,
Kovtun or Sokolenko. Theremay
have been other people involved.
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Death of a Spy: Interview
with Yuri Felshlinsky
concludes next issue

man - call him what you want - may
havebeen involved. He had of
coursebeen with him when he ate
the sushi. Thiswas quite strange,
foratthat time no-one really knew
ofthis man, norwhat he did.
Nevertheless, thiswas the scenario
that was 'fed' tothe media.

DELIBERATE SMOKESCREEN

ES: Did Litvinenko believethe
assassin was either Lugovoi, Kovtun
orSokolenko?

YF: Yes - but hekept thismost
private. The reason why he did not
go public caused some confusion.
He had amost secret plan. Publicly
he released information that
suggested an Italian bythe name of
Mario Scaramella, alawyer, security

very beginning wethought that he
was poisoned by heavy metals and
survived the assassination attempt.

ES: Why isthat? What did
Litvinenko believe was happening?

YF: He was awareof heavy metal
poisoning, and that several people
who were poisoned had survived.
Litvinenko also knew that if avictim
survives the first week ofexposure/
ingestion, then they usually live. He
ofcourse had passed theseven day
marlk and believed he would recover.
Indeed, initially he was not even
sure he has been poisoned. He
thought he had eaten something ­
foron theday he met his Russian
associates he had eaten sashimi at
asushi restaurant. He loved this
dish and frequentlyvisited such
establishments inLondon.

ES: This thought process delayed his
journey tohospital foraday orso.

I
YF: Actually, it would not have
mattered. Polonium 210 is so
deadlythat even had hegone
straightto hospital and sought
treatment immediately, he would
die. We had avery extensive and
lengthy conversation on 8 Novem­
ber - he genuinely thought he had
survived - survivedan assassination
attempt. He was most optimistic.

YF: I spoke with him on several
occasions, but then he did not pick
up thetelephone. It was evident to
me his health was deteriorating. But
remember, no-one knew why he
was unwell - no-one knew he had
been poisoned with aradioactive
substance. Then, when it was
determined that he was suffering
from Polonium210 poisoning it was
shock. It was thefirsttime many
people had even heard of it.The
effect on Alexander was similar to
that produced byheavy metals ­
such poisons have been manufac­
tured and used bythe Russian
secret service before. So, inthe

what must have been aparticularly
difficult time forhis family, friends
and yourself?

'The effect on Alexander was similar to
that produced by heavy metals - such
poisons have been manufactured and

used by the Russian secret service before'
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FORMER CIA CHIEF BACKS
A

ccordingto us investi­
gative authors Jonathan
Allen and ArnieParnes,
former CIA Director

David Petraeus, who resigned
following personal issues, said
Hillary Clintonwould "makea
tremendous president. "

Petraeus said that following the
Benghazi debacle in Libya, which
cost thelivesoffour Americans,
"shewasextraord inarily resolute,
determined and controlled."
Petraeus headed the Agency at the
time ofthe incident, and befriended
Clinton while she served as
SecretaryofState. Following his
extramarital affair with hisbiogra­
pher Paula Broadwell , Clinton
contacted Petraeusand offered
sympathy, adding she had "experi­
ence" in thisarea - areferenceno
doubt toher husband's affair several
yearsago withMonicaLewinsky.

it'salso ofnote that when Petraeus
ledmilitary operations in Iraq,
HillaryClinton was oneofhis most
outspoken critics.

Protesters in Iceland depict waterboarding

AHidden Agenda?
ISRAEL SPY POLLARD
AND ANTI-SEMITISM

TEL AVIV:James Woolsey, the ex­
head ofthe CIA, has caused
controversy by noting that anti­
Semitism could be afactorinthe
caseofIsraeli spy Jonathan Pollard
- and areason why heremains in
prison. Speaking to Israeli journal­
ists, Woolsey notes that several US
citizenswho spied on behalf of
other countrieswere freed after just
afew years. Pollard remains injail
after 25 years.The former naval
intelligenceanalyst was arrested in
1985, and despite pressure from
various parties, including Israeli
heads ofstate, he remainsbehind
bars. Asked why, Woolsey said:
"...inthe case ofsome American
individuals, I think there isanti­
Semitism at work here."

if any, occurred. Until then, I
wou ld encourage others to refrain
from outbursts that do a disserv­
icetotheimportant relationship
that needs to be maintained
between intelligence officials and
congressional overseers. "

Some officials are furious that
information searches performed
bySenate members may now be
inthe hands ofLangley - aserious
action which would constitute a
securitybreach. The matter is
further compounded by reports
President Obama knew of the
alleged CIA operation.

It is not clear if the CIA's Inspector
General has put the computer­
break-inallegations tothe Justice
Department to investigate.

"I am deeply dismayed that some
members ofthe Senate have
decided to make spurious
allegations about CIA actions that
arewholly unsupported by the
facts ," he said. "I am very
confident that the appropriate
authorities reviewing thismatter
will determine where wrongdoing,

tion into the CIA's alleged use of
torture against al-Qaida suspects
during the Bush presidency.
Agency Director John Brennan is
believed to be highly sceptical of
the spying claims.

It has been alleged that officers
accessed aSIC computer to
examine which files members had
been digesting. These are thought
to relatetothousands ofpages of
notes whichwere handed over
during the committee's investiga-

T
heCIA is investigating
claims some of its
officers were actually
involvedwith monitor­

ing members of theSenate
Intelligence Committee - the
authority which actually oversees
the Agency.

CIA SPYING ON SENATE?
Director Refutes Spy Allegations
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The world's only newsstand magazine dedicated espionage
and intelligence is now available in electronic format

• SUPERB GUALITY • CRYSTAL CLEAR • EASY TO USE

til MagazineCloner

Observers believe the two high
profile figures may seek an all iance
as Clinton is expected to run forthe
presidencyatthe next election.

Honour for 'ranur
BRADLEY [CHELSEA]

MANNING
LONDON: Chelsea Manning, the
former US Army intelligence analyst
has been honoured for'integrity to
intelligence' and given the 'Sam
Adams' award atthe Oxford Union.
The soldier, recently imprisoned for
35 years, releasedhundreds of
thousandsof classifiedarmed
forces and diplomatic documents to
the Internet web site WikiLeaks. At
the event, former NSA contractor
Edward Snowden posted avideo
message and apologised he could
not be there: "Over-classification ,
where the government uses the
state's secrets privilege towithhold
informationfrom the publicthat's
not related to national security and is
otherwise unjustified, has been a
serious problem."

LARY CLINTON

E- E --:: E 43



E
laborateand complex, that's how
ajointFBI and NCIS (Naval
Criminal Investigative Service)
sting operation using aplethora
of spy tradecraft was described ­

one which ultimately resulted in the jailingofa
former US submariner who sought to supply
naval intelligence and imagery tothe Russians
in return formoney.

Retired Petty Officer FirstClass Robert Patrick
Hoffman II, 39, was born in 1973 in Buffalo,
New York, and served with the United States
Navy fortwenty years. His training allowed
him to pursue acareer working as a
cryptologic technician to the rank of E6. He
retired from active service in November 2011 ,
but a little over ayear later, an indictment was
drawn up forthe United States Court at
Norfolk, Virginia, to pursue aprosecution
against him for 'Attempted Espionage'.

Eye Spy published abrief report on Hoffman's
arrest in issue 83, but since then and follow­
ing his trial, further detailshave surfaced. It is
quite evident that without the skill ofasmall
team ofcounter-intelligence officers, and a
brilliant deception operation, Hoffman's

I actions would have had serious conse­
quences forthe United States and its allies.

FIRST CONTACT

On 21 September 2012, at 8.1Dam precisely,
Hoffman's front door bell rang. His visitor was

I asmartly dressed young lady who introduced
herself as Olga. In aslightly accented voice,

I she asked him toconfirm his name, which he
'I did. Olga then handed him an envelope

declaring "it isagiftfrom afriend in Minsk. "
IHoffman replied, "Ira, Kristina, Ana orOlga?"

He was surprised when she said, "No, it isa
I male friend." Hoffman knew he had no male

ULD-BE R
Sun is shining

Robe rt Hoffman <tiegod@cox.net>
To: Alexei Vorovnin <52arlcivna@gmall.com>

Dear Vladimir,

II is a pleasure to hear back from you. Please express my gratrtude to
our friends for giving me such an award.

BecauseI am In agreementwith you that security is paramount, answering
all of your questions via this email account would not benefit our .
situation.

I retiredfromactive .duty in November 2011. lMliCh win limit nT'/
abi lity to aid you with certain things.

I do have an acuve passport . Given my current financial situation .
traveling to and from university each day is a difficult task, let alone
foreign travel.

Compensation is a Question that cannot yet be answered . There are a
great many fadors to consider. such as type of aid required, risk. time
required . and number of people involved . This is something we can discuss
at a later da te.

Having worked both physical and electronic security for a great many years ,
I underestimate no one. v.tIlch does Include my new friends . Pteese be
understanding when I say thai I view this s.ituationwith suspicion. Butin
the spirit of friendship, I am wimng to develop a mutual trust.

I understand the need for a pseudony m, but again thiS email is not the
proper place to provide such en important pece of informa tion. A physical
means would be preferred over electronic. but if your need is Immediate ,
then e!ectroniC arrangements can be made .

Thank you ftx your time.

Regards,

Robert

ENTERING THE WORLD OF SPYING
The Sun is Shining - codeword and green
light for accepting a new life in espionage

friends in Minsk, the capital ofBelarus, but
gladly accepted the envelope anyway, telling
his enigmatic female visitor that it had been a
pleasure meeting her.

Hoffman opened the envelope - inside a
jewellery box containing amilitary medal ­
'Order ofthe Red Banner', with the serial
number 308 engraved on the reverse. It's
believed to be afairly rare medal. There was
also a letter which read: 'Mr Robert... We
convey special greetings from our colleagues
inMinsk. You will please accept from us this
small giftof respect and recognition ofyour
importance tous. This represents huge
honour in ourcountry '

The entire affair had been designed specifically to make Hoffman believe he
was being recruited, and the fact that he did have friends and aconnection

to Minsk, the capital of Belarus, made the 'agent contact' convincing...
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The letter then described Hoffman's supposed
links tohis 'friends' inMinsk, his identification
and their apparent knowledge ofhis service
background. It also intimated remuneration for
his service and explained how futurecontact
wouldbe made, noting 'colleagues in
Washington would satisfyhis needs'. It
concluded: 'Regards from your new friends. '

Of course theentire affair had been designed
specifically tomake Hoffman believe he was
being recruited, and thefact that he didhave
friends and aconnectionto Minsk, madethe
'agent contact' convincing. The Belarus
connection will becomeapparent shortly.

THE PLOT DEVELOPS

Two days later he received areply from a
person callinghimself 'Vladimir' whoclaimed
he was arepresentative ofthe Russian
security services inWashington.
Vladimir saidtheinformation "'=-#,-~1

Hoffman provided had
matchedthat held by his
superiors and that theyI

• would be grateful to I

usehis services. '

Unable toaccuratelyprovide a
specitlc date, he saidhe was in

Minsk from 3-24 August201 1,
and gaveother options for

contact.

Of significance, the closing paragraph asked
Hoffmanto send an e-mail withthesubject
heading 'Hellofrom Hawaii ' to
52arkivna@gmail.comand confirm the date
when he had met his friends inMinsk. It
further suggested the best way forasecure

contact. The e-mail task must be
completed within oneweek andby
28 September, 2012. Hoffman
replied immediately: 'Dear Friend,
Thank you for the wonderful gift. To
own such aprestigious piece of
history is an exceptionalhonour'.

This photograph posted on Facebook was used by the FBI as evidence in
the trial of Hoffman. It shows the former cryptologic officer with four females

- Olga , Ira, Anna and Kristina. The Bureau used these names to draw
Hoffman into a carefully constructed plan to test his loyalty to the United
States. Unfortunately for him, he believed Russian Intelligence was using

them and that he was being recruited

II

Spy
Order of
the Red
Banner
medal

SIA



secret locations were also contained in the
document.

Irrespective ofuse, Hoffman was expected to
signal the servicing ofthe DLDs by leaving a
secret signal, code-named TRIGGER. He was
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The dead letter drops (DLDs) , referred to by
Vladimir as 'secret places ' were all situated in
the First Landing State Park on the Cape Henry
Trail near to the entrance on 64th Street near
Atlantic Avenue. Secret place 1 was code­
named HILLSIDE and was inside atree hollow.
Secret place 2 was located under a bridge and
code-named JUNCTION. This was to be used
only inan emergency.

attachment with the extension nphpByVzyB. To
open it, he needed the serial number on the
back ofthe Order ofthe Red Banner medal, to
which must be added hisyear ofbirth, minus
six. [308+1973-6 = 2275 ].

DEAD LETTER DROPS

Future methods ofcommunication were
included and more e-mail subject lines were
suggested: 'Flowers are Blooming', 'The Power
is Out' - both had obvious connotations.
Specifically intended foran operation later in
the month where Hoffman would be expected
toanswer specific and in-depth questions, the
header read: 'This weekend I will visit my
brother'. This related to adead letter drop.
However, if he was unable to perform the task,
he should write 'I am notable to visit my
brother until [dater Other instructions on
when his handler should clear parcels from the

Once opened he was probably surprised tofind
athree page document with three images and
signed with 'Best regards toyou myfriend,
Vladimir'.

He was then advised on security and secrecy
and apromise that instructions on tradecraft
would be sent to him from the 'Directoratein
Moscow'. More direct questions followed: had
he still access tomilitary information, classified
compartments... couldhe photograph military
installations?

Hoffman was later informed that he should
select apseudonym towork under and that
contact be maintained bye-mail until other
arrangements could be made. If all was well
Hoffman was instructed to reply bye-mail with
the subject heading 'Sun is Shining', if not, he
was to write f1 Rainy Day' indicating the
opposite.

Hoffman used
a simple strip

of white
insulation tape

to indicate
activity at the

dead letter
drop site

Three days later on 26 September 2012,
Hoffman received an e-mail with a504kb

Hoffman e-mailed Vladimir toconfirm that he
had received his e-mail. But he admitted he
was viewing the situation with suspicion and
thought communication using apseudonym
might make him vulnerable. He suggested other
more secure electronic methods.
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In court, Hoffman
was described as
an experienced
naval CTT officer.
Cryptologic Techni­
c ians Technical
perform a variety of
-specialised duties associated with the
collection and processing of airborne,
shipborne, and land-based radar signals .
They operate electronic intell igence
receiving and direction finding systems ,
digital record ing devices , analysis
terminals , and associated computer
equipment. Systems they operate produce
high-power jamming signals used to
deceive electronic sensors and defeat
radar guided weapons systems.
Additionally, intelligence derived from
collection and processing update national
databases which are crucial to tactical and
strategic units throughout the world .

starting to believe the informationwas simply
being sold tothird parties. The questions
relatedto US military movements, and as
Hoffman later wrote, 'Russiashould notbe
very concerned with apossible attack bythe
US. I know this, I knowthey know this'.
Increasingly suspicious, Hoffman asked for
evidencethat he really was dealing with the
Russian securityservice. ~

couldprovide, frommemory, detailsof the
classified documents he could no longer
access; but moredisturbingly there was
information onother matters hecould disclose.
Hoffmandiscussed avariety of locations he
had visited, includingthe Royal Naval dock­
yards at Portsmouth and Faslane inthe United
Kingdom. Healso mentioned five other highly
classified locations which Eye Spy has been
askednotto identify.

To communicate his demands, Hoffman used a
Verbatim flash drive because he believed its
security software was excellent and could not
be hacked - evenif it fell into the wrong hands.
His password was tiegod@cox.net. In return
forsupplying the information, he wanted help
to secure a job, and an annual remunerationfee

I of$45,000 (£27,000). He also expected travel
I expenses, butfor any operation that involved

significant riskto himself, hewouldrequire
'suitablecompensation' especially those tasks
involvingthe 'taking of life '.

In another e-mail ,Vladimir addressed Hoffman
by hiscodename - Sasha, orSasha Andrews in
full.Thiscaused Hoffman to conjecture if
Vladimir was as experiencedas he initially
believed. Shortly after, his handler notified him
he had been supplied anew SanDisk flash drive
which contained just one document - thiscould
be openedusingthe password S@sh@2563.

I Thedocumentcontained intell igence requests
which concerned Hoffman, who was now

MONEY FOR INFORMATION

The dead letter drop site
code-named HILLSIDE was inside
a tree hollow. Note the black bin­

liner still inside

Hisfirst response toVladimir confirmed he still
had access toall US military installations
except those handling nuclear weapons. He

Hoffman surveyedand serviced OLD HILLSIDE
instructed to stickastripofwhite-coloured but was unable tofind JUNCTION. The day
insulatingtape on apublic map ofthe park after his firstdrop Hoffman received an e-mail
located inthe car park. If his handler had left from Vladimir whoinformed him they could not
something forhim, this would be indicated by a ' open theflashdrive; immediately he offered to
piece of yellow tape. Once Hoffman had drop off anotherdriveif hesawtheRussian 's
cleared the drops he should remove the tapes. TRIGGER onthemap board - this would also
To protect the packages fromthe elements, signify theolddrive had been left for him.
Hoffman used waterproof black andgreen
garbage sacks.
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SECOND THOUGHTS?

On 21 October, Hoffman made another drop. It
was asingle document containing alittle
classified information, but more importantly, a
further demand forproof of intelligence
association. Alittle over aweek later, Vladimir
provided alittle evidence.

However, by now Hoffman was beginning to
pursue another mandate - that ofnotifying the
FBI orCIA ofthe Russian {s). Thisthought was
discovered by the authorities inhis operational

48

log, along with anote which read 'unsure
when '. Other inserts said he didn't want to
cause harm to his country and often his
responses tothe Russians had been truncated
- he omitted dates and key information likely to
provide amore in-depth intelligenceapprecia­
tion ofwhat he had handed over.

His final package left in the DLB answered
questions concerning his security clearance:
Top Secret COMINT/redacted/ELCO/TALENT
KEYHOLE as well as his rating ofCTn. In
doing so he mentioned certain primary
collection suites [signals] and the equipment
used with them. Other information relating to
submarines he had served on and individual
characteristics wereside-stepped but informa­
tion was provided on the class ofboat. He

even stated where the personnel forcertain
special operations, SPECOPS, were drawn,
and later described the primary ELiNT
collection system used by the US Navy. More
sensitive information on submarine tracking
capabilities and detection avoidance systems
from US warships was imparted.

On 31 November, deeply troubled by his delay
innotifying the authorities, Hoffman drove to
the FBI 's field office located inNorfolk Virginia.
Here he confessed to Special Agent James
Dougherty, explained hisactions and asked for
assistance inbreaking the Russian spy ring.

THE POWER ISOUT

What Hoffman was not told was the hidden
hand ofthe FBI had been running the operation
all along. Far from arresting him, he was told to
go home but tostop communicating with the
Russians; eight days later he sent acoded
message to Vladimirwiththe subject heading
'The Power is Out'.

Hoffman was subsequently arrested, charged
with espionage and appeared in court in
August 2013. He was found guilty by ajury
that deliberated forjust 90 minutes. Returning
forsentence on 10February 2014, Robert P
Hoffman II received 30 years forhis act of
betrayal.

Continued on page 82
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NEW US EMBASSY EMERGES ON LONDON SKYLINE

Eye Spy examines various diplomatic security
issues surrounding the existing and new US
Embassy buildings in London, plus the specialist
services deployed to provide embassy protection

The US Embassy was once located
in this building in Grosvenor Square

- now occupied by the High
Commiss ion of Canada

tmer evidence was gleaned, includingtape
reF, ings of an assassination plot targeting
o nMayor BorisJohnson. Soon MI5 had
u ~

The embassy has been attacked before,
prompting authoritiesto introduce additional r
external and internal security measures, . terforists had travelled to London toperform
including requesting that traffic flow in the reconnaissance on the building from various

, <1'
narrow/sRrrounding streets be governed. A I : 9!\Pts. However, as they sketched the
strong rlJ tal fence has also been erected I \~IJJ!bassy and made notes on the comings and
around

1the
building. Threats ag~nst staffers ' \goingsofpeople, officers from M15's A4

and vi ~itb s alike are commonplace, and I 'surveillancebranch were already watching
access is not ideal. r U1em.

As late as 2012, an al-Qaida ter rist plot td
place atruck orcar bomb outsi ethe '
embasSM was thwarted. Four U-based.

ollowing 9/11 , the United States
increased security at most of its
diplomatic missions. Embas­
sies were examined for security
vulnerabilities, and insome
cases, relocated. One in

particular has always been ofconcern - the
US Embassy inGrosvenor Square. Scene of
protests, demonstrations, violence and
terrorist threats, it'sone iconic building that
consistently attracts attention.



ICONIC SYMBOL OF AMERICA

aprimesite in Battersea (southoftheRiver
Thames) and anew building. Abusy industrial
area, politicians have long called for regenera­
tion here, and the US embassy project will
certainly bring that.

The current US Embassy in Grosvenor
Square was granted Grade II Listed status
which means the build ing cann ot be
demoli shed. Construction started in the
1950s and the embassy opened officially
in 1960. Atop the building sits the iconic
golden eagle monument. Eye Spy has
learned that official s are consid ering
relocating this famous structure to the new
embassy.

I
n 2009, acompetition was announced
invitingdesigners to submit their visionof
thebuilding. Ayear later, officials declared
Stephen Kieran and JamesTimberlake

had been victorious. Athoroughly modern
design, the Philadelphia-based architects have
created what could be described as an eleven
storey crystal-cube, though Timberlake called
it an "urbanbuilding in an urban park."

Another incident of
note happened in
September 2002,
just afew days away
fromthefirst
anniversary of9/1 1.
Reports emerged in
intelligence circles of
aplot to hijack and
then crash acivilian
airliner into the
embassy. Thisstory
followed the arrest of
aman attemptingto
board an airliner
flying from Stock­
holm, Sweden, to
Heathrow. He
supposedly carried a
loaded weapon in
his baggage.
Sources reported the
hijacker would use
the building's
famous golden eagle
monument as a
point of reference to
identify the em­
bassy. It shouldbe
noted the man was

not charged with any terrorism offence.
Swedish Intelligence also dismissed the
embassythread as "untrue." By 2008, further
incidents around the embassy (linked to
national security), though never properly
reported, prompted officials in Washington to
announce it was seekingamoveaway from
Grosvenor Square. Onereason given was due
to the "extremedifficulty ofmaintaining good
security forthe embassy, staff and visitors. "

Anumber ofareas and existing buildings were
suggested and surveyed, including aroyal
palace. However, officials eventually opted for

supplied the
police with
sufficient
information to
charge the men.
All were arrested
andsubsequently
pleaded guilty. US
Ambassador
Louis Susman
(left) was

informed, but the incident was evidence
enough the embassy made foratempting and
relatively easy target.
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Entrance to the US Embassy in London. Though the building is protected by various counter-measures,
the Department of State recognises that its position in London makes it an inviting target
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US Embassy, Moscow - concerns of 'bug' planting in construction

Importantly, the development includes an
underground facility serviced byatunnel.
Nearby, an artificial semi-circular lake dubbed
'themoat' will provide additional security
counter-measures alongside the River
Thames. A100 yard vehicle exclusion
perimeter is planned and its placement on the
south bank ofthe river is both deliberate and
calculated. The building itself will sit on a
multi-level garden and the landscaping, to
quote asecurity specialist, "will look likean
anti-terroristgolf course toprevent car-bombs
and attacks." Thecost of thenew develop­
ment has been estimated at $1billion and
work is expected to be completeby 2017.

The windows are made from acomplex mixof
blast-resistant glass and apolymer skin
known as ETFE. Timberlake was naturally
reluctant to go into any detail about the
security measures, but did say the building 's
skin is "quiterobust. "

Locally, this part of Battersea is called Nine
Elms and the area has already been trans­
formed by towering cranes and fresh hoard­
ings. AUS company - B.L. Harbert Interna­
tional, LLC of Birmingham, Alabama, was
selected fromashortlist ofsixconstruction
firms, and work began in 2013. Even the
building materials are being imported from
proven US suppliers - this to avoid incidents
like that which occurred during the rebuild of
the US Embassy in Moscow. Here reports of
widespread bugging emerged.
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Marine Corp
Embassy Security

Group officers raise
the American flag at
the newly built US

Embassy in Astana,
Kazakstan (2006).

Inset: Marine Corp
guard explains a

new embassy
security system

vetted. They were required to complete a50­
page questionnaire that delved into every
aspect oftheir existence which included a
cred it and criminal history check.

Onceoperational, nearly 1,000 American and
British workers will occupy the 54,000sq
metres ofoffice space. And infuture, the
building 's external securitywill be managed by
New Scotland Yard 's elite Diplomatic Protec­
tion Group (DPG). Ontheembassy site itself,
US Marines will be visible guarding public
areas. It is already noteworthy to report, that
with completion of the deep pilings on 23
January 201 4, adetachment ofUS Marines
took up immediate residence inacompleted
underground bunker area.

E
yeSpy's feature on the world ofUS
'interception sheds ' (see issue 88)
which are evidenton many
embassies, promptedmuch

discussion. The artistdrawingsofthenew
embassy do notshow suchastructure on its
roof, but then there isno sign ofa shed atop
the existing US Embassy. Whilststanding on
the southside and just west of Carlos Place,
communications editor Paul Beaumont

52

decided to takeanother look. Fromthis
location he noticedamounting pole support­
ingawire antenna called aT2FD. Paul has
seen this antenna on several occasions whilst
researching overseas and acknowledged they
are on buildings predominately owned or
managed bytheUS Government!

This antenna is as common on US overseas
buildings as theVGDSh Cage dipole is on

As seen on United States Agency for
Internat ional Development Building in

Georgetown Guyana - feasibly now
relocated within the US Embassy

Russian and previous Soviet satellite state
embassies. One can still be seen on the
Bulgarian Embassy in London; another was
removed from the Czech Embassy in London
just afew years ago.

T2FD refers toTerminated Tilted Folded Dipole
and it is areal American favourite. Originally
developed formaritime use, the United States
havechosentouse it for government owned
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buildings, probably due to its wide bandwidth.
It requires little electrical adjustment when
used either for transmitting orlistening. On the
Grosvenor Square building the installation is
mounted North/South and as such does not
afford full world coverage and it is here the
known omni-directional capabilities ofthe
T2FD antenna will be exploited.

Obviously, whatever the need for the antenna
is, it will not be negated by any move tothe
Battersea development, yet there is no hint of
any such construction on the top ofthis most
modern building... yet.
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The formal and permanent use ofMarines as
security guards began with the Foreign

The Corps has along history ofcooperation
with the US State Department. Over the past
few decades, Marines have served many
times on special missions as couriers, guards
for embassies and legations, and toprotect
American citizens in unsettled areas.

US Diplomatic Security Service
agents accompany Afghanistan

President Hamid Karzai

ServiceAct of1946, which authorised the
Secretary of Navy to, upon the request of the
Secretary of State, assign Marines toserve as
custodians under the supervision ofthe senior
diplomatic officer at adiplomatic post. The
first joint Memorandum ofAgreement was
signed on 15 December 1948, regarding the
provisions ofassigning Marines overseas.~
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US Marine Corp
and the Diplomatic
Security Service

US EMBASSY PROTECTION

A
nofficer ofthe US Marine Security
Guard (MSG), also known as a
Marine Embassy Guard isa
member ofthe Marine Corps

Embassy SecurityGroup, whose detachments
provide security at American embassies,
consulates and other official United States
Government offices.



A Diplomatic Security Service agent (centre) discusses security with
police and FBI officers during an operation

DSS agents weapons training and in a diplomatic protection role

Trained at the Foreign ServiceInstitute, whose
current Director is Nancy McEldowney, the
first Marines arrived atTangier and Bangkok in
early 1949. The MarineCorps assumed the
primary training responsibility in November
1954.

In response tothe 2012 Benghazi terrorist
attack, Congress ordered anear doubling of,

Marine Security Guards to1,000 - thiswas in
themidst of apost-war draw-down inoverall
USMC numbers. The USMC has responded by
redeploying one company from1stBattalion
1stMarines whileadditional guards are
trained.

The MSG are also responsible for the protec­
tion ofclassified informationand security of

equ ipment. Units assigned toembassy posts
workclosely with and often under the
direction ofaUS Diplomatic Security Service
agent known as aRegional Security Officer.

TheBureauofDiplomatic Security (OS) isthe
security and law enforcement arm of the US
Department ofState. OS conduct international
investigations, threat analysis, cyber security,



A close working relationship - A DSS
officer discusses security with USMarine
Commander at the USEmbassy in Haiti

Security personnel protect the Secretary of
State and high-rankingforeign dignitaries and
officialsvisitingthe UnitedStates.

Operating in31UScities and in over 150
foreign countries, the OSis responsible for
protecting 275 US missions and plays a
pivotal counter-espionageand counter­
terrorist role.

DSS AGENTS PICTURED IN VARIOUS ROLES

Bureau of Diplomatic Security(OS) agentbadgessince its inception in 1917 to present day

The Bureau is responsible for providing asafe
and secure environment for the conduct ofUS
foreign policy. Every diplomatic mission in the
world operates under asecurity programme
designed and maintained by Diplomatic
Security. In the United States, Diplomatic

counter-terrorism, security technology, and
protect people, property, and information.

Uniforms of the Marine Corps
Embassy Security Group

Marine Corps Embassy Security
Group officers in civilian dress with

Hillary Clinton
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n1979 an advert
appeared inapopular
radiotradeand hobby
interest magazine:
'Listen toa Million Lives
Tonight' its banner
headline proclaimed and

featured a radio scanner made inthe United
States under the name 'Bearcat'. These
devices opened up aworld of listeningtothe
general publicand gave easy access to
frequencies generally regarded as the domain
ofGCHQ or radio amateurs, some ofwhom
modified TV tuners for access. Afew years
later, receivers made forprofessional users
also appeared atthe high end of the market:
theYaesu FRG9600 and Icom IC-R7000
(1 986) being just two. Thesealso had aTV
FMvision adaptor making them useful forthe
remote interception ofcomputer displays.
Though discontinued in 1990, the IC-R7000
was an excellent receiver, and I still retain my
own unit tothis day!

British mediareporting ofbugs was becoming
frequent. And inAugust 1989, the Daily Mail's
headline - For Your Ears Only? Don't Bet on It
set the tone. Itbegan: You see them every­
where, one hand on the wheel, the other on a
mobile phone. What are they talking about?
The featurediscussed theuse ofscanners to
eavesdrop onarelatively new industry ­
cellphones.

ROYAL INTERCEPT - DELIBERATE BUGGING?

Althoughable to scan across avery wide
rangeof frequencies, the Icom IC­
R7000 meantthat the frequencies then

used by cellphone base stations that occupied
aband just below 1OOOMHz werewell within
its range. Itwas during the night of4January
1990, that retired bank manager, Cyril Reenan,
who lived in Park Road, Abingdon Oxfordshire,
sat athis Icom IC-R7000 radio receiver and
recorded what heheard on acommercially
available 1960s model reel-to-reel tape
recorder.

As it would emerge, Reenan was not the only
person intercepting cellular phone calls that



Cellular base
station antenna

what you would expect to be heard over the
network. The distance ofthe receiving units
from the relevant base station was puuling;
experts suggested that reception would be
impossible. Though Norgrove provided the
tape for further analysis, it was of such poor
quality analysts deemed it "unusable."

Whilst no details of the equipment used by
Norgrove was made available, Reenan 's top­
of-the-range receiver was also operating at a
disadvantage. Any radio receiver, Medium
Wave, FM Stereo, DAB, etc. , isonly as good
as its antenna and Reenan had chosen to
simply connect atelevision antenna. The
apparatus was also 'fed' by an unmatched
lossy coaxial cable. ~

INTERCEPTED NOT TRANSMITTED?

Far from being alive intercept, it later
transpired Reenan and Norgrove had
intercepted aretransmitted 'doctored'

recording to make it sound as though it was
being made via the cellular network. The
indicators for this analysis were the cellular
administration tones - these were faster than
usual and out ofplace along with evidence of
remixing and aconstant 50Hz tone. The voice
on the cell phone was also uncompressed
leading to audio ofashoddy quality and not

the tape 's content was being published infull
elsewhere.

It became apparent, foranumber of reasons,
that the transmitted conversation had been
'lifted' from aphone tap likely to have been
inserted between atelephone landline and an
exchange serving Sandringham House.

On 31 December 1989, Princess Diana made
atelephone call from Sandringham House on
the Royal Estate situated inNorfolk, England.
She spoke intimately with childhood friend
James Gilbey. The call was eventually
terminated but unknown to both parties atthat
time, intercepts had occurred.

night. Jane Norgrove, a25-year-old typist,
also inOxfordshire, also recorded an "interest­
ing conversation," one she would offer toa
newspaper ayear orso later. But she had just
been pre-empted by Reenan. And yet
strangely, Norgrove claimed she had heard the
conversation on New Year's Eve 1989. But
what was contained on the tape that was ofso
much interest tothe media?

MrReenan 's tapes were given to the Sun
newspaper which made them available tothe
public via aspecial telephone number. An
abridged transcript was also printed, but soon

I­
Z
o
~
:::>
<:(
w
co
--'
:::>s:
@

_ F' N 57



>­a:
<t:
a:
CD
::::;
<t:
o
UJ
:;:;:
UJ
en
=>o
:r:
UJ
t::
:r:
:s:
>-=en
UJ
f­a:
=>o
u

Diana pictured dancing with American actor John Travolta at the White House

TDE BUGGING
OF BRITAIN

intercept was also believed tohave been a
retransmission of apreviously bugged
telephone conversation.

Shortly thereafter, on 25 January 1993, the
Daily Telegraph proclaimed: 'Sandringham
Bugging LinkinPrincess Tape '. By now the
publichad become completely absorbed inthe
subject of bugs and 'Royal intercepts '.

Ayear orso earlier, inFebruary 1992, the now
defunctNews of the World had announced
'Bugs inyour Plugs '. Areporter wrote that
'electronic spies haunt [political] party HQ's
and even bedroom walls have ears'. It
informed the public what some inthe trade
already knew, that bugging devices were
becoming widely available intheshops - and,
with a little imagination, you could even build
your own - for an inflated price of course.
Glossy catalogues from top suppliers and
simple printed sheets from those who cared to
advertise in Exchange and Mart, offered all to
the budding buggist. UHF and FM listening
devices concealed inside wall socket plugs
cost £150, an adaptor plug £108, abugged

CAMILLAGATE

Whilethe event, dubbed 'Squidgygate'
or 'Dianagate' rumbled on, it
transpired another Royal intercept

had been made much earl ier on 18 December
1989. This was between Prince Charles and
Camilla Parker-Bowles, detailsofwhich would
later be printed in Australia, Germany,
America, Italy, Switzerland and Ireland.
However, it wasn 't widely available in Britain
until mid-January 1993. Branded
'Camillagate', this call was interceptedby a
scanner user and just likethe Diana-Gilbey
tape, its content led tomuch embarrassment
forthe Royal Family. This lesser known

Commenting on how the radio hams had
secured the conversation, Wharfe said: "For
some unknown reason the conversation is
released on a loop that allowed Reenan and
Norgrove to pick them up."
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At the 2008 inquest into the death of Princess
Diana, former New Scotland Yard Royal
bodyguard Inspector Ken Wharfe , said he
believed the recording of Diana 's intimate
telephone conversation with James Gilbey, and
intercepted by radio enthusiasts Cyril Reenan
and Jane Norgrove, was "probably taped by
British Intelligence. "

Though an internal Royal investigation was
demanded by an "unhappy Princess Diana,"
Wharfe acknowledged he
was not privy to its outcome.

His memoirs - Diana :
Closely Guarded Secret,
became a Sunday Times
and New York Times best­
seller. It is also available as
an audio book read by the
author.

Trained by the SAS, Wharfe, who had provided
protection for seven years until he resigned in
1993, said Diana's calls were routinely bugged.
However, he also noted that the listening
service , GCHQ, "probably had a good reason
for doing it." At the time there was an increase
in the activities of the terrorist group -IRA (Irish
Republican Army) , and threat levels were high.

THE DIANA TAPESAND
BRITISHINTELLIGENCE
Royal Bodyguard Controversy
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calculator and eavesdropping fountain pen - a
hefty £650. These products are still available
though many such devices now conceal cell
and digital bugs - allowing them tobe called
from anywhere in the world.

THE BUGGING OF SMITH SQUARE

A
Iso in 1992, the Mail on Sunday
produced afour-page special investiga­
tion - The Bugging ofBritain '. A

reporter toured the streets ofLondon inacar
forfour nights with aspecialised receiver, in
this case the Icom IC-R71 00, the successor
to the IC-R7000 mentioned earlier. He wrote:
'[I was] similarly concerned when another
signal was picked up within ahundred yards

ofConservative Party Central Office in Smith
Square, Westminster. It was strongest around
the corner inDean Bradley Street, between
the offices of the Transport and General
Workers Union and ICI'. The implication was
obvious.

For those who read the piece with interest, a
follow up inJuly 1992, inthe now discontin­
ued Short Wave Magazine, also provided
background. In his column 'Scanning', Alan
Gardner, answered questions asked by those
using scanning receivers. 'What frequencies'?
was apopular reader demand! Gardner
responded: 'In the bands 129.4 to 140MHz
and 390 to450MHz'. There was further
information, all ofwhich could be easily

© ALEX MULLER

gleaned from adverts seen inExchange and
Mart. Indeed in the television programme The
Buggist'* transmitted five years earlier,
intercept specialist David Coghlan was shown
using areceiver tocatch the audio from abug
he had placed forthe programme.

The scanning receiver isthe link here and
prompted Conservative MP Rupert AIIason to
say: "I am appalled by these revelations ... I
shall be raising them with the Home Secretary
immediately." Other concerns were raised in
1993 inPolice Review which highlighted the
dangers ofthe 'ModernPlague ofRadio
Scanners '. Ayear later, Bargain Basement
Bugging accurately stated: 'All you need is

>-
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For Your Ears Only... stories of extensive bugging using phrases drawn
from '007' movies and cartoon caricatures mocking Diana and Gilbey

- -

access toyour 'victim's' telephone and a little
electronic wizardry to tap their conversation'.
And how right they were!

Whilst the straight wireless tap still has value
forgeneric throwaway bugs, today the
cellular telephone network has come into its
own.

NEW TECHNOLOGIES - NEW BUGS

Onebug which uses thistechnology was
discovered intheEcuador Embassy in
Hans Place, London inJuly 2013. The

device was discovered during the visit of
Ecuador's Minister forForeign Affairs Ricardo
Patino Areca, who had flown into London to
discuss the on-going saga ofWikiLeaks
founder JulianAssange who tothis day
remains insidethe embassy. Awall socket
bug containing the primary elements ofacell
phone complete with SIM card allowed
conversations in the ambassador's suite to be
heardfrom anywhere in the world. GPS
trackers, bugs ofall shapes and sizes now
use what's termed Surface Mount Technology
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to enhance abug's capability. Devices that
can be called up and programmed when to
listen and then store and transmit their
captured product at another time can be
produced using bespoke computer tech­
niques. And ofcourse, such technology
makes them difficult to detect. This inturn has
pushed the price up forcounter-measures ­
sweeps ofasuspected targeted room or
building byexperts who really do need to be
'experts'.

As awriter inthe United States recently stated,
you can even spy onyour neighbours. He then
hints that using certain software - the
TEMPEST programme - as apparently started
by the NSA, which can be run from your

home, allows youto listento every key press
your neighbour makes on his computer. The
writer mentioned that interference can be
detected from notebooks and tablets, perhaps
allowing the reconstruction of the screen
display. And thecost ofthe receiver for all
this? Read on...

Two decades ago MrReenan 's IC-R7000
receiver cost £899 ($1500) from new. Today,
a receiver is available to enthusiasts and
professionals alike and costs as little as £7.99
($13.00). Connecting this dongle-built receiver
toaPC already loaded with a replacement
driver and aparticular programme - all freely
available if you know whereto look - the
owner now possesses asoftware-dependent



radio capableof tuning from 25 to 2000MHz
to receive transmissions on anumber of
defined modes that the FRG-9600 and IC­
R7000 were simply notcapable of.

Whilst the reader should be aware that
'receiving' abug with any immediacy is
unlikely to occur, these units do allow an on­
going inspection of the spectral signatures of

!
!
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Emerging technologies allow for the reception of
Mode S transponder transmissions· thus the

tracking of commercial aircraft
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A determined and computer literate expert has the ability and tools in hand
to utilise 'interference' from notebooks and tablets. This almost certainly

provides the potential for reconstructing screen displays

signals. Furthermore, fora little outlay, they
can run on computers, tablets and android
phones and with auseful antenna, they are
powerful information gatherers.

Forthe intelligence community and those
involved in countering terrorism, such low
cost technology has amore worrying
capability. And interestingly, this was explored
in the SSC series 'Spooks ' (Series 5episode
'Gas and Oil '). This device allows reception of
the ModeStransponder transmissions and
with it - the tracking ofaircraft.
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WEST SEEMS POWERLESS AS RUSSIA SEIZES CRIMEA
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In 2008, faced with anti-Russia sentiment and
rhetoric growing in Georgia, Moscow began a
programme to issuehugenumbers ofvisas to
ethnic Russians in the country. Thereafter ­
invasion. Georgia also held an aspiration to

Russian Spetsnaz GRU troops in
Georgia 2008

provided aclue - the issuing ofvisas to
hundreds ofthousands of Russian-speaking
Ukrainians - ofwhich astaggering 700,000
have already opted to depart forRussia.

INTELLIGENCE FAILURE

Already US spy satell ites have identified
warships moving freely inand out ofwaters
near the Crimean port city ofSevastopol. Here
amassive Russian base continues to support
most ofthe Russian Black Sea Fleet as part of -
aprevious agreement. Interestingly, in 2009,
Ukraine requested that a large FSB element at
the port be removed, but another agreement,
though initially believed to be temporary,
meant the intelligence delegation has re­
mained operational ever since. And it is this
element which the CIA fear is managing,
reporting on and directing some operations in
the Crimea.

However, many leaders inseveral Western
capitals, including London and Washington,
have asked intelligence officials to explain why
no-one predicted what started as apeaceful
protest last year, could lead to invasion and
the real possibility ofconflict. And there was
one obvious happening that should haveOusted President Viktor Vanukovych

with President Putin

A
s events unfold in the
Ukraine, the CIA has
despatched several experi­
enced officers toassist
operations inthe region ­

primarilyto monitor Russian military manoeu­
vres. One early Estimate of the Situation,
revealed that a Russian Army force ofbetween
6,000-10,000 men had crossed into the
Crimea, aUkrainian region which historically
has extremely close ties to Russia. Afurther
50,000 troops were placed on standby.
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Intelligence analysts
failed to predict the
UKRAINIAN CRISIS
as both West and
East blame each

other for purposely
and covertly igniting

troubles

join the West and NATO - and so too does half
the population ofthe Ukraine.

Elsewhere, thousands ofRussian soldiers and
paramilitary units have confronted Ukrainian
troops at several military barracks and
operational facilities. In Crimea's capital,
Simferopol, unidentified gunmen stormed the
parliament building and raised several Russian
flags. On 2 March, Russian Special Forces
attempted todraw Ukrainian sailors into a
firefight in Sevastopol, whilst others entered
bases. Ukraine's State Border Guard Service

~



AWEEK OF
WAR GAMES

Amidstthe turmoil of Ukraine, it cameas
little surprise that Russian Western and
Central Military District forces held a ma­
jor military exercise at Kirillovsky Test
Ground in the Leningrad Region. It was
described as a "snap inspection of
combat readiness ," by a senior
commander. President Vladimir Putin was
accompanied by Defence Minister Sergei
Shoigu, Commander of the Western
Military District Anatoly Sidorovand Head
of General Staff Combat Training
Directorate Ivan Buvaltsev.

The exercise (above), which began on
26 February 2014, ended a week later

Rear Admiral Denys Berezovsky

headquarters onthe Black Sea was seized by
Russian troops. And onthe same day,
Ukraine 's newly appointed head ofthe Navy,
Rear Admiral Denys Berezovsky declared his
loyalty to Crimea (not Ukraine) and defected to
Moscow.

The possibility of political, notmilitary fallout
and extreme violence, had been forecast
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President Viktor Yanukovych

months ago by Langley's political intelligence
analysts - as many Ukrainians sought closer
ties with Europe. Traditionally the country has
been close to Moscow and half the population
speak Russian. Nevertheless, few could have
predicted the violent protests which followed
when President Viktor Yanukovych decided not
to sign an important tradedeal withEurope ­
this after coming under pressure fromits
neighbour - Russia.

BUGGING OF US EMBASSY

As the turmoil and rioting continued, aprivate
and sensitive telephonecall made byGeoffrey
Pyatt - US Ambassador to the Ukraine to
Victoria Nuland, Assistant Secretary of State
and America's most senior European diplomat
in Europe, found its way on toYouTube. An
extract is contained in afour minute video
mocking theUSA completewith Russian sub­
titles. First to commentabout the recording
wereRussian diplomats. The State Depart­
ment officials were heard discussing the

unrest intheUkraine regarding its position in
Europe, andcontains a graphic swear word
uttered byNuland inwhich she says F*** the
EU. Nuland can also be heard saying that the
UN could be used to broker a deal - thus
bypassing adithering Europe. Interestingly,
Pyatt responded bywarningthat Russia will
be working behind the scenes to scupper any
trade deal. And this is exactly whathappened.

EUROMAIDAN

The bitter clashes started on 21 November
2013, and followed relatively peaceful protests
in thecentre ofUkraine's capital Kiev dubbed
'Euromaidan'. However, when fiveprotesters
andapolicemandied on17-1 8 February, it
signalled anew phase. Snipers killed civilians,
more police and security personnel lost their
lives and President Viktor Yanukovych simply
lost control. And worse was to follow forhim,



he also lost support from the police and the
country's armed forces. With callsmounting
for his arrest, he was forced to flee to
Moscow. RussianPrimeMinister Dmitry
Medvedev said Yanukovych was still head of
state even if his power was negligible.
Perhaps more worryingly forthose intelligence
analysts monitoring the situation, he said

_ E S E <

US Embassy, Kiev, Ukraine
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WASHINGTON : Former CIA Director
Michael Hayden believes that just like in
2008 , when the Agency failed to note
several indicators and predict the Russian
invasion of Georgia, analysts have again
been caught flat-footed.

Focus 'too driven' by intelligence
collection rather than analysis and

understanding of developing events,
history and mindset of leadership

Hayden said that part of the problem lies
with not fully understanding President
Putin 's mindset. In a sideswipe at
Secretary of State John Kerry, Hayden
said: "Our Secretary of State is saying this
is not the Cold War, it's win-win and it's
not zero sum. But for Vladimir Putin it is
zero sum. That 's what we need to
understand."

Hayden believes that it is wrong to simply
throw resources and gather information
from tension stricken areas - such as lands
affected by the Arab Spring in northern
Africa and the Middle East. Instead , he
believes Langley analysts should try and
understand the underlying reasons behind
a problem. "This is [now] the challenge...
to understand Putin's mindset," he said.

INTEL INSIDE
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Ousted Ukraine President Viktor Yanukovych speaks with
President Obama at the 2012 Seoul Nuclear Security
Summit. Some intelligence commentators believe the

president's response to Moscow has been timid

EYE SPY INTELLIGENCE AGAlINt: 90 201. I

BLACK SEA FLEET
Russian Navy Grisha-V anti­
submarine ship of Russia's

Black Sea Fleet

69



© AMAKUHA

70

Fires are deliberately started
to create smoke near the

Kiev Conservatory to thwart
snipers firing on protesters

I EYE Spy INTEl LlGENC ~ A ,AZ'N"

::'2
o
u
ci
w
::'2«a:
u...
z
::>

©

::'2
o
u
ci
w
::'2«a:
u...
z
::>

©



>­a:
<t:
a:
co
:::J
<t:
Ci
UJ

~

z
:::J
~
UJ
a:
::.::
@

© IVAN BANDURA

RUSSIA RISING
Continued from page 67

Moscow did not recognise the new authorities
inUkraine and that they had acted illegally.

REACTION

President Putin defended thedecision to send
Russiantroops into the Crimea, saying
Moscowretains the right to protect its
interests. However, he maintains he will "not
go towarwith thebrotherly Ukrainian people."
Statisticsshow675,000 pro-Russians have
already fledtheUkraine because ofthe
violence. In London, Foreign Secretary William
Hague saidtheturmoil is the"biggest crisis
faced by Europe inthe21 st century." Hague
has already visited Kiev and rejected claims
that theEuropeanUnion and the United States
are powerless to intervene. USSecretary of
State JohnKerry visited Kiev andpledged $1
billion inaide, adding the Russian intervention
inCrimeais illegal.

With the mobilisation of military forces inthe
Ukraine andawarning by NATD Secretary
General Anders Rasmussenthatit would stand

E F ':-)F' t r- Ll C f~P. 1 \ZINE ~i 2 4 I

byits ally, intelligenceanalysts still believe the
situation could evolve into anew cold war ­
perhaps worse if Ukrainian forces decide to
oust Russian troops from the Crimea.

Atthe moment, the response from theWest
has beenvocal - withthreatsof sanctions and
other punitive measures.

LISTENING IN

As for theinterceptionof the US diplomatic
telephone call , National Intelligence Director
(DONI) James Clapper believes Russian
Intelligencewas behind the intercept, or
certainly played apart. However, he was more
diplomatic in his response toajournalist's
question on the bugging: "Wedon't know...
they wouldcertainly be on our list of sub­
jects," he said. He probably meant 'suspects'.

Moscow denied itwas responsibleand Nuland
apologised forher remark. Nevertheless,
intelligencewatchers note that the incident is
evidence enough, Russia's security services
havethe ability to eavesdrop on themost
secure lines - and this might be worrying for
those Western diplomatic and military staffers
trying to sort the mess out that is Ukraine.

AFEARED POST SOVIET-ERA
SPECIAL POLICE FORCE

Many protesters have blamed Ukra ine 's
feared Berkut security force for committing
numerous acts of violence, including the
shooting dead of civilians. A directorate of
the Ministry of Internal Affairs, Berkut , which
translates to 'Golden Eagle ' in English, is
the successor to the former Soviet OMON
(Special Purpose Service). Russia's OMON
still functions today and performs various
roles, including riot control.

In Kiev and othe r Ukrainian cit ies where
demonstrations took place , Berkut forces
regularly assisted police and other armed
forces units.

President Putin has already admitted it
would be inconceivable for President

Viktor Yanukovych to govern aga in

• An opinion poll taken inJanuary 2014
showed 45%of Ukrainians supported the
Euromaidan protests, while 48%opposed
them.

Another poll taken inRussiarevealedalmost
50%of1,603 people interviewed, believed the
riots had been influenced bythe West inan
attempt to destabilise the government. >
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Foreign Intelligence Service SZRU
Ukra ine 's Fore ig n Intelligence Service
evolved from the country's earlier intelli­
gence directorate which was essentially an
arm of Russia's KGB. In 1991, fo llow ing
independence, the Main Department of
Intell igence was formed and gradually its
KGB elements and associations were removed. In 2001, major
legal laws were int roduced to stre ngthen the intell igence
collection ability of the organisation and on 14 October 2004,
the Foreign Intell igence Service - SZRU came into being.

On 27 February 2014, amidst the turmo il, Ukraine appointed
experienced intelligence official Hvozd Viktor Ivanovych (above
right) to serve as head of the country's Foreign Intelligence
Service - SZRU. He is a former chief of Ukraine's General
Directorate of Military Intelligence.
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FSB/SVR DECEPTION OPERATION
Objective was todraw Ukraine forces into baUle and launch alull scale assault

FALSE FLAG OPERATIONS

Throughout the Crimea, bases have been
surrounded byRussian-aligned forces, and
despiteattempts to conceal many of the units '
origins, it is evident they are regular Russian
Army forces. Ukraine Military Intelligence

One disinformation report emanating from a
Russian media house, claimed ten Ukrainian
Navy warships had lefttheir base at
Sevastopol and were being deployed against
ships ofthe Russian Black Sea Fleet. The
Foreign Intelligence Service - SZRU - immedi­
ately responded by declaring Moscow
deception agents were engaged in acareful
plot to further destabilise the situation and
draw its armed forces intocombat. Eye Spy
understands Western Intelligence were notified
andconfirmedto Moscowthat notone
Ukrainian ship had in fact leftport. Neverthe­
less, the crews ofthe warships were sur­
rounded and anumber of incidents whereby
shots were fired, did arise.

© UKRAINIAN MINISTRY OF DEFENCE

withstood tremendous provocation and a
spate of inaccurate, misleading and intel­
generated press stories portraying dangerous
actions. All of this was to escalate an already
vulnerable situation as Russian armed forces
gathered ataport on the Kerch Channel - a
narrow corridor which separates the two
countries: In asimultaneous move, telephone
communication systems from numerous
strategic points in the Ukraine were disabled.
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U
kraine's Foreignand Military
Intelligence Services haveboth
accused Russian Intelligenceof
being behind acareful media

programme driven by "untruestories of mass
numbers ofUkrainian troops inthe Crimea
defectingto Russia." Intelligence sources
claim Moscow's intentionwas to create a
catalogue of incidents that it coulduse to
justify invasion. Remarkably, Ukrainian forces



Ukraine troops remained in barracks
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Air Forces personnel ofthe alexander
Pokryshkin Sevastopol Brigade led by Colonel
Yully Manchur, confronted heavily armed
troops outside their air base atBelbek and
demanded access. After afurious row and
tense stand-off, the Ukrainians were allowed
in.

On 4 March, Moscow confirmed it had
performed an inter-continental ballistic missile
test successfully striking atarget in
Kazakhstan. Under the START Treaty both the
United States and Russia are required tonotify
each other priortosuch events. In this case,
Moscow simply went ahead.

Nevertheless, at time ofpubllcatlon, major
diplomaticefforts are underway to resolve the
situation politically. However, an intelligence
source in Ukraine told Eye Spy many people
fear Russiawillannex theCrimea, or it pro­
Russian majority will voteto join the Russian
Federation. Other eastern regions whose
population remain loyal toMoscow, may also
increasedemands for separation.

In the skies, Ukraine Air Force officials have
said its fighter and patrol aircraft continue to
operate "24 hours aday." NATOmeanwhile,
has confirmed the Russian Air Force is flying
more sorties close toUkrainian air space and
has already entered Crimea.

ADANGEROUS STAND-OFF

officialshave stated that its military personnel
have been subjected to "numerous acts of
provocation," and reports that troops have
abandoned their posts are also untrue.

Another incident involving unidentified troops
wearing no insignia, though presumably
Russia and Ukraine armed forces, was caught
on cameraby local media. Some 15 unarmed
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MIKE FINN

Spetznas group founded bylIya starmov This
squad deals with specific military issues and
was initiated during battlefield conditions at
the time ofthe second world war. Not unlike
the SAS orAmerican Special Forces, such
units often undertake field missions in overt
and covert field combat situations. In contrast,
organisations such as Special Branch, the FBI,
and M15, perform specific assignments in
everyday civilian life, whileMI6 and the CIA
often playa more covert role internationally.
True, the military sometimes go undercover in
civilian situations, but the general precepts of
training are different with respect to all groups,
although many principles remain the same.

Knowing how to defend yourself can
be useful, though having the ability
to recognise dangerous or develop­

ing situations - and if necessary
avoiding them - is equally, if not

more important

f you wanted to learn to
drive on our roads, would
you take lessons in stock
car racing, motor racing,
learn to drive atank, ortake
more appropriate lessons?

Whilstall of these relateto control ofavehicle
they are very different in perspectives. The
fact is encounter control is not aone size fits
all , but a labyrinth of many interesting facets
most people are not even aware of.

In the intelligenceworld some training begins
with environmental awareness (mentioned in
the lastarticle), then moves into body
language, which we deal with in this issue. To
appreciate where wearegoing in this field, it's
important to differentiate fact from urban
myth.

Let's compare two sides ofthe subject. On
one side there are units such as the Russian

In the Intelligence Cvcle
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Thoughtful , planning , listening, decision making , suspicious or simply
unconscious and innocent hand movements? Body language should be read

in context with the situation, circumstances and environment
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Spetznas founder lIya Starinov

Apart from basic levels oftraining undertaken
when an operative joins, there is specialist
tuition that invariably accompanies certain
tasks orassignments. In the fundamental
levels oftraining, body languageplays an
important role. Looking ataperson's gesture
and so forth can beagoodpre-emptive guide
to their emotions and intentions. In the last
issue weexamined environmental dangers;
now we focus on the dangers that come from
those around us. The study ofbody language
istwofold, (a) it helps us to read another
person 's, (b) it helps us to understand and
control our body languageso as not togive an
advantagetoothers. This skill is referredto
simply as 'body language' or kinesics and is
defined as 'thestudy ofnon-verbal communi-

cation such as body movement and gestures
to communicatewithout speaking'. There are
obvious signs to look forinencounter control,
such as: (a) change inbreathing pattern (b)
the direction the eyes are looking (c) tonal
changes ofthe voice (d)hand movement and
gestures (e) how the body is positioned (f)
facial expression and similar indicators.

Somebody language is involuntary, while
someis contrived consciously. However, The
greatthing about understanding this subject is

that it can helpyou detectmoods, feelings,
andabove all attitudes. Whenwe aredealing
withencounter control this can giveyouthe
advantage, but ofcourse there are considera­
tions. Afew years ago the British police taught
someaspects ofbody language toits officers,
for example, they showedthataperson who
opens their hands and perhaps says "honestly
I didn't' do it" is portrayingasignof openness
and frankness, whereas aperson whofolds
their arms across thechest is seen as
defensive. The danger here is dogmatism; ~

MISREADING BODY LANGUAGE

Fed-up, angry, bored or awaiting an
excuse from a colleague?

Body language (kinesics) is not a
simple process. For example, aperson
who folds their arms across the chest
is often seen as defensive. The danger

here is dogmatism; there are many
reasons why aperson may fold their
arms, therefore being misread is a

strong possibility...
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COURTESY: US DOD MEDIA ARMY

Military and intelligence personnel have different self defence and preservation needs

there are many reasons why aperson may
fold their arms, so being misread isastrong
possibility. The real skill is knowledge,
accurate observations, and appraising the
overall situation using common sense
balanced with intuition. This only comes from
experience and sensible interpretation.

Body language takes many forms, but isvital
to good encounter control study. In fact
encounter control principles go much deeper
inthis field . To give you an idea of itsversatil-

ityand importanceI will re late afew experi­
ences from both others and myself. I can
recall one case some years ago when ayoung
intelligence recruit went under cover as a
vagrant to gather intel on awell known-gang in
America. Sadly, members ofthe gang
suspected the agent and he was not only
interrogated, but also stripped. Although he
was wearing scruffy attire, he had clean
underpants on and this sealed his fate. Body
language in the intelligence cycle has to be
more far reaching than in any other domain.

like fashion, and they appeared magnetised to
their target (of course they usually had both
hands intheir pockets).

In encounter control confrontations, being
aware of changes inbreathing pattern, hand
gestures showing tension, changes ineye
direction, unusual movement and so forth will
endorse that essential moment to pre-empt
and take the initiative. Constant attention is
vital. Once I saw five police officers around a
woman arguing with a large man. The first
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From personal experience I know
that the moment you arrest or
restrain bytaking someone's arm,
they transmit masses of informa­
tion toyou about their disposition,
intentions,and ability to fight back,
even accurate observation can be a
lifesaver. During under cover work
I encountered many different
individuals, including pickpockets
and sadly, persons who were
indecently motivated. Both had
quite different body language; the
pick pockets had fast reactions and
good co-ordination - were very
aware oftheir surroundings - and
constantly looking down atpeoples
bags around the stalls. In contrast
the other type's reactions were dull,
they had afixed stare and were
oblivious to their surroundings.
When they latched on to someone
they got close in an almost zombie

Voice
Changes

Facial
Expression

/

Breathing
Pattern

Just a number of personal
bodily characteristics and
mannerisms that can be
monitored and assessed
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1817 sketch of an archetypical Ninja

Some Japanese spies
in WWII betrayed

themselves simply
because they did not hold

their chopsticks in the
Chinese manner

Understanding body language is a useful surveillance
skill - and often assists the operative in determining a

target's next move or intention

thing I noticed was that she had a
knifeup her sleeve. In ashort time
she slid it into her hand and I grabbed
it and restrained her, but the officers
had no idea where the knife had come
from. On another occasion I attended
an incident whereby a large male
pushed his chair backand put his
hand behind his back. I read his body
language and went straight in fora
lock. In the ensuing struggle I noticed
he had concealed a large knife behind
his back. Had I hesitated it would have
been too late. From the basic study of body language there is a
labyrinth ofopportunities.

The use ofbody language is not anew art, in feudal Japan the renown
Ninja (secret agents) posed invarious trades, baker, musician etc.
They studied the respective tradethoroughly and were hard to flush
out. However, atvarious frontierposts individuals were vetted before
being allowed free passage. If the guards suspected aperson ofbeing
aNinja they signalled totwo children playing ball. The youngsters
would deliberately aim the ball under his feet and the fast spontaneous
reactionof aNinja would give him away as hedeftly avoided theball.
More recently, inWWII, less diligent Japanese spies were discovered
because they didnot hold their chop sticks the Chinese way.

I trust bynow you are beginning to see that encounter control in
intelligencework is far removed from the kung-fu kicks image ofthe
general public. In the next article I will beginto tackle the actual
fallac ies that re late totechnique.
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Iron Dome's shell
battery capable
of intercepting

incoming fire from
distances as short

as three miles.
Inset: An Iron Dome

missile launch

declared theshipment was intended
forterror organisations intheGaza
Strip, including the PIJ (Palestinian
IslamicJihad).

Israel has also accused the Iranians
ofusingair carriers to move
weapons.Mossad believes the
Quds Force and the Revolutionary
Guard have been transporting
weaponsto Syria, primarily through
Iran-Air, Mahan-Air, and state. wned

An IsraellP-atrol vesse - ~

carriesa !l.inspecticm team
to the MV·Fran.cop after-it:- -"--'-- ;;;;;;

was se ized by IDF troo~~ ~ _~;~~~~~~;~~

supplies, inasimilarmethodtothat
used on theKLOS-C.

PHOTOGRAPHS © ISRAELI DEFENCE FORCES/US EMBASSY TEL AVIV

Israel Navy commandos boarded
the civilian vessel Victoria on15
March 2011 , as it sailed from Syria
tothe Egyptian port cityAlexandria.
The shipwas carrying approxi­
mately 50 tonsofconcealed
weaponry, inclUding Iranian-made
C-704 surface-to-sea missiles,
mortars and ammunition. ShinBet

seized goods still being held as the
authorities continuedto investigate,
suddenly caught fireand spontane­
ously combusted.

On4 November 2009, the Israeli
Navy boarded theMV Francop, a
merchant vessel enroute to Latakia
inSyria. Upon inspection, IOFforces
discovered 500 tons of Iranian­
made weapons, secreted away in
36unmarked cargo crates. In total,
9,000 mortar shells, thousands of
107mm Katyusha rockets, 600
122mm rockets and over 100
hundred thousand bullets were
recovered - all disguised and
covered up by sacks ofordinary

A US diplomatic team inspects an Iron Dome command centre

AHISTORY OF ILLEGAL
WEAPONS SHIPPING

TheKlos Cintercept is but one of several performed by the IDF in
recent times on ships suspected ofarms smuggling. Overa dozen

operations have taken place, many targeting vessels carrying
weapons provided for by Iran's Revolutionary Guards and destined

for terrorist and militant groups.

Developed by Rafael Advanced Defense Systems. Iron Dome is a
mobile intercept and destroysystem designed specifically to shoot
down short-rangerockets and artillery shells. Though operational

today, modifications areon-going

InJanuary 2009, the Cypriot
merchant vessel Monchegors,
enroute to Syria, was stopped at
Limassol by theCypriot security
services - this no doubt after atip­
offfrom the Mossad. Inspectors
uncovered weapons which were
duly brought ashore. In 2011, the

T hemerchant vessel Karine­
A, was boarded by Israel
Navy commandos on 22

January 2002, as it sailed through
the Persian Gulf. The ship, carrying
50 tons ofweapons, had been
purchased by Palestinian owners in
order tosmuggle the weapons from
Iran to the Gaza Strip.

IRON DOME
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Maaraj-Air. Since fighting began in
Syria, intelligence chiefs inIsrael
claimalmostone shipment of
weapons aweek leaves forSyria.

IMALAYSIAN AIRLINES FLIGHT MH370 I
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C
counter-terrorism
specialists from several
countries were invited
to assistMalaysian

aviation authorities following a
major air incident over theSouth
China Seas. Attime ofpublication,
investigators are still tryingto
determine whathappenedto
Malaysian Airlines Flight MH370,
which disappeared from radar
screens on8 March 201 4.

An examination ofthe flight's
passenger listrevealed two people
boarded the aircraft usingstolen
Austrian and Italian passports. They
were named as Iranians Pouria
Mehrdad and Delavar

rYE SPY I>JTFLLlGENrF MACAllN 902014

Mohammadreza. The documents
were stolen inThailand ashort
while ago, but police are sceptical of
claims the men wereterrorists. Five
other people checked-in didnot
board the aircraft.

MH370 from Kuala Lumpor to
Beijing, was carrying 239 people
(227 passengers) and flying ata
height of35,000 when it apparently
triedto turn around. Moments later
air trafficcontrollers lostcontact.

Another reason why the incident
aroused counter-terrorist interest, is
theon-going unrest in parts of
China, where factions said to be
loyal to al-Qaida have carried out

attacks in recent months.The latest,
occurred just seven days before the
loss ofthe airliner, and involveda
knife-wielding gang which stabbed
to death 33 innocent commuters at
Kunning Station inYunnan Province.
Afurther 150 people were stabbed
but survived.

Police shot dead fiveofthe ten
attackers, said to be Xinjiang
separatists, inwhatthe security
services called an "organised
premeditated, violent terrorist
attack."

The area is hometo China's Uighur
Muslim population, many ofwhom
have become disgruntled bytheir
treatment from the government. Eye

Spy understands several Uighurs
were deported back to Malaysiain
2011 forcarrying false passports.

Following the loss of MH370,
securitywas enhanced atChinese
airports throughout the country.
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