{ }

24 32

Abstract.

1 In tro duction

University of Califo rnia, Berkeley Counterp ane Systems

daw@cs.berkeley.edu schneier,kelsey @counterpane.com

Cryptanalysis of the Cellular Message

Encryption Algorithm

Draft—20 Marc h 1997

This pap er analyzes the T elecomm unications Industry Asso-

ciation’s Cellular Message Encryption Algorithm (CMEA), whic h is used

for confiden tialit y of the con trol c hannel in the most recen t American dig-

ital cellular telephon y systems. W e describ e an attac k on CMEA whic h

requires 40–80 kno wn plain texts, has time complexit y ab out 2 –2 , and

finishes in min utes or hours of computation on a standard w orkstation.

This demonstrates that CMEA is deeply fla w ed.

Da vid W agner Bruce Sc hneier John Kelsey

Keyw ords: cryptanalysis, blo c k ciphers, cellular telephone

As the US cellular telephon y industry has b o omed, the need for securit y has

increased: b oth for priv acy and fraud prev en tion. Because all cellular comm u-

nications are sen t o v er a radio link, an y one with the appropriate receiv er can

passiv ely ea v esdrop on all cellphone transmissions in the area without fear of

detection. The earliest U.S. cellular telephon y systems relied on the high cost of

cellular-capable receiv ers (or scanners) for securit y . When suc h scanners b ecome

affordable and widely a v ailable, the cellphone industry lobbied for protectiv e

legislation. But these legal prohibitions ha v e failed to solv e the problems, and

systems arc hitects ha v e b een forced to turn increasingly to cryptograph y for

more robust securit y .

The cellular telephon y industry pla y ers are esp ecially concerned with fraud

prev en tion. The F

CC estimates that the cellular industry loses more than $400

million p er y ear to fraud [F

CC97]. Cellphone cloning is probably the foremost

form of this problem. Because most of to da y’s cellphones iden tify themselv es

o v er public radio links b y sending their iden tit y information in the clear, ea v es-

dropp ers can (and do) easily misappropriate others’ iden tit y information to mak e

fraudulen t phone calls.

Cryptographic mec hanisms are one ob vious w a y to com bat cloning fraud, and

indeed, the industry is turning to cryptograph y for protection. In 1992, the TR-

45 w orking group within the T elecomm unications Industry Asso ciation (TIA)

dev elop ed a standard for in tegration of cryptographic tec hnology in to tomorro w’s

cellular systems [TIA92], whic h has b een up dated at least once [TIA95]. Some of

1

1

–

–

– x or

x or

2 A w ord on credit

3 A description of CMEA

The situation is more complicated: time-division m ultiple access (TDMA) systems

use a straigh t mask, while co de-division m ultiple access (CDMA) systems also

use k ey ed spread sp ectrum tec hniques for impro v ed securit y .

the most recen t cellphones to hit the mark et already include these cryptographic

protection mec hanisms [Nok96 ].

The TIA standard describ es three cryptographic primitiv es for use in cellular

systems:

CA VE, a mixing function, is in tended for c hallenge-resp onse authen tication

proto cols and for k ey generation.

A rep eated mask is applied to v oice data for v oice priv acy .

CMEA (Con trol Message Encryption Algorithm), a simple blo c k cipher, is

used to encrypt the con trol c hannel [Ree91].

This pap er fo cuses on the securit y of CMEA.

Note that CMEA is not used to protect v oice. Instead, it is in tended to protect

sensitiv e con trol data, suc h as the digits dialed b y the user. Compromise of the

con trol c hannel con ten ts could lead to disclosure of an y passw ord mec hanism that

the cellphone emplo y ees for additional securit y , as w ell as an y other confiden tial

data the user t yp es on the k eypad. W e are curren tly examining the cellular

securit y arc hitecture in detail to determine whether system securit y migh t b e

further endangered b y our cryptanalysis of CMEA; the full pap er will include

the results of this analysis.

This pap er is organized as follo ws. W e describ e CMEA in Section 2 for ref-

erence. Next, Section 3 lists some observ ations that form a foundation for our

later analysis. Then w e giv e an effectiv e kno wn-plain text attac k on CMEA in

Section 4. Finally

, Section 5 concludes.

Greg Rose first p oin ted out the insecurit y of CMEA, and he deserv es the credit

for that disco v ery . W e w ere not a w are of serious fla ws in CMEA un til w e heard

o v er the grap evine that he had found an effectiv e kno wn-plain text attac k on

CMEA; this tip pro vided the motiv ation to lo ok more closely at CMEA un til w e

managed to indep enden tly re-deriv e the attac k describ ed in this pap er. Unfor-

tunately he is not free to publish his analysis, so w e offer ours instead. W e are

extremely grateful to Greg Rose for his immeasurable help.

W e describ e the CMEA sp ecification fully here for reference. CMEA is a b yte-

orien ted v ariable-width blo c k cipher with a 64 bit k ey . Blo c k sizes ma y b e

an y n um b er of b ytes; in practice, US cellular telephon y systems t ypically ap-

ply CMEA to 2–6 b yte blo c ks, with the blo c k size p oten tially v arying without x or

− −

− −

− −

4 Preliminaries

⊕ ⊕ ⊕

⊕

←

←

← −

← ⊕

←

← ⌊ ⌋ −

← ⊕ ∨

←

← −

←

← − ⊕

−

⊕ ∨

0 1 2 3 4 5

6 7

0 7

0 1 0 1 0 7

0 1 0 1

0

+1

2

1

0

+1

...

,...,n ,...,n ...

,...,n ,...,n

i i i

i i i

n

i i n i

i i i

i i i

T T

T x C C C C x K K x K K x K K

x K K x

x K C

n

P C K

C P

y

i , . . . , n

C C T y i

y y C

i , . . . ,

C C C

z

i , . . . , n

z z C

C C T z i

T

T an y k ey c hanges. CMEA is quite simple, and app ears to b e optimized for 8-bit

micropro cessors with sev ere resource limitations.

CMEA consists of three la y ers. The first la y er p erforms one non-linear pass

on the blo c k; this effects left-to-righ t diffusion. The second la y er is a purely

linear, unk ey ed op eration in tended to mak e c hanges propagate in the opp osite

direction. One can think of the second step as (roughly sp eaking) ing the

righ t half of the blo c k on to the left half. The third la y er p erforms a final non-

linear pass on the blo c k from left to righ t; in fact, it is the in v erse of the first

la y er.

CMEA obtains the non-linearit y in the first and third la y er from a 8-bit k ey ed

lo okup table kno wn as the -b o x. The -b o x calculates its 8-bit output as

( ) = ((( ((( ((( (( ) + ) + ) ) + ) + ) ) + )

+ ) ) + ) +

giv en input b yte and 8-b yte k ey . In this equation is an unk ey ed 8-bit

lo okup table kno wn as the Ca v eT able; all op erations are p erformed using 8-bit

arithmetic. The Ca v eT able is giv en in Figure 1,

W e no w pro vide a sp ecification of CMEA. The algorithm encrypts a -b yte

message to a ciphertext under the k ey as follo ws:

0

for 0 1

+ ( )

+

for 0 1

( 1)

0

for 0 1

+

( )

Here all op erations are b yte-wide arithmetic: + and are addition and sub-

traction mo dulo 256, stands for a logical bit wise exclusiv e or, represen ts a

logical bit wise or, and the k ey ed function is as describ ed previously .

CMEA is sp ecified in [TIA92, TIA95]; it is also describ ed in U.S. P aten t

5,159,634 [Ree91], though a differen t -b o x metho d is listed.

First, w e list some preliminary observ ations:

\

i i

...

–

–

–

–

–

–

Fig. 1. The Ca v eT able

0 1

2 2 +1

0 2 4 6

0 7

0

T

K K T

K K i , , ,

K , K , K , K

T

K

T T

C T

T T hi
lo

.0 .1 .2 .3 .4 .5 .6 .7 .8 .9 .a .b .c .d .e .f

0. d9 23 5f e6 ca 68 97 b0 7b f2 0c 34 11 a5 8d 4e

1. 0a 46 77 8d 10 9f 5e 62 f1 34 ec a5 c9 b3 d8 2b

2. 59 47 e3 d2 ff ae 64 ca 15 8b 7d 38 21 bc 96 00

3. 49 56 23 15 97 e4 cb 6f f2 70 3c 88 ba d1 0d ae

4. e2 38 ba 44 9f 83 5d 1c de ab c7 65 f1 76 09 20

5. 86 bd 0a f1 3c a7 29 93 cb 45 5f e8 10 74 62 de

6. b8 77 80 d1 12 26 ac 6d e9 cf f3 54 3a 0b 95 4e

7. b1 30 a4 96 f8 57 49 8e 05 1f 62 7c c3 2b da ed

8. bb 86 0d 7a 97 13 6c 4e 51 30 e5 f2 2f d8 c4 a9

9. 91 76 f0 17 43 38 29 84 a2 db ef 65 5e ca 0d bc

a. e7 fa d8 81 6f 00 14 42 25 7c 5d c9 9e b6 33 ab

b. 5a 6f 9b d9 fe 71 44 c5 37 a2 88 2d 00 b6 13 ec

c. 4e 96 a8 5a b5 d7 c3 8d 3f f2 ec 04 60 71 1b 29

d. 04 79 e3 c7 1b 66 81 4a 25 9d dc 5f 3e b0 f8 a2

e. 91 34 f6 5c 67 89 73 05 22 aa cb ee bf 18 d0 4d

f. f5 36 ae 01 2f 94 c3 49 8b bd 58 12 e0 77 6c da

CMEA is it’s o wn in v erse. In other w ords, ev ery k ey is a “w eak k ey” (in the

strict sense, from the DES nomenclature, of b eing self-in v erse).

CMEA is t ypically used to encrypt short blo c ks. Because the cellular tele-

phon y sp ecification do es not use random IVs, do es not use blo c k c haining

mo des, and encrypts short blo c ks under CMEA, dictionary attac ks could

b e a threat. On the other hand, the cellphone sp ecifications do require the

CMEA k ey to b e c hanged for ev ery call, so the amoun t of text required

for a dictionary attac k ma y often b e una v ailable. (In a dictionary attac k,

one obtains the encryption of ev ery p ossible plain text, records those pairs in

a lo okup table, and uses it to completely decrypt future messages without

needing to kno w the k ey .)

One bit of the plain text leaks. The LSB (least-significan t bit) of the cipher-

text is the complemen t of the LSB of the plain text.

The -b o x has some k ey equiv alence classes. Sim ultaneously complemen ting

the MSB (most significan t bit) of and lea v es the action of the -b o x

unc hanged; the same holds for and for = 0 1 2 3. Therefore for

the rest of the pap er w e tak e the MSBs of and to all b e 0,

without loss of generalit y , and w e see that the effectiv e k ey length of CMEA

is at most 60 bits.

Reco v ering the v alue of all 256 of the -b o x en tries suffices to break CMEA,

ev en if the k ey is nev er reco v ered.

The v alue of (0) o ccupies a p osition of sp ecial imp ortance. (0) is alw a ys

used to mo dify ; one cannot trivially predict where other -b o x en tries

are lik ely to b e used. Kno wing (0) lets one learn the inputs to the -b o x

0 7 ...

i,j

−

− − −

− − − −

− ⊕ − −

− − − −

−

×

5 A kno wn-plain text attac k

–

4.1 A c hosen-plain text attac k

T

T i i T

T

T

T

x T

P x, x, x, . . .

x C x, y , z , . . .

T x

T y , T z ,

T

j T j

k n j n n

P T , T , . . . , T , k T ,

C t T , . . .

T j t

T

T

T

T

T

T K

T

T

p i, j

T i j T i , i > lo okups that mo dify the second b yte in the message.

The Ca v eT able has a v ery sk ew ed statistical distribution. It is not a p erm u-

tation; 92 of the 256 p ossible 8-bit v alues nev er app ear; some v alues app ear

as man y as four times. This means that the -b o x v alues are sk ew ed, to o:

( ) m ust app ear in the Ca v eT able, so for an y input to the -b o x, w e

can immediately rule out 92 p ossibilities for the corresp onding -b o x output

without needing an y kno wledge of the CMEA k ey .

CMEA is w eak against c hosen-plain text attac ks: one can reco v er all of the -b o x

en tries with just 512 c hosen texts and v ery little w ork. First, one learns (0)

with 256 c hosen plain texts. F or eac h guess at the v alue of (0), obtain the

encryption of the message = (1 1 1 ) (e.g. the message where

eac h b yte has the v alue 1 ); if the result is of the form = ( )

en w e can conclude with high probabilit y that indeed (0) = . (Note that

w e can also reasonably conclude (1) = (2) = and so on for the first

half of the blo c k.) Second, one learns all of the remaining -b o x en tries with

another 256 c hosen plain texts. F or eac h b yte , to learn the v alue of ( ), let

= (( 1) ) ( 2), where the desired blo c ks are b ytes long. Obtain

the encryption of the message = (1 (0) 1 (0) 1 (0) (0) 0);

if the result is of the form = ( (0) ), then w e ma y conclude that

( ) = (except for a p ossible error in the LSB). (A more sophisticated analysis

can resolv e the uncertain t y in the LSB of the -b o x en tries.) This attac k w orks

against an y blo c k length.

W e no w describ e a kno wn plain text attac k on CMEA needing ab out 40–80 kno wn

texts. The attac k assumes that eac h kno wn plain text is enciphered with a 3-

b yte blo c k width. Our (unoptimized) implemen tation uses min utes to hours of

computation time on a P en tium; it can b e easily parallelized for further sp eed.

Our cryptanalysis algorithm has t w o phases. The first phase of the algorithm

gathers information ab out the -b o x en tries from the kno wn CMEA encryptions,

eliminating man y p ossibilities for the v alues of eac h -b o x output. In this w a y

w e reduce the problem to that of cryptanalysis of the -b o x algorithm giv en

some partial information ab out -b o x input/output pairs. In the second phase,

w e tak e adv an tage of the statistical biases in the Ca v eT able to cryptanalyze the

-b o x and reco v er the CMEA k ey , using pruned searc h and meet-in-the-

middle tec hniques to enhance p erformance.

The first phase is implemen ted as follo ws. Because (0) o ccupies a p osition

of sp ecial imp ortance, w e exhaustiv ely searc h o v er the 256 p ossibilities for (0).

F or eac h guess, w e set up a 256 256 arra y whic h records for eac h whether

( ) = is p ossible. All v alues for ( ) 0 are initially listed as p ossible. Since

−

⇒

′ ′

′ ′

0

6 7

6 7

6 7

4 5

0 3

4 7

0 3

4 7

4 7

1 1

1 i,j

i,j

i,j

...

...

...

...

...

5.1 The first phase: more details

T i i

T i

T t , T i j T i j .

T i j

T i j

p

T

T

T

p

K K

/ T

K , K

K , K

K , K

p

T

T K

K

K

K T

K

T

P , C y , z T

C T i j

( ) is a Ca v eT able output and the Ca v eT able has an unev en distribution,

w e can immediately rule out 92 v alues for ( ).

Next, w e gradually eliminate imp ossible v alues using the kno wn texts as

follo ws. The general idea is that eac h kno wn plain text/ciphertext pair lets us

establish sev eral implications of the form

(0) = ( ) = ( ) = (1)

If w e ha v e already eliminated ( ) = as imp ossible, then w e can conclude

that ( ) = is also imp ossible via the con trap ositiv e of (1). In this w a y , w e

successiv ely rule out more and more p ossibilities in the arra y , un til w e either

reac h a con tradiction (and start o v er with another guess at (0)) or un til w e

ha v e accum ulated enough information ab out to pro ceed to the second phase.

The second phase reco v ers the CMEA k ey from the information ab out

previously accum ulated in the arra y . Our simplest k ey reco v ery algorithm

is based on pruned searc h. First, one guesses and . Then, w e p eel off the

effect of the last 1 4 of the -b o x, and c hec k whether the in termediate v alue

is a p ossible Ca v eT able output. The in termediate v alue m ust alw a ys b e one of

the 164 p ossible Ca v eT able outputs when w e find the correct ; b ecause

the Ca v eT able is so hea vily sk ew ed, incorrect guesses will usually b e

quic kly iden tified b y this test. Next, one con tin ues b y guessing , pruning

the searc h as b efore, and con tin uing the pruned searc h un til the en tire k ey is

reco v ered. This tec hnique is v ery effectiv e if enough information is a v ailable in

the arra y .

Unfortunately

, pruned searc h v ery quic kly b ecomes extremely computation-

ally in tensiv e if to o few kno wn texts are a v ailable: at eac h stage, to o man y

candidates surviv e the pruning, and the searc h complexit y gro ws exp onen tially .

W e ha v e a more sophisticated k ey reco v ery algorithm whic h can reduce the

computation w orkload dramatically in these instances. The basic idea is that

the -b o x is sub ject to a classic meet-in-the-middle optimization: one can w ork

halfw a y through the -b o x giv en only , and one can w ork bac kw ards up

to the middle giv en just . This enables us to precompute a lo okup table

that con tains the in termediate v alue corresp onding to eac h v alue. Then,

w e try eac h p ossible v alue, w ork bac kw ards through some kno wn -b o x

outputs, and lo ok for a matc h in the precomputed lo okup table. Of course the

searc h pruning tec hniques can b e applied to to further reduce the com-

plexit y of the meet-in-the-middle algorithm. The com bination of pruned searc h

and meet-in-the-middle cryptanalysis allo ws us to efficien tly reco v er the en tire

CMEA k ey with as few as 40–80 kno wn plain texts.

W e describ e ho w to deriv e implications of the form (1) from some kno wn CMEA

encryptions for the first phase. Kno wing (0) lets us reco v er (for eac h plain-

text/ciphertext pair ) and th us w e learn the inputs to the t w o -b o xes

lo okups used to mo dify . W e mak e a guess (e.g. ( ) = ) ab out the output

2

′ ′ x or

T i j

⊕

⊕

⊕ ⊕ − −

−

′ ′

′ ′

′ ′ ′ ′

′

′ ′ ′

′ ′ ′ i ,j

i,j

i,j

i,j

i,j

i,j

...

...

2 2

2 0

2

2

6 7

6 7

6 7

6 7

6 7

0 1 2

0 1 2

0 2

22

0 2

5.2 The second phase: more details

T

T

y , z T

C C

T

C T i j

T i j

i , j p

T

p

p

i, j

T T

T

T T

T

T i C O i K K i

O j C O i

K K i j

p j

K , K

K , K i

p K , K

T a, T a , b, T b , c, T c , d, T d

p K , K , K a , b , c , d

T a

C a K K a K n a d , b

d , c d n, K n

K

The true situation is sligh tly more complicated. The LSB remains unkno wn, so w e

ha v e to try t w o p ossibilities ; only if b oth p ossibilities lead to a con tradiction can w e

rule out the equation ( ) = as imp ossible.

of the first aforemen tioned -b o x lo okup. W e can deriv e the (implied) output

of the second -b o x lo okup b y using the kno wn text pair. Then w e deduce the

(implied) v alues of and th us the inputs to the t w o -b o x lo okups used to

mo dify . Next w e deriv e the quan tit y ed in to in the second CMEA

la y er, whic h lets us calculate the (implied) outputs of the t w o -b o x lo okups

that mo dify . Therefore our assumption ( ) = implies three other deriv ed

equations of the form ( ) = ; if an y of those three deriv ed input/output

pairs is listed as imp ossible in , then w e ha v e found a con tradiction,

and w e ma y conclude that our original assumption w as wrong—namely

, that the

assumed v alue of the -b o x en try w as in fact imp ossible, and that v alue ma y b e

mark ed as imp ossible in .

In this w a y , w e can gradually rule out man y en tries as imp ossible. W e

lo op o v er all and all kno wn texts, un til no more deductions can b e made.

If our guess at (0) w as incorrect, then there will probably b e a -b o x input

for whic h no p ossible output v alues remain, and in this case w e will b e able to

discard our incorrect guess at (0). Otherwise, w e ten tativ ely conclude that our

guess at (0) w as correct, and w e can usually iden tify sev eral other kno wn -

b o x input/output pairs; with this information in hand, w e pro ceed to the second

phase.

First, w e describ e ho w to prune k ey trials during the k ey reco v ery searc h. Note

that a -b o x output is of the form

( ) = ((( + ) ) + ) +

for some unkno wn Ca v eT able output . W e can calculate = ((( + )

) + ) + for all Ca v eT able outputs and c hec k whether eac h suc h is listed

as p ossible in ; if ev ery suc h is listed as imp ossible, then w e can recognize

our guess at as incorrect. Because there are only 164 p ossible Ca v eT able

outputs, incorrect guesses at will usually b e ruled out b y some as long as

there is enough information in the arra y . These incorrect guesses at

can th us b e pruned from the searc h tree without an y further w ork.

Next, w e giv e some more details on the meet-in-the-middle approac h. This

approac h is only applicable when w e ha v e enough kno wn plain texts to iden tify 4

kno wn -b o x input/output v alues ( ( )) ( ( )) ( ( )) ( ( )) from the

arra y . F or eac h , w e compute the in termediate v alues

formed after computing through the kno wn k ey b ytes; for example, =

(( ) + ) + ) . Next w e form the 24-bit index = (

), and insert the pair ( ) in to a large hash table k ey ed on .

After rep eating for all 2 p ossible v alues, w e ha v e built a precomputed

lo okup table suitable for use in the meet-in-the-middle optimization. T o c hec k a

⊕ ⊕

− − −

4 7

4 7

3

4 5 6 7

0 2

0 7 4 7

3 0 2

0 7

...

...

...

... ...

...

...

,

′′ ′′ ′′ ′′

′′

′′ ′′ ′′ ′′ ′′ ′′

′′ ′

· ·

6 Conclusions

7 Ac kno wledgemen ts

K T a , T b , T c , T d

K a , b , c , d

T K

C C C a a K K a K K a T a

m a d , b d , c d

n, K

K K

a a K K

K

p

T trial v alue, w e w ork bac kw ards from ( ) ( ) ( ) ( ) as far p ossible

giv en only and iden tify the in termediate v alues ; they reflect

the v alues of the -b o x computations just after addition of , so that e.g.

((( ((( ( ) + ) ) + ) + ) ) + ) + = ( ). Then w e form

the 24-bit index = ( ), searc h in the precomputed

hash table for a matc hing en try ( ), and use trial encryption to c hec k

the resulting v alue. Note that if our guess at w as correct, w e ha v e

= + etc., so that the correct v alue of will sho w up in our searc h

of the precomputed hash table, and w e will iden tify correctly .

Pruned searc h lets us dramatically reduce the n um b er of k ey candidates

tried, if there is enough information in the arra y . The meet-in-the-middle

optimization is a time-space tradeoff that further reduces the computational

w orkload when 4 kno wn -b o x input/output v alues are a v ailable. Com bining the

t w o approac hes yields a k ey reco v ery algorithm for the second phase that is v ery

efficien t on a standard 100 MHz P en tium with 40 Mb of memory . F urthermore,

the searc h algorithm can easily b e parallelized for ev en greater p erformance if

necessary

. Note that w e mak e hea vy use of the non-uniform output distribution

of the Ca v eT able, and these analysis tec hniques w ould not w ork if the Ca v eT able

w ere un biased.

Our cryptanalysis of CMEA underscores the need for an op en cryptographic

review pro cess. Betting on new algorithms is alw a ys dangerous, and closed-do or

design and proprietary standards are not conduciv e to the b est o dds.

Additionally

, our analysis also sho ws the imp ortance of explicitly stating se-

curit y assumptions during ev ery step of the design and dev elopmen t pro cess,

and of not reusing securit y comp onen ts without throroughly examining the im-

plications of reuse. The Ca v eT able w as designed to ha v e the securit y prop erties

CA VE needed. Designers reused it for CMEA b ecause they w ere lo w on space;

this turned out to b e a bad idea. CMEA requires differen t prop erties from the

Ca v eT able than CA

VE do es.

The attac k describ ed in this pap er is practical, and can b e used against

existing cellphones that use CMEA for securit y . CMEA is deeply fla w ed, and

should b e carefully reconsidered.

W e are extremely grateful to Greg Rose for his immeasurable help. Also, w e

thank an anon ymous part y (for scanning the cellphone cryptograph y standard

and p osting it to the In ternet), John Y oung (for acting as a clearinghouse for

resources on cellphone crypto), Susan Langford (for p oin ting out the highly non-

uniform distribution of the Ca v eT able), and Stev e Sc hear (for some assistance

na vigating the maze of cellular standards).

A

References

http://www.f cc.g ov/wt b/ce llfrd .htm l

http://www.no kia. com/n ews/ news htmls/nmp 960105b.htm l

[F CC97] F

CC Wireless T elecomm unications Bureau, “F

CC-WTB Information of Cel-

lular F raud,” , F eb 1997.

[Nok96] Nokia Mobile Phones, “Nokia Announces An ti-F raud Protection Op-

tion for All Mo dels Mark eted in 1996,” 5 Jan 1996, T ampa Fla.,

, press release.

[Ree91] J.A. Reeds I I I, “Cryptosystem for Cellular T elephon y ,” US P aten t 5,159, 634 ,

Sep 1991.

[TIA92] TIA IS-54 App endix A, “Dual-mo de Cellular System: Authen tication, Mes-

sage Encryption, V oice Priv acy Mask Generation, Shared Secret Data Gen-

eration, A-Key V erification, and T est Data,” F eb 1992, Rev B.

[TIA95] TIA TR45.0.A, “Common Cryptographic Algorithms,” June 1995, Rev B.

This article w as pro cessed using the L T

E

X macro pac k age with LLNCS st yle