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Description
BACKGROUND

[0001] Signals from the Global Positioning System
(GPS) can be used to calculate the location of a GPS
receiver. The U.S. GPS consists of 24 satellites that
transmit signals all overthe world. A typical method used
to determine the location of a GPS receiver is to apply
triangulation techniques on received GPS satellite sig-
nals. Techniques of disrupting the determination of a lo-
cation of a GPS receiver have been developed. This typ-
ically has occurred due to GPS applications in military
operation. These disruption techniques include blocking,
jamming, and spoofing. Blocking or jamming occurs by
broadcasting radio frequency (RF) energy in the area
where receivers are operating. While, blocking and jam-
ming are basic forms of disrupting the GPS signal, spoof-
ing is amore clever and intricate method. Spoofing caus-
es the GPS receiver to incorrectly track a satellite signal
generated from somewhere other than the satellite.
[0002] One spoofing method uses an antenna to re-
ceive signals from a satellite, then filters and amplifies
that signal, and rebroadcasts or repeats it. This can be
done for all received GPS signals or just a portion of
them. When the GPS receiver is close to the repeated
signal, the GPS receiver is presented with two separate
signals with the same PseudoRandom Numbers (PRN),
one from the satellite and the other from the repeated
signal. If the GPS receiver tracks the repeated signal, its
measurements will be invalid because they will represent
measurements at the repeater reception antenna plus
the distance from the repeater broadcast antenna to the
user GPS antenna. Essentially the spoofed GPS receiver
willsee measurements as if it were located atthe repeater
reception antenna

[0003] There are other spoofer designs that do not re-
peat satellite signals but generate them in another fash-
ion such that local GPS receivers might track them and
thus compute erroneous position solutions. This patent
will detect the spoofed GPS satellite signals for this type
of spoofer for spoofed signals of GPS satellites being
tracked by the GPS receiver.

[0004] Forthe reasons stated above and for other rea-
sons stated below which will become apparent to those
skilled in the art upon reading and understanding the
present specification, there is a needinthe art forameth-
od and apparatus that detects faulty GPS signals.

SUMMARY OF INVENTION

[0005] The embodiments of the present invention pro-
vide methods and systems for a GPS receiver to deter-
mine if there are two or more satellite signals with the
same PRN detected by the GPS antenna. The embodi-
ments ofthe presentinvention willbe understood by read-
ing and studying the following specification.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Figure 1 is a graph illustrating a single peak
value of the correlation function of one embodiment of
the present invention.

[0007] Figure 2is a diagram illustrating one method of
spoofing a GPS receiver of one embodiment of the
present invention.

[0008] Figure 3is a GPS receiver system of one em-
bodiment of the present invention.

[0009] Figure 4 is a block diagram illustrating one
method of determining if two or more signals with the
same PRN are present at the GPS receiver antenna of
one embodiment of the present invention.

[0010] Figure 5 is a flow chart illustrating one method
of determining if two or more signals with the same PRN
are present at the GPS receiver antenna of one embod-
iment of the present invention.

[0011] Figure 6is a graph illustrating two peak values
of the correlation function of one embodiment of the
present invention.

DETAILED DESCRIPTION

[0012] Inthe following detailed description, reference
is made to the accompanying drawings, which form a
part hereof, and in which is shown by way of illustration
specific embodiments in which the inventions may be
practiced. These embodiments are described in suffi-
cient detail to enable those skilled in the art to practice
the invention, and it is be understood that other embod-
iments may be utilized and that logical, mechanical and
electrical changes may be made without departing form
the spiritand scope of he present invention. The following
detailed description is, therefore, not to be taken in a
limiting sense, and the scope of the present invention is
defined only by the claims and equivalents thereof.
[0013] GPS measurements are performed by time-
correlating a sensed incoming digital bit sequence with
a locally generated replica of the bit sequence. In GPS,
the incoming digital bit sequence is a pseudorandom
number bit sequence (PRN). Each GPS satellite has its
own PRN. The GPS receiver generates its own bit se-
quence and then correlates it to the incoming PRN from
the GPS satellite. The result of the correlation is a meas-
ured offset between the locally created bit sequence and
the PRN from the satellite. The measured offset is also
referred to as a code offset. This is used to correct the
GPS receiver’s estimate of how far away the GPS satel-
lite is from the GPS receiver antenna, which then allows
for the measurement of range or pseudorange from the
satellite. In order to extract the bit sequence from the
incoming GPS signalthe receiver must knowthe Doppler
frequency shift off nominal of the received signal. There-
fore, the GPS receiver must also track the rate of the
range or pseudorange change to the satellite.

[0014] An alternative to the time-domain processing is
to do the calculations in the frequency domain. The cor-
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relation done in the time domain is equivalent to multipli-
cation in the frequency domain. The magnitude of the
correlation function in the frequency domain is checked
at various code and frequency offsets (pseudorange er-
ror and Doppler frequency shift off nominal). Measuring
the magnitude of the correlation in the frequency domain
at various code and frequency offsets is called batch
processing.

[0015] In embodiments of the invention a satellite’s
PRN is correlated with an internally generated PRN from
the GPS receiver in the frequency domain. If the magni-
tude of the correlation creates only cne peak value, then
the signal will be valid. But if the magnitude of the corre-
lation creates more than one peak value, then the signal
isnolongervalid. In particular, more than one peak value
indicates that another signal, with the same PRN, other
than the satellite signal is spoofing the GPS receiver.
[0016] Itshould alsobe noted that multiple peaks could
be caused by multipath. Since multipath is also undesir-
able because of the errors it induces in the GPS naviga-
tion solution, the techniques discussed in this patent
could alsc be applied to improve system accuracy in the
presence of multipath.

[0017] Figure 1 is aplot 100 illustrating an output of a
batch processing over a range of frequency and code
offsets for a particular satellite. The plot 100 is generated
bythecorrelation, inthe frequency domain, of asatellite’s
PRN and the internally generated PRN by the GPS re-
ceiver. The plot 100 shows a correlation peak 102. The
correlation peak 102 is used to calculate the range or
pseudorange from the satellite and to correct the GPS
receiver's estimate of how far away the GPS satellite is
from the GPS receiver antenna.

[0018] Figure 2 shows a typical spoofing system 208
and a GPS receiver 240 (or GPS receiver system 240)
of one embodiment of the present invention. As illustrat-
ed, the GPS receiver 240, receives a spoofing sighal 231
fromthe spoofing system 208 and the GPS satellite signal
207 fromthe GPS satellite 206. The spoofing system 208
consists of an antenna 210 receiving GPS signal from
the GPS satellite 206. In the spoofing system 208, the
GPS signal is then filtered and amplified 220 and fed to
an antenna 230 that retransmits the GPS satellite signal.
The receiving antenna 210 is electrically isolated from
the transmitting antenna 230. As illustrated in Figure 2,
the GPS receiver 240 is presented with two different sig-
nals with the same PRN code - the actual satellite signal
207 from the satellite 206 and the retransmitted (repeat-
ed) satellite signal 231 from the antenna 230. If the GPS
receiver 240 begins to track the repeated signal from the
transmitting antenna 230, the pseudorange measure-
ments observed forthe satellite will be incorrect because
they will represent the range to the repeater reception
antenna plus the extra range from the repeater antenna
230 to the GPS receiver 240. Essentially the spoofed
GPS receiver will see measurements as if it were located
at the repeater reception antenna. Embodiments of the
GPS receiver 240, of the present invention, are able to
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detectthe presence of the repeated signal 231. The GPS
receiver 240 is also referred to as a GPS signal process-
ing system. It should be noted that the spoofer system
may deliberately spoof only satellites in a certain portion
of the sky such that not all satellite signals are spoofed.
This will make the location of the spoofer system a bit
more difficult to determine by those being spoofed.
[0019] Figure 3illustratesthe GPS receiver 240 of Fig-
ure 2. The GPS receiver system 240 includes antenna
322, Fast Fourier Transform FFT processing hardware
324, andbatch processingmodule 326. The antenna 322
receives a signalfromthe GPS satellite, and ifthe device
is being spoofed, it will also receive a signal from the
repeated transmitted signal. The antenna 322 is in com-
munication with the FFT processing hardware 324. The
FFT processing hardware 324 converts the received sig-
nals from the antenna 322 from the time domain into the
frequency domain. The FFT processing hardware 324
communicates the frequency domain data to the batch
processing module 326. The batch processing consists
of, but is not limited to, the correlation module 328 and
the detection module 330. The correlation module 328
performs frequency correlationbetweenthe received sig-
nal(s) and internally generated PRN of the GPS receiver
by multiplying the frequency domain signals and deter-
mining the peak correlation value. The detection module
330 detects the peak values from the correlation module
328. If the detection module 330 only detects one peak
correlation value from the correlation module, then the
GPS receiver system will track that signal. If the detection
module 328 detects morethan one peak correlation value
from the correlation module 328, the GPS receiver will
ignore the values.

[0020] Figure 4 is a block diagram illustrating one
method for determining whether the GPS receiver is be-
ing presented with a repeated signal. The method starts
with input signal 410 at the antenna of the GPS receiver.
The input signal 410 consists of the satellite signal and
whenthereis a repeated signal, the repeated signal. The
input signal 410 is convolved with the carrier replica gen-
erator 480. The carrier replica is a sin wave replica at the
frequency of the incoming signal. The code replica is the
replica of the PRN code. GPS signal correlation involves
convolution with both replicas. This is illustrated by the
two convolution operations in Figure 4. The output of the
convolution of the input signal 410 with the sine and co-
sine of the carrier replica from the cartier replica gener-
ator 480 are filtered by a set of low pass filters 420. The
filtered signals are then transformed from the time do-
main into the frequency domain by a Fourier transform
430 in this embodiment.

[0021] InFigure 4,the PRN code generator 440 is also
transformed into the frequency domain through a Fourier
transform 450. One skilled in the art would appreciate
that the filtered signals and the PRN code signal can be
transformed from the time domain by other methods and
this invention is not limited to the use of Fourier trans-
forms.
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[0022] In Figure 4, the frequency domain representa-
tion of the input signal 410 convolved with the sine and
cosine carrier replicas from the carrier replica generator
480 are multiplied with the frequency domain represen-
tation of the PRN code that is output from 450. The mul-
tiplied signal is then brought back into the time domain
through an inverse Fourier transform 460 in this embod-
iment. One skilled in the art would appreciate that the
signal can be transformed back into the time domain by
other methods and this invention is not limited to the use
of Fourier transforms. The magnitude 470 of the com-
bined input signal 410, carrier replica generated signal
480, and PRN code 440 is calculated. This method is
repeated for various frequency offsets for the carrier rep-
lica generator 480.

[0023] In the method of Figure 4, the steps laid out
above are repeated for various frequency offsets. The
resulting values can be stored in a three dimensional
matrix. Where the magnitude 470 is a function of the fre-
quency offsets and the code offsets. This type of meas-
urement where the magnitude 470 is measured by com-
puting the code correlation while varying the frequency
offset is known as batch processing. One skilled in the
art will appreciate that measuring the magnitude by var-
ying the code offset before varying the frequency offset
is equivalent to the method described above. The code
offset result is accomplished via the frequency domain
convolution (this is illustrated in the second convolution
in the block diagram of Figure 4). The output of that op-
eration is a magnitude function over code offset. This 2-
D function is computed for various frequency offsets and
assembled to form the 3-D plot.

[0024] Peak values can be calculated by simply using
time-domain values, without any frequency domain con-
version, but the code and frequency offsets are still var-
ied. They can also be found by only using code offsets
and no frequency offsets. And the peak value can be
found by using frequency domain values and varying
both code and frequency offsets. One skilled in the art,
upon reading this specification, will realize how to calcu-
late peak values using only time-domain values and us-
ing the batch processing technique. For clarification, cal-
culating the peak values using only the time-domain val-
ues is achieved by not performing conversions from the
time domain to the frequency domain, and simply corre-
lating the input signal convolved with the sine and cosine
carrierreplicas fromthe carrier replica generator 480 and
the output of the PRN code generator 440.

[0025] Figure5isaflow chart500 illustrating one meth-
od of one embodiment for finding a repeated satellite
signal. In the flow chart 500, the process starts by receiv-
ingthe incoming GPS signals (510). Because of spoofing
one or more of these incoming GPS signals could have
the same PRN code. The next step is to process the
incomingsignal. The incoming signalis processed at step
(512), by correlating the incoming signal with the GPS
receiver’s internally generated PRN. In one embodiment
the correlation procedure, begins by first performing a
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fast Fourier transform (FFT) of the time domain signal to
convert the incoming signal into the frequency domain.
Then secondly, in the frequency domain, correlating the
PRN from the incoming signal and the internally gener-
ated PRN from the GPS receiver by multiplying the sig-
nals. When spoofing is present there will be two identical
PRNs in the incoming signal being correlated, in step
(512), with the internally generated PRN in the GPS re-
ceiver. When no spoofing is present there will only be
one PRN inthe incoming signal (from the actual satellite)
being correlated, in step (512), with the internally gener-
ated PRN in the GPS receiver. If there is more than one
identical PRN in the incoming signal, then the correlation
in step (512) will produce two peak values over a range
of frequency offsets and code offsets, as shown in Figure
6. If there is only one PRN in the incoming signal, then
the correlation in step (512) will produce one peak value,
as shown in Figure 1.

[0026] The next step in the process is to determine if
there is more than one correlation peak (514). In one
embodiment the correlation peak is determined by im-
plementing software applications stored on a computer
readable medium designed to detect correlation peaks.
The computer-readable medium can be, but is not limited
to floppy disks, hard disks, CD-ROMs, Flash ROM, non-
volatile ROM, RAM, and the like. If there is only one peak
then, as shown in Figure 1, plot 100, there is only one
received signal. If there is only one received signal, then
it has to come from the GPS satellite and the next step
is for the GPS receiver to track that signal (518). How-
evet, if there is more than one peak, as shown in plot 600
in Figure 6, then there are two sources of the GPS signal.
Figure 6 was generated with two different received sig-
nals from different sources being correlated in the fre-
quency domain with the internally generated PRN in the
GPS receiver. The two sources would be the satellite
signal and the repeated signal (spoofed signal). If there
is more than one correlation peak detected by the GPS
receiver, then the next step (516) is for the GPS receiver
to not track the signals. The reason to reject both signals
is because the GPS receiver does not know which signal
is the spoofed signal and which signal is coming from the
GPS satellite.

[0027] Figure 6 is a plot 600 illustrating an output of a
batch processing over a range of frequency and code
offsets for a particular satellite. Plot 600 is generated by
the correlation, in the frequency domain, of a satellite’s
PRN, repeated satellite signal’s PRN, and the internally
generated PRN by the GPS receiver. The plot 600 shows
two correlation peaks 602 and 604. Since there are more
than two correlation peak values, the GPS receiver
knows to not track the signal because it is being spoofed.
[0028] While the embodiments and examples have
been limited to GPS in the specification, the scope of the
embodiments are not limited merely to GPS systems.
The scope of the invention covers all methods, systems,
and computer-readable mediums designed to overcome
signal spoofing.
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[0029] Although specific embodiments have been il-
lustrated and described herein, it will be appreciated by
those of ordinary skill in the art that any arrangement,
which is calculated to achieve the same purpose, may
be substituted for the specific embodiments shown. This
application is intended to cover any adaptations or vari-
ations of the present invention. Therefore, it is manifestly
intended that this invention be limited only by the claims
and the equivalents thereof.

Claims

1. A method of processing Global Positioning System
(GPS) signals (500), the method comprising:

determining if two signals or more signals with
the same pseudorandom number bit sequence
(PRN) are detected by a GPS receiver (514).

2. The method of claim 1, further comprising:

convolving an internally generated PRN from
the GPS receiver with the broadcasted PRN
from the received signals (328); and

taking the magnitude (512).

3. The method of claim 2, further comprising:

repeating over frequency offsets;
finding the peak value (470).

4. The method of claim 3, further comprising:

when there is one peak, tracking the detected
signal (518).

5. The method of claim 3, further comprising:

when there is more than one peak, disregarding
the detected signals (516).

6. The method of claim 1, further comprising:

detecting GPS signals (510);

convetrting detected signals into a frequency do-
main (324);

correlatinganinternally generated PRN fromthe
GPS receiver with the broadcasted PRN from
the received signals in the frequency domain by
multiplication(328);

converting the correlated signal back into the
time domain(460); and

taking the magnitude of the signal (512).

7. The method of claim 6, further comprising:

repeating over frequency offsets;
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finding the peak value (470).
8. The method of claim 7, further comprising:

when there is one peak, tracking the detected
signal (518).

9. The method of claim 7, further comprising:

whenthere is more than one peak, disregarding
the detected signals (516).
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