


deteri ora te. wi th age . nd of ten becomes 100 bri tll~ to
function after a few year• . Yet anolh.erdi r.ad van tage is
that the fo~ ",ill not sound the IILarm if the introde r simply
cuts u.u: window~ witll a diamond. without breaking
th~ foil. Then repeir or IepWemenI is necessary. Finally,
win dows protected by foil g£'nfially cannot be opened_
Fo r these reasoaa, other a larm aensoee, such as glan
breiug£' detectors. a re better investments and oiLN then:-­
foreIl5l'd Il'IIJn: OOIlID'IMir.

If th~ foil is iIutalled on .. window thai need, to bt'
o~OU"iIsi~ it willbe CDIIr"Ieeted. to a contact strip.
whidl " used to disconnect the win:s from thewindow l'oi1
block. Tlu: sp ring section is moun~ on the window itself
while thecontactp late is onth~window sill.TheIlIl! tal tlb~
on both s ides of the switch mUllt make good contact.

The OOlUll'dion betwem thew indow foil and thecontrol
unit is, under normal ctrcc mstences. active only whe n the
window is closed, Wtndow foil ill used with the NC rirruits
of the system. It must therefore be disconrected if the win.
dow: is t~ be ope~.II90. the swi tch mUll! be prepared fm
1I<'011ed JumperWIrl' tha i wi ll k'mpor..rily bridgethe gap
be!wel"n tiM! two parts of 1M roRact~ip.

1b:n have been atteDl pts to ma R more ",liable ve r­
lIionsof window foil. Certa in manufacturel s of insula ltd
w1000WlI include a ~"E'I'f narrow .and th in metal .trip in the
glns. usually hidden by tN l\Ibbn atrip~ for insulat­
ing the window. They ruson that the strip will break if the
w indow ilIbro1<en. ThQ abnn .~tem is more wft. as the
meWstrip is effectively invisiblt and geCIIreIy Iocail"d. pro­
I«ted by thr glu~ How~er. thi. is also II onl!'-t~y

aJann and suffers rn05I of the same disOOvantagO/'S 8$ ordi4
n.arywindow foil.

Glassbreakage dE1eclora (fig. &:I) romein several differmt
types, but they all are designed to detect whe n a window is
broken or otherwise removed from its frame. In eilhrr Cll.\.E!
the IIft\lI(lr is attached to the gIoiss on the insideof the win~

WINDOW Fon.

AdJlu ive window foil. alth01J.gh now aday. c lea rly
dared. lIS a" alann5e'llSOl, is still in common use. especially
in sOOp!l.lt is not commonly~ in residential abnnsys­
tems, Wmdow foil looks like silv~ry lead foil and can be
found a l'O\lJ\d the edges of thr window (fig. 79). The foil

conJisU of thin metallic al:ripfo m<ode
of a Iead-.Juminum alloy, ,,·hidl an'

cemented to the protected surface.
usurolly gJ.~ in a doo r or w indow.
Themeta1IX: 5l:rips are connected to a
closed ~Iedrical cimriL H the P,Oh:(t­
I'd materia.! is b roken. and the foiJ as

' ..... "- 111"","'1. weu. the dnuit opens. 'J'IUf; will initi-
ate the alarm. Sometimes foil i. etrn­

ply caUed tape.
Window foil has many disadvantages. The main one ls

that a foil alarm is a one-timealarm onlv When the w in­
dow has been broken and the a larm ha's .oundt'CI once,
anybody is free to enter until 1M window and the circui t
ha ve been a-paired. Anotherdiudvanlage is that the foil

ca n then sound t h~ a laem .. ft ~r it hu
been~~by the med _ itd\.

Wi~ contact systems a~now vny
old-~but they~ still befound
occa.ion.ally. Thl! wire contact swit ch
nolits 1lpon a ..-in>or thread thai is con­
ntcted both 10 the switch and to aJ IOd M!r,

filled point. The switch "..ill~ the alarm if ttw~d is
~ther put wider tension or slacbned. As the thft..d is gm­
~lal1y an ~""etrically conductiv~ w ire. 1M wire will a b o
function as a sabotage a larm. Therefore,~ ela rm will
$Ol.lfld if the wire is cut or breken, Wirr systemsof this kind
""' gererally used to proted windoW5ilnd wa l19 (fig. '78) or
serve IllI external alarms in gardere, for instance.
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A vibra tioo.delecto r i$ olll'which .. placed on .....aUs or
window frames to regis ter vi bration caused b y blo w. ,
drilling. or breakinggLass(fig. Sl). SeU<llfIUinedunits, lObe

fix ed 10 doors, a re al so
availab le . The se:nsor will
signal an a1ann whenever it
registef'$ th e kind of vt br a­
tion ~ th at it is programmed
to iden tify u signifying an
attack. Vibration delectorS,
o r ' hock sensors, com~ in
different types. some o j
them relying Of\ rnl'ChanK'a1
means and othen working
on e:IedronicprirOpks.

of gIaib blNlcage delectOl'$have been int roduced that work
by de h!c1ing the sound f requencil'S ~m i lted by bffaking
fIoa l gl.a~ Mtd/or!ih.lltered windooo' flOlll\a

This t)-pe of detectorcan de tect and idcnl:ify the 1Ipecia./
noise that is heard loIiIen g1M5 is smashed, ..·hen a d i.unotw;t
is used for cu tting glMs. or when meta l rub glass" For thif,
pwpcee- the detecto r inrorporah!'5 a p iezoelectric micro­
ph one wi th a resonatin g frequency w ithin the range emit­
ted w hen glass is broken. Another opt ion is a microphone
sens iti ve to frequ encies above 60 kH z, &0 tha t the glass
breakage detector isnot sensit ive 10 noise in 1O\'O"er j~­

cfes , such olS tha t wh ich re sults from hea vy tra flic. The
detect or is generally fixed to the glass it is pro te<ting,
although somt'c.lII also be put on adjacft\t w aIls. The latter
type ..·ill bedeWled in tt. nf'lI1 section of this chaptll'I.

The kind o j gla 5o$ ;s important,;u the majority oJ these
glaM brN'u ge detectors wiD only re-act to that of bno.ilking
float glass, b ut not to the !lOunds of b rea king la m mated ,
te mpered , or wired glass.Someo j these detectors are abo
SUSCl.'ptib le to false ala rms, being set off by the sound Ire­
quenccs of ratt ling keys o r bottles, for instance.

V lIllAflON D m CTOIlS """0 INIlITIA SDlSQIIll
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dow. Thl! sensor is fas tened with
d ou ble-~d<!d .lIdhuivt tape, bu t il
c.n be remQ\'ed u sil y if required.
1llere are vl'nIiOllt ..~ a.i1ab1f, both u
NC and NO switches. One delK'tOr

O I pe r window' is generally sufficient,
unless~ windows are very large,
such as in major offiC2S 01' shops.

So far, the th ree most common
Iypn of glu , breakage detectors
include the mercury s",ildJ typr. the
waghDrd ilrm type.a.nd W & cIlOil-

====1I: il: OI".tuning fork· type.
1Mm t I'C\ll)' . witch t)-pe. ok 'i­

ously, relieson fI\el'OIJ}'. At rocmtemperature, men:'Ury is ..
liquid metal thai conduct. t lecl r ici ty. The de tillctor,ia
designed 10 have a smilll pool of men:ury nea r an f\ ~
.witch. If the glass in the window on which the detectcr is
mounted is b roken OJ 8t'Vl're1y shaken, the sw itch will be
tilted or moved and the me rcury will (orne into conti"'!
wilh the switch terminals. This will close the swilch and
triggerthe.laTTIL

ThI! wrighledarm type~. lllCNab le ~1emaJ. contact
tNt is weighted 50 it nomains mcoe posihon. Hoo....vtt.
most " ibu,h0n5 will mau t~ arm mcve. This will eitber
compiPk OJ: tm?ak. an inlenwJ _ itdl cont.Kt. dependingon
how it isdesigned. TIu>cont1ct will trigge r thealann.

The lL'iectfonic glass brt'akage detector USl!'S an intl'1T\il.1
tuning fork which vibrat es when the w in dow is broken or
jimmied. The vibrat ing tuning fOIl triggers the alarm.

GlMsbreakage detecto rs of these types. in the sarre way
as window foil. am USf' . COl'ltact strip uee windcrw nHds
to be opffied sometimes. All oJ INm 5ha~ the samep~
!em.~"ff. Thry are susu-ptibJe to any vibrationll in ee
window, indudingthoeecaused. by thewind. Thismi~
p rod uce I"IWTIe'mUS fa19t a1a.nn§,~y if the winOow 15

not instaIIfd in its fr.lme tightl)'. For~ re.uon. othrr tyf'"



The most rommon vibration detector is slill ihependu­
lu m ala rm. Th is is a mechanica l detector that relies on ...
peodulum switd" I.ISl'd to sense vibranen or moti on. It is
Msigned with il~I of NO contac ts thai come inlo contact
with each ot}u>r " ..hen the sw itch ts moved or!haken. The
sw itch can a lso be o f the NC type, w ilh the Jl('nd ul um
breilk:iJlg: the rimliI ....-henever it is mO\·ed or shalen.

Although tfw wnsim"ily of lne..e oIdel'~('iln IlII' man­
uallyadjIJftl'd by turninga!iQ'l"lO;'. they .....oe a lendmcy to pto­
duce I3lw alarm!. The 1'l'II'Im is lhat low-ll-equa>eyoWe. sudt
ai that from heavy Ir.lffic ,lid m.my othf,J $O\Irces, will create
enough "i hration to r.et off~ aWm. J'(l1' this~n. a new
type of vibr.ation del:ector. the piu ue k clc «: setIllOf. has been
introJumi In ilppearana>.. it is similar to theolder types-

Thisis.a 5«IlOl !hill is~nsiti'·e ..-mJy to high- frequency
vibJiltiOllS,5Udl il5 those em med b y breaking objeo.:ts.The
~ rontai05 pi..me1mric: crystals, a cry~ Jll,;tteria l
that will develop ",voltage whl"n subjected to Iflf:"dIanical
St l?Si o r se vere v ibration . The vo lta ge will tr igger th e
a larm. Thsseensor is ofte n used on walls. windows,and
doors-1he semilivity can be adjusted. a nd the cho!>e1l 'Ii'I\­

sitivity win bE- remembered by amemory circu it. N.9oi'mi·
conduc tors are used. the p iez<lelec tric S(>fI8or has n o mov­
ing par ts. The p iezoelectric sensor is, in foci. a kind of glass
breakage de tector but of a type that is not lim ited to being
affixed to the wind ow pane.

Similar d evices work according to a different princip le.
These are acousticald etectors mounted near windows. gen­
erally in theceiling. Thedetector ts then able to gu.mla num­
ber of windowpai'll'S within ii, r.ange. This detector is senst­
tive to theroi!e of breaking gl;}$$. sh.aJteringwood . and other
typeso'poise signifying a break -In, Its range is often arou nd
15me~ Thedetector cont.amsan advanced di gital filM ,
which wm ensurelhallower frequency bAckground noise
wiDPOl~the~ The filler ,,~II usuaUyset the lower
limit II 5 kHz, bul this is oftt'n adju i table to betWI.'m2 to 10
kHz. Likewisoe. rcee 1""1bu:ild$ up grad u.J,Uy. such u from
can, .airoaft, and nhid e br .akes, will not lrigg.er the . I.rm.
This prn'G'b 1ilbea4nns to a largedegtl'e.

TI1e system works on 1M p rinciple of aud io di5(r;mina­
tion . This ;~ the process of eJe.ctronically wparating l\<;Irm:a1
everyday sounds, suc h as voices, telephones. et c., from
brea k-in 1)1"1' noi~ § such as a re ca used by brea king glass.
p rying metal. or forcing a door open_

Highly sophist icated 9OUI1d detectoJ9CM1ellYlyrepond
10 the $OUnd of a .....indow being SIl\Mhed.- l1w detectOi wi ll
Iho>n respond to the brio>f tirJu, lapse between Ihe $Ound of
the window be ing smashed an d thet~of fAIling shal­
tered gla$.s.. Some o f these detKtO!'lJere iloO sop!li9tica ted
lhat they can even d is tinguish be tween the sounds of II

b".aking ....·indow and a brwl<.ing bottle. 1bere might.bo
bea listening-in fu nctiorl tNt allows II Cl'f'ltnl !it'CUrily M4-­
tion 10 Iu ten in on .....hat is happening in the room through
the use of an ,;automatic diale r or some similar eoqu ipment.
This;' made possible by the elec l nol micropnoo... built into
Ihe senso r. These alarm se nsors generally-but not
alwa)"r-Work with :"K switches.

!he most ft>Cf!nllype of vib raoon detector is Ihe inerl;"
sensor. This device looks virtua lly ldenticaltc lhe other
I)'pes of vibrat ion delo>dofS. It is an intelligenl vibratton
detector and. con~quentl)", requites a ~ecial control uni t
10 analyze the complex signals from the Sl.'1\5Or. Tbe princi·
pie of th is sensor is a comparatively~v)" contac t element,
which rests on a co ntact surface th at is mech<onicall)" con­
nected to the COlier of the de tector, The contact element will
not vlb rate w ith the freq uenc ie s th at are e mitt ed wh e n
glass is broken or when metal s tri kes glass, The rest of the
sensor wllJ., howe,·er.

Higher freque ncies then-fo re give rise 10 a burst o f
short-d ura tion breaks, whKh are analyud in the-control
uni t When thenumber ofshort-duration bruks ft'acto and
exceed a threshold value, !hi" a1arm will be lrigp'ft'd . Thi!;
will onl y happenwhen !he vib rations are strong enough to
ind ica te a real brea k-in e ttempt. Clearly, determining the
likelihood of a rral irUusion is a very 0XIlp1ica1ed. F'f'Xeis.
and only a compa ratiwly comp1ell control uni lcan do so.
ll>erefol'l!. these &eTlJOfll have other conll'Ol units in addi­
lion to W(1'f1 tra1CDrltn:>l unit of the alarm s)'*m.
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elottended conductor.!or foils. In effect, it works like a radio
t:ransrnillerand reaiver.

H lomebody is moving in the field between the trans­
mi ller and the recerser, there will~ interfe rences in the
~ived l ign.!. Thi5 witt tr~r the ala rm . For this rea­
son, tNowk'fl5OTl UE'sometimes known as farld d istur­......~.

Capacity changescan be ind iCiltrd in diffeftnt Witys. H.
metAl UM is to be protected, it can be connected to • tre­
qumcy-drterminingrt'SOnanCrcircurt.This~cir­

cuit will contro! an oscilJalol", who8r output frrqurory will
brcomplrrd to . fixed m qumcy within the range of 100
kHz to 10 MH:t. The variations in hequrncy " ill~ drtrd­
I'd md .nalyud.. U. prW.etermined threshold value is
~ the .Iann will sound.

libwisr,a building can be fitted w ith two encircling
COPductoJ1l•• ppro_imately I meier apart. Onew iD be thP
transmitting an tefUla, in eHec.t thr anknNllo a long wave
rad io trAnsmitter, while the ot her will be the rKriring
antenna (fig. 82). The systrm w iD detect and analyze the
d ifferences in the =:rived signal caused by an intruder
approaching the protected area

r......u.r..iI~ .....",.

Field rffect srnsor!ogrnera lly consist o f two or DlOftO
win>!- running pa:ralld along the protected ~rra. The wire!.
will be cOMect~d to the w.n o r fence by imul~ tors .
PaJ1icu1ar an- will han bern taken 10~i,jon the wires
far away from other mrtal objn:ts.ilS sud\ objecb may limit
the nnge ofthr detector. Walls. in temal walls. rorridors.

FID..D EJFK"J S DlSORS

1M field effed!lftl5O[ reliesontnt principle ofaparuy
chAngn~een tnt guardtd ob;ect and eanh or berween

INfltA.'IOUHD D I:Tl:OORS

bl@rtia lol'n50rs are also o ftto n found in car s, car avena ,
and on containl>IlI. One such 5ell9Or, with its ~p«;a l oontrol
un;l , is IUffi~ to guard the entire perimeter (i.e _, the shfoll
of the CON truCl i<>n). v.o~n p roperly install ed, the iJu>rti.a
!oen.c.or is a vc(f reliiilble alarm semor.

~B&[

Thisisa lairlynew~ofdrlNtor. 50mtt imes u"l'd lor
pE'1;" ",1eI ..I.u rns in~ and in othff friative ly enc105O:'d
object" w it h . fl oor space nOll;uge r than 400 square
mcttrs. Onedetector is !lUffident rvm in • oowoewi th HV­

"'111' floors,n Ionga, the total ,UN. is not loob1g. It work.!
b)·detKting lOUnd wttllin the~ range of 1 to 4 Hz.
TltiII is a Iled infra.<Jound. as it is brlow thP SO\lnd 1e'1....l nor­
mally a udible 10 t he huma n ear. Such sound ilp peolr$
bloau:seof tho! change in a ir pressu~ that~ plllO! when
a w ind ow o r a door is being opened. Cha nges in the a ir
p ....s.surealways take place when the enc los ing mate ria l
changes ib I'Iolture.

It is perfectly possible to move arcend in the bu ild ing
..-hen the alarm sys tem is armed, as lon g as no door o. win­
d"w is opened. At; only one sensor is neceS!lilTy, th is alarm
is \'f'ry quick and easy 10ins tall .

The disadvantage of th i5 system is that it is a one-time
alarm only. If an intruder leaves the door or wind ow open,
the alatm will only 50Und orce-cwten the door or window
is first opered.fnfrasound detectors are therefore usually
used with other typesof trap alarms.

The infrasound de tector can be hidden .IOlost any­
whe~nder a staircase or behind acupboard or a cu r­
tain., for insta~. A SQOd serecr of !histype wil l automati­
a lly co mpensate for natural infraseunds such as those
l'Dlanalillg from strong wind$.

•



Pressure mals(fig. 84) look lile rubber lloormats and
are commonly hidden under w all-to-wan ca rpet <Jnd

body is wo r lcing on the safe in an attempl to cra clt it. Thi s
d etector COI\.'lisU of one or mo re rnicrcphooes connected 10
an amplifie r, p rogrammed 10 only fl'lIpond to the type of
noise- expected lo .sign ify a break-in. This wiUeruure that
the OCCiI5ional noise of a broom or ~'acuumcleaner h ihing
the sa fe d uring clean ing ......i11 not trigger the ala rm . The
microphorws are attached to the object with a silang mag­
"",,and a p lung.erMVltdt or magnm: reed switch sabotage
alarm i:s included, so t]v, al.ann ... iIIsound o nly if IIOme­
body attempts to remove the detector from the objed_
SounddetKlOI ' are cunmonly used in bank vaults and are
mO\lTltedorI every waH..all well iU in th e floor and ceiling
(fig.83).

A lIOUnd det«lor is often TnO\ltIled on a sale a10C1& ..-ith
a heatdetector. Thtsdrnre should not be r;onIused with the
inft1lred d etector, 1be heal detector w ill only register~
heat of • welding ton:h or • fusing burner.
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~M1ding. port able sound det«tors o.n be plalYd
almostanywhrte and~ exlIelilely easy 10 activale.Some
suspicious indiv>dualsput one on a litble before they go 10
bed. llw SoeNOT will listen for intruders in the TOOIn whPn:>
it is Iocated,andposWbly adjacenl rooms, too,as longasthe
inlemal doors are left open.

Sound de tecto rs are very prone 10fal5e ala rms, howev­
er.~ problem ts boIsically that theyare too good.They can
be triggered by perfectly o rdinary noise ou tside the pro­

tec ted area, for
Ins tence, in the
street. The moat
common Iy pe of
sound detector is
the previously
desc ribed glass
breakage detector.

Soun d de tee­
loIS are oflen
mounlo!'d on safes.
They sou nd the
al arm if lome-

and other locations can be protected in th i:s way. In a corri­
d or, for instance. the two wires up to approximately 300
meters long will run one on each l ide . Ahll'D'l lysteou of
~ typewill defini tely be mort' mmmon ;n the future, and
theyalTBady uist m many pIar:a

Anolher varianl is the capilcitance detecto r. Such a
det«tor o ften COl\II;sls of a metal plat e OIl which thepro­
tected ot;ect is po";lioned.. lf MIintruder app~s the
ot;ect and the metal. p1atetoo do8ely, !he e1eW1ca1op.aci­
!.un in the pbte ....-ill cha:ngie and trigger the alarm.
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alann systeIMand hasa~ibleplunger or bu tton. The
plwtgft" in itse lf is ovel'5iz.ed. while' thf, body oIlhe switch
is designed for mounting on doers, windows, or control
units. lbe plunger sw itch is easy to bypass, as long as i l is
known 10 nisi. Simpl)· kHp the plunger under p~SUl'l'
with <lpiece of celluloid. for instance. 50 that the deviee
does not ind icatp .atl alann wtult' you a re remo ving the
switdl from the protected iIR'<l.

TI'oP plunger switch is o fter'l used m control \Inib 10prlt'­
vent !he sY"t~m from be ing tampered with. In this applica­
tion, switches will be mounted on the front and / or back of
the control uni t. The alarm will sound if the door it! opened
or the control unit is removed (rom the wall Here it is more
difficult to remove the . wild! because of its location.

In the same W<lY, phmger switches can be used to de'te'ct
when <ldoorOf ",'indow is opened.1nthis C3!oe, the switch is
mounted so tl'Ult the plunger will be depressed wnm the
door or window is dosed. Jlw ".-i!dl ill thm mount'l'd on the
hiDgto rUde in the door' jamb and is vithWly impolilSiNe' to_.
lllI itis neither tlt (Xl'led from the inllide or the ou tside' when
thedoor isdos«!. Of '-'OUrSe, this type of swi tdl is an NC
switch. Wheru!ve:r the door 1& opened. the aLum will~

A conlaet 6lrip mechimism is, in e ffect. <lIl open swi tch
and is sometimes used on w indow s and doors, usually
together with window foil an d glass breakage det ectors.
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linoleum fJool'$ .II stTa.legX: places in the building (e.g., in
front of certain dooB and windows. " I !he fuoI of the stairs,
or diftdly in front oJ a safe or impomnt ob;Kt). II is also
common 10 uw .a..nes of plnliUre malll in a stairaR. so
t~ it is virtually~~ for an intrnd<!-r to avoKl seep­
p ing on .at 1.loas.t one of them if he W.atltll to proceoed to the
next floor. As!iWn;ase5 are often ofd ifferent si.zes, the pres­
suremal also lXlIl"lof!S in 5e\'er'lIIdifkorentsizes-

1l'oepreuure!NIt is in fact a large 1\"Q swi tch. The m.at
contains two grid s of switchoontaets se~rated by a non-­
conductive mal1!t ial thai has been perforated seve ral times.
The contacts can be brought together through the holn.
The contacta are only pressed together when" person of
sufficient weight (i.e.• a person; child ren will t rigger the
cortacts.but not pee sud!~ cab CIt~ dogs) steps on it.
'J'h!on !he NO swi tch is dosed and the aIann triggeled.

If the p l\'$$Ure mill is hic:I~ in an unsatishictory W<ly.

the~ of it mightstilrt to sh:Jw thtough lhe arpeI <lfter
<llong: period of lLM'. The
mtrudl!r ('&\ thrn avoid it
p<lsily. Cprl. in mferior
brands of pre~ mats
wiD also be triggered by
pels sud! itS c.rots or dogs,
so the presence of these
animals might indicate
the absence of pressure
mats, at lust in older or
k9I secure buiIdirtp.

A p!unt;er swi tch is a
mechanical device Iocal­
ed o n d oors and win­
dows to d etect entry o r
tampering (fig. 85). It is
an ordirI<lry spring-load­
ed m omenlu y sw itch
thai is~ forUSII! in
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or through a door. Old -fa sh ioned systems of th is type use
visible light, and the person enlering hu no trouble /It al l
no ticing lind eva d ing the pho toelec tr ic cel ls should he
choose to dc sc, NowadaY', what is besfca l ly the same sya­
tern is st ill Widely use d, but instead o f visible light. invisi­
ble in fTa~ light is u.sed.

F;~ ' 7. -. ...w, ....... _ ~.._ (kftl'" tJw Nfl«I;_,-
Tlwmodem invisible 'beam~r. Dc" photo may lien­

sor (fig.87). is de$ignedto pro;oo a rwrow infrared beam
aet'OIl8 the .~a to bot protected. For this reow:m.. s.mson ol
this type areelse sometimes C;llltd acti ve lR-detecton. Tlw
beam is aimed on!Oa llIN.1l R flectOr, ....hic:tl will Rfled tlJol,
inlra.M beOlO'l back to the invisible~ detector, which
hill . "built · in phOI~IKtronic eye that i. sensitive to
lnfrared light. Th u photol!'Jrctroni c eye will constantly
monitor the area. and as soon ilS5Otflebody interrupta the
beam be tween its ylojector and JKe1vrt', either romp1etely
01"almoal compl~y, the . !annsouncb..

Mos« invisibl2 beam del«lors of lhi!; kind /Ire able 10
protect a n open area up to about 10 rnrten wide. Larger
\II"Iib,~'RCXln:'l'ivably aopable of a range of seve r­
al~ mef1m,. 11lnrunil5arecommonly~outWr
a building.. in. privale gardenor park. for ins lanclr (fig. 88).
Sometirnrol they are used 10 protect rooftops a:> well. WIth

~8&E".

Photoelectricn Ull have been in common use for years,
espedaIly in 8hop$. to detect. peescn walking into a room

IONIZATION Drncrou

The ioniZoo1licn deIeo:lDI" • flot used ilIlywhere yeI, asfarall it
is known.but this might wellbethealarm Sol'M<Y ol lhe future

The ionization &tector works accord ing to the pt ilriple
of the JGrlian effect, which sta tn tNt lh·ing matler ia sur­
rounded by a " force field~ that ionizes the surrounding
atmosphere. This will prod lKl!an a ura. 01 ha lo,.round a
l iv ing being photograpned in fiel<bof elfoctriaJ current.
(Iho lGrlian rif«t is no( UJ'"O,.·ersally .accq>kdas the reason
for this phenomomon is so far 1Itlbown. Thep~
N SaOO bem atx.d frequn1Ily by~~para­
psyd'toiogists. HO'Ioo"t'\·er, tNs has not pf'r'\~-.arch in
ionization dewctcn.)

Tht iDniutioo detectOl" wil1work in the following way.
It ill well known tha t if the a~re ill~ this w ill
change the electriCal conductivit)... An tonization detector
will therefore regi sl:n theiltmo5f'~ric CDllductivity. Any
changes1'Dulling from the ionization of~ surrou.nding
atDlosptwre lhat uaoused b y the ~fon;e fieldw ilround .
hwn.a:n~g will be de l«ted. .

No known abrm systems rely on tm prirripIr today, bl.J t
in ..·boot •• formerly theSoviet Union. the Kirlilne&ct hal>
beenacaoptedlor several ynn- lt is pnlboIbly only a matter
of timebefore~ 01 tID type.are in production.

The contact scrip is s imilar in ehape to the reed switch and
is also composed of two Pilrts. Here, too, one part is mount­
ed on the window or door, while the other ls mounted on
the frame (fig. 86).

The ildv ilIltage of the contact strip is that the two piec~
call be bridged together w ith il jumpe r cord. Thi, is h ighly
usefulwhena window01 door (e.g., il garage d oor) must be
12ftopenb\ll the illarm sylrtem is stillarmed .
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80Un:H of infra red ligh t, s uch as sunlight. The infrared
beam might also be r~ by infrared reflectors (fig. 89),
which w ill increase the range even more. Mlhe invisible
l igh t uSfd in the beam consis ts of in fra red ligh t. U"5e
~OBClln be found and evaded easily byusing infrarro_
goggles du ring theentry operatior'l.

A p'ssive infrared d etector, or P IRu it is commonly
known ill Briuinand sorM'otheT lXlIUltries, is, devn that
reteivell and mtaSures~ere:gy from otherdl;ecu.lt
ii, in rifed,. • hut detectn', although it is o f • "rry dif~ent

type than theheat 00:edl:lD mmtitlned~ in thischaplft.
1ht p,ssi~~ infrared detector is usu.llly filled high on

the ....al l,eill'ler ina h.allor ina large room ""hidl must be
m.V('rsed to noach the sensitiv"reu.1t works by picking
up an intruder', body heat, triggning the alarm whenever
i t detects body hll"at within its r,lnge. n, detector is
iI"'Ibl!rnely senriliYf.' and will pid: up even the llR\oil~tva ri­
ation in tenperercre, both above an d be low normal.
. The p;ossive infra red detector works by utilizing . bu ilt- .
In pyroelectric sensor,Simply speaking, this Hn:lOr ill abje
to indicate heat by p roducing an electre cha rgII", The prro­
electtlc SII"l'Wing material is polarized by infrared red iation
prod ucing a vol tag ' p ropor tio nal '10 thl" ra te of chan ge of
incident energy. The pyroelectric sensor will electronicallv
monitor the room protected by the a larm. It is surrounded
by . reflective surface that collects infrared elll'll';Y. As the
sensor is »ensitiv, to beat [Lev infrared energy). it will serse
anychiU\ge: in the 1e,'e1of infra red 'll('tg}'. including the
p""""Ce ofa ny in lrudll"r ra diating heal. Such a n ,bru p t
changII", &uc:h lIS is caused by the .Pf'N~ofan intruder,.
will be readilydl-tl'dll"d and will triggll"r the alarm.

A nost ing hum.n wil l radiah>appn»: ima"ly 100 W, 1I0
we;jlno,U major scurces e t inh,~d radiation, How lI"Ver,
1neI' radiation isnol ft\flUShto trigger. pusive infrMed
dd«lot. Theheat lIOWa' must also bemoving through thII"
.lOr'It monitonod by thr deled:or.

thE- e>:uption o f realty sensiti..e insIallatiOl15, tl1ex~·

tors wil l pe'lfEC1Illy tri~r security liglm I'oilther than sirms,.
as 1M~ of fal~ alarm is wry high.

Ttl, most coaunonmf'th od of insta lLition is with tw o
imiisib le panIlel beams, Then a SINn<1Inim.tl such as a bird
willnot triggeJ' the alarm. but a human-sized bttreder will
break bo th beams and trigger it. LikewiSf, mist or falling
snow, rain, o r jeeves will not trigger the alarm. The rartg"is
generally up to 150 meters, but it ill sho rt er in cou ntriu
with cold climates. Many detectors of this typecan function
even if cove red by snow or frost, bowever,

Th e emitted inha~d light is mod ulated 80 tha t the
receiver ca n id t'n tify it without be ing d isturbed b y otner

...
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s lip unde r the monitored zone. Sometimes, especia lly if
peb lin>on the premises, tbe lower mne wil lbe turned off.

l1le1\" are also infrared detecto rs on the market tha i can
monilor areas up to 50ovten in length. Thr range of 3O~
o f thP5e can be 'I'iInN if the ow ner change the Iens.o$.

TIle IR·detector ill prone to fa15.lo alarms. ho wev..".., it
will be b igge:red not onIy b yobvious problem 30Urces such
as eats lInd dogs. but " lsoby small pests o r bright fUn1ight:
through a _arby wlndow. Even be ing too l"Il'ar any qu ;,d,­
changing 5O\In:f of hrat or cold, sum as a central hea ting
I1ldiatorproducing radiated hral and warm d raughts or an
a ir-wnd itioning duct,. mighl prodw:e a fa'be allll'D'l.

WhE-nan infrared detector is swild>ed 0", it first bal­
alUes it5l!Ubased on the amoll nt of background infrared
rad iat ion coming from various sources in a room, such
wa lls, fumiftn'(" an d ncco.If an intrude r later enters the
d etection zon e, he alters the amount of infrared rad iation
d etected. This results in ana\ann.

Th is nee d to fil st bala nce the- sensor means that if tl\(>
power has b2en switched 011 for some time. the 5e'NOr will
requite approximately ninety seconds 10 be operat ional
Howeve" this is no l lll?C(S63J'Y when the ~}'l:'tem has merely
beerdis.anned bu t has relilinlod its J'O"""er.

In addit ion, the drtector will not ft"5POl'd to 5low va ria­
tioN in background radiation because amplifying dn:uits
limit~ driectable variatiom 10" predeeermired RI'lge of
poasibll" speeds.

In advaoced units of this type." Ih:reshold dl'C\1it ",i ll
abo e nn>re th" t II sigNl is lu g e enough to Il"JI resenl an
inb'udl"l". In this rase, a pet will not trigger~ aWm.. as long
"$ it ill not very dose Iothedetector. Of OOUflle. thesensor' s
senritivity 101iI1se alarms is.also determinl-d by the positic:m.
ingof the detroor and its~ts of proIKtion.

Every infrared sensor wiDbe mcst effective in detecting
movement a cross the aegmen ts, rather than movement
toward or away from them (fig. 911. There have been lab tests
to determ ine tIle possib ility of making a very slow d irect
4pproaeh to the senso r so thai it will not feel a sharp increase
in temperatureand, consequentiy, refrain from soundifIg the

f lp.. MI. n. ~•.
I«fimt ,..,__, _

, ........ ;./t-••~-_.

£lprrtitnt8 & E..,

Th@pauiv"ln­
frareddl>tKtor will
dividf th.. aua to
b.. monitored in to
zone. and ses­
menb (fig .90), typ­
ically u p to 7
metersacross(ilctU­
ally 76 d..grees
wide, usua lly, but
this ca n vary), 12
me ters d eeps and
around zo ceoeme­

t@nhigh. Onlythes@zones andr.egm entswiltbe mon i­
tored, a nd intruder! above o r be low them wi ll not be
defected . The detec tor musi then>foTf" be ad ju.ted \!ery
carefully d uring inslalIation to_lIIallimum protectioo
u wellas to prevent £abe a1atrNII'igvn>d by pets or $fN.ll
childrm. For these reasons , it will gellfraRy be pol'itioned
at thf level of I. ml.n-Hz.ed intnader 's head or highe~l

least 1 1j 2 meters above the floor. The detector b most
oh en positiorll'd I.longa wall or in I. comer 50 that it can
hr.... a frH line of ~ghl to as mudl of the room iI$ posr;ible,
iPdud ing the front door. if at aU feasille.

Apa~e infrared dl'lKtor~ Ioob at a}~ o!
siJ( o r more separate , egmen15wllh unwatched. a lsle$
beu<,'een them. A separate-zone &sign gives the unit wide­
an glt coverege of a room. h the background radiation o f
tach zone is slightly different, it is virtually im]X>8sible for
an intNder to match them ell.

Self-contained infrared M'nIiOrs genera lly cover a wider
area and have more zones but typically protect an area up
to onl y 8 meters deep. There is also a lower zone in each
loe'gfl\e1l.t. This will ...su ally ereure that an intnKIer c.annot
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air cond itioners, or other objects that might change its tem­
perature qu ickly. The olde r infrdwd sensors might prodcce
false alarms under these circums ta nces. Conte mpora ry
models will not do 'ou read ily. but their detection ability
will be impaired. 9Omt'what, In the contemporary models,
everyseg ment is divided intotwochannels. l he detector
willonly sound the alano il the changein tt'mperal\lI~ is dif·
fermt in bo th cha n nels. This will prevent the alarm from
sou nding whena radiator !'Ieats up, for instance. An intrud·
er. however, will first disturb one channel and then the ne>lt,
thUi b igge1ing the.bonn

~lf-cont a i ned infrared seeseesyst ems incorporate
entry and Nt de~ys, typical ly fifteen to twenty seconds in
length, Otherwise, a remote key sw itch mi ght be used.
Backup batter ies can al~ genera lly be connected. as can
e><lemal warning deYices..
~ are.1so$mil ler.. wU-contained irJra-t detecton..

"llvey generally work with only one (Ovef3~ ZQOI!! and . re
$Upposoed toguard only small areas near d oers, windows.
traim. el1:. lf a he.t lIOUlU is detected. the bui.lt·in siren
will 501.11I4 for ~out OM minu te, . fter which the unit will
reset . Anertr.vaoand e_it del ay of iI few secorodsisgener­
ally buili into these Wlits. Power is g_.any pI"Ovidrd by a
standard !krolt batt")' located inside lhe detector unit.

Amio'ow_ mociondetKtot is . trap alarm w itha sin­
glie-unit t r.lrulmille rI nuiver that reacts to d i51ortiD:ll5 in
tM IimirIB of its rYtum signal Tlw de\"ice works. in effect.
lib II sman r.-da r system.. using an eledtomagnrbc field
comprised of high-fn'qumcy , ad io wa ves grner.l~ over
the protected area. Most detectors of this type havea romge
of 30 rroeters or lea.

1111' microwave .~~""'..~,detectoJ relies u pon microwaves.
\ "e:r}' high-fr\'quency radio signab in the range ofalOUltd 9
Glh. l1Iest'radio W;lve5 w ill lonna peaMh. ped lobe (fig.
92) tha t will detect any intruder. As these microwaves are
rl!'fJeaed offsolid objecbI. they will te'lleal thep~ of an

rill~" ~l . n. p ""
;"p....il M «fe . ;. ,
..",i,i.., ,,, ,
""""" ;" ..,.....,..

alarm.In someof ~o;e
tests . th e "intru de r"
was hid in g beh ind a
thick glus pane, as
piain gJau will abwrb
a considerable portion
ol the rad ia ted heat .
However. no such
e llpe ri lfte n ts hllve

been deemed luccnsful enoug h to '....rrant the use of the
tedutiques invoh--N in the feld .

An infraRd derectcr un also be mounted in the ceiling.
If mounh>d .. high as (,awt~ thep,OIIKted area will be a5

I.~ lIS 611 20 melen. and 1111 movement will RlI tu rally
occur acnJS!lllIIe _guoel .ts. This facilmtn detection.

Pafollive- infrll-t detecton.lI lthough generally used to
mOftito r movement in rooms o r alOllg corridors. can be
used vm:ially to crute .... alarm curtain, in front of II waD
of paintings. for instun. They cannawrilly also be used
eecreaee.lwmzontal curtain to dfted. break.in through
th2 roof. ceiling. 01" Boor.

Mos t pa5l!li\'e inhaR"d detKtOl'S han built·in tamper
switch" to-prevent .omebody from removing the unit
from the w.n or attnnpting to d.is.inn it. Infrared sensor
5}'5lemS. ....+.ether :oell-<ootatrwd 01"pt.f1 of. separalt-<nm.
potlti'llo~em.a.eItJJ'f to Iocate.TIE sensor iI genrra lly
positioned so thai; ib zond of detJection include~ expect­
ed entry. such lIS d ()(lf$ . nd windOWi. The intru~should
be forad by the layout ofthe building to walk into these
zones.n.,the,,,lOfe.the~ will be placedat l8SIl l/2
meters .hove the floor. Tl\i$ iI necessary if the lower PO'"
tions of the zone aw to be used.

The $E'I'lSOl' un it wiDlotpositioned.0 thai its fuo:ld of view
d oes notin.:~ 501ar-beated walls.d~ sunlight. hPateDi.

...
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su ch . change in th e
reflected signal. the unit
will triggE'l' the alarm.

As the freq uency of
thr microwaves is very
hig h,. thewavelength is

very short. This means that even a verv smaDmovement
"rill result in a large frequency5hift. Ho:...-ever, the detector
is less semi!i\'e to ob;ectsmOI!ing <lCI'OIlS its fir ld of del£<'­
ti on Ihan it is to objl'Cts moving toward or away fro m it
(6g. 93).

M061microwiI"e deltclon requ iTe th.. t an intruder
move at a certain speed in order to be idrnti fird as an
inttudrt. 'l'hr9t dttec:lois ilreable to reject fasm -than-walk­
ing spr ed. Thi~ will pttvtnl numrtous lab.... a la nns, as
many microwave m otion detectors, especially the older
modrls, work all toe well, As thrit signals can prnetnlr
beyond the "" . ns 01 a houH.lhry migh l identify. pa»ing
bud U Ml iruud«, lor instana'.
~ radiotowalS an abo ltip lhe8r WIits,..IS tM RF

l"I'lftlY radia trd by IMny d«triaI dn'icPs will d.i.stwb their
functioning. Sudt dtcbical dro.io!s indude radios, r:spedally
<i.li:u:D Nnd mice, but .ooCiltu~ s)'*ms. mob's.
tnnsformrn, and evenI'IrOn sigN and fioorescent lamps.
The gas in sudl Ltmps. ""hen $Wildie<! 0<\. ioniza 10berom.e
a iluctualing rdIe<torwhich can easily cause an a.Lum. A
f~ a1ann might abo be cau.-t by moling fans and SOR\e'
bmrsn'1.'fl the rooI' in. _mOWlE',if thr roof risrs .rod falb
in the wind. The moy~entof "".Iff in pipes might r vrn
trigger a fals.... illa rm, .IS the KI1 501' has tht' ability to see
through gIallIt and thinwa1lsof plaster or plastic.

A3. the microw..ve motion detector is.vl extrrmely small

,..

inbuderentering the~ . re... as his movements will
c.luse . d ishubaoce in then'f1Km:! ndio w.ves (ie., thr
rXiaIed JtF6rId~ bythe device).

This distutbMa ill a mooulalioo of the field refe~ to
iIS the Dcppln rffect. 1hrDoppln ftJ«t ill the dt1Jr lt'i U in
hequerq 01 one(oripnal) wa~1! to;lllO!her (ref1ected) wave
that is superimposed upon it. 1ht' rusorl for this is that a
frequency shift occurs when . signalsoutU and • rKeivn
are D'IOVed relatiYe to ead'! othtr. According 10 the Ooppltr
e£fed.. the n' flrdtd ~gnaI ""ill be of . Iowu mqumcy lhan
ee~ sigoiJif. ref1«tirI& ol;ector a human is moving
aw.y from the dtlector. UbwiH. the refltcttd aiy\al w ill
be of a higher &tqo.oMcy than the tmittrd sip ifa h.una:n
is approachin g the detect or. The rt.son for th is phe­
nomrnon is that , ino:;e the signal mavn at a constan t rale,
the rttum trip of tht reflected signal shou ld lake the $amP

length of Iimt' ... thtoutward trip. Howtvrr,;IIl irrtrudtr
who movt!lI into the path of the signal &,torts thP timing of
the retum signal. This fftqueocy , hif t is seased by the
microwave dtttctor unit 's n<river. Whenevrr it detects
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in II forward directlonand up to 7 meter. wide. However.
the shape and size of thecone willvary with the acowtical
characteristicJand shape of the room in which the serscr is
located . Walls and glallS windows will not be penetrated,
e~cept toa minor e~lent. Tbeee are also ultrason ic deteCloTs
that wOlk with &epa rale tlansmitte rs and receivers. The}'
oftenhavea longer range.

The "ltrallOflic detectot is most sens itive to movements
d irectly toward or away from
the senses (fig . 94). Th is is
un li ke the passive inhaled
detectof, which i$ most sensi­
tive 10 movements across its
p rot ected area, but simiLlr to
the microwave motiondetec­
tor. The reason, of course. is
tha t bo th of these ty pes of
detector rely on the Dopple r
eff«t. L' ltrasonit detectors are
therefore used m~commo~

Iy for p rotecting d oo rs and
ltd lway. than are passiH
nram! detectors.

L""lltuonic d e tectors are
UIU<liIy Joa.ted in lneccmer of
the room to be p:rouc ted.. ful-ed
t o the ,,·a ll , o r else aimed

down a hallway 01" at anetltnrQ. such~ the frontdooc
1llese detectors are fairly p rone to false .larms. which

might bot produt ed by 1000d noises. such as ringing tele­
phone~ A well as moving ot;ee:b, JtJdl as drapomes neitr
vents OTf.os. E' ·en aiTcurrents, d ra ughts of moving ail:
&om heating or coolin, vents. and otheT I:}'J- of air turbu­
le~ tan produce f" lse alarm, . For these reasons, moM
uJIrasortic del«IotS indu~a coolT'oI for adjusting the sen­
s itivity of the dev~. Theultrasonic detector cannot be­
used if pets arep~ though. as thene are JU) unprotected
Areas within the aweragJ! l:Ofle.

",-ny ultrasonic detectors have a delayed alarm. which

ULT....llONIC M ono.'" Di'nCfOR5

".

An ultrasonic motion detector is a sing1e-unit tnnsmil­
ter /receiver thai signab anala.nn when its steady pattern
of iIlaudille sound wavn ~ distuJbeod..1t worb in a ,;milar
fash ion to the microwave s-ensor. but it lL'>l"5 ul trasonic
MJund wa vel inslNd of microwaves. The principle ill still
the same il:!I thilt 01 radar.

The ultr...onic detector woru bycontinuously tnns·
m iltins; ult rasonic sound waves of soch a high frequency,
ilrwnd 40 kHz,. that il t.mvn camot hear them. 1he l)l'io:al
upper limit of human hea ring is twenty thou sand cydes
per second. or 20 kHz. The ultrasonic sound waves are
a-fore wen beyond the human r«lge of hearing.

The $OWld waveswillboJunc2 08 the hard suriiIces in the
JOOIJ\,. in effectproducing ttleee whitt\. thus refleded. will
be picked up agAin by the wnw unit. An intruder entt-ring
the room will inWrfert with the frequrncy of the reflected
sound. BealL'>l" of the Doppler effect, the reflected sound
WA'·es ,.iIl eepeneece Afrequency shift if they are reflected
from ..n intruder ent"ing the protected al'N. When the
intrudermaves within the lidd,. the urtil'. noceiverdetects a
dwIlgt' in theJli"fIeded sign.IJ and triggerS the alarm..

Beau50eof the nature of .cund... the ultrasonic detector
will prodtD' a ~ardrop.ped~~.. ofultlasonic eJ'II!I"­

gy. similill to what ill iJkl5molled in Fi~ 92. ThisCon:! will
expand horilonta lly ilnd vertk.ally aw ay from the unit
ac:TI:l$!I a relatively broadarea. typically up to 9 or 10 IIWte'rlI

radar.. the microwaves are completely harmless, unlike the
radiated energy from a large radar such as is used for air
tra ffi c con tro l or m ili ta ry purposes. There a re also
microwave / passive infJa red detector~ They are very reli­
able.as ttwo two seTISO"T t~cornplelnen t each other well
The miuowave de tector determinell that the object moves
within a certain rangE' of spted, while the infrared detector
checkswhether Ihe object emits heat or not. These combi­
nation detectoD come in difkrent t)'p@S.with ranges up to
65meters.



an intell igent imag<.> processo r basedon _ u ral network
lKhnology. This will automalically kIentify any intrudn.

The sysllm1worD by finJt INming the characleMia of
lhe na tural stale of Ihe flw ironme nt u nder ob5en·at ion,
Including mO~'ing items ~uch a~ st..d o'iu. bra l1Chn of
trees, or level crossing barriers, This initial leaming slate
does 1'101need 10 Last formore than a minule. The . ySll"D'l
can e-.~n be taught 10;gno~ certain d yl'lol1rlK nenls, such
as guard patrols or vehicular e-cvemeeu.

When the ~ystem mien; operatiON} mode, it idmtifiell
mtNden within its field of view by rKognizing abnormal
patterns of movemen t. It imm ediatel y Bounds the a larm
an d automatica lly trains a high-resolution camera onto the
target for iden tifICat ion and vtoec recording purposes.

This i1dv ancro 'ySl:e m is not yet in widespwad use , but
it can be found in certain British dtfenw research instal.l.a­
tions.ltc.m also be configured to be portable. Expe<t it to
berommon in most high-riU insbllalions in Itll'" future.

m

A perimeter blIrriK is a wall, fence, or gall' marking the
perimeter of the propel ty.Guarding sum a perim&>Wi",espe­
cially if la~ distances a re bwofved, requiIeS spec ial sen ­
sors an d sometimes also 'pecial control units or analyzers.

Today, the most popular barrier sensor is the inertia sen­
'or. even though there are various othe r types on the mar­
ke t. The inertia sensor. used in conjunction with a speciJ,1
b.uril"ranaiyzeor,canbe adapted e.asily 1muse00. any~.

The inertia barner sensor . ysrem is an electromechani­
cal SJ'"5Iftn IN>t relies (WI specialw~ (fig.95). Ewry wire is
connected loa special self-adjusting sensoriMtalJed in a
$II!nSO[ posI. otpo~. Jhe~ is poIOilioned betwftn two
horizontal winslNt run between the sensor pott... The
.wnlIOT will noric~ immediately lIny a ttempt 10spread the
win!s (to enter between. them), climb 00. them. cui them. or
Qtheno..jse remove them..

The sensce-ecoeected wi re. are filled Vo' il h vertical
'prings an d se lf-ad jw.ling ccnnecnon po int. so that tbey

A video dete<1or constantly Ulon il on the objed it is
guardingby mm1y -WiltdUng'" iL The dt'1Ktor. a D>Odified
video ca meu" checks. the level o f b lack (the n umbe r o f
black dots, cppceed 10the n umber of while d ots, in a p~­

ture) in certain inleresting areas o f the video input. If th IS
level is changing slowly, the d etector will not l rigger the
alarm as Ih is migh.t indicale SUll5('I, for instance. Howevet.
a drastic and immediate change will trigger the alarm, all

thismeans thata person or an object has entered the field 01
vision and ill now near the protectedobject.

Video w-tedOD<ltereliable but fairly~ive Forthis
re-...n. theyarenot widelyuse<l u yd. They will probIbly
be D\Ol"£' common in the~. puticulariy sirce it is also
possible 10 transmit the ~ideo signal aet'l)5.5 the telephone
networkby mearcJ of a modem. n.en a remote cont rol sta­
tioo.can ~iew and intrrprel the~

The latest deledots of this t}-peare even _ iMlvanced
!han the standard video deie<1oL A f"I\l[I\ber of cameras can
be used 10rorntantly monitor the ZOOI' to be ptotected.The
video output from each camera will then be processed b y

Vl§ible light detedors~ not common, and they~n

only be used. in cntain locatiOl1$. lhty an> mainly used IJl

c<mjunctionwith other delMors in~ va.ulls..The detec­
tor w ill simply IIeI\5e if the level of VISible hght IJl the lee..
lion is rising. If so, il will sound the- alarm. (The bank vaul t
is, 01course, s upposed to stay dark ""~n closed) .A de.tec­
tor of this kind is ofa very simple design.Tbe v1B,b le light
de tector can only beused in dOBe'd locations where no NI­
u""IIightCiUI enter.

'"

maUs the in truder ' , first slep' into the protected area
appear to goundetected until it i$aheady too lare.

Because of their lenderq 10prod\lOt bbe alarms.. ultra·
tonic deb!don ~Io~ deo wngin popularity.
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will dt1.ect any kind of intrusion. Six wires..-wi~will
ge<etaUy be fixed pit;lliel to eachotheTon the posts so thilt
it i, impossible for~ intNder to avoid .11 of them if he is
.tmnpting to enter. This.1bo .Ilow. the sytk-m to deter­
mine the~ height ofan irrtr\J.s.ion. Anotheradvantage i:s
that a wire group c.n bedi~ed. dlU'ing mainte­
nance, for instance, withollt lhe tnt of the sensor post
being aiJ«ted Of impaired.

The sensor poSit are generally positioned. lip to 50
rnrien ap;u1• .1ltho\Ip • shorter di:sWtce. Ny 10 meters or
so, will make the sr-tem.able 10ru1ly pniJ"'Oi'lllltl .ttempt­
ed intnaion. The sensor posts are INde of aluminum or
stainWss steel. \,lnli~ the on:linlry posts th.1t iI~ milde of
5!lIiriless 01 p1~..1iud stft1 Every 5eMOf posthas individ­
u ill Wftper protectionand&.lsol'tlOfUtol't'dindil·idually
by the computer in the centnJtItCUrity 5!lItion.

A rnlllt iplp computer communicatioN system w ill
keep in touch w ith every single sensor post and w ire
through .. sp«w information cable th.t runs.along the
feOCIl'- Ewry detected intniSKln will thft\ be .t'P'O' ted by a
special reportingunit in tad!. __ postand wiDbe rnom.
tcred .00 Rgislrred by a compulltr in the central security
5tlI tiOfl. The system will also self-test lXfttinuoutly, sound-

ing an interna l alarm IIany part of it brew down or is sub­
jected to . t tempted sabotage. Natuta1l}~ thi s self-test also
incl udes the infoanation cable. In addition, every incident
wiUgenerally be logged in the cent ral !ll'CUrity station com­
puter if the nt>ed a rises later to ver ify wha t happened.

The ccmpute r comm unicatlcn will go in both direc­
tions, which me.ms that individual ~tity measures can
be ad opted in cue of an alarm. These might incl ude
video c. meras and searchlights or armed mine, p ro­
grammed to be aeth·ated .Io utomatically, without the need
for a manual operator ,

Asc.n be read ily imagined. this type of 'y5tem. is "ery
romp l"'" . nd on ly used in high-risk loca tions. The most
famous system of tlti , type i, the Lsraeti Magal system.
MagalSKuri ty Systems now g uard the entire length of
Israeli border fences and balTiei$. An idPnticalnstem, also
produced by Maga.l, ill used in l'U.1n'Il'!rowr. o the; countrie:s,
in military inst.llations and.uound nucle-at power plants,
for intIanI:e.1he best W.ly to cimJmvenI this alarm. system
is toavoid IO\lChins the /en(e .Try toeorer in another loca­
tion or from I:tw air,

Another rommon sensor used I(l protect. perimeter is

the microw_ fItnc;e (fig.96). Tl\i$is" in rifect. a radar barri­
er and works by a transmitter Wl'lding.l pa ttern of invisible
microw....-es to a wparate remivti; located up to 3lIO rnetei$
aw.ly. Any inlnlrlers cros.sing the path belw ee••transmitter
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top of tlw fe1ce. Othrrwise. it iii the s.ame as the field effect
aensor detililedear lier in this chapttL

Yet another aystem is the c..ble deeeeeee Cable dritctors
ronsisl: of &p«ial cable that is capable of changing rests­
tanao or Cll paciWnce when lM"nt er hit. The cab le will run
through the important puts of the m.:e.It will trigger the
~ if it is bent. dimbN on. or cut by an intruder in o rder
10 liocilitate an miry. Any~ m O\'emenl of the~will
came a apac:itive change in the cable that will in tum trig­
gt'l" thu llllm.

Another f. irly~liabluystem useu thin h1beOl' ho5oP
alIUll"dPd toa miaoptlOloe.1lWi! sigNb froon themiaop:n",
will bt'a""lyzrd by at! advanced electronic drcu.i l. Any
a llempl to dimb ordntroy the fmce will be recogt rized and
triggeran alarm. The ll'Iiaopboooecan tw <XJl'\l'leded kJ a kJud.­
spt'Joll.n-and moni tored in an Umn COI'Itrol ""lion.

ADsenson of thi51ypt iftquently produce la lllt"alarms.

'"
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and rece iver wmdisto rt thls pauere and the alarm "'ill
then be signaied.

Tra nami ttt>n and recei vers can be posit ioned along the
perimt'terci.a garden. for iNtance,or anyother open area. The
~avl'S will ae>1 I@' '1igna! 6eld , which might bebetween
2and 8mel~ highard up to 20rneteJS wide 01' more.

1his sensor ill very prone to false IIla nnll, as there is no
way of~ betweenan intnoder and an ordi l'"lil ry
bird or animal. E\"en moving vegetation might 1riwr it. II
w ill, however. detect even ~aUch.anges. so;1ln intrude-r
crawling slowly into the field will be~h>d . T1Esemitiv~

ity is oIIdju!J:able. however, and . ome sysh>ou of thi5 type
will only indiaote.Jln intfUlkr that isat IHst walking slowly.
Thl' speed of Dl~mmtW I the 5ef1lIOrCiin detect can usu­
aDybe adjusted to between.ot and 10 D'leteB per lleCOJld.

N the tralUnti llff and reoeiver will be connected by a
Synchroni UT n ble in order to Jcece~ receiver 10 notice
on ly its dedicated lfilnsmittft". the ,y. 1ftn.an be sabotaged
bv rutting thiso ble. J-Iow\>I.lIl'. this will gener.dly also Irigger
the !IoI~ d.um.. The systemCilnnol be s.aboUged by sim­
ply tJilOSI1l;tling micn:Jwaws of !he ((SI«I~ into tht!
rKI!i\'W;,.oIll the synd'lronil:«will m-tIIl this asan enor.

Mim n :an barrieB an!~llyfenced in. as the plI3­

~oflVild anil'l'liJs would od..... isot give~ to fn!quenl
_'"""'-

Yetanother d rvice used for atemal alarms is the gee­
phon! (fig. 97) . This is I devicethat m oruloB v ibl"iltions.lt
am bt' installed to detect act ivity fICTO!'W the groundor the
vibration caceed by thescaling or . lUCking of walls and
~ h am§ot i&,in rif«t. I vibration sm50L

An older and cheaper barriu alilnn syst.m. ~liHon
mrmuy "",,"itches IS mn alarms. Tbe~'ib::hes are mwnt­
ed on th e k'n" and will sound the alarm. whenever th e
lena iii tr1OVN. by SOIl"Il'body climbing it or leaning a ladder
agaimt it .1ne~ sw itch i$also a vibration sensor..
although of an oldtrt}~. A memuy ,....itdll~canal9o

bt' cin:wnvenled by not touching the Rnce.
r M"ld e ffect KI\$Of1; can also be U!<N i1Sba rrie r alarm

5l9UIOfS. 1l'M" 'ystem will then use wiru connected to the

'"

-



Botn animals and slrong w inds Ihal cause the fence to
move might be Clll.~. lbesoe are Ibe refore usuaUy connect.
ed to the control unil separa tely from other types of sen­
sots, so th at Ihe entire a larm system is not tripped just
because of an iru:licalion from the ba rrier sensor,

".

C H APTE R B

Other Types of
Alarm Systems

DEuaUIAT1U' Acnv,lllU) AURIOt Sl'S'lUl$ ,,"'U 1'Dlsos!l.L
ArrACX ALARMS

deliberately .ctiv.ted. .Ium, or . panic but­
ton. as u is ottencalled, is a devee designed
to eet off the .I.rm when the individual in
charge of the alarm feels th rutened or is
under in'lD'linent anack . Panic butto ns are

always fixed in pJ..tce, ina Mdroom. for instance, o r at the
beIler'"sposilion in a bank.

A persorW attad Wnn it~ for asimiLu purpose,b\Jt
thisde\rice is not fi ~ ed toa certain IoClItion. Ritner, it is car­
ri~ on the per_' to M protected by it . nd is lctin ted by
him 01' her ""hotver he might be on the pnmisn. Person.l
.tt.ad: afannll~ for instolra,ofkn carried by mediGLI per­
sonnel. ",·ho~farly Iwo~ tocleoli with potentiaU"danger­
0U5 'P"'tients.They iII't' abo sometitrwS .... I ied byelderly pe0­
ple who INr tNt they will be.ttolCbd byburglaJa.

MOIIt professiona l.Lum .ysbe~, whether for use by
priv.be individuals or bycorporolle or g....-enment offices,
include one or more p.nic buttons or personal a ttack
.1anns.. Abrm systems in private homes might ha ve two
panic bullol\8, o"""by the fro nt door <Uld another by the
bed. Office.1.arm systems might have ....y number of these
protl!di~ devices.



R<oprd~ of tM varifty of~ aJarms aVlliiable, they
all work in thesmv way. TIwpanic buttons lU"f wired to II
cilCUit on the ab.nn 5ntern that isa1wllY'S bve, wh2thrr or
not the alarm h8s~ 5Wi tched onllt the control unit. The
user need only p ress tM button at the firs t indication thai
an intruder is Irying to enter the plE'trti6es. Th ebutton is
~d to tit> easy to find and depmlll, even in the dark.

The panicbuttons used in banks ..nd similar Iocatians 3ft'

morecompliated. The reason is tha i most pol~depart­
:llVnl$ will tlle !If'VeraJKtions as soon as they recei~'e the
alarm..sudl as closing d""".. all public: transportation sys­
tems in the v icinily.Sudl precautioN . re very cost ly end
unpopular,of course, and thepolice d~rtments d o .not, for
obv ious reasons, want to resort to them unnecesseedy,The
panic: buttoeeare there fore des igned to tit> almost lmposatble
to trigger .ccidentally. They may be ei ther hand - or foot­
operated . URlII Uy Ihey musteitOO beactiv.t~ ~y.using

two fingfts or byJm."Sing the foot upwards, to trul'\lIIUZI! the
rilIk of lll'tting them off by lIICddent.

There ..,ill llba be a diac:reeI indiclIlof installed near the
panic button, informing the person activating Ihe alarm
that it has indeed beenactival@d.1hi8 isusuallyanLEO or
a similar light tha i will remain lit until the a la rm is di s­
armed manuaDy. There mU$i beno questioo of whl'ther thl'
a larm ha s been activatl!!d or 1'Iot:. There m abo gmen Uy
be I~ing indicator rouplrd ith a buzzer some-
whrre in lhe R'1l of the offa, weDout of sigh.lMld hearing
of the front office where the a1arm. was set off. This indic.­
tor ",·m infonn a aecurity o fficer of the fact that thealarm
has been activated. At the same lime that the buzzer
so unds, tlJealarm will go to the local pol ice departmen t
through an au tomated d ialing li)'5ll'Ul. 1naddition to this,. it
is abo common for the~rity officer to verity the alarm
b y penona1Iy telephoning h poln.

A personal allilck alarm is~,ny , wi A'ler.spanic
bulton.lt ilO designed 10 be carried on o ne', person.lind,
w tvm ectivated, will trigge r the exi8ting alarm system and
waming de vice in the buUding. Personal attack alarms
~Iher relyuponultrasonic sounds orr~ transmlssiore,

~tB&£

The rad io l:Jansmiller used as I portable ~rticbutton is
.1 fairly obvlousde5ign. in effect &impl)' a l:JarwrUltl.'r apa­
b le of activating the ala rm system. The Iransmiller will
aend II d igilill code that 8CtiVllte5 the control unil .1'hP code
willtell who ectwated tN! alarm bu ll1.Ot the location of the
tro ub le. This is a disadvantage, of co u rse . Howe~'e r, the
i1 dvan.lil~ of a radio sy, tem of th~ type is that the range is
gffol"rally fairly wide. This personal attack alarm an there­
fore lKIIDetiJilnbe relWd upon t"\o"ft\ oul5idt' the house.

An u1l:Ja$ornc personalattal:k alarm ",·orb in a slightly
different way. The ulballonicsignal ",ill be received by one
of . number of special ultra sonic:~i"'eT$ , one of ",.hid\ it
mounted in everyroom from which an alarm might need to
be sen t. The ul trasonic signa l wil l activate the recei\'e r,
""hidwill in turn trigger lhealarm. An LED on the control
IItOt will ind icale w hich ft"Cl'i~'er triggered. the alarm lind,
clINl.'quelltly, in ",·hieh room the person who activated it
nlfftntly is. 11'l' id=tilyof the user will nol be known.
however, if several of tbese personal attack ala flllll /IP!' in
UK . Furtherm ore, the range of this S)'S1em is much more
limited than that of a radio lransmitler.

Both these alarm s}'l!1€mscan beconnected 10a personal
paging system. 'The alarm can then be silent, bu t, for obvi­
ous re0$C1OS,~ i<. seldom. if ever, tMcase. lf. s ilent alarm
_ Ily is des ired , then /ItIybody equipped with .1 personal
p<tgiog system (an be dlo:sen to receive the alarm.

Pe1sonaIIIIIICkalarms should not be cvnfused with the
lKI<8lled. personal ala flllllsoid in~y st ores. These a re
small dev ices designed to emit a pa infu lly loud, h igh­
pitched screeching noise that will surprise an attacker as
wen as call for help. TMse alarmslle ootronnected to any
alarm system bUIare sometimes used by people who ft'M
.tUCks, esp«iaJly when going out. The efficieflCyof ,\lCh
an alarm on IIdeserted street is not very high, however,
.!though it mightbe sufficient Io,,;'llre off a mugger:.

There are various kinds of personal alamu. Some of
them, generally the smalle st one, •• re activated by com­
p ressed air and look like aerosols. Others a re powered by
ba tteries or rechargeab le power unit s.. Som! of them are

'"
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tern, can
bt roughly

divided into
two typn: p in·

noitdll':S thiJ t guard
tM entry poi nts of lh~ vehide md. mot iond~
101' doe sigrll'd 10dek>ct mlJYemmt of lhe vffUdt.

Tht rl'l(I~ common type o f ca r aJiil nn sensor is tbe pin­
SWilch (fig. 98), a lS<) Irnown as th~ ea rth__king sef1M)I.
This is a door ronb d switd\ thai is acth'iilled when the elec­
trical current is b roken. A p ie-switch is wired d irectly to the
door and in.st<tlIed in the framing around the doors arod /or
the trunk and the engine compartme nt. Pin-switrbea can
al:iobe used to guard the trunk, hood, scnroof, liililga~, or
any other point of entry.

Pi n-switches are spr ing-loaded, mom entary con lact
sw itches similar to the plunger sw itches described in the
previous chapter, The pin is released from the switch when
the d oor is opened, which electrica Uy grounds the ' y'!tem.
thus tri ggering the alarm . Thisdevice is linked either 10 the
or hom 01 to an independent siren. An independent sinm
Isa better opt ion. o f COUrsol'. as il i, more difficult to find
and disconlert

As p in-tlwitd'oe:s have only iil single wire (01UWcte<! to
them (tht O1t's metal dwssis being used iil$ tht ground p0r­
tion of thtdnuit). they are always installrd on. rnet..:I sur­
race. Wtwn used to pro tect a door,. the pin-switch win be
iJutallrd NiiII r the switm for the interior light on tht Jo.,.·er
part of thedoor po&t.

,..

~ ctiv~ted by a bu tton or ~ t riggt'I,. but they only sound as
long~ the bu tton is pressed or the trigvr is "'tl.ll'l!zed.

This is especially t rue of IhP gas-powered types. Mol'(>
l'(>liable personal aLtrms work on lhe p rinci ple of a hand
g re nade. The alarm .... iII con linue 10 &D u n d unti l it is
s.... i tched off Or the power runs out, even if Ihe alarm ~

d ,opped to tt-e ground. Thisisespl'ciaDyhtlpful ilthe situ­
iiltion develops into iil fut:fighL

Some itldiyjduals, e5pe.;:;" lIy WOrntfl alnlid of rapis t!!,
OOOlsioniilDy wur iil ,.,·hist1e ins reiild of any of tt'ot!ot types of
peDOniill iillarms.. The, idn is tt-e s.uII.!.

Cu. Aunr S'r.ITD1S

1hrn is a Iargt'm=ber of d ifftrent o r iilliilrm syst l'tM
aViililable on the Iniilrke1 today, SoITll' will sound if s ome­
body trits to jtmmy opm.a door 01: thr tnmk. Others ...ill be
trigp: ,ed by an a ttempt to 1JlO\."t the car, by towing: it awa y.
for iN tal'lCt.Cerla in a la rm sy stems will "en include a
l'(>mo te pager that will signiililhe OWT1ltt if his car u being
tamperedwith.

AJj in ordiniuJ alann systems, the rar alann includ es a
rontroll,lnit,one or more sensors, and a warn ing devke .Tn
iil car alarm, h owt\·et,. so me of these devketl, notably the
ccntrcl umt, will be simpler in design than in the units
available for protection of homes and officebuildings.

Tn many casee, the car aIann is at Least partially selt-con­
tained. No self-eon tained a lann system is able to protect
the entire car. however, including its trunkand hood.

The control unit is often mounted near or on the da sh ­
boa rd. rither by us ing a mounting br.ilc:ketsimil ar 10 lhooe
used for Iiildioel or srerro systems or by mounting it d irectly
to the surface. As the owner generally doesnot w iilJ'Il lope
a potential intJuder the opportunity teeee tMCOi.trolllI\it. il
is oftenhidden under thed.lshboerd~, 01: under a &eiIIt,
.1IIoog thtMwd.or in the gb"e comp..rtment . A bacbJp
baltftJ ill oftefl prorided.too. to~ the ft'lilbility of the
system. Moe! types o f car al.lrms are operiil\edby either a
COilONled JWitchorl.~n.e sensonmed in caralarm 'Y""
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alarms has made the pe ndulum alarm almoet totillly u Sl!' ­
less. In neighborhood~ ..... he re this Iype of a l,urn is in
widespread use, nobody ever thinks rwice about hearing it
and there will defini.teIy1ll' no respo~loit.

A s lighlly m ore adva nced ve ls ion of the pendulum
alarm is the I:Jembler _itch . Iilnn. 1hill device ill aimiIar to
the pendulum alarm bu t instead has a ba ll bearing tlilting
between twocontects. Anydefini le movement of the OIl,
such as!Omt'bOOy trying to open ill dcct, will OIuse the ba.II
~ 10 touch themntact.'l and triggft" the.alarm.

Both ttu! penduIum and the trembln switch a1a.t'rM are
generally mounted unde-r the hood on the firewall in the
ensine co mp a. rt ment and an be adjl.lSted for sel'l.'Iiti~·ity_

Anothelcommon pbce to find these motion detectors is
underthe da$hboord.

The viblat or ronIact dn:uit.. or otdjlSlable impact d evee,
is another motion do!tecIOI. It hios . rela tively light weight
on the end of • p iece of spring stell'l, wi lh • contact under
the weight. \o\'hen the s p rin g s tE'('1v ib rates, the weight
louches the co n iact, lhus act ivillting the alum. In thls
dev ice, sensitivity can be control led by adjusti ng the d ill ­
taocebetween the weight aru::l the contact.

Yet another type of OlOtion detec­
tor is the micro transducer (fig. 99).
A tr ansd u re ris a device tha t p ro­
duces an electric current in response
to vibration, shock, or mation. This
is a very sma ll sensor, genera lly
round, fla t, and li ke a sma. n coin .
This sensor 1'11.9 a small in ter ior
p iezoelectric crystal tha t ill affected
by vibration, vny loud noises. or the
carbeing hit by JOIDethlng..

A pieweRctric ayatalcons ists of
• ayst.\Iline material thai will deYdop. volt. ge when sub­
j«Wd to medwnical stre5llor 5l"\'~ vibt3lioa and. conse­
quently. produce.m electrico.ment lhat tligge ' the alarm.

Micro Ir.nsducers a re often louted il'lJId e 1M door
frame Mar the switch fot the in terio r l i~ht, in the same

Eq5il'11l B& r

Som e car a larm systems use the switchu already
inslilLled in the door frames of~ car instead of pin-switch­
es. These a lrea.dy insta.11fiI.swi tches are u"lE'd to tum on the
interior Iighb wjeoever the door is opened. Elecl1ica ny.
Ihe'ge fWitdws are Wentical lo pin-switd~ In thisOoge, the
dOOI frame swi tches are added to the a larm system by
attaching win1s 10them from thi' control unil.

The other type of car a larm. very commonly used but
not really veryreli.1bll", is ttw, motion d etector. This iu spe­
cial vibntion. swiIdl desig:roOO. to sound the.1arm when !hoP,

car b.shakeno.- moved.This i!oeJ'\$OI~" tendefcy 10pro­
ecce false .lanns..~ertheless, it is very popular,Some
ceereolunits even incorporate such a sensor in thrir h0us­
ing in order to protect fhecontrol unit ihlelf as well as the
ca r.Such. aelf-conLtinrd car alarm is difficult 10remove
...'ilhaut triggering the ....-arning de-oice.

If a motion detector is integrated into ue amtrol un it,
the wUtmUllt always be as~ as posible,p~ferably near
the cereer of the ca r. If positioned. in some otlle-r Ioati.;m. it
",ill not be as sensitive to motion . t the fron t or back o f the
vehicle . The most co mmon Iocollion is,<mce again. under
tbedeshboa rd.

The re a re many t )~ of motion detectors . One ,uch
type i,the pend ulum ala rm. Such an a la rm consists of a
pend\llum s w itch and ia se t oft w hen the ca l Is rocked ,
jolted , or otherwise moved.

A pendulum switch is used to sense vibra tion or motion.
The switch i, de~gned with a set of contact, that touch
each other when it is moved or shaken.

The pendulum itself e a small weigh t on the end of a
light spring w ith a contact u nderne ath the weight.
Wheneve r someth jng caUse!> the Spling to vib ra te, the
weight will touch the Cl:lOOIct and thealarm wiD sound. The
aensi!iv ity of the s p ring can of, course, be adjU$ted , bul
moet car OWOl! rs do not do this. The result is tNt !he pen­
dulum aLum is usually tri~redby almost Anything. 5tKh
AS the vibr. tion of.~ truck or somebody who hap­
pI!'n' to In.unp into thecal~y. Ewn. a vet)' Ii&ht jolt
it5UfficienIIOtrigger" this alarm. Thia p ropensity for false



Iy ...rmed.and d iaarmed by means of ... roncnJed swi tch
inside the c;ar. 1beftfo~, ... C'tI'Wn del.l y is Imposed befo~
the alarm is 9OUJ\ded so tha t the owner will have ftlOUgh
time to open the whick and di!lCOmwd the system. Other
a larm systems an manually armed and d isarmed with an
external security by switch. usually located a l tN. ....a r of
the fthide.

A vlrianl of Ih it s"~em rel ie:J. instead o n ...n infrared
tnnsmifte1 kept on the o..."JltJ 'S b y ring or on any othn
hand-held device. After" stepping oul o f lhe car,the owner
simply aims the devce toward. the receiver mounted inside
ee car and pressll'5 a button. The infrared bea m will acti ­
VIttI' the system. Th is willlock all doors a nd sd the alarm.
In some ve rsions ofI~ a lann aystem, tN. car ..... iIIeven
flnh itt headlights to indica te thai the musa g" ........s
remved and understood. 1he ala nn can be . .....i tc;!wd off
;md thedoo. s unIocled in !heSilJl\eW'Y. Anothervariant
of the same idea is the by ring contain ing a small radio
transmitter that emits a radio s ign al. Locks of this type al'l!
gomeraUy c;alled remote rontrollocks.

Another int~tingoption on many control unil:s is ...
built-in radio IraJ1SlCriwr (I receiver with Iia..... citwr).. This
dn·ire ...·ilI a llow tl\e alarm . ys tem to be armed ~d d is­
armed, or even tripped, by '" miniatul'l! rad io transmiller
built inlO a sma ll pager unit . Th is circuit will ale rt the
owner to the fact tha t h is car ill being tam pered with

Remote paging car alarm s" sterns of this type a .... espe­
ci... lIy popular in areas .....~ there is lill ie likelihood of
somrixldy e lse not icinf;: tM alarm if il is iIoOunded . The
owner, whoGlCriea . remote par;ing nmiver to , Iert him
whenrver the al.lnn is scnmded, is then bee to in,'eSligllle
himself, all the police, OJ both.

These system s are sometimes used as s ilen t alarms,
without an ordinary siren. especially if the owner hopes to
a tdt the intruder in the act. Some alarms of thia typeanow
the U5II't to~ between siren and silent alann opera ­
tion- Those remote pilgIng 5ysteD1$ that a n I rm or disarm
the aIann systemfrom a distance almost invariably include
a panic button as wen with which the owner C8niKtiva le

pOlIition ....here you w ould expect to find;l. pin-5witch.
Microtransdu~1'o(M'e-;'er, QUI also be found trlO'UJ\ted on

the c;rnter d oor posts ol lour-door vehicles. .In rither case.
they are glued inp lace with epo~y.

Self-contained vibration sensors a re a lso sometimes
wed .Such a S<!nsOf simply COllSi'ltsof a keypad fitted to the
dashboard . The a l;l.rm , activated by en ter ing a peNona]
code, worb like any other motion deledoc

Another tw of ear alarm M'llSOJ is the " olu' ge d roF
sensor, a lso kno,","1l as the ru~nt-drain se~or. In this
dev~. a eereor is wired into the e1ectricalcirru.i t of the car:
Whenever the sensor de tects a d rop in the voltage, l or
in stance when the d o me li gh t comes on as the door is
opened 01"when the key is put in the ignition and the da5h­
bNnt lights up, the device ...·ill I' i:gge. the "'larm.

This type of alarm an be disc:onnecWd, accidentally Of
not. by thodome l ight rrWfunctioning for 3(lD'l('~ It ill
therefore not very reliable.

More adnnced types o f alarms a re also used as car
alarms. Amoog~ a re ultrasonic de tector.; (see Chapter
7). The mos t ccmmcn loceticn lor s uch a sensor is usually
on the shelJ"behind the bad<. 5ft\l.

A siren is the be5l~ for a warning:dl!vice and is in
common U!oe nowad a ys Various types I re ilvai lilble, but
the y a re o fte n mounted under the hood , al lhough well
away fromsources of extreme heat. The siren is generally
mounted stightly downward, 1I5 this w ill pre'i"eOt excessive
accumulation of d irt and moisture. The siren will~ost

alw/l~be c:onr'lt"Cb'd only to thocontrol unit. ()na> again.
thif C;OI alKtiol'l is the vulnenble link in thealarm system..
Often the"iren ...·ilI N lJUpplemented by other fe'atures,
such as a lighl-flashing faci lity. Sudl a de\'ice can el sily be
wired intoany of the numerous types of alarm systenu.

FinaUy, remote sensor alarms can be fitted toroof racks
;md trailers. The reaDy securily<Ol'lScious can combine all
ofthese0J!li0r- in the sanv alarm S)"3lem.

Other speciali2rd. feah=5 ofcar a1amt.s include the iKI­

C811edMpillllriveMalarm system,. .....hich ltutomatiaUy anM
ibelf (l(\(J/' the owner haslocled the car.This alarm ill usual-

,.. Ollltr T)JW5"DjA.l,,,,.. SyslDU "s



the car's siren if thrutened or surprise d by in trude rs. 1lli5
option i3popular among people wno fear walking alone
Ihrough empty parking 1015 and professiona l truck driVeI'll
who might ha ve 10stay around their vehicles fen long peri­
ods ,md evens~ in the'lJ'l frequently.

Th e «,mole paging ,ystem coNislS o f two part s. The
combined tunsmitter and I;Ont1Ol unit is mou nted in the
car., powered by the ve lUcle's ele.;ttil;a l sys tem, while the
bitttery-powel\"d I'ffilote pagingwcawr ~ small enough 10
Rep in ooe's pocket Although these two dev ices work on
a ladio channel th.lt i$ 0tI a lrequrncyseldom used by mast
radios. they will al~ be~ by a sec:urily rode thitl
is MwilY" sent when the transmitlff is triggered . This will
pnvml aceidmtal biggerirlgand iullKlsuppoooed to pee­
ventan intruder fromusing his own transmitter to disa.rm
lNo alann system. 1l\e latte r is no t ...a lid, of course, nan
inltude:r mn eMily detennineft irnitaU' thiscode ifhE'has
~ to speOalil:ll1d equipment. (Such equiptnent is a&Iy,
-J

WlIen the trmsoUtte1 is triWred. it willsend out a sig­
na l con taining the !IeC\lritycode. The ~ging unit, ...·hen
detertin! ill signal on it. preset fNquency with the proper
rode, will5llrt berping.11 gmetaUy abo flashes an LEO.
The SJeCUrity code is selected in .advance by settinga group
of inlern41dip llWitchn.1hese swikhE'sannaturaDybe
found in both dnicrs.

The tnnsmittet will u.o;e th.r vehidr:'s standanl. anten­
na ,including the type INt.utocNtica.lly rises when the
ladiO is JWitched on. The intrudet' tan therefore prevent
the antenna from riling. ....1Uch will decrease the u nge of
the transmission senl1!ly. The vehicle might of co urse
abo have il wire-type antmrul built intothE' windshWld,
but then the ef1\>dive range: of the transmitter will be sig­
ni fiu nUy reduced in a ny case. Some \'e hicle owners
attempt to extend the l ilng e of th e t r.nsmitte r b y
installing a s rpilrateanlenna _Re member, though, that
the transm~ion in thisalil rm sys tem is the same ilS the
...irins in o rdinary a l<1orm sys tems a nd s hould therefore
be('Ut by an intruder. If the 1Iiann ca ll trlllUlmissioncan
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be prevented, the owner will not be alerted.
Generally, though, the transm iSllion w ill be s.ent. The

rang e ilIlhen completely dependent on the terrn in an d the
charac teristics oflne 5Ul1:oundiJ\{;area . The range might be
several kilometers in open countl Yor be reduced lo a fe.....
hund red meters or less in a city or an underground Pal ling
lot. The stwngth o f radio IflInsmissions will also often be
reduced considefllbly by the meta l used inmost hi gh-rise
build ings. Most a larm systems manulaclurersda im an
"ave t<1ogeW range of 3 kilometers, but this is qulte an exag­
ge ration. Between 200 a nd.;oo mete rs is a more Iyp ical
ranu within a cit y. In fact, the tfllmmillsion (an be ..Jimi­
na ted by enclosing the tra nsmitter Ina meW bo"- Were it
not for the antenna and, to a lesser degl1!e, the window s,
thecar is. in effect, such • tm..

Many ar ala rms are modified for use in other "ehid es
and locancns, such .u boills, trailers, cam~'s, elc. The
mnolll' paging 5)'SIftM~ espedally popuLI" as they have a
gnoM rallgt' (more 110ifconn«tL-d to a citizen's bmd. base sta­
tion an te nna ) a nd are tllenfore JOmetimes U5N toguard
scatlen'd buildinVor stores on farms ilnd mR5tnxtion saes,

1hecar alarm ill ot~rwise a rmed. and. d isarmed. using
SJeVer;u d iffe=1t methods, dtptnding on whethera delay is
built inlo 1M 'ysmn o r no t. If 500 , the delay might be as
shott as M·eh -ese<Xl1lds or as Ioog u forty -..ondlI 01 mon>.
Arming CilIl, for instance, be dOl'll! by htming me ignition
kq switch IoWO!"l or ACC (.......= lXJ)por;;itionlol a few
.secondll and then SWitching it to Off. 1'his will ann the
aLum systrrn aftftan nil delayperiod. It is then disa.rmed
by simply rn!l:'ring the ca r and switd"oing the ign ition key
$WitchtoONbefore the entry delayperiod is up.

ArKtttrr method of anningand diSilrming is bya switch
on the contl'tli uni t Threasiest, oicoune,is whm the JlIUClS'I
is pEl"'" ••ted ilUIomiltialUy whenro'ef theignitian is switr:toed
on 01"off. In many asr:s, the control unit will i.nknn the user
of the filt1 tNt it is al'fllli"d or di sarmed by rilhrf producing a
beep er Iiglliing ilII LED.Sometimes ilmmbination of the MOO
is used. and SClII\l'Iimes nrithrr is used.

A vatet ,witch might a lso be p resent. This is a switch
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The device wm sound a wilming at the same lime as it is
blocking the ignition circuit. autom.atically immobilizing
the a r.

A maou.al ignition cutout device is also useful An igni .
tion disabler s witch can be h idden under the d_shbo.\rd ,
for instance, and will interrupt the ignition fftd wire, Note
that the a r cal1 still be hOI-wired .md started easilv if the
interrupt ion ism<lde between the N ttery <lind the coii. Uthe
interw:ption is D'I<lde between. thecoil and the d istributor,
how e..·er.lhis is n l>! ~alIy pouible. The sw itch might
require the u:lt of <lI key 10open.

A~ly ;umed eutouI dev icewill~ the ignition
dead .,.,soon &'I it is sw itched off. ...."ho!n the drh'ft "'·<lInts to
. tart!hear again he must dNtti.v<lIle the OJtout by depnoM­
ing <lI button or switch while he sti1rt3the~.

Yet anotlter method is 10 w e <lI remo va ble ci rc ui t cud.
U'UoIDy tN. ul'd is put intO<ll 5Cldet mounted on the d<llsh­
boud. When the ard is remo...ed, how~Yer, vita l electria l
circuits will bebroken, p reven ting the car from st<ll rt ing.
Another method of eIectr:ica.I immobilization is to fit <lI switd1
thai inlftnlpllllhe feed ",'ire 10the dectricfuel pump.

A multiple cutout device em also be incorporated into the
antral control unit. Theunit is bolted tothe oolkhead under
thehood. and disrupt• several electrical circuits a t the same
time. Finally, the vehicle can be immobilized by simply
swapping or removing a couple of the spark plug leads.

Mecbentcal immobilization method. include the u se of
an engine immobilizer switch" the previously menti011ed
hidden swi tch in the ignition ciI=it, o r an in temal lading
device tNt is, fur instance, filled ov eethe handbrake and.
locked . round the gear lever. l ocks that a re . im pler, but
also fa irly I'f'liable, include combination locks attached to
the lwldbrabo,engaged or disengaged by means of <lI thn.-e­
d igit combina t io n . Such locks slide o yer the lop of the
handbr<llke Ieve" krl:ing il in the "on" position. ElKtronic
locks that prevent the engine- from stiltting until the driver
has~ the correct code on <lI~ad fiwd to the (1M­

boardcanalso be prcx.um:L
Ad ditional stee~ ",'heel locb ~ also romrneJrially

that al lows the owner to bypass the alann sys tem when he
apects tcbe away from his car OOt knows it will be attend­
ed or guarded by valet parling or servictng.. fur instance.
The valet s wikh ("Ml only beJdinted while the fllgW is
runningand is therefote of little U5e to an intruder.

M.lny ca r <lIlanns a re po....efed. by eecar'a o ....n b.lottery,
bu t it isalsoquilepoo!&bIe to add a second po-...-er unit ua
bi.l;kup. Thi, i& m.wuy d orw in oomme ro<lll vehicles, u on
fl'\.tn)' 0( thew; l is_y to gain iKIIS5 to the Nttery leI'Ininab
.andthen di5connect the ordinuy aWm. Remember tIwIt it
might be~t:W 10discmoect the wiring from undemea1h,.
even if thell.ttery is kxied a_y under the hood.Having <lI
~p pcn.-er farilily is themI:R alway1 prudent

AhnOSol: a ll car a tarm sys~aredesigned to be pow_
e~d by rz-ven DCeu~t. Fu rthermore, th e ""iring is
often euy to idmlify,;IIS a coIor-coding lICheme is ronunon
in Dlany countries. For in5tance, red wiring is used to COI1­
IWCI the sys tem to the power 5OlIfU, the eat" battery.~
colors might be used to identify the components o f other
systems. Remm1ber, thvugh. that thi$ oflen w ries in diffl':r­
eTlt (ountries--and e \·m in alarm systems manuf<llctured
by different cootpanies in the same country.

A professional car alarm system.will i1I!lO have d 08l'd cir­
cuit wiring. This means that tbealarrn will sound even if the
wires to the sensore are cut.HowE"O"et, thesvstem still will not
workif the wire tothe warning dev ice is OJ"t instead,

Some times the purpose oj the entry operation is not
only to break into a vehicle but also to move the vehi cle in
quution. This leads to several other cons iderat ions, apart
from thelock_rod alarmsystem.

It the (lIr must be moved, remember that the vehicle
might have beenimmobilized in -.xne way. The reillre IWl ;­

e ra l way. of immobilietng ill ca r, Both elect r ica l and
mechaniall method, o f immobiliza tion can be used, <lind
they shou1d be prepared fvt.

The ~lectrica l means. of immobilization include filting
one or more devns, sudI as;m ignition OJto u t dev~, to
the QL This can be <lI part of the whicu.1ar aWm I)·srem znd
is thenrither linked to thear 's horn or to any other sil'a\.

...



availabk-,.tlthuugh tlwyoften

i l:=d\\::::::::: are of the hook. type, hookingr on or over the s tl'n:ingw~1

A
;mdlnake. acxeleralor, clutch
pedal (f ig. 100 ). 0 1 f1oor~

mounlrd gea r 'l ick. II the
devi«> is h ooked ove r the
dutch~. an irltrudef can
easily gd rid of thi$ de\"ia! in
an emergency by .imply
slampingdo....n hard 0tI the
dutch. h themeting wheel
bend, quite u sily. the IO("K

:(~ will come off. II the brOl!r.f,
;: . ped..) is used iMtud of the

clutch ped a l howeve r. this
proadure is~imes more
di fficul t t o perform. O f
course, the qua lity of the
h-J,;.... dl'Vu ....;Uabo~fip" J"'" s_ .., "",...1_. ~'eo

I«L thecctcome.
Ad diti o na l loc ks can be

fitted around the slee Ting col­
umn like an armored ccllar.Tbe lock key will then replace
the vehicle Ignition key ilnd control the electrical ope ra­
tions. Although good in principle, this Ciln ellSily De demol­
ished with the U5l! ofheavy-duty tools.

Sane suspicious individuals remove the roto r arm from
the distributor in order to protect their cars from theft Th2
dis tributor cap is easy and quick to snap off in order to
renun~ the T-shaped rotor ami sitting in the middle 01the
d~tn1m'ot. lt is SlNlUenough 10 put in a handb.ag or pod.­
et, Ot/Ier$ remove it and then krl. it in the trunk.

A fin.. l, ..nd very definite. method of DlKhaniul
immobjliution i5 to use a wheel clamp. ..lso mown H "
DenW1" boot. This willeffecti.vely prevent theur fro m
being I%loyilld . Most wl\«l d a..lIlp8 abo prevent the ti re
and wheel from being removed.These(8n be fou nd on
c..~ th..t ..re left unattended for comidenble period!of

time 01" have been secured b}· the pollee.
Vans, If.. llera, and moto~clesp resen t st ill other prob­

1l'ffiS, especially if they must be moved from the location in
which they are found.

Van! and tf3iift&are sometimes safeguarded from 1lM'~

ing by locking .. hitch lock. OJ tow b..lI, into tilt ball 9Od<et
of the ve h tcfe-tcwing hitch. Su ch .. device can only be
removed by \lAing~ coned key bar. The lock must be
picked ordse broken.

Motorcycles ..nd bicycles ere gffOl'nllysecured with.
chain loeb. These iltl!' gmerally(>ll5YtoM through ...-i!h
bolt-<:lrtta>n . Hpecially if they are not of made of hard ­
efIl'<I.teet For th is rU lOOTl, sp ec::ially deeigeed padlocks
w ilh hardened, elonga ted sh ackles are often u.sed
iNitead.~ s teering lock of .. moton:yc:le is usu..lIy of
si l%lp le construction ..nd can often be broken by a fierce
wrench of th.e handJebani. Although lnOtorcydes Cil/\ be
fitled w ith e lectrical immobiliUl tion devxes and ala rm
systems. this is very uncommon.

II is more common to immobilize the motorcycle by
rlmlOl: ing the battery ground strap or the line fuse in the
main lead near the ba ttery term inab. Accecealed cutout
. witch thilt breaks any of the low-t~ion wires to the coil
can ,1110 be fitted. As long as the COllect equipment is avili.l.­
ebje, neither of theserretbods will present any problems to
the operative.

Other measures used to protect a motorcycle for long
periods of time include such devious a1tl.'rations aI fitting
unserviceable but visibly complete . park plugs, draining
the fIoatchambers and removing or blocking the fuel rrup­
ply line. Of putting the bike in first gear and thm removing
the gear and c1ulch level'S.~again, .hou ld it really be
l'leC'n&ary10 move the motorcycle, this is only a ma tter of
having tlltcorrect lIpilml available.

5H01'lJnDt 0EtKn0I'f 5Y51U111

Alarm . ys te DUI designed to d e led lind 5Ca~ away
Ihoplifters have been in w idespread use for .. long time.
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Fire ala rm sys tems are somettmea co m bined w ith
intru der alarm systems, but the Iw o an' mo re often sep a­
ra te. The "'aming sound used in fire ala rm systems is usu­
ally distinctly different from that of intruder alarm S)"Slerns.
TIm is genenllly true whether the systema are c.........ll'<f or
not. except in the omnplest alarm s)'lIlftN.

Wht'thef tht' fire .latln is incorporated in another .1ann
systtm or com.plett'l.y aeif-eootained, it will mor't' e ften r.han
Dol rely upon either 00t' or both 01two ndically different
types oIsen!l{n. 1"hr:te aft thesrnokt'deltc:1u and~ IhennaI
dt'tector. bothof " 'hich are veryconunon. Yel m.>ther type of
semcI", thed ifferentialdo.-t«1n', is alsoused lIOOletimt's.

The smoke detector (fig. 102) is placed 00 the ceiling or
high up on a wall , as smoke always rises.
Several smoke detectors, ei ther self-eon­
lained OJ a1temaDwl.y rormected in pual­
tel, Call often be _ n in bedrooml w,1
lNst: ina cornrnon hallway.

There are two d ifferellt k inds of

signal that is received by the detector poets p ositioned
rithl-r near or on t'i ther . ide o f the d oor (fig. 101). Every
detecto r post has • rangt' of a bo u t 90 centimeters.
Altlt'lJatively. a detector koopcan be installed around ee
door. in ",·hidt Gl5eno posts'n' required.

8ealuo;eol thedellign oI lhis5~ iht'ft' is nochiiJlC'f 01 a
filbe Wtm bang caused bypmabIi' radial or metill ot;eels..

The ta gs are naturally ex tremely difficu lt to remove
withou t the special equipmen t ava ilable from Securltag.
HOl'ieVer, as this @quipmentis the sameinali Secu rita g
uni tll •.An in truder can generally acquire it easily should it
everbe<:ome necessary.

A$. curio!oity. it should bemenliorwd that lhis idN was
o rig inally introduced by the KGB for use in electro nic
sun"('il~ operatiore.

FJIlIl A1.AllM Sl'!>IUIS

~eral types exist, ard aD of !heman' still Vl?fYwmm~
TheM- typesof d e«>ction , y5tem, ....ty upon fastenmg

some kind of indicator or tag to@acltobj«ttobE-protect­
ed. Inan t'lectromagnetic ,ystem. ttwtag mighl be a :lNg­
nel:ic t.1p@,forinstanre. while in a ...d>OfNq~ system"
it will be a 'pecialroil on aMud card. In l'ItheT~, the
a larm w ill . o und if th@lag ispa!i-Sed near a specIally
designed detector,

TIle radio frequ ency sys tem is e3Sil'.'l1 to Woe. as the e~.

t romagnetic de tectors are very clumsy. However,the ~ad ,o

lags are alway. ac tive, which might cause complicatio ns.
'Ibe rad io freq uency ' ystem will also !lOIIIetiPws trigge1 a
false alarm if exposed 10 portable radios. Furthemto~. the
IiJg can be m"odned inopmItive by being hiddm in,l metal­
l:ic CO\'e1.~will nullify the signal and preceru the alarm
from sounding. ForU- leiI.~neither o f tbese systems
is very popuLu.

]heBritish compaey SeoJ.rilag Intfmational iscum.'rdly
the major manufactu~ of $hoplifrer detection systems. Its
productsan' very popular, as they rely on a tvmpletely dil ­
fereet technlque.

The ~curitag system also consists of lags that are
a ffixed 10 the goods 10 be p rotected; ho w('\'@r, theildual
functioning o f the lag is diff~L The detector po!ol5 ron­
muous1y M'lld out a Iow-mquency signal tN.I will trigger
a n y tag th . 1is brought wilhin.~ _
range. The ac ti va t ed lag
w illihen re.pond by
tram.m.in irrg a nother
. ignal. This . ignal
will trig ge r the
alarm, •

Whe ne ver a
tag is brought out
through the door,
it w ill t ra nsmit a

~B&f



Althou gh iI rese t button is inc luded in the . larm , the
con tin ued presence of smoke w ill si mp ly res ult in the
sounding of the alann again. There fon>, it cannot w..ply be
turned offas long as lheconditiom that tnggesed it n>main.

Smoke detectors ca n generally be used in any room
n cep t the kitchen. Thel'mill, Of heitt_it~, deledoB are
used there inste<KI.

es

lUanal dttfdors (fig. 103)~
builHn pyroelectric tenMlB

able to sense wt>m the tem ­
peratu re in the room riSol"ll
above a dangerous leve l
The ellact tempenture
lev'el that is deemed criti­
ca l depends on the con·

struction of the ioeI'IS(lf•

Typic. lly, though, 5O"C
i t the mos t com mo n in

Europe, while 1 3S~F sensors
ere used in lhe United Slates,
e xcept in kitchens and furnace
areas where a highe r tempera­

tUN! is no rmal In these a reas, M oe or 19O"Fsensors are
used instead. The sensor contains a materia l tha t will melt
at the chosen th resho ld temperature . Th is will produce
elecl:ric contact and trigger the alarm.

Tberrnal sensors can also be wi red in p' TlI lle!. Except in
kitchens, they are used mainlyin areas where fires that pro­
duce more heat than smoke-ccertaln types of electrical and
chemica l fires, for instance are likely to occur. Yet ano ther
type it the diHe:rmtial detector. Th is is an i1dvanced ther­
maldeleetor for use in env u OIDi...ub that are W'lIDitable for
ordinary d etectors, such as certain kitchens and garages.
This detector worksbyadapting iNlf10 the temperarwe in
the 'I'e'a .lt w ill trigger the alafUl when Ihe tern-perature
rees ll'LOre than Sdq!;ree; per mirwte,

For Aprok$siana1 intrude(.1he main .,j\·MI!age of a fire
alarm sysll'm thai is part o f an intruder alarm S)"Sfem is the
faet that the rue alarm w ill ovenide the actlUol intrud er

smoke detectors, the ioniution type and the photodiode
(or photoelectric) type. They differ in the WlJYthey detect
the smoke that will triggerthe alarm . The ionization type is

..... """"'"An ionizlJtiDn smoke lJlann has lJ smaJl internal chaomber
ronllJining lJvel)' lUIWlllJmount of radiolJetive material .
The air in the&n\lJll chamberis icmiud and theRklle lJblt! to
conduct an elKtrical ClIDfttI.~ the radiaao:live tNIlt'rial
is loalled between two eled:ricaUy cNrgN el«trodes, the
ion ized lJ ir wiJI conduet the electrical aurenl betW«1l
them. II smoke partides (~CilrWn plrtid es in the . ir)
en ter the dw.rnber, thev will incrrlJ§I! the rnblance mille
ioniud lJir. Thiswi.ll~turlJnyOeoNsoe the flow ofcurrm.t
betwe«l the two eI«trodes.lU ..\ann will50lmd when the
militance hn irscreased to , and the current Row drops
below, lJcertain~ point . This ....ppem wheonewr there
• re too manycarbon partrles in the.ur.

The photodiode smoke detector rehes upon a beam of
light that is pn:;ectedaao6I> a 5eIl5ing chamber Ol'Ito • phll­
toe lectr ic cell . When smoke pamcles eoter thb sens ing
a rea , the l igh llH'am is distu rbed and the level of lig ht
reaching thephot~a'll is reduced. The .\ann is IriS'
gen-d whm the level of light reaching the phot oelectric a'll
dropstoomuch.

The reason Ion ization alarms are the most popu lar is
that they willrespcnd allghtly faster to a rapidly spreading
fire . Such a fire a lwa ys produces many ' mob pa rt icles.
Both types a re R1iabll-, however.They will even respond 10
the tiny smoke particles produced by a flJ'e before actu.l
9mokecanbe~

Sometimeu!Ugh level of d ust in tile ai r will produce a
false . latm when il accumulates inside the sensor. Dust in
the wnsmg chambermight aOO reducethe $eflsitivity of the
al. fUl. Other $(lUKeSof fa lse alaf'IN might il'd ud e small
ins«bo or tugI\humidity.

SeU-eonta ined smoU detectors h.ve integral batteries,
usu.uy of thecarbcc>-rinc (W~~ Alkalineballie!"­
in .re the IIlOIlt miabIe, 015 they last IoogeL Despite this. wy
should be c!lf'd;ed~ \easl:01Kl! iI ...'teIr. b' !oiIftty reuons.



alarm. This is very useful, as the de liberate activation of the
fire alarm migh t p rov ide an easy diversion. It is not really
ne~ssary to start a fire in order to activ~te this type of sY5­
tern. Simply blowing smoke into a smoke detector will trig­
ger the alann. Afterward, there will bene exp lanation as to
why the fi 'e a larm sounded at that particular time. The
opera tive might even go to the trouble of blo w ing some
dust into the d etector in order to make i t ap pear as if the
a!ann malfunctioned.

The fire alarm is easy to find ifpresent. As smoke will to
some extent be impeded by doors, most fire departments
recommend the installation ofseveralsensoIl!, optimally
one inevery room. "!'here w ill be at least one in each ha ll­
way, however, and p robably one in the kitchen or in other
areas where a fire is more like ly to break out, s uch as near
hea tin g units and fuse boxes. They are almost invariably
mounted on the ceiling, generally at the renter of the area
they are protecting.

£lpediem B & E

C HA PTE R 9

Entry Tricks

T
h is final chapter w ill be devoted to several of
those tric ks of the tra de tha t one day might be
usefu l to the field opera tive who is involved in
en try operat ions. These tricks include ways of
finding plans of the target's alann sys tem, as well

as recognizing traps and faked obstacles 10 the operation.
Common hiding p laces of keys and combination «Ides also
fall under this heading. AUthese methods help the operative
avoi d capture when onan entry mission. Every additional
advantage increases the security of the operation .

The easiest way to enter the residence of an unsuspect­
ing owner is to use th e real ke ys. If the owner lea ves the
ke ys outside his house when he goes away, this is quill'
easy. The operative should therefore check the seven most
common.hiding places for keys:

1. under thedoormat
2.undera flowerpot
3. in a flowerpot
4. under a s tone a longside the path or near the front

doo,
S. stud:. or hanging under the window ledge
6. hanging inside the door on a pieceof string that can

be pulled through the letter box in the front door
7. just inside an unlocked garage or storage she d



It the operative canga tnentrence to the house tor a few
momenta, he might be- able to check wbethe r the~ is left
in the leek on the imide or in an Obvi0U8 cupboard orhook
near lhe fro nl door. If '0, he might get an unsupervised
moment in which to make a pattern of the~ in a wax box.
1henhe canuwke a ropy at his le i su~.

Sometimu suppO$('d ly loded doors lire neve rtheless.
found unlocked 01 evenopened.The reawn is USUdlly very
Mrnple---lhere is won. being dofW on the plf!D\i~s which io.
facilitated in Ih;s way. ler insl/lll(e, or a vi~ toror delayed
employee is expected 10a rriw ~rUy. Some people regu­
larly jeave the door unlockN, er.pecia Uy in offices, 50 that
they do not nud to us.ethe key when they return. But the
human Iactor ts not a lwa)-s the rea 'lOl\.. Th e lock moly be
ms la lled incorrectly, .o INt the door will not locke\'£'fl
",-hen dosed. or thedoor checkdDn not wo rk properly.

For th is reason, INJ\Y comp.anieto employ a guard o r It

carcotaUr to reg.."'a rly check tha t aD doors~ l.odrd and.
remain 50. U the gua rd foUo"'-s It fixed rou tine. however.
youcan plan the ope ration.o INt he is 5lfely o ut of the
",·a y. Otherwise it is a good prKaution to pOll ilion a <:ol ­
lNgue to wald!. out ror the guard50 thtt you know when
he is making the rounds.

Thepoinbl ofentry include. bul .re not limited \:0, doors .
lOlind~, .nd my «her openingt tNt ptO\' ide~ to the
interior of the targetbuiJding. /u ,.,... mentioroed in (}yplft
6. it ililso somet imes desiJlble 10eetee through a roof or
criling. Most bwses protflted by.n .1Inn systemh..tve.
sensoron~ outside door or window that is accessible
from th e g,o\lnd and large enough to cr. wlthrough.
Wmdows on the ~ond floor . re generally not pro~.

hO'lO~ unlr:ss they aleeuily 8CCftIibIe fn:lITI a flat g,iiRgt

roof or 1 tree. U they areaa::n.sible, but not easily so, .nd at
the~~ cannot be __ from !be 8hft't 01 &om a nei&h­
boring house. they Jni&ht bepn;JtEcted by.alaJm~ Try
to pinpoint the tensors: before the actualenlry attempt.
There might bean optning tNt has been O\'t'lkloked.
As~ry burglar knows, w~her he isa cri minal or

employed by his government. thtre Are certain indic.mons

...

of whether or not 1 house i:I empty. One of these , maybe the
most important. is the~ or presence of light.

Many houses today are ~quip~d with ou tside lights
that are switched on at d uskeverynight bya light-sensitive
photoe ledrir: cell controller. Such II device measures the
intensity of natural light . II will be triggered by lhe natural
ligh t level, and , w itch on the lig h l, when the light falls
oolow a certain, p redetermine d level The ligh ts will be
switched off automolticlllly when daylight returns. Other
builcling$ rely on programmable automatic timer sw itches
tha illig\lblrly tum on IN light a l a p redelennirled t:ime.

Some of t hese limer ewitches. are of the twenty-fou:r­
hou:rv.uiety that will tum tte light on and ofht thesame
lime- ewry day_Others are 1M"""en-day type tha t can be
set to tum the light: on and offa t diflimmt time$each day of
the weO..1lR switching peneen will be nopeated only afte r
a weeklta, pI~. SoD\t'tilf\es the UM-tII of thelle devke,
even realize that they must yary thE' setti ng of the timer
with the changing of tbe WUOTl:(l. The re a l'l!~1";1­
able for this ve ry purpose. They can be programmed to
vary the times the light, Or lightl, will be turned Oll. l'ach

day. ilKmrWng to the -..onalchanges in the da y'. Jength.
Thesede>-icnale called IOIar dial~.witches.

Such devioN are often both powe red by .m d tBnllmit
their signals ove r the electrical w iring in the building.
al tM..igh remotelyCOl'ItroUed units utilizing radio waves
are alao ayailable. Thelighting may even be conrwded to
the OUlpu t from the .lann '}'liI tern. 50 that IU or at least
mI»l lamps ;n the building will tum on or start to flash
,.,.henever the .. Iann IOUnch. Ot her appliances,lUeh a!l

sh>reo . ystems.. can .10150 be activated in this way. Virtually
nothing is imposs ible. but the .oberirIg fact __ins that
this wiD not prewnl 1protnmonal intnxIn..

Fma"y. paloSive infrared detectotll might be ust'd fo r
hlming on ue light IS soon 15 tomebody appro«:hes. Sud!
a detedor iaNSily wired to alight !KIUJm. and the light: will
remain on 15 long;u there it~y in tht vicinity emiI­
ling body helIt or for .. 1Orl period oi lime-aftft the~ ol
warmth has gone. Such an infrared flood lig ht sys tem

...



inc ludes & built-in photoelectric cell that prevents it from
tr iggering during daytime.Sound-t rigge red detectors all!
&180 available forlhe same purpose.

Another sewrity device is an electric cu rtain controller,
which will open ancldose corded curtain sets. This device
is go:onerally connected to a timeT for automat\( control.

A radio, Pll!ferab ly tuned to a ~talk~ ' !atm , is often 12(1
on or tul1lll'd on wilh ill timer switchu ...·ell. finally, a Ieie­
phonr arewering machine programmed w ith the melsage
tha l lhP owner MCilJ'lnot ge l 10 the phone righl now~ (not
"I'm our) is abo~ly used to INvt tome doubt as 10
....hether ilJ'lybody iI at homeor noL

Hownrt.'r,lhese mt'ans of loCaringaway ordinary bur­
glars all! net ve ry efl\octive . "is gener,Uy eMY lo ched
....hether anybody is at home or not, by malrJng .. personal
call pleleioding 10bea saleslNn for instance .~,

SOD'll' people leave lhe light on only in 1Iwhallw..ysTll!hl'r
than in the living rooD'ISo. This iu defin ite mdicahon that
the house i, empty, <lIS nobody mu,lIy lives in the hall
~'ving~ light (WI in , downstail$ roomwith t:hP eurWns
dosed. it is slightly 1i\(R d e...er, bu t not enough 1IO to deter ,
prof~ionlIl intlllder. Maet individWl15 who~ this ruse
10p roled thernse1'vl'!II,~instead~ to Ju,."t the light
on in an ursbjl'lli bedroom. where.an intruder CoVIno! peer
in to check whrioet' it isoccupied or rot

It should ,150 be D>entiontd tN t cutting the electrical
power and lor the telrphone lines will effectively deter­
mine whriher _ybody is,t hoo:rw or nol, lIS the owner is
cetUin to revea l himsoeU lI he ~,lIy is,t home. Fwther­
more, it w ill rendee ~1essmost oJ the previously m,m­

tioned ptolKtia 6ghI sJisterns. etc.
TIde.... ""JOlIW people insle.ld use , ll'W1ding at,1Nrt­

ing dog. whidl is <1l!i\'<1lfd~er'doorbellis depJes.sed.
l1lereis"en . aell-amtaiMd a!.lnn system ,V<1i\;lblethat
will imil,Ue the J.OUnd of , d og whenever somebody is
,pprwching theptob:cled _ and is de!1!("lEI:l t k d>" ticaIly
by' pusia infrUfti d etector. These v.arious dog imil.1tion
systems can a lwa)'s beidentifled by the 1m thaI you will
only Mar theKtuaf buking~d noother noise.ueh at the

dog running II10lJnd or jumping at thedoor.
On the other hand,!WI dogs are' vel}' serious problem,

especially it they bark at etraegere and genera lly appear
unfriendly, Gu,rd dogs are no t . Iw,ys dangerous, as they
are mainly bpt u a p.ychological dete rrent 10 fright en
intr uders a w,y ra ther than " w ally ' Ilacldng them.
Terriers, lor tosur ce, make excellent guard dogs for this
reescn. Butwhether the dog is really dangt'lO us or no t, its
bark w ill csll unwan ted alien lion to the scene , so dogs
shoukI always beavoided, or ' I leaS! silenced in some w'y,
if OIl anpcsible.

Crrt,in large dogs. . uch as the C reat Dane, the m.utiff,
the AlsaiWr or Germa n shepherd, the Doberman.. , nd the
(otlwe ile r, a re sometimes tratned no t only 10 §ott off the
alarm, bu t a lso to dehmd the home'g, insl attad .. Rea lly
d , nge rous patrol dogs are 1'101usua.lly kept <1S domestic
watchdogs. however, as they a re simply 100 dangerous
unIelIa in tfy C8~ of a profneiONlIdog handler; Here, 100, it
is important to avoKl. the dog by , n p0Si5ib le mt4111S-

Au curiosity, it might be noted thai inrwaf.areIlS,~
present , very I'I!ilIobsbde. Geese,re highly territorial, ,nd
not only do Ihey honk fu riou~)" they ..:Iso often eN se and
peck,ny intnJdo.oc- ""ho does notmreat <p.Dddy enough.

M,m y apartment comple,," IL'm p loy a ud io entry sys­
tems. This is a mtllns ol accesa control. in ....hich, speaker
panel is located outside the prenti. eJ roea:r w front door.
The speaker is linked to. telephorMl' handset or microphone
device lhIt permits two-w.y speech, The device is fre­
quently used in cortunction ...·ith a d ig ital code lock enrry
system. Eadl n..t in the building is lhe-n.-quipped ...·ith,
te~honrh.mdSltl: lIS ..."tDlIS a mnote conitOl lh<1t reie<llses
W e1edrically ~tf'd door lock.

1ne ;llUdio entry system mighl also includeanaudio­
visual component . It will then function as the sta:ru:ia rd
audio entry s)"' tnn but with the addition of closed circu it
trlev1sion (CClV).

II is, ho....ever, puy to circu mvent ,m audio entry sys­
1eiJl. Justa " up anybodyin thebuilding and eiU- '!dy that
you have los t the code but ' "friend" (w ho you know is,

'" '"



resident in the building and whose l\olll'Ie you will ment ion)
asked you to go inalde and t..ke care of !lOmeth ing in his
apart me nt. If this dOO's not work, ca ll up another OJU! and
say tha t you l'o'ill have to enter to deliver something (not the
mail though. as the postrnan will have the C01'I'ect code and
does not need to ask for it). If aUetse fa ils, you can alwa}'s
s a,. you want to com e inside to d eliver free samples of
something you believe is d esi r..ble lo all of the tenanls in
the co mplex. O f co u rse. it might .. tso s u ffice to wil il for
somebody soemve and.lhen ereer ith him or her.

'Thm!o are also Cfita in popular ays to gain enlrallCl' to a
private h:>me, dUring tbe pn:'liminary~ of the
premises, for inslMlCe , Such methods are frequently used
by con men.1he opmIhvedl'a'Oe5 up as an of6ciaL. a~
man, or in m yot~r suitable disgui&e. Then he ..pproar:hes.._.

He mighl cla im to be from the e lect ri( ity. gas,or water
board,. for insb.oce.1he ~el«trio;:ity bwrd wp_nt.lti~~'"

can ask ~owne!"of the house 10 sland by the Nlot' box and.
tum the pOWffon a nd off ....hile he goesaround W house
to "check the circuit." The ~g/l5 board representative"
m ight ask. the c ....T'Il"I to .... alc h the Im'te r oulS.ide ....hile he
"ch«ks the i1pplian<:n.~ 1ht ~waber boar-d rep ruenutil'e"
miI;htask the owner10 turn the lapS in the kitchen whilr ......
"cheds the f1ow~ in the other parts of lhe houw. such i1S.."'""""""-

Ali o f tbese d i$g;u ises d o arty the risk of thec weer of
theilpillrtment~king lot anof6ci;al idetltity card, fin!: of all,
and tMn locking himself in his ilpartment whilr ailing; the
1001 e ttice to uk them ab oul you. You u n some time s
..void this by Iwving the telephone numbe r of a collea gue
printed on your (faked) ktmtity ani. HowO!'Yl!'l.lhi$ some­
times b..ckfirell . too, .u the real govem ment office will be
listl'd in the belqlhone d im::tory.

In the~rly l !/8O$,a foreign oper..tivewhl) ......s wo:rking
under emN !oS)' CO\"eI' in the kmner So\iet Union pLanned 10
enter the daduo.1X" country vilW, 01a IoGlI party official The
pl..n w..s lo ent" in order 10 phml el«tronic bugs in the
building. 11wparty official hiJMelf was not. very impoount.-

'"

but hi, brother Will" hig h- ra nking member of th e KGB. It
was assumed tha toneoould pick up intt!I'Mtinggos$ipon the
oceastcos when the KGB brother visited the house.

In order to have a f irsl lo ok arou nd, tbe operauve
dreS5oE'd up as a n o fficial. He made a pers onal cal l to the
fam ily in Older 10 ma ke inquir ies about the ra ting of the
house, Such Inspectio ns were fa irly common th e re,
although 1e$5 sowhm it came to influmlial party officials.

the bro the r o f the KGBo ffm WIl5unexpected ly coop­
eran" e, bowevec and during thei r conversation, the opera­
tive realiud that the official had iK'IuaIIyasked for .. rating
to take place. The reason was that his dacha was not b ig
enough. Now hewu ove'rjoyed. u I'teex~ the opera­
tive 10~Ip him find a biggt'r one,

What wnw-orSf', it soon tUllll"d out thai the rea l r.. tmg
officia l w ils expected tc ereve Iatel the same day. At this
point. the foreign cpereeive hurried ly exrosed himwlf.and
left.1he opt'l"iItion as alMndoned...nd the official's hou5<'
remained fwe ofe Ii (H,icbup.

Despite these ..ndother oo.ioUlI risb. it .. amazing how
I!:nily most individualsare til~ in by JUCh simplr 1ricks..1r
i5,m.,<a)·s ....orth .. try, as Ioll& as oIIlescape lmIte is prepaJed
inAd,vance.

"!he opera tive might also d is.guise h imself as a salll"s­
man. Then he lllighl ofar olfrooeestimlte 1Mn rpets, fur­
ni tun!. 01' ..n}"th.iJlg else tNt will be 5<) oIttradive in price
that i l will mable h im to enter the pn-mises . A variolnl of
this theme. in ruroll.reu only, is the itineran t antiques
buyerwhowoU'llll to browlle" around the house looking foe
intftftting piecn 10~

In rural area.s, l'o'here open solid fue l~.uecommon.

the 6eIdopt' rlrm,e can daooseto disguise him5eU asa dUm­
ney sweep , A common trkk used to be le-h alone in th e
house is 10 tel l the owner to go oul into the gard en ..nd
shout when he sees the brush coming out of thechimney.

It is a great i1dvanlage to know in ",dvaoce o f the em­
eeree and l)-pe 01i1ny a la rm or locking device in the buiId­
ing.1n some coun tries, n otably the United Sta les, many
ciliesandrountin reqUire il pennit for ins la lling ana.larm

I



sys te m. Therefore, th e releva nt an:hive migh t be a good
source of intonrta l:ion regarding the po~ible u i:olle nct' of
any such means of p rotection.

The plans for an ;,lann $ysti!Il\w ill often be bop,.t the
~rilycomp.my that originally d~gn..d il. TIle inst.l ll;,­
lion codt'u nd cperatcr codes will also be bop! there. If you
can gllin enneece to this company's cfftce, you ca n la ke
advantase o f this information.

FInally, it must be rrmemberN !h;r.t~ Ioclll fi~ pre ven­
t ion unit will MV('ll&lY When ll ma;.:.r lllaml and Iod IYs­
trm isdesigned. This might mean INt the M station will
hal-I! • copy of thepb~ incll.>ding mastl!1" key. in certain
CoUe$. It might Uso mean thilt !lil"'Tne exits ..·iII be left open..
or almost open, on purpeee. n'I;'l Idlns of the risk o f an
intrv.m- l!fI leriJl{;. The safety of the pe<3Oil~l w orking 011
the premi_ is~aIly a higher p riority thlln the ;,bility
to kee-p intrud e-Is out.This is espoo;,ll y important in ..
bu ilding ""here burgla~ ;,re not expected to bein~ in
the me~handi!ll!' or mao:hinery.

VehiclE'll <I re n owadays p rotected in m<l n y d iil...re n t
,,·a)'S. In some ca rs, for ins tance , the standard leeks w ill
ha ve beenrepleced by~ 0lIeS. Still, al l too many people
fl't'qu entl y lose the ir ca r keys. For this reaeo a, some un
have a miIIgT\l'tic boxcontaining a sp are by tha t filS under
the car. it yOl.l find such a box, ent ry into the eat is very easy;
ofcourse. Ju!ll open the box and reIrie\'t' the key.




