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Note

II thi~ book ....asoriginally written in Europe,
all mE'Mu~l1'Ienb follow lhot inle rM tional
metric sy"tem. No meuurement~ an! abso­
lu te, ~~l'I'. u they always must be' adapt­
ed. to the Dleasun1'Jlffits of the aclu.1! lock or

dl>vri you.ln' " .OI'king on.

1 Illi1linwt2r .. 0.039 in.
1~r .().J9 in.
1 nwtn .. '!R.'!J in.
IDtrIt'te~ = 32.U it

Introduction

B
~aking and mtering D' fairly common intelli­
gence tedtnique t'tnf'loyed in all lYJ.l'!$ of geCIrl
warfaw. 'l'NftN~~~ many stICl:e&fu] ent ry
operatiolU that have been of vital tmpertance.
One Sl.Ich operation. R:lW weD doxumented. took

plaa in o.rago in 1941.
A tu m of opera ttves Jed by naval intelligence agent

Wil lis George perfo rmed a covert efltry into tM offICeof
Stephrn ZiWY. a German "py ...·ho posed as iI. business ­
man. ll¥ ~archof his office produr;M sufficirnt e>'~

to brt.k up one German ' py ring and put Zigpy in jail.
(After tU war, " "ill isGeorge wrotea book about M experi­
eMt'5 '". gov!'mOIl!ntbutgl.ir. This book hM "0...· been
reprinted by P,l.din Pu n under the origin.i.l t it le
5~Dltry.)

On theotlwrhand. a failtd ot.tvl'n WOr9f'. detected and
exposed ent ry operation tvUld tasily be a public: humil....
tion for tM intellige~lll"rvice employing the exposed
field operatives. This hu ha ppeoed on .srveflll occasians.
alwaY!' withsniout~

For~ n'a!oOnS, ~.t1Y entry ope ration m ust bit pre­
pared arod~ted dficift'atly. Although the s itualiorl and
thl' liIrp't a~ alwaY' will bot d iHem"It from one opel3tion
to the neet, this volume aims to point ou t ttw most rom­
monly uw:d entry technique" and u ptain how to employ
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them in theTn06l: expedient manner,wbajevee the sih.talion.
The field opera tive must himse lf consider which op tion!.
wO'Uld be valid and which ones would beunsuitable.

An~ry ope ration nocessariIy dmwlds that the oper....
tives 5(lrllehow manage to enter the pnomiges of the tolrget.
l1ti5 is WlUilUy not filSy, as then' ",;11 be b:king devices and
po.ssib ly also ajarm dev ices to prevent in truders from
enlmng or lIOtIfld. when an intrude. Nos been. deteoed. Tho
firs t priority is~refon> usu.aIJy 10 bypass the alarm "..s.­
tem, and then to defeat the locking deI..ices. Tho Iatler will
be acco mplished e i the r by p ick.ing lock.5o r brnking.............

ThiI book does n:>l daim to lead!. everything abou t lock
prlinl!:.That is,n exmmei)· srecWized5U~, demand­
ing. compleho knowledge of the rn«h.lnism of all 10ding
de~·i~.s well as a year or more 01constant pr. ctice .
C~enIly, ktd picking is best left to thenpem, who
~oole all the ir time to iL l1ti5 book~ """'-ever, give an
OI.-enl iew of the techniques ava ilable to the operat ive who
is ca lled upon to perfo rm . n entry oper. t ion. includ ing
de tails on how to pick most common types of locks. This
book also details "",ny no t so well-known tedmiques for
cl. ndes tine ly entering . house. Once a resourceful ope ra­
tive has studied this information,. the existence 01an"Jann
sys tem or security system wiU prov ide no guarantees o f
kel'ping him out.

Lock picking will be fully described in. Chapters 2 and 3,
while other entry rretbods are described inChap ters 4and
S. Moat of the latter half of thebook is ..wvoted to alarm eys­
tems-'!\d alarm seosors, TIle text explains how alarm s)'S­
tems can be circumvented (i.e., de feated) by avoiding all
sen~nand swi tches and how they ca n be defeated by
other means, such as frustrating them .1hese two methods,
circumVf'nlion.and counteraction, u e delailed for roos t
t}"pd of curttnt atarm systerns. ,u _ Bas a few u poomin g
types.which _ will probably~ Il\On! of in the futun!.

II wremarkable tha t so many pre~nt-day <1lann , ys.­
telnS. induding numerous American do-i loyou.n.elf securi­
ty systems.~characterV.ed by an unfathonable Nivi~.

,

Although the electronics might be h igh ly ad vaoced and
truly , ta te·of-tne-a rt, the act ual appl ication 01these eys­
terns is genera lly easy 10 defea t. Th is wmos t li kely the
ft'SU11of the ellt remely large IlUIIIbn of companies wishing
10 cash in on the security market, each one trying to allract
olttftrtion with the IaIe'St gimmick. whether il works under
oJ.ctu.iI l field condi tio ns o r not. In the ful u re, ot her aCCf:S03
control system. might tum ou l to be moreconunon than
the lead mg ones today. De\ices lor identifying people by
filIgerprinls and handprints, lIS _D /IS von identificaltion
. yst-.ue currently being developed. 5cxne of these 5~·5­

terns are alrudy in1imited U5e . Despite Ihb.il is~eer­

lain thai the pfl'5ef'l alann and loclcing deo\icn will tm\/Im
in use for . very long time indeed. Af ter <1U. the preseot
locking tKhnology for the mos t pa rt rel iuon and dates
bad; to the nineteeoth century.

It is like ly that there will be no dear-eul borde rline
between alann deo\-iD5and lockin g devkes m the futWl',as
these two grouP& are approaching each other a li tt~ JrIOle

each da y. This a n be seen d early in t te w ide v<1rie ty o f
el«tronic !Dd:sand card Jocksava il;lble today. I expect that
we will_ more oflhis in tegra tion in the futun' .Chapters
l and 6 include detai ls on these integrated a larmand lock­
ing &)'$tems.
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C H A P TE R 1

Tactics in Illegal
Entry

The ou tcome of an entry opera tion depend s on two
important f.ac1OJ:s. tact ic$;md techni que$- The chosen tac ­
tics determine how to conduct theentry.u an operation
and how 10a\-oid being delec~d or CiJught. 1l1e techniques
a ll! theactual methods used for byr-o;ing lodes, d~ and
other obs tacles, such as alarm systems. Thischapler wiU
ecncenn eee on tactin , wh ile the followingchar rers will
M lail theectcaltechruques in use.

The first thing 10 do when planning an entry operation
is 10 recormolter the target (i.e., the actual buildingor imtal·
la ticn to be entered) and the a rea a ro und It. This is the
reconnaissance phase.

TARen R EroNNAISSANCEAND IxmAL PtANIII1NC

FirM of all.the following factors about the target must be
determired.

I) Protection:

• number ofguards . if any
· !ocalionofguardsa l particulartiJres
• their.pmmt and armament
• lechnical detaihon alarm and controlled-entry sys­

tems. if My
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3) Persconef

2)uyout

,

den tenIOY<l1o r insu.l lalion o f importan t R\;IChinn. Suc h
..·ork,. .Ind . lso "'SuW:~tenancr w ork, is ofttn per­
l'vtult'd .....tsjdoo otdin.uy o ff1Ol/' hours !IO as not to dtlay ttw
"""'" w<Kk.
~ vicinity of the t.llrg.et building must Abo be cuefuny

reconnoi tered. Su itable escape rou tes mus t be pre pa red,
both fo r use after II successful en try and in the ca!'e of fa il­
uft.If seve ral cperenves are ava i l abl~, it is ad visable to
organize an outer security ring around~ target during
the~I tntry.Themembers of the out~r&ta1rity ring \Vill
be p Olilt lOJled llOJ1'It distanoe Iway from the ICll.la] tilrget .
1hty w ill oMtn"t eccess~s and warn o f the appro ilCh
oj poliot or:~ either on fool: or in \·fflic~. Waming:J
a re p ne rllly passed on by ~dio, p referably through tht
~ of innocent-sounding codt words, so that the lransmi!.­
sion cannot be identified if it is monitored.

One way of obta ining informa tion on the tenants of a
particular building is to play the role of a p rivate detective.
Su.ch d etectives so me tim es pry in to the co m ings and
goongs of tenants, especi<llly in diVOlN cases. This is more
common in Cf'rtain countries than in otht,." howr n1', so
oper.ati~l"5 shouk1 be Cln"ful " 'hm~ this roko.

Another way of~ information on Ift\anIs is to go
through their trash. An office tspeeially yir lds a surprising .
Iy :large amount of lrash, most of it in the fonn of disceeded
d ocuments. This can give rnucl\ \'a luable infonnation. Thi s
m~thod is highly use ful in determining w hether an ent ry
operat ion iscalled for or not.

Tom or burned scraps ofJethon; might be found that " 'i11
indic.tt ..-hether an entry and • search will be fruitfu l o r
nolilumed or dirty pitc6 of paprrcan hoe read through ee
use o f speci.all'<JUipment. It is no l uoheard o f for . busi ­
nessman to Vt ty c.lrefully d t stroy hBimportant let ters,
",·hilt his secretary simply diao:a rds her lIIeoogtilphic note­
boo." in the wastepaper basket, where they are foun d by a
de l ighted opera tive wh o ill tr ying to p itet togethe r the
businessman's ao::tivitie-!..

At this~, it is elso p rudent that t\o'erj' ftU'mber oJthe
t nlry team famiJi.iIrizt himwlf with the .pptaran~ of

E.Jq1atinot 8 £I E

• number of Itaff in tht building- durmg Ind after ordi ­
nary office hours

- their \ooItionat particular times

4) TIming:

- wtlm. the b rpt is mo!It vuIner.oble
• if there are any ou tside fact ors w hich will influtnce

theilCcomplishment of the entry operation

Most ta rgets .lre most vulnerable between 2 .....M . and "
A.M., lIS must peop~.llrr asIeep .lt that~ lindany 5eC\Jri­
ly guards lend to be sJeepyand then-fort' Itss vigilant d\1C '
ins thne houra..lt is,. ro..~ Vitllto chKIr. theguan:!lJ. as
difftn1nt individuals Ir.tep d i~ habi ts.

l'hrre.lrt DIMly typl'$ of oUbi d r factors which mi ght
a ffrct the mission, Ubrealcing in to ll goveraeera building
or an industrial complex, especially one of military impor­
tarce, C(l ll5id et, for instance, the po:;s ibility of a scrprtse
inspect ion by a !lefliorofficial surrounded by a large num­
ber of guards, Th is ill perl\;l~ . woest-cese scenario, but
other thingsmay .\,0 aff2ct the opt' iation.ltlCh u the aud-

• numbet and loca tions of entrances. Ind nils (both
ordinary and tmo.>f!tncy t Ots) and ha llways or stairways
s uiuble for a quick escape (and possib ly wind ows ,
rooftops, and sewl.'1".t-1."Ven chu tes in an emergency)

- loc:at ion of important offices or other moms of imper­
,~,

- method. of smuggling entry tum and equipment into
~ bu ilding ifordin.uy lOCl:eSi\5 is dft1ied.

• pos5ibililits of b.'mpoTOlfily cutting offeeentire build­
ing hum tht ~lqlhorwnm.'ork uod otM W<lys of peevent­
ing comrrnm ia.tion with the oubidt. for instaru-, with 01/'1­
lu lar ~I~<)I' r'lld io~

•



everybody working in the building a t theproposed time of
entry. as wen .~ tha t of every residE-nt or ernployee of the
louge t ap artment or office. In this w oily, the mernbl!rs of lhe
~S«Urity ring can easily ,ocogniZle any )XllmtiaJ tront
and sound the ala rm in time tow' ln the entry team if
~ iii approaching the ta1get llrN.

This Iamiliariu hon procas has~y beo;on lICCom­

plisJul by wnding the members of the team to the bwlding
in day time, d ressed as cleaners, ma in te na nce crew, o r
repairmen. They can then spend plenty of time fixing aomr
minor problern or painting a wall Of anothl':r objec t. and at
the same time get a dose look at theentire staff of the build­
ing. One good ...-ay of identifying eve rybody is to l it ter the
floor with tools lind then warn lNety pesser-bynot t1) stum­
b le on I:hml..Of COlIr!W, a sufficient cover is requ ired for this
kind ofjob, including the addrt>ss and telepl'1<mr number of
the company which is suppOSf!d 10 N\'e !ol'J'Il th21'ef"1innen
the~, and. .scnnebod)· on the p remises who has CoiI lled for
them in the fiTst place. The name of the company ahould
abo be d isplayed pro~ly on bolh their car~ the
bcxee01' bags containing too~ the nopainnen bring inl:o the
building. The nonn.ll amount of tra ffic in the building a t
the proposed hour ofentry m~ a.1Io bedetennined ca re­
fully. Th2 beha vior and petrol paltern,. ifany, of the watch­
man or the securi ty guards must be noted in partirulat and
compensated for in the final entry p lan.

The reconnaissa nce phase is followed by the planning
p hase. r1JSl ofall.it mustbe decided whether the entry is to
becovm or overt.

A co ve rt entry is g<m2raUy p referred, as a successful
CO\.'ert entry wiD gu<mmlee thai the enemy does IIllt realize
his SKIeIJo N\'e beenexposed, Thedisadvantage, how(>\'~
is that a rove'ft entry isdi~etimes~ible­
to~,and~ is a mud! grnln chan::e 0( laihlre.

A co",ertenlry can also be used by police 10 a cquire
infonI\ilhon wi thoul having the prop.- r authority to ereer
the tal)!Fl building.

An m'm enny. on the othet hand. ill much easier to per­
form. 'The disadvanlagl! i<I, ofceuese, that the enemy willbe

•

alerted to the fll(1 that an entry has occur~. Therefore, in
order to minimiz. the chance of his finding out wbo l'llecut­
ed the en try, as we ll as to maximize his concern th.Il ",ital
lIeCll! ls hon'e in fact been lost, the enb)' is frequently camou­
f1agro all lo rilnpte~~ executtd lor profi t.

Ineithlor case. the planning phase ronsisu of more or
less tM same type of work. Howe \'E''l:, it must be realized
tha t the plarlJ'ling de9o:rih>d in thd chapll>r mi ght lake wv­
eral ween An entry OpeT3lion is consequently not to be
undertaken on the spur of the moment.

First of aU. if the target is located in an apartrru.'nt com­
plex, it is necessary to decide ho w to enter the Uuilding tha t
contains the targe t office or epar bnen t. This is frequ entl y
d one by renting a nother apartment in the same bu ild ing.
Sometimes it is instead poss ib le to enlist the help of the
O"'",r or superintendent. or some other worm or resident
in the bui lding. The superintendent is the prefelilble moQo.
however, as he f«'quen tly has a O'I. ster ke y to all ' pa rt­
ment:l in his bu.ilding.In eilhI!I ease. the personal character.
isrio and loyally of the helper mUllt be resoearched tbcr­
oug.hl.soastopredude a r.ecurity fik ala "'Ier~.lf~
man Iums out not to be truslworthv. O!' none of thew alter­
nati ves a re viable. the team musr find ;II p lan to both enter
the bu ild ing and then to perform theactual break-in,

If the target is a villa, small hoese, or mans ion, the pro­
cedure is more or Ie99 the same. A neighbor might be avail­
able, or the entry team muse get into the neigborhcod a nd
perform the actualentry at the same time.

R it Is. impossible to secure a master key, it might still be
possible to obtain and makea copy of the relevant key prior
to the o peration . One way of doing this is tosearch the
owner of the key 's pockets a l a time when he is unable to
notn the wardl, Such opportunities are not &ISY to come
by but might arise in publ>c baths Of gyms..A kry is.001 just
useful when entering the pr~ it is also invaluab~ if
~ operatives hoi\'(' to make a qu ick esC'llpe.

As was no tN a bo ve, a su fficien t n u mbe r o f esca pe
roeres must be prepared.Ua master key ot thi' actual key to
the target area can be secu red, a sufficient numb(>T of copies

,



should bemitde to enstl«' that nomernber of the entry team
will be trapped. in the building in case o f an em erge ncy.
This might bea ~·itlIl pT\'C3ution.

11le tm'mbe~ of the security ring mU5t ab o be e xperi­
enced enough 10 de,,"y any employee or resident oj the tar­
get apertInl'n t who m ight want roenter the premi1les -"hen
thee-ntry tEam is -,·orking. Sudl,1 delay ClIJ\ bNiI..-:!. by a
IlW'Illberof the security ring pretending to be d ronkand
~ the employee until the entry learn has managed
to withdraw_.... nother possibility it pretend ing t o be
involved in~tenilnu of the ele\·ator. Minor ur acet­
dents or similar situations might also be uM'd to d fm.a
delay. Initiative is \'rrymuch in dem.md here, iIiI nobody
canplAn for~ry pogmle situation.

An inner !oKUrity ring is somo.'1 imes .00 o rg.nized
spt!cific.ally Iodelll with such. s itu.atio ns.lt i&not.JwilYs
l'Ie<es.tilry to leilve the buildin&-even if the security ring
g ives wa rning, ho....ever. Sometimes the entry te.. m on
simply retre..t tempor.trily toil nf'atbyo~ or ap.utment
and await the lIIOJT\t"fl.t when they un rt'lluJne their work.
This op tion is generally not available during overt entry
oper.>tion5,h~er.

Eve ry member of the entry team should be su p p lied
with a convincing and documented rover story explaining
wha t he is d oing on or near the p remlsee, TIle con ten ts of
h is pockets lind his clothes must conform to the cover. If
caugh t on the premisee. be must atleas t ma nage to con­
vince hill captors that he is an ordinary burg1ar. The equip­
ment brought onto the p rem ises, as well as all bags, must:
abo conform to the cover ifat all po»ible.

M a ii""l note, it is prudent to rehearse the entry sever..1
timet in . wfe IoatiOIl sothatevery team me mber mOI'"
euetlywtw.1he;sto do and how hewiU do it. The actual
entry oper"tion should, if possible, be prrformed withou t
Wking ocewndillCu~whal toOO,iII king lllthe lIl"iIm is in
hostile tenitDry orin the tatgeI__ Rnnember INt iIdIain is
oedy ..WOng. in ....Nkest link, and this .oo~pIie:s to ....
entry~m. Only ifevery lIWIknowseuctly wholt he is su p­
pceed todowill the0f'l""1dI plOU:ed 5IJ>OCJthly:

An overt entry is performed by fOl'Ced mea ns in which
the cperaeves.ccmpletely disregard the fact that theentry
will definitely be noticed.. The team will simp ly bre.a k any
locks, d()(lB, or wfes standing in the way using the e.alie51
reethod II hand , without boWring wi lh such nicetie:sas
picking Joeks. Alann systems will be evaded if poSlSibJe.or
else disregarded. Speed and force are more impol1an1 than
~

A1.ann s)' steml, if they merely alert a d ist ..n t security
ccmpany or a police s tation. l:ilfl o ften bed~rdedwm­
plmly "",NIl using this method of entry. Thereason for this
is that the alerted saurity team or poln will no t proceed
bst enough 10reach the penetr. lN . rea in time 10catch the
operatives. Both police end security companies a n' rejuc­
tan t 10 rush 10 a s ite when an a larm syste m has aler ted
them becituae the ViIIt majo ritJ' ofsuch calbare false a1.unl5
eauIed by dcf«: ti ,-e s)~

The ove rt entry team essentially acts.as a team of bur­
glars. r\o finesse is involv(>(l-only brute fo rce.ln some
coun tries, ordinary crimin"ls are ectuafly employed by the
intelligence service for this purpose, but lhis is not recom­
mended, .aI these individuals generally are not reliable and
frequentlycannot keep silent about missioN Hedlted.

The over t entr y team should cOnsilt o f op e ra t ives
equipped with crowbars, sledge hammers, and a carborun­
dum wheel w ith circula r saw a ttachment . Th is is an
extremely ha rd siliconca rbide grinding: wheel, excellent for
breaking throu gh all sorts o f ha rd s tee! and o ther &trong
ma teri a ls, and th us very usefu l in cracking sa fes. Ex: ­
plOllivl'$ miYU also be req~ although this is less com­
mon nowad..ys. In the pa st, explcsivea were commonly
used forsafecracking..lmt a carbotund-um wheel is much
m~ efficient and easy 10 control Balle ries for high-volt­
• poIo'E'!'might also be roec:e56olry if ttw fuIIes in the build­
ing blow bec<IIUR the po....er load is 100 high or elech iul
power is \Ulol"ailable for scme other ruson.

When pl;lnning an overt entry. it 5hould be remem-
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bered th ;llt the nannal mea N' of entry-ttw front door. for
inst;IInce-is ~uently mace diffiruliiObrulo:. than tome
olton part ri thebuilding.. .uch itS a mol 01" a wa.ll lhe for­
mer is often ~inlorced. which ve ry s.eldom" the ease
wi th other parts of the bu ilding, al ll'Allt in smaller houses
and villas.

Acowrt entry is much flt(W diffil:ultlo perfom'l than an
overt entry. SJlftd is important in thit operation. too, as
every minute in the a~" 01operationsbrings • chance of
dtsccve ry and cap ture. Butev en mo~ importanl are skill
an d diligenct'. Every lock must bepkked. and the means of
entry mus t never Leave any ma rks revealing that an entry
has 0CC\IlT2d. hi fact. every part of the premises mU'lt be left
in exact ly the same condilion asit wu~fono the entry. As
thi5 require'II considerable skill.. it should not be .t~mpted

by inu.perienced opn " ti \'u; the chance of the ene my
not icing the entry is simply too high. fUl thdlno~. a covert
entry mUlll~entI}· becal led offb«au~ a oertain lock or
safe p roves impossible to p;ek open in the time available to
the operat ives.

When all thedriaib of theplanning phase are taken care
of, a pn>liminaty..m:ry is SCIl'IV'IimeJ undert.lken. 1'hi5entry
i5 t"lIecull'd \ "\'ry G1ut;ously, hoW'e\"fl.. and no "ltempls are
made to find or ob tain .ny internting document5 In 1M
target.rea.. Ins tead, the 50le purpo:-e of ~e pre~ry
entry is to ma kecertain wt the plan III valid ,mdSU~I

expe rtise is available to perfonn the~ ent ry,ope ration.
At the time of actual entry, the team and it8eqwpmrnt are
gt>nerally too ron'!J'lruou.to aIlow for failu~ . 00 the sub­
sequent chance ofexposure.

nw pR'liminary entry must be made in absolute silence
and with n.\rftIW caution. This isbec3 use vo ice-lK'tiva tf'd
tape I'II<Dfders mightbe' IUdden in the Ia'l;t'l.re• •o1INi Ibm?
mighl be an y nu mbe r o f innocent -lcokmg traps, . uch as
shor t lengths o f thread. or hair, paper d ip s, books and
pape rs. or 0I00 :muill obj«ts positioned in a certain spot or

;ll nanged in " specii>I .... y. Such trapsare!it'l up to a ],ert the
target that somebody has tampered with h is th ings or
m tl"ftd the premises- Before ....y object ;s mooed, it ii~
fo re necessary to take accurate measo rements of the POSi­
t ion of eve ry object. This is most~i ly d one with the help
of. Pola roid camera .

Theremight also be more devious traps, su o::h asa vid eo
carnet"<l. and recorder initiated bya sensorcapable of detec t­
ingan individual on the~

lhe oper1ltives must also refnllmbe1" that m.IO'ly romput­
ers wiD regislt't thl' time at which they are tumrd on 01' t':lOe­

cu~a command. It ;s therefoft'very ris1.y to ched the files
of a competes; unless lhe operative knows exac tly wNl he
is do ing. (Of cou rs e, this ls never a problem w ith forced
entry ope rat ions. M computers a re valuable objects, the
l"IltiR 5d can be taken u sily, withou t anybody wondering
whythl' burg1arsstole iLl

Yet ;lnotner probJnn is . n'itS OOV'l!red by dust. 'f}w, oper­
ative must not remrn.-e In objKl ftom such olin area unless
he can replace the du st in a convinl::irlg. way. A srN.ll .atom­
i~ fined with talcum powder mixed withpowdered cha r­
coal can sometimesbe used to simulate dust.

During the preliminary entry, the opera tive sho uld also
make . dmiled ched of the premises. He might find,lor
mSlance, tNt therewill be" need for bl<!.d:.out curtains dur­
in g th e actual etliry ope ra tion. The o perativr must then
determine PaCtl7 bow many such curtaim are called ftlI", as
~.u thI'ir~ sUe .oo a methodofall.ilching them 10
the- ....indows. Another point to ronsider a l th is ti me is th e
number and typesof safes and file cabinets. As manydetaiJJ
. s possible 01\ them, aswell olS on all ordinary loch indoors
ilnd to forth. mllst be coUKled.induding an y numbers on
the loeb. It illrPqumlly n~.ry for the Iocksmi thJ 10
kncJo,o'~ details in~ in oede- to pidt the~ we­
CB:!JuIly during theacIul1 entry ope1""tiorL

II is also important 10 find a sa le place 10 p ut camera
equipment an d a sman. portable Xef'Oll machine during the
"d ual opera ti on. Prefera bly, tltJs will not be inside the
office or apartment to be searched. .. it cou ld preclude or
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h inder a q uick eecape. A small, nea rt>y de<lni ng storage
room i5.ideIlllorlhispwpose. Rest rooms shoukl be avoid­
ed. too. as they migllt be frequmed by• persal making an
WIf'Xfwted (311 to h is offu:.'e or apartment during~ Iffilly
operation. Uthe chose ' camel"/l site is 1Uffiril'rttl}" trInl'>te. it
might rvm be pos.sible to return lain 10recover the equip­
menthiddm~ if a quickesupe is requirm.

The SUCl"t$AfuIe:wrut ion of. covert entry 1l'quires very
canoful planning as wen as considetllble skill. In add ition , it
is ntee!>&l ry to ma inta in total $CCU1ity from inte rrupti on
during the searth of the target building . Thi.5 neceiSitates
the useofboth an outersecurity ring and probably an inner
security team able to delay an}" intru der"

A rover! en try team must co:nsislof several individu als,.
each anexpert in his field . Among them should. be a Jock­
p icking ellpert. a sale expert,and OfW or more expe rb on
aLum systems in order to elll'Olte lhe actua l en try. The
alarm.~ expert-' must be prepared to manipuIaIeelec­
t ron ic loc ks and other ejec t r cmc .ystems such as lilt_.

Furthermo re, one o r mOff! """Jy~s c.apable o f r. p idly
evaluating any fm,.nd d ocu mel'llSand a t least one photog­
ra pher ,hould be p resent. The photogra pm.r mus t be
equi pp ed wi th sev eral cameras, bo th for co pying a ny
found d ocu ments , and, eq ua ll y important, snappi ng
Polaroid photographs o f the original appearance of the
rooms to be sea rched , in order to provide a pattern for
restoring everythin g to its original pjeoebefore leaving the
premise$.

Nowaday,- u was noted above, il i$«Immo n to we a
smaIl,. portable Xero% macJUne to duplil:ale any found doc­
uments.. Of rounoe, a sufficient supply 01 film.. JlilP!'t MId so
onmust be included in the equipment brought onto the
prernfies. Sometimes infrared plc)fop _phy tedmiques can
be used.asthese require tID visille light aoun:e.

The....sho uld a lso be an txpe'rt in opening leIte n-, u ptl­
ble of openingand~alingany type of lelterin a convinc­
ing way. This technique also requires a certain amount of
equ ipment. It might even be req uired 10bring an infrared

f1uorescenoe detection system in order to detect t raps on
_ led !etten Of doccmeus, or .lterl tiOl'l$to passports or-_ ..

FlnaJly. any guns or othe r D"lN.nS ot dealing with indi­
viduals intenupting O'J r>ot~ theenIly must be derided
upon. Everyp~ ofequipment. including radio tr~it­

Iem, must be tested and ch.!clo:.ed so thai nothing is found
missing afler the team. has en tered the premi5ell. Rad io
tr_ittrr s in perticutar might require a lest in thetargel
area before the ac tual op eration is initiated. The ra nge of
radio tra.ns:miltt'ts depends very much upon thecons truc­
tion of the bu ilding, as different bUildings di sturb radio
transmiss ions in different ways . It m ight also be a good
idea tobring a spa re Cil mera; a brokencamera in themi ddle
ofan operation is _ had excuse to psck up and go home.

During tht> actual entry. the p rem ises should be en tered
by only one ind ividual operative.1his is to ensurethat tN>
mlire group does not w alk into. trap. l'I'tftI lhis operative
gi\'es u... agreed upon signal, IN> rt'St of the group 'lO.i Ufol­
low him in.

There a re several way. 10 p....pa ff! for a cov ert e ntry
operation. One good way. a lready discussed a bo \'e, is k.
secure a master key. This i!. soeeumes possible in apart­
ments and office complexes , as the ca re ta ker genera lly
needs one. 'Thesame is true of ho teb. However, it is gerer ­
any impossible in villas and mansions owned by private
irxIividuals.

Anofber ob stacle mi ght be a n a larm sys tem. Such eys­
!ems, whidt frequently 5OUOd the aJarm because of techni ­
cal defects, wiU no t be taken se riously by investiga ti ng
police patrols or p rivate Sol'CUt"i1y COT1IparUes, however. It is
thrrftore pGlIIibJr, at frequent IiIl'Ie intervala O\'ft a period
01 several da ys or 'lO.-eeks, toHn IN a.J.um system di5cnoet­
Iy and thenquickJy withdnw from the iI'l'a without leav­
ing any b'.acn. Then. d u rin g the actual co ve rt entry, the
police wiJI be much Irss \i gilanl This an..-s theentry~m
a longerperiod of Iimr to do whal they came for.

Thismightalso be true ofan ordinary guard. During the
early yeiUll of tr.e Second World WI-f, Willis George worked
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for th~ omC!! 01Na .... l Intel llgen ce . A, was ment ioned
a bove, he plann ed and executed several en try ope rat ions
durillg these years.

During one of these, he found out tha t .. forrign consu l
had posted an armed guard in the private part of the ron­
solar office. Obviously, this made acovert search impossi­
ble.George therefore had to devee a rr>ellI1I!I o f getting rid of
the guard ""'ilhoo"l ex.p<llling hia own operation. The guard
had prot-ably1xoen p<lf;ted the rebeca~ the consulate ele­
vator operat or had bl!COlJ\E' sullpiciou, d.uring a previous
covert aeard\ in thebu ilding .
~ tinalIy decided to try to make the devator oper­

ator appear ridiculou& by caus ing him to behave in a seem­
ingly (l\o"ffZeiil1ous manner, If the COI'lSUllM.'l1tually decided
that the guard. was W'lMCl"S501Iry. then he would lilely dis-­
~ ""iIh suchextreme IflNSUn'S for prorectinghis otfK:'e.

With thiairl lIIind, Georr: onl:2~ mIft1.'d the build ­
ing for them putpOlOt 01 deliberakly making some noise
montel loaJerI tI'te ele..ater operete r, Thm he hurriedly
1eftthe~.

About half an hour LiIJe1', the con.ml arm·ed by Wi. The
e~atOi operatOl" had, just ... wou txpe(Wd., called for him..
They searched the o ff'Ce, of COl1l"W w ithoutlind.ing any
signs of an enll)'. The consul Wlt$angry and left aftn the
fruit lies.s search.

A kw nighl$later, Georp repeated wh.Jt he had done.
Ora "Pin" upon hearing iN lWIpidous noisJe the unIort\>­
nate elevator operatorcal\ed the ronml i:rnrned.iately_The
consul arrived, angry and tn-.d. of~~ a waUnl'd eYtry
other night,Onceaga in, their ......rch prod..nd no indica­
tions at all that an ertry had '-nallftnpted.

The"",1night. No theguard was no Jooger po6ted in the
office, Gf!orge and his team were.able 10 rortinue pn.-paring
for the actuaJ ft'try,

In this (I)tltel<t. it ahould abo be~ that the majority
01 all falge a1arm& tab place in the momi"" between~
and nine and in the eYtfl ing between five and seven, the
reason for lhisis that t"-areiN times wllm thtordinary
occupants ol the bui ldinp tum thea!ann systftn&oIfor on.

"

TIle po lice an d seriou s securit~· companies know about th is
and are therefore 1t'&S vigiJanl during frle.se hours.

Wher. on the premises during an illegal entry, the opera­
tive~ must thirtk ofmany things. Tht)· must not, for instanre.
use any wik'ts or water faucets. Thiscould lea ve tra ces and
make muse in theplumbing pipes . Smoking: is also prohibit­
ed.,of crout, as this leaves bo th t races lind odor.

Fina ll ~', when leaving the p rem ises after a conclud t'd
operat ion, whe ther success ful o r not, it i.s imp ortant to
check that no pjoce of equ ipment has been left behind and
that Ihe ap pearance of the ta rget b u ild ing is e xactly the
same .., before the en try. This mi ght requi~ polishing Or
even rewa..ing the floor., it the opeTillives have entered with
th..i r shoes o n. All finge rp ri n ts mus t be wiped clean,
whetherol'l d oors , w allJ.,o r office equipmtfll U a s.a1e has
been opened, the d ial m us.t be m;et al its originall'l"ading. If
the a partment co nt ains thick rugs on the floor, il mi gh t
e-o-en beI'ItCtS&olt)' to ' weep them upon leaving 50 as not to
lea-.--e;U'ly footprints_

It is neces&J'Y to realiZll' tha t noel)' ~w.ation is d.ifh>r£'T\I
from any other, &0 while the rules abll\'e~ useful, lMre
might be etber things to think of, too. Only exeeme dill­
gi'J>C1' and. urution can make a CO\"\'f't entry remain so .

"



C H A P TE R 2

Locks and
Lock Picking

L
OC k p icking can be defined Oi S lhe method of
o pt'ning a lock mechanism by the intrusion of
apec ial too ls other than the regula r key. Lock
picking is not ea"Y' It is , however. poss ib le to
open any lad without tfu.o, fIOP':" r key, but SOffil'

locks ale definitely more djlflCU..ltto open than others. In
tms cha p tel, we w ill look at the basic types o f loc king
devices and how they can be opened most efficien tly wlth­
out having i1CCl!S5 to the proper u,·s .

The reason lock picking is at all possible is that there ere
alwa ytl ce rta in tolerances bu ilt into the design of the lock.
The var ious par ts of the mechanism never fil perfectly.
There will a lways be some diminu ti ve empty space in
....·hich the lock-p icking tools can be irulerted.

An e"pensive lock ill usually, but by no means always.
designed and manufactu red with less tolera ncea than a
cheaper one. Less tolerartCl'Sme-an " sp.ce to irner! lock­
picking toob. A cheap lock is therefore almost olllwa)'5easi­
er to oper\. as then!- wiD be tolerancea largeenough 10 insM
whateve r too ls are required to p ick the lock. No lock is
absolutely pick-proof, allhough today thPn an! numerous
type$!two t an! extJenely dif6ruII to open. 11'1 !IOll'Ie CMeS, the
leve l o f d ifficulty i, so high that tht lock i,effectively
impossible to pick under fid1 conditions.
Howev~ iIS thl' price of the lock dictates tht qwnt ity

"
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locks, and vehicle locks will be desc ribed fully later in this
chapte r. The door locka need to be desc ribed in more
detail, however. as you are mOllt likely to encounter these
in the field.

There a re baskaUy tw o types 01eJllemaJ door loeb­
rial lod'.s and mortiselocks (fig. I ). Rim Iocls are surl~

mounted. screwed to th e surface of II door. They usually
ha ..e a lopring-opera ted. beveled latch boll that aulomali·
a lly sprinp~when the deer is 5hut to hold it closed.
The dooc is opened by tuming biol:k the latch usil'Ig a key or
an iJltemll knob, orby moving'" s liding handle. In most
rim bb, W latch boh is chKbd by • aaMy atch so tha t
the door ean alsobew.t without latching. Rim k>o::1:.s are
also kno wn as Iod<ing: bodes,

Mortise kcb mount inside lhe door,. litt~ inlo a 11'101­

1isr,0I slot, in the door's leading edge. They are therefore
vl'lY nut iIOdslightly stronger.H~, it is~y the
woodrather than the Iod that givelI w"y during " break-In.
5[) this means little. A rim lock isthnefort' mo recommonly
fi"oo to a thin doo r to prevent the door from being weak­
ened. For the same reason, the stapk' 01a rim lock ~·ill not
weaken tNo door frame, iI5 it is surface-moun ted. H DWe\o·er,
the staple itael£is only held by !lCt1!'W8 and can be broken
a way from the frame.

The simplest l im lock is the night latch. This is an auxil­
iary Jock with a spring latch bolt that holds the door closed.
The night lat ch functions inde-
pendently of the regular lock
on the door 8[1d canno t be!
deadlocked. The latch is
opera ted by a key from ,:::- _ _
Ihe outs ide ol nd the
knobfromthe inskle. 1n I
this kxk,. the spring bolt \
OU\ be pushed bed<. with
... pieceof f1l'Xib~ plastic.
{For~, _ the sec­
tion on Irolnsom entry,
donn, and d oor cha ins in

flp~ I . . . .. Io... t ( 11ft) ..~....-.._,..,.,l

• warded.1ods
• IeYer tumbler Iocb
• disctwnbler Jocb
• pin tumbler locks
• tubu..la.f' cylindft'loeb
• rNptit: locks
• combinatiolllocb

• luggagt' loeb
• padlocb
• vehidfo Iods
· mo~lods

• sur face-mcented auxiliary loeb

The las t two ciltegories are the tWll general shapes of
door locks. Tbey ran be found all over the world. Akhough

_-r--__. these gen er al t ypes con tai n
numerous design , ·a riali llTlS,

all loc ks encountered wil l
fall with in line of these
groups, w ith the excep­
tion of those that rep re­
sen t a me lding of two
difJu ent Iypes of loc k­
ingdevDs.

~ Luggage locka, ~-

Locb of the types mentioned above appear in the fol·
lowing shapes:

thai can be sold, the vast majority of rccee are fairly cheap
and conseqceetly easier 10 pkk open. foT thill reason.. there
is . Vl!ry good chance that lhe lock encountered during .
milBion will be (lIlP of the cheaper types.

The devices usedas Iockll today (lin be divided inlo the
following~ types:
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auxil.iafy locks.They include dead lalene, (loeb 1M! can be
automatically or manually locked against end pressure
when projected) and s urface-mounted cylinder locks used
sepa ra te ly Irc rn another lock unit. Door ehalns , !Ourface

bolts. and chain bolt' are also usual­
Iy counted as surface-mounted

auxilia ry locks and w ill be
described in bter chapte~_

More a dv anced rim
locks, such as the ones
wilh .ln . ulo mUicaUy
d6lldkw:kiJlgLurn (Olu lo­
m.tlic de;ldlod) or ..
marllully du dl ocuble
1mb,,~y'hlIna spring

Cha pler 4.) Anothe:r method is to break.a small adja cent
wIndow In order to reach through and open the lock from

_----~::tlle inside.
. Tn practice, most s imple rim

locks nowadays have a dead­
locking mechanism, cper­

ated by a small thumb
piece from the inside.
which p revent' the
.pritlgbolt from bemg

""""' bod.
There are al,o other

type$ of SUrfacHnounled



bolt with a mechanism that p revents the bo lt from being
foInd back when the doo r ill shu t. The internal handle can
then be dead locked by using i key, eitm &om i:he inside or
the outside. The lock Clnnolthen be ope ned except with a
keyor byprlitlg it .

Rim locks are usually operated by pin rumbler cyhn­
ders. A mortiroe lock. howevet, is eithe r operated by a p in
tumbler cylinder (fi g. 2) or by fla t levt't s in the leek case
itself (fig. 3). The levers . re of d ifferent he ights tocorre­
spend 10 the cu ts in the My. lhe " >;Imber o f lever tumblers
dderrnitoe$ the~tiIy level o f the lock. The more Ievers
there are. the greater the n>;lmber of key variat ions and the
moIl."~ the Jock. Five-lever Iocks.re common. but in
manycountries the tliM- 1evt'r lock is oons idmood the stan­
d.udtoday.

Somemortise klcks ,",so rely on cy lindt'n. if the owner
wants to N \T the~ key for opetiItiJls both the front and
tbe back d oor. fo r inst.nce. Lever-type mort1w locksOln
aoo be designed to have k1mtici11 by$.of~.

:'110 part of the body 01 • mortise lock ill \isible whm the
door is clowd, as it is concealed within I"" door. For this
IN5oCWI" the mortme Ioct is ga wmly not fitmi 10 doors 1t'sE.
than 44millirnett'tl thicl-..

Tht'Il.".re bu ic. lly two Iypft of merti se locks: the
key-opented dead bott and the two-bolt mortise lock. or
aashbolL

A (\,eM bolt ill alod boll that has nospring action. For
this ruson,. il is .twl,. lIct\I.tt'<! by.to b y or a tum knob.
This lockis. true dNdJock.A -n.bofttw both. latchbolt
and. deadbolt .nw I.ttdl boll is. bfl't'1ed. spring bolt that
Is operated froln rithn side by tht' door handloe. while the
dud bolt ill opet3ted by theby. Two-bott mortise Iocb aJl!

often fitted on back.nd s ide door, . whi lt' key-ope rated
dead bolls.re fitted to front doo rs. The dead bol t Cilnbe
operated from the irliridt bya ttnunb pie<Jo.

A deadlocked mortise lockcannot be opened from the
imide without. b y if it M bem Iocbd froln the ouillide.
The rea90n is that the bolt c.annat be withdrawn into the
1odr.00000~thekey is wwd lM' the lock ill pided.

WARDrD Locxa

~- t;p.. t . 0.... fJrr a/ o" "
,..~ ll -.

Warded Jocks w e re fi rst inve n ted by the a ncient
RomaN. The warded lock rel ies on one or more wards 10
protect the in temal lock mechanism. A ward is a protrud­
ing rid ge in a lock or on i key des igned 10 permit only the
correct b y to be inserted in the lock. Wa rded locks all" of a
fairly simple design and ca n be round a ll over the world .
The y a re st i ll used in d oo r locks in o lder areas o f even
lI'lI"tropolitan cities such iUo Ke w York, despite the fact that
they are \'ery insecure. They are also coeen oe in old pad­
locks. Studenllocksmiths frequently use these lod.s fo r
p racticing b.:k picking.

Warded door loeb aJl! e ither of the rim or mortise type.
Both types of locks operate on the same principle. The sur­
face-mouru~rim lock i$ general ly even less secure than
themorti:oe lock.

Normally~.IT two interior w.ud, in the lock. po5i­
lioned dire:tly.aetOlll fromeadl othn One ill onlheinsidt'of
theW\'l'l; whiletheother is OD the inside of thebilcking plate.

The key Ior.to w.uded lockill CUi to CUtrtspaid to the!tin­
gle OT mul tip.lewardllthat ha.ve been de$igned in the Iod.
The key w ill only C'OtI'lt' in rontaCl with the 0lCIuaI Jod.ing
meclw\ism .lter it has passed aU of the wards . Thm the
rols on the by wi1l lih the jever to the correct heighl and
throw the dead bolt into the locked or unlocked position.
~ longas the dead bolt is retracted. turning the doorknob
wiDactivall' the spirodJe and l"elN.w the~

Thewards.re of thl'ft possible Iypes. One type of side
...ud is dl'tl igne d to
aUow only . key with a
5101mil led on the~ge

to pus (fig. 4). Anotht'r
type is designt'd instfoad
to.Dow only. by with
the s lo t milled on the

~B&E"
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picked w ith a T-5h aped lock p ick, of CO\lrse-.
Nowa days many lock manufacturers tl Yto raise the

security level o f their w arde d locks by adding another
spring latch with a ward between them. Then a do uble­
headed skeleton key can beused. Theprinciple remains the
same, but this skeleton key is designed to handle that extra
com plication <Ill well.

A good krlsmlth with plenty of lime can make a dupli­
cate key 10 the Iockusing th e technique known as imprf:!l ­
sioning. This is the method of determining the shape of the
kE')' by simply studying the lock from the oullride. The lock­
smith will insert a key blanlsmoked by a candle inlo the
lock. A by blank ~a key tha t ILu nol ye-t b een cui o r
shaped to operate a specific lee....~ smoked key blank,.
when n truded. win show several SIJIall marls where the
candle bLock hits been reJno\'ed_These m.rb w ill tell the
Jocbcnith wru.t cuts to ....b . where tom.ke them. and
now Oeepthey 1IlUStbe. This is a I3irly lmgthyproc-.and

"'- So '"--~of
.Y......., {loft, .." Iff"
... . 4 I"pll, , ....1. 1f..
,.,;/hol ... &odI ft<h.

etde of the by to pass (fig. 5). An end ward, finally, will
only allow a keywith a sJot milled on the end to pass (fi g.
S). End ward, are commonly milled on both ends, M the
key then can be used from bothsides of the lock.

Side wa rds, at wast, can genetallybe pa....-d successful­
ly by irulerting a skeleton key-a key tNt has been ground
dow n on thes ides 10 become thin enough to bypilS& tbese
wards (fig. 6). Such a skewlon keycan be helpful in open­
ing the Iod:. although this is by no means assured.Sb-iPton
b yscan be boughtin Y'alil"ty stOle,. bul getlerally not from
npulable lod w nith$.. A property 1I'IoI~sbleton by will
oper;lte ahnosI any ...~ lock whose keyway aa:eptlI it.

AD IN ward CUb in • sbleton key have beee opmed
...pllO that only the tip that is necess..aty to operate the
l.atch 5pring Mm. 'ns. Mosl warde-d locb ColIn l iso be

"
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LEvu. TtJllfSlH. tocas

It reqctres some sk ill. Neverthele ss, i t is so metimes
elllI'emely U'leful,. as theprDO!M will provide the entJy tmrn
with • true ccpy of thoP by tIwy need to use.

Because o f thrir simplKity, waorded Iocb an!' u 'l)' N Sy

topick. Sometime5 a pair of wires willbe suffu:ient to Uge as
lock picks. In tha t "ue, one of the wires will be used for
throwing: tho! boll, while thoP ot:hlor is used for olIdjUlitirq; the
lock mechanism to the proper heigbe for the bolt 10 be
l!lOIl'ed, if this ill required.
~ main difficulty in piding . ward ed lock is 001to

noegol:i.ale the fuw w.udt tha t»e obstJucting~ pick.but 10
find the correct set of lock picks. H~1l' i l is important 10
have picks of the correct . izt. Ali was pn!'v iou.ly men­
lioned, slu?le ton keys an!'oflen easier 10 u se . Precut b lank
keys a re then-fore often used for this purpose instead of
regula:r lock p icks.

The leve r tumbler lock, or tever Icck, was first ln tro­
deced in the eighlffnth cen twy. These Iods ,Ill' stUicom­
mOll in light .sew rlty roles today. They an- often found on
dtsb, lockers. uWlbollell. bank deposit boxes, and similar
objects. Howevec now a modified. much~ pick--resis­
tmt variety of fur Inn tumb," lock is abo in worldwide
use as I high-5ecurily m ortise lock.. In thill cue, the lock
mighl: use as lTIilny as I\irIt Rwts or mere.

It is very imporWlI: 10 rt'i1lin that although the se<:UI'ity
Ie\'el of the minor jever tumbler Iocl.se tower than. for
inlllaIn', the pin tumbler Iocb des... ibN below, the wcuri·
ty level of the IIlOIfued lever tumbler locks is gt'i .....Uy sig­
nifV;antly~r. Thettl' locb an:- difficult to pick.

A lever lock (fig. 7)~s of six basic pam .These ar~

tbe cover boss, th e cover. the trunnion. th e lever tumb lers
(usually two, three, five, but sometimes six, twelve, or even
fourteen in deposit ooll locb), lhe bolt, and the base. The
lock is opera ted by a standard flat lu?y. After the key has
beeninserted into the kick. the key is turned. which causes
the key culll to raise th e leve l tumbIns to the correctheight.
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One tumbler !endslo bike up most of the lrrI&ion, and
thioJ is the one 10 work on first. When this lumI::>ler is raised
to the r ight position 1m the bo lt Slop 10 pus th rough the
pte (not too higt\.or it will be impllMib1el, you ",,'i.ll fe.eI the
tension from the boltuUn. through YOUTWTendl.as the
bo ll i1l1empts 10 forc;e itll way into the r;..tee. Thi!o is the
point at which to slop, and then repeat the pmo::ess with the
lIover tumble{ next to the rai!lled one. When ..n levers have
reao:tIIl!d. thispoint.you Ciln Sridwbolt 10 pas' through the
gatll'S by sh ifling tlw lo rqu.e wrench agawl il. Thi !o will
open the lock.

If the pressun! from the torquew n.'ndl is relaxed at an y
tUne during the proc-.alllevflS in the rai5ed position will
drop b.tck.lo thei roriginill p l»ilions . Therefore. alw..ys
keep_ p ressuAl' on. HO""·ever. take care noIlo raise the
leve r tumblers toohigh. or tMy wiU be ra ised above the
unlockedposilion. ADow the tumbler 10reta in it!o d r;,g.as it

~IB&£

As the lever' are I"/Iised te the coned po~;tio n, Ihe gates of
Ihe lever tumbler, w ill align a nd release the bolt. The bolt
slop is al lowed lopan through the gates from the rear to
the front or vice versa; this will unlock or lock the lock.

TIle lever tumbler gares m use be perfectly aligned,. or the
lock will not funct ion. Th.ilI enxances~rily, as the ke}'
must bl"eul pE'rfedly.

The Uoy 10 a lever lock l' a lm06t invariably Aat. Here,
too, an experie nced locksmit h can milke a new kfoy by
impressioning. The Pf'OCUl b much more d ifficult, ho1<,.e-.' ­
et, lhan. was tbe case with the wa rded lock. rU'Sl ofa n, the
locksmi th must do what is geneJ"aUy knoIo.n as ~"",d i~ the
loc k..- Witha reading lool-simply a slightly bent (for a
view of W tumblers), Sl:ifflmgth of w in.', ilbou t 1 01" 8 [ftl­

timeters long. with a ....ooden tumdle 10 make it easier tc
hol~can probe the I\iIrrow lock key_y. This will give
him _ m. of how loC"Utand W'oapethe key.

The locksmith will ihen U~ the positions of the leV"
saddlu, the part of the ~"er tumbk-rthal is in dnectcon­
I.ld with the~, AS~ clee 10Ihe design of the lock. The
widnlhe saddle, the~r1he CUi on the key. Thi, p ro­
cess bikes considenble ,kill olftd long practice.~ a re
also loeb thata~IlyhoIve the &arne saddle width on
each \e<...... lhese.re ""eon morI' difficu lt to read. Heft the
lod:smith must atk'ntpt to <w1et mDIIl! Ihe design by finding
ou.t how ltighhe fAn raise the vllrioul~

In order 10 pick. .. lever tumble1' kd. bf-gin by inserting
the lOnfue (or tension) w,eod\. This is I. special devQ used
to applypr~onI. Jock. whi~ its tumblers are bPing
manipulaled wlth thepick.

Push the wm"dl to the lowest point within the keyway,
as this will give the pick ma>cirnwtl. ....ock. spaao. Locate the
keynotch in the un~ide of the bolt and apply pressure
(fig . 8). ThP bob stop, wllkh is affued 10 the bolt,.will now
bringp~on the Iumblnl.. By f'l<erting p~ on the
lever Iumblft5 with the torquewrE'flCh,. you am. rnanipul;tte
theInwith tbe picL Thrmore, insert the pid inIo the key_
way. The leve n must bemoved in to polIilion for the boll
~ to O'IOVe lhrough the lever IumbJeq' s;ote:s.

JO



have a rectangular cu tout in the center. w h ich matches a
no tch on tile by b it. The disc will also ha ve one o r more
side projections.

This type of loc k emplo ys a ro ta t ing co re . a nd this is
w hat makes the d isc tumbler lod look s imilar 10 the pin
tumbler lock. The COIP is ca.'ll so that the tumble1s protrude
Ihrough. thecure and into slob on the inner d iametel of the
cylinder. M Jongas thetumblenare in placE-, the cufewill
be Iocbd to lhe cylinder. The u y, when~ mt o the
lad,. wil l (a~ the tumblers high enough 10 cltu the Jm.·er
cy linder slot.~ymust not be raiwd so high as 10 en!@r
the up per cylindfr slot. ho wl"\o'er, as th~ .... ill ana oIgain
lock the plug in posi tion. When the tu mble rs have been
Tliseod to the f ight position, the p lug is free to rotate. Thi s
wiD Of'"'Ile W boll.

The key to a d i5c tu mbler lock looks like a cylinder pin
tu mbler by, but il is usually ~malla_ furt hermr-, it will
oI l....oIY. hol Yefiv e cub, while a cylmder p in tumbler ke y
might N \'e six or so:>ven.. Therefore, the disc hllnbler lock is
notwry ,eo lle As every iodl has no more tholn five tum blers
.nd each tumbler cu tout ha s fil·e possibl~ positions. the
design teclmically allow, 3,125 d ifferent key choln&"" In
pt"actice, however, sam" variations are ilWppropriate, so this
lNves us with only around 500 different key changes. Some
disc tumbler locks used in olfiCl':'. for mltance in desks, are
even simpler. with only200 pu;sible keyvariatiool .

Here. too, an experienced lccksmith can make a key by
impreeekmlng. First. however. hemust read the lock. In the
case of disc tumbler locks, this ilIlaidy easy. FiJ'!Jl of all, you
mUlt makea reading tool from a stiffwire.1nllert the read­
ing tool into thelockso that youcan observe the discs with­
in Ihe lock. Raise and 101"eT each d isc by moving the 1001
until youcan seethe generalposilionsof aU of them.TIm 1<;

gmerally not d ifficult, as~ are onl y f~ variations of
thedisc tumbl2B (fig. 10). and their position will giw you a
ger "" ral ldea of the profUe 10beUSIed for the key.When this
is d~wnnined lhe by can be impreSll ioned in the usual
way by in8erting a blad<ened~

Disc tumbler locks are often USoed in offioes. Thrir con-

is raised, all thts will help you fH'1 through your torque
wrero.:h when you havereached~ right pDlIition.

Simpler. desk-type lever loeb ha ve two parte that mU5t
be moved in order to open them. Nahlrally. the lever mU5t
be railol:'d . bu t the bo lt must abo boe opera ted 10 open the
lock . This un be eccomphshed most easily with an L­
wped leve r pick. Push back the !eYersand coatch the bolt
by turning tb! piduntil you find iL II is~1iJneS helpful
to peer into the lock with thehelp of it fLWilight.

Levee~d d isc tumbler locks are related in des ign,
although they " 'ere invenh-d at d iffnt'flt times. DisctuJn.
b," Iocb~commonlyusedin garagt' and lr3 iler door.,.
bu t abo in many typ es of cabinets,. d esks. padlocb. older
wnding m.acflines. and a n. Thrge locbcan be recogniud
b y Ih e faci tha i the first flat disc lumbler can be seen
IIvoug:h the keyYiay. Disc tumbler Joc:b areaoo sometimes
kn own as walE-r tumbler loeb because the tumble l'$ are
shaped lilewa~or disoi.

The common disc tumbler lock is generally a~ secu re as
the lever lock.. but less secure than a pin tumbler lock. They
are sim ilar in appearance and in the broad principle of
op eration to the pin hImbJer locks; however, the internal
design isquite different.

The d isc tumblers are flat circular or oval-shaped steel
stampings thatare arranged Hide by sid e in !lOb in a cylin­
der co re. or plug, within the lock (fig. 9) . Eve ry disc will
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s truction is usually fairly simple. Sometimes a airnp le slid­
ing-bolt lock w illbt'used with thP disc: tumbler cylinder. In
t~ locks. the bolt illgrooved to a<::l:q)1a pro;echon on the
t>ack of the plug. 1he prciection engages the groove and
convert. the rotary motion o f the plug into redprocaling
m ot ion. opening lhe lock. In some of these locks (t he
stronger GIleS). the bolt-actuating p in is t"U1" part o f the
phiS (fig. 11). In this case, the plug can usually be re...ased
willi. probe wee. Loeb of tl\i s type oUt' ofte n fou nd in
drIwvn ardubinets..

A $l.Indan:l disc tvmbler lock (i.e... eee tN.I ...., iI singlr-
sided k.t'y) ea.1'I be opened with the.s.llN'

~ picks tlIat are teq\I;",d for.a pin tumbler
~ loc k (these methods wi ll~ discussed

below). The disc: lumblPr lock.loo, Cln be
picked by bouncing the tu mblu 10 the
Sjlf~1.I l iDt'. The shu l line i. the space
between the cyfinder Vld the p lug of the
lock cylinder. U$UaUy iI rd.e pic k is uM'd
far this pwpose.

FIr- n . s;.,.,~ TI>e bounce method illdef.rnt... ly the
Ii« .......ln lod. besl for picking double-sided d tsc tum-

b1erlocb. This is a lock in whkh the le ere

d ill: twnb\@rs protruding through thecore in both'idesof
the qlinder (fig. 12).SudlIocks,1l\'abo i.irly COIl\D1OIlilnd
:JOmetirne$ m:JU~spo:riaJ lock picb. Tht import.mt thing.
~~ not the pick. The pidit't prccedcre j, thl! Iepl­
iIIr oN, although. it has to be repeatrd on both~ After
the top disc tumblers have bftn IOQtrd .nd moved to tho!
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unlocked pos.ition,. repnl lN pn>re58 with the bottom Ofle$.

Do not forget to insert W lot'qUf!w~ into 1Mbyway
nod apply a slight prn:nlft to tbe cere as the pid ifpulled
M

The pin tumbler lock wu finl invented in ancient
Egypl. The sameprinciple WilS used much later in the weD­
known Yale leek, introduced by Linius Yale more than a
century ago. Today thepin tumbler lock i50ne of the most
common~ of locks in the world IIis used far both resi ­
dential and office bui lding lockll, 8 well u innumerous
other applicahom.

A pin tumblet-cylindet Jock is so nmwdbec:auseit mws
on pin tumblers. Pin hunbleB arl! small alidingpins in the
cylindel lhat work ",gainat coil springs .nd prevent the
cylinder plug from rotIIing until the correct~ if iruIl-rted
in the b y"" Y. Fully usembJed.,only the plug of the lock
(the faQ' of its rotating cylinder) can be seen. Leeks of this
type are gel'lenlly more secure than the previously
described locking de vi<:es. They can be recognized by the
tirst p in Ihal can be seen through the keyway. Even the
erear point of the pin GUl sometimes be seen when looking
imlllw byway.

Thepin tumbler cylinde1' is .. complete ly sdf-eont.\ined
mecha nism t:hal canbe used with a very large- number ot
kdsm. TheNsioc pmaof thepin lumbletcyfinde£~ the
cylinder c.se or sMIl, the plug or COrt (the cylindric.a l
mecharti$m housing the key way),lhe byway. the upper
pin chambers. the lower pin chambers.jhe springs, the
drivers or toppins.and the bottom piN (fig. 13). All parts
oJthecylinderare housed by the cylindercase.

The plug is the part tNt rota tes when the proper key is
Inserted inlo th e keyw&y. The drilled holesaCToas the
length of the pJug can vvy in rwrilet. but tto.-~ usual­
ly fiveor six.~plugs have ,u few /III Icur cr a:s many
as 1e\'eJ'l holea. These ho~.IIre callrd thelower pin d'IoUn­
bets. as they NCbhold a bottom pin. The upper pin et..1f\-

"
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bers alt" the COll e$)XInding drilled hole. in the cylinder
case directly above the holes. in the plug. They each hold a
s.pring and a driver;

The springs and drivers a re usually of the same lenglh.
The bottom pins, however, are of d ifferent length, as they
are d~igned to match the depth ot the cuts in the key to the­
lock by being r.tised 10 the shear Iini! by meansof the culS in.....,

....,.....ver there if no key in thekqway. ltV'springs ..;U
J=M the driveo.pilrtiollly do\l\-n into the plug 50 \h;tI it win
not rotiibe. Asthrplug.almody holds the bot lom pins. the~
is nol enough JOOJD to &1Iow mOJP than thr lower portions
of the drivers into the plug.

In order for the plug to be able to rotate. there is II Sf"l)/I ll
amount of space between the plu!; and the cylinder ease.
This space Is called the shear line. When a proper key is
inserted, it will force the top of all the bottom pin!! and the
bottom of all the driven 10 meet al lhe l hear line. Then.
finally. the plug is free to rotate 10 the open position.

The plug is genrndly IllKhined with ",lhoulder at ib
fo.w.ud 1I.lrfarp. which mates with;ll recns in the cytindtt
If this is not the case, howe\·el. il wiD be possible to open

"



"

A ferier pick should beU!A.'d to rai~ the pin to the shear Iilw
(tig. 15). Becarrlul not toapply 100 mud!~ure. ~"t.'I",

as the pid< ther1 ,..; Uraise the pm above the .hear linernlher
t/\an endly to it. H l1'Ii, happen~, the pin will CDmpletely
block the atlemplto pick the lock open. Furthermore, the pin
cantheneasilyget r.tock at the wrrng p~.

Before you attempt to ra ise the pins, inse r t a torque
wrench into the keyway"The reason for th iB is tha t moving
the wre nch slightly to tbe left or right willhold the drivers
t ight against the plug. Then insert the pi ck lind, 'i'!'hen a ll
the pins are raised to the proper position, use the wrench
with just the right amount of pressure to rotate the plug to
the unlocked posit ion and op en the lock .~eve' use to o
much forc e . Usually only a delicate bu t fi rm touch is
~iNd torotate!he plug.

II is, of COW!;e,diffirultlo first raisE-,and then keep allot
the piN at the shear line. Butlhe fact INI the cylinder p in
holes in Il'lOSt iol:bare not perfectlya ligned he lps the oper­
ative to hold onr pin at lhPshear 1inewith the tension from
the wrench whi~ working on lhP nextonewith the pick.

The fi"t pin to be rai !ioE'd should preferl b ly be the
longest. This is usually~ tumbler that tU.es u p most of

Ire lock by shimming
the pins with a &trip of
spri ng stee l. This
would force the pins
ou t o f engagemen t
and allow the door to
be opened . Contem­
p orary locks do not
gene rally allow this,
ho>o'n~

The pins and the
d rrven w ill usuallv
ha ve .. broken profil~

rir- 14. Hi&,'-_~ "',lwn. s,..-' so a$ to make the lock

- RtffJ-'" .- .... '--fri&*tJ,. more difficult to pick..
A d r iverwilh a bro­

Un profile will generaIIy hirng up bE-fure it paMeS the w ar
lil'le. A lod with s ta nda rd cy lind rical drive rs is conse­
quenlly eas ier to pick. For this I'USOn, ec-caljed mushroom
a nd spool driveB are-fairly common in pin h.tmbler locb
(fig. 14). Mushroom d riven are m tahroom-shaped. A
muwoom driver will interfeno with picki~ the lock,. u it
will engage with the notched cylinde r she ll when you
attE'lllpt to raise the pin to the§hear line. TI'le spool driver
works in a similar way.

It b also possible to impression a key to a pin tum bler
cylinder, The methods are different, bcwever, than for the
~iou~ly mentioned warded, le"er tumbler, and diec tum ­
bit'!' loeb. The main o:iifferenre is that thekey I:Unkcannot be
Sll'IOked.. I ! theSIXltwould wipe off when thekey was. insert­
edinto a pin IumbJercylinder. The locksmith mUlit therefore
depend iNtead m the!llllaD IIWbleft m the ley blank i!M'lf
~ il has been exposed tothe pintumb~, Fe.- this IN5OIl,.

it is bestto poIOO theley blank thoroughly bl.oKft it is insert ­
ed the fir5I time.Thetiny SO".tdIes you~ looking forwill lor
impnMilv to_otherwise.

Pding a pin Iumbln- lock I'f!quirft the ability to deter­
mine when the cylinder pins h.<ove reached the . he. r l ine.
ThiI can lor felt through your looiI 01' heard as a minute did.



..
rlpn> u , "...,«tiN ;"_ _ ... ~

t-tJ/Ioi~I)'<JI-

open. This is not rerommended, as some lock! will bedam­
aged. Anothl!r poinllo coN id.., is that Im're ly forcing the
pick rap idly in end out of tn.. tylinder {raking) will only
bounce the pins above the *'ear line. Delicacy is required,
50 if you do not have sufficient s kiD 10 pick the lOCk open. I
would stron&IY ra:omrnend bountiog instead of raking-

A ,.~womcylirdft', tsp.'CiaUy Ot\l' with jccee p lugs, is
frequttltly quile easy to opt'n w ith the bounce 1l'I"oo<L
Make a trw attempts before )"011 try 10pid< lhe lod. 1ffour
or fjv~ Ities d o not open the lock, howev....., it is probably
be tte' to Slop wasting time bouncing it.;15it wiD not open
in tI'ti5 way.

It shou ld be remembered that some types of 1'Iigh-w<uri.
I)' klcu are moch more d ifficult to p ick or impwSl'liOtl than
ord inary ones . The Medeco loc ks, for instance , are ,'ery
plck-reslsraru, as they a re based on a d ual-locking prind­
p ie. The rotation of U1e p lug in sucha lock is blocked by the
secondary locking action of a sideb~ r that protrudes into
the cylinder case. The pins have a slot along one s ide, and
they must be rotated 50 tha t this sJot aligns w ith the legsof
thetoidebar.The tips of the bottom pins a rechiw l-poin ted,
and they are rolale'd by the action of the lumble r spring
_ ting them on the tom!Sponding angIecuts on the key_
The pintumblen must therefore be elevated to the h ar
J.in~ and rollltt!d to 1M COttPct angle s;m\1ltalWOU5Iy, to
a Uow the sidebar ' s legs 10 push into the pins befott!the
plug win tum within thecylinderease.p;ccng suth l Jock
successfully in the Mid u ~ralIy not likely. though it
mightooru:eiVilbIy go.....eD unde' bboratoTy mnditions..

MHlero cylinlkn and e ther cylinders of $imi l/lr res;,­
lana! /Ire 1.150 p roh>cted from physical alliltu. ind uding

wrenching: and drilling. by hardened,
d rtll-restst ant steel in!lerts in the

lock. Two ha rdened, crescent­
shaped plates within the cylin­
der case protec t the shea r line

the t"",,;on. &girming with the longest pin aiMl allows the
loc ksmith to progren from the smallest amount o f pick
movement up 10 thepatest. When picking the lock. YO\1

will notice that the p lug will move sl ightly for eve ry p in
lhat rNChea the shea r line. Remember that thismOVl!'Dlent
Catl.I5o ~ ~ll throu gh the to rqw' w~ l1tia maus it
et.5ief to notice whm a pin has beft'l raised~fully.

Ifone of the pin5 is ni5ed above theslw.r~. fO\Imust
release the te:raion and st.ltt aga in. teu tension is then
~ whim yo u make the ~newHia Ue1npt. lt is very
difficult to judge the amount of pressure recessary to raise
the p ins in a Iock. uf'vm two Jocbof the wme ty~c.m
react ina Iotally different ......y. Anexperienced locbmith
will vary the a mo unt of pressure from lig ht to heavy,
dependlng on what ill requ ired. Thill is more easi ly sa id
thandone, of cou'5e, but experience will help.

Mushroom d rivers, when encountered, prettenl a specia l
p roblem. It illeasy to de scribe how to p ick these Loeb in
theory, bu t a large amount of practice :isrequired to do it
lIUl:USllfully on a consistent b.isis. The secn-t lies in feeling
the exact momen t a t which the drh·er is t'1\gaging t he
notdwd cylinder, but before it berooJuo,srompletely stuck.
Atlhia point.5IigldJy release thep~ on the pin before
you oro:eagain at!lempt to IIIise iL With any Iud. thedriver
....-ill haw slipped b;oc;k 50 that you. an now rai seit sttaif;ht
up until it is above the mushroom-shaped trap. When the
pin" aafely raised to theunlockedposition, immediately
iJ'u:ru.se the tension on the wRTd> 50 !h;al it will not slip
down again. Somelocksmiths use a spring-loaded wrendl
for~purpose.

Anotherway of piding. pin tumbler Ioclr. is 10 use a
r/lke pick or a d iamond pkk [see Chapler 3) to bounce the
pins to the shut line,Thi.5 pr~Sll consists of inserting the
pick fully and then quickly withdrawing it while .pplying
light tension OIl the plug, This motion often throws the pin5
apart becauseof inertia. The /lre.il at the shear line will open
up , permitting the pmg to rotate. This technique does no t
work on aU types of locks, however.

A rake pick is somelimea abo used 10 rake the loc k
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As is the case w ith the s t~ nd<l. r d p in tumbler loc k. the
plug w;J] rotate to cpeeate the cam ....hen aUthe seven or
e igh t pins in !he plug have been positioned at tM s~<I.r

line. A tubular key hilS a hollow.cylindrical-shilped blade
th<l.t h.i.s indent.Jlions a round its ri m. There are uwally
sevenor eightindenla~. corrrspooding 10 the number
of pil1ll in the lock.. Exactlyas in an ordtnary pin tumbler
tad. the pin tumblen will be pressed in position by the
C\lt of the key_

A tubWA:r cylinder lod. can be p icked wi !h it trtralght pin
lINt • thin but~ h:JrqUl'~ (fig. 18). It ..not
easy, however. as you will generlll.ly have to pkk it _raJ
timet in order to eccompleh the unlocking radius 01120 10
180 deg rees. Another problem is that the cy linder will lock
after it h.1s been turned slight h·. Furthemlon", if thelock is left
OI'Ily partiallypid<ed, the key~not beaN... to open it unless
you pickit bockto the locked positioo. This wiD usually take a
considerable amount of time. Another opt ion is to use a spe­
cW tubular lock-picking tool, suchas is used by regu lar Iock­
. miths (fig. 19). Many locksmith5 will net bother with this.
hOWf"VE'J, and inlItNd simply drillout It...Jock if theby il losl

•
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'I'uBu1..A1t 0rusOER LOCKll

TIle tubular cylinder lock Is a variat ion of the stand ard
pin tumble r cy linder loc k. As the latter locks became
" trel'l\lely popular. that popularity very qu idly " tended
10the tubular cylinder Ioek a.s well Today lheow Ioeu aAi"
generally relied upon as high .e :urity loeb•• nd ;IS they
are very dependable for thei r p rice range, thf'y can be
found anywhen in manyro~, 5UCh as key-in-knob locks
and deskIocb. y~ othrrcnmmon variationsarethe cylin­
der locks used 011 coin bous. many coin-cperated washing
machinfol , and nu meroul mode", vending machinu.
Urger ,,"t15i0Rl~ 1dIrd as p rotection on .... torrw:tic It'Uer
lNlChines and in:u:neba nks.

One other important applic. tion for the tubW. r cylin­
der loeb is alarm SysIt'Dl5. llv:y might be used to protect
the control unit or act .s a keyswitch to the~tire sys tem.
The tubular cylinder lock is . real p in tumbler lock that
basially wo rkslike a.nyo rdinary pin tumble r cylinder
lock. The lock and its key are tubular. however. and the
p in tumblers all' arranged in <I. circle (fig. 17). In th is
<l.IT<l.ngement,. ~ ll of the pins can be seen from thlrovtslde.

~BlrE

and the sidebar, while hardened. rods within the race of the
plug and a baU bearing in front oh he s:i~bar protect these
a.-eu (6g. 16). 1laese iruloms • .-e fa irly good for p rotf1'cting
the lock cylinder IIgainsl dril ling. bu l ofrourow the door,
othn parts of the loc k tel. o r even the wall, might still be
nsy 10~by physil:aJ.ttlJck.

High--security loe b are genf'rally more resistant 10
impldSOOing than ordinll ry loeb as well Anothn future
o f ma.ny high-security loeb is that the Iactcry usw.aUy
INWIlm. control. of the key system.~ owner must pre­
sent a.n LD. card .and signa spedal ord.-r fonn to obllin
plJ3 keys-These~. often knrno.Tl as - regwf1!d-uys,
cannot be manufaclu,w without special equipment, usual­
ly available only in a p nce range prohibitive to ord.inafy
locksmiths. The b y can therefore only be copied by the
lock manufactuTer or its authoriz.ed affiliates.
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5perialized veh icle lock. In fact , it iSll variety of the diec
tu mbler lock.. Sidebarlccks e re commoely used for igni­
tion. door. and trunk locks.They are rairly simple in con­
struction (fig.20).~ are d isc tumbioon w ick the lock
with V"'lIhaped notches in Ihm Wl'$. When trw right key is
inserred and engages the twnblers. trw kry aligns them roo
~I the spring-loaded sideNr moves 01.11 ollhe cylinder
100 into the plug.The plug is m e to rotat e whm the side­
Nl hots passed the shear 1int. whichwill tmb::k trw lock.

Although the construction of the sidebar lockis simpIP,
the sidebacmakes the lock d iffinllt and tirne-<oRluming 10
pick. There is lI O way to derennme when the , ideba r wiU
fall in place, all it is impossib le 10hear or feel the tumb le..,
align wi th the shear line. Here expenence ill necessary,
unless you want to driUtbe lock open. Tben an L-shaped
win! can re use d to put p ressu re on the sidebar while you
rake the disc tumblers into place. Such a meth od will , of
course, leave very clear marks, proving that the lock has
'hem tampered with.

veccie L()(](s

f;P""9. TIdPool.. Id.poti,, _ .

The tubular Iock-piding tool iJ .. hybrid thai picb and
Idsu" Iorque ",-rendl.,h U~ time. Ad1.wIlv. it d oes not
pOd; 1I~ mum asit imp'.....6 thelock. The tooliw.~ WWI'I or
eight (dq:>erldingon the~of led) steel. fingers that ildjust
them~10uwuspo..:1 to thecut dI!pth atthe oripNl key.
~ fuog€lS~ held in pUa by • robber &Ieeve or i I trong
rubber bind.~ robber bIlIRd will be tigh tened. or .another
l"\1bbn bmd. will be added, ceee the Jock opeN. 10 lIwot the
steel fingers will ft'IIWn in theWi .al plMiliora. At thispoint,.
the tool OIn either be used . 5. kry to open the Joel or ua
pittftlliocut .. pennanent nop.ow key.

(

~hicle locks can be,of alm ost any type, includ ing the
previously described d ISC tumbler and pin tumbler locb.
Hown-er, it is also quite con'IIJIOIl that .. vehicll' lock instead
h'lies on the sidril.lor principle. The sidebar IocJr. i,. Olore..



M"CNt:nC l.ocI;$

FW- h M........ , _ '....

"

A combination led. is one that may or may nol be cper­
.a ted with . by but canalway s be opefilted by entering a
combiNltion ofnumbers or other symbols. Th is is done
ltithrr byrotatinr; a dial or pushing buttons.

SllOUU SUITCASE t ooa

cierltly!bong. puls.ating electromagnetic field .H theshack­
le (most magnetic locks seem to be p.adlocb ) or the bolt is
pulled fI!'Jll'il te<lly. theloclr. wiD then 8pring open. However,.
the electromagnetic field is likely to change the magnetic
propert ies of the magnets in the lock permanently. If this
happens. the 1\',1.1key l2JU\Ot opm the lock at • \.;I ter time.
The intru,ion will thus be detected easily. 'The electronic
field u n be created by a portilble fie ld instrument. Of
CllUJlle, . ""ffi6ent JXl"'I'ef §OUKl!' is requirN..

It should be noted that magnet M: door locb il l\' .1$0
ued lIOInetiInes. lhe)' areMI'III.a.!ly opened by a met.ll or.
more commonly, plastic card containing" magnetic llIrip
that has been coded. with a certain magnetk combination.
Thr intemill medwIism. is!t'e same. no-..·t>\·er.

Almost aU~ locks an! of the s imple, warded type .
1hey have only a primim"l!' bolt mechanism to lr.K'p thea51!'
d osed. A \'e ry few sui tcase locks rely ill$tu d on a lever~

type mechanism. Tbe lever suitcase Iocb are wuaDyrecog­
nized because of the fact that the key win go half "centime­
ter or deeper into the lock before turning. A warded lock
wHibe lJ\1Xh shanower.

It is eny to make a skeleton key tha t will open most
types of w arded suitcase locks . Almost ,my suitcalle key
can be used for this puepoee. Al te rna tively, s imple sui t­
case leeks canbe picked with a speciallock pick (fig. 22),
easily manufactured from a str ip of steel. Tbe lock pick is
merely inserted into the key w ay, and wh en the bolt is
located. the p>ckis turned. tu manipulate the bolt. This wiD
open the lJIIital5e

SAFe! AND COMII."."noN Locu

tapulitrdB&E

Thesidebar p riroci ple is aOO used on certain p in tumbler
cylinders. Sidenar, ...·iIl only be found in high-security
kds. de8Cribed in OIapter 1.

M.agnetic loch work on the p rincip le thil l iden tica 1
magnetic poluilie, I\'pel eadl other. In iI magnetic lod,.
thert' ....o be anumberof smaU m.Jgnetsarranged in.a cer­
tain ender. The kry contains the s.ame nwnber of magnets.
However. these magnets.are anmged . o u to repel the
rn.agnell in the lock . The pol.aritiu will the refore be
an.anged in the iJ;lme way both on the key and inside the
loc k. When the magnets imide the leek are upelled• .a
springbded bolt will be 1nC!\>"Il'd. to open the lock (fig. 21).

It is impossible to p ick.a~tic joe.... Tn .m ernn:genq.
howewr.the lockcan bebrmo:hed by e>lJlOllIng it to iI $l.Iffi-

0 ,
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somet imes focr-cotmteeconnecting wheels, or tumblers. As
the dial has one hundred diffe~nl n umbers, or positions, II
three-wheel mechanism will have almost a mill ion possible
ccmbtnattcns. The four-wheel combination locks have
almost 100 million possible combina tions . Eac h wheel is
designed to align its gate wi th the bolt-,:le. se mechani5~

only after oil certain numbe~ of revolu tions and II cert,.m
degree o f ro tation. Th is design o n be p rogrammed quite
easily IKI lhal the combination tha i wtll open the Jod can be
changed aa'Drdingtothe {n...ner·s~ .

&Sic,Dy• • combination Jock of this type works In the
laUDwing ..... y. In addition 10 the w~eels. the comr~le

rnt>o:haoism~ corn.ists ola dial, • !opindle, and iI dnvmg
o.m (fig. 23). these d evioes form the d rll 'ing mechJ,n.ism
thai mov" the wheels in to locUd orunlockN pOSItion.

o

o

o

o

o

'The most well·known combination lock ill the sa fe combi­
ftlticJn krl. s..dtoll krl mnsists of , &eril$ oi intm:onn«ting
wheeb that rotare around oil centrill core. T'Iw dmce is con­
trolled In ilS reovoiutioos byanoot!.ide awnbiJ'Wion diAL

AUcOIllbirwotion locks of the .,Je t~oper.re on the
50llmt principle. even though there are intern.1 di~Ol'S
betweendilfelm: types ofJod;s, An intemal ....Ne1 p;rock will
be rot.Iled by nuonuAUy rot;r,ting !he I!l<InrY.I combinloon
dilllTlw ""'-I p;tek consists 01. 51e rV$ Y-Nilly ttl'"' but..



The wheels a~ moved by d riv ing pins that are a ffixed to
the back: of tt... driving cam All ....-ellas to the ....heels. Tbese
d riving p ins will engage and disengage the wheels as the
cam revoh.oe;aocm:ding to themm.-ement of the dial ....'hen
Ihe d i.ll (by way of thecam ) ha s 5t"1all wheels in the right
P?',Ii?n and isft'Volved sJcn.·ly e ilhe, bec k jn the cpposue
dUl'ltlOfI to the Ia5t combination number or, in newer Nfes,..
revolved bacl< "nd then forw"rd~again"il ....·m operate
ttw bolt of the lock to ttw open,. unlocked po&Won

n.e whet-1s are alwa~ rota!lt'd in c edes; and the number
o f turns depend on the number ofwheels. The moot ccei­
moo .Iock type. the one- wit h three wheets, requires a 3-2-1
rotah on sequence, while most high-secu, ity combina tion
loeb han ' tour wbcels and~irea 4-3.-2-1 sequence. 1he
combination dial is always rotated (in the basic model) tirst
throe turn.~ , th en two turns in Ihe reverse d in 'c lion , and
finally, in the opposire directio n aga in one tum . Most tour­
wheel combination dia lsare designed to begin rota ting to
the left, but Ih is is n ot un ive rsa ll)- tr ue . Likew iS(>, most
three-wheel combination lock:r are designed to begin rotat ­
ing to 1M righ t. lnt-re are, of COW'S<", d iffe ren('('S be tween
d~rent~ of roal1>s. As lhe wheels a re rotated, tJw gates
willbealigned bJ..s tops, one Ioreach wheel and one- on the
wheel--packmountingplaiE'. 1lll' bolt will be f'ee-torele_
oolylO..hen an g;desarealigned.

Ol der and infcrior t)'pes 01 combina tion loc ks can be
distinguished by au d ible c1icb when the wheotls ro ta te.
This allows a s ki lled indi,-id u.lIi 10 manipula te the loc k
w ithout knowing the combination in advance . Con­
~porarywmbinatiofllocbhave al le3st three false g;)~S
Ul every wheel (6g. 24). 50 that mani pulation wil l be much
moredifficult. It can still be done, bul only by an exper t
who has had lots of p '<1d:ice as ....ell ilSspecial train ing and
knows the pe culiarit ies of the pa rticular type o f lock he is
wor king on.

Man ipulatinga combination lock jn this way is a matter
r>f touch as well as hearing. The latter is \l!;U,llly ilssistl"d by
using an electronic stethoscope, but the sense of touch can
only be developed by long training. The pmceSl; can be de-

"

;c
'-J --------" ~u .~ M.. mf.'.

o L. !iCribed in tbe rollowing
\ w a y, although the, 0 ~ Inex perienced should

I I. ~ not "ttem.pl it during
l' \... a real operahOr\.

, Roule 1M combi-
I nalion dial s lowly
. u n l il )·ou hear a very

fainl click. You will then
feellhat the boll ~ he s ila l-

lng, to uch ing the!"" sldrof the
gate. At th is poin t, move bad one n umber on the dia laod
note th is number. This is the firs t number of th e combina­
tion (unless it happens to be a fals e gate, of co urse ). Then
tum th e diaLin the rev erse direc tion and p roceed s lowly
IUlt il you have passed the first number two or three limes,
d epending on the typeof locl< ~·ou are-working on. As you
continue 10 tum thedial you. wiDnotice th ai the boll toudo­
es the far §ide ofanother gilI~. Once agaio. no~ the nulllbf.'r
p receding the one at w hich this cocers, This b the!leCOJld
n u mbu of th e comblnatie n . Then tum Ihe dia l in the
reverse direetion-the originald ira:tiOl"l-<>llce again until
the JlIoc.,,'" repea~ it3e1f.

After follO"o·ing thi.& rrocedure,;t you have no t bl'fll
tricked by any faN gates, you will have the COtn'd nUl1\­
bees of the cmnbinaholl. HOW1"\-w, it is by no means crrtain
that you will have them in lhe right order. This is no g reat
problem. though.as yo u can determine the righl~e
s imply by varying the sequence of the numbers until you
hit lhe right combirotion and the lock opens.

The erisleru:e of several false gates will rwturaUy delay
th is p rocess cons iderably, b ut th e w o rkin g p ri n cip le
rema ins the sam e. Reme mber, though, th at practiceand
more practice is the only l ey to success.No Iype of lock
p icking:can be learned pro pe rly in a short time, and this is
espeeially true for combinat ion lock manipulatiorl.

~B.s-[50
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Unfortunawly, it ill much mere common lhat tJw last
whet-I of an itnprope1'ly locked rombin.ltion lock is com­
pletely d jjengagf'd. Then lhe lrerud er mustcOl\a'l\tl1llte
instNd on finding the COllect number on the dial that will
~thisw""""l to the unlocked positicn This.GUl bedcre
in the le&UIa, ",ay da:ribed abal.-e.Only one number need
thmbe found in ordet to unIod the &ale.

Yet anottwr point to considl!'r is that somebody who is
too carelt'SS to lock his E'llpenriw WIfe properly will prob.r
bly u r.e aneuily remE1Jl~d cOtnb ina tion. u rta in nu m­
be" , suda as his bi rthday, might ha ve aome meaning f01'

"
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~
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Ano ther important thing to ""memb<.-t' is that the", ,",' ill
always beat least a «,rlainnum~r of divtslons on the d ial
be tween the differen t n umbers of a genuine combination.
This is to avoid an y possible malfunctioning within the
combination leek me<:hanillm. 1hiBmeaM tha t if you have
determined two numbers that are too do~ to each othe.;.or
to ll!'l'O, then one o f tbemwill almost certainly be false.

One important p oint th at will~isl the manip ula to r
should be me ntione d here . It is ve ry co mm on that the
owner o f the safe d oes n o! realize thatthe d ia l must be
revoh..ed comple tely a nu mber o f ti mes (fou r l imes for a
t~-wht'E'1 lock e nd fi"'e times for II fou r-wheel lock) in
ordfo.r to lock the sa fe properly. If the d ial ill only p.t rlU lly
rotated, the lock willrot be jocked properly, as only the last
whee l willhave been disoeng.Jged flOm the unlocked pos.i­
lion. llw ~lNining whft'lswilL of cccrse, tl'ffiain in the
unlocked position. Na lurillly, this wi ll patl)' benefit the­
inr: rudK who~ to manipulate thelock open.

OfQlUIW, the int ruder will not know if it ill iod£d prop­
erly 011\01. He will also be unaWo1l"" of whelher the d iaL if
the lock _ iJnpNpetly kcl:«I, wasJast turned to the left 01

to the right. To find out these import,,,"t ONUs. h e must fir>t
of all tum iMdiai very ~lowly in eiltwTdilKtion, simply 10
feel whetherthe d.ri\'ing am ill algagins !he wheel or not. H
it is, he D1I1St m.'ft!lI! the dim:tion01 thedial at 00Cl' ...~t

going f\l!ther,Dr he wiJI Jodr.lhe Iock.lflw-an tum the dial
in theopposile directioo Without the driving cam mg.tging
the wt-l. the \od. is root krled correctJy.

m e n it ill in this ....ay dete rmined that th e lock is
improperly Ioded, the opentive "" ilImo.'e the dial to the
posilioo which he knooo... from pre·.,iOl.>S study ill the one in
which the gate oi the cam will be aligned op~ite 10 the
fence. This is geJleraUy po6i tion live or nirwt)'-fi\'e, but it
varies in d iffe~nt typu o f SoIfes. By depr~~ing the dial,
and possibly moving it ~lightl r to Ilw-Ieft or rigllt.lw n ow
a aempts to Cill.lH tile wbee l to align useu in order 10open
tOO loc.... U the ",'-1is only $lightly disengaged from ttw
unlocked posilion,. and if the operative is lud<y, !hill simp lP
procedure mi ght open ee Iod..



him, or he might have used numbers divisible by five or
ten. Combination lock rnanufilcturers advise against such
combinahor\ll, but because easy combina tions lln' eaBy to
n'!Il\eIllber, careless individuals sli Du~ them. It might also
beworthwhile to sean;h the room for a written note of the
co mb ina tion. Often such a no te can be found in a desk
dra....eror in a notebook on a nea.t>y table.

Some combination loeb ate in terlocked witli timer
Ioeu.This wiu effecli\'ely keep the lockdosed unti l a ~r­
lain time. Suchadva~ Iocksart gl'1ll'fllllly only found in
Wnk \'3ull3, roweve r. 50 they rarelypreseot a problem.

!\'owadays push-bI.Itton oombination locks(fig. 25)arid
digila.l boypad Iocb an-also in wide!ipfNd use. The digital
~ is an tlecb."1ic1od. tNl canonly beOJ!t:ioed by \eying
m the appropnate n~r code. The push-button combi ­
na tion !ods usually consi~ loeemingly o f only. co ntrol
knob and a num boeor o f push buttons to co ntrol the loeL
They art~ e lKtronic. but nt>I . lwaY" Mecham.::al
yersions U\' also conunon. Nf'Yerl~lesa. these' lods are
classed as combina tion loeb. ;os they haye no boy. Push­
butloncombination 100bare now b«om ing more and
mo....common in hotels. mot els. . I'ld govem ment insti tu-­
tioJr.. 101: _ana-.M.tny companies .alaouse 1hrm.

In companies and institutiont, aome high-risJ<a~ can
be protected by Iwo loeb . an ord inary one JO(ked after
~ houn only and a boy.. pum-button lock allowing
~~by the staff dUring the da ytime. Hoflob al'ld motels
~ly find thai combiNtiocllods of these typm seve
time and tl\f;)My. 50 they a ....beroming more popular urn
day. T1te combination (li n be cMnsed eYery lime a gt>e$t

hasc:hecUd out. Theftl'oft. the"I of~ty is high.
Digitalleypad$ a.... oftrn..-d at the commonmtr~

toanapalbioerd or otfu::e building. Unlike,_ push-but­
ton types. theseIocb are alwaY' t'le< b......... The lod e. willbe
opewd whm sonlfbody punches the correct~axle.

the ilWldan:l pum-button combinationkd. hasfi~push
bu ttons. Tht' co mbina tion . pl't'58lld in the righ t enter. will
allow h knob 10btJllOYed MId the lockoyeraod fromtill' out­
side. This lockan beopened with tIll'aJIIlbil1illticm only;

"

Anothf,rmodt'l ill tht' keybypass lad. This lock can be
opened with either the combination or theke}·. Employees
or tl'flants use the combination, while sen ior management
personne l will U!Ie !TIMlerkeys. This lock a n bepickN.. A
lock o f this type huoo special advantages.!iO thl'}' might
beI.- l;Ommon in tt-e future.

Most.but not illl.of these loeb wl1l include an automa tic
sp rin g l.atdl tJuot kxu tliedoor whenit Iac loeed. Th ill is to
ensure lhat nobody f'llrgtots to Iodc. the d oor ilgll in ilfter enter­
ing. Another (DIIlmonlntu.... is a tace pI.a~ shield to prevent
,Jftyo'W from observing thepush button operation from a dis­
til~ inon.ier 10 learn the combina tion . Tht' ~pl.ate Iathe
\isible part of ,lock and~ !hewl'llklink il lIOJftebody
is observing the all!a. Yetanother option is 10eliminate the
latch hold-b.ld fea lurt' so thill the 100k can never be kept
open. Itwill then remain )oded at aU limes.except for a brief
IIlOIlN'fll when the Wi ,« tcombination is used.

Certain locks will a lso a llow two push bu tlons to be
pw;hed at tlit' JaO'lt' time. in e ffect producing a different
number. in orde1" to ...iw the!lKUrity level, How......er,.thrst
locking units cannot use the s;lme pushbutton more than
once in a given combination.

Tht majority o f IIw push-button loeb " 'ork in the fol­
Im.'ing way: FlnC tum the conlrol knob 10 the left to activatt'
the push buttON. n.m pm. tht' push buttons in the cor­
rect combiniltio n. Finally, rt lease the last push button or
push buttON lIf foff' turning the control knob to the light
This will open the lock. TIle kidan then be l't'1od.:l'd. by
turning; the c:ontroJ krv:lb to the !tft, or. altemiJtmly, relod:­
ing wiDbe m automatic~.

~ lock cannot be o pened by 1l!000oving tht control
knob.as lhis knob is co nnected to tM lock by a friction
dutch. The internal mtehanism of the locle. will thaefore be
damagotd if theconrol.l<nob isfo~ oc remO'..ed,

Olhec pu5h-buttonlXlll'lbinaticwJ lod n m ploy knu'-digit
or lIe'ftfHijgit combinations. In the'l' loeb.~ are~
Iy ten push buttons 10 chOOllt' belwftn. TheseWlits can fre­
quently be unlocked by either a four-digit change combina­
lion or uix-digil mastn combination. The master combi -

ss
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na tion might work for several different l.ocb in e:uctl)· the
same wa.y u . maste r key. Although these locks may be
elect ron IC. rbey are often mechanical. We will deal with
electron ic locks in more detai l in Otaptet 6.

Sesame- Iocb (fig. 26)are l!'ltl:Jemely simpll!' combination
locks that are lftq lJetltly found on br~fcases .nd !R1itcu es..
Thi!'v consist o f t:h.rft d.i. la nwnbered from zero to nine.
TN nUlllbe r of poss ible rombirultions is ve ry low-only
ore thousand.Thb II'IIi'8l'lS thai thecorrect rombina lion can

fj~27. s..... . ........

d jal A to 1 and II"J'l!'ilt lhe entire opera uon once again. Dial
A is then8('j to 2. and the process is repeated.

Thill process, al though bering, is in flJct easy to perfonn
MId will sooner or late r result in tbe lock. being opened.Do
not try to think of what yOll are doing; simply learn the pro­
cess by rote and do iI .

Com bina tion pad lOCM with a di. l un be opened in
basiu.lly the easne w. y as other d iAl-type combination
locks, but lhey are usually simpler in construct ion and a re
ctIMeqUently easierto open. For this reescn, the). a re often
used for pracnce . Remember, though. that it is easier to
locare thegates within the combinatioo padJod if you pull
out the shaddeM yOl.l rota te the wheels It isalso easier to
op en rombiNtlon~ tNt have been in use for a king
ti me because the ga tel on the wheels w ill have become
mlooiNd down. which w ill simplify tile manipulation of..........

Yet another 1)"Pl!' ofc:ombiNItion padlod. is the ses.lme
padlock (fig. 27). This pad lock h u no dial bu t works
inslud on the aarM principle .il$ the sesame lock described
.oow.}Iowrver,. the sesame padlock has fow cori>inalion
wheels.~ from zero 10 nine. The method used to
open a SIl!'SIome lockwith only thnoe wheels is tt.,.elo~ not
wry prKtial oo thisj»dJock,. as the required ~tochK:k
.11 poasible combilliltions would be approllirna tely ten
times_long. 01 five houl'$. ll'Eft D.~ anotherWily
to open this lock.

The fou""",·heel-.une padlock it desig1lH to unIod; the
SNtck1e only wh en
N<:hwheel it p0si­
tioned so INl a flat
spot on e.ach wheel
is iLIigned witll the
corrnponding flat
spots on the othe r
.."heel$. F..Idt wheel
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be found by trial~ erro r u sufficimttime is av.ib bJ", .
E>:pect to.~ ..bout~l ..n how- to pl through all pcsss­
ble comblll.lb~. l..nIl' lime is u.su.ally etvugh.. a s tIv cor­
reet combin.ltion is often fou nd Ions before you have
ched:ed .an ol lhem.

BTn the p~bywt~ all th f\'e dials to zero. Then
movl!'diolll Ctc 1. 2. 3. "- 5. 6. 1. 8, and 9, one .fteI"theother,
w~ prnsing the (.I tch aft l!'r e ach change in number.
U~ the ",:",ectcooil~ .... bi!'en found.. change the
setnng of dial B to 1. DUIII A will re m..in on zero. Once
again. repeat aUn~ OC'I dialC whiko~ the catch
asbelin. U theCOl .....1 combination twas not been fowtd. set
d i.al B to 2. and repea t the process. Contin ue lhe Pi'OCl'llS
until dial Bhasbeen set Io.Upou ib ll!' numbers. TIum set

"
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This i5an ordinary key, but it is ground down (fig. 29).~ote

that skeleton keys are illegal in many locations, There are a
few bll5ic shapes. one of which will almost certa inly defeat
the lock.Seethe first 5ectionof this chaplet

Most w arded padlocks ca n a l50 be p icked with an
impl'OYi5ed T-1lhaped ...-irepick (6g. 30).Such. p ick. iseasi­
Iy improvised h om a piece of s tiff p te nc w ire. An old
method oj piding padlocks is to inlK"n . hat p in through

0 :===;)
f i".., 29. W4ri.~ , ...ntd: "';tll ,.... .. ' ....dl ..... ...... mlUt••ffll ""~ .

,";t41>J.o M.J.,,,,, Uy.

Your ma in hand is then free to w ork the lock pick. Take
some timepr~ghow to hold the padlod, though. and
milk.e~rtain tha t it iSeaJJy 10 work 011 it Differen t people
1I01N:'t1mes pR"ffftohold.thepadlock. in differentWil~

Pad locks are not reall y tha t d iffewnt from s tandard
lod e. of the same type.Some smaller and 5impllM' warded
padlocks. forinst.a.nce, have a single ward o nly and taU
very simple~O\herwi<;e they are dt stgned in. tIR same
lO". y as other warded loeb. The majority of the w arded
padlocks have tJm;oeWilrdS,OI a t least tw o. The key m~
~ thrwgh the ...·atds herott it can di5tflgsge tlw spring
boIr from the Hlt in. ttr shadle eod.

A warded padlock an be defeated by a sktleton key.

hu a change..ble hub with w dla (l,U fpot. 'The:tt fLIt spots,
when .. ligned towud~ side of tlw Jock mmped with the
tr-.i~rk, will W1kdr. the p;tdlock. The CUnefltC'Ombin,,­
lion of the padlock dl!ttnninn~ the fLIt spots will be
located m the wheels.

A special tool (fig. 28)made of very thin seeetcen be
used to lOCJl~ ttr.".. fiat spots. Insert the tool into the lock
behooftnthe wlwel ard the housing. Tum thew~l :;Jov,·ly
,,00 try 10locate the flat spol. WJwn it is found. either add
or subt1';let five' from thl" indic<llednumbEor. This will give
the COI'IKI corirination m.-nm of that whelot

Another, not very obvious type- of combina tion lock ill
the remot e-con trol lock. Such a lock is ac tivated by an
inkared beam from a hand-held dev ice . Remo te-ecntrol
locks ilWgenerally used only on garage doon <1M drive­
wa y ga tes. Alt hough the signal opelliflg the lock is sup­
posed to be unique, the se locks are net very secure. Thill
makes no difference, as these devices are rever used10pr0­
tect reelly Important positions . See Chapter 6 for more
information on remote-controllocks.

1he padlock ...-as finJt iflven~ by thu ndent RoITW1!l.
Toe:lily. variety are inconm'lon UlK", ind ud ing warded.
Iewr. disc tumbler, pin lwnb~ and combination types.

Pldlocb can usually be picUd qu.i~easily. Hold the
~1ockw ith the _ hand with which you iI'" using the
torque wmrlI. It is gt'ioa.oy~ to do this tryholding
the p.4d.Iock.berween the thumb and the f~finger. Then
you.can hold the 1¥T"mCh with~ rirIg and litt le fingfl.

"
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pin, the m aster pin, between
the lop and the bottom pin in at
leastonepin d",mw.1hl"ma.s-­
tee ke}' wUl have so me cut~

id en tical to the change ke ys .
but il ....;o o perate the lock by
rais ing the other pin or pi~ to
the Mnew'"~ Iftcream:!. by
the maSler pin (fig . 32). What
actua lly happens is tha i the""
..ill. be twc breaks fo:wtheshe;u
line . In effect, thi~ ma kes the
lock slighlly e U lel" to pick, u

f,

'---
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thoeftare more p05sible combinations that will lll ise the
pins to the snE'il r 1ine.1n master-key sysleD'18 with INny
d ifferent locb, there might be one or more such JnUler
p i~ between an reguIM pins. In this cue. the system
allows for numeroll5locb,.and also several submaster
b y.. These system~ a.re usually filctDry designed and

the keyway llJId then use it to disengage the shackle bo lt.
Thilllttillworks with older types of padlocb, hut no t with
the I'!'C:ent. mOTe secure ones. Warded padlocks an also be
impl'E'lJ5ioned ,"u ily. TM procedure is the ume as with
onIinary w.uded!ods.

TM ollwr I)'p"'sof pad loc ks, incl udi ng the cylinder
Iype5, a n be picJu>d or imprf:llSione'd in roughly the same
way .. the ordiniory lods ol their type. DiJc tumbler pad­
~~ al!Io~ pkUd. bul it tabs practice. Another pool­
aibility III !IOmetime5, but not atwa}'$, to.acquire a &et of test
key! from a Iocbmtth supply house. Such ke}.. will hcili­
tate IN! work.

Wheneve'l p idcing. padlock. reawmber Ihilt in some
padloc? you need 10 pull the shac kle in order to help
n'1ease It from the locking spring. If IhisdOll"$ 001MIp,
repeatedly work the shitc:11e in and OUI while picking the
Ind. Thill will unlock the medIanisrn eYl!nt\LlUy.

Master Ir.f'ys can be made because a single key can becut
10 malch III"'Il'llIllock combinations,~r keying alwa~

I'E'lies on coding systems that allow the locksmith to di5l~

guish various keycu ts and tumbler arrangements. In most
key coding systems, the tumblers can be set to lUIy of five
poss ible depths. Since most locks have five tumblel'll and
eachlll'Ie has five possible depthsettings, therean be thou­
sanda ofd~rent combinations.

Warded loeb and lever loeb mayalso be rnaster.keyed,.
bUlthe !IPl;'Urity level will then be low. Disctumbler locks,
and especiaIJy pin twmler locks. ilI'l!m~commonly I15l!d
for !hiepwposoe.

Disc tumbler loeb,. when ada.~d10 l'I'Iils!eT-keying, are
pl'Qlliaf in that the D'IIIs!eI" key will uw. cnrnp1ew1y differ.
enl keyw.y, located nex t to the n'gular one. Thi, cilln be
seen by c~ly inspecting the lock. The Jna$ler b y wiU
operate on the Idt side of the tumble" while the m,nge
key, theRpI1u key,will~ on therigh aide (fig. 31).

Pin Iwnbler loeb OII'E' masteI"-keyed by ,l(!ding another..



man ufactured and can include as many as four b rt'aks at
the~r1ine.

A mas ter key will not open ell locks in a building. unless
it is a 5O"'Ca1k>d building maSiet key or an emergenc], mas­
ter ke]i, which isa top-l~el master key that will operate all
the locbat all times. ft is morecommon to enccuntes; for
imtanr:'e,an engineer ', key, which ill, selective master ke]i
that is u.$f!d by various Ulaintenante personnel. It is~re­

fore neees""ry to ascert, in the leve l o f the mute r key
copied or oiherwiH obtained before it is used in an actual
en try cperatscnIn some low-security systems, the level
might butamped 01110 the key,allhough today it is more
common to keepa master-key symm ch.1.rt in a .saJe ptace,
deta iling aUt~ various key numbers and the keys po5i­
lio n in the by hieTardly.11w keywill then only be identi­
fied by a code.

A ~aster·key system is a lw.ys d ivided int o several
d ifrenortt tuenrdlilK. 01" key}eveb(fig. 33).lf. INster key
can be obtained. it is ildvisable 10 identify its plaet" within
the hil>nn:hy, ll5lhis will indiate which Iocb you can use
thek2yin.

"","0
WASTER

KEY

w.sTUl " ASTER
KEY A KEY.

A A A A A A A A A B B B B B B B B B
1 :2 3 4 5 6 7 8 g 1 2 3 4 5 6 7 8 9
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Improvising
Lock-Picking
Tools

P
icking • lock isnot('llsy,and, with the excq>tion
of the simplest loeb, it take• • consider.ble
amount o f time. II is there fore usually bettf,r to
rely on an expei>enced k>d<smilh to make a.-­
keyto the lock.espeo;iany if you howe to mer the

,reI. protected by the Iockmon! manOll'."e.He ....-ill then uti­
lize thevarious U:nprt'$SKJoirlg rechniques described in the
pm-ious cNpt:er.H~ in emergendes it might st ill be
neu'lI5oll)' to pick I. b:k.

A definite prere-quisite for lock pidung is I. very good.
~Iedge of the lock.nd. how i~mech<lnism wo rks. It is
. lao usu o1IlIy necessary to havt the proper tools-lock
pids--todothejcb Actua8y,a pick.not usu.illy.special
tool. but rather my dtvke that it~ to manipulatetht
tumblers in a cylindt r into.n unlocked pos it ion or to
bypass w holfe,.·er de\'ice is prottcting the lock from being
operwd. Lock picb can thtrefofe be impn;Nised easily, il5

long lS.ome buic: mlleria ls and. few simple tools are
a\·o1Iil;tble. Remem~l, lhough. tNt withoul a. properlod­
smith', license, tbe posee!o5ion of loc k pich il; illegal in
manylocations.

It is nPI really fleICl'S.So1Iry tocarry lockpickson one's per­
$OO.tl<ctpt when they a re definitely required.. Lock picks
C<UI. be made from easily obQined I'Iw m.aleria.l <I1mo&t any+
where,.oo. the only fSitn llill toolure a p,it of pliPraand a

ss
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file . These tools, unlike the actual lod picks , d o not gain
the a ttent ion of thepolice or enemy if an operative who is
in~onof them iII_rd'>ed.

In a I@a! ftl llelgaq , whatever is al h.md can be used a<>a
lock pick. although Ihr work wiJIlhen often be Il ighlly
more difficWt. lI is , for inslaJu: e, quite possible 10 use-a
large "rety pin .nd: II . m.ll, .Iightly~nt screwdriver
instead. oI a pin tumbleor loc k pick a nd i. to~w rench.
Simply bmd thetip of the-.afety pin at a~ angleto
Wt you c. n use it imide the lod (fig. 34). U no plien are
avail.ilbleo, it is _y to bend the y,fety pin with the he lp of
ttw byway of theloel you~ going to pick. TheSilkty pin
$houId be quite'~, iIl le.u1 four oentimeleu Jong. sc thill
you will be.able to hold il: ~asily while you ar~working on
the lock. It he lp" if the til' is filed flat, 3lII this will make it
easier to locate and raiR the pinll.

"Real~ lock picb (01l1l' in numerousshapes,depending
on the type of lock to bep icked (fig. 35). Lock pidr.$ can be
made easily &om flat , cold-eolted steel that is leS8 lhan half
IImilI.imeter 10 a little 1eS8 thana millimeter th ick.The actu­
a l lhic kneSll is reall y no t very importa nt, except that the
pick must beable toentn the lock and work in there. Tbe

Fp .w. pjd;j"lf • 7"rr IJmohIn eylft.tin klck 1I'/lfo • •.,." "'~ ""~ •
,....JI .....II>dri_.
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Us...ally some kind of
torque w rench mu st be
used with the lock pick.
These tools are made of
hardened spring steel,
Ifound 7.5 to 12.5 cen­
limeters in length lin d a
li ttle more than a mil­
liml'Ier thick.~
longer torque wrenches

~",;;::=~~==::::;~J are r"quir ed , u theseI tools mus t be long
:If( enough to re«h. the- in te­

rior d the- 1ocL~ a [l'

1;,0- JS. t oefl ,o<b Jr-~4 numerous ViJria tions, but
... _ ....__ the tw o Jn06t IJ:'Il"ful~

Jr'e Ih.. basic lo rq ue
Wfl'ndl .nd, for the n'lIl­
Iydelio\lewort.. the steel
spring ",,"n'ndl (fig. 9).

Certa in leeks (dou­
ble-sided d isc: tumbler
loe b , for instance) re ­
quire specia l tor qu e
wf..nelles. Such p ic k..s
. nd w fenches ate mo re
difficult to improvise
(fig . 38) but can be
. cquire d from a leek­
smith~pply~

-;~;~7 t he Leheped Ievet

f
;; tumbler Iodr pid: can be

made from spring s teel

~;;;;;;;;;;;;;;;;;j no IflO~ than 2 10 3 miI-
, • ....~~ ohid. A ""....

w",nch of Ihe sam e1''''' Ja L ' ·; II '- ..... ,.... ,.. thickness is e lse use ful
_,... :Oa;> >co 'oJtr-~ _ _ (fig. 39).Some individu­
-~..." ,...... -*- . Is usea rake p ick. As
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steel strip should be abou t 15 centimete19 long and at least
8 to 10 millimeters wide. Some people prefer to have one
end fitted w ilh a handle, while o the rs prefer the i:r lock
piclui 10carryworking surfaces onboth ends.

Make your lock pit b by grinding down the steel~
10 l:h£' cOm.'C1size with I file (the best option ) or I gnnde[
and a carberundcm wheel. If the IlItter is used. ta ke cart!
N i lhi' metal does nol becOfl1e' too brittle because ofexces­
sin' heat .

As was Illenl ioned in

0 '-====", Ov.ple[ 2, you will neoed.lockIe ,: V· pi cks ofslight ly d iffe re nl
design for warded loeb (fig.
36). These picks are easj to
make. In m&ny ins tances an
old precul key, ground down

8
10 pea lhe w, n1s in thr key~

===:m:;> holes, is quik lRlfficienL Thmo ; ~ it will in ..£feel become a
U\I s~letonkey.

"~l'. bd: ,>d' '''' _Nd On e of t he m os t w.eful
Io<h loc k picks is th e d iamond

pick {see fig. 3S). It ea n be
used for most pin~ disc tumbler Iocb. Mostaperiet..ed
locksmith! 8eftrl1O..this pid. mud!. InOte ttw.nany olt-ft.
It fi reanyan l.1l4l'OUnd lock pick-

.. ~18&£
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There is also a manual version of the pick gun, This is
known as a 5nilp pick (fig. 41) and em be made easily from
spring steel, l Ullt as with the pick gun,. insert the pick por­
tion of the d l'VU:e into thekeyway and hold !IOthat it is just
touchingthe bottom pins. Then. prese till! upper part down
",i!h your thumb before quickly I\'~ it apin. This will
rap aDthe bottom pim. As thele piN mnain lriam'ely sta­
tionary. the fcece will be trans{n red 10 the d rivel'S, wltich
are foIad to move UJ"""ard, compressing the spring. As the
~a.lt the w.ar linr will then be epenfcr .. split-.econd,.a
&Iiplt turning fotn will allow the plug 10rotate.

The principle ofboth thepick gun and the _p pick is

usefu l is w hen you ue p icking a lock equipped with
mushroom (It' spool driven.
~ pick gun is inserted inlo the keyway 10 tha t its pick

is N rely touchinf; aU the bottom pin~ lA.'hen the trigger is
pressed. the pick gun ....ill rap the pins up to the shear linf,

so thal a turning te rce can allo1o.· the plug 10 rotatund the
lockto opt>n.

o

~B&£

o
o

was prev:iou:s!y InE1Il:iorled, sum a pick ill not wry useful H
.. fake p ick. really ;5 desired, you cen jus t a50 well u se an
ord inary d iamond p ick (see fig. 35) for thesame p urpose.
Although some people make a living from manufacturing
and ad vertising numerous types of lock p icks, remember
that it is not reallynecessary to bave themall . In most cases,
a simple pick will be sufficient. An ope rative who cannot
pick a loc k w ith a diamond p ick is usually no better off
with any othertype of iockpick.

Fina lly, the d evice known as iI p ick g un (fig. 40)
IlhDuld be mennoned. This is a hattd4teld device tha t can
be used tobow1ce thedriver out of theplug in .. pin tum­
bler loc k and into the cylinder cue. No g rell' slill is
~red in order to use a pick gun. but this~ice is not
~rilyftile:l;, nornen better, than picking the lock
manlUUy. 'The pick gun cannot pick ..Il types of loeb and
is w,efo.., of moll' limiiPd n lul! than an experienced
locu mith. The only time !he pic k sun might be really..



illustrated ~a silyby the filet that force will be tr ansferred
through statiOOil ry mall~r. This can be Sl"~n in an . l<p. ri­
mE'Jl1with t:I=o!' coins on a tab le. If the coins a re lined up
toud1ing Mo:hother and W coin in ~center is held finnly
to~ table- with a 6l'Ign. the coin on one sid~ will mOl-eif
thto roin. an thto 0f'P0'i~~ D pmred 10strib the st.ation­
ary renter coin.1l>e rnommlary force will be tr~krred
thfwgh thestatioN.ry coin and ins tead.move the opposih>
co in- In lhe salM way.th. d rtvers w ill be moved by the
fan:u pplied 10 the bottOIU pins.

"h!n wading with . pick. AlwaysrernemIlE'r 10II5e the
na rrowest p ick you have .vailable, as this will give you
maximum working spaCl!.ThP pick should be M id in abou t
tl'll' samemanrer as a pt'llcil. Nowrisl action is desired, as
only the fingers are ~llterous enough 10 manipulate the
pick inside the lock . Wrist action will only make you tired,
Lock. picking is nol a matter ofphysical strength.

11 is also helpful to Irteady you r hand by p lacing your lil­
lIe finger aga insl lhe door when you are working on the
lock.. H !he lock is a key-ill·knob cylind<!r, howe~-er. sleady
your hand against theedgeof the boob instead.

The pickslmuld be .ble roereer lhe kryway above the
torquewrench without moving any of th2 tumblers.. U thD
is irnp0S5ible, lhen lhe torque wrench is eithe r too )Ugh in
Ihe lock or the u p ...y greoves are M1m lhilt Ihe torque
wrnrll mwt go in at the very lop of the keyway. In these
~ pidilq; thekid: will be diftV:ult
~i12~ controlI.pp'r.tus~tablishro in o rder to

male sure ihl.t only profeoMianaJ locksmiths~ hold of
lock.-pkking tools, there lorev.rious wa ys of acquiring
thflTl. Mosl m. nu factu re rs . nd distributors. of lock­
amithing equipmenl refuse 10do businl>95 with IIny~

bUI professional loc ksmiths. Howe..-er, they are quile
tatisfied to seod their products by ma il 10anybody who
can prove in any way that he has these qualificalion&. I
sa y Min any way~ because I have- found out that a fancy
letterhead, bw.ines8 card. or photocopy of , forg e-d lock­
amith lkiense is usually en ough.. A photocopy of your
advertisement in the-Yellow Pagps willal.8o be "CCt'pI_

"

able ee proof of profe-ssional status. Af ler In. money
d oee not s reell!

Many Iock-pick sets, both commercially ava ilable and
improvis.ed. ones. are design~ 10 be hidden in va rious
objects so as not to compromis.e the user. One popular
design hides thepicb insidE- a pen COWl IX in the handleof
a hobbyknife. In the biter ca!Ie. thehobbyknife can aIsa be
usN n " ha ndle for lhe pk k. maJcing it e,asier lohold. A
lockpick set mightalso be hidden. inside a jadlnife Nndle
or in any other IlUiIabIe location; theonly limir 10 the po!l!Oi­
bililies is the operative's imagination.

As. fin;ll point,.lways re-member th.t I ru l key is
quicker and safe-rIhan . ny lock·p icking skills. Even if il
turns OIIl to be impossib le 10 <l.Cquire one of the key, 10 the
bu ild ing you need 10 enter. there might be w.-ys of at least
inspecting theoriginal key. [f a key can be handled for some
ti me, even if il cannot be taken out of the buildi ng, it is
almost IIlways quite possible 10 make an impression in W<U
or II full-scaledrawin g.and then make a copy al a latertbre.

Naturally, the full- scale d rawing must be done wi th
eKtmneca~, including d etililed rneaso.m=l'1lls ol every pert
o f the key. This is geNully NSf. although led ;ous, " cep!
whm il comes 10the diamPter of the key. In certain types of
loeb. the- diamder CUI oflm be measwro instNd by,.... p­
ping a peper dip .round theoriginal lq'. 1ht'piper dipan
then be takea oul ot the buildiflg. In this way, lhe~ lor
special equipment for mea5l,IMg thekey is a~·oitW.

n



C H A P T E R 4

Other Means of
Illegal Entry

T
he~ Me ....arious wa)·s 01opening an unlocked
window from the out,ide, depen d ing on the
type of the window. The easit$ t one 10 open is
the 50lSh window.Th~ axW.sts of two halves, the
lap IIfId thebottool, lhat .dide up and down. The

lalch is loca ted between these two ha I.·es. Onl! of theoldest

t,
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triOOof the trade a te sllp a kni fe shim or similar device up
between the sashes, OTupper and lower halves of the win­
dow, to move the window la tch to the open pllsition (fig.
41). The window can Itoffi be opened easily

If the aTN between the window halves ill too IliI lTOW' for
a knif!. , thenyou candrill a r'larn,v,; ho'" atan anglethrough
the wood molding to the b_of the laid\. insert a stiff wire
th rough the hole, and push the latch back, Hide the ho le
with pa int 01" dirt aflll'rW.uds. Unfortunately, rontemporary
fas lefl"'lSomnot be manipulated in this wa y. h fitch fas­
tener.. for instarlo;e. is a pivoting devicewith a snaiI.-1ikr urn
that camot be knocked back.. The Brighton fasI<"ne1", anoth­
er type, relies instead on a screw-down acorn that damps
the sashes togethe r lleCVIely. These fasteneTs also some­
times contain irm'gral locks.

Sometimes the upper and lower window half, or sash.
will be ecnrected by means ol I bo lt s lipped into a hole
drillPd through the lower .-h and partially into the uppe-r
S<l$h. This WiIIll commonly done in older bui ldings to con­
serve energy as w ell as ino:ree!oe the sec.urity of the ",indow.
If this is the case, . imply drill a llITlall hole to the bo lt and

JYu::king a Iod if not the only DIl'anlIofmtfling through
a loc ked door, Tbere ate va.iOta othl'r rnl'lhods, most of
which bave been in use I'Of qu ite some timl'.1herea....,for
instance, ways olentering through" transom and ....aysof
enll'ring by milnipulating the lock construction wi Ulou t
aetuaHypicking the lock.

If a doorwarblesslightlyIJId thr lock is of an older cen­
stn>ction that~ a deadlocking function. the bolt an be
retracted with a celluloid strip b)' Ow p rocess1mown as
-Ioiding.- nus PfO(esS involves slipping a fla t object
between the boll and thestrike. The strike,. or Mriking ptalJ:>,
is the part oJ the loding anangement that n>mve the bolt..
latcll. or fastftler. It is recessed in the door fl'llml'. A litt~

pressure might allow space enough to insert a ce lluloid
strip be twl'en the Ioclr.and the striking plate. Thenonly a
slight PIl!'ssure (lfl the inJ.efted celluloid strip will rota the
latchbaclr.and release thr lock. 'This will open the door.

Thl' door might, howeve r, be fitled with a so-ca lled
ant ipKk leech. This is .. ' p ring latch fitted ....ith .. parallel
bar that is depressedby the stfUr.e when the door is dol;ed.
The depressed bar will p revent the latch from responding

then puah the boLt out of the upper $oiIsh w ith any pllinted
object.. sudl as a nail (fig. (3), The small hole .,;ill usua lly be
difficult to see, and it, too, can be hidden with putty; painl,
or dirt

Other type. of window. can a lso be opened from the
outside if a narrow hole is d rilled in order to allow a piece
of wire to be i.rIgerred. Unfortunately, these holes must be
drilled in locatioN wtwm;. they are much more likely to be
notiCl'd by the irthabitan ts o f the house'. Another compli­
ca tion is that the windows mi ght be locbld. All windov.·s,
includ ing tash windows, can be fitted w ith locks . These
co me in va rious types. b ut " IIo f them are of fairly simple
co nstruction. ThU is of litt le he lp, hcwe vec as the loc ks
are impo!oSibie to openfro m the oUbidencept by break­
ing the ..... indow.
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CIppOIlite end to rotate between the doo r and the jamb, c0n­

tacting and hopefully retr ectm g the bolt. When the bait
binda, el<l!rt pre!lsu re an the knob to force the door open.

Another p roblem sometcnes encountered is a locked
door chain. When you have managE'd to open the door, you
will find lhal the dOOl" chain prevents the door from~ing

Cully and that you cannot~ the w inin order to~e

it. Fortwll lE'!y, you an so lve this problem by removing 1M
dla in with. rubber band. RNdl inside and stid.. tad< inllle
door behind the chain asso=bly. AlUdl one end of the I'lIb­
berband totNo tad. and the Dtherend to theendof thewin
(fig. 45). Md,e ce rtain that the rubberband is tllu t. Then
dose the dOOl;. IIking (Alre not to lodeit . g. in. U this is diffi­
cu lt. lI«\ll'e the lock wi !h adMsive iii pol' IJO tNt the medIa­
nisrnannat ",·orll. beforeyou dose the door.

""'hen the door is closed, the rubbE-r band will pull the
chain back. U it is not complMdy puIW offthes!ide-,ahak­
ing the d oora little should do it.

The rubbe r band method is effedh 'e and er.y to use, but
it leaves;m undesir.lbLe mark thai can be seeneasdy on any
'lieU- kepi d oor. It iS lhen much be tter to use . bent coat

to exl:t'rnal pressure of any kind. This natu rally makes lcid­
iJIgbnpoesible.

A variat ion of this method is to in5f!rl a thin kni fe , a
linoleum0 1Vl'. for instance, between the d oor and the jamb.
1'he' knife'a point should be tipped uFWI.rda. Then imIm a
pry bar l bon the linoleum bUfe in order to spread the
door slightly. Then the latch can be disMp sN. Bring the
linolwm kni fe forward, push the latch bolt Nck into the
locking U!ietnb ly.and openthe door.Ofcourse, if there is
s ufficit'n ISp.lce between the door and the fr ame. the
linoleum knife aklne is sufficient to trIOlo'e the boU tMd-

If.oo..~. there- is no~ to ireert I pry bar. wooden
we<lgft mUllt be wed. ON! wed ge should be insoer ted (l(l

eM;h!oide of the bolt , about 10 to 15centimtteruway from
the boltI~bly. This will sprNd the door aW;1y from the
jamb~y to insert the pry bat.

Modem doom and jambssomri:irne!. fit eo weDtM! it ill
itnpossible to ~-en inserta
w ed ge. In this case. a
stainJoeM...tlHl shim canbe
used. Force the shim inlo
the nanow crevice be-
tween the door and its
frame and attempt to push
the bolt back.

Anothe r w ay of open­
ing a d o or is t o use a so
calledz-wrre (fig. «). This
isa tool made from a stiff,
th ick w ire, 25 to 30 cen­
timetera Iong. lJ1sert the Z­
wirebe~ the door and
the jamb until the sho rt
end iuDthe warin. Then
.male it toward you a l the
top. This w ill cause the

IjprrH.Ojt Si;. .. _ ....
IIw z.-;....
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w ith th is m ethod, as
long as a key is n ot
required from the inside
as well,

Yetanother means of
covert entry is to gently
pry loose the m olding
around one of the door
panels w ith a th in, flat
chisel. If the panel can be
removed without dam­
agin g it, the op erative
ca n crawl th rough the
opening or at least reach
through it and release
the lock in the door.

It is a lso possible in
som e cases to open a
door simply by bend ing
it open by sp read ing the
door frame. This can be
done unless a very long
bolt is used or the frame
is very ri gid. Take ca re
that the door is not dam­
aged, however, as th is
happens easily.

In certain countries,
especially trop ical ones,
doorsteps are not ve ry
co mmon, It might then
happen that the owner
o f the house locks his
f ront do or from the
ins;de and then leaves
the key in the lock. An
old but still reliable trick
is to insert a paper shEet..
an old newspaper, forFigl<H 17. 1"T......,"' ...tr:Y.

I
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ha nger to st retch the rubber band (fig. 46), rather than a
tack. The coa t hanger mu s t be properl y ben t and long
enough so thai ire door carl be d osed as far as possible.

An even easier method that can be used on doors wit h
]i1rgEo enou gh space between the door and the jamb is to
~rt a thin wire to m ove the cha in back.

U a traIl!lOm has been left openor unlocked, there ar e a
number of ways to enter.If the transom is completely open,
simply crawl through. stepping on the door knob ifneces­
sary. If the trarsom is only partiallyopen,however, it might
be impos5ibJe to crawl through. Then lower a length of cord
through the transom to fonn aloop which, w hen wrapped
and drawn taut around the inside doorknob, might twist it
enough to open the lockif you maw upwards on one of th e
two ends(fig. 47).

It is often easier to use 0."0 Jong pieces of string connect­
ed by a strip of rubber inner tubing or an electric cable cov­
ered by a strip of rubber !:hanto use ordinary ro m . The tub­
ing should be 20 to 2.5 cent imeters long. II is possible to
open both a regula r door knob and an auxiliary latch uni t

Figun 46. lbdc><Jrmg • ~"o, <krill Q.~tJr • nd:ob.. ~""~ n d _ /onIt coot
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in5laTl(:l!,lItldutM d oor. Then push the key oul of the key­
way with .....it('. AA the ke y falls down and la nd s on the
pie<:e of paper. you can easily pull both paper and uy biK:k
Mid then \lSI! the key to openthe door.

'111efto are va riow. ....ays to open file cabitlets and desk
d~~, so yOll h.II.ve to detl.'mtine the bese method based
on the constrw:tion of the cabinrt 01 dra....er and the Iype
o f lock Uged in theot;ect- With theexceptionoi mOSI slid­
ing cabinet doors, howeve1:, the design is tl\0~ or Jns
mndardU:ed.

File ubinets are found in mo,t o fficu . The locki ...g
drvice ofsuch acabinfi relies upon a bolt that extrrtda &om
the top o f the )adbody. The bolt manipulates the tontrol
ba.., tbat lock eac h dra..·er of thecabinPl iI'I pjece. Asthe
bolt is ' pring-driven, i t ,.,ill extend out of the lock a t all
times, unless the lock plug i, h1 med. The plug ha,a cam
attached to the beck, which rotates in oonjunction w ith the
p lug. This cam worb iro a notch on the aide of the boll, thus
opnatirtg the bo lt (fig. 48). Tbe cam ca n alto be tbe sctu al
loclbcdt,~yirtmanydrawer locb.

Lock' of th;" type~ generally rtOt very secure . They
usuallyNove open keywa~with the byway I'UMirIg from
the face all iN ""y through the bodyof theplug. llWJlneIl'4

tha t th e lock c.n be opened must eastly by jimmying. A
jimmy is a pointed tool msde ot a thin strip of spring steel 3
to S millimeters wide. Slip the jirn.my throug h the keyway
and manipu tate the bolt dim:tly, pulling the bolt downward,
without bothering toadua\ly pick the krl. (fig. 49).

•

Some contemporary Ioo::ks of this Iype d o contain some
kind o f p rotfoClion a gainst jimmying the lock open. For
ullliance, the keywa y m ighl be blocked bya piece of metal
ora piro so tha i no access to the bolt is al lowed.~ locks
must be pkked, or. alternatively,a rod ofstilf win! not more
thanS or 6 millimeters in diameter and at least 30 centime­
ters tong, with one end turned 90 degrees, can be inserted
between thedrawe:r and the cabinet face. The bo ll mecha ­
niam can !hen be forced down with this w ire (fig, SO). 1'h2
rodshou ld be Iun1ed. ccunteedcckwee iI'Il!'IOllt cases.

Yet another ....ethod also iI'I\'olves pryi...g the d rawe r
open wilh, for instance, a thi n piece of st r ing !oteel o r a
wedge, far enough to allow dilKI manipulation of !hi! bolt.
A Iltrip of Meel, abou t 45 centi.meteJ'$long . ...d between 1
Bnd 2 «nt!ltIeIers wide imd 1/2 miUimeter thick.. or even
.n ordinary le~ropener, can lhen be used beeweenthe
drawer catch 8I\d Ihfo bolt mrchuUsrn 10 puU~dnwer
opetL The openint;: tool will Cftate a bridge tot lhe d n wft"
cateto of tt-e ll'lflChanism to ride uponand p;llIS eebolt (fig... "
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51). UluaLly you must puJl quilt> ha rd. Older typnol file
cabinets can be opelfd bysimply 5preading the file C3binet
froIn it. f .alnl!' with a 5Cn"Wdrivn" whilt a thin but strong
too l. u.y a hacksaw blade about 30 t?nlimf«'ts long. is
u-rt~ in croft to lift the botl rn«Nnism away from ttw
drawffQ Id\.

u rtain types of file cabinN function in the NIM way,
but with W m«Nnism effecm,.~ out of reach. hidden in

1M reer p ortion of the cabinet. The" it is , ome time9 possi­
ble to l ip the file and in thi9 wily Gilin eccese to the mecha­
nisl1\r forring it upward to re lease the d raW('fll. lf the cab i­
net ~~$igned in this way. the mechanism can be lIet'I\ pro­
I:Nding through the bottom partition of eecabinet

Yd ano ther method, one thilIl worb With otrtllin types
of file e:-binets, ;., 10tilt the cabinet b.1oc'kward "bout lS to 20
otnti nwlenl off the floor and then suddenly "'ll!a~ it 80
ttuJt O!W drawer a tdl ,.· iDdi<;enga~ it::lelf from the Qllch
on the Inedtanism rod The d ra we r will thm be released,
and the Dperar:i~ w ill be able to open the fftNIining draw­
l!'r.I by hand. Simply INCh ir'05ide the cabinet and ftLP- the
rod that keeps them in the locked position.

Certain~ 12obine1s instead 1'IlIVE' gravity-type vertkal
engaging bolts. 1hesf, can be ft1N8ed m O&t d fedively b y
invfrtirag the~~ft.

Although mOll! lile~ts hlIve the 1000k in the same
posilion. lhe l"f <lire variow. wiI)'l' of arranging the locking
bar ..nd locks in a group of de-sk d rawers . This ma kes it
iInpo rt3nt lo moose the best way when itCOll1es Ioopening
a drawee. If . ll other methods Iail, il isalways poss ible 10
pick the lock itse lf. lhe best op tion. of CO\II'M', ill to find an
idenl ic:al cabinet and p ractice on it be fore the actual opera­
tion takes place.

De-sk$ with locking drawers controlled from the cen­
ter d rawer can be open ed in another way. Many of these
are cons tructed so that there is a epece between the bad
panel of 1M desk and 1M back of the desk drawe rs. The
locking b. r is us ually designed to engage the desk by
either up w ard or d ownward p ressure. Whe ther it is
upwu d or downwu d w ill depend on the style of bolt
used In th e d esi gn. The spring-loaded b oll wi ll be
p ushed . utom" lically in to the-loc ked position by the
motion m"de when the locking d rflwer Is close-d. To
open the $ide dnwers. the operauve mus t push the bo!t
up by h. ...d from un der the desk, ",.ching up be tween
the N ck panel and the bKlc of the desk d n wen. When
the bolt Ui raised . the hook a tches will be released and
the ,.de dralo"erscan be opened.. The center d rawee will

" £:qWirIt8 & £ "



ha ve il.S own lock. of course, w hich might have to be
pil;Ud open.

Other type's of d es ks might requ ire the u se o f II little
toKe coupled with pulliJlg outward on the center drllwet.
Thi. will p U$h the bolting mecluonum downward jUl t
enough to openthe variousdnl~

The center drawer lock can be opened in the following
wily. Finl insert a screwdriver o r anolhn prying tool
betwftn h drawe1' and thr u nderllide 01 the desk. b miUd
be NCflSiilry to p rotect lheundenide ol tht desk from
tctaIdUnt;with 5CUI.f G1fdboml 01' thick._Then pry the
dn.wer_'1 from the de5l lOp. Now use anothrr.. iMmilu
tool 10 pull the d rllwer outward 10 o pen i t . Be cu d ul,
tOOugh. iii thiB~might damigt' ee drawer,

A fiN! way ofopenin&the lock. which is not ~ally ret­
o~ as it willleol\~ cleM Ir~ of the. Itempt. is to
driB a smaDhair int~ drav.ft above the 1ock.1n:Jert. 5tiff
pjece of wire. such as a paper d ip, into the ho~ to push
down the plug retainer ring. This willpull the plug free of
the lod r., which will cause the boll ia d rop dow n into tJuo
open poeinon.The- -wting holt canbe partially hiddm by
inserting a wooden p lug; of lhe right material. hut it will
always be revealed by a careful investigation.

A sliding cabtnet door is often
locked by a plunger lock (ti g. 52).
Su ch a lodc: ].'! mounted on the ou t-

.-ra stde door. The bolt 1.'1 a p roject ion
~ from thl! rear o f the p lu g unit that

• en gages a hole in the other s lid ing
door 01 the Glbinet. Neither door can

r.,.,.. 5l. 5I'o\Ii.,.- then~, a& they a~ loc:ked agairuit
..,...... W . eadl other. The p lug will be retutnl'd

to the openposition when thr Wiloed

keyis v-rted into the lock and turned.1lw IilCtuaIIockwill
beeitber a d ial: tumbler lOf:k (in old l;roildingJ)or, mo~
commonly, a pin tumbler lock.~ easiest way toopen
thrw loeb is to ~ft'ad the two doors fat enough a~rt to
d~ the bolt. Allfmalively, tlw Iockcan be picked in
the ordinary way.

V rnla.I Doces, W INDOWS, M O TaUNU

T'hereare nume rous wa}"s of entering the a verage Cil r.
Thl!d oor wind m"30 the front and Mir ve ntilation winckM's,
th e doo rs. and th e trunk are . 1I possib le ent ra n ces .
Somf1 imes the locks w ill be eas y to pick. while .'II othe r
limes it will be easie1" 10use soene other method of entry. In
lhis chap ler we lo'ill iook at some o f theM other methods.
The me1hodsuSoed for p icking thr loeb are de!oCnDl!d in

C1v"""
The moM vulnerablf. parts, of the car are umally the w1n­

d ows. One re.uonfor !his is that IIlOI'II windows al low the
door re~puM-bution Ino"~ to be re.Jdwd easily_This is
6peCia1Iy true for the COIll.... iJ'Oi'lI)· eM modelsthat h.w l!a
$ing.Il! pa ne of glass. You can most u sily reach and lift lhe
p ush button with Inl! he lp of a bent coat ha nger. The coat
hang~s hould be 5traightenm out and then benl in a loop
or a triangle on the end. (fig.53).

...------ - \\
First of all, as the window will usually be rolled up tight,

fotOl! a pa int scraper or il simila r object between the edge-o f
the window iIlld the weahe- stripping (fig. 54). This will ere­
ate an opening la rge enough to allow the CQ;lt Iwlger 10be
in&med in ttrresulting em.-n. The Jocpor lriaogle am lhen
beused to caldl thepum-button le\.w and pull it up. This will
open~ door.

Ar1DthPt" po!6ibiJity is 10 llSeil guncWning:lE't insleotd atil

C'OlIt hanger. M the gun d eaning w llXmles in M!Ctions, il is
easy to mUe" rod kongenough to rnch aClOSS the imide at
the car. In Ihi. ClI5e, alwil}'3 work (lrl the window or d oor

u "



soaper or a simil..r object be tween the window and llle
frame. Then bend the tool slightly in order to make lI1lopen­
ing wid e erough to allow a thin pieo,> oJwire thl'OlJgh. T..ke
care 10 loop this win: MOUnd the s...-i~'eI level and !hen puUil
upward. Thisis MX'OJllj>listoed rnotiIl O!IUily if tbe wi"" is Slight­
ly benl on tIw md. 50 tha t it does notslipoff ee1e\'('I".

ThIl' problml,. howeve1;. is tIIat mostcarsnowadayshaVE'
locking pushbu~ in addi tion 10 theswivel~ 'I'herl!
~speci. l toob available 10 tan ca~ of IhEm. T",·o 10015
oU'e~M, zOO they are~ on different JoidQ ofthr
lock. Drp~,..thl!bu tton by pulling tbe MllooltOYo'lIrd
yO'U, w hile twisting the second one "lightly 10 push Ihll'

le ve e in to the
u nlocked pear­
tion (fig.56).

TIwfrontven­
t ililtio n window
is anot her popu­
lar w a y o f ga in ­
in g enlry 10 Ihe
ve hicle. Thll' If'.II-

- son i . thai i t
allow. access to
bo th the door
ha ndle and the
window roller
hand le. Here, too,
specia l tools are

Filf'" 56. Ho.. t• ..",ly tool. fin ..,-'''8 ...a, available that are
.....tiLltitnr .....""". witIo fo<*i"8 btI_ very s imple to

use.OnJy pry 1M
...·indow . Iightly open, insert the tool, and turn the ha nd le
(fig. 57). Which rype of tool is chosen generally~5 on
Ihe .mOlJnl o f working spdCellvail. ble,lIJ thei r function is""_.

T1letnmkof thr eat is a completely d iffeTf1'lt matter.. A5
thuame Uy isolten ..,oo both for thedoor loeb, th!igni­
l ion, thr lrunl, and eve n 1M g.lov.. cotnp.r tmfll l i f i t is
locbd, it is often helpful to deal with 1111 of these locb 0111

$ 1~.

r....... Sf"P- .-,nJ-d Mu.-. tW~ '" tAo ....of__of_dw......,.....
oppo:l6oi ~of Ihu 'dll' when' you insm: !he rod. . .

F1mcl iln.make a loop with 5()Ine nylon lineand fix It to
the e nd of Ihe roo o n the slotted ct" lIn ing attachmen t
iru:lude d in IhII' gJ.Ul!>et(fi g. 55). Thll'n inse rt tbe 100 and
caten the lever or the d oor handle imide the Cat w ith the
loop. PUU on the line and liftup tbe red to raise the lever ?r

the handle caught m
the Loop to the open

:===::I=r;~J"g~21 position.If the ca r has a
rur ventila tion or
wing wi ndow, tllis
ca n abo be used to
gain entrance. These
windows come in
two types-those
Mtll a locking bullon

riprr ss.A..... .,,.,,...';wJUdt.1fw on Ille . wive! ..nd
~c.....,""_. or. those wilhout. If

there it no locking bettoo, il is easy to fon'e the~vel~
upud into the unlocked positioa. Simply inseJ"t .. pamt.. "



r."'51. T",/w.",m..,"fr--tw"" ,.;....

the sa me time. Piding is Ihe mO~1 commo n ~ethod of
ope-oing these-Iocb, bu t it is often.~ If you.
d100lle- to drill the lock open.~ thaI ~iJflY~
faetul l!'B hAveprotected.lhrir locks by ins!,UlI'Ig Ya l'lOl.1S

sleel platfll or pins inho".' ~f~ tilt!' in ~~el to lIIa".-:
drilling~ difficull Hdrilling 15 requ.imL it ., Dften ea5l

er to b reak the trun k OJX'o Ofto d rill beside the catch lock
and then manipu late the catch with. bent pece of wee. In
either case , the in trusion will na tura lly lea ve ve ty clear
m.ltb on the U t.

A lew trunk or tailgate cyli nder locks. u well u many
gIo\~comp"rtment !ods. can be opened in . much easier way.
Exami ne the lod lo see if this method is possible. A simple
lock thai is po5.5ible Ioopen in thi s wa y is designed 10 be
~red with a retaino:!r aca'!"sibJ,e from the ftoIlt of the krl.
nu Iodan be opened~' in.olertingaspedall-shaped tool. in
effect a 5-106-millim e-terhook in the end 01a piece of stiff
wire. through the keyw ay (fig. 58). Th e retai ne-t can Ihm be
pulkoddown and worked me. Thm the e-n tin! plug can be
pul1td out of the krl.ard mno...td TodD this. fa-a!' Ihe ll.'tain­
ft" (lI5UaUyinsWled ..i th itsopmft'ds Io\o.-ard thepw ..g...
door) toward the cen teo- of the car to d isengage it When the
phag has beenntracled. lheatch rnechan.isrn can be pushed
Nd. and reiN:tedwith the helpof any paintlM In.ll.

rip'" 5lI. k-tri.- tIIote,li.wrIi'- W -"" ....d1 tJw L~.....
The-~ are. in fact. two diffrrrnt klcb that can be opened

with such an 1Ahape-d wire. The lock in whidl the plug can
be mnov-fod has.-lready been desubid The- othe:r lock» of
M lI'\~ simpler00Il5lJUcI:i1ll\. Byia.... titog the wire into the
byw.y. youcanengage thecatch III~ itself and
open it by memypushing it downward,

.. "



CHAPTER 5

Methods of
Forced Entry

uring a forced entry, theactu.allock DusuaU,.
not~ IaflFl of the intruder. The other com­
ponentsofthe leek set and thedoor (i e.•the
s triling p lat e. the hinge$. the door fram....
and the panels in the door)a", genera lly

m uch weaker. E\'en the waUnext to the d oor mi ght be
weake1 and tIn.I, more vulnenble INn the door itse lf. 11ll'
same might apply for the root or criling. or even the floor.

In meet bu il ding~ built in a warm climate, the ....al15
leek insulating material s. The wall ve ry often consists
only of an empty shell. extremely easy to break through
wi th heavy.duty tools. Floo rs and ceilings are noto ri­
ous ly weak in most countriee, whether the clima te is
warm cr cojd.

AUof these facts help to facilita te a force d entry. 'Ibe
level oi force employed in the operation C<U\ vary consid­
e rab ly. depending on the circumstances. Sometimes. a
low degree of force turns out 10 beenough.ln a fewca_.
however. the dooror the wall a.-ell a round the main door
an! smashed through by ramming thebuilding with. car
o r a heavy truck. A tractor m ight be uwd for the same
purpose,~ are very efficient and quid. if somewhat
noilIy• • ppro«:he$ to foR.Yd entry. r- violence might be
sufficienL but: in e'oy!y lorrro entry opet'ation, it D impor­
uolloc:hoo.ie the most expeditious method.

"



The door is oUm the vreak link in the protectiol ,of the
building. Tht ~imple fact that the door h,u to be opened
frequently ensures th a t it cannot be made com pletely
ufe . It i, import anl to de tennin... w h ich i ~ the w...,d <est
PM' of the door. If1Mdoor is musive, then the Iod. w ill
be the w .... lest part,.but in fact it is tnud'l more c:ommon
th.11 the door il:s<Plf is of a weaker con~tructio:n th.n the
lode insta lltd in it

Ifa lock ill in$talled in the weceg way, however, or sim­
p ly installed carelessly, it may be easier to break through
the Iockins mechlInism. WatdJ for major gaps between the
door and iTh frame. If ont of thtw gaP' is large enO\lgh. it
might be possibl... 10sim ply iNert JOInt' , uit able object or
prying 1001through it and wren:h the dooropen.

A cytinder lock is incorrectly installed if the cylinde r
protrudes more than 2 millimeters. If this is so, then the
lock- can be forced open byeither pull ing out the cylindt'r
w ith heavy-duty long' or drilling th rough the now
~ weaker $ide of the cy\inde!" in order \l) destroy the
locking rn«hanism.

A loc k can almost always be drilled open. Ina very few
case" the lock can then be repla ced withou t the ow ner
notiting.. at }eoast if it iu cylinde r lock. If only the cylinder
p lug is drilled, the cylinder itself an be saved.Only the
irnef ccee reeds thm to be ft'Placed.H~ it is nolpoll­
sib le to reconstruct the b y aftl'fW,ud 'Ther:ore has 10 bea
new one, although the externa l a p pearance w ill be the
same, When a cylinder lock: ill drilled open, the lower sets
o f pins jus t belo.... 1M shear lin e a re d e st ro y ed , wh iCh
.Ilow, theplug to be tumed.~ the upper pinscan be kept
ebcve the war line with a w ire inserted into lhe lock.
'There are also various other waY' of driUiog open a loe....
bu t th ese will a ll des tr oy pa rt. of the lock set that are
exposed and clearly visible.1he intrusion is therefore obvi­
ous and exb'E'meIy ronspicuowl. If force of this kind has to
be used, then il is better 10plan I regu1u fon:ed en try and
simply wn:rl. the~ dooc.

. The Area Q~ IN: bel. is elso a good d1oic:e for brea.lr..
mgopen. U, for Irtst.uw:t, two mortise kJcb,re insl,lled in
th@samedoor, th@ locks shouldbeatleast40centimete rs
apar t or lhe door structu~ will be weakened significantly.
Even though the locks might be sh ong, the door is tben
easy to break,

_In~~ the -ertw, , t\a(h ing the 10d to lhe doot
might be vid>.le.and~might l"\"enbe pa!lIible to~vt
trom the outs ide, This ISanother maio' construct ion E'I'IOr
that makes. it eil!ly to fum! the doo r open.

Some doors have been reinfDm!d with Sole-el plates fitted
on the most exposed partlr. lf these plaitsa~ thic:k enough
and~ frame is I'IOt significantl,- W I'i1ur,. tbev will cause
p~obll!ms dUringa fon:e<l l!nb~}'. A carborundum wheel
might be~ry toeul through lhe steel,

Doou w ith re bated wooden panels a nd most other
types of panelled doors are very weak and can easilv be
broken w ith a hefty kick or a hacksaw blade. Aim to; the
panel next to the lock 50 tha i you am rl'ach in w ith you r
hand-.'Id unlock the dooc. Be 'ware, however. tha t J<:Jme of
~e,se doors have been reinforced by~~J shf.-ting on the
11"lS1de- rather tha n on the outside, If this is !hi' case the door
!nigh.t have to be treated as a steel door, despite i ~ Inviting
I'?<tenor .ppe<tJiIIlCl'.

Some front doors do. in fact, have " e ly Ilimay Jo""er
PlUll'l.s. They a~ notonly eMy to break in through, but they
can also be used to push larger oI:;ects out of the buiJd' .
This is a Itdmique often employed by b urgla rs. HOwt'V~
when you are attacking one o f these doors, make certain
that the panels have nol been reinforced on the inside by
strungerand thicker wood panels.Sr.direinf~ can
SOInI"Iirnl'$be detected by !hi' appearance of a number of
screws.~ reinfum!mentII, unlilr.o! steel reinfo~
~rep~iblet,o brea k through with ordinary tools, bu t the
}oil WIll takettnle and create noise,

. Patio QOOI'll and sliding deere, especially those with
eitber wooden Olll~inwn frames. are usually very N9V
t~ break~ghby~Iy IiftinS thedoonout of the fii­
ting. A patio door lock is I security dl!Vict'designed to boll
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mJly alto be protected by a hinge bolt (fig. 59) fitted in the
hinge e.:Igeof the doe r close to the h inge p osition s.1llest
ue stw.:b IItt into lhehinge edge ofthe door which engage
n o cO" e5poi lding sodets, or rea'SSE1l. in the rrllmt when­
ever the door is d osed. The d oo r cannot lhe-n be forced
open or lifted si mply by sawing aU tbe expoeed hiRgt'S.
Such . dooram only be forced by removing either the lock
or lhe ' ".me area around the hinges and the h inge bolb.
Hingebollsaft' always instal1ed in paits.~ usually below
the top hinge and the other . bo\'e the boltom hinge.
Mort ite r olCk bolts a~ sometimtI \lUd for a .imilolr p u r­
pDW.U for tlltemal doors. Such bclrs a re fitt ed .lIt the lop
and bottom of a door and an be locked fro m tIv iJUidt
with a universa l 'P1ined key (6g. 60). The lockab~ boll is
the I~ most commonly used today.oece aga in.lhnt
bolts canonl y be Iocb!d from the inilit.The~ bolt is
a de~ bolt, $0 it a nnol be~without a by.

II is worth mentioning lIwt in old er hou$t'5l1Dme doors
,nd French windows are

l usually secured with an
espagnclene bolt that
elltends the fuUlength of
the door and coruis ts of
two vertical sl iding
bolt5. one c01Ie ring the
top half of the door o r

e w indow and th e o ther
revering the bottom half.
Both are op era ted by a

• central handle, ,,·hi<:n is
9 o ften lockable. This

works . «ord ing to
I roughly the same sptem

an d is UlIed 10 keep the
,.;,-61._-*""I,I«kHt- doo r in plaaeven if the""..... -. ho>gesaredUIIO)~.

Barrelbolb areu~

in ma nybuUdings lor a similarr~. These bolll are
~-ed onto the su~ of the dcee and U!UilUy shoot into

H

lhe Iiliding door to its frame. lt is neve!' very strong, though.
Some patio doon are evenmade ofplastic today.

Glared dOQJ"saft'e~lyvulnef",b le. II is not neoes­
sary to breek I big hole, howe\.-er. A sm.Uhole,~nt.IO

.Uow ' he operative to reach in ;lI\d open the lock" IS qu1le
$Uffltienl. A~ area of glass is broken more ea5i.ly_nd
S,)~ly-lhan luger ones, A French d oor, fOf ins tance. is
lib'ly joopen ou tward, and the b leb can W rellche'd -lJld
opered easilybybmWngone of Iht wnall pa.- of g"- in
the door. Sudi '" small plU'Il' an be broken quietly, wTthout
IJw risk of IN, nrigtbors tearing it.

Most doon with. mai l slol ,lTeVfl)' vuWrlbw to an
attackthrough tha opening. Simply put ill crowbiJr throut,h
the m.ail ,lot andbrul<open the part of the door Nolow lhe
mail ,lot. This job take! only iI few ~onds. The Iakh a.I\
5oOO'letimu also be re ached through the m .lil .lol ilSt'lf.
SpfriaI eqWprnen1 canbe made for this purpose. .

Xodoor is stronger than its b'ame. A 5Oftwood fnlme IS
easily broken. ExpOHd hing@ pins an also be worked upon
to o~n the doer, If a wedge WilS not fi lled Mtwl!'en the
fra me ,1n d the wall oppooite the lock when the house was
cceetrccted, then the m.nu.willbe Wl!i1lu!ned s;gnifu:alltly.
In thi, ca~ thl!frilmeGIII often be simplySf'rNd Iway from
the door, thusallowing the door to be opened withou t b0th­
ering wi th the lock mecherusm. Th iB is even true of mos t
steel frames, at least those not thic'ket tha n 2 millimeters.

Most outward -opening
d lXlr, r an be opened by
io.nocking out the h inge
p iJU and then prying
the door open on the
h in ge alde. Alter- ,
natively, if the pins I
cannot be knocked
out. the hingn can
be"",,-ed off. Thre­
fore. a , Irong door



There han been
cases when door
cm m, hlwe been
broken as a re ­
sul t of someone
mere ly o~ning
the door without
finl remov ing
rbe chili1\.

S o m e t i mes
the dooI" win not
bE'1od<ed proper­
ly bee..use of iI

faulty door l.'fm..
A door check. o r
door dOOJoel', ron­
sist, of a he..vy
spring ..nd um

coupled to ..n..it 01"oil cylinder that ..utoma ticaUy doses the
d oor. Thedoormed.iI1sowntm!:5the !>p('f'd at whidl thedoor
d ceee. u thedoor check ;s nol working proper ly, lJIere u a
gooddlanre t tlat thedoor I'\mIilins unkrlfd.

[ t is ...~ imporl~nt to plan the bee.. ..- In properly. In
~~ buildmgs, for Instance. the front d oo r might be very
diJticult to break through. but a garage will be at tache d to
the side of the house. Inside the garage there will then be
o~y a lightly protected interna l door linking th e garage
With th e h ome. This door might well turn out to be s much
easier target than the front d oor.

Wuulows always presenta specia l prob lem. There are
numerous types ofwindow loeb for Cll§(>Olen! windOWs.
sash wind ows. and most: othPr typH. '1'htAe Ioc:b can gen­
erally bepicked from the inside. H they lift ntTemely sim­
ple .and aouoetiu_ tY1"I'i aU use the same univen.d ~Iinrd.

key.From the ou.l5Kle.however,. the only IIle\J.N of entry ill
10 bre..k the window or kJcl:0pen.. Fortunately. the very

•

·0·
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a staple on the d oor
l ralTW.Theyare usu ­
aUy nol fitted with
locks. If they are
used w ith . stilp le.
the .taple is th e
wu " poi nt , lind it
can often be forced.
If the bolt insleild is
m ounted 50 tha t it
s.hoot5 into the hud
orJill of the fraDw. it
is much atrcnger
(fig. 61). Sometime!.
tw o ba rre l bolts liN
use d . one fo r the
hW~ one for the
MIl. Door chainsand
door lim iters (fig .
62) a re devices th at
P 0 M' . im ila r prcb­
lems for the intrud­
er, bu t only if some­
body is il t home and
has put the chain or
limiter in pos it ion.

Thelimiter is sim ilar to the door chain, but it UOleU sliding·
rod device instead of e chain. Both these devicu are sup­
posed to keep the door safely and effectively d osed. even if
it has to be slightly cpeoed, suchas when rewiving il small
p.rcel or a let ter. The chain w ill allow the door toopen to
&bout 5C'eIltimerers. but no 11\OIl'.'.

Certaindoor chains do in fact bavea key-operatrd lod­
ablest.Ipte on tt.! door frame. which sllo\o., the OC'C\Ipant to
use ttw chain even w hen. leaving the house.On mum. hi!
tan open the d oor sufficiently to unIO(k tte dla.infrom the
s t..ple. Theile door maiM canuuw" p rob lem for an
itttr\>dtr,. unla6 the staple ill weak.

Atll matter of fact , many dool chiIinJ lire very wuk..

..
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willbe a good point at which to ettempt a forced entry.
Meta l w indow frames in o lder houses Ire gene ra lly

INde from steel or galvanized steel and, con:>equently, are
qu ite difficul! to bn:oak through. Modem alum inum-framed
windo~how~, are made of ..cr. a thin.. 80ft OIluminum
aUoy tNtlhe frames can be d i$torIed easily wi th a lever of
IODle kind. b 5e1l-tapping (self-threading) KNW$ used in
these cons truct ions tend to pun out easily, and the loeb, if
any,are oftm of a very poor qtWity. Thi~ is tsp«iaUy true
of horizOlllalaliding window" whido work by sliding on
arIatwninum ITack. It is often ~litlively eMy 10 lift such a
w indo w out of it a track , u~ing the urne technique
d.e5CJibed OIbove for lifting II sliding door.

Th.e importanl thing to consider when i t 0lCneS to enter­
~ throughOl window is the type of glass taed in the win­
dow. The", I t!' _ erOlI di ffe","t types of gla~ aViliia ble.
The,lownt:.quaIity is sheetglaSlS, a cheap gIasa with im per­
fections.1II;SiIoo often "'ferTtd 10 as hort icultural g1a:!lll.as
it is used fOl" glazing greenhouses. II is generally not used.
for domestlc g lazing. A shfff is 3 m illimete rs in l hiclr:ne~
and will breakeasily.

The Btandard material for domestic glazing is float g.L-J.ss.
whjch is fla t and free from imperfect ions , It genera1Iy
cornu in thicknessell ranging fr om 3 to 10 millimeters.
Glasa that ill " millimeters thick is very com mon,. bu t the
thk!a'less is always related to the size of the window;a larg­
er window 1l!quires thicker glass.

Wired glass i. a rolled glass in which a wire mesh is
embedded d uring manu facture. It is 6 millimeters thick
and can come both with .square or diamood-pattem mesh.
If the wired glass is hit by something-the wire will hold
the gla sslogether. Its resistance 10 impacl is h igh. so it is
often used where fue.-resisIanr:e is important, as well as on
glazed roofs on which snow and Ice e re likely 10 fall.
Wira:t glass is genera lly not used for w cunly glaLlng.
however. n the mesh can be broken th roug h once the
g"'lII has been amashed..

UmiNted glass is true safety glau. ll a acb but does
not~kunder impact. This glass is formedby 110"0 toheets

conslructi on of a w indo.... makes it relat ively weak and
easy to break, A forced entry through the window is almost
alwan easy. If the window is on ly closed and not locked,
tM e~sie sl way 10 gainenlry is to s imply sma~h a sm all
pene to illJow OIlfl"S hand Ihrough to "", Ieil foe lhe ClItm. The

window can thenbe Of"'I'l'd-
Wl1ld ow locks will unfortuna tely p l'l!'Venl lhe window

from being opened in this way. Even if the window is
5ll'IaShed. the fr ;une will remain d osed .O imbing through
this h;une will~ta.te nris:il)' breal<ing iI large amount
01 glass; this is quite dangerous. since the optTaive is likdy
tONI himKll. NaturilUy. both tMw problell\$ should bot
0I\"Oided if 011 0111 posdlle.

In tlW'Iy house' in which !hi! windowsa~ kw.:ud, lhe
DWnft' will Uep the key to the lock of one wiPdowd ose 10
the window in c_ there isa sudden~.If this boyan be
recovered o r reacbe d, then Ihe window is effeclively
unlocbd. This 5hould be remembered if a window entry is
being consi lk-red.

Louve r window s are
nOloriO\».ly easy 10 fon:e,
u pecia lly from a flat
roof, such as on 01 garage,
that offers easy access 10
the window, The louver
w indow can sim p ly be
levered ou t of it.s frame,
unless it is glued very
firmly wlth epoxy resin.
In this way, whole strips
of glass can be removed
from Ih e meta l d ips .
Modem louver windows
mighl have lock ing
devices instaned (fig. 63).
Somelimes the lou ve r
blades Ol~ a lso made of
IaminOlted ...fety glOl S$..
Still. a louver w indow F..., U~ , .Io<,k...
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inst ead of . 1ee1g ri lles, Wooden shu lle l!> of the louve red
typeare especalty easy to break ltuough.- $O lhey present
no special problem.

SAfE CUCUNC

~11' ..re many d ifferent types of safe.. Some-of lhem
are built 10 be-~nl to bury;lan, while olMrure n>sis­
ta nl lo lire.Someil1' designed to~i:il: both. Mosl saftosc;on

AlIOtherproblem !oJ' the intrude will be theedstence of
HCUtiIy bau.Sudl hom. used as I'l'inbtement nal lo an eUIl ­
ing dooror as a decontive grille for a ....indow, are very diffi­
cultlO n!lnO\'t'. elOCepl through brute fomoor thenoisy useof a
a1rborund um wheel . Grilles., especi.IUy lArgeWiding grilles
(fig. 64). arecommonJyusedin lniIfIy cou.nlrin for pmtecting
~are.ud glass rr rb:wwa}-.. OhI'rr,rilln:areof thedetadl­
abletype. locked in plio:e wiIh <B1y fixed kxb Of padlocks. If
this. ~w.e.. theIoduare theWUlk limin ihet'Dll5tnJdim.

Some older buildings rely on $Olid wooden thuUers

SEOJIlITY B AIlS

of float glass with a thin sheet of crystal-clear plastic sand­
wid\ed betweenthem. It is verywong. Although the gjass
w ill crack under heavy impact, the p la stic will ho ld it
togt't ller very firmly. This is the maJI common type: of 5KU­

rityglas&.
Tempered g las.s, also known as to ug hentd g lau or

armor-plate glass, is heat-tou.gllentd sa fely g laM 0...1 is
both impact-and fire-m;ist.mI. When it does brea.... il shat­
len il'l to numerous bUlll.umless p ieces .... ilh no sh.ttp
edges. Ttalponed glass is fO\lr to five timu s tro nge r thion
ord inary glas.s of the &aIlle thicknes:s.

Many othertypn of glass. sud! U pl-tbei'lt'd gIast. so lar
contro l glau, etc.• a re d so in common UiN! but ue not
eecountered very often during a bleak-in. They fulfill 00
special S«Urily pu ipOS(' .Of thew various typn o' pass.
on ly ...·i red , lam inated , o r lem~led gl a" will ru isl a

. sledge """rune r. and the wired glanun still be broken
through w ith the help of o llwT tools. Most types of gWs
can be brobn "entuaUy, but doing . o is sometimes 100
timKor&urning and noisy to be truly efficient.

1he intruder breaking into a window must also look ou l
forvenetia.n bliJ\ds.1hesecre4ltetwo d iffere l'll p rob lems.
Fin! of all, il ls c ften ver)! difficu lt to see through them to
determine whether a room e eccep ted or not. Second ly,
b reaking through them makes a terr ible noise. For these
rea sons, ....indows with venetian blinds should be avoi ded.

". Erpotimt B6t E

'"



'"Mrt#o:tds ofFDn;aI E...ry

neil' lhe wa ll,so lha t it can be cove rC'd wi th the ca rpet or
l inoleum a nd still reac!'ll'd w ith a m inimum of inconve­
n Mo nee . A comer lou lion " 'iIl aho g iVI!the in truder In,.
room to wo'l'k,. n·f"n iflw happens Iodi5Covn tt... lIotf~ .

A fIoor sak ....ill~ be tc...nd in .. room ....·here thE' floor
is lihly 10 g~ 1 wt"I, s uc h oI S in .. b.. th room o r a Ia u ndry
room. E\Yll though il is lD...aUy hidden unde r lht"ca rpeL
o ther hid inS p litU'S ~hou ld no t be disrega rded, such <IS a
fals~ floor in the base of .. cupboa rd, for ins tance . Such ..
cupboard ca n b" Ieee te d easi ly, e ven in a roo m w ith a
t iled floor.

A flo or safe ca n al so be> found fill{'d in <1. susp<'I\dt"d

wood floor (fig. 66). Sud u afes U~ in efkct :Iol'Cure bo xes,
often w ith rombinaliol\ locks, which fil be!weerudjarenl
jo isis a nd a re bolted o r lICrewed 10 the m . The SCTews o r
bolts are fastened from tlw inside o f the safe . The floo r­
boards wi ll be removable in order to allow access to the
safe.The sefe itsclfgeneratly is covered with a shee t of ply­
wood or hardboard to b ring the su rface w"el with thesu r­
rounding floorbcwds.

In .an apartmm l compl.... 1he equiv~enl of the lIooJ w le
n the ....."" sa fe (fig.67). which is aboftlSily CClI"IreiIted. A WlI 11
san, ill a snwUsecurity box tNl is set into the ....-ill,. rrplacing
aneor moreaisling bricb. The 5i2Jeot the WoIU:safe is ........

I
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be crao;kedwithout tao Il1UCh trouble, .\though the rontem­
porary DlOdels ere 1IlO~ difficult than the older ones.The
main problem with crading ;I safe is tha i it creates .. Ia rge
amount of noise. furthermore, most sa,," 'Ie too heIIvy to
move fnxn thriz: location. so the work must take place on
the pn:m~ [f the safe is smaIl and light .-ncrngh and no!
filled to the wall or 10 !he floor. then by all meansremove il
and oprn illtt~.

The 0'1081 reliable sa fe in a house is the floor nfe, as
this type of safeis out ofsight and can be permanentlyset
in a r einforced concrete floor (fig. 65). A floor nil!' is
recessed into the floor 50 tha t the ..mall b ut strong lid is
just below or a t the floor level. and it ill made-of Weir;
s teel. Different sizes ue available , dep en ding on thE'
depth nailabLe under the floo r, b ut the opening will
~ .lwilySbe rel.l ti~Jy small

A aafl!'o f lhis kind is ge nera1J.y potit ioned in • W Ine r
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quite euy to lcnock w t a masonry walL,. t'$p«ially in.n
older hou~w More the morlar is crumbly. The britb
around the sa fe " 10 be c;hopped oul with a bolster chiwl.
The wall safe is then removed and Inwghllo a !llfe plece to
be opered.

Certainbuildings mighl han a strong room irotnd of a
w.fe.~are50mftimes difficulilo b reak open, but ee
principles a re the same as wi lh ordina ry saIn. A strong
room i iS gl!lll'l'lIIUy1Ks~ lha n a bank vau tt. which is
very d ifficult to fort::2 open.

The metlmds suitable for cra<:kingordinary safes should
be hel p fu l for b . ea kin g in to a bank "au lt, 100. Another
inle'"ting poinl aboul . bank va u lt is that it of len has ,I
hiddl'tleme.geq n'irancr m the formofa hatm.~ is to
ensure eccess even if W TIUIin d oor ha5 become impossib ~

to open because of a failed burglary o. a mecbanieal prob­
lem. This hatch will of cOUlSf! also be heavily protected, bul
as it is iSmalIl'1 and usuaUyhidden beh ind a steel plilte,;1is
not as prol2cted as the main doot.

Fre e-standing iIoafu, ",specially if not prohibitively
h~vy, are oftm 5Il'<.'I1r'f'd to thr ftoor. and 5OO\Il"Iimes to the
"';I II, lao. Jfthe safe is not secured in tlu.. way. the bl'st
option is to simply J1.'move il and crack it open alleisure in
some saft> spol. All safeiSilJ1.' Cl"ackll'd mos t easily with the
help of. carborundum wheel Thedisadvanlages of th is
method lire that;l steady "'Wly of electr icity is required
and it makes a terribk rcee. Foltunat",ly, sufficient POWI!:l'
is in fact available in mos t houses,although it is prudenllo
bring an extra set e f fus es in case the regular ones have
been removed in order 10 prevent this method from being
used on the sare.

Many ~-pes ol safes nlyuponcmnbinal.ion Iocits. n-e
can bemanipulaled 10theopen posiDon, but il isdifficull .
The technique- is~ in Olapler 2.Combination lockiJ
can .100 be opened by d rilling. howrver. The lock tllnnot be
opeoed c:ompil'tely by s imply drilling. bul~ drilled holeiS
will he lp W intruder D'lilnipulale the whee15 of the combi-

""""' .....H this tI'Il'thod if, reorted 10, drill two J..millinwler hoIr5

~IB&£

fi"..., U fl If.-It . u p iu• ..
rlo<t>-i<ooI,.-. .......
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sund b y the
Tf\,lmbe'r of brid,;~

it replaces . Wall
sales ar e there­
fore commo nly
one, two.CIt three
bri c:k~ high a nd
one brick d ee p ,
although double­
depth models are
alsoavailable.

Wall $lilts are
some times very
d e'\'erly hidden,
,IUhougb it is
alNZing how o f­

FiprefH. WoIIl ..p. ten they will ac­
tuaUy be po~itiOfled beh ind a pa irlting or UIIJther picture.
1her'e!l:ft th is is !he fint p lace to look for a waU$lIre.Tf~

• waUsafe iuot Ul

such ap1ace,the
o wnerhas bee n
clever, and it
co u ld be an y­
whe.... There is
even a c:olt'lITler­
doil waUsafethe
siU' of • cash bolt
that is d isgu ised
10 lo ok like a n
e1Ktrical power
!l.'JCbi (fig.68).

A wall safe is
eas;er to bre . c;h
than a floor safe,
'5 the latte r is
more diffirultlo
iorvt'roW of posi­
lion. It is . 110



in the bock of the lock. l h m tum tt-edial;md obst1ve what
b happenint; inside the Iod. through these holes.. The gate
CllI\ be seen through the hole with tt-e help of a flashlight, or
a piece of piano wire can be in1lerted through the hole &II a
probe. When vOU....~ found the gate a nd aligned it wilh
!he J\oko, you em note the numbeTon the face of thecombi­
nation dial Thm dete.n lint the distitt'Ire. expte:=d in divi­
. ions on the dial, betw~ the bolt .-.n d tN: g l te aligned
wi tb. the hoJe. Subtract thisdistitN'e from yO\ll tNding.
This wiDgiVl! you theroaobination rtUIIIbft" for tNtt partial­
Lu wheel After obtaining the fiBl number of the COIIIbin.a­
lion. reverse the rotation of the dial and repeat the proceg
wi th the lleCond wheel. Tht rotnbinationof the third and
the fourth wh2els (if the latteris present) can be determi ned
in the sameway.

Th ere al"@numerou.cruderways ofcrackin g a u fe.
Explo sives. for instance, can be used. Then it Is'most com ­
mon to drill a hole ab ove- the dial and insert a finger of ,
gloveor I small plastic big with explosives. An explosion
he~ will d~troy the lock mechanism. However, it is by no
rnea l"t5 guaranteed that the door ....ill open beceuse of this.
as it is filmy common for the door to ;am during the expkl­
.ion. Thisrnelhod is tlle.eIO<enotrom~y~~.

AnDlheJ method..~ as old. is to use nitrogl'"'.et"••• .
Fint drivea steel wedge into the top seam of the door. This
allowl the nitrogIyce.it oe to seep around the inneTedge of
the d oor 50 that the door will be blown o ff the safe when
thenitroglyttrine is detonated.

Noneof the melhod5mpWingexplosivesare really ...,;·
ommend ed.as the y a re both d angerou.and c reate too
much alarmin g noise. A Mighbor might be disturbed by
the sound of a CiOrborundwn wheel. but this alone wiDnot
be~ident to make him or her call the p olice. Afte r all,
many repairm en us@ this tooI. An exp losion.. however, i.
quite II difu'nmt matter,

Another way of cracking olde r.. inferior types ofsafe. is
to drill a hole in the com er of the front pla te of the d oor.
This p la te can then be torn Iwaywith the help of a 1011g

crowbar in o rde r to e . p OMthe klck mechanism, The Iod

mech ' ru.sm can th en be mani pula ted open easily. Th is
meth od IS comp le te ly ineffective aga inst modem safes
however, as their doors are massive. •

In fact, most of the oider me th ods an> obsolete , u the
sde- doors al"@lamirw.tedwithhard 510'('I andbe-ry llium_
Cop pe r plates. Dr illing.. for ins tan ce, b eco mes .almo. t
im possibl e. One me th od th at still woru u generally
known u a · torch job," in ,..t'Uch an OlCJ acetylerw torch is
uaed 10 cut th:rough the safe. This requiffs bulky equip­
mt'fl l and 5pfl:ia1 1f3ining. II b not really common now.a­
da ys. iili a carborundum wheel w illdo the same job in iln
~er and sa fer way.

Mao.tolder types01 safes relied on fait ly thin metal wa lls,
padded by an in . ula ting material . Howev er, after several
yeu~ ha ve passed. the Ins ulating materi, l will h,lYe com­
pressec!- eventually leaVing the upper parts of the walls c0m­

pletely empty an~ ~efort> very easy to break through.
Anoth er cuncsuy shou ld be men tioned he re , Some

cumpanies 110W market what they ca ll a b ion ic sale. This is
a w fe with an integral alarm system, a s well as a few other
protection devices. The _501 is usually a n inertia sensor
t!\at will activale iI sin.'n and.at the same lime, through an
automatic dialer connected to the nt>.aJesl: telephorw, dial a
progra mmed te lephone number. If the u fe is b roken
despite these precautions. ...If-1:on~dexplOllion will
dfl.i roy all mall'NIs inside. (II i. dl'$ignrd to rau.w n o
b..arm to ilfly peopleorproperty in the vicinity, however.)
Furthermo~, if ttoe Slife is opetll'd without authoriution. a
lUdden bu£Stofhigh-~hrd light will be- emitted. This is
to disab... !he intruder by lItunning and blinding him tem­
pon:riIy. This type of we b not yet in widesptead use.
~ a fina! note, i! should be It>lilem be re d thai many

w fes are desi gned wrth an ou te r ronst ruction tha t im itates
hi gh-quaI ity wood pane ling. This is both to hide the safe
and to make it fit inconsp lcccusly in to a home o r office.
The best pro tection has alway. been to hide the safe well.
1l'lrrefore, when searching II home or an offi:e, be careful to
dlrck all possible hiding places, however smal l, fofII safe.

,.. '01



C H AP TER 6

Alarm Systems,
Sensors, and How
to Avoid Them

ccording to d ata from the British polia . as
In,llny all 98.6 percent of a ll a larm cal ls are
fal~. Similardati can be found in most~
CDUlIlries. Clearly. a 5ingJe-alann caDll'Iay not
bPsucha grea t Uueal lo an enlry cperetion.

Hcwevet, alann calls must be avoided a l a ll ccets-eespe­
cially mu ltiple COllis hom the same system.

1hebil!lic intn.asion alarm system~sls of:

• a control unit, generally instalied within eaay reach of
the main means of exit and entry. usually the front door.
Thisis the brain of the alarm system

• one ormore warning devices, such as sou nde r boxes
containing wa rni ng bells or all'ens, and / or etrcbe lights,
ofk.n fixed to the will on the outside of the house

• DOl' or more detection devices. or sensot3

OOer major ccmpoeeets include devices for ilrm ing
and disanning the iI/ann system. automated dialing equ ip_
ment. power supply sudt as batteries. and wiring Wtwe.n
the va~lXlIrlpOJlel\t$

Therot 'bol wtit is housed in aprotectivebm" gel'lei<llly
made of DlIPboI, and i5 situated in a central loca tion in the
a rea to be protected. An indOOl" dosd might be V!lN foe
this P"'rpot.Ie.

'"



Warning devkes of these types are sometimes referre d
to as alarms o r annunc iators. a lthough thE- word a larm is
most often lIS<.'d for a udible ...·a ming device's. Additional
device's may be fiud inside tbe Ilou!.e, main'}' as" p~ydu>­
login l d isturbance to tht inlrudtr, a nd lI()-C;l lIfOd silent
alarms are also a posao;ibility.1n tbe latter a 5l'. a mnott sig­
~Iing system ,,-ill bit used.

T'ht sensor is thl! ,u,vn tha t ~lays info"""tion to thl!
control u nit. If tht control unit is the tquin ltnt o f th t
hWNIn b r.in, then tht 5eNOl"5&ll! similar to W5Om$tS of
the h uman body. A wnsor, or de tector, is a saonning and
scrfffling devll:t.1ts efledi~ I"iInst is aIled the ddertion
Zoot. TIlt sensoes~ 01 di fWrent kinds and. a~ l;OIT\IIlonly
divided into three lines 01 defense. 'Ibe !oeI'ISOB are 0XVIfd­
ed to the control uni t, which , a fte r receiv in g a wa rn ing
from a sensor, tral\Smits the alarm to the warning device ,
which will SOlUld the alarm. The various types of sensors
will be detailed in Chapter 7.

There are three lines of deh-nse, bu t in fact four different
lcindsof alarm pl'O~O:

• exlemll l "I,nm$
0peindei al,nm$.....-.
°delibentely op<'filk'd aJ.mns

Exbmlal a1anTl$ aim to detect an irtrudet n Nriy;lSp0ssi­
blebe"-he~)' re~ the aWn buildiJlg. ll relies on
lIm:;ors located in tht grounds or on W boundary w;l1I 01
~. As these Sl'I'IIOI'"SUif often suKeph"blt to false ilLtntUII.
they ...;U gtTlf'l"illly be mon itored by a privalf!~rity lItaff
and llTI! tIlt .eOOoe only tobe txpectl'd in extremelyrid! neigh­
borhoods or UJip ale or government installa tions.

I'h<JtoelEctric cells are frequently used for tJUs p urpOl!(' .
Th ey can be position ed to p rotect the en ti ro perimete r.
Other common sensors are the microwave fen ce and the
Iield effect detectors. Special barrier or fence de tectors are
a lso used in certain high-risk. ins tallations. Anothet d evice
used for('l(lemiIl alanns is the geophone.

Perimete r alarms are designed to protect the shen of the
building (ie., thewa1l&doors, and w indows ).The pe rime .
ter serecra ""ill detect the- intruder as soon as ht breab into
the building. Perimeter lila rms are ve ry common and a~
o f",," used in aquoction " 'ilh trap a1al'1Tlll.

lherce are nu ltll!'rous typn of perimeter alann Ie"NOl'lI.

Magnetic~ contacu. photoVectric celts, g1as5 breakage
dettcton. video dtr:erton,. vib ra tion detectors, inertia sen­
socs, inhasound sensors, field effect sensors, p lunger
switdwos,and p teMwe INb a~ commonly U5('({ aemon in
the perimeter alarm. WII\dow foil or pn- tabricaled wind.......·
foil and wire COJ'IIACb"re also WIl'd in some olde r lIystert1ll.

Tl'O'p alaons Uif de l«lion devices ins t.1l lled a t st rategic
locations wifhin the house to detect an intruder after I\e has
a lready ente red the bui lding. They are alsc ceeamonly used
to p rotect individ ual itens of great value or importance.
. ~tect oTll l1Sed as tr"p alarms commonly inc lu d e pas­

arv e infrared detecto rs, microwa ve m ovement d etecto rs,
ul tr.a5OIlic fio.vement detecec re, photoeledrk cells, meg­
n~hC re-ed switches, p ress ure m ats, light d etectors, and
video detectors. Other tIf'ftSOTlI, llUCh il.'I field e ffe.ct senso rs,
sou nd d e tec to fll, and ht-a l d electolS (not to be confused
wil~ ~ infrared dttKtofll);lOOfa U...·ithin this ClIttgory.
loruz.ation driectOB, when they come into general WIt, will
,,1so~1ongtottW.gmup.

Tl"ilp a1arm:II aho inr:tude special aIanru; wed lor guatd_
ins specificob;ertt. sud\ am vah>able pilin tings, COOtpUlf'B,
and so OIL ThKEoaIatrNcao be of many typeiI, but it is com­
moo to run oonnally dotied Qa.uila (this wiD be E"llplained.
b elow) inrorpol"ilto.>d into the main cable to the electronic
d ('"Vice, or affix t1iem somehow to th e object o f concern.
WMn the wi ring UCUI or pulled fr om the wall .ocktt,
whether or not the power is on,. the alarm will sound.

F"mally, deliberately operated alanns are a lso kn own as
p a nic b utt ons. "They al'f found in banks, for ins tance, but
" 1,,, in many private homes. Suchbuttons can~ently be
found in the bedroom a nd jus t inside the f ront door.
Delibera tely opera ted alarm .)'Stems will be d escribed in
Chap ter 8.

n. UI



8<lsica lly, there are two main t}·p~ s of a larm system
im Ul lal io ns. :vIost systmtSconsi$1 of separa te parts, bul
nowadays an increasing nu mbE'rol system~ a re self-con­
Iaine<! . A 8l'II-<0111ainl'd alann system conl'lIJ\!1 the control
uni t theSo'!f\SOr, and the wilming ~ice in the same, easily
~lled unit:. Coru>«tions on thebadof the u nit allo w the
attachment of separate IWflSOni and externa l wilIn in g
dnices. lhe self<Ol1tained systems have advilflIagesand
d isaoh'..uagrs.. 'Thisis also tr\le cline gepM31e-<omponent:s
sysI1effi5. howe\'eI, 50 il it prudenl lOplan well ahead when
installing an a1aIm. system.

11W' sepa l3te-<omponenls sy5l:ems are h ighly ildilpl3bleo
a nd e~pandable ilnd can the lt'lOre1:l£> used in ilny- sizeor type
of build ing. Additional~ts can also be installed ~I a
la ter ti me . Th e set t-cceteined s ys tems are m ore easI ly
insta lled, however. Genera lly, they are of the tabletop varieiy
and need only be posit iolll:'d ill a room and plugged in to be
I'l'ady to us e. Self-contained systems are also ea sy to mo ve,
both from different nlOI1l:!I in theSilome building and from one
bui ldi ng to anctber. For lhese reasons, self-contained sys­
telm are mOIt"commonly used by prople wh o ren t the ir
homes o r offi0>9,wh ile horrwowners ancl l.a rge companies

~ use~rate-l.'Orl\porwntsll}'~. .
HO""'ever, there i, another, mo nt $ignificilnt d, ffer~

N tw,"", these two typesof'~~The Soel\!lOlS U8ed with
mostwparat e--o:mpor lt'. ots~ an' usually designed as
prrime1" defense CLt., to detect intruders and sound the
al.ann~ they manage 10 enter the pIl'mises). (Mer tys­
~ Itn&~ an ntnnaUy mounted key sw itch, which
wrv~as a retnole arming and d isarming lkvia,~ .11·
contained man S}~mSo, on the other hand,. are generally
desipll'd 10detect an int1\lder after he hils a lready.entered
the building.lnstead of anptemallymounted SWItch, the
, ys tem incorporates a time delay, .....hich allows. ~rt~in
time, often fifteen to th ir ty seconds, to enter the buUdm~
and tum off the alarm. The alarm will be s ounded only if
the system is n ot tu rned. off in time. It muse be remembered,
~r, tha t self-<:ontilined alarm systems (an~be con­
llt"Cled Ioperimeter a larm components. If thi, option is

'"

used, the self-<:ontained. alarm functions as a h ybrid oontrol
unit. It'lyingon both its own lll'OSOr and one or more exiee­'"'_

In fact , many ,,,,If-oonlainfod alann sys~can also be
used in ccnjurrtion wi th ~tM:OIIlp<ments alarm sys­
tftnlI wnhout linking them into the same clrt'lrits. 'The ",,1£­
contained sj-stems a re then used in tho se a reas where it is
difficul t or impoe5iNe to place !It''f'I9O[S linbd by ww to the
Willbnl unit in the main lI)'SIem.

~i:se.-self-wnt.med S)-stems areused most c0mmon­

ly in ap;utmmb. espmaIly t!lOIll!'in whidl h"""T!n" prohibi~
!he tenanb from in5taII.ing permanmtalarm systems..

Self-contained. a !ann systems irdude:

• passive infrared mot ion de1ectorunits
• ultrasonic mot ion detector systems
• microwave motion detector systems
• self<Ol1tainM window or d oor alarms
• infrasound detectors

SeIf-e(lJ"lbined file a larms are very common in many d if­
feren t types o f b uild ings. All ot her types of eeascrs can
genet3lly be found only in $epil rale--romponenls illarm sys­.....

Most large alarm systems consbting: of more thoin one
wnsor are designed to be $plil llp into zore, Yo·hereby dif­
ferent areas of the ltuiIding are controlled by di fferent cir­
cuib. 1be main ~v.ntageof this is that~or:cu~tsof

the buildingcan ctccse to aetivateaIL some, or none of the
different parts of the /;ystem 011 any given t:ime'. Forl~,
a bedroomom be excluded so that the OCCllJ'<Ult can DlO\'e
around !he"-,without setting tN: alarm already activat ed in
eehallnear the front d oor.

Each circuit is made u p of a series of contacts, all loca ted
with in the sam e zone. The alarm will be triggered when any
o f these contacts is broken, It ls common for~veral differen t
types ofsensors to be installed on each at these circuits,

However, alltypes of Hr'IllOrs, whm they are designed
to bec('lf\l\O!(ted 10 a Controillnil , operate as simp le switm -
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The alarm system mu st a lso conta in some means for
arming and. di5llrming the system. Arming is thE means by
which an alarm system is sw itched on. It may be either
manual, passive. or remote control Di'!llntling (i.e., swikh­
ing ofIthe system) is general ly done in the $;lI)\e ,,·ay.

Some Sl'11-eonlained systems are II rmed lind disarmed
by a key swilch. while a smaller number ate armed lind dis­
armed through acodeentJered from a keyboard.

A passively armed . y. rem wiUann and disarm itself
when, for ins tance . the cotn!rt key is used for Iocl<ing and
unlocking tM front door. This will be further described
lain in this chaptJer.

Many alarm system,. howeve r. fea ture a delayed
exitlentran~citcuit tl'lat permlts the user to leave and
min: the pn'mises without .hing off the a larm. lhe time
lapse is fi.ed. pmerally between twenty seconds and two
minulJeS, and an u:maIJy be~usW by the ur.er..

Another common op­
lion,C"5pee1l111y in simpler
ala rm syltems, is to arm
and disann the system

e w ith th.e help of I. key
swikto(fig. 70). This seeens
to be especially true of
aJann. ' )"slem!l in ordinary
Amertel.n h ou ses. The
awikh is mounted outside
the house, and the alarm
sy5tern " 'ill then not have
.. built-m delay. The lock
used in .uch . ' )'stem i5
difficu lt,but not impoS6i­
bit'. topid. Dis gene-rally a
tubul a r cyli nder lock.
Furthermore, lhe interiol
ofthelock panel has a tam­
per . wi tch to prevent

somebody from de,"ting the."'rm. U the switch is dam­
aged. the aWm wiD aound.

Expttitwl B& £u.

fip"" .".,~,,_~ NO.ooIIoiC.-m.....

es .1he5ftl8Or switch will be riwr normally open or nor­
tNllydOlWd (fig. 69). A nomuUycloMd (NQ iJWltch is a
switch.~it: OJ medlanial. in whidt the contacts art
closed (eWrically conduct:i\'e) when no e:d..ma1 loren act
upon tM switch. A nOnf\aUy open (SO) switch, on the
other hand. ~ one in which the C'l)('IU.cts are open ()t"~

rated (elll'ctrially~)whm 1'10~ fon:es
ad upon it. '11ll! cootTOl Wlit will_ when.the seatus of
one of its:wmonl is changinr; and then 5(lUI'Wf the slann.

'Ilwr'dore.' d05oed-circuit .ysten'I is one in which~
iJWitdles...oo. lI8'lSOTS ;Ireconnected in serifS.1M ;I~ 15

sounded ....hen.lUl .ctiv;lled switch or K'1\Ior bruk.s lhlI'
ciR:uit or the connecting wire is cut.. An open-cin:uil S)'5""

tem, on theother hand . i.OJW in wh ich theswitd>eu r,e
rot\llE'ctl'd in puallel. The,Ltnn is5OUl'lded when an Kb­
vated switdl do!ea thecimlit. permitting current to flow
th rough it.. Open-circuit sys tems are n ot as secure as
dosoed-<in:u.it s~tenU.



The temperswitch lmninals can abo be used as a panic
b u tton. A panic b u tton is any switch co n nec ted to an
inllarltaneousty triggered loop. Panic butt~CM generally
be U!IOO whethe1 the aJann is armed or not.

1ht tamper switch inside the eooect panel cove r Isno t
e e a lann I}ostem's onlyprotection aplinsl 58~".A .ge1f­
actuating warning device hits an inKorNl N ttery~ the
aounder box.Thiswill taU: O'O~;I;$ pown: for !he siren ifan
intruder cull the wi re. Tamper protection similar to tllat
mentioned aboye will often be employed within th le
sounder box015wen.

Other coounon features used to pn"Imt a u,iHed intrud­
er from disarming the alann include(Xl(lladl ...·Nch are not
easilyvisible (l('l thesurf;oc:e 01 dOOf otwindow fr.-nes. hid ­
den C'Dfflp<:n>flts of the alarm sys tem. and the u.se (>f foul­
cere uble in the wiling. Thi!. cable will allow both closed ­
ciKuil deYus.such as 1niIgrt21ic~, and opetH:imJit
d n'lcell. such ... pressun" 1II<ltS, to be roJIIll'CIed within the
same ceble. With the rormer, thl' alann will sound if tbe
cab le ill cut but not if the cab le is bridg«!. With open.arcuit
de~·ices. cu tting the c;onnectin g wilell wiUnot tri gger the
a larm, but brid ging theci:rcuil w ill . One pa ir of w ires is
used to form the dosed cin:uit while the other pail' is used
for the opencircuit. "The alarm will be Ill.'! o ffby ore or the
other of the alarms if the cable is interfered. with.

Even if one of these two types of eensora ill not connect­
ed, many s}'lllems allow the other circuit to run into the sen­
sor and then back10 the control u.nit.1his willp rotect the
s)"'tem in exactly the same way. II will be e ffectively impos­
sible to sabotage the sensor.

peer-cere cable. for thesamerealoOll, is a l!oOoften used
togetherwitll n\OfI! ad,'arc::ed warning devices.U the wam­
ingdevkt hManintegral battery backup, it ww.~ ccer­
alt even if IiImpered wrth or if the wireSCOlqoectU'lg It to the
controlunit all! cut.

Another option is known as line llupervision.. Thill is
~I«tronic prot~on o f an aLum line acwmpu!lhed by
~ndin& a COI'tinuOWl or coded ,;gnaJ through. circuit. .A
dwlge in Uw circuit charact~ristio. JUch U I change In

u. ~ b\l'&E

impedance due to 1M circuit having been tampered with,.
will be detected and initiate an alarm if the change~xceeds

a ewtain Irv~l A nonTlillly closed loop is, in effed,a 9Uper­
vised line.

The control.unit is thebrain of the . I.anns)"'tem .and ful­
nllt 5e~ra1purposes. II is used to tum the ala rm on and
off, and it checks the cin:uits for f.u lt,. The control unit
monitors the condition of all semon.md. toIlnds the alarm
by Ii........itting a6ignal to the warnirq:; de'l-ns wheoevrrit
detK't$. problem. The w.uning drvicll!will also be Kti~'at­

ed by the control unit ifa !IemOl" $ignals the unit.Of reurse,
the control unit w ill onlv fu lli llihese' d u ties when it is
tumed cn .

'The control unit, and in its extleNion the ennre alarm
5ystem. l\uv:tton$ in the foI]lMing way. The con trol unit is
conoected to the alarm SlO.;~. ....hich are connecled in a
loop circuit. The ronIrol unit includes circuits forcheding
thechange of status in these switches, thus detecting when
a switc h OpeN o r d oses (d epend ing o n the t)·pe). Thill
chan ge will activate the alann circuit. When thE' con trol
un il has been activ ated by a swrtch, the alarm system is
said to betripped. This activates and eounds the alarm.

Loops of alarm switches are connected 10 the input ter­
minal! of the control unit. 'There are generally separate ter­
minals fOf connecting a number of switches, or loops, to the
co ntrol l.D'lit. Each terminal will identify a d ifferent loop of
sVo'iteheos in the system. Remember that tbere will be a eepe­
rat~ loop fOft'Vef}' easily defined area in the bu ilding pro­
tected. bythe. ystem. One loop might protl'Ct the front door,
for instarn, while arl[>!he:t protects all windows.and soon.
In this CMe, the front door loop will probably N ve . built­
in delay, as this ill the entraJlO' 10 the house, and the OWTE'l"

must~ some~Io di&um Itw alarm ')'"5teIIL Theother
loop, of the perinvtt!r defense will b igge. irIltantaneousIy,
All these aren are only used for en tering .nd eriting th.t!
hou.soe byanirltruder.



There might else be what is generally know n as a day
loop.Thia will A1so triggt'!" ~oou51y, but it wiD\lJually
onl y activ. t, a small bu zzer instud of the main wurring
deviCft .The d. y loop is sometime' used by flUJlw" wi th
yOUllg ctilldren Uld "'•.uNif the children~, through tht
b'Ont OT~ door or open 1M g.JIte lNding lo a , wi mming
pool. This is not re,tIly • part of tIw introdetl.l....m 'y,tPlTl"
allhough it Wle5 the s;J;1I\f' rimJits loa ce:rWro I!lrtmt.

TheaJarm ,ystem is said to be " rnwd,. Of set. whene''' e%
the control unit is in aper"tion. Otherwiw 1M al. rm ')'1­
~ is d iArmed. Although control units with more rom­
pEx circu.itryUo exist. this is the basico;Wiguntiorl of •
control uni t Other futv.~ do not much otffect thebuk
functioning of the alarm S}·steDL For insts.ne',' 'y'mIl.
might turn off the ",·am ing device wh.en th e a la rm hillS
sounded for a certain period of time. oftm five minutes,
and then N!IIet the ~stem. Other control units will a,sign
priorities when sign al' ilIe received £rona PlOTe than one
loop in the sensor system. The loop used for fireor smale
d e tecto r, will gener ally oven ide all o ther loops, for
insta~. lnddemally; this can be tulTled lo th' <tdvantage
of the intruder if the protected area is 18rge Iffiough. If a
fire is , tarted in one part of the compiex during . break-in,
the alarm might be effectively hindered from sounding in
other parts of the building .

As this descr iption demonstrates, a complex system
will include severalsensor loops.So thereallycritical con­
nection i , not be tween the control \lnit . nd th e sensor
loop', but between the control unit and th e wa rning
devioes. 1fthat line is cut,.no w.m ing will be sounded .
The intnoder~ould theref~ attempt to break !hill con­
nection TIther th an futilely trying tc evoid th e M'f\5ors,
which Isoften almost imposs ible to do if the alarm sy&tem
iadeAgnN ptoperly.

The typica l control unit will h.ave both mlle nt and
delayed loops. An instant loop wiDtlOU1Id the alarm imme­
diatety when a twitdJ istriWd. while o1I deb yed loop will
wait for . certain period. The~tire .ystem will USI.l&1ly
M vt. dtlay functilm, a t " ast in l1Iodt m .ystems. This

allO'o'o·U ufficient lime to ann the system on the way outand
disarm it on the ,.....y in. and it oblitera let the need for an
"""lemal switch

Most oontroI unitlI allow the d ifferent loops 10 be turned
on or off lIepMately. This is useful for guarding !reentrance
.. I night, even if the owner is sleeping in his bedroom,and
for allo....ing the fire almn to fwoctiol . at aU tUnes.

The1'IUIJIbE,( o f .o;.ensorscortnrned to one loop is not lim­
ited, eVf1l though lheJt is only one H I of le lminals per
loop. Theswitches artmaely wired in w ries or in parallel
(fig. 11). Normally closed swi lches a re wtred in iIoeTies.
When the....itch opens. signifying that .. window 01" a d OOl"
is open. this brNi<s the f\C actuating circuit in the control
utIit and the a!ann sounds.

Fl,.... 7:1 . w-,. ....milt. ill urin It""> ....,..,fltI (loDl tooo).

r\onnaUy open switchfs, on the otber hand, are wired in
parallel. When any of the switchescloses, signifying tha t an
intru<kr has been detected, this completes the NO actuat­
ing cilO.lit in the control unit and the alarm soomda A nor­
mally eloeed switch can be bypassed by bridging the cir­
cu it. A normaUyopen switch can be bypassed by cutting
the circuit

A loopoi NC.wi~isV"fial/y _tfficient. ill it is
twing monilon'd continuously by the control unit. Any
intenuption of the NC loop win c.auw the control unit 10
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sound the alarm, Thi9is woeful if the wiring coonectiog th2
switchn is b rolfn by a n intruder. lor ins tance. The:-JO
loop can becut easily. and then the conlrol unit w ill not
notn the d ifference . RemernbeI:.lhough. that a loop of :-JC
:;w;t~~ often ron together wilh the NO loop in order to
KI'\"eal5a aabolage a\ann.

Inaddi~ 10this sabolage aLum. meet proks!otoNl c0n­

trol units Includ e a p lungl!'r swi tch. k no wn as a u mpE'r
swildt. ThiswiDdf:'lect whm thedoor of the control unit his
bI!'I!'n opened.As the tamper !;Wildl is on an inswd loop. tile
ailJon will soo.md~ soon as an intrudntriet IOdlloabie the
5Y*"'" bydamaging or turning off the cm trol Utlit. _

Ofltn the contro l unit hasan.Jditional Wnpef switch
i:nstaned in the back. nw.!Mitch will sound thealamI if the
control unit is removed from the wall n- tw o I)'pesof
p\ungl!'r,....-itchesano-ofthe KCI}-pe- . .

As the control unit is often Iocatl!'d In. cupboard. th&
door might .bo be filled with an .dd itiON! &ensor that
helps to gu.ard the co ntrol unit. llOUnding the alarm when
the doo r to tlIe cupboard is opered.

The control uni t canmost often be found in an acee-ssillt
but noteaslly seen place, sum as ad~ in the livin g roo~
or hal l, a bedroom closet. orin the ki tchen pan try. It will
most often be located in an eccessible place, ho wever, as it
rnus.t be reached frequ ('{'ltly to be armed or disa rme d. An
accessible location ill not required if an exterior sw itch "
used. of cou rse . Instead of an exterior switch..an interior
swi tch om be uaed, but this switchwill most often be locat­
ed in one o f these accessib le places. too, or else nea r the
main entrerce.

The control unit m us t always be insta lled in an insu­
la ted place . so theN " generally no need to look in the
attic, in • ga r1ige, or in the basement. A control unit must
a lways be kept at room temperature. It is o ften firmly
a llachfll. lo the wall and cannot be llI!DIoved easily with­
O\ItdalNgingboth the walland theconbOl unit and ~~
triggering the alarm. Sometimes the actual control unit~
completely h idden. while the Jlatus o f Ihe Jys~m 1&

shown on. !M!'J"i-rare control panel iNtead. 1hiJI panel.

£.zpe:IirItl B til E

even if tampered with,cannot control the sys te m. It will
onJy Inform of the CI11TPIlt status.

Modem alarm systems are often connected to the mor­
ti!M! lock in the fr ont door. The sys tem will be d isa rmed
w~n the door lock is opened by the key. Picking the
lock will produce the s.une l"I'$U lt. One interesting way to
disable orrt.ain control units is to remow the jumper winos
between the \1fImlE'CI NC cOiQ fi tioJ.l1Pmlinals. Thill wilL in
effect. open the switch,.- and as the control unit Hme& an
opencitcuit. it will prodeoe an elarm. Such a mino r tam­
pering willle.ve the impression tNI the . larm s)"tem"
faul ty. and thismight ""ell~ it to be turned o ff until iI

maintenara lJW\ arriv~ Of rounoe. he will rot:it:f the real
prob\eom. This method~ thai the opnative disabling
the system fln t gain entlJ" to the co n trol un it a.nd then
know how10distinguish between the various Wlitchei.

Most a lurtUI encounte-red will be loca l.la rms (i.e .•
alarms that. when activated.. will eithE'l' make a loud noise
. 1or J'\t'ar the p rotected a rea , flood the s itE' wi th light, or
both). Tbereare alsc so-called remote alarms that transmit
the alarm signal to a remote paging unil o r mon itor ing
station. These co uld be- silent and 110t g ive any obvious
lc ee t indication than an ala rm has been tra nsm itted.
Sometimes a combination of local and remote alarms will
be erccuntered.

Wa rning dev ices come in three basic shapes and in
numerous types. All of the m are suitable for installation in
an alarm S)'!Item, and any number Ofcombination oIwam­
ingdevicescan be used together. M(I5t common are low ­
Yoltilge .irens Of bells . but regu la r Klu.ons are a lso use-d
fairly frequel'Itly.

n.e sirens are designed to emi t a d istinctivE' warbling
high/low tOrll' that on bI!' hea rd ovaa long d~ta~. ln

SOa'Ie a.Jarm systems, a siren is used 10 indkale a burgJary.
wl'tile another siren or a mechanical bell. emitting a steady
tone, "used to ind iote a fire . An ordinary bell is., roowa-
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dayio se ld om used as an intruder wa rning d evice. Instead
ofa belLa buzzer can be used, but this, too, i! a daled warn­
i,,&d.evtce, I'IOW generally usedonly indoors or in factories.

Today. the electric slrea is absolutely I~e mee t com­
mon wa rning d evice used. A number of different types
aIT UU'd,but It>e piezoelectric ~iren i. char..cteriud by
the lowest power~ 4lJId is therefore often rec­
ommended. The .......ming device must u.ually be con­
nected to • blIt1l'ry in case of power failure, 10 • low level
of~ • •dvan~

n.1iren in an intruder alann s)·sre.n lO'iDinvariably be
of~ rise-tan~,as is used inmost European COW'ltnn
as.po~~. l}w, des>gnof the sUm will not .1IO·<lYS be
ee same,hown-ef' Someof them are dnignN for Ol.ItOOor
use. ,,'hi1e Olhen are designed Ice indoor use only. the dif­
ference i5 not only in the level of p roteoction ..ga inst the
wtather that its cover 10;)1 <lfford the intenor citnlits. bu t
also in the noise ~se sinnI w illemit.

The a im of the outdoor sUenis to be heard for., Ion£: <I
d i$lance t5 possib le. while that o f the lndcor aiten is to
uuse diKomlol1 to the intruder by emilling. re..Uyea r­
sp lit ting noise, thus scar ing him a way. For th is reason,
&ittns emitling low-frequency sound ..~ used outdoors, as
they have the lon gest rang<", ,,:,hile high~freq~e1'iC"y-sound
si rent ..re use d indoors. Their loud norse wUl.erve a. a
ve ry e ffective p sy chological dete rre nt to il.n in trude.r.
Therefore, if the operilove must perfonn a qulck break-m
without bo thering to disann the alarm sy.tem. it is worth­
while to U!lE' ear protection.

Vel another warni ng device, similar to a siren, is the
pneumaotiC ""am ing device. ll relies on compressed ai r eod
therefore does no t need much power. the comprneed air.
controlled by an e1E'ctrical air regu lato.... wiD produce a vef)'

powerful . ound when released Most types of Mle'1\$ will
proctuoe- iI sound ofa11east 100docibels or more.and. sound
Jn~ls of up to 136d~ iIre not uncommon.

Another type o f warning device is the fO-C.'.Ued silmt
alarm. This is;ln automatic telephone di.alef that will place
anetn"lmq' nil to the OwIWr. the Ioul.uthoritin, or

someone else, and then play a taped D1"Moagt' indicating the
problem, whether it is a fireor a break-in. Tek-phoneauto;>­
matic d iale~ and other remo te ,ignaling sy ste ms ...'ill be
detailed in the ne:d -:tion of this mapter.

Some alarm S~enl$, especially those without II remote
key 'wltC'h, will also use a sma ll prealann buzur o r piezo
sounder. which will sound during the entry d f"lay time to
remind the OWRl.'r to disarm his a lann .ystem before Ihe
real .lann is~ed.

FiNlly. there are st robe l ight• . Thi. type o f warning
devsce is npeciaDy usefu l in a crowded neighbomood,
where it miJht bedifflCUlt to pUopo:DlI~ origin of . siJl.n..
Tl>e strobooe light, if insta lle d, is often the weak link in <In
ala rm sy.tem. Such a light will be connected in p"nUti
with the $il'l/ll or bell usedas <I warning~.M it ill gen­
er..lIy only an . wriliary systEm~gned 10 !Cllre....·a y the
intrud e r and help p inpoint the source o f the w..m ing
sound from the $iren. A5 thisconnect.sthe~ light ejec­
trica lly to the sa me conlaetson the ('OIIl:fol unit as the siren,.
the entire illann will be renderoo. US('.1esl! ifan intruder first
incONpicuousJy short--cilUlitli the strobe Iighl. This cen be
done with water if the strobe light is not sufficienUv weath-
erproof ort>quippedwith a tam per switch. .

Of course, the wi re can also be rot. For thi, reason, the
wiri ng w ill l,lsl,l a l ly be h idde n or a t lea st out o f reac h .
Despite tbt s, il is remarkable that so many a larm systems
can be dtsabted by simply cutt ing the wi res to the s iren or
to an other warning device.

The w.uning device, whethera &irene.- a strobe light, will
oftenbe mounted near the eaves ce the roofline of the bu ild­
ing, 411.. position at k-ast 2.7 meters high. II migh t includ e <I
tamp"" lJIO'itdl and will generally be lOired through the sttic.
NeedIestr toSly, • favorite tactitC of professionalburglars is 10
!lntol.Uhuk into the unprotected.!tic Iolocate . nd C'\lt

the wi ring to the ,iren and then bft' ilk in to the hou.e.
Sometimes the WlIming~'ice is inste.d mounted on .lum­
ber Ill" a melal poIe, .um as .. television anlenn.ll . 11 is not
uncommon to mount it dirKtly on the existing lTIast of the
tekW:ion 4lI'lteN'I.I. Thi5is especiiIlly true 01 strobe lights..
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Miny. but not <111. " 'amingdeviQ'5will com~with ~~
p"r . ...itch. alJowi:ng thto alMm to $CJWId. ~en If the ,~ J!I

a mf'""d with. Of coarse, this" worthlessif:llll othu ..';uT>­

ing dl-vice is pre~nt . AI....r.look ou t for an ntnl hidden
wamittgd evice before you dw l:te the mam'Jr'e.

Inmost countries, the sou nde rbox will tu rn off auto­
matically wilh in a prent ti me, usually no lo nger than
twenty minute!>. soasnoI lO dMurb thenei~. :n.e.ys­
tern wlll then rese t itR U automahc.lly. Th,. DUght no t
;l!w.VI be the case with the .\arm . y5tem.in.gm'f'~
tm.uib.tioo,. b>lo·ever. Even if the noue it tu1JIf'd~ thert'~
o ften an affiud strobe lighl that w ill~p IIaslting until
someone manually resets d>e aLum.

Knlon: SICN",LING SYS'Tf.MS J.NO AtITOMAT IC DI"'LEJ.!:!

Now<ldiJys. m..,y a larm systems aR' linked t? II "'Ie­
phone. By usin& a sepuate. f"kdlredory 1E'1eph:me~ used
onJyforOUIgoing~ they ltl!'~ to raile the ~tJ1\
in .. remote )l)(l tion in case ofintruSlon. Thne de~Kn,

known a lternativel y as au tomated dia ling equip.me nt
(ADE).au tomatic dia lers, au to?WeIS. or ~Il;phooe diaJen;,
are available in L:hree sli ghtly differffit vartenes,

'!'he leason fOTusingMtndirecto ry line" thaI~a.Jarm
cannot then be nrutraliud by calling the ;n)lomahCdialer.
P1aring such • caU will~~'(>Iyblock the outgoing call.
In aome COWltrie&, the tekphl:Jnl, system allow, aU~
ingcalls to be rec tedto II different JUIJJ'obl'r.. thus freeing the
,1IutorNtil::dialer',line.

The simplPst type of aul.xnat:ic dialer is p rogrammed to
dial the local police and then play a st an~rd p rerecord ed
meMlIge stating that there is an mrru der in the house .Of
(DW!ioe. the~will illso in:lude relevant details. such
I S the ()WIIft'. rwne, the~ and the telqlhonf: nwn­
bet. This system•..tthough reliable in theory, i$ ffequentl.y
we,""" as many polia fo~nolongerh.a~"r the manpow­
er II> mcmitoT the lines. Another dra..·bacI.1S tN.t the aut,;;
malic dialer will rce w ork if the intruder cuts or temporan­
1)' diM:onneCts the telep hone lines. Furthermon!, tbe auto-
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matic d iaJerwill ger...mI), only dial its aD. ora. lfnobody
ilTWWeTI, thl!n it is bad luck foe the 0WI'ft of the ')'Sif!m.

Anothel version of thit system works in the same wly,
but in9teIId o f calling the polia it wiD alert a reisti'or Of" a
relativ e who will then call the pobce. 'Iltn system is even
worse, as the friend mig ht not be at home, and, even if he is
home, the caU wi ll take s till longer to n!ach the police. H ere.
.gain.a cut line w ill e ffectively p revent the system from
llOIll'ding the..wm.

For tbese reasoN. the d igi ta l communk a tol Mmore
popular. Thi$ i, .. more~ated.ysit'm that is ablt to
dial.lPTlIrill monitoring 8lJtior1,. usuaDy the lIe'CUTity rom­
pai'l)"s centraloontrol .tation or the main security stalion in
• corporate complex. Here. personnel wil l be on constant
duty tcccserve annunciators rep orting on the condition of
the alarm .y. tem. 1he a ll rm call will consisl of a senes c f
coded signals that roJI"leS u p iIS tellt on. computer screen
wltidl is mOl\itored twt'nty-four nouT'Ja day by the staff.
Upon ob5erving these WgJals on the kT'een,.. staff member
will alert the policl' immed iatE-ly and oftm d ispatdl a co r­
porate security ~am to the location IS well

The digital communicator w ill con linue to call until the
me58age gets through. This is determined by the re<:eivi ng
staliOfl giving acorrect code. w1Udl1l'lt'illl$ thai the rne58ilge
hM beenW1den tood.ln this case. tht d igital communicalOf
might be programmed. to call several numbers until it
recetves a conIirm.1tion from OT"O!" of them. Some systems
.re designed instead to confirm by ca lling b.lck within •
sp«ified time. G enerally.lhis typ e of sys tem is a lso
d esigned to regis ter an y fa ults on the te lephone line, thus
announcing the danger of a cu t line. This system, too, ""!>es
on using an ndirt-ctory lint.

Locationsgundtd by such systems Mt' generally easy
to recognize, as the COD'l pa n y tha t installed tht'm will
~i5e their pre seTlCl! wi th posted &igns. Sy8!r1mofthis
k ind are .Imost a lw.)'$ rented . 5 p<lrb of profess ion.aUy
installed alarm systems and are !lUbjllCt to regular mainll?­
t\1I:OCe inspections by the securi ty company.

An even more ad vanced system. marketed in Britain and
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in certain other countries, also responde to • fire alarm. lt will
furthennore indicare ellactJy w hich acne or loop the lIJ.!nn
has been triggered in and what type it is. Any laul ts on eithe£
the litw!' or in the alarm syHtem willalso be eepcced.

The lI'Iost e xclusive aLum systems use ds rect private
IinelIl1ItlIer than the ordinary telephone Iir\e$. In this case,
the alarm .ignal will be h ans mitted 01'\ a continuously
morUtolN mvah> line to the security company ' s «,ntfill
monitoring station. An)" faul t or irrrerleft~ wilh the_
will be nonced .Such a svstem is in use only in high-r isk
in5ta.Ilationll or on the pren ,·,: of the eltlremely wealthy.

11 an n4rectory 01"a private line ha5 not been U$I/:'d,. the
OIl1Iomatic dialer must always be connected as tM primary
~ ill the bcuse. This m eans lhat.n inromingcalb
lllu,'IIl p.1&S through tt.> automatic d ialft and tlw\ proceed
to !he regular telep hone. U thi$ i5 not the case. the ' ys tem.
~ifit i5 hidden,. can be easlly disabled by rePlO'lling the
regular h>ll'phone.' handsel from tt-: hook. • •

Some automatic dWffi; have the.... own butlt-m b;tr:1wp
balleries.whichano..,. thnn to work for eeveeat hours even
if the poweris cut.The power w ill ordinarily comeeilhi'r
fJomthe control unit or from a s.eparate AC power ad.lprer.

The recorded message will eittwf be 01'1 a m.tgnetic tape .
in which case the owner can record his ow n meswge, 01 it
will be a prerecorded computerized vo ice. Most automatic
dialers can beprogrammed with up to th ree telephone
numbers, all of which l'o·ill be called in orde-r.

An inteT\"sti ng point about someof these ')IlItems. espe­
cially the British one s. is that some police foren insist that
the siren. if one is used incoojunclion wi th the remote slg­
nalirJc device. have a built-in delay so thai it wiu lIOU.nd the
alann three to five minutes after the e essege has been
rela yed to the police . This is to give the p ol lee a greare r
eeoce ofthe catching the intrudft" in the ael.

It sboukI aha be notedthat even if the automaticdialer i5
~ 10 .. Sf'CUrity oomp.tny, i l is by no muns oertain
th..11he-y wi Dcare 10~ 10 a single' indi~1ioD.of a trig­
gered.I..nn. F..he al.rms are now 5OCOrrunon tha t m ost
onpmies of this trp'" will wait untillhLoy first~ receivrd.

an alann from an e~ternal detector, then fro m a p erimeter
detector, and finally from. an interior dt>lMOf, indicating that
t1lis is a senous intrusion at tempt. Only tlwn wi ll thl-ydi,..
patch a p.tId or call the pobce. This rel.llCtar'lre to respond to
false alarms will give lhI' operati~~ I few va luable-minu"",,in
which to ellli'alte his missiall and gel away.

A radio tran:>m.ittu can also be u sed as an automated
d ia ling system. In this case, it i, most common to use a
tnmsmitler in the~--t:angearound '0 MHz. as this
is most commonly used in personal paging .y. tflM. A
rad io . ystem utilized in thi, way i . most COm m on i n
advo\J\C~ a larm s ys tems i n vehicles, boats, and other
pJ.ar:a in whichthrre ~ no reguJar telephoneronnection.

The "";lability of lhI'anlennil is thelIlOlIt important WeD,
aslhiJ wiD ckte-mine tru,., nngeoflhe system. Uthe antenna
is mnoved, or COW'ad by a meIlI l box, the transmission will
su f~r a _t'R'ly decreased range or eve n d isappear com­
p&etely.NmaralIy, no remote alarm...iIl then be soundl'd.

Acce» co ntrol is the means by which only illlthorized
pt'!fSON are allowed toentel a build ing Of flat whileunau­
thorized peBON are kept out. Such a system iscornmonN
deslgred around an ex it-entry controlsystem and l orasy;'
tern to arm and d isarm the a.l.3rrn system . Fo r these purpos­
es, there will be an authorized access .witch that makes all
or parIS of an ale rtn system inoperative in order to permi t
authorized llCCe5S.

In mOld door" the IT'ol'Chank;al lock is the only IICa'SS C'OIl­

trcl system. The re are, h owever. a Large number of othe r
possibilities. mechanical and e lectrica l, sometimes used
only as keyles, locking devices, but SOINt imes a l,., used
together wi th alarm systems. In the latterCilse,!he system
will definitely rely on electric31 control switches.. Most of
these rontroJ JySleJl1S require the use ofCOO'lbinalion codes.
SeeOIaplw 2 for more infoonation on this.

Elect. oily opel3 ted loch art' bl'alming uoore.ul1JKlft
popular.. especially in irdustrial instaIIatiorw iII'ldoffooes. So
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fal', bo wever.elecmcally aduah!d ftlease ca lchu a re more
((l(l'\rnon Iholn pure electronic locks.~uni~operate on
low vo ltage, ofkn 2,. V. For thi~ reaso n, they need trans­
forllvrs. Locks that aN no rmally locked will be unlocked
wtwon the 5Y5tem is eoergtae d . On the other hand , those
tNJ aft oonnalIy unlocked wiD lad when ttw unit is ener­
gized Thf Jinl: option isolcourse mostrommonlyeOCOlln­
mrd by an Of'i'<"ative~g 10enI:e!:.

It is sorneIi:Ine5 poesible 10 enter by COnnKting" high
po we r l.OUffe lolhe lock, thus overloading the ci rcua.
However, there is also anothe r factor that must be ta ken
into aocount.. Some loeb of lhi$ t~1'l'"are so (;lnt<! fail-&a....
This JI\eilrti that they will a ulol'no1ltlcaIly unlock if the power
fails, 5UdI as might happen in a n emergency such au lire .
This is to provide a 5iIfe eliCape rouk, of cou11ie, bu t it can
serve equally well for p urposes o f g aining entry to the
premises. ln short, tampering with the power supply might
we lt open a 10<:k of this type, as long a5 you kn ow what
type of locking dev ice you aft dealing with.

Also no te that there might be a considerable d istance
t>e",,'een the actual lock and. the remote control unit Most
commonly, the con trol u nit is nnt 10 the door, a nd il is
a lways buill around a controls witd>. lllere aft lllAny Iype$
ofcontrol5Wltches . Among them are digital acDl!SII CDntroI
s ystems. electronic or mechanic.al card access control sys­
tems, lock swi tches, remote controlswitdui.-a, d el"yl'd
a larms.. and ordinary by switches. The "arious syst~
Ulsy rely on number rode combinations, coded Co1Irds,or
p la5tk" Uys 1nslead of metalkeys. Thfiisccmmon in hoteh
and. in many hospita ls, for inst.tnce. As ttese sys tems .ate
quiteoften e1ectronic, tMy are also frequently ciHuitded 10
a registration unit, eble 10 record w nen . certa in code or
by is used and where, if Ihe s ystem includes more tlun
one lock.

The d igital access con tro l system is perh~ps the most
common of these systems. lt u!"oUally consists of two pam:
an access control keyboard and a program unit Such a eys­
rem canpossibly use len thousand different code combina­
Iiom. Every 1egitlmate Wll'I' might have an individual rode,

o r every one m ight use lhe same one. The cod e migi'll be
used for opening the lock or for disarming or a rming the
alarm ay5lem.

LH.<;ODUJIOnly, a dial of the type used in combiNtion
krlscm also be USIl'd in th is dl(>Vice. Bothtypes are wry p0p­
ular w1th 1.lrgewmpan~, as it might be neassary to cNnge
the arle from t:iIM to time, ...m as ...tom suit is replaced.

There aft d ig i ta l . yst elJ\s tha t on ly close the ci rr:uit
momentarily, thus tum ing off the ala rm sys tem and/or
opening~ door for up to tefI seconds cr eo. 0therI mrWn
closeduntil the rode it ft'l'nkred Some systenu allow the
use of different codes for d ifferen t ind iv id ual,. Most of
theseswitches ....iII only d isann one loop, consisting of the
senso rs that guard the nearest w ay to Ihe control u nit, so
that the owner can proceed there immed iately 10 disarm
the enti re system.

Usually the code will consist of either four or six digits.
Occasionally the four-d igit code will serve as a code lock,
while the six d ig its will arm or d isarm the a larm s ys tem.
Sometimes the Ir.K:k willnot unlockuntil the alarm system
hat been disarmed. It is also common forthe rode lee k to
temporarily block anotherattempt if thl'-code eereeed is the
wrong one. This ill 10lfurourageattempb 10enter by using.
random combinatio.:lM. Some sys lems go~n further.lrig­
S'lOng..n .. tarm whl-n a preset number of inrorred c0mbi­
nations has been entered.

M06t systems of this type will also haft' a preset timer
tha i is activated ...·hen the ftnt digit of the rode combina ­
tioIl is enlered. If the l'l'rrk1inder of the code is not eraeted
before the time expires"~ entry iscarK:eled.

Yel allother inlerKting ~alure of 50'- oJ thew sys lems
is what is kn",.m as • duft"!llla1arm. Thi s is connected to an
alarm s ystem and a. warning device , such as I s iren. A
silm alann ;5a15Oa real pa'lsibi1ityhere. Thed\ll'l155alarm
is act ivated by depressing thecorrect combination cede but
replacing the last digit with ll p redetermined other d igit,
kno wn ,15the duresa d igit. Thi s will or w ill not ope n the
lock, depend ing on the programming. but it win de finitely
trigger the a1amL This is to warn again5l: entry INd.e undfr
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d~ss, lor instance, by an employee w ho isheld at gun­
point by an intruder. Techniully, this ~y~teDlisa_­
Iary switch with l"() swildl oonUo:ts. . . . .
~ unit. w ry often used in conjunction wllh llUs

de1;iao, u IM card rudu. A card-b;iged ,JC1;'l'Sllrontrol If'"
tem is ea~}· to use endthe~ poptolar in larv~u,­
tiOl'llI and goverrunent in5ta.Ilationt.. Theard_~det"ISSltu­

ated neld to Ihl' door. requiringIhl' person _rung to mtt!'
to bolt> insert his coded~§s card in the~ and pundI
tmpersonal ced een the keyboard. .

The pla~t ;c cards for these lodu a ~e of tw? dIffere nt
types.They can either rely on a magnet~ code, ~ the same
way as a credi t card, or they CiU1 have varsous optically read
numbers or figures. In eilher ca~, the ca rd mus t be entered
into a sJol or passed through a card reader situated ,lt t~e
d oor. Thete are also systl'1J\ll in w hich lhecaro reader IS
irtvOOle hiddetl in the wall next to the door-and 1Mcard it
simply ctispla~ roughly :JJcentimeten from the reed er in..-Whilt('\·n: type is used, iM card w ill have a cede WI
allows mtry through only~ or sneral doors, deperding
on the design<U1d proglaDlDling. All car~ can have the
~ code, or individual codes might be used inslead .~
system is ed remely flexible . A plastic keywitha code in It
can also be used. This worn exactly like the card keys bUI
is designed to be carriedlike an ordinary key on a "key ring.

In Cel lain of these locks. however, the system it not elec ­
tronicbut mechanical. even Utough the key is sl iD replaced
by a plastic ca rd . Whena p last ic card with hoI" in it is
used, Ihe lock is definitely mech.\njca l. The ho i" in the­
card will fil euctly 10 a manberol: baUs within !he lock. The
lock can be indiv id uall y coded. and Ihe: code can be:
chanted easily.The card mighl N.-e • code allowing lI(Xet

Ihl'('nlgh !Ion'era! doo rs or only eee. Note that thiJ, is not.
real code:.but on ly a me;>n$ ofemuring that the card fits
into its slot in order to openthe door. Cornequently. it it tIw
~ as ttE cuts on a regulu kry.

A door protected by a code lock or card lock will oft""!'
have:.m alarm sensor as well which will llOUIld the . lann if

tbe d oor remai~ open too long.Sometimes this wi ll DIlly
be a buzzer to ind icate that the door must be closed . bUI
occasiClnaDy a real warning device: will be used.

HE'Cb'Qnic 1ocIr.s may abo take .dvaJ1la~ of time coding.
TlUs is a 5}-nern that is P"OSl"llmml':d 10 allow or deny lI<Xl"SS,

dependingon the timeofthe dayot night. E,'erylegitimate
user might be a Uowed 10enter during otdinary office holrrs,
but only keypnsonneI will be penni lled to enter lifter offio!
hours."-ben .. sys lem of !his compieKity is used. an automat­
ic regis tration unit will almOlit cert ainly exist. A I)'$tem of
Ihi5 type can be made very flexible iOOee:I.

If a card is los t, the co de (if one is b eing used) w lU be
changed as soon as the owner becomes aware of the loss.
1be per50ll who lost the card will s imply be Issued a new
card and a new code. a...ng:ing the code is a qui ck precess,
The number of possible rombinatiorts is very high.

It is di flicuil io bypass acce-ss; con tro l system s ol l ros
type. Thto Ir.eyboarlbandcanl T\"adersmightbe vulneTable
10 we atMr, but this will not allow accesa; il w ill only pre­
vent it further; Thel'l' a re, ho-lo·evet. a few WilY" o f cheating:
"""..,...,

If the llaD1Il' code has been used lor ,1 \'l"JY long Iirne', it is
sometimes possjble 10 see which numbers are be:ing used,
as wea r and lea r logl"thet with d irt will show which keys
,l re used mos t com m on ly. The combination is th en no t
obv ious, of course , but the number of possible ccmb lna­
lions will d ecre ase significan tly.Th is bas often helped the
enterprising operative togain entrance.

Another common way of Ie:il rning the code. a l least in
those localions where no card is rt qu ired. is 10 s tmply
observe eomebody enlering fro m ;I d jstance. Howeve r,
many Ir.eyboards have beeIl6tted withprotediWCCIW'f!, IO
p,neid this fromhappening.

Electric digital code switchl'$ can sometimes be shorted
by connecting a h igh-opowel cable to !hem inslNd of the
ordinary Iow-power cable noonaIJyused. 1"1IU might open
the lox.. bu t only ii i! is ol the corred: type, the onethalwiU
unIock when energir.ed.

ln private homes, the eccesa contro l u uSUll Uy $impler.
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a small box,protected against aabotage bya tamper switch,
and located outside the building. A s the , witch can some"
times be tampered with by exposing the wires going to the
key switch . it Is often at Ipl~t set in to hard mater ial and is
usually alsc prol"l:ted by an inertia !lensor.

Electric loeb were dellCribed pre\'iOullly. but another
p rob lem might be electrorrutgnetic locb. 'ThPse.1'I1 used.in
hospi~,b.anb, prisons, 'UpoI1S, and numerous other
high-ri~ in8ta11ation:a.1he inlPl'l"llting thing about the t'lec­
Iromagnetic lock Is that it can uert. ~ry strong holding
fora. In fact, ttw lockrons:ists o f two componmts,. the lock
itself and itsllnnatu re {fig. 72}. The lock is mounted 10 the
door frame, whi le tbe armeture i, mounted 10 the d oo r.
80th mountings ,redesigned 10 be sturdy lind n'Sistanl to
physical ,buloe. TIll! Ioclr.and tbe 'r1Jlature wiDI1\iIkecon-

One common access corurcl system is tn ~ lock switch.This
doMc:e fulfills two PU'1'C"""'~ The fiNt is to disarm the alarm
~tem.w hile the second is to un lock the d oor. The system
isu~y installed in the mortise lock in the fnmt d oor [see
the section of this cha pter on lock switches bui]tinto stan­
dard" mechanical mortise locks). This is cOIJUJ1on in privau,
homes, where the nurnber of keys is limited. When thissY""
u,m is uSI!d. the d oor and its frame ",.;0 often be protected
by an mellia sensor. for iIlstance (1IIf'e the section on vibra­
tion de lec!ors and inertia sensors in Chapter 7).

~mote control switches a re anothe r poS3ibi lil}·. They
come in two major tn ,n . The mostcommon is tile rad io
trarurnitter operated switch. but infl<llred ope rated.swildt­
es are also used common ly. This s}~tem i, often uRd in
garage d oo ....n.e N'moteconl rol will open the d oor a nd
d isarm the alarm system. at the same time. Remote control
_itches, especiaUyof the ,.dio fl'l1<Juency (RF) type, are
a lso common in perimeter aLum systl':D\S around outlying
sheds,md stores.. The alarm is !hen buat around the ""._.5
mounted on the SUfl'O\lnding fence, but the remcte comrol
device can arm and disarm the control uni t, located inside
the shed CI1' n;ne.The~ wiD then be around. i'O meters,
whidl is UllUI1Jy enough.

The radiotr.nsmitterwill transmit a d igitally coded
signal This sign,1. when recognized. by the re-ceiver
s...'itch,. ",ill ann '" d isarm the alarm system. rn parts 01it.
ifso desired.

DelayN alarm fystems are abo common. The.dum will
simply be delayed so that ttw oper-trn has enough time 10
rn ch tlw con trol u nil and tum o ff the system before the
ala rm is sounded. . The del'yed ,!ann was described in
mare detail in Iht firsllll'dion 01 INs chapter.

It should be poink'd out that Il:lIne corpon.te alaon sys­
IemlI are not ,nned .md disarmed manuaUy.t,Illmtead
they I'I1ly on a timer !.Witch tnal wiD twn the alarm system
on ,nd off befol'l!and .fter office houQ.. Note lha t the time
will not I"Il'(MS.Irily be the.-roe evft)' day of ttw Wl'I'lr..

A b y sw itch, fuulUy.lseXOtctly lhe W1lJ1e;l5 a s taodard
Iod" but it i$COIu~ to ttw,1arm s~tem. 1t is usually in

EJpr&ttB 6' £
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On!' efficilerlt protec1i~'e system is 10use iI mortise lock
i1long ...i th an w rti.iltet\llOr built inlo one of the jumper
ab1e terminools mounted on the d oor fraIJa (fig. 74)' This
sensor will protect both the Iodr.and the dooc. Thrft isalso
an LID in tlw face of the lock. ThisLID win not only indi­
"* that the iI.hrmis i1rmed by flashing. it win .also work as
a yOOt~ prot«tion,.as IUdn:uit will trigger the illa.rmif
il 01 the lock is dilma~ Furthennore, if thepower is not
suff&:M::tll, the LED will lltop flashing.lJld instead renWn on
continuously.Thi$ abo happenI if the a1um. has bern trig­
gered. The system will mlel iIUtOIJ\iIt icll1ly~ time the
door ill kded.

The awiteh cin:uit it II NO sysh"dl. open when the lock is
Kxked llnddOHd whM the lod is unlocked. The wire it
UMIA!Iy of the J'our-eonduetor type, how~...... two of them

entry to the build ing but d isarm the en tire ala rm system
as ...·ell.

The lock switch is a standa rd COr'l tact switch, which is
mounted inside the lock next 10 the latch bo lt. Jhe ,lwitch
wiU react when the latch bolt is moved to the locked or
unlocked p 05i:tion. Suchuwitch is,. in itself. relatively2aSf
to manipulate, s.o other means of p rot ecting the switch are
usually installed .

F;,. .. 7J. l.<od o'-;tc.
-...u..t .. _ t.d.

£xptrtJmt8 &£

tact wben the door L~ cjceed. Locking. or activat ing, the lock
will cause the two units to be rnagnetically attracted 10 each
other and. hold togethe r. The w iring will be factory-made
and include~ tamper-resistant ci rcuits. TM easiesl way to
disable the eleccromagnetic lock is to deprive it o f enetg)'.
However, this is I\Ot . lwa)'Sso easy.

Locx SWITOIDi acur INTO ST4NO...ao M EaU....'iICAI.

M OtrnSE LOCkS

A Ivd. _ildt can.lsobe built into a slandard au.>chani­
a llJlOltiSE'lock lfig. 73). The lock switch fvlfiIb two pur­
poses. The first is 10d isarm the alarm '1'tem, w hile the
srrond is to unlock 1M d oor. The st...ndard key to the lock
is used . ..nct while the key will Ufllod the lock,. theswitch

will dis.ann the .. la rm
sys tem. The sys tem is
U$u..Uy irultalled in the
rnortiw Jock in the fron t
door. al tho ugh other
S«'Ure locks . such .JS

tubula r loeb, might
..Iso be u sed for this
purpose.

This d evice c. com­
mon in p rivate homes.
where t he number of
leys i. limited . When
this ')'lI tem is used, the
deer and itsframewill
oftenbe protected by an
inertia sensor. It is Pes­
, ible to pick thit loc k .
Jut even gteIller d anger
is the key to the Iocl,. as
th is wi ll not only allow



be'ing the (\,;0 circuit and tilt olheTtw o the (\,;C sabolage
delmse. The wiring is run eithlorthrough a diagona.I hole in
the doo r o r on lop of thor doo r. Anabrm of this type can
a lso be us.ed if several doors are to be' used a. main
et,llalll:ti "The loch and thrirJystelmwiIl lhenbe conned·
ed in p"'rallel. Then the a larm system will be d isa rmed
w~r any of the locks are unIockrd. However, the sys­
tem. will be anYli"d only when the last unlocked10ckis final­
ly locked.

POWER SWfU"~D BATI"UlIES

Mosl alum.~_~ throughtbea:mtrol. unit.
Gener1Illy. the power 5Upply is housed in a separa te tr;ulS­

farmer boY. plugged dirKtly into a wall outlel The tra ns­
ft:ronnron~ tt'w! AC currmt to 12volts oc. whidl is. used
for the entire alilrm /ln lern. The trall5fOnllet' is attached to
thewntrol unit byall~ two-mnduetor wm,.

U the introdercan legilim.ttely gain enlrancf' to the build ­
ing to be l u rched. for Instance during office hou rs, il II
someti mes possible to locate th l:' transformer and simply
remove it from the wall outlet. As mO$ t alarm syst('ffiSwill
have a hatlerybadwp~rlloOUJCe, the a Lannsystem wiu
switch to hatkry~ al 0I\('f', usua1ly withoutalerting tht
inNbit.u1ts of the house.nus is geE' aUy ef\OU&h tolast for
""V"'fa.! hou n , butlt will run oulliOOlla fter theoccupanb
M 'e left the building in the n-ening or gone 10bed at night.
Such a method is. oitm helped bythe fild thai most ...-an wt­
lets are in low a nd ir>CONpicuous locatioN,."ch asbehind
Jumihore. Evi!ll. though therontrol box might be chededin
the n 'ming. the transfOl'lllfll' will most often not be checked.

Backup bat teries are commonly used because burglaee
have Learned 10 shut offthe electricity in the house they are
going toeruee, The badwp battuies~ redlargeab1e and
a~ usually insta lled in theconlml unit. The rate of dis­
charge drpends mainly on whether a siren has been acti­
\"ated or noL as this C'llI'lSUI'iV$ a large iiUI'tO\lfll of powft. but
the bl'Cbap protection will geuer a.1.ly iilSllor around thrft
hDur3-«Ie. if !hi' siren is used.

11 should be no ted, howe ve r, lhat in many European
countriell the badc ,p Ntteries are mo~ often designed 10
lasl for at le n t twenty-four holll"S or even seventj-tw c
hours (a normal weebnd).U the alarm system has no back­
up baltl'ries, the S)"Sh>m will alwap come Nck on armed if
the ACpo-.- hasbeen cui off temporarily.

Some control units w ill check the status of the batteries
eac h tim e Ihe sys tem is armed or disarmed. Thi. is to
infonn the user of the fact that po wer is low.

As a curiosity. it might bementioned WI certain exter­
nal control p.tnels, installed 10monitor the cu rrent stalus 01
the a larm system, a lec monitor the lad tha i the cu rrent
-JUil'ed to recharge the backup b;lll~ies is insufficien t.
Th. is. 10advise It-.'! owner tNt he must check and po&SibIy
repair this ftmrtion. Opporhmistb\>rglan ~ thankful for
this informalion, as they then know that it is Sil fe Iobreak
into the house ill5longas theycut tht power fir.;.1.

W IRING

Moot witingconneding the \'arious gell5Orslo ue coo­
trol unit will be c~led, or at lease located very unobtru­
s ive ly. The w iri ng ill frequently run ins ide the inte rjor
w alls. A small h.olewill be drilled near the sensor, The
wiring will go thro ugh thiJ hole into a la rge r hole in the
MlUo or lop plate in the b.5ement or the a tt ic. The w iri ng
will be run there. followir'lg the attic or basernem until it
onoe again penetrates into and swfacu through a sman
hole nelll to thecanl:nlIurul.

Wiring can also be hid den under ca rpeting, beneath
floorboards and masonry trim, or behind furnitul"l!. It is
generally not p laced where itmigh t get damaged by wa ter,
excessive moisture, or local pests (rats and other rodents
tend 10bile through electric.al wiring).

it Wa.!i mentioned above tha i a loo p of NC switches is
often run together with the l"O loop in a fouHtrand cab1e
to serve as a sabotage alarm, This is not the only wa y of
prol eding the a larm sylltem against u botage. The most
inconspicu0U5defPMe is the balanced alann system. This
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is Impc:!SII ible to detect !rom the ou tsid e Ofeven from the
ins ide o f the build ing.as lon g as the co ntro l unit is not
found and opened.

A boIlaneed system consists ofa nuJJlhoi.r of sen&OI'S, just
.u ..n ordinarysystem, but~-ery seece wiD be fitted with
.. unique resistor. 1be control unit will then be adjusted to
recogniu W total resistance of the system. Uooe sensor
is sh oded o r bypassed, the c on tJ:o l unit will detect a
decrease in the.~em's total n.-:sistmce. This will t rigger
the ..lann iJnnvdi,)tely.

It should also be~Md.that some contempot"My
alarm s ysems utilize.built-in computel'll to contml the srs­
terl\.. Thb uwuw. among other things, INitany cIu.tlges in
the S}~'s SIatus ",·ill be reccroed.even if thealarm has
not been$O\INIed.

Monlrdvuced alarmsysterna will employ computet­
iud communiation on ho-o (J[ low: >lift'S to fur1:hel' protect
the symm<1lpinsl So1boIage. The comp uler willl'lt'f>l'-la rly
que ry the v..rious detectors about thE-it status. The entire­
ne t of w iring will be mcrute red in the lattle way. As this
syseesn is ..ImO:flt always connected to a central a Jann, the
ent:iN system, inclu ding any de tected irwgularities as ....'ell
III trigg~d Blanns, om be presented on II cempctee moni4
tor. One example of rhis system 1& the US. V"ltldicator sys­
tem, insta lled to protect air bases and impor tant de fense
ind ust ries but now commercially available to maj oTcom­
panieaeswell.

ln th is cas e, every detector ill connected to a transpon­
der, which will report through time-multiple~ing eve ry
change in ",-iring OTany indication given by ttw> de tecto r.
These rep orts will be presented in realtime to a n alarm
ope rator in ttHo securilycenlral. ThE- system is therefore
O!'Jltremely difficulilo bypass, and here it ill dtfinitely ea5iM
10 try to subvert the human computer oper.. tor in the 'r-­
tern, 8$ he is lhe _ .abst link in thecha.in.

They are moreel<pensive, but they are also easie r 10 install
than the- wired sy~tems. Such an aLann syste m consists of a
cm lra l pl"OCl!'SSOl" u nit and one or more detection devices.
All thesecomponents communicate by U$ing radio "'-..ves.
1be rad io freqUE'fries used are SllpJ)O:fIE'dly free o f interler­
e nee from;my ottHorr..diG<OntroUed equipment sum as
eeCOO'\II'Iunic<1ltion. radios in p;os.sing tlII~ i$ and pc:!lice eMS.

The mtire~arm s ystem isoontrolled by a $m.111 radio
touch.p..d , about the s ize o f .. pocket c&lcuLa tor. This
nomote COfIlr'oJcan be used to <1lcti,-..te the a!.arm from any­
when in the~. lt Gll1 also be uvd. as a penonal attadt.
alarm, or panic button. wherever the \lSJO!'T is, whel:herin tht
~ or out5m in an i>djacent g.uden Of~e.

In thE- United Stales, some win'1e:n ala.rm syMerna are
av.aiLablt that not only sound the ..Iann but a lso Je'gulate
tM tu rn ing on ..nd off o f lights ..nd ottHor e lectric apph­
ance~ lUCha$ tew...ision.sel:5.1he9t d evsces are supposed
to «an , w..y intnIo:ien by pretending that somebody is in
the hOUJe, even w hen it is in fact empty_This d e l-ice is
e ither ba ttery-powered, O£ it takes its power d irectly from
the AC power supply. In t:Iu! Iatte r c.ue, lhe e ntire system
w il l fa il if the power i$ cui. If ba t ter ie s are being use d
ins tud, thE- battery-powered transmitters will be super­
v ised e\"try ninety minutes or 50 to d etermine b..lIe:rylind
funrtlenal cond ition . This will saJeguud Bgainst loSll o f
power, but only as long as the control u ni t itse lf remains
powered.cfcccree.

Wireless alarm s ystems must not be rrUl<O!'d up wi th self­
conlilined alarm. sys tems. The latter abo sometimes re ly on
radio, but wor k ina d ilfen:-n t way. A ",a l wire lest ..la.Im
$yslem isin effect a seperate-cornpenents system. but uSlllg
radio waves instead of wiring.

£qtdiftI B&£n.



CHAPTER 7

Alarm Sensors

T
here are many differen t lypes 01eeoscrs, and
theyare oftm C3tegori:led broadly as active and
passive. Active Sffi!KIB create a field and deled a
d isturbance in thai f>elJ. while passive §l'lUIors
de tec t na tural ra d i.tion or ra d i. tion dist\lf ­

bances "'-ithov.t~es emitting the r~tiOl'l on which
the~'s opemion depend&.

Sensors a re abo divided inl o U1tegori n bas.ed. on the
area OJ" plIrticuJar poW that they protect. Pe:tinoetl!'l' proeec­
tionp~tn1sacreu to the ou ter limits of . protected area
by means oj physk al barriers, st"Nors on the:Ie barriers, or
external sensors nol.SIlOCialed with any physical barrier.
Interior protmion is a lilll' of protection alon g the interior
boundary of a protected arm. usuaDya building. irduding
all points through whidt en.try can be made. Area pretec­
tion.. finally.CO\'en an inner~~ Of volume of . secured
area by m U nlI of . vol umetric ' 1!'f'6Of. Of • lII!l'I5Or with •
detect ion acne that extends over a vol\1me, lIuch lIJI an

""""~
MAC:o.'nlC R EED S WIlOlI:ll AND WIRl! CoNTAcr SYSTEMS

Ama~ic reed swilch is an alarm system detect ion
~ in which. disruption of the magnetic field between
two points causes a break in the e1KtriaJ current. This
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when the INIgnetic field is strong enough. The loop w ill
be nol'JnA1ly open. But when the magnet isnml~. the
COOUCU will be pulled together. cIo.ing theC'Ontilcb. Of
(DUrn, the opposite is true of the NC reed swi tch, in
whidl ttwcontKt5 iIR dos.>d when. them.gneticf:il!ld is
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b r~a k signa ls the control un it to act ivate the a lu m.
Magnetic reed " " itches(fig. 75)are among the most cern­
mon alarm IleIWOD in use today.

Magnetic reed switches are iI type of magnetic switch
thai conJlillls of electrical contectafonned by two thin, mag­
ne tically acwaled, reedllke metal vanes, held in posi tion
(norm ally open or oonnally closed) within a sealed glass
tube. The tube ill enclosed in a metal cr plasnc ( ;lSI". The
~ice worn on the principle of magnetic attraction. The
sea1ei:l metal contacts are positiDnf,d. in such a way th at
whetu sufficiently strong magnetic M id is prewnl. they
lIft' eitlwr pulled together or push£-d a part (fig. 76). When
the ovgndiC (,rid ill removed, the metalcontacts will nato­
nilly move in opposi~dired:ions.

'I'ht reed switch is theftfore composed of two eeparate
urtil$: the InAgJYtDUy actua ted swildt and it Wv magnrt.
which. et'dowd in iI slmi1itr pb:5tichouIoirlg.

The contilCb w ithin~KO~ switch do not touch



affect ing tnem . 1f the m agruotis removed, tne contaet s
will "I"'"-

The IItiIgnetic reed s""tches are wt into the doon a nd
windDwII in Ndl zone, either surface mounted~ l'l'Ce5sed.
R~ swi tdws (fig. 77j are inrisible when thE' acce ce
window is dm.ed, being set into recesses in the fr"m e. For
this reason, lhey~ not .aseasily LlImpered with as thE' S\If­

f",or-mou nted reed switches . The am>it will be bro ken
wheneo\:a: the door is opened, "ltd Ihis will triggerthe..wm.

•
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The switch is usually mounted in a fixed position, such
B.'I iI. window "arne or a doorjamb, opp osite the magnet,
while the magnet is £a.stenro to the window or door. When
the window or doo r is opened. the removal of the magnet
will folCl' the sw itch ccnteces 10cNnge status. Thill will
open ordose them. depending on lhe Iype of switdt. In
either case, the alann will sound.

KC reed sw itches are the mostrommon., as they iIle
most secure. Ofroune, NO reed_itches can also be uwd.,
but, llIlrt' again,. they can be ciInlmvented by simply w t­
ling the wiring.

~gnriic reed sw itches wi ll be found a.s far away 15
poMiblefrom !he hinges. 1I5 they then wiD trigger the illann
even if the door Or window is only partiall y opened. The
switch will generally only be located nellr the hinges if the

owner wants to open the window a t night for vflttilation.
An ordinary reed. witch gentrillly tri gger.; when the 1Ng_
net is mond , wilY rna", tbn aboul 2 o r 3 centimeten,
.lthough some sw it ches, so-c:. lled w ide gap Iw itdlft,
aI1owthe window to be O)!dll'd Scentimetl'D or so.The lat­
ter ""itches a re used when the c:onstr\ICtion 01 the window
Of doord oe:s not aIJowthe two piec'es to be mounted do!ot'­
Iy toge ther. 'Theya re also used ift t>e owner ol the system
wishes to kt'ql a window~tJyopen IOf ventilalioo.

Reed !!Witches rome in different iWJpesand brands, but
they are typkaUy about 31/2 to 4 centimeters long and iI

litt le more tha n a centimeter thick and w ide. They a re, for
obvious rea ee ns, alw ays mounted in pai rs, one of the
p ieces (alwa ys the one on the moving part of the door Or
window ) housing 1M magnet and the othe( housing the
atational)' switch part mounlE'd on the door jamb Or win­
dow siD. When the window or door is closed, the two parts
win be ve ry ctese to e.ach other_ Look ou t for the wirin g..
which is sometimes hidden in the w ood . The te rminal
§CmVS for the wiring ,.-i11 generally bevisilile, howevtt

Some A1ann systnm also includeminiatwe Ieed switdt­
ea. T1Iey wOl k in exactly the Nme WilY /ISo rd inary ft'ed
Iw itdlesbut must be aligned p roperly and placed ve ry
close to each other, as the magnet is smaller and the mag·
netic field con...-quently not u stro ng.

Someti mes reed sw itches can be found in othe r loca­
tions, protecting. for instance, cabillE1 and cupboard doors,
intemal doors. Or t'Io'efl garden gates.

It should be mentioned that some seH-conta ined win­
dow I door . la rm system s a llO re ly on magne tic reed
switche~ 'theonly diffl-ft'I'n is tha t the sw itch section is
fully integnted w ith the control unit. Someof these devices
caneven double as doord Lin"", when diSOI-rmrd.

Magnetic rftd flritche,a~ gflotlally located in a aepa­
ra te loop, liS they will o nly sou nd the alarm once if the
intruder leaves the door or window open after entfting. If
theyare positioned in a loop together with other sensars,
this loop can easily be nullified by Iel ving the re-ed "", itch
and its ma gnet well apart from each other. No other sensor

". ~t B& £ '"



deteri ora te. wi th age . nd of ten becomes 100 bri tll~ to
function after a few year• . Yet anolh.erdi r.ad van tage is
that the fo~ ",ill not sound the IILarm if the introde r simply
cuts u.u: window~ witll a diamond. without breaking
th~ foil. Then repeir or IepWemenI is necessary. Finally,
win dows protected by foil g£'nfially cannot be opened_
Fo r these reasoaa, other a larm aensoee, such as glan
breiug£' detectors. a re better investments and oiLN then:-­
foreIl5l'd Il'IIJn: OOIlID'IMir.

If th~ foil is iIutalled on .. window thai need, to bt'
o~OU"iIsi~ it willbe CDIIr"Ieeted. to a contact strip.
whidl " used to disconnect the win:s from thewindow l'oi1
block. Tlu: sp ring section is moun~ on the window itself
while thecontactp late is onth~window sill.TheIlIl! tal tlb~
on both s ides of the switch mUllt make good contact.

The OOlUll'dion betwem thew indow foil and thecontrol
unit is, under normal ctrcc mstences. active only whe n the
window is closed, Wtndow foil ill used with the NC rirruits
of the system. It must therefore be disconrected if the win.
dow: is t~ be ope~.II90. the swi tch mUll! be prepared fm
1I<'011ed JumperWIrl' tha i wi ll k'mpor..rily bridgethe gap
be!wel"n tiM! two parts of 1M roRact~ip.

1b:n have been atteDl pts to ma R more ",liable ve r­
lIionsof window foil. Certa in manufacturel s of insula ltd
w1000WlI include a ~"E'I'f narrow .and th in metal .trip in the
glns. usually hidden by tN l\Ibbn atrip~ for insulat­
ing the window. They ruson that the strip will break if the
w indow ilIbro1<en. ThQ abnn .~tem is more wft. as the
meWstrip is effectively invisiblt and geCIIreIy Iocail"d. pro­
I«ted by thr glu~ How~er. thi. is also II onl!'-t~y

aJann and suffers rn05I of the same disOOvantagO/'S 8$ ordi4
n.arywindow foil.

Glassbreakage dE1eclora (fig. &:I) romein several differmt
types, but they all are designed to detect whe n a window is
broken or otherwise removed from its frame. In eilhrr Cll.\.E!
the IIft\lI(lr is attached to the gIoiss on the insideof the win~

WINDOW Fon.

AdJlu ive window foil. alth01J.gh now aday. c lea rly
dared. lIS a" alann5e'llSOl, is still in common use. especially
in sOOp!l.lt is not commonly~ in residential abnnsys­
tems, Wmdow foil looks like silv~ry lead foil and can be
found a l'O\lJ\d the edges of thr window (fig. 79). The foil

conJisU of thin metallic al:ripfo m<ode
of a Iead-.Juminum alloy, ,,·hidl an'

cemented to the protected surface.
usurolly gJ.~ in a doo r or w indow.
Themeta1IX: 5l:rips are connected to a
closed ~Iedrical cimriL H the P,Oh:(t­
I'd materia.! is b roken. and the foiJ as

' ..... "- 111"","'1. weu. the dnuit opens. 'J'IUf; will initi-
ate the alarm. Sometimes foil i. etrn­

ply caUed tape.
Window foil has many disadvantages. The main one ls

that a foil alarm is a one-timealarm onlv When the w in­
dow has been broken and the a larm ha's .oundt'CI once,
anybody is free to enter until 1M window and the circui t
ha ve been a-paired. Anotherdiudvanlage is that the foil

ca n then sound t h~ a laem .. ft ~r it hu
been~~by the med _ itd\.

Wi~ contact systems a~now vny
old-~but they~ still befound
occa.ion.ally. Thl! wire contact swit ch
nolits 1lpon a ..-in>or thread thai is con­
ntcted both 10 the switch and to aJ IOd M!r,

filled point. The switch "..ill~ the alarm if ttw~d is
~ther put wider tension or slacbned. As the thft..d is gm­
~lal1y an ~""etrically conductiv~ w ire. 1M wire will a b o
function as a sabotage a larm. Therefore,~ ela rm will
$Ol.lfld if the wire is cut or breken, Wirr systemsof this kind
""' gererally used to proted windoW5ilnd wa l19 (fig. '78) or
serve IllI external alarms in gardere, for instance.

... '"
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A vibra tioo.delecto r i$ olll'which .. placed on .....aUs or
window frames to regis ter vi bration caused b y blo w. ,
drilling. or breakinggLass(fig. Sl). SeU<llfIUinedunits, lObe

fix ed 10 doors, a re al so
availab le . The se:nsor will
signal an a1ann whenever it
registef'$ th e kind of vt br a­
tion ~ th at it is programmed
to iden tify u signifying an
attack. Vibration delectorS,
o r ' hock sensors, com~ in
different types. some o j
them relying Of\ rnl'ChanK'a1
means and othen working
on e:IedronicprirOpks.

of gIaib blNlcage delectOl'$have been int roduced that work
by de h!c1ing the sound f requencil'S ~m i lted by bffaking
fIoa l gl.a~ Mtd/or!ih.lltered windooo' flOlll\a

This t)-pe of detectorcan de tect and idcnl:ify the 1Ipecia./
noise that is heard loIiIen g1M5 is smashed, ..·hen a d i.unotw;t
is used for cu tting glMs. or when meta l rub glass" For thif,
pwpcee- the detecto r inrorporah!'5 a p iezoelectric micro­
ph one wi th a resonatin g frequency w ithin the range emit­
ted w hen glass is broken. Another opt ion is a microphone
sens iti ve to frequ encies above 60 kH z, &0 tha t the glass
breakage detector isnot sensit ive 10 noise in 1O\'O"er j~­

cfes , such olS tha t wh ich re sults from hea vy tra flic. The
detect or is generally fixed to the glass it is pro te<ting,
although somt'c.lII also be put on adjacft\t w aIls. The latter
type ..·ill bedeWled in tt. nf'lI1 section of this chaptll'I.

The kind o j gla 5o$ ;s important,;u the majority oJ these
glaM brN'u ge detectors wiD only re-act to that of bno.ilking
float glass, b ut not to the !lOunds of b rea king la m mated ,
te mpered , or wired glass.Someo j these detectors are abo
SUSCl.'ptib le to false ala rms, being set off by the sound Ire­
quenccs of ratt ling keys o r bottles, for instance.

V lIllAflON D m CTOIlS """0 INIlITIA SDlSQIIll
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dow. Thl! sensor is fas tened with
d ou ble-~d<!d .lIdhuivt tape, bu t il
c.n be remQ\'ed u sil y if required.
1llere are vl'nIiOllt ..~ a.i1ab1f, both u
NC and NO switches. One delK'tOr

O I pe r window' is generally sufficient,
unless~ windows are very large,
such as in major offiC2S 01' shops.

So far, the th ree most common
Iypn of glu , breakage detectors
include the mercury s",ildJ typr. the
waghDrd ilrm type.a.nd W & cIlOil-

====1I: il: OI".tuning fork· type.
1Mm t I'C\ll)' . witch t)-pe. ok 'i­

ously, relieson fI\el'OIJ}'. At rocmtemperature, men:'Ury is ..
liquid metal thai conduct. t lecl r ici ty. The de tillctor,ia
designed 10 have a smilll pool of men:ury nea r an f\ ~
.witch. If the glass in the window on which the detectcr is
mounted is b roken OJ 8t'Vl're1y shaken, the sw itch will be
tilted or moved and the me rcury will (orne into conti"'!
wilh the switch terminals. This will close the swilch and
triggerthe.laTTIL

ThI! wrighledarm type~. lllCNab le ~1emaJ. contact
tNt is weighted 50 it nomains mcoe posihon. Hoo....vtt.
most " ibu,h0n5 will mau t~ arm mcve. This will eitber
compiPk OJ: tm?ak. an inlenwJ _ itdl cont.Kt. dependingon
how it isdesigned. TIu>cont1ct will trigge r thealann.

The lL'iectfonic glass brt'akage detector USl!'S an intl'1T\il.1
tuning fork which vibrat es when the w in dow is broken or
jimmied. The vibrat ing tuning fOIl triggers the alarm.

GlMsbreakage detecto rs of these types. in the sarre way
as window foil. am USf' . COl'ltact strip uee windcrw nHds
to be opffied sometimes. All oJ INm 5ha~ the samep~
!em.~"ff. Thry are susu-ptibJe to any vibrationll in ee
window, indudingthoeecaused. by thewind. Thismi~
p rod uce I"IWTIe'mUS fa19t a1a.nn§,~y if the winOow 15

not instaIIfd in its fr.lme tightl)'. For~ re.uon. othrr tyf'"



The most rommon vibration detector is slill ihependu­
lu m ala rm. Th is is a mechanica l detector that relies on ...
peodulum switd" I.ISl'd to sense vibranen or moti on. It is
Msigned with il~I of NO contac ts thai come inlo contact
with each ot}u>r " ..hen the sw itch ts moved or!haken. The
sw itch can a lso be o f the NC type, w ilh the Jl('nd ul um
breilk:iJlg: the rimliI ....-henever it is mO\·ed or shalen.

Although tfw wnsim"ily of lne..e oIdel'~('iln IlII' man­
uallyadjIJftl'd by turninga!iQ'l"lO;'. they .....oe a lendmcy to pto­
duce I3lw alarm!. The 1'l'II'Im is lhat low-ll-equa>eyoWe. sudt
ai that from heavy Ir.lffic ,lid m.my othf,J $O\Irces, will create
enough "i hration to r.et off~ aWm. J'(l1' this~n. a new
type of vibr.ation del:ector. the piu ue k clc «: setIllOf. has been
introJumi In ilppearana>.. it is similar to theolder types-

Thisis.a 5«IlOl !hill is~nsiti'·e ..-mJy to high- frequency
vibJiltiOllS,5Udl il5 those em med b y breaking objeo.:ts.The
~ rontai05 pi..me1mric: crystals, a cry~ Jll,;tteria l
that will develop ",voltage whl"n subjected to Iflf:"dIanical
St l?Si o r se vere v ibration . The vo lta ge will tr igger th e
a larm. Thsseensor is ofte n used on walls. windows,and
doors-1he semilivity can be adjusted. a nd the cho!>e1l 'Ii'I\­

sitivity win bE- remembered by amemory circu it. N.9oi'mi·
conduc tors are used. the p iez<lelec tric S(>fI8or has n o mov­
ing par ts. The p iezoelectric sensor is, in foci. a kind of glass
breakage de tector but of a type that is not lim ited to being
affixed to the wind ow pane.

Similar d evices work according to a different princip le.
These are acousticald etectors mounted near windows. gen­
erally in theceiling. Thedetector ts then able to gu.mla num­
ber of windowpai'll'S within ii, r.ange. This detector is senst­
tive to theroi!e of breaking gl;}$$. sh.aJteringwood . and other
typeso'poise signifying a break -In, Its range is often arou nd
15me~ Thedetector cont.amsan advanced di gital filM ,
which wm ensurelhallower frequency bAckground noise
wiDPOl~the~ The filler ,,~II usuaUyset the lower
limit II 5 kHz, bul this is oftt'n adju i table to betWI.'m2 to 10
kHz. Likewisoe. rcee 1""1bu:ild$ up grad u.J,Uy. such u from
can, .airoaft, and nhid e br .akes, will not lrigg.er the . I.rm.
This prn'G'b 1ilbea4nns to a largedegtl'e.

TI1e system works on 1M p rinciple of aud io di5(r;mina­
tion . This ;~ the process of eJe.ctronically wparating l\<;Irm:a1
everyday sounds, suc h as voices, telephones. et c., from
brea k-in 1)1"1' noi~ § such as a re ca used by brea king glass.
p rying metal. or forcing a door open_

Highly sophist icated 9OUI1d detectoJ9CM1ellYlyrepond
10 the $OUnd of a .....indow being SIl\Mhed.- l1w detectOi wi ll
Iho>n respond to the brio>f tirJu, lapse between Ihe $Ound of
the window be ing smashed an d thet~of fAIling shal­
tered gla$.s.. Some o f these detKtO!'lJere iloO sop!li9tica ted
lhat they can even d is tinguish be tween the sounds of II

b".aking ....·indow and a brwl<.ing bottle. 1bere might.bo
bea listening-in fu nctiorl tNt allows II Cl'f'ltnl !it'CUrily M4-­
tion 10 Iu ten in on .....hat is happening in the room through
the use of an ,;automatic diale r or some similar eoqu ipment.
This;' made possible by the elec l nol micropnoo... built into
Ihe senso r. These alarm se nsors generally-but not
alwa)"r-Work with :"K switches.

!he most ft>Cf!nllype of vib raoon detector is Ihe inerl;"
sensor. This device looks virtua lly ldenticaltc lhe other
I)'pes of vibrat ion delo>dofS. It is an intelligenl vibratton
detector and. con~quentl)", requites a ~ecial control uni t
10 analyze the complex signals from the Sl.'1\5Or. Tbe princi·
pie of th is sensor is a comparatively~v)" contac t element,
which rests on a co ntact surface th at is mech<onicall)" con­
nected to the COlier of the de tector, The contact element will
not vlb rate w ith the freq uenc ie s th at are e mitt ed wh e n
glass is broken or when metal s tri kes glass, The rest of the
sensor wllJ., howe,·er.

Higher freque ncies then-fo re give rise 10 a burst o f
short-d ura tion breaks, whKh are analyud in the-control
uni t When thenumber ofshort-duration bruks ft'acto and
exceed a threshold value, !hi" a1arm will be lrigp'ft'd . Thi!;
will onl y happenwhen !he vib rations are strong enough to
ind ica te a real brea k-in e ttempt. Clearly, determining the
likelihood of a rral irUusion is a very 0XIlp1ica1ed. F'f'Xeis.
and only a compa ratiwly comp1ell control uni lcan do so.
ll>erefol'l!. these &eTlJOfll have other conll'Ol units in addi­
lion to W(1'f1 tra1CDrltn:>l unit of the alarm s)'*m.
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elottended conductor.!or foils. In effect, it works like a radio
t:ransrnillerand reaiver.

H lomebody is moving in the field between the trans­
mi ller and the recerser, there will~ interfe rences in the
~ived l ign.!. Thi5 witt tr~r the ala rm . For this rea­
son, tNowk'fl5OTl UE'sometimes known as farld d istur­......~.

Capacity changescan be ind iCiltrd in diffeftnt Witys. H.
metAl UM is to be protected, it can be connected to • tre­
qumcy-drterminingrt'SOnanCrcircurt.This~cir­

cuit will contro! an oscilJalol", who8r output frrqurory will
brcomplrrd to . fixed m qumcy within the range of 100
kHz to 10 MH:t. The variations in hequrncy " ill~ drtrd­
I'd md .nalyud.. U. prW.etermined threshold value is
~ the .Iann will sound.

libwisr,a building can be fitted w ith two encircling
COPductoJ1l•• ppro_imately I meier apart. Onew iD be thP
transmitting an tefUla, in eHec.t thr anknNllo a long wave
rad io trAnsmitter, while the ot her will be the rKriring
antenna (fig. 82). The systrm w iD detect and analyze the
d ifferences in the =:rived signal caused by an intruder
approaching the protected area

r......u.r..iI~ .....",.

Field rffect srnsor!ogrnera lly consist o f two or DlOftO
win>!- running pa:ralld along the protected ~rra. The wire!.
will be cOMect~d to the w.n o r fence by imul~ tors .
PaJ1icu1ar an- will han bern taken 10~i,jon the wires
far away from other mrtal objn:ts.ilS sud\ objecb may limit
the nnge ofthr detector. Walls. in temal walls. rorridors.

FID..D EJFK"J S DlSORS

1M field effed!lftl5O[ reliesontnt principle ofaparuy
chAngn~een tnt guardtd ob;ect and eanh or berween

INfltA.'IOUHD D I:Tl:OORS

bl@rtia lol'n50rs are also o ftto n found in car s, car avena ,
and on containl>IlI. One such 5ell9Or, with its ~p«;a l oontrol
un;l , is IUffi~ to guard the entire perimeter (i.e _, the shfoll
of the CON truCl i<>n). v.o~n p roperly install ed, the iJu>rti.a
!oen.c.or is a vc(f reliiilble alarm semor.

~B&[

Thisisa lairlynew~ofdrlNtor. 50mtt imes u"l'd lor
pE'1;" ",1eI ..I.u rns in~ and in othff friative ly enc105O:'d
object" w it h . fl oor space nOll;uge r than 400 square
mcttrs. Onedetector is !lUffident rvm in • oowoewi th HV­

"'111' floors,n Ionga, the total ,UN. is not loob1g. It work.!
b)·detKting lOUnd wttllin the~ range of 1 to 4 Hz.
TltiII is a Iled infra.<Jound. as it is brlow thP SO\lnd 1e'1....l nor­
mally a udible 10 t he huma n ear. Such sound ilp peolr$
bloau:seof tho! change in a ir pressu~ that~ plllO! when
a w ind ow o r a door is being opened. Cha nges in the a ir
p ....s.surealways take place when the enc los ing mate ria l
changes ib I'Iolture.

It is perfectly possible to move arcend in the bu ild ing
..-hen the alarm sys tem is armed, as lon g as no door o. win­
d"w is opened. At; only one sensor is neceS!lilTy, th is alarm
is \'f'ry quick and easy 10ins tall .

The disadvantage of th i5 system is that it is a one-time
alarm only. If an intruder leaves the door or wind ow open,
the alatm will only 50Und orce-cwten the door or window
is first opered.fnfrasound detectors are therefore usually
used with other typesof trap alarms.

The infrasound de tector can be hidden .IOlost any­
whe~nder a staircase or behind acupboard or a cu r­
tain., for insta~. A SQOd serecr of !histype wil l automati­
a lly co mpensate for natural infraseunds such as those
l'Dlanalillg from strong wind$.

•



Pressure mals(fig. 84) look lile rubber lloormats and
are commonly hidden under w all-to-wan ca rpet <Jnd

body is wo r lcing on the safe in an attempl to cra clt it. Thi s
d etector COI\.'lisU of one or mo re rnicrcphooes connected 10
an amplifie r, p rogrammed 10 only fl'lIpond to the type of
noise- expected lo .sign ify a break-in. This wiUeruure that
the OCCiI5ional noise of a broom or ~'acuumcleaner h ihing
the sa fe d uring clean ing ......i11 not trigger the ala rm . The
microphorws are attached to the object with a silang mag­
"",,and a p lung.erMVltdt or magnm: reed switch sabotage
alarm i:s included, so t]v, al.ann ... iIIsound o nly if IIOme­
body attempts to remove the detector from the objed_
SounddetKlOI ' are cunmonly used in bank vaults and are
mO\lTltedorI every waH..all well iU in th e floor and ceiling
(fig.83).

A lIOUnd det«lor is often TnO\ltIled on a sale a10C1& ..-ith
a heatdetector. Thtsdrnre should not be r;onIused with the
inft1lred d etector, 1be heal detector w ill only register~
heat of • welding ton:h or • fusing burner.
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~M1ding. port able sound det«tors o.n be plalYd
almostanywhrte and~ exlIelilely easy 10 activale.Some
suspicious indiv>dualsput one on a litble before they go 10
bed. llw SoeNOT will listen for intruders in the TOOIn whPn:>
it is Iocated,andposWbly adjacenl rooms, too,as longasthe
inlemal doors are left open.

Sound de tecto rs are very prone 10fal5e ala rms, howev­
er.~ problem ts boIsically that theyare too good.They can
be triggered by perfectly o rdinary noise ou tside the pro­

tec ted area, for
Ins tence, in the
street. The moat
common Iy pe of
sound detector is
the previously
desc ribed glass
breakage detector.

Soun d de tee­
loIS are oflen
mounlo!'d on safes.
They sou nd the
al arm if lome-

and other locations can be protected in th i:s way. In a corri­
d or, for instance. the two wires up to approximately 300
meters long will run one on each l ide . Ahll'D'l lysteou of
~ typewill defini tely be mort' mmmon ;n the future, and
theyalTBady uist m many pIar:a

Anolher varianl is the capilcitance detecto r. Such a
det«tor o ften COl\II;sls of a metal plat e OIl which thepro­
tected ot;ect is po";lioned.. lf MIintruder app~s the
ot;ect and the metal. p1atetoo do8ely, !he e1eW1ca1op.aci­
!.un in the pbte ....-ill cha:ngie and trigger the alarm.
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alann systeIMand hasa~ibleplunger or bu tton. The
plwtgft" in itse lf is ovel'5iz.ed. while' thf, body oIlhe switch
is designed for mounting on doers, windows, or control
units. lbe plunger sw itch is easy to bypass, as long as i l is
known 10 nisi. Simpl)· kHp the plunger under p~SUl'l'
with <lpiece of celluloid. for instance. 50 that the deviee
does not ind icatp .atl alann wtult' you a re remo ving the
switdl from the protected iIR'<l.

TI'oP plunger switch is o fter'l used m control \Inib 10prlt'­
vent !he sY"t~m from be ing tampered with. In this applica­
tion, switches will be mounted on the front and / or back of
the control uni t. The alarm will sound if the door it! opened
or the control unit is removed (rom the wall Here it is more
difficult to remove the . wild! because of its location.

In the same W<lY, phmger switches can be used to de'te'ct
when <ldoorOf ",'indow is opened.1nthis C3!oe, the switch is
mounted so tl'Ult the plunger will be depressed wnm the
door or window is dosed. Jlw ".-i!dl ill thm mount'l'd on the
hiDgto rUde in the door' jamb and is vithWly impolilSiNe' to_.
lllI itis neither tlt (Xl'led from the inllide or the ou tside' when
thedoor isdos«!. Of '-'OUrSe, this type of swi tdl is an NC
switch. Wheru!ve:r the door 1& opened. the aLum will~

A conlaet 6lrip mechimism is, in e ffect. <lIl open swi tch
and is sometimes used on w indow s and doors, usually
together with window foil an d glass breakage det ectors.

\
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linoleum fJool'$ .II stTa.legX: places in the building (e.g., in
front of certain dooB and windows. " I !he fuoI of the stairs,
or diftdly in front oJ a safe or impomnt ob;Kt). II is also
common 10 uw .a..nes of plnliUre malll in a stairaR. so
t~ it is virtually~~ for an intrnd<!-r to avoKl seep­
p ing on .at 1.loas.t one of them if he W.atltll to proceoed to the
next floor. As!iWn;ase5 are often ofd ifferent si.zes, the pres­
suremal also lXlIl"lof!S in 5e\'er'lIIdifkorentsizes-

1l'oepreuure!NIt is in fact a large 1\"Q swi tch. The m.at
contains two grid s of switchoontaets se~rated by a non-­
conductive mal1!t ial thai has been perforated seve ral times.
The contacts can be brought together through the holn.
The contacta are only pressed together when" person of
sufficient weight (i.e.• a person; child ren will t rigger the
cortacts.but not pee sud!~ cab CIt~ dogs) steps on it.
'J'h!on !he NO swi tch is dosed and the aIann triggeled.

If the p l\'$$Ure mill is hic:I~ in an unsatishictory W<ly.

the~ of it mightstilrt to sh:Jw thtough lhe arpeI <lfter
<llong: period of lLM'. The
mtrudl!r ('&\ thrn avoid it
p<lsily. Cprl. in mferior
brands of pre~ mats
wiD also be triggered by
pels sud! itS c.rots or dogs,
so the presence of these
animals might indicate
the absence of pressure
mats, at lust in older or
k9I secure buiIdirtp.

A p!unt;er swi tch is a
mechanical device Iocal­
ed o n d oors and win­
dows to d etect entry o r
tampering (fig. 85). It is
an ordirI<lry spring-load­
ed m omenlu y sw itch
thai is~ forUSII! in
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or through a door. Old -fa sh ioned systems of th is type use
visible light, and the person enlering hu no trouble /It al l
no ticing lind eva d ing the pho toelec tr ic cel ls should he
choose to dc sc, NowadaY', what is besfca l ly the same sya­
tern is st ill Widely use d, but instead o f visible light. invisi­
ble in fTa~ light is u.sed.

F;~ ' 7. -. ...w, ....... _ ~.._ (kftl'" tJw Nfl«I;_,-
Tlwmodem invisible 'beam~r. Dc" photo may lien­

sor (fig.87). is de$ignedto pro;oo a rwrow infrared beam
aet'OIl8 the .~a to bot protected. For this reow:m.. s.mson ol
this type areelse sometimes C;llltd acti ve lR-detecton. Tlw
beam is aimed on!Oa llIN.1l R flectOr, ....hic:tl will Rfled tlJol,
inlra.M beOlO'l back to the invisible~ detector, which
hill . "built · in phOI~IKtronic eye that i. sensitive to
lnfrared light. Th u photol!'Jrctroni c eye will constantly
monitor the area. and as soon ilS5Otflebody interrupta the
beam be tween its ylojector and JKe1vrt', either romp1etely
01"almoal compl~y, the . !annsouncb..

Mos« invisibl2 beam del«lors of lhi!; kind /Ire able 10
protect a n open area up to about 10 rnrten wide. Larger
\II"Iib,~'RCXln:'l'ivably aopable of a range of seve r­
al~ mef1m,. 11lnrunil5arecommonly~outWr
a building.. in. privale gardenor park. for ins lanclr (fig. 88).
Sometirnrol they are used 10 protect rooftops a:> well. WIth

~8&E".

Photoelectricn Ull have been in common use for years,
espedaIly in 8hop$. to detect. peescn walking into a room

IONIZATION Drncrou

The ioniZoo1licn deIeo:lDI" • flot used ilIlywhere yeI, asfarall it
is known.but this might wellbethealarm Sol'M<Y ol lhe future

The ionization &tector works accord ing to the pt ilriple
of the JGrlian effect, which sta tn tNt lh·ing matler ia sur­
rounded by a " force field~ that ionizes the surrounding
atmosphere. This will prod lKl!an a ura. 01 ha lo,.round a
l iv ing being photograpned in fiel<bof elfoctriaJ current.
(Iho lGrlian rif«t is no( UJ'"O,.·ersally .accq>kdas the reason
for this phenomomon is so far 1Itlbown. Thep~
N SaOO bem atx.d frequn1Ily by~~para­
psyd'toiogists. HO'Ioo"t'\·er, tNs has not pf'r'\~-.arch in
ionization dewctcn.)

Tht iDniutioo detectOl" wil1work in the following way.
It ill well known tha t if the a~re ill~ this w ill
change the electriCal conductivit)... An tonization detector
will therefore regi sl:n theiltmo5f'~ric CDllductivity. Any
changes1'Dulling from the ionization of~ surrou.nding
atDlosptwre lhat uaoused b y the ~fon;e fieldw ilround .
hwn.a:n~g will be de l«ted. .

No known abrm systems rely on tm prirripIr today, bl.J t
in ..·boot •• formerly theSoviet Union. the Kirlilne&ct hal>
beenacaoptedlor several ynn- lt is pnlboIbly only a matter
of timebefore~ 01 tID type.are in production.

The contact scrip is s imilar in ehape to the reed switch and
is also composed of two Pilrts. Here, too, one part is mount­
ed on the window or door, while the other ls mounted on
the frame (fig. 86).

The ildv ilIltage of the contact strip is that the two piec~
call be bridged together w ith il jumpe r cord. Thi, is h ighly
usefulwhena window01 door (e.g., il garage d oor) must be
12ftopenb\ll the illarm sylrtem is stillarmed .
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80Un:H of infra red ligh t, s uch as sunlight. The infrared
beam might also be r~ by infrared reflectors (fig. 89),
which w ill increase the range even more. Mlhe invisible
l igh t uSfd in the beam consis ts of in fra red ligh t. U"5e
~OBClln be found and evaded easily byusing infrarro_
goggles du ring theentry operatior'l.

A p'ssive infrared d etector, or P IRu it is commonly
known ill Briuinand sorM'otheT lXlIUltries, is, devn that
reteivell and mtaSures~ere:gy from otherdl;ecu.lt
ii, in rifed,. • hut detectn', although it is o f • "rry dif~ent

type than theheat 00:edl:lD mmtitlned~ in thischaplft.
1ht p,ssi~~ infrared detector is usu.llly filled high on

the ....al l,eill'ler ina h.allor ina large room ""hidl must be
m.V('rsed to noach the sensitiv"reu.1t works by picking
up an intruder', body heat, triggning the alarm whenever
i t detects body hll"at within its r,lnge. n, detector is
iI"'Ibl!rnely senriliYf.' and will pid: up even the llR\oil~tva ri­
ation in tenperercre, both above an d be low normal.
. The p;ossive infra red detector works by utilizing . bu ilt- .
In pyroelectric sensor,Simply speaking, this Hn:lOr ill abje
to indicate heat by p roducing an electre cha rgII", The prro­
electtlc SII"l'Wing material is polarized by infrared red iation
prod ucing a vol tag ' p ropor tio nal '10 thl" ra te of chan ge of
incident energy. The pyroelectric sensor will electronicallv
monitor the room protected by the a larm. It is surrounded
by . reflective surface that collects infrared elll'll';Y. As the
sensor is »ensitiv, to beat [Lev infrared energy). it will serse
anychiU\ge: in the 1e,'e1of infra red 'll('tg}'. including the
p""""Ce ofa ny in lrudll"r ra diating heal. Such a n ,bru p t
changII", &uc:h lIS is caused by the .Pf'N~ofan intruder,.
will be readilydl-tl'dll"d and will triggll"r the alarm.

A nost ing hum.n wil l radiah>appn»: ima"ly 100 W, 1I0
we;jlno,U major scurces e t inh,~d radiation, How lI"Ver,
1neI' radiation isnol ft\flUShto trigger. pusive infrMed
dd«lot. Theheat lIOWa' must also bemoving through thII"
.lOr'It monitonod by thr deled:or.

thE- e>:uption o f realty sensiti..e insIallatiOl15, tl1ex~·

tors wil l pe'lfEC1Illy tri~r security liglm I'oilther than sirms,.
as 1M~ of fal~ alarm is wry high.

Ttl, most coaunonmf'th od of insta lLition is with tw o
imiisib le panIlel beams, Then a SINn<1Inim.tl such as a bird
willnot triggeJ' the alarm. but a human-sized bttreder will
break bo th beams and trigger it. LikewiSf, mist or falling
snow, rain, o r jeeves will not trigger the alarm. The rartg"is
generally up to 150 meters, but it ill sho rt er in cou ntriu
with cold climates. Many detectors of this typecan function
even if cove red by snow or frost, bowever,

Th e emitted inha~d light is mod ulated 80 tha t the
receiver ca n id t'n tify it without be ing d isturbed b y otner

...
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s lip unde r the monitored zone. Sometimes, especia lly if
peb lin>on the premises, tbe lower mne wil lbe turned off.

l1le1\" are also infrared detecto rs on the market tha i can
monilor areas up to 50ovten in length. Thr range of 3O~
o f thP5e can be 'I'iInN if the ow ner change the Iens.o$.

TIle IR·detector ill prone to fa15.lo alarms. ho wev..".., it
will be b igge:red not onIy b yobvious problem 30Urces such
as eats lInd dogs. but " lsoby small pests o r bright fUn1ight:
through a _arby wlndow. Even be ing too l"Il'ar any qu ;,d,­
changing 5O\In:f of hrat or cold, sum as a central hea ting
I1ldiatorproducing radiated hral and warm d raughts or an
a ir-wnd itioning duct,. mighl prodw:e a fa'be allll'D'l.

WhE-nan infrared detector is swild>ed 0", it first bal­
alUes it5l!Ubased on the amoll nt of background infrared
rad iat ion coming from various sources in a room, such
wa lls, fumiftn'(" an d ncco.If an intrude r later enters the
d etection zon e, he alters the amount of infrared rad iation
d etected. This results in ana\ann.

Th is nee d to fil st bala nce the- sensor means that if tl\(>
power has b2en switched 011 for some time. the 5e'NOr will
requite approximately ninety seconds 10 be operat ional
Howeve" this is no l lll?C(S63J'Y when the ~}'l:'tem has merely
beerdis.anned bu t has relilinlod its J'O"""er.

In addit ion, the drtector will not ft"5POl'd to 5low va ria­
tioN in background radiation because amplifying dn:uits
limit~ driectable variatiom 10" predeeermired RI'lge of
poasibll" speeds.

In advaoced units of this type." Ih:reshold dl'C\1it ",i ll
abo e nn>re th" t II sigNl is lu g e enough to Il"JI resenl an
inb'udl"l". In this rase, a pet will not trigger~ aWm.. as long
"$ it ill not very dose Iothedetector. Of OOUflle. thesensor' s
senritivity 101iI1se alarms is.also determinl-d by the positic:m.
ingof the detroor and its~ts of proIKtion.

Every infrared sensor wiDbe mcst effective in detecting
movement a cross the aegmen ts, rather than movement
toward or away from them (fig. 911. There have been lab tests
to determ ine tIle possib ility of making a very slow d irect
4pproaeh to the senso r so thai it will not feel a sharp increase
in temperatureand, consequentiy, refrain from soundifIg the

f lp.. MI. n. ~•.
I«fimt ,..,__, _
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Th@pauiv"ln­
frareddl>tKtor will
dividf th.. aua to
b.. monitored in to
zone. and ses­
menb (fig .90), typ­
ically u p to 7
metersacross(ilctU­
ally 76 d..grees
wide, usua lly, but
this ca n vary), 12
me ters d eeps and
around zo ceoeme­

t@nhigh. Onlythes@zones andr.egm entswiltbe mon i­
tored, a nd intruder! above o r be low them wi ll not be
defected . The detec tor musi then>foTf" be ad ju.ted \!ery
carefully d uring inslalIation to_lIIallimum protectioo
u wellas to prevent £abe a1atrNII'igvn>d by pets or $fN.ll
childrm. For these reasons , it will gellfraRy be pol'itioned
at thf level of I. ml.n-Hz.ed intnader 's head or highe~l

least 1 1j 2 meters above the floor. The detector b most
oh en positiorll'd I.longa wall or in I. comer 50 that it can
hr.... a frH line of ~ghl to as mudl of the room iI$ posr;ible,
iPdud ing the front door. if at aU feasille.

Apa~e infrared dl'lKtor~ Ioob at a}~ o!
siJ( o r more separate , egmen15wllh unwatched. a lsle$
beu<,'een them. A separate-zone &sign gives the unit wide­
an glt coverege of a room. h the background radiation o f
tach zone is slightly different, it is virtually im]X>8sible for
an intNder to match them ell.

Self-contained infrared M'nIiOrs genera lly cover a wider
area and have more zones but typically protect an area up
to onl y 8 meters deep. There is also a lower zone in each
loe'gfl\e1l.t. This will ...su ally ereure that an intnKIer c.annot
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air cond itioners, or other objects that might change its tem­
perature qu ickly. The olde r infrdwd sensors might prodcce
false alarms under these circums ta nces. Conte mpora ry
models will not do 'ou read ily. but their detection ability
will be impaired. 9Omt'what, In the contemporary models,
everyseg ment is divided intotwochannels. l he detector
willonly sound the alano il the changein tt'mperal\lI~ is dif·
fermt in bo th cha n nels. This will prevent the alarm from
sou nding whena radiator !'Ieats up, for instance. An intrud·
er. however, will first disturb one channel and then the ne>lt,
thUi b igge1ing the.bonn

~lf-cont a i ned infrared seeseesyst ems incorporate
entry and Nt de~ys, typical ly fifteen to twenty seconds in
length, Otherwise, a remote key sw itch mi ght be used.
Backup batter ies can al~ genera lly be connected. as can
e><lemal warning deYices..
~ are.1so$mil ler.. wU-contained irJra-t detecton..

"llvey generally work with only one (Ovef3~ ZQOI!! and . re
$Upposoed toguard only small areas near d oers, windows.
traim. el1:. lf a he.t lIOUlU is detected. the bui.lt·in siren
will 501.11I4 for ~out OM minu te, . fter which the unit will
reset . Anertr.vaoand e_it del ay of iI few secorodsisgener­
ally buili into these Wlits. Power is g_.any pI"Ovidrd by a
standard !krolt batt")' located inside lhe detector unit.

Amio'ow_ mociondetKtot is . trap alarm w itha sin­
glie-unit t r.lrulmille rI nuiver that reacts to d i51ortiD:ll5 in
tM IimirIB of its rYtum signal Tlw de\"ice works. in effect.
lib II sman r.-da r system.. using an eledtomagnrbc field
comprised of high-fn'qumcy , ad io wa ves grner.l~ over
the protected area. Most detectors of this type havea romge
of 30 rroeters or lea.

1111' microwave .~~""'..~,detectoJ relies u pon microwaves.
\ "e:r}' high-fr\'quency radio signab in the range ofalOUltd 9
Glh. l1Iest'radio W;lve5 w ill lonna peaMh. ped lobe (fig.
92) tha t will detect any intruder. As these microwaves are
rl!'fJeaed offsolid objecbI. they will te'lleal thep~ of an

rill~" ~l . n. p ""
;"p....il M «fe . ;. ,
..",i,i.., ,,, ,
""""" ;" ..,.....,..

alarm.In someof ~o;e
tests . th e "intru de r"
was hid in g beh ind a
thick glus pane, as
piain gJau will abwrb
a considerable portion
ol the rad ia ted heat .
However. no such
e llpe ri lfte n ts hllve

been deemed luccnsful enoug h to '....rrant the use of the
tedutiques invoh--N in the feld .

An infraRd derectcr un also be mounted in the ceiling.
If mounh>d .. high as (,awt~ thep,OIIKted area will be a5

I.~ lIS 611 20 melen. and 1111 movement will RlI tu rally
occur acnJS!lllIIe _guoel .ts. This facilmtn detection.

Pafollive- infrll-t detecton.lI lthough generally used to
mOftito r movement in rooms o r alOllg corridors. can be
used vm:ially to crute .... alarm curtain, in front of II waD
of paintings. for instun. They cannawrilly also be used
eecreaee.lwmzontal curtain to dfted. break.in through
th2 roof. ceiling. 01" Boor.

Mos t pa5l!li\'e inhaR"d detKtOl'S han built·in tamper
switch" to-prevent .omebody from removing the unit
from the w.n or attnnpting to d.is.inn it. Infrared sensor
5}'5lemS. ....+.ether :oell-<ootatrwd 01"pt.f1 of. separalt-<nm.
potlti'llo~em.a.eItJJ'f to Iocate.TIE sensor iI genrra lly
positioned so thai; ib zond of detJection include~ expect­
ed entry. such lIS d ()(lf$ . nd windOWi. The intru~should
be forad by the layout ofthe building to walk into these
zones.n.,the,,,lOfe.the~ will be placedat l8SIl l/2
meters .hove the floor. Tl\i$ iI necessary if the lower PO'"
tions of the zone aw to be used.

The $E'I'lSOl' un it wiDlotpositioned.0 thai its fuo:ld of view
d oes notin.:~ 501ar-beated walls.d~ sunlight. hPateDi.

...
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su ch . change in th e
reflected signal. the unit
will triggE'l' the alarm.

As the freq uency of
thr microwaves is very
hig h,. thewavelength is

very short. This means that even a verv smaDmovement
"rill result in a large frequency5hift. Ho:...-ever, the detector
is less semi!i\'e to ob;ectsmOI!ing <lCI'OIlS its fir ld of del£<'­
ti on Ihan it is to objl'Cts moving toward or away fro m it
(6g. 93).

M061microwiI"e deltclon requ iTe th.. t an intruder
move at a certain speed in order to be idrnti fird as an
inttudrt. 'l'hr9t dttec:lois ilreable to reject fasm -than-walk­
ing spr ed. Thi~ will pttvtnl numrtous lab.... a la nns, as
many microwave m otion detectors, especially the older
modrls, work all toe well, As thrit signals can prnetnlr
beyond the "" . ns 01 a houH.lhry migh l identify. pa»ing
bud U Ml iruud«, lor instana'.
~ radiotowalS an abo ltip lhe8r WIits,..IS tM RF

l"I'lftlY radia trd by IMny d«triaI dn'icPs will d.i.stwb their
functioning. Sudt dtcbical dro.io!s indude radios, r:spedally
<i.li:u:D Nnd mice, but .ooCiltu~ s)'*ms. mob's.
tnnsformrn, and evenI'IrOn sigN and fioorescent lamps.
The gas in sudl Ltmps. ""hen $Wildie<! 0<\. ioniza 10berom.e
a iluctualing rdIe<torwhich can easily cause an a.Lum. A
f~ a1ann might abo be cau.-t by moling fans and SOR\e'
bmrsn'1.'fl the rooI' in. _mOWlE',if thr roof risrs .rod falb
in the wind. The moy~entof "".Iff in pipes might r vrn
trigger a fals.... illa rm, .IS the KI1 501' has tht' ability to see
through gIallIt and thinwa1lsof plaster or plastic.

A3. the microw..ve motion detector is.vl extrrmely small

,..

inbuderentering the~ . re... as his movements will
c.luse . d ishubaoce in then'f1Km:! ndio w.ves (ie., thr
rXiaIed JtF6rId~ bythe device).

This distutbMa ill a mooulalioo of the field refe~ to
iIS the Dcppln rffect. 1hrDoppln ftJ«t ill the dt1Jr lt'i U in
hequerq 01 one(oripnal) wa~1! to;lllO!her (ref1ected) wave
that is superimposed upon it. 1ht' rusorl for this is that a
frequency shift occurs when . signalsoutU and • rKeivn
are D'IOVed relatiYe to ead'! othtr. According 10 the Ooppltr
e£fed.. the n' flrdtd ~gnaI ""ill be of . Iowu mqumcy lhan
ee~ sigoiJif. ref1«tirI& ol;ector a human is moving
aw.y from the dtlector. UbwiH. the refltcttd aiy\al w ill
be of a higher &tqo.oMcy than the tmittrd sip ifa h.una:n
is approachin g the detect or. The rt.son for th is phe­
nomrnon is that , ino:;e the signal mavn at a constan t rale,
the rttum trip of tht reflected signal shou ld lake the $amP

length of Iimt' ... thtoutward trip. Howtvrr,;IIl irrtrudtr
who movt!lI into the path of the signal &,torts thP timing of
the retum signal. This fftqueocy , hif t is seased by the
microwave dtttctor unit 's n<river. Whenevrr it detects
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in II forward directlonand up to 7 meter. wide. However.
the shape and size of thecone willvary with the acowtical
characteristicJand shape of the room in which the serscr is
located . Walls and glallS windows will not be penetrated,
e~cept toa minor e~lent. Tbeee are also ultrason ic deteCloTs
that wOlk with &epa rale tlansmitte rs and receivers. The}'
oftenhavea longer range.

The "ltrallOflic detectot is most sens itive to movements
d irectly toward or away from
the senses (fig . 94). Th is is
un li ke the passive inhaled
detectof, which i$ most sensi­
tive 10 movements across its
p rot ected area, but simiLlr to
the microwave motiondetec­
tor. The reason, of course. is
tha t bo th of these ty pes of
detector rely on the Dopple r
eff«t. L' ltrasonit detectors are
therefore used m~commo~

Iy for p rotecting d oo rs and
ltd lway. than are passiH
nram! detectors.

L""lltuonic d e tectors are
UIU<liIy Joa.ted in lneccmer of
the room to be p:rouc ted.. ful-ed
t o the ,,·a ll , o r else aimed

down a hallway 01" at anetltnrQ. such~ the frontdooc
1llese detectors are fairly p rone to false .larms. which

might bot produt ed by 1000d noises. such as ringing tele­
phone~ A well as moving ot;ee:b, JtJdl as drapomes neitr
vents OTf.os. E' ·en aiTcurrents, d ra ughts of moving ail:
&om heating or coolin, vents. and otheT I:}'J- of air turbu­
le~ tan produce f" lse alarm, . For these reasons, moM
uJIrasortic del«IotS indu~a coolT'oI for adjusting the sen­
s itivity of the dev~. Theultrasonic detector cannot be­
used if pets arep~ though. as thene are JU) unprotected
Areas within the aweragJ! l:Ofle.

",-ny ultrasonic detectors have a delayed alarm. which

ULT....llONIC M ono.'" Di'nCfOR5
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An ultrasonic motion detector is a sing1e-unit tnnsmil­
ter /receiver thai signab anala.nn when its steady pattern
of iIlaudille sound wavn ~ distuJbeod..1t worb in a ,;milar
fash ion to the microwave s-ensor. but it lL'>l"5 ul trasonic
MJund wa vel inslNd of microwaves. The principle ill still
the same il:!I thilt 01 radar.

The ultr...onic detector woru bycontinuously tnns·
m iltins; ult rasonic sound waves of soch a high frequency,
ilrwnd 40 kHz,. that il t.mvn camot hear them. 1he l)l'io:al
upper limit of human hea ring is twenty thou sand cydes
per second. or 20 kHz. The ultrasonic sound waves are
a-fore wen beyond the human r«lge of hearing.

The $OWld waveswillboJunc2 08 the hard suriiIces in the
JOOIJ\,. in effectproducing ttleee whitt\. thus refleded. will
be picked up agAin by the wnw unit. An intruder entt-ring
the room will inWrfert with the frequrncy of the reflected
sound. BealL'>l" of the Doppler effect, the reflected sound
WA'·es ,.iIl eepeneece Afrequency shift if they are reflected
from ..n intruder ent"ing the protected al'N. When the
intrudermaves within the lidd,. the urtil'. noceiverdetects a
dwIlgt' in theJli"fIeded sign.IJ and triggerS the alarm..

Beau50eof the nature of .cund... the ultrasonic detector
will prodtD' a ~ardrop.ped~~.. ofultlasonic eJ'II!I"­

gy. similill to what ill iJkl5molled in Fi~ 92. ThisCon:! will
expand horilonta lly ilnd vertk.ally aw ay from the unit
ac:TI:l$!I a relatively broadarea. typically up to 9 or 10 IIWte'rlI

radar.. the microwaves are completely harmless, unlike the
radiated energy from a large radar such as is used for air
tra ffi c con tro l or m ili ta ry purposes. There a re also
microwave / passive infJa red detector~ They are very reli­
able.as ttwo two seTISO"T t~cornplelnen t each other well
The miuowave de tector determinell that the object moves
within a certain rangE' of spted, while the infrared detector
checkswhether Ihe object emits heat or not. These combi­
nation detectoD come in difkrent t)'p@S.with ranges up to
65meters.



an intell igent imag<.> processo r basedon _ u ral network
lKhnology. This will automalically kIentify any intrudn.

The sysllm1worD by finJt INming the characleMia of
lhe na tural stale of Ihe flw ironme nt u nder ob5en·at ion,
Including mO~'ing items ~uch a~ st..d o'iu. bra l1Chn of
trees, or level crossing barriers, This initial leaming slate
does 1'101need 10 Last formore than a minule. The . ySll"D'l
can e-.~n be taught 10;gno~ certain d yl'lol1rlK nenls, such
as guard patrols or vehicular e-cvemeeu.

When the ~ystem mien; operatiON} mode, it idmtifiell
mtNden within its field of view by rKognizing abnormal
patterns of movemen t. It imm ediatel y Bounds the a larm
an d automatica lly trains a high-resolution camera onto the
target for iden tifICat ion and vtoec recording purposes.

This i1dv ancro 'ySl:e m is not yet in widespwad use , but
it can be found in certain British dtfenw research instal.l.a­
tions.ltc.m also be configured to be portable. Expe<t it to
berommon in most high-riU insbllalions in Itll'" future.

m

A perimeter blIrriK is a wall, fence, or gall' marking the
perimeter of the propel ty.Guarding sum a perim&>Wi",espe­
cially if la~ distances a re bwofved, requiIeS spec ial sen ­
sors an d sometimes also 'pecial control units or analyzers.

Today, the most popular barrier sensor is the inertia sen­
'or. even though there are various othe r types on the mar­
ke t. The inertia sensor. used in conjunction with a speciJ,1
b.uril"ranaiyzeor,canbe adapted e.asily 1muse00. any~.

The inertia barner sensor . ysrem is an electromechani­
cal SJ'"5Iftn IN>t relies (WI specialw~ (fig.95). Ewry wire is
connected loa special self-adjusting sensoriMtalJed in a
$II!nSO[ posI. otpo~. Jhe~ is poIOilioned betwftn two
horizontal winslNt run between the sensor pott... The
.wnlIOT will noric~ immediately lIny a ttempt 10spread the
win!s (to enter between. them), climb 00. them. cui them. or
Qtheno..jse remove them..

The sensce-ecoeected wi re. are filled Vo' il h vertical
'prings an d se lf-ad jw.ling ccnnecnon po int. so that tbey

A video dete<1or constantly Ulon il on the objed it is
guardingby mm1y -WiltdUng'" iL The dt'1Ktor. a D>Odified
video ca meu" checks. the level o f b lack (the n umbe r o f
black dots, cppceed 10the n umber of while d ots, in a p~­

ture) in certain inleresting areas o f the video input. If th IS
level is changing slowly, the d etector will not l rigger the
alarm as Ih is migh.t indicale SUll5('I, for instance. Howevet.
a drastic and immediate change will trigger the alarm, all

thismeans thata person or an object has entered the field 01
vision and ill now near the protectedobject.

Video w-tedOD<ltereliable but fairly~ive Forthis
re-...n. theyarenot widelyuse<l u yd. They will probIbly
be D\Ol"£' common in the~. puticulariy sirce it is also
possible 10 transmit the ~ideo signal aet'l)5.5 the telephone
networkby mearcJ of a modem. n.en a remote cont rol sta­
tioo.can ~iew and intrrprel the~

The latest deledots of this t}-peare even _ iMlvanced
!han the standard video deie<1oL A f"I\l[I\ber of cameras can
be used 10rorntantly monitor the ZOOI' to be ptotected.The
video output from each camera will then be processed b y

Vl§ible light detedors~ not common, and they~n

only be used. in cntain locatiOl1$. lhty an> mainly used IJl

c<mjunctionwith other delMors in~ va.ulls..The detec­
tor w ill simply IIeI\5e if the level of VISible hght IJl the lee..
lion is rising. If so, il will sound the- alarm. (The bank vaul t
is, 01course, s upposed to stay dark ""~n closed) .A de.tec­
tor of this kind is ofa very simple design.Tbe v1B,b le light
de tector can only beused in dOBe'd locations where no NI­
u""IIightCiUI enter.

'"

maUs the in truder ' , first slep' into the protected area
appear to goundetected until it i$aheady too lare.

Because of their lenderq 10prod\lOt bbe alarms.. ultra·
tonic deb!don ~Io~ deo wngin popularity.
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will dt1.ect any kind of intrusion. Six wires..-wi~will
ge<etaUy be fixed pit;lliel to eachotheTon the posts so thilt
it i, impossible for~ intNder to avoid .11 of them if he is
.tmnpting to enter. This.1bo .Ilow. the sytk-m to deter­
mine the~ height ofan irrtr\J.s.ion. Anotheradvantage i:s
that a wire group c.n bedi~ed. dlU'ing mainte­
nance, for instance, withollt lhe tnt of the sensor post
being aiJ«ted Of impaired.

The sensor poSit are generally positioned. lip to 50
rnrien ap;u1• .1ltho\Ip • shorter di:sWtce. Ny 10 meters or
so, will make the sr-tem.able 10ru1ly pniJ"'Oi'lllltl .ttempt­
ed intnaion. The sensor posts are INde of aluminum or
stainWss steel. \,lnli~ the on:linlry posts th.1t iI~ milde of
5!lIiriless 01 p1~..1iud stft1 Every 5eMOf posthas individ­
u ill Wftper protectionand&.lsol'tlOfUtol't'dindil·idually
by the computer in the centnJtItCUrity 5!lItion.

A rnlllt iplp computer communicatioN system w ill
keep in touch w ith every single sensor post and w ire
through .. sp«w information cable th.t runs.along the
feOCIl'- Ewry detected intniSKln will thft\ be .t'P'O' ted by a
special reportingunit in tad!. __ postand wiDbe rnom.
tcred .00 Rgislrred by a compulltr in the central security
5tlI tiOfl. The system will also self-test lXfttinuoutly, sound-

ing an interna l alarm IIany part of it brew down or is sub­
jected to . t tempted sabotage. Natuta1l}~ thi s self-test also
incl udes the infoanation cable. In addition, every incident
wiUgenerally be logged in the cent ral !ll'CUrity station com­
puter if the nt>ed a rises later to ver ify wha t happened.

The ccmpute r comm unicatlcn will go in both direc­
tions, which me.ms that individual ~tity measures can
be ad opted in cue of an alarm. These might incl ude
video c. meras and searchlights or armed mine, p ro­
grammed to be aeth·ated .Io utomatically, without the need
for a manual operator ,

Asc.n be read ily imagined. this type of 'y5tem. is "ery
romp l"'" . nd on ly used in high-risk loca tions. The most
famous system of tlti , type i, the Lsraeti Magal system.
MagalSKuri ty Systems now g uard the entire length of
Israeli border fences and balTiei$. An idPnticalnstem, also
produced by Maga.l, ill used in l'U.1n'Il'!rowr. o the; countrie:s,
in military inst.llations and.uound nucle-at power plants,
for intIanI:e.1he best W.ly to cimJmvenI this alarm. system
is toavoid IO\lChins the /en(e .Try toeorer in another loca­
tion or from I:tw air,

Another rommon sensor used I(l protect. perimeter is

the microw_ fItnc;e (fig.96). Tl\i$is" in rifect. a radar barri­
er and works by a transmitter Wl'lding.l pa ttern of invisible
microw....-es to a wparate remivti; located up to 3lIO rnetei$
aw.ly. Any inlnlrlers cros.sing the path belw ee••transmitter
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top of tlw fe1ce. Othrrwise. it iii the s.ame as the field effect
aensor detililedear lier in this chapttL

Yet another aystem is the c..ble deeeeeee Cable dritctors
ronsisl: of &p«ial cable that is capable of changing rests­
tanao or Cll paciWnce when lM"nt er hit. The cab le will run
through the important puts of the m.:e.It will trigger the
~ if it is bent. dimbN on. or cut by an intruder in o rder
10 liocilitate an miry. Any~ m O\'emenl of the~will
came a apac:itive change in the cable that will in tum trig­
gt'l" thu llllm.

Another f. irly~liabluystem useu thin h1beOl' ho5oP
alIUll"dPd toa miaoptlOloe.1lWi! sigNb froon themiaop:n",
will bt'a""lyzrd by at! advanced electronic drcu.i l. Any
a llempl to dimb ordntroy the fmce will be recogt rized and
triggeran alarm. The ll'Iiaopboooecan tw <XJl'\l'leded kJ a kJud.­
spt'Joll.n-and moni tored in an Umn COI'Itrol ""lion.

ADsenson of thi51ypt iftquently produce la lllt"alarms.

'"
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and rece iver wmdisto rt thls pauere and the alarm "'ill
then be signaied.

Tra nami ttt>n and recei vers can be posit ioned along the
perimt'terci.a garden. for iNtance,or anyother open area. The
~avl'S will ae>1 I@' '1igna! 6eld , which might bebetween
2and 8mel~ highard up to 20rneteJS wide 01' more.

1his sensor ill very prone to false IIla nnll, as there is no
way of~ betweenan intnoder and an ordi l'"lil ry
bird or animal. E\"en moving vegetation might 1riwr it. II
w ill, however. detect even ~aUch.anges. so;1ln intrude-r
crawling slowly into the field will be~h>d . T1Esemitiv~

ity is oIIdju!J:able. however, and . ome sysh>ou of thi5 type
will only indiaote.Jln intfUlkr that isat IHst walking slowly.
Thl' speed of Dl~mmtW I the 5ef1lIOrCiin detect can usu­
aDybe adjusted to between.ot and 10 D'leteB per lleCOJld.

N the tralUnti llff and reoeiver will be connected by a
Synchroni UT n ble in order to Jcece~ receiver 10 notice
on ly its dedicated lfilnsmittft". the ,y. 1ftn.an be sabotaged
bv rutting thiso ble. J-Iow\>I.lIl'. this will gener.dly also Irigger
the !IoI~ d.um.. The systemCilnnol be s.aboUged by sim­
ply tJilOSI1l;tling micn:Jwaws of !he ((SI«I~ into tht!
rKI!i\'W;,.oIll the synd'lronil:«will m-tIIl this asan enor.

Mim n :an barrieB an!~llyfenced in. as the plI3­

~oflVild anil'l'liJs would od..... isot give~ to fn!quenl
_'"""'-

Yetanother d rvice used for atemal alarms is the gee­
phon! (fig. 97) . This is I devicethat m oruloB v ibl"iltions.lt
am bt' installed to detect act ivity fICTO!'W the groundor the
vibration caceed by thescaling or . lUCking of walls and
~ h am§ot i&,in rif«t. I vibration sm50L

An older and cheaper barriu alilnn syst.m. ~liHon
mrmuy "",,"itches IS mn alarms. Tbe~'ib::hes are mwnt­
ed on th e k'n" and will sound the alarm. whenever th e
lena iii tr1OVN. by SOIl"Il'body climbing it or leaning a ladder
agaimt it .1ne~ sw itch i$also a vibration sensor..
although of an oldtrt}~. A memuy ,....itdll~canal9o

bt' cin:wnvenled by not touching the Rnce.
r M"ld e ffect KI\$Of1; can also be U!<N i1Sba rrie r alarm

5l9UIOfS. 1l'M" 'ystem will then use wiru connected to the

'"
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Botn animals and slrong w inds Ihal cause the fence to
move might be Clll.~. lbesoe are Ibe refore usuaUy connect.
ed to the control unil separa tely from other types of sen­
sots, so th at Ihe entire a larm system is not tripped just
because of an iru:licalion from the ba rrier sensor,

".

C H APTE R B

Other Types of
Alarm Systems

DEuaUIAT1U' Acnv,lllU) AURIOt Sl'S'lUl$ ,,"'U 1'Dlsos!l.L
ArrACX ALARMS

deliberately .ctiv.ted. .Ium, or . panic but­
ton. as u is ottencalled, is a devee designed
to eet off the .I.rm when the individual in
charge of the alarm feels th rutened or is
under in'lD'linent anack . Panic butto ns are

always fixed in pJ..tce, ina Mdroom. for instance, o r at the
beIler'"sposilion in a bank.

A persorW attad Wnn it~ for asimiLu purpose,b\Jt
thisde\rice is not fi ~ ed toa certain IoClItion. Ritner, it is car­
ri~ on the per_' to M protected by it . nd is lctin ted by
him 01' her ""hotver he might be on the pnmisn. Person.l
.tt.ad: afannll~ for instolra,ofkn carried by mediGLI per­
sonnel. ",·ho~farly Iwo~ tocleoli with potentiaU"danger­
0U5 'P"'tients.They iII't' abo sometitrwS .... I ied byelderly pe0­
ple who INr tNt they will be.ttolCbd byburglaJa.

MOIIt professiona l.Lum .ysbe~, whether for use by
priv.be individuals or bycorporolle or g....-enment offices,
include one or more p.nic buttons or personal a ttack
.1anns.. Abrm systems in private homes might ha ve two
panic bullol\8, o"""by the fro nt door <Uld another by the
bed. Office.1.arm systems might have ....y number of these
protl!di~ devices.



R<oprd~ of tM varifty of~ aJarms aVlliiable, they
all work in thesmv way. TIwpanic buttons lU"f wired to II
cilCUit on the ab.nn 5ntern that isa1wllY'S bve, wh2thrr or
not the alarm h8s~ 5Wi tched onllt the control unit. The
user need only p ress tM button at the firs t indication thai
an intruder is Irying to enter the plE'trti6es. Th ebutton is
~d to tit> easy to find and depmlll, even in the dark.

The panicbuttons used in banks ..nd similar Iocatians 3ft'

morecompliated. The reason is tha i most pol~depart­
:llVnl$ will tlle !If'VeraJKtions as soon as they recei~'e the
alarm..sudl as closing d""".. all public: transportation sys­
tems in the v icinily.Sudl precautioN . re very cost ly end
unpopular,of course, and thepolice d~rtments d o .not, for
obv ious reasons, want to resort to them unnecesseedy,The
panic: buttoeeare there fore des igned to tit> almost lmposatble
to trigger .ccidentally. They may be ei ther hand - or foot­
operated . URlII Uy Ihey musteitOO beactiv.t~ ~y.using

two fingfts or byJm."Sing the foot upwards, to trul'\lIIUZI! the
rilIk of lll'tting them off by lIICddent.

There ..,ill llba be a diac:reeI indiclIlof installed near the
panic button, informing the person activating Ihe alarm
that it has indeed beenactival@d.1hi8 isusuallyanLEO or
a similar light tha i will remain lit until the a la rm is di s­
armed manuaDy. There mU$i beno questioo of whl'ther thl'
a larm ha s been activatl!!d or 1'Iot:. There m abo gmen Uy
be I~ing indicator rouplrd ith a buzzer some-
whrre in lhe R'1l of the offa, weDout of sigh.lMld hearing
of the front office where the a1arm. was set off. This indic.­
tor ",·m infonn a aecurity o fficer of the fact that thealarm
has been activated. At the same lime that the buzzer
so unds, tlJealarm will go to the local pol ice departmen t
through an au tomated d ialing li)'5ll'Ul. 1naddition to this,. it
is abo common for the~rity officer to verity the alarm
b y penona1Iy telephoning h poln.

A personal allilck alarm is~,ny , wi A'ler.spanic
bulton.lt ilO designed 10 be carried on o ne', person.lind,
w tvm ectivated, will trigge r the exi8ting alarm system and
waming de vice in the buUding. Personal attack alarms
~Iher relyuponultrasonic sounds orr~ transmlssiore,

~tB&£

The rad io l:Jansmiller used as I portable ~rticbutton is
.1 fairly obvlousde5ign. in effect &impl)' a l:JarwrUltl.'r apa­
b le of activating the ala rm system. The Iransmiller will
aend II d igilill code that 8CtiVllte5 the control unil .1'hP code
willtell who ectwated tN! alarm bu ll1.Ot the location of the
tro ub le. This is a disadvantage, of co u rse . Howe~'e r, the
i1 dvan.lil~ of a radio sy, tem of th~ type is that the range is
gffol"rally fairly wide. This personal attack alarm an there­
fore lKIIDetiJilnbe relWd upon t"\o"ft\ oul5idt' the house.

An u1l:Ja$ornc personalattal:k alarm ",·orb in a slightly
different way. The ulballonicsignal ",ill be received by one
of . number of special ultra sonic:~i"'eT$ , one of ",.hid\ it
mounted in everyroom from which an alarm might need to
be sen t. The ul trasonic signa l wil l activate the recei\'e r,
""hidwill in turn trigger lhealarm. An LED on the control
IItOt will ind icale w hich ft"Cl'i~'er triggered. the alarm lind,
clINl.'quelltly, in ",·hieh room the person who activated it
nlfftntly is. 11'l' id=tilyof the user will nol be known.
however, if several of tbese personal attack ala flllll /IP!' in
UK . Furtherm ore, the range of this S)'S1em is much more
limited than that of a radio lransmitler.

Both these alarm s}'l!1€mscan beconnected 10a personal
paging system. 'The alarm can then be silent, bu t, for obvi­
ous re0$C1OS,~ i<. seldom. if ever, tMcase. lf. s ilent alarm
_ Ily is des ired , then /ItIybody equipped with .1 personal
p<tgiog system (an be dlo:sen to receive the alarm.

Pe1sonaIIIIIICkalarms should not be cvnfused with the
lKI<8lled. personal ala flllllsoid in~y st ores. These a re
small dev ices designed to emit a pa infu lly loud, h igh­
pitched screeching noise that will surprise an attacker as
wen as call for help. TMse alarmslle ootronnected to any
alarm system bUIare sometimes used by people who ft'M
.tUCks, esp«iaJly when going out. The efficieflCyof ,\lCh
an alarm on IIdeserted street is not very high, however,
.!though it mightbe sufficient Io,,;'llre off a mugger:.

There are various kinds of personal alamu. Some of
them, generally the smalle st one, •• re activated by com­
p ressed air and look like aerosols. Others a re powered by
ba tteries or rechargeab le power unit s.. Som! of them are

'"
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tern, can
bt roughly

divided into
two typn: p in·

noitdll':S thiJ t guard
tM entry poi nts of lh~ vehide md. mot iond~
101' doe sigrll'd 10dek>ct mlJYemmt of lhe vffUdt.

Tht rl'l(I~ common type o f ca r aJiil nn sensor is tbe pin­
SWilch (fig. 98), a lS<) Irnown as th~ ea rth__king sef1M)I.
This is a door ronb d switd\ thai is acth'iilled when the elec­
trical current is b roken. A p ie-switch is wired d irectly to the
door and in.st<tlIed in the framing around the doors arod /or
the trunk and the engine compartme nt. Pin-switrbea can
al:iobe used to guard the trunk, hood, scnroof, liililga~, or
any other point of entry.

Pi n-switches are spr ing-loaded, mom entary con lact
sw itches similar to the plunger sw itches described in the
previous chapter, The pin is released from the switch when
the d oor is opened, which electrica Uy grounds the ' y'!tem.
thus tri ggering the alarm . Thisdevice is linked either 10 the
or hom 01 to an independent siren. An independent sinm
Isa better opt ion. o f COUrsol'. as il i, more difficult to find
and disconlert

As p in-tlwitd'oe:s have only iil single wire (01UWcte<! to
them (tht O1t's metal dwssis being used iil$ tht ground p0r­
tion of thtdnuit). they are always installrd on. rnet..:I sur­
race. Wtwn used to pro tect a door,. the pin-switch win be
iJutallrd NiiII r the switm for the interior light on tht Jo.,.·er
part of thedoor po&t.

,..

~ ctiv~ted by a bu tton or ~ t riggt'I,. but they only sound as
long~ the bu tton is pressed or the trigvr is "'tl.ll'l!zed.

This is especially t rue of IhP gas-powered types. Mol'(>
l'(>liable personal aLtrms work on lhe p rinci ple of a hand
g re nade. The alarm .... iII con linue 10 &D u n d unti l it is
s.... i tched off Or the power runs out, even if Ihe alarm ~

d ,opped to tt-e ground. Thisisespl'ciaDyhtlpful ilthe situ­
iiltion develops into iil fut:fighL

Some itldiyjduals, e5pe.;:;" lIy WOrntfl alnlid of rapis t!!,
OOOlsioniilDy wur iil ,.,·hist1e ins reiild of any of tt'ot!ot types of
peDOniill iillarms.. The, idn is tt-e s.uII.!.

Cu. Aunr S'r.ITD1S

1hrn is a Iargt'm=ber of d ifftrent o r iilliilrm syst l'tM
aViililable on the Iniilrke1 today, SoITll' will sound if s ome­
body trits to jtmmy opm.a door 01: thr tnmk. Others ...ill be
trigp: ,ed by an a ttempt to 1JlO\."t the car, by towing: it awa y.
for iN tal'lCt.Cerla in a la rm sy stems will "en include a
l'(>mo te pager that will signiililhe OWT1ltt if his car u being
tamperedwith.

AJj in ordiniuJ alann systems, the rar alann includ es a
rontroll,lnit,one or more sensors, and a warn ing devke .Tn
iil car alarm, h owt\·et,. so me of these devketl, notably the
ccntrcl umt, will be simpler in design than in the units
available for protection of homes and officebuildings.

Tn many casee, the car aIann is at Least partially selt-con­
tained. No self-eon tained a lann system is able to protect
the entire car. however, including its trunkand hood.

The control unit is often mounted near or on the da sh ­
boa rd. rither by us ing a mounting br.ilc:ketsimil ar 10 lhooe
used for Iiildioel or srerro systems or by mounting it d irectly
to the surface. As the owner generally doesnot w iilJ'Il lope
a potential intJuder the opportunity teeee tMCOi.trolllI\it. il
is oftenhidden under thed.lshboerd~, 01: under a &eiIIt,
.1IIoog thtMwd.or in the gb"e comp..rtment . A bacbJp
baltftJ ill oftefl prorided.too. to~ the ft'lilbility of the
system. Moe! types o f car al.lrms are operiil\edby either a
COilONled JWitchorl.~n.e sensonmed in caralarm 'Y""
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alarms has made the pe ndulum alarm almoet totillly u Sl!' ­
less. In neighborhood~ ..... he re this Iype of a l,urn is in
widespread use, nobody ever thinks rwice about hearing it
and there will defini.teIy1ll' no respo~loit.

A s lighlly m ore adva nced ve ls ion of the pendulum
alarm is the I:Jembler _itch . Iilnn. 1hill device ill aimiIar to
the pendulum alarm bu t instead has a ba ll bearing tlilting
between twocontects. Anydefini le movement of the OIl,
such as!Omt'bOOy trying to open ill dcct, will OIuse the ba.II
~ 10 touch themntact.'l and triggft" the.alarm.

Both ttu! penduIum and the trembln switch a1a.t'rM are
generally mounted unde-r the hood on the firewall in the
ensine co mp a. rt ment and an be adjl.lSted for sel'l.'Iiti~·ity_

Anothelcommon pbce to find these motion detectors is
underthe da$hboord.

The viblat or ronIact dn:uit.. or otdjlSlable impact d evee,
is another motion do!tecIOI. It hios . rela tively light weight
on the end of • p iece of spring stell'l, wi lh • contact under
the weight. \o\'hen the s p rin g s tE'('1v ib rates, the weight
louches the co n iact, lhus act ivillting the alum. In thls
dev ice, sensitivity can be control led by adjusti ng the d ill ­
taocebetween the weight aru::l the contact.

Yet another type of OlOtion detec­
tor is the micro transducer (fig. 99).
A tr ansd u re ris a device tha t p ro­
duces an electric current in response
to vibration, shock, or mation. This
is a very sma ll sensor, genera lly
round, fla t, and li ke a sma. n coin .
This sensor 1'11.9 a small in ter ior
p iezoelectric crystal tha t ill affected
by vibration, vny loud noises. or the
carbeing hit by JOIDethlng..

A pieweRctric ayatalcons ists of
• ayst.\Iline material thai will deYdop. volt. ge when sub­
j«Wd to medwnical stre5llor 5l"\'~ vibt3lioa and. conse­
quently. produce.m electrico.ment lhat tligge ' the alarm.

Micro Ir.nsducers a re often louted il'lJId e 1M door
frame Mar the switch fot the in terio r l i~ht, in the same

Eq5il'11l B& r

Som e car a larm systems use the switchu already
inslilLled in the door frames of~ car instead of pin-switch­
es. These a lrea.dy insta.11fiI.swi tches are u"lE'd to tum on the
interior Iighb wjeoever the door is opened. Elecl1ica ny.
Ihe'ge fWitdws are Wentical lo pin-switd~ In thisOoge, the
dOOI frame swi tches are added to the a larm system by
attaching win1s 10them from thi' control unil.

The other type of car a larm. very commonly used but
not really veryreli.1bll", is ttw, motion d etector. This iu spe­
cial vibntion. swiIdl desig:roOO. to sound the.1arm when !hoP,

car b.shakeno.- moved.This i!oeJ'\$OI~" tendefcy 10pro­
ecce false .lanns..~ertheless, it is very popular,Some
ceereolunits even incorporate such a sensor in thrir h0us­
ing in order to protect fhecontrol unit ihlelf as well as the
ca r.Such. aelf-conLtinrd car alarm is difficult 10remove
...'ilhaut triggering the ....-arning de-oice.

If a motion detector is integrated into ue amtrol un it,
the wUtmUllt always be as~ as posible,p~ferably near
the cereer of the ca r. If positioned. in some otlle-r Ioati.;m. it
",ill not be as sensitive to motion . t the fron t or back o f the
vehicle . The most co mmon Iocollion is,<mce again. under
tbedeshboa rd.

The re a re many t )~ of motion detectors . One ,uch
type i,the pend ulum ala rm. Such an a la rm consists of a
pend\llum s w itch and ia se t oft w hen the ca l Is rocked ,
jolted , or otherwise moved.

A pendulum switch is used to sense vibra tion or motion.
The switch i, de~gned with a set of contact, that touch
each other when it is moved or shaken.

The pendulum itself e a small weigh t on the end of a
light spring w ith a contact u nderne ath the weight.
Wheneve r someth jng caUse!> the Spling to vib ra te, the
weight will touch the Cl:lOOIct and thealarm wiD sound. The
aensi!iv ity of the s p ring can of, course, be adjU$ted , bul
moet car OWOl! rs do not do this. The result is tNt !he pen­
dulum aLum is usually tri~redby almost Anything. 5tKh
AS the vibr. tion of.~ truck or somebody who hap­
pI!'n' to In.unp into thecal~y. Ewn. a vet)' Ii&ht jolt
it5UfficienIIOtrigger" this alarm. Thia p ropensity for false



Iy ...rmed.and d iaarmed by means of ... roncnJed swi tch
inside the c;ar. 1beftfo~, ... C'tI'Wn del.l y is Imposed befo~
the alarm is 9OUJ\ded so tha t the owner will have ftlOUgh
time to open the whick and di!lCOmwd the system. Other
a larm systems an manually armed and d isarmed with an
external security by switch. usually located a l tN. ....a r of
the fthide.

A vlrianl of Ih it s"~em rel ie:J. instead o n ...n infrared
tnnsmifte1 kept on the o..."JltJ 'S b y ring or on any othn
hand-held device. After" stepping oul o f lhe car,the owner
simply aims the devce toward. the receiver mounted inside
ee car and pressll'5 a button. The infrared bea m will acti ­
VIttI' the system. Th is willlock all doors a nd sd the alarm.
In some ve rsions ofI~ a lann aystem, tN. car ..... iIIeven
flnh itt headlights to indica te thai the musa g" ........s
remved and understood. 1he ala nn can be . .....i tc;!wd off
;md thedoo. s unIocled in !heSilJl\eW'Y. Anothervariant
of the same idea is the by ring contain ing a small radio
transmitter that emits a radio s ign al. Locks of this type al'l!
gomeraUy c;alled remote rontrollocks.

Another int~tingoption on many control unil:s is ...
built-in radio IraJ1SlCriwr (I receiver with Iia..... citwr).. This
dn·ire ...·ilI a llow tl\e alarm . ys tem to be armed ~d d is­
armed, or even tripped, by '" miniatul'l! rad io transmiller
built inlO a sma ll pager unit . Th is circuit will ale rt the
owner to the fact tha t h is car ill being tam pered with

Remote paging car alarm s" sterns of this type a .... espe­
ci... lIy popular in areas .....~ there is lill ie likelihood of
somrixldy e lse not icinf;: tM alarm if il is iIoOunded . The
owner, whoGlCriea . remote par;ing nmiver to , Iert him
whenrver the al.lnn is scnmded, is then bee to in,'eSligllle
himself, all the police, OJ both.

These system s are sometimes used as s ilen t alarms,
without an ordinary siren. especially if the owner hopes to
a tdt the intruder in the act. Some alarms of thia typeanow
the U5II't to~ between siren and silent alann opera ­
tion- Those remote pilgIng 5ysteD1$ that a n I rm or disarm
the aIann systemfrom a distance almost invariably include
a panic button as wen with which the owner C8niKtiva le

pOlIition ....here you w ould expect to find;l. pin-5witch.
Microtransdu~1'o(M'e-;'er, QUI also be found trlO'UJ\ted on

the c;rnter d oor posts ol lour-door vehicles. .In rither case.
they are glued inp lace with epo~y.

Self-contained vibration sensors a re a lso sometimes
wed .Such a S<!nsOf simply COllSi'ltsof a keypad fitted to the
dashboard . The a l;l.rm , activated by en ter ing a peNona]
code, worb like any other motion deledoc

Another tw of ear alarm M'llSOJ is the " olu' ge d roF
sensor, a lso kno,","1l as the ru~nt-drain se~or. In this
dev~. a eereor is wired into the e1ectricalcirru.i t of the car:
Whenever the sensor de tects a d rop in the voltage, l or
in stance when the d o me li gh t comes on as the door is
opened 01"when the key is put in the ignition and the da5h­
bNnt lights up, the device ...·ill I' i:gge. the "'larm.

This type of alarm an be disc:onnecWd, accidentally Of
not. by thodome l ight rrWfunctioning for 3(lD'l('~ It ill
therefore not very reliable.

More adnnced types o f alarms a re also used as car
alarms. Amoog~ a re ultrasonic de tector.; (see Chapter
7). The mos t ccmmcn loceticn lor s uch a sensor is usually
on the shelJ"behind the bad<. 5ft\l.

A siren is the be5l~ for a warning:dl!vice and is in
common U!oe nowad a ys Various types I re ilvai lilble, but
the y a re o fte n mounted under the hood , al lhough well
away fromsources of extreme heat. The siren is generally
mounted stightly downward, 1I5 this w ill pre'i"eOt excessive
accumulation of d irt and moisture. The siren will~ost

alw/l~be c:onr'lt"Cb'd only to thocontrol unit. ()na> again.
thif C;OI alKtiol'l is the vulnenble link in thealarm system..
Often the"iren ...·ilI N lJUpplemented by other fe'atures,
such as a lighl-flashing faci lity. Sudl a de\'ice can el sily be
wired intoany of the numerous types of alarm systenu.

FinaUy, remote sensor alarms can be fitted toroof racks
;md trailers. The reaDy securily<Ol'lScious can combine all
ofthese0J!li0r- in the sanv alarm S)"3lem.

Other speciali2rd. feah=5 ofcar a1amt.s include the iKI­

C811edMpillllriveMalarm system,. .....hich ltutomatiaUy anM
ibelf (l(\(J/' the owner haslocled the car.This alarm ill usual-

,.. Ollltr T)JW5"DjA.l,,,,.. SyslDU "s



the car's siren if thrutened or surprise d by in trude rs. 1lli5
option i3popular among people wno fear walking alone
Ihrough empty parking 1015 and professiona l truck driVeI'll
who might ha ve 10stay around their vehicles fen long peri­
ods ,md evens~ in the'lJ'l frequently.

Th e «,mole paging ,ystem coNislS o f two part s. The
combined tunsmitter and I;Ont1Ol unit is mou nted in the
car., powered by the ve lUcle's ele.;ttil;a l sys tem, while the
bitttery-powel\"d I'ffilote pagingwcawr ~ small enough 10
Rep in ooe's pocket Although these two dev ices work on
a ladio channel th.lt i$ 0tI a lrequrncyseldom used by mast
radios. they will al~ be~ by a sec:urily rode thitl
is MwilY" sent when the transmitlff is triggered . This will
pnvml aceidmtal biggerirlgand iullKlsuppoooed to pee­
ventan intruder fromusing his own transmitter to disa.rm
lNo alann system. 1l\e latte r is no t ...a lid, of course, nan
inltude:r mn eMily detennineft irnitaU' thiscode ifhE'has
~ to speOalil:ll1d equipment. (Such equiptnent is a&Iy,
-J

WlIen the trmsoUtte1 is triWred. it willsend out a sig­
na l con taining the !IeC\lritycode. The ~ging unit, ...·hen
detertin! ill signal on it. preset fNquency with the proper
rode, will5llrt berping.11 gmetaUy abo flashes an LEO.
The SJeCUrity code is selected in .advance by settinga group
of inlern41dip llWitchn.1hese swikhE'sannaturaDybe
found in both dnicrs.

The tnnsmittet will u.o;e th.r vehidr:'s standanl. anten­
na ,including the type INt.utocNtica.lly rises when the
ladiO is JWitched on. The intrudet' tan therefore prevent
the antenna from riling. ....1Uch will decrease the u nge of
the transmission senl1!ly. The vehicle might of co urse
abo have il wire-type antmrul built intothE' windshWld,
but then the ef1\>dive range: of the transmitter will be sig­
ni fiu nUy reduced in a ny case. Some \'e hicle owners
attempt to extend the l ilng e of th e t r.nsmitte r b y
installing a s rpilrateanlenna _Re member, though, that
the transm~ion in thisalil rm sys tem is the same ilS the
...irins in o rdinary a l<1orm sys tems a nd s hould therefore
be('Ut by an intruder. If the 1Iiann ca ll trlllUlmissioncan
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be prevented, the owner will not be alerted.
Generally, though, the transm iSllion w ill be s.ent. The

rang e ilIlhen completely dependent on the terrn in an d the
charac teristics oflne 5Ul1:oundiJ\{;area . The range might be
several kilometers in open countl Yor be reduced lo a fe.....
hund red meters or less in a city or an underground Pal ling
lot. The stwngth o f radio IflInsmissions will also often be
reduced considefllbly by the meta l used inmost hi gh-rise
build ings. Most a larm systems manulaclurersda im an
"ave t<1ogeW range of 3 kilometers, but this is qulte an exag­
ge ration. Between 200 a nd.;oo mete rs is a more Iyp ical
ranu within a cit y. In fact, the tfllmmillsion (an be ..Jimi­
na ted by enclosing the tra nsmitter Ina meW bo"- Were it
not for the antenna and, to a lesser degl1!e, the window s,
thecar is. in effect, such • tm..

Many ar ala rms are modified for use in other "ehid es
and locancns, such .u boills, trailers, cam~'s, elc. The
mnolll' paging 5)'SIftM~ espedally popuLI" as they have a
gnoM rallgt' (more 110ifconn«tL-d to a citizen's bmd. base sta­
tion an te nna ) a nd are tllenfore JOmetimes U5N toguard
scatlen'd buildinVor stores on farms ilnd mR5tnxtion saes,

1hecar alarm ill ot~rwise a rmed. and. d isarmed. using
SJeVer;u d iffe=1t methods, dtptnding on whethera delay is
built inlo 1M 'ysmn o r no t. If 500 , the delay might be as
shott as M·eh -ese<Xl1lds or as Ioog u forty -..ondlI 01 mon>.
Arming CilIl, for instance, be dOl'll! by htming me ignition
kq switch IoWO!"l or ACC (.......= lXJ)por;;itionlol a few
.secondll and then SWitching it to Off. 1'his will ann the
aLum systrrn aftftan nil delayperiod. It is then disa.rmed
by simply rn!l:'ring the ca r and switd"oing the ign ition key
$WitchtoONbefore the entry delayperiod is up.

ArKtttrr method of anningand diSilrming is bya switch
on the contl'tli uni t Threasiest, oicoune,is whm the JlIUClS'I
is pEl"'" ••ted ilUIomiltialUy whenro'ef theignitian is switr:toed
on 01"off. In many asr:s, the control unit will i.nknn the user
of the filt1 tNt it is al'fllli"d or di sarmed by rilhrf producing a
beep er Iiglliing ilII LED.Sometimes ilmmbination of the MOO
is used. and SClII\l'Iimes nrithrr is used.

A vatet ,witch might a lso be p resent. This is a switch
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The device wm sound a wilming at the same lime as it is
blocking the ignition circuit. autom.atically immobilizing
the a r.

A maou.al ignition cutout device is also useful An igni .
tion disabler s witch can be h idden under the d_shbo.\rd ,
for instance, and will interrupt the ignition fftd wire, Note
that the a r cal1 still be hOI-wired .md started easilv if the
interrupt ion ism<lde between the N ttery <lind the coii. Uthe
interw:ption is D'I<lde between. thecoil and the d istributor,
how e..·er.lhis is n l>! ~alIy pouible. The sw itch might
require the u:lt of <lI key 10open.

A~ly ;umed eutouI dev icewill~ the ignition
dead .,.,soon &'I it is sw itched off. ...."ho!n the drh'ft "'·<lInts to
. tart!hear again he must dNtti.v<lIle the OJtout by depnoM­
ing <lI button or switch while he sti1rt3the~.

Yet anotlter method is 10 w e <lI remo va ble ci rc ui t cud.
U'UoIDy tN. ul'd is put intO<ll 5Cldet mounted on the d<llsh­
boud. When the ard is remo...ed, how~Yer, vita l electria l
circuits will bebroken, p reven ting the car from st<ll rt ing.
Another method of eIectr:ica.I immobilization is to fit <lI switd1
thai inlftnlpllllhe feed ",'ire 10the dectricfuel pump.

A multiple cutout device em also be incorporated into the
antral control unit. Theunit is bolted tothe oolkhead under
thehood. and disrupt• several electrical circuits a t the same
time. Finally, the vehicle can be immobilized by simply
swapping or removing a couple of the spark plug leads.

Mecbentcal immobilization method. include the u se of
an engine immobilizer switch" the previously menti011ed
hidden swi tch in the ignition ciI=it, o r an in temal lading
device tNt is, fur instance, filled ov eethe handbrake and.
locked . round the gear lever. l ocks that a re . im pler, but
also fa irly I'f'liable, include combination locks attached to
the lwldbrabo,engaged or disengaged by means of <lI thn.-e­
d igit combina t io n . Such locks slide o yer the lop of the
handbr<llke Ieve" krl:ing il in the "on" position. ElKtronic
locks that prevent the engine- from stiltting until the driver
has~ the correct code on <lI~ad fiwd to the (1M­

boardcanalso be prcx.um:L
Ad ditional stee~ ",'heel locb ~ also romrneJrially

that al lows the owner to bypass the alann sys tem when he
apects tcbe away from his car OOt knows it will be attend­
ed or guarded by valet parling or servictng.. fur instance.
The valet s wikh ("Ml only beJdinted while the fllgW is
runningand is therefote of little U5e to an intruder.

M.lny ca r <lIlanns a re po....efed. by eecar'a o ....n b.lottery,
bu t it isalsoquilepoo!&bIe to add a second po-...-er unit ua
bi.l;kup. Thi, i& m.wuy d orw in oomme ro<lll vehicles, u on
fl'\.tn)' 0( thew; l is_y to gain iKIIS5 to the Nttery leI'Ininab
.andthen di5connect the ordinuy aWm. Remember tIwIt it
might be~t:W 10discmoect the wiring from undemea1h,.
even if thell.ttery is kxied a_y under the hood.Having <lI
~p pcn.-er farilily is themI:R alway1 prudent

AhnOSol: a ll car a tarm sys~aredesigned to be pow_
e~d by rz-ven DCeu~t. Fu rthermore, th e ""iring is
often euy to idmlify,;IIS a coIor-coding lICheme is ronunon
in Dlany countries. For in5tance, red wiring is used to COI1­
IWCI the sys tem to the power 5OlIfU, the eat" battery.~
colors might be used to identify the components o f other
systems. Remm1ber, thvugh. that thi$ oflen w ries in diffl':r­
eTlt (ountries--and e \·m in alarm systems manuf<llctured
by different cootpanies in the same country.

A professional car alarm system.will i1I!lO have d 08l'd cir­
cuit wiring. This means that tbealarrn will sound even if the
wires to the sensore are cut.HowE"O"et, thesvstem still will not
workif the wire tothe warning dev ice is OJ"t instead,

Some times the purpose oj the entry operation is not
only to break into a vehicle but also to move the vehi cle in
quution. This leads to several other cons iderat ions, apart
from thelock_rod alarmsystem.

It the (lIr must be moved, remember that the vehicle
might have beenimmobilized in -.xne way. The reillre IWl ;­

e ra l way. of immobilietng ill ca r, Both elect r ica l and
mechaniall method, o f immobiliza tion can be used, <lind
they shou1d be prepared fvt.

The ~lectrica l means. of immobilization include filting
one or more devns, sudI as;m ignition OJto u t dev~, to
the QL This can be <lI part of the whicu.1ar aWm I)·srem znd
is thenrither linked to thear 's horn or to any other sil'a\.

...



availabk-,.tlthuugh tlwyoften

i l:=d\\::::::::: are of the hook. type, hookingr on or over the s tl'n:ingw~1

A
;mdlnake. acxeleralor, clutch
pedal (f ig. 100 ). 0 1 f1oor~

mounlrd gea r 'l ick. II the
devi«> is h ooked ove r the
dutch~. an irltrudef can
easily gd rid of thi$ de\"ia! in
an emergency by .imply
slampingdo....n hard 0tI the
dutch. h themeting wheel
bend, quite u sily. the IO("K

:(~ will come off. II the brOl!r.f,
;: . ped..) is used iMtud of the

clutch ped a l howeve r. this
proadure is~imes more
di fficul t t o perform. O f
course, the qua lity of the
h-J,;.... dl'Vu ....;Uabo~fip" J"'" s_ .., "",...1_. ~'eo

I«L thecctcome.
Ad diti o na l loc ks can be

fitted around the slee Ting col­
umn like an armored ccllar.Tbe lock key will then replace
the vehicle Ignition key ilnd control the electrical ope ra­
tions. Although good in principle, this Ciln ellSily De demol­
ished with the U5l! ofheavy-duty tools.

Sane suspicious individuals remove the roto r arm from
the distributor in order to protect their cars from theft Th2
dis tributor cap is easy and quick to snap off in order to
renun~ the T-shaped rotor ami sitting in the middle 01the
d~tn1m'ot. lt is SlNlUenough 10 put in a handb.ag or pod.­
et, Ot/Ier$ remove it and then krl. it in the trunk.

A fin.. l, ..nd very definite. method of DlKhaniul
immobjliution i5 to use a wheel clamp. ..lso mown H "
DenW1" boot. This willeffecti.vely prevent theur fro m
being I%loyilld . Most wl\«l d a..lIlp8 abo prevent the ti re
and wheel from being removed.These(8n be fou nd on
c..~ th..t ..re left unattended for comidenble period!of

time 01" have been secured b}· the pollee.
Vans, If.. llera, and moto~clesp resen t st ill other prob­

1l'ffiS, especially if they must be moved from the location in
which they are found.

Van! and tf3iift&are sometimes safeguarded from 1lM'~

ing by locking .. hitch lock. OJ tow b..lI, into tilt ball 9Od<et
of the ve h tcfe-tcwing hitch. Su ch .. device can only be
removed by \lAing~ coned key bar. The lock must be
picked ordse broken.

Motorcycles ..nd bicycles ere gffOl'nllysecured with.
chain loeb. These iltl!' gmerally(>ll5YtoM through ...-i!h
bolt-<:lrtta>n . Hpecially if they are not of made of hard ­
efIl'<I.teet For th is rU lOOTl, sp ec::ially deeigeed padlocks
w ilh hardened, elonga ted sh ackles are often u.sed
iNitead.~ s teering lock of .. moton:yc:le is usu..lIy of
si l%lp le construction ..nd can often be broken by a fierce
wrench of th.e handJebani. Although lnOtorcydes Cil/\ be
fitled w ith e lectrical immobiliUl tion devxes and ala rm
systems. this is very uncommon.

II is more common to immobilize the motorcycle by
rlmlOl: ing the battery ground strap or the line fuse in the
main lead near the ba ttery term inab. Accecealed cutout
. witch thilt breaks any of the low-t~ion wires to the coil
can ,1110 be fitted. As long as the COllect equipment is avili.l.­
ebje, neither of theserretbods will present any problems to
the operative.

Other measures used to protect a motorcycle for long
periods of time include such devious a1tl.'rations aI fitting
unserviceable but visibly complete . park plugs, draining
the fIoatchambers and removing or blocking the fuel rrup­
ply line. Of putting the bike in first gear and thm removing
the gear and c1ulch level'S.~again, .hou ld it really be
l'leC'n&ary10 move the motorcycle, this is only a ma tter of
having tlltcorrect lIpilml available.

5H01'lJnDt 0EtKn0I'f 5Y51U111

Alarm . ys te DUI designed to d e led lind 5Ca~ away
Ihoplifters have been in w idespread use for .. long time.
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Fire ala rm sys tems are somettmea co m bined w ith
intru der alarm systems, but the Iw o an' mo re often sep a­
ra te. The "'aming sound used in fire ala rm systems is usu­
ally distinctly different from that of intruder alarm S)"Slerns.
TIm is genenllly true whether the systema are c.........ll'<f or
not. except in the omnplest alarm s)'lIlftN.

Wht'thef tht' fire .latln is incorporated in another .1ann
systtm or com.plett'l.y aeif-eootained, it will mor't' e ften r.han
Dol rely upon either 00t' or both 01two ndically different
types oIsen!l{n. 1"hr:te aft thesrnokt'deltc:1u and~ IhennaI
dt'tector. bothof " 'hich are veryconunon. Yel m.>ther type of
semcI", thed ifferentialdo.-t«1n', is alsoused lIOOletimt's.

The smoke detector (fig. 102) is placed 00 the ceiling or
high up on a wall , as smoke always rises.
Several smoke detectors, ei ther self-eon­
lained OJ a1temaDwl.y rormected in pual­
tel, Call often be _ n in bedrooml w,1
lNst: ina cornrnon hallway.

There are two d ifferellt k inds of

signal that is received by the detector poets p ositioned
rithl-r near or on t'i ther . ide o f the d oor (fig. 101). Every
detecto r post has • rangt' of a bo u t 90 centimeters.
Altlt'lJatively. a detector koopcan be installed around ee
door. in ",·hidt Gl5eno posts'n' required.

8ealuo;eol thedellign oI lhis5~ iht'ft' is nochiiJlC'f 01 a
filbe Wtm bang caused bypmabIi' radial or metill ot;eels..

The ta gs are naturally ex tremely difficu lt to remove
withou t the special equipmen t ava ilable from Securltag.
HOl'ieVer, as this @quipmentis the sameinali Secu rita g
uni tll •.An in truder can generally acquire it easily should it
everbe<:ome necessary.

A$. curio!oity. it should bemenliorwd that lhis idN was
o rig inally introduced by the KGB for use in electro nic
sun"('il~ operatiore.

FJIlIl A1.AllM Sl'!>IUIS

~eral types exist, ard aD of !heman' still Vl?fYwmm~
TheM- typesof d e«>ction , y5tem, ....ty upon fastenmg

some kind of indicator or tag to@acltobj«ttobE-protect­
ed. Inan t'lectromagnetic ,ystem. ttwtag mighl be a :lNg­
nel:ic t.1p@,forinstanre. while in a ...d>OfNq~ system"
it will be a 'pecialroil on aMud card. In l'ItheT~, the
a larm w ill . o und if th@lag ispa!i-Sed near a specIally
designed detector,

TIle radio frequ ency sys tem is e3Sil'.'l1 to Woe. as the e~.

t romagnetic de tectors are very clumsy. However,the ~ad ,o

lags are alway. ac tive, which might cause complicatio ns.
'Ibe rad io freq uency ' ystem will also !lOIIIetiPws trigge1 a
false alarm if exposed 10 portable radios. Furthemto~. the
IiJg can be m"odned inopmItive by being hiddm in,l metal­
l:ic CO\'e1.~will nullify the signal and preceru the alarm
from sounding. ForU- leiI.~neither o f tbese systems
is very popuLu.

]heBritish compaey SeoJ.rilag Intfmational iscum.'rdly
the major manufactu~ of $hoplifrer detection systems. Its
productsan' very popular, as they rely on a tvmpletely dil ­
fereet technlque.

The ~curitag system also consists of lags that are
a ffixed 10 the goods 10 be p rotected; ho w('\'@r, theildual
functioning o f the lag is diff~L The detector po!ol5 ron­
muous1y M'lld out a Iow-mquency signal tN.I will trigger
a n y tag th . 1is brought wilhin.~ _
range. The ac ti va t ed lag
w illihen re.pond by
tram.m.in irrg a nother
. ignal. This . ignal
will trig ge r the
alarm, •

Whe ne ver a
tag is brought out
through the door,
it w ill t ra nsmit a

~B&f



Althou gh iI rese t button is inc luded in the . larm , the
con tin ued presence of smoke w ill si mp ly res ult in the
sounding of the alann again. There fon>, it cannot w..ply be
turned offas long as lheconditiom that tnggesed it n>main.

Smoke detectors ca n generally be used in any room
n cep t the kitchen. Thel'mill, Of heitt_it~, deledoB are
used there inste<KI.

es

lUanal dttfdors (fig. 103)~
builHn pyroelectric tenMlB

able to sense wt>m the tem ­
peratu re in the room riSol"ll
above a dangerous leve l
The ellact tempenture
lev'el that is deemed criti­
ca l depends on the con·

struction of the ioeI'IS(lf•

Typic. lly, though, 5O"C
i t the mos t com mo n in

Europe, while 1 3S~F sensors
ere used in lhe United Slates,
e xcept in kitchens and furnace
areas where a highe r tempera­

tUN! is no rmal In these a reas, M oe or 19O"Fsensors are
used instead. The sensor contains a materia l tha t will melt
at the chosen th resho ld temperature . Th is will produce
elecl:ric contact and trigger the alarm.

Tberrnal sensors can also be wi red in p' TlI lle!. Except in
kitchens, they are used mainlyin areas where fires that pro­
duce more heat than smoke-ccertaln types of electrical and
chemica l fires, for instance are likely to occur. Yet ano ther
type it the diHe:rmtial detector. Th is is an i1dvanced ther­
maldeleetor for use in env u OIDi...ub that are W'lIDitable for
ordinary d etectors, such as certain kitchens and garages.
This detector worksbyadapting iNlf10 the temperarwe in
the 'I'e'a .lt w ill trigger the alafUl when Ihe tern-perature
rees ll'LOre than Sdq!;ree; per mirwte,

For Aprok$siana1 intrude(.1he main .,j\·MI!age of a fire
alarm sysll'm thai is part o f an intruder alarm S)"Sfem is the
faet that the rue alarm w ill ovenide the actlUol intrud er

smoke detectors, the ioniution type and the photodiode
(or photoelectric) type. They differ in the WlJYthey detect
the smoke that will triggerthe alarm . The ionization type is

..... """"'"An ionizlJtiDn smoke lJlann has lJ smaJl internal chaomber
ronllJining lJvel)' lUIWlllJmount of radiolJetive material .
The air in the&n\lJll chamberis icmiud and theRklle lJblt! to
conduct an elKtrical ClIDfttI.~ the radiaao:live tNIlt'rial
is loalled between two eled:ricaUy cNrgN el«trodes, the
ion ized lJ ir wiJI conduet the electrical aurenl betW«1l
them. II smoke partides (~CilrWn plrtid es in the . ir)
en ter the dw.rnber, thev will incrrlJ§I! the rnblance mille
ioniud lJir. Thiswi.ll~turlJnyOeoNsoe the flow ofcurrm.t
betwe«l the two eI«trodes.lU ..\ann will50lmd when the
militance hn irscreased to , and the current Row drops
below, lJcertain~ point . This ....ppem wheonewr there
• re too manycarbon partrles in the.ur.

The photodiode smoke detector rehes upon a beam of
light that is pn:;ectedaao6I> a 5eIl5ing chamber Ol'Ito • phll­
toe lectr ic cell . When smoke pamcles eoter thb sens ing
a rea , the l igh llH'am is distu rbed and the level of lig ht
reaching thephot~a'll is reduced. The .\ann is IriS'
gen-d whm the level of light reaching the phot oelectric a'll
dropstoomuch.

The reason Ion ization alarms are the most popu lar is
that they willrespcnd allghtly faster to a rapidly spreading
fire . Such a fire a lwa ys produces many ' mob pa rt icles.
Both types a re R1iabll-, however.They will even respond 10
the tiny smoke particles produced by a flJ'e before actu.l
9mokecanbe~

Sometimeu!Ugh level of d ust in tile ai r will produce a
false . latm when il accumulates inside the sensor. Dust in
the wnsmg chambermight aOO reducethe $eflsitivity of the
al. fUl. Other $(lUKeSof fa lse alaf'IN might il'd ud e small
ins«bo or tugI\humidity.

SeU-eonta ined smoU detectors h.ve integral batteries,
usu.uy of thecarbcc>-rinc (W~~ Alkalineballie!"­
in .re the IIlOIlt miabIe, 015 they last IoogeL Despite this. wy
should be c!lf'd;ed~ \easl:01Kl! iI ...'teIr. b' !oiIftty reuons.



alarm. This is very useful, as the de liberate activation of the
fire alarm migh t p rov ide an easy diversion. It is not really
ne~ssary to start a fire in order to activ~te this type of sY5­
tern. Simply blowing smoke into a smoke detector will trig­
ger the alann. Afterward, there will bene exp lanation as to
why the fi 'e a larm sounded at that particular time. The
opera tive might even go to the trouble of blo w ing some
dust into the d etector in order to make i t ap pear as if the
a!ann malfunctioned.

The fire alarm is easy to find ifpresent. As smoke will to
some extent be impeded by doors, most fire departments
recommend the installation ofseveralsensoIl!, optimally
one inevery room. "!'here w ill be at least one in each ha ll­
way, however, and p robably one in the kitchen or in other
areas where a fire is more like ly to break out, s uch as near
hea tin g units and fuse boxes. They are almost invariably
mounted on the ceiling, generally at the renter of the area
they are protecting.

£lpediem B & E

C HA PTE R 9

Entry Tricks

T
h is final chapter w ill be devoted to several of
those tric ks of the tra de tha t one day might be
usefu l to the field opera tive who is involved in
en try operat ions. These tricks include ways of
finding plans of the target's alann sys tem, as well

as recognizing traps and faked obstacles 10 the operation.
Common hiding p laces of keys and combination «Ides also
fall under this heading. AUthese methods help the operative
avoi d capture when onan entry mission. Every additional
advantage increases the security of the operation .

The easiest way to enter the residence of an unsuspect­
ing owner is to use th e real ke ys. If the owner lea ves the
ke ys outside his house when he goes away, this is quill'
easy. The operative should therefore check the seven most
common.hiding places for keys:

1. under thedoormat
2.undera flowerpot
3. in a flowerpot
4. under a s tone a longside the path or near the front

doo,
S. stud:. or hanging under the window ledge
6. hanging inside the door on a pieceof string that can

be pulled through the letter box in the front door
7. just inside an unlocked garage or storage she d



It the operative canga tnentrence to the house tor a few
momenta, he might be- able to check wbethe r the~ is left
in the leek on the imide or in an Obvi0U8 cupboard orhook
near lhe fro nl door. If '0, he might get an unsupervised
moment in which to make a pattern of the~ in a wax box.
1henhe canuwke a ropy at his le i su~.

Sometimu suppO$('d ly loded doors lire neve rtheless.
found unlocked 01 evenopened.The reawn is USUdlly very
Mrnple---lhere is won. being dofW on the plf!D\i~s which io.
facilitated in Ih;s way. ler insl/lll(e, or a vi~ toror delayed
employee is expected 10a rriw ~rUy. Some people regu­
larly jeave the door unlockN, er.pecia Uy in offices, 50 that
they do not nud to us.ethe key when they return. But the
human Iactor ts not a lwa)-s the rea 'lOl\.. Th e lock moly be
ms la lled incorrectly, .o INt the door will not locke\'£'fl
",-hen dosed. or thedoor checkdDn not wo rk properly.

For th is reason, INJ\Y comp.anieto employ a guard o r It

carcotaUr to reg.."'a rly check tha t aD doors~ l.odrd and.
remain 50. U the gua rd foUo"'-s It fixed rou tine. however.
youcan plan the ope ration.o INt he is 5lfely o ut of the
",·a y. Otherwise it is a good prKaution to pOll ilion a <:ol ­
lNgue to wald!. out ror the guard50 thtt you know when
he is making the rounds.

Thepoinbl ofentry include. bul .re not limited \:0, doors .
lOlind~, .nd my «her openingt tNt ptO\' ide~ to the
interior of the targetbuiJding. /u ,.,... mentioroed in (}yplft
6. it ililso somet imes desiJlble 10eetee through a roof or
criling. Most bwses protflted by.n .1Inn systemh..tve.
sensoron~ outside door or window that is accessible
from th e g,o\lnd and large enough to cr. wlthrough.
Wmdows on the ~ond floor . re generally not pro~.

hO'lO~ unlr:ss they aleeuily 8CCftIibIe fn:lITI a flat g,iiRgt

roof or 1 tree. U they areaa::n.sible, but not easily so, .nd at
the~~ cannot be __ from !be 8hft't 01 &om a nei&h­
boring house. they Jni&ht bepn;JtEcted by.alaJm~ Try
to pinpoint the tensors: before the actualenlry attempt.
There might bean optning tNt has been O\'t'lkloked.
As~ry burglar knows, w~her he isa cri minal or

employed by his government. thtre Are certain indic.mons

...

of whether or not 1 house i:I empty. One of these , maybe the
most important. is the~ or presence of light.

Many houses today are ~quip~d with ou tside lights
that are switched on at d uskeverynight bya light-sensitive
photoe ledrir: cell controller. Such II device measures the
intensity of natural light . II will be triggered by lhe natural
ligh t level, and , w itch on the lig h l, when the light falls
oolow a certain, p redetermine d level The ligh ts will be
switched off automolticlllly when daylight returns. Other
builcling$ rely on programmable automatic timer sw itches
tha illig\lblrly tum on IN light a l a p redelennirled t:ime.

Some of t hese limer ewitches. are of the twenty-fou:r­
hou:rv.uiety that will tum tte light on and ofht thesame
lime- ewry day_Others are 1M"""en-day type tha t can be
set to tum the light: on and offa t diflimmt time$each day of
the weO..1lR switching peneen will be nopeated only afte r
a weeklta, pI~. SoD\t'tilf\es the UM-tII of thelle devke,
even realize that they must yary thE' setti ng of the timer
with the changing of tbe WUOTl:(l. The re a l'l!~1";1­
able for this ve ry purpose. They can be programmed to
vary the times the light, Or lightl, will be turned Oll. l'ach

day. ilKmrWng to the -..onalchanges in the da y'. Jength.
Thesede>-icnale called IOIar dial~.witches.

Such devioN are often both powe red by .m d tBnllmit
their signals ove r the electrical w iring in the building.
al tM..igh remotelyCOl'ItroUed units utilizing radio waves
are alao ayailable. Thelighting may even be conrwded to
the OUlpu t from the .lann '}'liI tern. 50 that IU or at least
mI»l lamps ;n the building will tum on or start to flash
,.,.henever the .. Iann IOUnch. Ot her appliances,lUeh a!l

sh>reo . ystems.. can .10150 be activated in this way. Virtually
nothing is imposs ible. but the .oberirIg fact __ins that
this wiD not prewnl 1protnmonal intnxIn..

Fma"y. paloSive infrared detectotll might be ust'd fo r
hlming on ue light IS soon 15 tomebody appro«:hes. Sud!
a detedor iaNSily wired to alight !KIUJm. and the light: will
remain on 15 long;u there it~y in tht vicinity emiI­
ling body helIt or for .. 1Orl period oi lime-aftft the~ ol
warmth has gone. Such an infrared flood lig ht sys tem

...



inc ludes & built-in photoelectric cell that prevents it from
tr iggering during daytime.Sound-t rigge red detectors all!
&180 available forlhe same purpose.

Another sewrity device is an electric cu rtain controller,
which will open ancldose corded curtain sets. This device
is go:onerally connected to a timeT for automat\( control.

A radio, Pll!ferab ly tuned to a ~talk~ ' !atm , is often 12(1
on or tul1lll'd on wilh ill timer switchu ...·ell. finally, a Ieie­
phonr arewering machine programmed w ith the melsage
tha l lhP owner MCilJ'lnot ge l 10 the phone righl now~ (not
"I'm our) is abo~ly used to INvt tome doubt as 10
....hether ilJ'lybody iI at homeor noL

Hownrt.'r,lhese mt'ans of loCaringaway ordinary bur­
glars all! net ve ry efl\octive . "is gener,Uy eMY lo ched
....hether anybody is at home or not, by malrJng .. personal
call pleleioding 10bea saleslNn for instance .~,

SOD'll' people leave lhe light on only in 1Iwhallw..ysTll!hl'r
than in the living rooD'ISo. This iu defin ite mdicahon that
the house i, empty, <lIS nobody mu,lIy lives in the hall
~'ving~ light (WI in , downstail$ roomwith t:hP eurWns
dosed. it is slightly 1i\(R d e...er, bu t not enough 1IO to deter ,
prof~ionlIl intlllder. Maet individWl15 who~ this ruse
10p roled thernse1'vl'!II,~instead~ to Ju,."t the light
on in an ursbjl'lli bedroom. where.an intruder CoVIno! peer
in to check whrioet' it isoccupied or rot

It should ,150 be D>entiontd tN t cutting the electrical
power and lor the telrphone lines will effectively deter­
mine whriher _ybody is,t hoo:rw or nol, lIS the owner is
cetUin to revea l himsoeU lI he ~,lIy is,t home. Fwther­
more, it w ill rendee ~1essmost oJ the previously m,m­

tioned ptolKtia 6ghI sJisterns. etc.
TIde.... ""JOlIW people insle.ld use , ll'W1ding at,1Nrt­

ing dog. whidl is <1l!i\'<1lfd~er'doorbellis depJes.sed.
l1lereis"en . aell-amtaiMd a!.lnn system ,V<1i\;lblethat
will imil,Ue the J.OUnd of , d og whenever somebody is
,pprwching theptob:cled _ and is de!1!("lEI:l t k d>" ticaIly
by' pusia infrUfti d etector. These v.arious dog imil.1tion
systems can a lwa)'s beidentifled by the 1m thaI you will
only Mar theKtuaf buking~d noother noise.ueh at the

dog running II10lJnd or jumping at thedoor.
On the other hand,!WI dogs are' vel}' serious problem,

especially it they bark at etraegere and genera lly appear
unfriendly, Gu,rd dogs are no t . Iw,ys dangerous, as they
are mainly bpt u a p.ychological dete rrent 10 fright en
intr uders a w,y ra ther than " w ally ' Ilacldng them.
Terriers, lor tosur ce, make excellent guard dogs for this
reescn. Butwhether the dog is really dangt'lO us or no t, its
bark w ill csll unwan ted alien lion to the scene , so dogs
shoukI always beavoided, or ' I leaS! silenced in some w'y,
if OIl anpcsible.

Crrt,in large dogs. . uch as the C reat Dane, the m.utiff,
the AlsaiWr or Germa n shepherd, the Doberman.. , nd the
(otlwe ile r, a re sometimes tratned no t only 10 §ott off the
alarm, bu t a lso to dehmd the home'g, insl attad .. Rea lly
d , nge rous patrol dogs are 1'101usua.lly kept <1S domestic
watchdogs. however, as they a re simply 100 dangerous
unIelIa in tfy C8~ of a profneiONlIdog handler; Here, 100, it
is important to avoKl. the dog by , n p0Si5ib le mt4111S-

Au curiosity, it might be noted thai inrwaf.areIlS,~
present , very I'I!ilIobsbde. Geese,re highly territorial, ,nd
not only do Ihey honk fu riou~)" they ..:Iso often eN se and
peck,ny intnJdo.oc- ""ho does notmreat <p.Dddy enough.

M,m y apartment comple,," IL'm p loy a ud io entry sys­
tems. This is a mtllns ol accesa control. in ....hich, speaker
panel is located outside the prenti. eJ roea:r w front door.
The speaker is linked to. telephorMl' handset or microphone
device lhIt permits two-w.y speech, The device is fre­
quently used in cortunction ...·ith a d ig ital code lock enrry
system. Eadl n..t in the building is lhe-n.-quipped ...·ith,
te~honrh.mdSltl: lIS ..."tDlIS a mnote conitOl lh<1t reie<llses
W e1edrically ~tf'd door lock.

1ne ;llUdio entry system mighl also includeanaudio­
visual component . It will then function as the sta:ru:ia rd
audio entry s)"' tnn but with the addition of closed circu it
trlev1sion (CClV).

II is, ho....ever, puy to circu mvent ,m audio entry sys­
1eiJl. Justa " up anybodyin thebuilding and eiU- '!dy that
you have los t the code but ' "friend" (w ho you know is,

'" '"



resident in the building and whose l\olll'Ie you will ment ion)
asked you to go inalde and t..ke care of !lOmeth ing in his
apart me nt. If this dOO's not work, ca ll up another OJU! and
say tha t you l'o'ill have to enter to deliver something (not the
mail though. as the postrnan will have the C01'I'ect code and
does not need to ask for it). If aUetse fa ils, you can alwa}'s
s a,. you want to com e inside to d eliver free samples of
something you believe is d esi r..ble lo all of the tenanls in
the co mplex. O f co u rse. it might .. tso s u ffice to wil il for
somebody soemve and.lhen ereer ith him or her.

'Thm!o are also Cfita in popular ays to gain enlrallCl' to a
private h:>me, dUring tbe pn:'liminary~ of the
premises, for inslMlCe , Such methods are frequently used
by con men.1he opmIhvedl'a'Oe5 up as an of6ciaL. a~
man, or in m yot~r suitable disgui&e. Then he ..pproar:hes.._.

He mighl cla im to be from the e lect ri( ity. gas,or water
board,. for insb.oce.1he ~el«trio;:ity bwrd wp_nt.lti~~'"

can ask ~owne!"of the house 10 sland by the Nlot' box and.
tum the pOWffon a nd off ....hile he goesaround W house
to "check the circuit." The ~g/l5 board representative"
m ight ask. the c ....T'Il"I to .... alc h the Im'te r oulS.ide ....hile he
"ch«ks the i1pplian<:n.~ 1ht ~waber boar-d rep ruenutil'e"
miI;htask the owner10 turn the lapS in the kitchen whilr ......
"cheds the f1ow~ in the other parts of lhe houw. such i1S.."'""""""-

Ali o f tbese d i$g;u ises d o arty the risk of thec weer of
theilpillrtment~king lot anof6ci;al idetltity card, fin!: of all,
and tMn locking himself in his ilpartment whilr ailing; the
1001 e ttice to uk them ab oul you. You u n some time s
..void this by Iwving the telephone numbe r of a collea gue
printed on your (faked) ktmtity ani. HowO!'Yl!'l.lhi$ some­
times b..ckfirell . too, .u the real govem ment office will be
listl'd in the belqlhone d im::tory.

In the~rly l !/8O$,a foreign oper..tivewhl) ......s wo:rking
under emN !oS)' CO\"eI' in the kmner So\iet Union pLanned 10
enter the daduo.1X" country vilW, 01a IoGlI party official The
pl..n w..s lo ent" in order 10 phml el«tronic bugs in the
building. 11wparty official hiJMelf was not. very impoount.-

'"

but hi, brother Will" hig h- ra nking member of th e KGB. It
was assumed tha toneoould pick up intt!I'Mtinggos$ipon the
oceastcos when the KGB brother visited the house.

In order to have a f irsl lo ok arou nd, tbe operauve
dreS5oE'd up as a n o fficial. He made a pers onal cal l to the
fam ily in Older 10 ma ke inquir ies about the ra ting of the
house, Such Inspectio ns were fa irly common th e re,
although 1e$5 sowhm it came to influmlial party officials.

the bro the r o f the KGBo ffm WIl5unexpected ly coop­
eran" e, bowevec and during thei r conversation, the opera­
tive realiud that the official had iK'IuaIIyasked for .. rating
to take place. The reason was that his dacha was not b ig
enough. Now hewu ove'rjoyed. u I'teex~ the opera­
tive 10~Ip him find a biggt'r one,

What wnw-orSf', it soon tUllll"d out thai the rea l r.. tmg
officia l w ils expected tc ereve Iatel the same day. At this
point. the foreign cpereeive hurried ly exrosed himwlf.and
left.1he opt'l"iItion as alMndoned...nd the official's hou5<'
remained fwe ofe Ii (H,icbup.

Despite these ..ndother oo.ioUlI risb. it .. amazing how
I!:nily most individualsare til~ in by JUCh simplr 1ricks..1r
i5,m.,<a)·s ....orth .. try, as Ioll& as oIIlescape lmIte is prepaJed
inAd,vance.

"!he opera tive might also d is.guise h imself as a salll"s­
man. Then he lllighl ofar olfrooeestimlte 1Mn rpets, fur­
ni tun!. 01' ..n}"th.iJlg else tNt will be 5<) oIttradive in price
that i l will mable h im to enter the pn-mises . A variolnl of
this theme. in ruroll.reu only, is the itineran t antiques
buyerwhowoU'llll to browlle" around the house looking foe
intftftting piecn 10~

In rural area.s, l'o'here open solid fue l~.uecommon.

the 6eIdopt' rlrm,e can daooseto disguise him5eU asa dUm­
ney sweep , A common trkk used to be le-h alone in th e
house is 10 tel l the owner to go oul into the gard en ..nd
shout when he sees the brush coming out of thechimney.

It is a great i1dvanlage to know in ",dvaoce o f the em­
eeree and l)-pe 01i1ny a la rm or locking device in the buiId­
ing.1n some coun tries, n otably the United Sta les, many
ciliesandrountin reqUire il pennit for ins la lling ana.larm

I



sys te m. Therefore, th e releva nt an:hive migh t be a good
source of intonrta l:ion regarding the po~ible u i:olle nct' of
any such means of p rotection.

The plans for an ;,lann $ysti!Il\w ill often be bop,.t the
~rilycomp.my that originally d~gn..d il. TIle inst.l ll;,­
lion codt'u nd cperatcr codes will also be bop! there. If you
can gllin enneece to this company's cfftce, you ca n la ke
advantase o f this information.

FInally, it must be rrmemberN !h;r.t~ Ioclll fi~ pre ven­
t ion unit will MV('ll&lY When ll ma;.:.r lllaml and Iod IYs­
trm isdesigned. This might mean INt the M station will
hal-I! • copy of thepb~ incll.>ding mastl!1" key. in certain
CoUe$. It might Uso mean thilt !lil"'Tne exits ..·iII be left open..
or almost open, on purpeee. n'I;'l Idlns of the risk o f an
intrv.m- l!fI leriJl{;. The safety of the pe<3Oil~l w orking 011
the premi_ is~aIly a higher p riority thlln the ;,bility
to kee-p intrud e-Is out.This is espoo;,ll y important in ..
bu ilding ""here burgla~ ;,re not expected to bein~ in
the me~handi!ll!' or mao:hinery.

VehiclE'll <I re n owadays p rotected in m<l n y d iil...re n t
,,·a)'S. In some ca rs, for ins tance , the standard leeks w ill
ha ve beenrepleced by~ 0lIeS. Still, al l too many people
fl't'qu entl y lose the ir ca r keys. For this reaeo a, some un
have a miIIgT\l'tic boxcontaining a sp are by tha t filS under
the car. it yOl.l find such a box, ent ry into the eat is very easy;
ofcourse. Ju!ll open the box and reIrie\'t' the key.




