





Figure 81. Vibration detector.

/ il dow. The sensor is fastened with
/ double-sided adhesive tape, but it
"? can be removed easily if required.
There are versions available both as
L NC and NO switches. One detector
‘(j 0 / per window is generally sufficient,
unless the windows are very large,
such as in major offices or shops.

So far, the three most common
types of glass breakage detectors
include the mercury switch type, the
weighted arm type, and the electron-

-3 - ic or “tuning fork™ type.

The mercury switch type, obvi-
ously, relies on mercury. At room temperature, mercury is+a
liquid metal that conducts electricity. The detector is
designed to have a small pool of mercury near an NO
switch. If the glass in the window on which the detector is
mounted is broken or severely shaken, the switch will be
tilted or moved and the mercury will come imto contact
with the switch terminals. This will close the switch and
trigger the alarm.

The weighted arm type uses a movable internal contact
that is weighted so it remains in one position. However,
most vibrations will make the arm move. This will either
complete or break an internal switch contact, depending on
how it is designed. The contact will trigger the alarm.

The electronic glass breakage detector uses an internal
tuning fork which vibrates when the window is broken or
jimmied. The vibrating tuning fork triggers the alarm,

Glass breakage detectors of these types, in the same way
as window foil, can use a contact strip if the window needs
to be opened sometimes. All of them share the same prob-
lem, however. They are susceptible to any vibrations in the
window, including those caused by the wind. This might
produce numerous false alarms, espedially if the window is
not installed in its frame tightly. For this reason, other types
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of glass breakage detectors have been introduced that work
by detecting the sound frequencies emitted by breaking
float glass and / or shattered window frames.

This type of detector can detect and identify the special
noise that is heard when glass is smashed, when a diamond
is used for cutting glass, or when metal hits glass. For this
purpose, the detector incorporates a piezoelectric micro-
phone with a resonating frequency within the range emit-
ted when glass is broken. Another option is a microphone
sensitive to frequencies above 60 kHz, so that the glass
breakage detector is not sensitive to noise in lower frequen-
cies, such as that which results from heavy traffic. The
detector is generally fixed to the glass it is protecting,
although some can also be put on adjacent walls. The latter
type will be detailed in the next section of this chapter.

The kind of glass is important, as the majority of these
glass breakage detectors will only react to that of breaking
float glass, but not to the sounds of breaking laminated,
tempered, or wired glass. Some of these detectors are also
susceplible to false alarms, being set off by the sound fre-
quencies of rattling keys or bottles, for instance.

ViBramion DETECTORS AND INERTTA SENSORS

A vibration detector is one which is placed on walls or
window frames to register vibration caused by blows,
drilling, or breaking glass (fig. 51). Self<ontained units, to be
fixed to doors, are also
available. The sensor will
signal an alarm whenever it

1 /7 registers the kind of vibra-

tons that it is programmed

/ to identify as signifying an

// attack. Vibration detectors,
4

L /

_—

or shock sensors, come in
different types, some of
them relying on 3
means and others warking
Figare 88, Glass breakage detector.  ©n electronic principles.

= —
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The most commaon vibration detector is still the pendu-
lum alarm. This is a mechanical detector that relies on a
pendulum switch, used to sense vibration or molion. It is
designed with a set of NO contacts that come into contact
with each other when the switch is moved or shaken. The
switch can also be of the NC type, with the pendulum
breaking the circuit whenever it is moved or shaken.

Although the sensitivity of these older sensors can be man-
ually adjusted by turning a screw, they have a tendency to pro-
duce false alarms. The reason is that low-frequency naoise, such
as that from heavy traffic and many other sources, will create
enough vibration to set off the alarm. For this reason, a new
type of vibration detector, the piezoelectric sensor, has been
introduced. In appearance, it is similar to the older types.

This is a sensor that is sensitive only to high-frequency
vibrations, such as those emitted by breaking objects. The
sensor contains piezoelectric arystals, a crystalline material
that will develop a voltage when subjected to mechanical
stress or severe vibration. The voltage will trigger the
alarm. This sensor is often used on walls, windows, and
doors. The sensitivity can be adjusted, and the chosen sen-
sitivity will be remembered by a memory circuit. As semi-
conductors are used, the piezoelectric sensor has no moy-
ing parts. The piezoelectric sensor is, in fact, a kind of glass
breakage detector but of a type that is not limited to being
affixed to the window pane.

Similar devices work according to a different principle.
These are acoustical detectors mounted near windows, gen-
erally in the ceiling. The detector is then able to guard a num-
ber of windowpanes within its range. This detector is sensi-
tive to the noise of breaking glass, shattering wood, and other
types of noise signifying a break-in. Its range is often around
15 meters. The detector contains an advanced digital filter,
which will ensure that lower frequency background noise
will not trigger the alarm. The filter will usually set the lower
limit at 5 kHz, but this is often adjustable to between 2 to 10
kHz. Likewise, noise that builds up gradually, such as from
cars, aircraft, and vehide brakes, will not trigger the alarm.

This prevents false alarms to a large degree.
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The system works on the principle of audio discrimina-
tion. This is the process of electronically separating normal
everyday sounds, such as voices, telephones, etc., from
break-in type noises such as are caused by breaking glass,
prying metal, or forcing a door open.

Highly sophisticated sound detectors can easily
to the sound of a window being smashed. The detector will
then respend to the brief time lapse between the sound of
the window being smashed and the tinkle of falling shat-
tered glass. Some of these detectors are so sophisticated
that they can even distinguish between the sounds of a
breaking window and a breaking bottle. There might also
be a listening-in function that allows a central security sta-
ton to listen in on what is happening in the room through
the use of an automatic dialer or some similar equipment.
This is made possible by the electret microphone built into
the sensor. These alarm sensors generally—but not
always—work with NIC switches.

The most recent type of vibration detector is the inertia
sensor. This device looks virtually identical to the other
types of vibration detectors. It is an intelligent vibration
detector and, consequently, requires a special control unit
to analyze the complex signals from the sensor. The princi-
ple of this sensor is a comparatively heavy contact element,
which rests on a contact surface that is mechanically con-
nected to the cover of the detector. The contact element will
not vibrate with the frequencies that are emitted when
glass is broken or when metal strikes glass. The rest of the
sensor will, however.

Higher frequencies therefore give rise to a burst of
short-duration breaks, which are analyzed in the control
unit. When the number of short-duration breaks reach and
exceed a threshold value, the alarm will be triggered. This
will only happen when the vibrations are strong enough to
indicate a real break-in attempt. Clearly, determining the
likelihood of a real intrusion is a very complicated process,
and only a comparatively complex control unit can do so.
Therefore, these sensors have other control units in addi-
tion to the central control unit of the alarm system.
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Inertia sensors are also often found in cars, caravans,
and on containers. One such sensor, with its special control
unit, is sufficient to guard the entire perimeter (i.e., the shell
of the construction). When properly installed, the inertia
sensor is a very reliable alarm sensor.

INFrASOUND DETECTORS

This is a fairly new type of detector, sometimes used for
perimeter alarms in houses and in other relatively enclosed
objects, with a floor space not larger than 400 square
meters. One detector is sufficient even in a house with sev-
eral floors, as long as the total area is not too big. It works
by detecting sound within the frequency range of 1 to 4 Hz.
This is called infrasound, as it is below the sound level nor-
mally audible to the human ear. Such sound appears
because of the change in air pressure that takes place when
a window or a door is being opened. Changes in the air
pressure always take place when the enclosing material
changes its nature.

It is perfectly possible to move around in the building
when the alarm system is armed, as long as no door or win-
dow is opened. As only one sensor is necessary, this alarm
is very quick and easy to install.

The disadvantage of this system is that it is a one-time
alarm only. If an intruder leaves the door or window open,
the alarm will only sound once—when the door or window
is first opened. Infrasound detectors are therefore usually
used with other types of trap alarms.

The infrasound detector can be hidden almost any-
where—under a staircase or behind a cupboard or a cur-
tain, for instance. A good sensor of this type will automati-
cally compensate for natural infrasounds, such as those
emanating from strong winds.

The field effect sensor relies on the principle of capacity
changes between the guarded object and earth or between
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extended conductors or foils. In effect, it works like a radio
transmitter and receiver.

I somebody is moving in the field between the trans-
mitter and the receiver, there will be interferences in the
received signal. This will trigger the alarm. For this rea-
son, these sensors are sometimes known as field distur-
bance sensors.

Capacity changes can be indicated in different ways. If a
metal safe is to be protected, it can be connected to a fre-
quency-determining rescnance circuit. This resonance cir-
cuit will control an oscillator, whose output frequency will
be compared to a fixed frequency within the range of 100
kHz to 10 MHz. The variations in frequency will be detect-
ed and analyzed. If a predetermined threshold value is
exceeded, the alarm will sound.

Likewise, a building can be fitted with two encircling
conductors, approximately 1 meter apart. One will be the
transmitting antenna, in effect the antenna to a long wave
radio transmitter, while the other will be the receiving
antenna (fig. 82). The system will detect and analyze the
differences in the received signal caused by an intruder

approaching the protected area.

-

Figere 82. Field effect sexsors.

_ Field ef_fect sensors generally consist of two or more
wires running parallel along the protected area. The wires
will be connected to the wall or fence by insulators.
Particular care will have been taken to position the wires
far away from other metal objects, as such objects may limit
the range of the detector. Walls, internal walls, corridors,
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and other locations can be protected in this way. In a corri-
dor, for instance, the two wires up to approximately 300
meters long will run one on each side. Alarm systems of
this type will definitely be more common in the future, and
they already exist in many places.

Another variant is the capacitance detector. Such a
detector often consists of a metal plate on which the pro-
tected object is positioned. If an intruder approaches the
object and the metal plate too closely, the electrical capaci-
tance in the plate will change and trigger the alarm.

SounD DeTecTORS AND HEAT DETECTORS

Freestanding, portable sound detectors can be placed
almost anywhere and are extremely easy to activate. Some
suspicious individuals put one on a table before they go to
bed. The sensar will listen for intruders in the room where
it is located, and possibly adjacent rooms, too, as long as the
internal doors are left open.

Sound detectors are very prone to false alarms, howev-
er. The problem is basically that they are too good. They can
be triggered by perfectly ordinary noise outside the pro-
tected area, for
instance, in the
street, The most
common type of
sound detector is
the previously
described glass
breakage detector.

Sound detec-
tors are often
mounted on safes.
They sound the
alarm if some-

Figure 83. Sound
detectors mounted
in @ bark vaxit.
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body is working on the safe in an attempt to crack it. This
detector consists of one or more microphones connected to
an amplifier, programmed to only respond to the type of
noise expected to signify a break-in. This will ensure that
the occasional noise of a broom or vacuum cleaner hitting
the safe during cleaning will not trigger the alarm. The
microphones are attached to the object with a strong mag-
net, and a plunger switch or magnetic reed switch sabotage
alarm is included, so the alarm will sound only if some-
body attempts to remove the detector from the object.
Sound detectors are commonly used in bank vaults and are
mounted on every wall, as well as in the floor and ceiling
(fig. 83).

A sound detector is often mounted on a safe along with
a heat detector. This device should not be confused with the
infrared detector. The heat detector will only register the
heat of a welding torch or a fusing bumer.

PRESSURE MATS, PLUNGER SWITCHES, AND CONTACT STRIPS

Pressure mats (fig. 84) look like rubber floor mats and
are commonly hidden under wall-to-wall carpet and

;
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linoleum floors at strategic places in the building (e.g., in
front of certain doors and windows, at the foot of the stairs,
or directly in front of a safe or important object). It is also
common to use a series of pressure mats in a staircase, so
that it is virtually impossible for an intruder to avoid step-
ping on at least one of them if he wants to proceed to the
next floor. As staircases are often of different sizes, the pres-
sure mat also comes in several different sizes.

The pressure mat is in fact a Jarge NO switch. The mat
contains two grids of switch contacts separated by a non-
conductive material that has been perforated several times.
The contacts can be brought together through the holes.
The contacts are only pressed together when a person of
sufficient weight (i.e., a person; children will trigger the
contacts, but not pets such as cats or small dogs) steps on it.
Then the NO switch is closed and the alarm triggered.

[f the pressure mat is hidden in an unsatisfactory way,
the outline of it might start to show through the carpet after
a long period of use. The
intruder can then avoid it
easily. Certain inferior
brands of pressure mats
will also be triggered by
pets such as cats or dogs,
so the presence of these
animals might indicate
the absence of pressure
mats, at least in older or

A plunger switchisa
mechanical device locat-
ed on doors and win-
dows to detect entry or
tampering (fig. 85). Itis
an ordinary spring-load-
ed momentary switch

that is designed for use in
Figure 85. Plunger switch.
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alarm systems and has a depressible plunger or button. The
plunger in itself is oversized, while the body of the switch
is designed for mounting on doors, windows, or control
units. The plunger switch is easy to bypass, aslong asitis
known to exist. Simply keep the plunger under pressure
with a piece of celluloid, for instance, so that the device
does not indicate an alarm while you are removing the
switch from the protected area.

The plunger switch is often used in control units to pre-
vent the system from being tampered with. In this applica-
tion, switches will be mounted on the front and /or back of
the control unit. The alarm will sound if the door is opened
or the control unit is removed from the wall. Here it is more
difficult to remove the switch because of its location.

In the same way, plunger switches can be used to detect
when a door or window is opened. In this case, the switch is
mounted so that the plunger will be depressed when the
door or window is closed. The switch is then mounted on the
hinge side in the door jamb and is virtually impossible fo see,
as itis neither exposed from the inside or the outside when
the door is closed. Of course, this type of switch is an NC
switch. Whenever the door is opened, the alarm will sound.

A contact strip mechanism is, in effect, an open switch
and is sometimes used on windows and daors, usually

Figure 86. Cantact strip bridged with jumper card.
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The contact strip is similar in shape to the reed switch and
is also composed of two parts. Here, too, one part is mount-
ed on the window or door, while the other is mounted on
the frame (fig. 86).

The advantage of the contact strip is that the two pieces
can be bridged together with a jumper cord. This is highly
useful when a window or door (e.g., a garage door) must be
left open but the alarm system is still armed.

IonizamioNn DETECTORS

The ionization detector is not used anywhere yet, as far asit
is known, but this might well be the alarm sensor of the future.

The ionization detector works according to the principle
of the Kirlian effect, which states that living matter is sur-
rounded by a “force field” that ionizes the surrounding
atmosphere. This will produce an aura, or halo, around a
living being photographed in fields of electrical current.
(The Kirlian effect is not universally accepted, as the reason
for this phenamenan is so far unknown. The phenomenon
has also been abused frequently by sensation-seeking para-
psychologists. However, this has not prevented research in
ionization detectors.)

The ionization detector will work in the following way.
It is well known that if the atmosphere is ionized this will
change the electrical conductivity. An ionization detector
will therefore register the atmospheric conductivity. Any
changes resulting from the ionization of the surrounding
atmosphere that is caused by the “force field” around a
human being will be detected. :

No known alarm systems rely on this principle today, but
in what was formerly the Soviet Union, the Kirlian effect has
been accepted for several years. It is probably only a matter
of time befare sensors of this type are in production.

ProToELECTRIC CELLS AND INVISIBLE BEAM DETECTORS

Photoelectric cells have been in common use for years,
especially in shops, to detect a person walking into a room
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or through a door. Old-fashioned systems of this type use
vmb].e light, and the person entering has no trouble at all
noticing and evading the photoelectric cells should he
choose to do so. Nowadays, what is basically the same sys-
tem is still widely used, but instead of visible light, invisi-
ble infrared light is used.

f@rﬂ.MWMrﬂimurﬂqﬂlﬂ&rﬁﬂtw

The moderm invisible beam detector, or photo relay sen-
sor (fig. 87), is designed to project a narrow infrared beam
across the area to be protected. For this reason, sensors of
this type are also sometimes called active IR-detectors. The
beam is aimed onto a small reflector, which will reflect the
infrared beam back to the invisible beam detector, which
has a built-in photoelectronic eye that is sensitive to
infrared light. This photoelectronic eye will constantly
monitor the area, and as soon as somebody interrupts the
beam between its projector and receiver, either completely
or almost completely, the alarm sounds.

Most invisible beam detectors of this kind are able to
protect an open area up to about 10 meters wide. Larger
units, however, are conceivably capable of a range of sever-
alhrﬂmdeThuemutsmmml}'umdmﬂsde
a building, in a private garden or park, for instance (fig. 88).
Sometimes they are used to protect rooftops as well. With
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Figure 83, Infrared beams arranged for pevimeter protection.,

the exception of really sensitive installations, these detec-
tors will generally trigger security lights rather than sirens,
as the chance of false alarm is very high.

The most common method of installation is with two
invisible parallel beams. Then a small animal such as a bicd
will not trigger the alarm, but a human-sized intruder will
break both beams and trigger it. Likewise, mist or falling
snow, rain, or leaves will not trigger the alarm. The range is
generally up to 150 meters, but it is shorter in countries
with cold climates. Many detectors of this type can function
even if covered by snow or frost, however.

The emitted infrared light is modulated so that the
receiver can identify it without being disturbed by other

Figure 89. Infrared reflectors msed to protect a corridor.
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sources of infrared light, such as sunlight. The infrared
beam might also be reflected by infrared reflectors (fig. 89),
which will increase the range even more. As the invisible
light used in the beam consists of infrared light, these
detectors can be found and evaded easily by using infrared-
goggles during the entry operation.

Passive INFRARED DETECTORS

A passive infrared detector, or PIR as it is commonly
known in Britain and some other countries, is a device that
receives and measures infrared energy from other objects. It
is, in effect, a heat detector, although it is of a very different
type than the heat detectors mentioned earlier in this

The passive infrared detector is usually fixed high on
the wall, either in a hall or in a large room which must be
traversed to reach the sensitive areas. It works by picking
up an intruder’s body heat, iriggering the alarm whenever
it detects body heat within its range. The detector is
extremely sensitive and will pick up even the smallest vari-
ation in temperature, both above and below normal. _

The passive infrared detector works by utilizing a built-
in pyroelectric sensor. Simply speaking, this sensor is able
to indicate heat by producing an electric charge. The pyro-
electric sensing material is polarized by infrared radiation
producing a voltage proportional to the rate of change of
incident energy. The pyroelectric sensor will electronically
monitor the room protected by the alarm. It is surrounded
by a reflective surface that collects infrared energy. As the
sensor is sensitive to heat (i.e., infrared energy), it will sense
any change in the level of infrared energy, including the
presence of any intruder radiating heat. Such an abrupt
change, such as is caused by the appearance of an intruder,
will be readily detected and will trigger the alarm.

A resting human will radiate approximately 100 W, so
we are all major sources of infrared radiation. However,
mere radiation is not enough to trigger a passive infrared
detector. The heat source must also be moving through the
zone monitored by the detector.
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Figure 90. The de-
tection zomes of a
passive infrared
detector.

The passive in-
frared detector will
divide the area to
be monitored into
zones and seg-
ically up to 7
meters across (actu-
ally 76 degrees
wide, usually, but
this can vary), 12
meters deep, and
around 70 centime-
ters high. Only these zones and segments will be moni-
tored, and intruders above or below them will not be
detected. The detector must therefore be adjusted very
carefully during installation to ensure maximum protection
as well as to prevent false alarms triggered by pets or small
children. For these reasons, it will generally be positioned
at the level of a man-sized intruder’s head or higher—at
least 1 1/2 meters above the floor. The &etzctn:;:s most
often positioned along a wall or ina comner so that it can
have a free line of sight to as much of the roam as possible,
including the front door, if at all feasible.

A passive infrared detector typically looks at a zone of
six or more separate segments with unwatched “aisles”
between them. A separate-zone design gives the unit wide-
angle coverage of a room. As the background radiation of
each zone is slightly different, it is virtually impossible for
an intruder to match them all.

Self-contained infrared sensors generally cover a wider
area and have more zones but typically protect an area up
to only 8 meters deep. There is also a lower zone in each
segment. This will usually ensure that an intruder cannot
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slip under the monitored zone. Sometimes, especially if
pets are on the premises, the lower zone will be turned off.

There are also infrared detectors on the market that can
monitor areas up to 50 meters in length. The range of some
of these can be varied if the owner changes the lenses.

The IR-detector is prone to false alarms, however, as it
will be triggered not only by obvious problem sources such
as cats and dogs, but also by small pests or bright sunlight
through a nearby window. Even being too near any quick-
changing source of heat or cold, such as a central heating
radiator producing radiated heat and warm draughts or an
air-conditioning duct, might produce a false alarm.

When an infrared detector is switched on, it first bal-
ances itself based on the amount of background infrared
radiation coming from various sources in a room, such
walls, fFurniture, and floors. If an intruder later enters the
detecton zone, he alters the amount of infrared radiation
detected. This results in an alarm.

This need to first balance the sensor means that if the
power has been switched off for some time, the sensor will
require approximately ninety seconds to be operational.
However, this is not when the system has merely
been disarmed but has retained its power.

In addition, the detector will not respond to slow varia-
tions in background radiation because amplifying circuits
limit the detectable variations to a predetermined range of
possible speeds.

In advanced units of this type, a threshold circuit will
also ensure that a signal is large enough to represent an
intruder. In this case, a pet will not trigger the alarm, as long
as it is not very close to the detector. Of course, the sensor’s
sensitivity to false alarms is also determined by the position-
ing of the detector and its segments of protection.

Every infrared sensor will be most effective in detecting
movement across the segments, rather than movement
toward or away from them (fig. 91), There have been lab tests
to determine the possibility of making a very slow direct
approach to the sensor so that it will not feel a sharp increase
in temperature and, consequently, refrain from sounding the
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Figure 91. The passive
infrared detector is most
sensitive fo movement
across its segmenis,

alarm. In some of these
tests, the “intruder”
was hiding behind a
thick glass pane, as
plain glass will absorb
a considerable portion
of the radiated heat.
However, no such
experiments have
been deemed successful enough to warrant the use of the
techniques involved in the field.

An infrared detector can also be mounted in the ceiling.
If mounted as high as 6 meters, the protected area will be as
large as 6 x 20 meters, and all movement will naturally
ocour across the segments. This facilitates detection.

Passive infrared detectors, although generally used to
monitor movement in rooms or along corridors, can be
used vertically to create an alarm curtain, in front of a wall
of paintings, for instance. They can naturally also be used
to create a horizontal curtain to detect a break-in through
the roof, ceiling, or floor.

Most passive infrared detectors have built-in tamper
switches to prevent somebody from removing the unit
from the wall or attempting to disarm it. Infrared sensor
systems, whether self-contained or part of a separatecom-
pnnﬂmmumy to locate. The sensor is generally

so that its zones of detection include the expect-
ed entry, such as doors and windows. The intruder should
be forced by the layout of the building to walk into these
zones. Furthermore, the sensor will be placed at least 11/2
meters above the floor. This is necessary if the lower por-
tions of the zone are to be used.

The sensor unit will be so0 that its field of view
does not include solar-heated walls, direct sunlight, heaters,
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air conditioners, or other objects that might change its tem-
perature quickly. The older infrared sensors might produce
false alarms under these circumstances. Contemporary
models will not do so as readily, but their detection ability
will be impaired somewhat. In the contemporary models,
every segment is divided into two channels. The detector
will only sound the alarm if the change in temperature is dif-
ferent in both channels. This will prevent the alarm from
sounding when a radiator heats up, for instance. An intrud-
er, however, will first disturb one channel and then the next,
thus triggering the alarm.

Self-contained infrared sensor systems incorporate
entry and exit delays, typically fifteen to twenty seconds in
length. Otherwise, a remote key switch might be used.
Backup batteries can also generally be connected, as can
external warning devices.

There are also smaller, self-contained infrared detectors.
They generally work with only one coverage zane and are
supposed to guard only small areas near doors, windows,
trailers, etc. If a heat source is detected, the built-in siren
will sound for about one minute, after which the unit will
reset. An entrance and exit delay of a few seconds is gener-
ally built into these units. Power is generally provided by a
standard 9-volt battery Jocated inside the detector unit.

MicrowAvE MoTiON DETECTORS

A microwave motion detector is a trap alarm with a sin-
gle-unit transmitter /receiver that reacts to distortions in
the timing of its return signal. The device works, in effect,
like a small radar system, using an electromagnetic field
mmpmedoﬂngh-htquutyradmwmesgumdum

the protected area. Most detectors of this type have a range
of 30 meters or less.

The microwave motion detector relies upon microwaves,
very high-frequency radio signals in the range of around 9
GHz. These radio waves will form a pear-shaped lobe (fig.
92) that will detect any intruder. As these microwaves are
reflected off solid objects, they will reveal the presence of an
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Figure 9. Microwave motion detector and its detection zome.

intruder entering the protected area, as his movements will
cause a disturbance in the reflected radio waves (ie., the
radiated RF field sensed by the device).

This disturbance is a modulation of the field referred to
as the Doppler effect. The Doppler effect is the difference in
frequency of one (original) wave to another (reflected) wave
that is superimposed upon it. The reason for this is thata

shift occurs when a signal source and a receiver
are moved relative to each other. According to the Doppler
effect, the reflected signal will be of a lower frequency than
the emitted signal if a reflecting object or a human is moving
away from the detector. Likewise, the reflected signal will
be of a higher frequency than the emitted signal if a human
is approaching the detector. The reason for this phe-
nomenon is that since the signal moves at a constant rate,
the return trip of the reflected signal should take the same
length of time as the outward trip. However, an intruder
who moves into the path of the signal distorts the fiming of
the return signal. This frequency shift is sensed by the
microwave detector unit’s receiver. Whenever it detects
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Figure 93. The microwave
motion detector is most
sensitive to movement
toward or mway from it,
Nate that it is also sen-
sitive to movement in

another room.

such a change in the
reflected signal, the unit
will trigger the alarm.

As the frequency of
the microwaves is v
high, the wavelength is
very short. This means that even a very small movement
will result in a large frequency shift. However, the detector
is less sensitive to objects moving across its field of detec-
tion than it is to objects moving toward or away from it
(Bg. 95).

Most microwave detectors require that an intruder
move at a certain speed in order to be identified as an
intruder. These detectors are able to reject faster-than-walk-
ing speed. This will prevent numerous false alarms, as
many microwave motion detectors, especially the older
models, work all too well. As their signals can penetrate
beyond the walls of a house, they might identify a passing
truck as an intruder, for instance.

External radio sources can also trip these units, as the RF
energy radiated by many electrical devices will disturb their
functioning, Such electrical devices indude radios, espedally
citizen band radios, but also cable television systems, motors,
transformers, and even neon signs and fluorescent lamps.
The gas in such lamps, when switched on, jonizes to become
a fluctuating reflector which can easily cause an alarm. A
false alarm might also be caused by cooling fans and some-
times even the roof in a warehouse, if the roof rises and falls
in the wind. The movement of water in pipes might even
trigger a false alarm, as the sensor has the ability to see
through glass and thin walls of plaster or plastic.

As the microwave motion detector is an extremely small
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radar, the microwaves are completely harmless, unlike the
radiated energy from a large radar such as is used for air
traffic control or military purposes. There are also
microwave /passive infrared detectors. They are very reli-
able, as the two sensor types complement each other well.
The microwave detector determines that the object moves
within a certain range of speed, while the infrared detector
checks whether the object emits heat or not. These combi-
nation detectors come in different types, with ranges up to
65 meters.

Urrrasonic MorioN DeTECTORS

An ultrasonic motion detector is a single-unit fransmit-
ter/receiver that signals an alarm when its steady pattern
of inaudible sound waves is disturbed. It works in a similar
fashion to the microwave sensor, but it uses ultrasonic
sound waves instead of microwaves. The principle is still
the same as that of radar.

The ultrasonic detector works by continuously trans-
mitting ultrasonic sound waves of such a high frequency,
around 40 kHz, that a human cannot hear them. The typical
upper limit of human hearing is twenty thousand cycles
per second, or 20 kHz. The ultrasonic sound waves are
therefore well beyond the human range of hearing.

The sound waves will bounce off the hard surfaces in the
room, in effect producing an echo which, thus reflected, will
be picked up again by the same unit. An intruder entering
the room will interfere with the frequency of the reflected
o il xpetom s omsey ey e i
waves will i a ift i are
from an intruder entering the protected area. When the
intruder moves within the field, the unit’s receiver detectsa
change in the reflected signal and triggers the alarm.

Bmuseoftl\emtumnhomﬂ,ﬂ!u]trawmcnfu] ic detector
will produce a teardrop-shaped “cone” of ultrasonic ener-
gy, similar to what is illustrated in Figure 92 This cone will
expand horizontally and vertically away from the unit
across a relatively broad area, typically up to 9 or 10 meters
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in a forward direction and up to 7 meters wide. However,
the shape and size of the cone will vary with the acoustical
characteristics and shape of the room in which the sersor is
located. Walls and glass windows will not be penetrated,
except to a minor extent, There are also ultrasonic detectors
that work with separate transmitters and receivers. They
often have a longer range.

The ultrasonic detector is most sensitive to movements
directly toward or away from
the sensor (fig. 94). This is
unlike the passive infrared
detector, which is most sensi-
tive to movements across its
protected area, but similar to
the microwave motion detec-
tor. The reason, of course, is
that both of these types of
detector rely on the Doppler
effect. Ultrasonic detectors are
therefore used more common-
ly for protecting doors and
hallways than are passive
Figure 94. The altrasomic infrared
motion detector is also most Ultrasonic detectors are
sensitive to movement directly ;5ually located in the corner of
toward or away from the  ihe room to be protected, fixed
e to the wall, or else aimed
down a hallway or at an entrance, such as the front door.

These detectors are fairly prone to false alarms, which
might be produced by loud noises, such as ringing tele-
phones, as well as moving objects, such as draperies near
vents or fans. Even air currents, draughts of moving air
from heating or cooling vents, and other types of air turbu-
lence can produce false alarms. For these reasons, most
ultrasonic detectors include a control for adjusting the sen-
sitivity of the device. The ultrasonic detector cannot be
used if pets are present, though, as there are no unprotected

Many ultrasonic detectors have a delayed alarm, which
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makes the intruder’s first steps into the protected area
appeartoguundetaﬁedunﬁ]itisahﬁd}'tmhte.

Because of their tendency to produce false alarms, ultra-
sonic detectors seem to be decreasing in popularity.

VisisLe LicHT DETECTORS

Visible light detectors are not common, and they can
only be used in certain locations. They are mainly used in
conjunction with other detectors in bank vaulis. The detec-
tor will simply sense if the level of visible light in the loca-
tion is rising. If s0, it will sound the alarm. (The bank vault
is, of course, supposed to stay dark when closed.} A detec-
tor of this kind is of a very simple design. The visible light
detector can only be used in closed locations where no nat-
ural light can enter.

Vioeo DETECTORS

A video detector constantly monitors the object it is
guarding by merely “watching” it. The detector, a modified
video ::a:l:nyera, chjercks the level of black (the number of
black dots, opposed to the number of white dots, ina pic-
kure) in certain interesting areas of the video input. If this
level is changing slowly, the detector will not trigger the
alarm, as this might indicate sunset, for instance. However,
a drastic and immediate change will trigger the alarm, as
this means that a person or an object has entered the field of
vision and is now near the protected object.

Video detectors are reliable but fairly expensive. For this
reason, they are not widely used as yet. They will probably
be more comman in the future, particularly since it is also
possible to transmit the video signal across the telephone
network by means of a modem. Then a remote control sta-
tion can view and interpret the video.

The latest detectors of this type are even more advanced
than the standard video detector. A number of cameras can
be used to constantly monitor the zone to be protected. The
video output from each camera will then be processed by
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an intelligent image processor based on neural network
technology. This will automatically identify any intruder.

The system works by first learming the characteristics of
the natural state of the environment under observation,
including moving items such as shadows, branches of
trees, or level crossing barriers. This initial learning state
does not need to last for more than a minute. The system
can even be taught to ignore certain dynamic events, such
as guard patrols or vehicular movement.

When the system enters operational mode, it identifies
intruders within its field of view by recognizing abnormal
patterns of movement. It immediately sounds the alarm
and automatically trains a high-resolution camera onto the
target for identification and video recording purposes.

This advanced system is not yet in widespread use, but
it can be found in certain British defense research installa-
tions. It can also be configured to be portable. Expect it to
be common in most high-risk installations in the future.

BARRIER SENSORS AND ANALYZERS

A perimeter barrier is a wall, fence, or gate marking the
perimeter of the property. Guarding such a perimeter, espe-
cially if large distances are involved, requires special sen-
sors and sometimes also special control units or analyzers.

Today, the most popular barrier sensor is the inertia sen-
sor, even though there are various other types on the mar-
ket. The inertia sensor, used in conjunction with a special
barrier analyzer, can be adapted easily for use on any fence.

The inertia barrier sensor system is an electromechani-
cal system that relies on special wires (fig. 95). Every wire is
connected to a special self-adjusting sensor installed in a
sensor post, or pole. The sensor is positioned between two
horizontal wires that run between the sensor posts. The
sensor will notice immediately any attempt to spread the
wires (to enter between them), climb on them, cut them, or
otherwise remove them.

The sensor-connected wires are fitted with vertical
springs and self-adjusting connection points so that they
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Figwre 95. Inertia barrier sensor used on & fence.
will detect any kind of intrusion. Six wires and sensors will
be fixed parallel to each other on the posts so that
it is impossible for an intruder to avoid all of them if he is
attempting to enter. This also allows the system to deter-
mine the exact height of an intrusion. Another advantage is
that a wire group can be disconnected, during mainte-
nance, for instance, without the rest of the sensor post
being affected or impaired.

The sensor posts are generally positioned up to 50
meters apart, although a shorter distance, say 10 meters or
so, will make the system able to really pinpoint an attempt-
ed intrusion. The sensor posts are made of aluminum or
stainless steel, unlike the ordinary posts that are made of
stainless or galvanized steel. Every sensor post has individ-
ual tamper protection and is also monitored individually
by the computer in the central security station.

A multiplex computer communications system will
keep in touch with every single sensor post and wire
through a special information cable that runs along the
fence. Every detected intrusion will then be reported by a
special reporting unit in each sensor post and will be moni-
tored and registered by a computer in the central security
station. The system will also self-test continuously, sound-
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ing an internal alarm if any part of it breaks down or is sub-
jected to attempted sabotage. Naturally, this self-test also
includes the information cable. In addition, every incident
will generally be logged in the central security station com-
puter if the need arises later to verify what happened.

The computer communication will go in both direc-
tions, which means that individual security measures can
be adopted in case of an alarm. These might include
video cameras and searchlights or armed mines pro-
grammed to be activated automatically, without the need
for a manual operator.

As can be readily imagined, this type of system is very
complex and only used in high-risk locations. The most
famous system of this type is the [sraeli Magal system.
Magal Security Systems now guard the entire length of
Israeli border fences and barriers. An identical system, also
pmduned by Magal, is used in numerous other countries,
in military installations and around nuclear power plants,
for instance. The best way to circumvent this alarm system
nstnam:dtoudwmgthefarce Try to enter in another loca-
tion or from the air.

Another common sensor used to protect a perimeter is

the microwave fence (fig. 96). This s, in effect, a radar barri-
er and works by a transmitter sending a pattern of invisible
microwaves to a separate receiver, located up to 300 meters
away. Any intruders crossing the path between transmitter
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and receiver will distort this pattern and the alarm will
then be signaled.

Transmitters and receivers can be positioned along the
perimeter of a garden, for instance, or any other open area. The
microwaves will create a signal field, which might be between
2 and 8 meters high and up to 20 meters wide or more.

This sensor is very prone to false alarms, as there is no
way of distinguishing between an intruder and an ordinary
bird or animal. Even moving vegetation might trigger it. It
will, however, detect even small changes, 50 an intruder
crawling slowly into the field will be detected. The sensitiv-
ity is adjustable, however, and some systems of this type
will only indicate an intruder that is at least walking slowly.
The speed of movement that the sensor can detect can usu-
ally be adjusted to between .01 and 10 meters per second.

As the transmitter and receiver will be connected by a
synchronizer cable in order to force the receiver to notice
only its dedicated transmitter, the system can be sabotaged
by cutting this cable. However, this will generally also irigger
the sabotage alarm. The system cannot be sabotaged by sim-
ply transmitting microwaves of the correct frequency into the
receiver, as the synchronizer will reveal this as an error.

Microwave barriers are generally fenced in, as the pres-
ence of wild animals would otherwise give rise to frequent
false alarms.

Yet another device used for external alarms is the geo-
phone (fig. 97). This is a device that monitors vibrations. It
can be installed to detect activity across the ground or the
vibration caused by the scaling or attacking of walls and
fences. The sensor is, in effect, a vibration sensor.

An older and cheaper barrier alarm system relies on
mercury switches as fence alarms. The switches are mount-
ed on the fence and will sound the alarm whenever the
fence is moved by somebody climbing it or leaning a ladder
against it. The mercury switch is also a vibration sensor,
although of an older type. A mercury switch fence can also
be circumvented by not touching the fence.

Field effect sensors can also be used as barrier alarm
sensors. The system will then use wires connected to the
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Figure 97. Geophone.

top of the fence. Otherwise, it is the same as the field effect
sensor detailed earlier in this

Yet another system is the cable detector. Cable detectors
consist of special cable that is capable of changing resis-
tance or capacitance when bent or hit. The cable will run
through the important parts of the fence. It will trigger the
alarm if it is bent, climbed on, or cut by an intruder in order
to facilitate an entry. Any such movement of the fence will
cause a capacitive change in the cable that will in turn trig-
ger the alarm.

Another fairly reliable system uses a thin tube or hose
connected to a microphone. The signals from the microphone
will be analyzed by an advanced electronic circuit. Any
attempt to dimb or destroy the fence will be recognized and
trigger an alarm. The microphone can be connected to a loud-
speaker and monitored in an alarm control station.

All sensors of this type frequently produce false alarms.
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Both animals and strong winds that cause the fence to
move might be causes. These are therefore usually connect-
ed to the control unit separately from other types of sen-
sors, so that the entire alarm system is not tripped just
because of an indication from the barrier sensor.
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CHAPTER 8

Other Types of
Alarm Systems

DEUBERATELY ACTIVATED ALARM SYSTEMS AND PERSONAL
ATTACK ALARMS

deliberately activated alarm, or a panic but-

ton, as it is often called, is a device designed

to set off the alarm when the individual in

charge of the alarm feels threatened or is

under imminent attack. Panic buttons are
always fixed in place, in a bedroom, for instance, or at the
teller’s position in a bank.

A personal attack alarm is used for a similar purpose, but
this device is not fixed to a certain location. Rather, it is car-
ried on the person to be protected by it and is activated by
him or her wherever he might be on the premises. Personal
attack alarms are, for instance, often carried by medical per-
sonnel who regularly have to deal with potentially danger-
ous patients. They are also sometimes carried by elderly peo-
ple who fear that they will be attacked by

Most professional alarm systems, whether for use by
private individuals or by corporate or government offices,
include one or more panic buttons or personal attack
alarms. Alarm systems in private homes might have two
panic buttons, one by the front door and another by the
bed. Office alarm systems might have any number of these
protective devices.
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Regardless of the variety of these alarms available, they
all work in the same way. The panic buttons are wired to a
circuit on the alarm system that is always live, whether or
not the alarm has been switched on at the control unit. The
user need only press the button at the first indication that
an intruder ig trying to enter the premises. The button is
designed to be easy to find and depress, even in the dark

The panic buttons used in banks and similar locations are
more complicated. The reason is that most police depart-
ments will take several actions as soon as they receive the
alarm, such as closing down all public transportation sys-
tems in the vicinity. Such precautions are very costly and
unpopular, of course, and the police departments do not, for
obvious reasans, want to resort to them unnecessarily. The
panic buttons are therefore designed to be almost impossible
to trigger accidentally. They may be either hand- or foot-
operated. Usually they must either be activated by using
two fingers or by pressing the foot upwards, to minimize the
risk of setting them off by accident.

There will also be a discreet indicator installed near the
panic button, informing the person activating the alarm
that it has indeed been activated. This is usually an LED or
a similar light that will remain lit until the alarm is dis-
armed manually. There must be no question of whether the
alarm has been activated or not. There will also generally
be a corresponding indicator coupled with a buzzer some-
where in the rear of the office, well out of sight and hearing
of the front office where the alarm was set off. This indica-
tor will inform a security officer of the fact that the alarm
hasbeen activated. At the same time that the buzzer
sounds, the alarm will go to the local police department
through an automated dialing system. In addition to this, it
is also common for the security officer to verify the alarm
by personally telephoning the police.

A personal attack alarm is essentially a wireless panic
button. It is designed to be carried on one’s person, and,
when activated, will trigger the existing alarm system and
warning device in the building. Personal attack alarms
either rely upon ultrasonic sounds or radio transmissions.
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The radio transmitter used as a portable panic button is
a fairly obvious design, in effect simply a transmitter capa-
ble of activating the alarm system. The transmitter will
send a digital code that activates the control unit. The code
will tell who activated the alarm but not the location of the
trouble. This is a disadvantage, of course. However, the
advantage of a radio system of this type is that the range is
generally fairly wide. This personal attack alarm can there-
fore sometimes be relied upon even outside the house.

An ultrasonic personal attack alarm works in a slightly
different way. The ultrasonic signal will be received by one
of a number of special ultrasonic receivers, one of which is
mounted in every room from which an alarm might need to
be sent. The ultrasonic signal will activate the receiver,
which will in turn trigger the alarm. An LED on the control
unit will indicate which receiver triggered the alarm and,
consequently, in which room the person who activated it
currently is. The identity of the user will not be known,
however, if several of these personal attack alarms are in
use. Furthermore, the range of this system is much more
limited than that of a radio transmitter.

Both these alarm systems can be connected to a personal
paging system. The alarm can then be silent, but, for obvi-
ous reasons, this is seldom, if ever, the case. If a silent alarm
really is desired, then anybody equipped with a personal
paging system can be chosen to receive the alarm.

Personal attack alarms should not be confused with the
so-called personal alarms sold in many stores. These are
small devices designed to emit a painfully loud, high-
pitched screeching noise that will surprise an attacker as
well as call for help. These alarms are not connected to any
alarm system but are sometimes used by people who fear
attacks, especially when going out. The efficiency of such
an alarm on a deserted street is not very high, however,
although it might be sufficient to scare off a mugger

There are various kinds of personal alarms. Some of
them, generally the smallest ones, are activated by com-
pressed air and look like aerosols. Others are powered by
batteries or rechargeable power units. Some of them are
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activated by a button or a trigger, but they only sound as
long as the button is pressed or the trigger is squeezed.

This is especially true of the gas-powered types. More
reliable personal alarms work on the principle of a hand
grenade. The alarm will continue to sound until it is
switched off or the power runs out, even if the alarm is
dropped to the ground. This is especially helpful if the situ-
ation develops into a fistfight.

Some individuals, especially women afraid of rapists,
occasionally wear a whistle instead of any of these types of
personal alarms. The idea is the same.

CAR ALARM SysTEMS

There is a large number of different car alarm systems
available on the market today. Some will sound if some-
body tries to jimmy open a door or the trunk. Others will be
triggered by an attempt to move the car, by towing it away,
for instance. Certain alarm systems will even include a
remote pager that will signal the owner if his car is being
tampered with.

As in ordinary alarm systems, the car alarm includes a
control unit, one or more sensors, and a warning device. In
a car alarm, however, some of these devices, notably the
control unit, will be simpler in design than in the units
available for protection of homes and office buildings.

In many cases, the car alarm is at least partially self-con-
tained. No self-contained alarm system is able to protect
the entire car, however, including its trunk and hood.

The control unit is often mounted near or on the dash-
board, either by using a mounting bracket similar to those
used for radios or stereo systems or by mounting it directly
to the surface. As the owner generally does not want to give
a potential intruder the opportunity to see the control unit, it
is often hidden under the dashboard instead, or under a seat,
along the firewall, or in the glove compartment. A backup
battery is often provided, too, to increase the reliability of the
system. Most types of car alarms are operated by either a
concealed switch or a key. The sensors used in car alarm sys-
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Figure 98, Pin-
switch and

its location  § |
in a car. -
=
tems can g
divided into
two types: pin-
switches that

the entry points of the vehicle and motion detec-
tors designed to detect movement of the vehicle.

The most common type of car alarm sensor is the pin-
switch (fig. 98), also known as the earth-seeking sensor.
This is a door contact switch that is activated when the elec-
trical current is broken. A pin-switch is wired directly to the
door and installed in the framing around the doors and /or
the trunk and the engine compartment. Pin-switches can
also be used to guard the trunk, hood, sunroof, tailgate, or
any other point of entry.

Pin-switches are spring-loaded, momentary contact
switches similar to the plunger switches described in the
previous chapter. The pin is released from the switch when
the door is opened, which electrically grounds the system,
thus triggering the alarm. This device is linked either to the
car horn or to an independent siren. An independent siren
is a better option, of course, as it is more difficult to find
and disconnect.

As pin-switches have only a single wire connected to
them (the car’s metal chassis being used as the ground por-
tion of the circuit), they are always installed on a metal sur-
face. When used to protect a door, the pin-switch will be
installed near the switch for the interior light on the lower
part of the door post.
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Some car alarm systems use the switches already
installed in the door frames of the car instead of pin-switch-
es. These already nstalled switches are used to turn on the
interior lights whenever the door is opened. Electrically,
these switches are identical to pin-switches. In this case, the
door frame switches are added to the alarm system by
attaching wires to them from the control unit.

The other type of car alarm, very commonly used but

not really very reliable, is the motion detector. This is a spe-
cial vibration switch designed to sound the alarm when the
car is shaken or moved. This sensor has a tendency to pro-
duce false alarms. Nevertheless, it is very popular. Some
control units even incorporate such a sensor in their hous-
ing in order to protect the control unit itself as well as the
car. Such a self-contained car alarm is difficult to remove
without triggering the warning device.

If a motion detector is integrated into the control unit,
the unit must always be as level as possible, preferably near
the center of the car. If positioned in some other location, it
will not be as sensitive to motion at the front or back of the
vehicle. The most commeon Jocation is, once again, under
the dashboard.

There are many types of motion detectors. One such
type is the pendulum alarm. Such an alarm consists of a
pendulum switch and is set off when the car is rocked,
jolted, or otherwise moved.

A pendulum switch is used to sense vibration or motion.
The switch is designed with a set of contacts that touch
each other when it is moved or shaken.

The pendulum itself is a small weight on the end of a
light spring with a contact underneath the weight.
Whenever something causes the spring to vibrate, the
weight will touch the contact and the alarm will sound. The
sensitivity of the spring can of, course, be adjusted, but
most car owners do not do this. The result is that the pen-
dulum alarm is usually triggered by almost anything, such
as the vibration of a passing truck or somebody who hap-
pens to bump into the car accidentally. Even a very light jolt
is sufficient to trigger this alarm. This propensity for false
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alarms has made the pendulum alarm almost totally use-
less. In neighborhoods where this type of alarm is in

widespread use, nobody ever thinks twice about hearing it
and there will definitely be no response to it.

A slightly more advanced version of the pendulum
alarm is the trembler switch alarm. This device is similar to
the pendulum alarm but instead has a ball bearing sitting
between two contacts. Any definite movement of the car,
such as somebody trying to open a door, will cause the ball
bearing to touch the contacts and trigger the alarm.

Both the pendulum and the trembler switch alarms are
generally mounted under the hood on the firewall in the
engine compartment and can be adjusted for sensitivity.
Another commeon place to find these motion detectors is
under the dashboard.

The vibrator contact circuit, or adjustable impact device,
is another motion detector. It has a relatively light weight
on the end of a piece of spring steel, with a contact under
the weight. When the spring steel vibrates, the weight
touches the contact, thus activating the alarm. In this
device, sensitivity can be controlled by adjusting the dis-
tance between the weight and the contact.

Yet another type of motion detec-
tar is the micro transducer (fig. 99).
A transducer is a device that pro-
duces an electric current in response
to vibration, shock, or motion. This
is a very small sensor, generally
round, flat, and like a small coin.
This sensor has a small interior
piezoelectric crystal that is affected
by vibration, very loud noises, or the
"3""" ” s o mbemg hit by something.

A piezoelectric crystal consists of
a crystalline material that will develop a voltage when sub-
jected to mechanical stress or severe vibration and, conse-
quently, produce an electric current that triggers the alarm.

Micro transducers are often located inside the door
frame near the switch for the interior light, in the same
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position where you would expect to find a pin-swiich.
Micro transducers, however, can also be found mounted on
the center door posts of four-door vehicles. In either case,
they are glued in place with epoxy.

Self-contained vibration sensors are alse sometimes
used. Such a sensor simply consists of a keypad fitted to the
dashboard. The alarm, activated by entering a personal
code, works like any other motion detector.

Another type of car alarm sensor is the voltage drop
sensor, also known as the current-drain sensor. In this
device, a sensor is wired into the electrical circuit of the cac
Whenever the sensor detects a drop in the voltage, for
instance when the dome light comes on as the door is
opened or when the key is put in the ignition and the dash-
board lights up, the device will trigger the alarm.

This type of alarm can be disconnected, accidentally or
not, by the dome light malfunctioning for some reason. It is
therefore not very reliable.

More advanced types of alarms are also used as car
alarms. Among these are ultrasonic detectors (see Chapter
7). The most comman location for such a sensor is usually
on the shelf behind the back seat.

A siren is the best choice for a wamning device and is in
common use nowadays Various types are available, but
they are often mounted under the hood, although well
away from sources of extreme heat. The siren is generally
mounted slightly downward, as this will prevent excessive
accumulation of dirt and moisture. The siren will almost
always be connected only to the control unit. Once again,
this connection is the vulnerable link in the alarm system.
Often the siren will be supplemented by other features,
such as a light-flashing facility. Such a device can easily be
wired into any of the numerous types of alarm systems.

Finally, remote sensor alarms can be fitted to roof racks
and trailers. The really security-conscious can combine all
of these options in the same alarm system.

Other specialized features of car alarms include the so-
called “passive” alarm system, which automatically arms
itself once the owner has locked the car. This alarm is usual-
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ly armed and disarmed by means of a concealed switch
inside the car. Therefore, a certain delay is imposed before
the alarm is sounded so that the owner will have enough
time to open the vehicle and disconnect the system. Other
alarm systems are manually armed and disarmed with an
external security key switch, usually located at the rear of
the vehicle.

A variant of this system relies instead on an infrared
transmitter kept on the owner’s key ring or on any other
hand-held device. After stepping out of the car, the owner
simply aims the device toward the receiver mounted inside
the car and presses a button. The infrared beam will acti-
vate the system. This will lock all doors and set the alarm.
Insome versions of this alarm system, the car will even
flash its headlights to indicate that the message was
received and understood. The alarm can be switched off
and the doors unlocked in the same way. Another variant
of the same idea is the key ring containing a small radio
transmitter that emits a radio signal. Locks of this type are
generally called remote control locks.

Another interesting option on many control units isa
buili-in radio transceiver (a receiver with transmitter). This
device will allow the alarm system to be armed and dis-
armed, or even tripped, by a miniature radio transmitter
built into a small pager unit. This circuit will alert the
owner to the fact that his car is being tampered with.

Remote paging car alarm systems of this type are espe-
cially popular in areas where there is little likelihood of
somebody else noticing the alarm if it is sounded. The
owner, who carries a remote paging receiver to alert him
whenever the alarm is sounded, is then free to investigate
himself, call the police, or both,

These systems are sometimes used as silent alarms,
without an ordinary siren, especially if the owner hopesto
catch the intruder in the act. Some alarms of this type allow
the user to choose between siren and silent alarm opera-
tion. Those remote paging systems that can arm or disarm
the alarm system from a distance almost invariably include
a panic button as well with which the owner can activate
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the car’s siren if threatened or surprised by intruders. This
option is popular among people who fear walking alone
through empty parking lots and professional truck drivers
who might have to stay around their vehicles for long peri-
odsmu:lemsleepm them frequently.

The remote paging system consists of two parts. The
combined transmitter and control unit is mounted in the
car, powered by the vehicle’s electrical system, while the
battery-powered remote paging receiver is small enough to
keep in one’s pocket. Although these two devices work on
a radio channel that is on a frequency seldom used by most
radios, they will also be safeguarded by a security code that
is always sent when the transmitter is triggered. This will
prevent accidental triggering and is also supposed to pre-
vent an intruder from using his own transmitter to disarm
the alarm system. The latter is not valid, of course, as an
intruder can easily determine and imitate this code if he has
acress to specialized equipment. (Such equipment is costly,
howewver.)

When the transmitter is triggered, it will send out a sig-
nal containing the security code. The paging unit, when
detecting a signal on its preset frequency with the proper
code, will start beeping. It generally also flashes an LED.
The security code is selected in advance by setting a group
of internal dip switches. These swilches can naturally be
found in both devices.

The transmitter will use the vehicle’s standard anten-
na, including the type that automatically rises when the
radio is switched on. The intruder can therefore prevent
the antenna from rising, which will decrease the range of
the transmission severely. The vehicle might of course
also have a wire-type antenna built into the windshield,
but then the effective range of the transmitter will be sig-
nificantly reduced in any case. Some vehicle owners
attempt to extend the range of the transmitter by
installing a separate antenna. Remember, though, that
the transmission in this alarm system is the same as the
wiring in ordinary alarm systems and should therefore
be cut by an intruder. If the alarm call transmission can
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be prevented, the owner will not be alerted.

Generally, though, the transmission will be sent. The
range is then completely dependent on the terrain and the
characteristics of the surrounding area. The range might be
several kilometers in open country or be reduced to a few
hundred meters or less in a city or an underground parking
lot. The strength of radio transmissions will also often be
reduced considerably by the metal used in most high-rise
buildings. Most alarm systems manufacturers claim an
“average” range of 3 kilometers, but this is quite an exag-
geration. Between 200 and 500 meters is a more typical
range within a city. In fact, the transmission can be elimi-
nated by enclosing the transmitter in a metal box. Were it
not for the antenna and, to a lesser degree, the windows,
the car is, in effect, such a box.

Many car alarms are modified for use in other vehicles
and locations, such as boats, trailers, campers, etc. The
remote paging systems are especially popular, as they havea
great range (more so if connected to a dtizen's band base sta-
tion antenna) and are therefore sometimes used to guard
scattered buildings or stores on farms and construction sites.

The car alarm is otherwise armed and disarmed using
several different methods, depending on whether a delay is
built into the system or not. If so, the delay might be as
short as twelve seconds or as long as forty seconds or more.
Arming can, for instance, be done by turning the ignition
key switch to the ON or ACC (accessory) position for a few
seconds and then switching it to OFF. This will arm the
alarm system after an exit delay period. It is then disarmed
by simply entering the car and switching the ignition key
switch to ON before the entry delay period is up.

Another method of arming and disarming is by a switch
on the control unit. The easiest, of course, is when the process
is performed automatically whenever the ignition is switched
on or off. [n many cases, the control unit will inform the user
of the fact that it is armed or disarmed by either producing a
beep or lighting an LED. Sometimes a combination of the two
is used and sometimes neither is used.

A valet switch might also be present. This is a switch
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that allows the owner to bypass the alarm system when he
expects to be away from his car but knows it will be attend-
ed or guarded by valet parking or servicing, for instance.
The valet switch can only be activated while the engine is
running and is therefore of little use to an intruder.

Many car alarms are powered by the car’s own battery,
but it is also quite possible to add a second power unitasa
backup. This is mainly done in commercial vehicles, as on
many of these it is easy to gain access to the battery terminals
and then disconnect the ordinary alarm. Remember that it
might be possible to disconnect the wiring from underneath,
even if the battery is locked away under the hood. Having a
backup power faility is therefore always prudent.

Almost all car alarm systems are designed to be pow-
ered by 12-volt DC current. Furthermore, the wiring is
often easy to identify, as a color<oding scheme is common
in many countries. For instance, red wiring is used to con-
nect the system to the power source, the car battery. Other
colors might be used to identify the components of other
systems. Remember, though, that this often varies in differ-
ent countries—and even in alarm systems manufactured
by different companies in the same country.

A professional car alarm system will also have closed cir-
cuit wiring. This means that the alarm will sound even if the
wires to the sensors are cut, However, the system still will not
work if the wire to the warning device is cut instead.

Sometimes the purpose of the entry operation is not
only to break into a vehicle but also to move the vehicle in
question. This leads to several other considerations, apart
from the lock and alarm system.

If the car must be moved, remember that the vehicle
might have been immobilized in some way. There are sev-
eral ways of immobilizing a car. Both electrical and
mechanical methods of immobilization can be used, and
they should be prepared for.

The electrical means of immobilization include fitting
one or more devices, such as an ignition cutout device, to
the car. This can be a part of the vehicular alarm system and
is then either linked to the car’s hom or to any other siren.
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The device will sound a warning at the same time as it is
blocking the ignition circuit, automatically immobilizing
the car.

A manual ignition cutout device is also useful. An igni-
ton disabler switch can be hidden under the dashboard,
for instance, and will interrupt the ignition feed wire. Note
that the car can still be hot-wired and started easily if the
interruption is made between the battery and the coil. If the
interruption is made between the coil and the distributor,
however, this is not generally possible. The switch might
require the use of a key to open.

A passively armed cutout device will render the ignition
dead as soon as it is switched off. When the driver wants to
start the car again he must deactivate the cutout by depress-
ing a buttan or switch while he starts the engine.

Yet another method is to use a removable circuit card.
Usually this card is put into a socket mounted on the dash-
board. When the card is removed, however, vital electrical
circuits will be broken, preventing the car from starting.
Another method of electrical immobilization is to fit a switch
that interrupts the feed wire to the electric fuel pump.

A multiple cutout device can also be incorporated into the
central control unit. The unit is bolted to the bulkhead under
the hood and disrupts several electrical circuits at the same
time. Finally, the vehicle can be immobilized by simply
swapping or removing a couple of the spark plug leads.

Mechanical immobilization methods include the use of
an engine immobilizer switch, the previously mentioned
hidden switch in the ignition circuit, or an internal locking
device that is, for instance, fitted over the handbrake and
locked around the gear lever. Locks that are simpler, but
also fairly reliable, include combination locks attached to
the handbrake, engaged or di by means of a three-
digit combination. Such locks slide over the top of the
handbrake lever, locking it in the “on” position. Electronic
locks that prevent the engine from starting until the driver
has entered the correct code on a keypad fixed to the dash-
board can also be procured.

Additional steering wheel locks are also commercially
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available, although they often
are of the hook type, hooking
on or over the steering wheel
and brake, accelerator, clutch
pedal (fig. 100), or floor-
mounted gear stick. If the
device is hooked over the
clutch pedal, an intruder can
easily get rid of this device in
an emergency by simply
ing down hard on the
clutch. As the steering wheel
_ bends quite easily, the lock
- will come off. If the brake
=- pedal is used instead of the
TR s -"+- clutch pedal, however, this
?-",;_“ s «e 1.7, <1+  procedure is sometimes more
o 4 l2 0. difficult to perform. Of
course, the quality of the
locking device will also affect
the outcome.

Additional locks can be
fitted around the steering col-
umn like an armored collar. The lock key will then replace
the vehicle ignition key and control the electrical opera-
tions. Although good in principle, this can easily be demol-
ished with the use of heavy-duty tools.

Some suspicious individuals remove the rotor arm from
the distributor in order to protect their cars from theft. The
distributor cap is easy and quick to snap off in order to
remove the T-shaped rotor arm sitting in the middle of the
distributor. It is small enough to put in a handbag or pock-
et. Others remove it and then lock it in the trunk.

A final, and very definite, method of mechanical
immobilization is to use a wheel clamp, also known as a
Denver boot. This will effectively prevent the car from
being moved. Most wheel clamps also prevent the tire
and wheel from being removed. These can be found on
cars that are left unattended for considerable periods of

N\
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Figure 100. Steering whee! hook
lock.
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time or have been secured by the police.

Vans, trailers, and motorcycles present still other prob-
lems, especially if they must be moved from the location in
which they are found.

Vans and trailers are sometimes safeguarded from tow-
ing by locking a hitch lock, or tow ball, into the ball socket
of the vehicle-towing hitch. Such a device can only be
removed by using the correct key bar. The lock must be
picked or else broken.

Motorcycles and bicycles are generally secured with
chain locks. These are generally easy to cut through with
bolt-cutters, especially if they are not of made of hard-
ened steel. For this reason, specially designed padlocks
with hardened, elongated shackles are often used
instead. The steering lock of a motorcycle is usually of
simple construction and can often be broken by a fierce
wrench of the handlebars. Although motorcycles can be
fitted with electrical immobilization devices and alarm
systems, this is very uncommon.

It is more common to immobilize the motorcycle by
removing the battery ground strap or the line fuse in the
main lead near the battery terminals. A concealed cutout
switch that breaks any of the low-tension wires to the coil
can also be fitted. As long as the correct equipment is avail-
able, neither of these methods will present any problems to
the operative.

Other measures used to protect a motorcycle for long
periods of time include such devious alterations as fitting
unserviceable but visibly complete spark plugs, draining
the float chambers and removing or blocking the fuel sup-
ply line, or putting the bike in first gear and then removing
the gear and clutch levers. Once again, should it really be
necessary to move the motorcycle, this is only a matter of
having the correct spares available.

SHoruFTER DETECTION SYSTEMS

Alarm systems designed to detect and scare away
shoplifters have been in widespread use for a long time.
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Several types exist, and all of them are still very common.

These types of detection systems rely upon fastening
some kind of indicator or tag to each object to be protect-
ed. In an electromagnetic system, the tag might be a mag-
netic tape, for instance, while in a radio frequency system,
it will be a special coil on a circuit card. In either case, the
alarm will sound if the tag is passed near a specially
designed detector.

The radio frequency system is easiest to use, as the elec-
tromagnetic detectors are very clumsy. However, the radio
tags are always active, which might cause complications.
The radio frequency system will also sometimes trigger a
false alarm if exposed to portable radios. Furthermore, the
tag can be rendered inoperative by being hidden in a metal-
from sounding. For these reasons, neither of these systems
is very popular.

Eﬂﬁﬁshmmpan}'fmjﬁhghdmﬁﬂnaliscuﬂmﬂy
the major manufacturer of shoplifter detection systems. Its
products are very popular, as they rely on a completely dif-
ferent technique.

The Securitag system also consists of tags that are
affixed to the goods to be protected; however, the actual
functioning of the tag is different. The detector posts con-
tinuously send out a low-frequency signal that will trigger
any tag that is brought within

range. The activated tag /”‘.ﬁ
will then respond by
transmitting another

signal. This signal
will trigger the
alarm.

Whenever a
tag is brought out
through the door,
it will transmita

Figure 191, The Securitag
system.
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signal that is received by the detector posts positioned
either near or on either side of the door (fig. 101). Every
detector post has a range of about 90 centimeters.
Alternatively, a detector loop can be installed around the
door, in which case no posts are required.

Because of the design of this system, there is no chance of a
false alarm being caused by portable radios or metal objects.

The tags are naturally extremely difficult to remove
without the special equipment available from Securitag.
However, as this equipment is the same in all Securitag
units, an intruder can generally acquire it easily should it
ever become necessary.

As a curiosity, it should be mentioned that this idea was
originally introduced by the KGB for use in electronic

FIRE ALARM SYSTEMS

Fire alarm systems are sometimes combined with
intruder alarm systems, but the two are more often sepa-
rate. The warning sound used in fire alarm systems is usu-
ally distinctly different from that of intruder alarm systems.
This is generally true whether the systems are connected or
not, except in the simplest alarm systems.

Whether the fire alarm is incorporated in another alarm
system or completely self-contained, it will more often than
not rely upon either one or both of two radically different
types of sensors. These are the smoke detector and the thermal
detector, both of which are very common. Yet another type of
sensor, the differential detector, is also used sometimes.

The smoke detector (fig. 102} is placed on the ceiling or
high up on a wall, as smoke always rises.
Several smoke detectors, either self-con-
tained or alternatively cormected in paral-
lel, can often be seen in bedrooms or at
least in a common hallway.

There are two different kinds of

Figure 192. Smoke detector.
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smoke detectors, the ionization type and the photodiode
(or photoelectric) type. They differ in the way they detect
the smoke that will trigger the alarm. The ionization type is
most popular.

An ionization smoke alarm has a small internal chamber
containing a very small amount of radioactive material.
The air in the small chamber is ionized and therefore able to
conduct an electrical current. Since the radioactive material
is located between two electrically charged electrodes, the
ionized air will conduct the electrical current between
them. If smoke particles (excess carbon particles in the air)
enter the chamber, they will increase the resistance of the
ionized air, This will naturally decrease the flow of current
between the two electrodes. The alarm will sound when the
resistance has increased {o, and the current flow drops
below, a certain preset point. This happens whenever there
are too many carbon particles in the air.

The photediode smoke detector relies upon a beam of
light that is projected across a sensing chamber onto a pho-
toelectric cell. When smoke particles enter this sensing
area, the light beam is disturbed and the level of light
reaching the photoelectric cell is reduced. The alarm is trig-
gered when the level of light reaching the photoelectric cell
drops too much.

The reason ionization alarms are the most popular is
that they will respond slightly faster to a rapidly spreading
fire. Such a fire always produces many smoke particles.
Both types are reliable, however. They will even respond to
the tiny smoke particles produced by a fire before actual
smoke can be seen.

Sometimes a high level of dust in the air will produce a
false alarm when it accumulates inside the sensor. Dust in
the sensing chamber might also reduce the sensitivity of the
alarm. Other sources of false alarms might include small
insects or high humidity.

Self-contained smoke detectors have integral batteries,
usually of the carbon-zinc or alkaline types. Alkaline batter-
ies are the most reliable, as they last longer. Despite this, they
should be checked at leastonce a week for safety reasons.
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Although a reset button is included in the alarm, the
continued presence of smoke will simply result in the
sounding of the alarm again. Therefore, it cannot simply be
turned off as long as the conditions that triggered it remain.

Smoke detectors can generally be used in any room
except the kitchen. Thermal, or heat-sensitive, detectors are
used there instead.

Thermal detectors (fig. 103) use
built-in pyroelectric sensors
able to sense when the tem-
perature in the room rises
above a dangerous level.

The exact temperature

level that is deemed criti-

cal depends on the con-
struction of the sensor.
Typically, though, 50°C
is the most common in
Europe, while 135°F sensors
are used in the United States,
Thermal detect except in kitchens and fumace
s " areaswhere a higher tempera-
ture is normal. In these areas, 80°C or 190°F sensors are
used instead. The sensor contains a material that will melt
at the chosen threshold temperature. This will produce
electric contact and trigger the alarm.

Thermal sensors can also be wired in parallel. Except in
kitchens, they are used mainly in areas where fires that pro-
duce more heat than smoke—certain types of electrical and
chemical fires, for instance—are likely to occur. Yet another
type is the differential detector. This is an advanced ther-
mal detector for use in environments that are unsuitable for
ordinary detectors, such as certain kitchens and garages.
This detector works by adapting itself to the temperature in
the area. It will trigger the alarm when the temperature
rises more than 5 degrees per minute.

For a professional intruder, the main advantage of a fire
alarm system that is part of an intruder alarm system is the
fact that the fire alarm will override the actual intruder
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alarm. This is very useful, as the deliberate activation of the
fire alarm might provide an easy diversion. [t is not really
necessary to start a fire in order to activate this type of sys-
tem. Simply blowing smoke into a smoke detector will trig-
ger the alarm. Afterward, there will be no explanation as to
why the fire alarm sounded at that particular time. The
operative might even go to the trouble of blowing some
dust into the detector in order to make it appear as if the
alarm malfunctioned.

The fire alarm is easy to find if present. As smoke will to
some extent be impeded by doors, most fire departments
recommend the installation of several sensors, optimally
one in every room. There will be at least one in each hall-
way, however, and probably one in the kitchen or in other
areas where a fire is more likely to break out, such as near
heating units and fuse boxes. They are almost invariably
mounted on the ceiling, generally at the center of the area
they are protecting.
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CHAPTER 9

Entry Tricks

his final chapter will be devoted to several of

those tricks of the trade that one day might be

useful to the field operative who is involved in

entry operations. These tricks include ways of

finding plans of the target’s alarm system, as well
as recognizing traps and faked obstacles to the operation.
Common hiding places of keys and combination codes also
fall under this heading. All these methods help the operative
avoid capture when on an entry mission. Every additional
advantage increases the security of the operation.

The easiest way to enter the residence of an unsuspect-
ing owner is to use the real keys. If the owner leaves the
keys outside his house when he goes away, this is quite
easy. The operative should therefore check the seven most
common hiding places for keys:

1. under the doormat

2. under a flowerpot

3.in a flowerpot
i 4. under a stone alongside the path or near the front

oor

5. stuck or hanging under the window ledge

6. hanging inside the door on a piece of string that can
be pulled through the letter box in the front door

7.just inside an unlocked garage or storage shed




If the operative can gain entrance to the house for a few
moments, he might be able to check whether the key is left
in the lock on the inside or in an obvious cupboard or hook
near the front door. If s0, he might get an unsupervised
moment in which to make a pattemn of the key in a wax box.
Then he can make a copy at his leisure.

Sometimes supposedly locked doors are nevertheless
found unlocked or even opened. The reason is usually very
simple—there is work being done on the premises which is
facilitated in this way, for instance, sho;'a a 5\:2291' or dl:lnyed

is expected to arrive ; people regu-
Eﬁ-@mﬁeﬂu door unlocked, especially in offices, so that
they do not need to use the key when they return. But the
human factor is not always the reason. The lock may be
installed incorrectly, so that the door will not lockeven
when closed, or the door check does not work properly.

For this reason, many companies employ a guard ora
caretaker to regularly check that all doors are locked and
remain so. If the guard follows a fixed routine, however,
you can plan the operation so that he is safely out of the
way. Otherwise it is a good precaution to position a col-
league to watch out for the guard so that you know when
he is making the rounds.

The points of entry inchude, but are not limited to, doars,
windows, and any other openings that provide access to the
interior of the target building. As was mentioned in Chapter
6, it is also sometimes desirable to enter leghar::fm

iling. Most houses by an alarm system havea
ﬂn;g oneach wtsimgindw that is accessible
from the ground and large enough to crawl through.
Windows on the second floor are generally not protected,
however, unless they are easily accessible from a flat garage
roof or a tree. If they are accessible, but not easily so, and at
the same time cannot be seen from the street or from a neigh-
boring house, they might be protected by alarm sensors. Try
to pinpoint the sensors before the actual entry attempt.
There might be an opening that has been overlooked.

As every burglar knows, whether he is a criminal or
employed by his government, there are certain indications
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of whether or not a house is empty. One of these, maybe the
most important, is the absence or presence of light.

Many houses today are equipped with outside lights
that are switched on at dusk every night by a light-sensitive
photoelectric cell controller. Such a device measures the
intensity of natural light. It will be triggered by the natural
light levels and switch on the light, when the light falls
below a certain, predetermined level. The lights will be
switched off automatically when daylight returns. Other
buildings rely on programmable automatic timer switches
that regularly turn on the light at a predetermined time.

Some of these timer switches are of the twenty-four-
hour variety that will tum the light on and off at the same
time every day. Others are the seven-day type that can be
set to tum the light on and off at different times each day of
the week. The switching pattern will be repeated only after
a week has passed. Sometimes the users of these devices
even realize that they must vary the setting of the timer
with the changing of the seasons. There are devices avail-
able for this very purpose. They can be programmed to
vary the times the light, or lights, will be turned on each
day, according to the seasonal changes in the day’s length.

Such devices are often both powered by and transmit
their signals over the electrical wiring in the building,
although remotely controlled units utilizing radio waves
are also available. The lighting may even be connected to
the output from the alarm system, so that all or at least
most lamps in the building will turn on or start to flash
whenever the alarm sounds. Other appliances, such as
stereo systems, can also be activated in this way. Virtually
nothing is impossible, but the sobering fact remains that
this will not prevent a professional intruder.

Finally, passive infrared detectors might be used for
turning on the light as soon as somebody approaches. Such
a detector is easily wired to a light source, and the light will
remain on as long as there is somebody in the vicinity emit-
ting body heat or for a set period of time after the source of
warmth has gone. Such an infrared floodlight system
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includes a built-in photoelectric cell that prevents it from
triggering during daytime. Sound-triggered detectors are
also available for the same purpose.

Another security device is an electric curtain controller,
which will open and close corded curtain sets. This device
is generally connected to a timer for automatic control.

A radio, preferably tuned to a “talk” station, is often left
on or turned on with a timer switch as well. Finally, a tele-
phone answering machine programmed with the message
that the owner “cannot get to the phone right now” (not
“T'm out”) is also frequently used to leave some doubt as to
whether anybody is at home or not.

However, these means of scaring away ordinary bur-
glars are not very effective. It is generally easy to check
whether anybody is at home or not, by making a personal
call pretending to be a salesman for instance. Furthermore,
some people leave the light on only in the hallways rather
than in the living rooms. This is a definite indication that
the house is empty, as nobody actually lives in the hall.
Leaving the light on in a downstairs room with the curtains
closed it is slightly more clever, but not enough so to deter a
professional intruder. Most individuals who use this ruse
to protect themselves are instead advised to leave the light
on in an upstairs bedroom, where an intruder cannot peer
in to check whether it is occupied or not.

It should also be mentioned that cutting the electrical
power and /or the telephone lines will effectively deter-
mine whether anybody is at home or not, as the owner is
certain to reveal himself if he really is at home. Further-
more, it will render useless most of the previously men-
tioned protective light systems, etc.

Therefore, some people instead use a recording of a bark-
ing dog, which is activated whenever a doorbell is
There is even a self-contained alarm system available that
will imitate the sound of a dog whenever somebody is
approaching the protected area and is detected electronically
by a passive infrared detector. These various dog imitation
systems can always be identified by the fact that you will
only hear the actual barking and no other naise such as the
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dog running around or jumping at the door.

On the other hand, real dogs are a very serious problem,
especially if they bark at strangers and generally appear
unfriendly. Guard dogs are not always dangerous, as they
are mainly kept as a psychological deterrent to frighten
intruders away rather than actually attacking them.
Terriers, for instance, make excellent guard dogs for this
reason. But whether the dog is really dangerous or not, its
bark will call unwanted attention to the scene, so dogs
should always be avoided, or at least silenced in some way,
if at all possible.

Certain large dogs, such as the Great Dane, the mastiff,
the Alsatian or German shepherd, the Doberman, and the
rottweiler, are sometimes trained not only to set off the
alarm, but also to defend the home against attack. Really
dangerous patrol dogs are not usually kept as domestic
watchdogs, however, as they are simply too dangerous
unless in the care of a professional dog handler Here, too, it
is important to avoid the dog by all possible means.

As a curiosity, it might be noted that in rural areas, geese
present a very real obstacle. Geese are highly territonal, and
not only do they honk furiously, they also often chase and
peck any intruder who does not retreat quickly enough.

Many apartment complexes employ audio entry sys-
tems. This is a means of access control in which a speaker
panel is located outside the premises near the front door.
The speaker is linked to a telephone handset or microphone
device that permits two-way speech. The device is fre-
quently used in conjunction with a digital code lock entry
symﬁathﬂatmtluhzildmgﬁﬂmeqmppadmma
telephone handset as well as a remote control that releases
the electrically operated door lock.

The audio entry system might also include an audio-
visual component. It will then function as the standard
audio entry system but with the addition of clesed circuit
television (CCTV).

It is, however, easy to circumvent an audio entry sys-
tem. Just call up anybody in the building and either say that
you have lost the code but a “friend” (who you know isa
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resident in the building and whose name you will mention)
‘asked you to go inside and take care of something in his
apartment, If this does not work, call up another one and
say that you will have to enter to deliver something (not the
mail, though, as the postman will have the correct code and
does not need to ask for it). If all else fails, you can always
say you want to come inside to deliver free samples of
something you believe is desirable to all of the tenants in
the complex. Of course, it might also suffice to wait for
somebody to arrive and then enter with him or her.

There are also certain popular ways to gain entrance o a
private home, during the preliminary reconnaissance of the
premises, for instance. Such methods are frequently used
by con men. The operative dresses up as an official, a sales-
man, or in any other suitable disguise. Then he approaches
the target.

He might claim to be from the electricity, gas, or water
board, for instance. The “electricity board representative”
can ask the owner of the house to stand by the fuse box and
turn the power on and off while he goes around the house
to "check the circuit.” The “gas board representative”
might ask the owner to walch the meter outside while he
“checks the appliances.” The “water board representative”
might ask the owner to turn the taps in the kitchen while he
“checks the flow” in the other parts of the house, such as
the bathrooms.

All of these disguises do carry the risk of the owner of
the apartment asking for an official identity card, first of all,
and then locking himself in his apartment while calling the
local office to ask them about you. You can sometimes
avoid this by having the telephone number of a colleague
printed on your (faked) identity card. However, this some-
times backfires, t0o, as the real government office will be
listed in the telephone directory.

In the early 1980s, a foreign operative who was working
under embassy cover in the former Soviet Union planned to
enter the dacha, or country villa, of a local party official. The
plan was to enter in order to plant electronic bugs in the
building. The party official himself was not very important,
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but his brother was a high-ranking member of the KGB, It
was assumed that one could pick up interesting gossip on the
accasions when the KGB brother visited the house.

In order to have a first look around, the operative
dressed up as an official. He made a personal call to the
family in order to make inquiries about the rating of the
house. Such inspections were fairly common there,
although less so when it came to influential party officials.

The brother of the KGB officer was unexpectedly coop-
erative, however, and during their conversation, the opera-
tive realized that the official had actually asked for a rating
to take place. The reason was that his dacha was not big
enough. Now he was overjoyed, as he expected the opera-
tive ta help him find a bigger one.

What was worse, it soon turned out that the real rating
official was expected to arrive later the same day. At this
point, the foreign operative hurriedly excused himself and
left. The operation was abandoned, and the official’s house
remained free of electronic bugs.

Despite these and other obvious risks, it is amazing how
easily most individuals are taken in by such simple tricks. It
is always worth a try, as long as an escape route is prepared
in advance.

The operative might also disguise himself as a sales-
man. Then he might offer a free estimate for carpets, fur-
niture, or anything else that will be so attractive in price
that it will enable him to enter the premises. A variant of
this theme, in rural areas only, is the itinerant antiques
buyer who wants to browse around the house looking for
interesting pieces to buy.

In rural areas, where open solid fuel fires are common,
the field operative can choose to disguise himself as a chim-
ney sweep. A common trick used to be left alone in the
house is to tell the owner to go out into the garden and
shout when he sees the brush coming out of the chimney.

It is a great advantage to know in advance of the exis-
tence and type of any alarm or locking device in the build-
ing. In some countries, notably the United States, many
cities and counties require a permit for installing an alarm
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system, Therefore, the relevant archive might be a good
source of information regarding the possible existence of
any such means of protection.

The plans for an alarm system will often be kept at the
security company that originally designed it. The installa-
tion codes and operator codes will also be kept there. If you
can gain entrance to this company’s office, you can take
advantage of this information.

Finally, it must be remembered that the local fire preven-
tion unit will have a say when a major alarm and lock sys-
tem is designed. This might mean that the fire station will
have a copy of the plans, including master keys in certain
cases. It might also mean that some exits will be left open,
or almost open, on purpose, regardless of the risk of an
intruder entering. The safety of the personnel working on
the premises is generally a higher priority than the ability
to keep intruders out. This is especially important in a
building where burglars are not expected to be interested in
the merchandise or machinery.

Vehicles are nowadays protected in many different
ways. In some cars, for instance, the standard locks will
have been replaced by new ones. Still, all too many people
frequently lose their car keys. For this reason, some cars
have a magnetic box containing a spare key that fits under
the car, If you find such a box, entry into the car is very easy,
of course. Just open the box and retrieve the key.
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