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Abstract
Laser microphone is a remote eavesdropping device that illuminates
a laser beam on a target object and reconstructs acoustic vibration
by analyzing reflected light. In 2022, Laser Meager Listener showed
the advantage of a laser microphone using a laser Doppler vibrom-
eter (LDV), but the need for a scientific-grade LDV increases the
attack cost and limits the flexibility. This paper addresses the issues
by using self-mixing interferometry (SMI), which can realize an
LDV with a single laser diode and simple electronics. Our proof-of-
concept SMI-based laser microphone is evaluated in an end-to-end
attack scenario considering an attacker eavesdropping sound from
a target object 3 meters away through a glass window. We evaluate
the intelligibility of sound measured from five target objects under
three propagation conditions, and the proposed method achieves
a performance comparable to the previous attack using scientific-
grade LDV. The proposed method can be extended to an invisible
attack using an infrared laser, and the attack cost can be further re-
duced with our open circuit designs. We finally discuss the physical
parameter that limits the attack distance.

CCS Concepts
• Security and privacy → Hardware attacks and countermea-
sures.
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1 Introduction
Voice and sound have been the crucial means of human commu-
nication. Acoustic eavesdropping has been a known threat and is
even more important today with the spread of teleconferencing

This work is licensed under a Creative Commons Attribution
International 4.0 License.

ASHES ’24, October 14–18, 2024, Salt Lake City, UT, USA
© 2024 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-1235-7/24/10
https://doi.org/10.1145/3689939.3695786

Eavesdropped sound Secret audio

VictimAttacker

Figure 1: Illustration of an attack scenario of laser micro-
phones. An attacker remotely measures the vibration of a
target object with a laser and steals the confidential audio

and voice assistants. Consequently, researchers are studying eaves-
dropping attacks exploiting acoustic, electromagnetic, and optical
side-channels [6, 12, 21, 24, 30, 46].

A laser microphone is a remote eavesdropping device that illumi-
nates a laser beam on a target object and obtains acoustic vibration
by analyzing reflected light. A laser microphone takes advantage
of a laser beam that can travel a longer distance and penetrate
transparent objects (e.g., a glass window) compared to acoustic
vibration in the air, as shown in Figure 1. Using invisible light, the
attacker can stealthily hear sound in a remote location. The tech-
nique has been known for many years but has not been openly
discussed in the research community until recently. Knowledge
was monopolized by military and intelligence agencies, raising con-
cern for possible abuse, for example, Government Communications
Headquarters (GCHQ) demanded journalists to discard classified
documents concerning laser microphones [42].

Addressing the issue, researchers began to openly study the feasi-
bility of eavesdropping attacks using laser microphones [26, 46]. In
2022, LaserMeager Listener [46] studied the feasibility of eavesdrop-
ping attacks using an instrument called the laser Doppler vibrom-
eter (LDV). When a laser beam emitted from an LDV is reflected
at a target object in motion, the frequency of the reflected light is
shifted by the Doppler effect. The LDV recovers the frequency shift,
which represents the target object’s vibration, from the reflected
light. Using an LDV, Laser Meager Listener [46] recovered sound
from environmental objects, such as a glass window and a cup.

The commercial LDVs are designed for scientific measurement
in a laboratory, and Laser Meager Listener [46] used one of such
scientific-grade LDVs for verifying the attack. However, the use of
such a scientific-grade instrument increases the attack costs and
reduces the attack flexibility. First, commercial LDVs are expen-
sive and controlled by export laws. Second, commercial LDVs use
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Figure 2: Block diagram of our SMI-LDV setup. A laser cur-
rent driver drives the anode-grounded laser diode. The pho-
tocurrent from the photodiode in the same laser diode pack-
age is converted to a voltage signal using a transimpedance
amplifier and finally captured by a PC.

low-power and visible lasers for manual aiming, and they are un-
configurable. Third, commercial LDVs are large and heavy, limiting
the attack scenario that requires portability.

Addressing the above limitations, this paper tackles the following
research questions. Can an attacker improvise a cheap and compact
LDV? If so, does the cheap LDV achieve a performance comparable
to that of commercial LDVs in eavesdropping attacks? Commercial
LDVs commonly use the principle called optical heterodyne detec-
tion (OHD), and building a cheap OHD-based LDV (OHD-LDV)
seems to be challenging because OHD requires expensive optical
components, such as beam splitter cubes, prisms, and a frequency
shifter precisely assembled on an optical base plate.

We approach the problem using an LDV with the difference
detection principle called self-mixing interferometry (SMI) [8, 9, 11,
26, 27, 41]. An SMI-based LDV (SMI-LDV) can be realized with a
single laser diode (LD) and simple electronics, as shown in Figure 2;
expensive and heavy optical components are unnecessary.

In an SMI-LDV, a LD inside the package emits a laser beam
toward a target object and receives reflected light containing the
Doppler shift, in the same way as an OHD-LDV. Then, the reflected
light is fed back to the LD package through the same optical path.
The emitting and reflected lights cause constructive and destructive
interference inside the LD package, demodulating the Doppler shift
as light intensity. The changes in the light intensity can bemeasured
using a photodiode (PD) typically present inside an LD package.

The electronics necessary for SMI-LDV are simple, as shown in
Figure 2: a power supply (a laser current driver) to drive the LD
and a transimpedance amplifier (TIA) to convert the photocurrent
from the PD into a voltage signal. SMI-LDV is also flexible. We can
easily increase the laser power through the current driver. Also, an
attacker can choose the color of light, including invisible infrared
light, by buying an appropriate LD from an online store.

1.1 Contributions
We study the feasibility of the cheap laser microphone attack by
building a cheap SMI-LDV and verifying the attack feasibility. This
paper includes the following key contributions.

Attack Feasibility and Capability Characterization (Sections 3 and
4). We build a proof-of-concept SMI-LDV setup from a single LD.

We verify the attack feasibility and then characterize the impacts
of (i) laser power, (ii) sound volume, and (iii) distance on the sound
quality.

End-to-End Evaluation (Section 5). SMI-LDV’s performance is
evaluated in an end-to-end attack scenario considering an attacker
eavesdropping sound from a target object 3 meters away through a
glass window. We examine five targets (a beverage can, a charger,
a smartphone case, an LCD panel, and a laptop) with three propa-
gation conditions (adjoining, same surface, and aerial). The audio
files recovered from our end-to-end experiment are available in the
repository1 The intelligibility and the word error rate after speech-
to-text conversion of the audio files are evaluated and compared
with those of the previous attack using OHD-LDV.

Attack Extensions, Limitations, and Mitigation (Section 6). The
feasibility of the stealthy attack is experimentally verified by replac-
ing an LD with another one emitting infrared light in our SMI-LDV.
Moreover, custom circuit boards are designed to reduce the attack
cost even further. We also discuss the physical parameter that limits
the attack distance and possible countermeasures that prevent or
mitigate the proposed attack.

2 Preliminary
We briefly summarize laser microphones and the other optical
eavesdropping attacks.

2.1 Laser Doppler Vibrometer (LDV) and Its
Application to Laser Microphone

An LDV remotely measures the vibration of a target object by
emitting a laser light toward a target object and measuring the
reflected light. When the emitted laser light hits a vibrating object,
the frequency (i.e., wavelength) of the reflected light shifts by the
Doppler effect. LDV extracts the frequency shift that represents the
vibration by comparing the emitted and reflected frequencies using
an interferometer.

Commercial LDVs commonly use OHD for demodulating the
frequency shift. The block diagram in Figure 3 explains the principle
of OHD. The original laser beam is split into the measuring and
reference beams with the beam splitter (BS1). The measuring beam
is aimed at the target object, and the reflected beam is directed
through another beam splitter (BS2). Meanwhile, the reference
beam passes through a prism and a frequency shifter (a Bragg cell).
When the two beams are recombined in yet another beam splitter
(BS3), they cause constructive and destructive interference, and the
intensity of the combined light represents the frequency difference
between the two beams. Finally, the light intensity is measured at
the photo detector. Commercial LDVs are designed for scientific
measurements and are used in laboratories to measure the vibration
of a target object remotely and precisely.

Since sound is a form of vibration, an LDV can be used as a
remote listening device, which has been studied for a long time
in nonsecurity contexts [18, 23]. More recently, Laser Meager Lis-
tener [46] rigorously studied the threat of an acoustic eavesdropping
attack by capturing the vibrations of environmental objects (e.g.,
paper cup) using one of a scientific-grade OHD-LDV.
1https://osf.io/74cbv/
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Figure 3: Block diagram of an LDV using optical heterodyne
detection (OHD). The original laser beam is split into the
measuring and reference beams with the beam splitter BS1.
The measuring and reference beams go through the different
optical paths and recombined at the beam splitter BS3. The
optical interference between the two beams is measured at
the photo detector.

Figure 4: Commercial OHD-LDV (left) and our SMI-LDV
setup (right).

Although Laser Meager Listener pioneered the application of
LDV as an eavesdropping device, the commercial OHD-LDV applies
several restrictions to the attack.

Availability: Commercial LDVs typically costmore than $20,000 2
and are only available to well-funded attackers. Moreover,
they are controlled by export laws in many countries.

Stealthiness: Commercial LDVs use visible lasers because a
human operator manually aims a laser beam, and the visibil-
ity, i.e., laser wavelengths, is unconfigurable. This limits the
stealthiness of the attack because a victim can see the laser
spot on a target object3.

Laser Power: For the same reason as described above, com-
mercial LDVs use a low-power laser considering eye safety.
As we will see laser, a higher laser power is necessary for a
long-range attack, but such a high-power LDV is unavailable.

Portability: Commercial LDVs are large and heavy because
they are designed for a static use case in a laboratory. The sys-
tem in Figure 3 is realized with discrete optical components
assembled on an optical base plate. For example, our OHD-
LDV used as a baseline in this paper is 450×360×150 mm
and 11.4 kg (see Figure. 4) because laboratory instruments
prioritize accuracy over portability. This is in contrast to the
eavesdropping scenario in which stealthiness is the priority.

2Commercial LDVs do not usually disclose the catalog prices, and they are available
only upon quotation.
3Some commercial LDVs use an IR laser for its advantage in measuring dark and rough
surfaces, but they still use a coaxial visible laser for aiming.

2.2 Laser Microphones by Triangulation
In addition to LDVs, a laser microphone can be realized with trian-
gulation. In this method, an attacker emits a laser beam toward a
target object from an angle and receives the reflected light beam.
The position of the reflected laser beam represents the displacement
of the target object. We can measure the position of the reflected
beam with a linear image sensor or its approximation, such as a
photodetector with a pinhole filter.

The triangulation method can be inexpensive compared to LDV
because it does not involve interferometry. However, as a drawback,
the transmitter and receiver must be placed at a right angle, and
attack is possible only when such a location is available. Further-
more, this method has a fundamental limitation in a long-range
attack. The laser spot in the receiver should be small to distinguish
positions, and the method becomes impossible when the diameter
of the beam inevitably diverges over a distance. Therefore, this
paper follows the LDV-based approach.

2.3 Optical Eavesdropping Attacks
Another approach to an optical eavesdropping attack involves cap-
turing a scene using image sensors. In particular, the visual mi-
crophone reconstructs sound by measuring vibrating tiny objects
(e.g., foil, tissue) using a high-speed camera [7]. As a drawback,
however, the visual microphone requires an expensive high-speed
camera, and its recording time is usually limited by the size of
an on-camera RAM. Side Eye addresses the issue by exploiting
the rolling-shutter effect [25], enabling a camera-based acoustic
eavesdropping attack using smartphone cameras. The other papers
pursued eavesdropping attacks assuming light-emitting target ob-
jects instead of actively injecting a laser. Lamphone [29] listens to
sound by measuring the light emitted from a light bulb vibrated
by environmental sound. The Little Seal Bug in 2023 [30] extends
Lamphone by considering light reflected on lightweight reflective
objects, such as an empty beverage can. These attacks can be con-
ducted without a laser setup, but an appropriate light source is
necessary in the target room as an additional requirement. More-
over, the attack distance is fundamentally limited by the nature of
the incoherent, diffused light source.

3 Proposed Method
3.1 Threat Model
Our threat model follows the previous LDV-based attack, i.e., Laser
Meager Listener [46]. The attacker’s goal is to eavesdrop on sound
in an acoustically isolated location, as illustrated in Figure. 1. The
attacker achieves this by measuring the vibration of a reflective
target object, induced by a sound source, using an LDV.

To use an LDV, the attacker needs a line of sight towards the
target object. The attack is possible as far as the laser light can travel,
potentially across transparent obstacles, such as a glass window.
The attacker uses the same line of sight to aim the laser spot at
the target object while watching the scene with a telescope. The
attacker optionally uses an infrared camera to aim an invisible IR
laser. The attacker has no control over the target room, and the
attacker cannot put a reflective sticker. For effective eavesdropping
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Figure 5: Block diagram for LDV using self-mixing interfer-
ometry (SMI). The reflected laser light is fed back to the LD
package. A built-in PD meansures constructive and destruc-
tive interference happens within the diode package.

attacks, the attacker optionally assumes that a highly reflective and
lightweight (natural) object is present in the room.

A typical attack scenario occurs in an office environment with
a glass window in which a person or a laptop speaker generates
sound with confidential information. The attacker is present in the
next room/building separated by a glass window and uses the line
of sight to aim the laser toward a reflective target object, such as a
beverage can and a metallic backplate of a laptop computer.

3.2 Self-Mixing Interferometer for Acustic
Eavesdropping

SMI is a simple interferometer using a single LD [8, 9, 11, 26, 27,
41]. The principle of SMI has been studied since the 1980s [22],
and has several sensing applications, including displacement [31],
velocity [36], distance [32], and vibration [27]. SMI is based on
optical interference between the light emitting and reflected within
the laser cavity inside the LD package, as illustrated in Figure 5.

An LD package commonly has an LD and an integrated PD; the
PD continuously monitors the light emission from the LD so that
an external controller can stabilize the laser power with feedback
control. In an SMI-LDV, a laser beam from the LD is aimed at a
target object, and the reflected light containing the Doppler shift
is fed back to the same LD package. Inside the LD package, the
emitting and reflected light causes constructive and destructive
interference, and the frequency difference is converted to the light
intensity. This principle is called self-mixing. Finally, the built-in
PD generates a photocurrent that represents the light intensity.

With SMI-LDV, interferometric detection of the doppler shift
is achieved by a single LD only, which is in contrast to OHD in
Figure 3. The electronics necessary are also simple: a laser current
driver to drive the LD and a TIA to convert the photocurrent to a
voltage signal. As a result, our eavesdropping attack using SMI-LDV
addresses the problems in the previous OHD-LDV-based attack [46]
as follows.

Availability: An attacker can improvise its own SMI-LDV us-
ing off-the-shelf electronic components purchased from on-
line resellers. SMI-LDV is also inexpensive. Our setup in
Figure 4-(right) reduces the attack cost by an order of magni-
tude, despite the use of the off-the-shelf laser current driver

and TIA. Further cost reduction is possible by replacing them
with custom circuit boards, as we will discuss in Section 6.2.

Stealthiness: An LD has standard packages and is easily re-
placeable. The LDs with different wavelengths are available
in the market, including an invisible infrared LD. By choos-
ing a laser with the desired wavelength, the attacker can
improve stealthiness with invisible light or penetrate cer-
tain obstacles with selective transmittance, such as colored
glasses. Sincewe conduct our experiments with a visible laser
for safety requirements, we separately verify the feasibility
with an infrared laser in Section 6.1.

Laser Power: An attacker can easily improve the laser power
by increasing the driving current. For example, our green
LD (Osram PLT5 520B, available for less than $50) can emit
up to 110 mW of laser power, which is in contrast to our
OHD-LDV (Polytec NLV-2500) limited to less than 1 mW.

Portability: SMI-LDV is smaller, as compared in Figure 4. The
off-the-shelf laser driver occupies the most space, and it can
be smaller with a custom circuit board (see Section 6.2).

4 Attack Feasibility and Characterization
This section verifies the feasibility of eavesdropping attack using an
SMI-LDV, followed by the characterization of physical parameters
that impact the attacker capability.

4.1 Attack Feasibility
Setup. We build our SMI-LDV by following the diagram in Fig-

ure 2. The picture in Figure 6 shows the optical part of the setup.
The laser source is a 520nm green LD (Osram PLT5 520B) mounted
on a socket (Thorlabs SR9). With 40 mA of driving current, the LD
emits 2.5 mW of optical power (measured with a Thorlabs PM100D
laser power meter). We use a C-mount camera lens (Raspberry Pi
SC0123) as the focusing optics. The diode and lens are assembled in
the optical cage system (Thorlabs CP1LM56/M and CP13/M). The
laser socket and the laser current driver have standard DB9 connec-
tors. We design a custom plug-in adapter in Figure 10 to intercept
the PD terminal. The PD terminal is accessible through an SMA
connector, which is connected to a TIA (Thorlabs AMP102). The PD
is biased with 6.6 V. The photocurrent from the PD is converted to a
voltage signal with the TIA. In this feasibility experiment, we mea-
sured the voltage signal using a spectrum analyzer (SignalHound
SA44B) configured with 100kHz resolution and video bandwidths.

Procedure. We verify the feasibility by measuring a vibration
speaker4 with a reflective tape, as shown in Figure 6. The vibration
speaker is driven by a 5 𝑉𝑝𝑝 linear chirp signal from a function
generator (Rigol DG1022Z) that sweeps 0.1–20 kHz in 20 seconds.
The sound level emitted is 60 dB (measured with a Rion NL-06
noise meter) placed 0.5 meters away from the speaker. The distance
between the speaker and the LDV is 0.5 meters.

Results. Figure 7 shows the spectrogram captured in the spec-
trum analyzer, where the vertical and horizontal axes are time and
frequency, respectively. The spectrogram shows a straight line rep-
resenting the chirp emitted from the speaker. This result verifies
that our simple LDV setup successfully captures the vibration.
4https://amzn.asia/d/0VkWlXJ
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SMI-LDV Speaker

Figure 6: Setup for the SMI-LDV feasibility and character-
ization experiments. The laser beam from the SMI-LDV is
aimed at the reflective tape on the target vibration speaker.
The reflected beam comes back to the SMI-LDV on the same
optical path.

Figure 7: Spectrogram from our SMI-LDV setup aimed at
the vibration speaker. The straight line represents the sound
from the speaker, the chirp signal swept between 0.1–20 kHz
in 20 seconds.

4.2 Attacker Capability Characterization
By following the basic verification in the previous section, we char-
acterize the attacker’s capability by repeating the experiments with
different physical parameters and evaluating the signal-to-noise
ratio (SNR) and the intelligibility of the captured audio.

Setup. We first describe the baseline parameters. The target is the
same vibration speaker with a reflective tape. We use the same SMI-
LDV in Section 4.1, wherein PD is biased with 6.6 V. For comparison,
we make the same measurement using an off-the-shelf OHD-LDV
(Polytec NLV-2500), shown in Figure 4. The sensitivity of OHD-
LDV is set to 10mm/s/V. The distance between the LDVs and the
speaker is 0.5 meters. The setup is contained in a laser enclosure
unless otherwise noted.

Signal-to-Noise Ratio (SNR) Evaluation. We evaluate SNR by play-
ing a tone signal from the speaker. The frequency is 940 Hz, which
is the most efficient within the frequency range of human voice
(0.1–2 kHz) found in the previous experiment. The peak-to-peak
voltage driving the speaker is 5V. We measure the TIA output with
the spectrum analyzer (see Section 4.1) and obtain the peak-to-
peak output voltages with and without the tone, namely𝑉signal and

𝑉noise. Then, SNR is obtained as SNR = 10 · log10
𝑉signal
𝑉noise

Word Error Rate (WER) Evaluation. We also evaluate WER by
playing natural spoken language. Following the previous work [46],
we use the sound source from the Audio Quality Testing Stimuli [16,
33] based on the Harvard Sentence [1]. We use two audio sources
from [33]: (i) "Four hours of steady work faced us." spoken by a
male voice and (ii) "The birch canoe slid on the smooth planks."
spoken by a female voice. In this section, the LDV measures the
vibration speaker while playing the female voice.

The voltage signal from the TIA is converted to an audio file
with the setup in Figure 2. We first amplify the voltage signal
with a preamplifier (Stanford Research SR560) configured with
×200 amplification gain and 0.03–10 kHz band-pass filtering. The
preamplifier output is captured with an audio interface (Focusrite
Scarlett 2i2) and recording software (Audacity). We finally apply
basic noise reduction using Audacity.

The recorded audio is converted to text using the speech-to-
text functionality of the messaging application (Slack). When an
output of the speech-to-text includes𝑊𝑐 correct words,𝑊𝑖 inserted
words,𝑊𝑟 wrong words, and𝑊𝑑 deleted words, the WER is given
by WER =

𝑊𝑖+𝑊𝑟+𝑊𝑑

𝑊𝑐
.

4.2.1 Laser Power. We first evaluate the impact of laser power by
changing it from 1 to 30 mW. Table 1 summarizes SNR and WER
for each laser power. The OHD-LDV achieves 16.14 dB of SNR at its
fixed laser power of 1 mW, which is better than our SMI-LDV with
the same laser power. However, the SMI-LDV’s SNR improves as we
increase the laser power, and it exceeds that of OHD-LDV beyond
10 mW. As a result, SMI-LDV can be better than the commercial
OHD-LDV in SNR by compensating for the low SNR with more
laser power. We note that the laser power of 10 mW is conservative
because the LD tolerates up to 110 mW.

4.2.2 Sound Volume. We then assess the impact of the target speaker’s
sound volume by changing it between 40–70 dB measured with
the noise meter placed 1 meter away from the speaker. The laser
power in SMI-LDV is 30 mW. Table 2 summarizes the SNR and
WER results for each sound volume.

We obtain a higher SNRwith a louder sound. The result is natural
because a louder sound volume means a large displacement on the
target object, which results in a larger frequency shift. The results
are aligned with the previous work [30, 46]. The SMI-LDV and
OHD-LDV behave similarly to different sound volumes. WER is
robust against the changes in sound volume.

4.2.3 Distance. We evaluate the impact of the distance by changing
the LDV-to-target distance between 2–10 meters. The volume of
the audio source is 70 dB. This experiment is conducted outside the
laser enclosure, and 10 meters is the maximum length available in
our laboratory environment. To meet the laser safety requirement
for open-air laser emission, we limit the laser power to 5 mW (cf.
30 mW), which is the power of commercial laser pointers [34].

The experimental results summarized in Table 3 show that the
distance has a minor impact on the SNR in the examined range of
2–10 meters, and SMI has 0% WER up to 10 meters.
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Table 1: SNR and WER with various laser power. The laser
power of SMI-LDV is changed from 1 to 30 mW. The laser
power of the commercial OHD-LDV is fixed to 1 mW.

LDV Type Laser Power SNR WER

SMI 1 mW 9.607 dB 0%
SMI 5 mW 13.37 dB 0%
SMI 10 mW 16.26 dB 0%
SMI 15 mW 17.24 dB 0%
SMI 20 mW 17.24 dB 0%
SMI 25 mW 17.32 dB 0%
SMI 30 mW 17.32 dB 0%

OHD 1 mW 16.14 dB 0%

Table 2: SNR and WER with various sound volume at the
target vibration speaker. The sound volume in dB ismeasured
with a noise meter at 1 meter away.

LDV Type Sound Volume SNR WER

SMI 40 dB 15.12 dB 0%
SMI 50 dB 16.96 dB 0%
SMI 60 dB 17.31 dB 0%
SMI 70 dB 17.87 dB 0%

OHD 40 dB 14.15 dB 0%
OHD 50 dB 15.76 dB 0%
OHD 60 dB 16.08 dB 0%
OHD 70 dB 16.16 dB 0%

Table 3: SNR and WER for different LDV-to-target distances
between 2–10meters.The laser power of the SMI-LDV is fixed
to 5 mW.

LDV Type Distance SNR WER

SMI 2 m 15.19 dB 0.0%
SMI 4 m 14.82 dB 0.0%
SMI 6 m 14.79 dB 0.0%
SMI 8 m 14.58 dB 0.0%
SMI 10 m 14.79 dB 0.0%

OHD 2 m 16.00 dB 0.0%
OHD 4 m 16.03 dB 0.0%
OHD 6 m 16.02 dB 0.0%
OHD 8 m 16.02 dB 0.0%
OHD 10 m 16.02 dB 0.0%

5 End-to-End Evaluation
Based on the feasibility and attacker capability verified in the pre-
vious experiments, we perform an end-to-end evaluation following
the attack scenario in the previous work [46].

5.1 Experimental Setup
Figure 8 shows the setup representing an attack scenario in which
an attacker measures the target object near the audio source across

LDV

Glass
window

Target

1 m

0.5 m

Audio
source

3 m
0.7 m

Figure 8: SMI-LDV setup for the end-to-end evaluation. A
target object is placed 3m away from the SMI-LDV with a
glass windows in between. We examine three propagation
conditions, and the figure shows the Same Surface case.

a glass window. The LDV, the target object, and the audio source
are placed on tables at the same height. The distance between the
LDV and the target object is 3 meters, which is classified as far in
the previous work [46]. There is a glass between the LDV and the
target.

We use the same SMI-LDV setup as in the previous section,
except for the focusing optics replaced with a single lens (Thorlabs
C240TMD-A) optimized for the target distance. The laser power is
limited to 5 mW [34] for open-space laser emission.

The audio source is a speaker [40] driven by an audio amplifier
(ELEGIANT F900). The speaker plays the male and female voices
described in section 4.2 The volume of sound measured with the
noise meter placed 1 meter away is 60 dB, which is a normal range
for human conversations [45]. The experiments are carried out in
a normal office with an environmental noise level of 45 dB.

We examine the five objects with reflective surfaces in Figure 9:
(1) an empty beverage can, (2) a charger, (3) a smartphone case,
(4) an display panel of laptop, and (5) a back panel of laptop5. The
following three conditions are considered regarding the connection
between the speaker and the target object.

Adjoining: The sound source and the target object have phys-
ical contact. An example includes the chassis of a laptop
generating sound from its speakers. We evaluate this condi-
tion by placing a vibration speaker on the target object.

Same Surface: The sound source and the target object do not
have physical contact but are placed on the same surface.
An example is a target object and a loudspeaker placed on
the same desk. The speaker and target object are 0.5 meters
away from each other.

Aerial: The sound source and the target object are isolated and
connected only through the air. This is the most challenging
setting for an attacker. The speaker and target object are 0.5
meters away from each other.

In addition to WER (see Section 4.2), we also evaluate the intelli-
gibility score with Taal et al.’s method [39] using its open-source
implementation [28]. The intelligibility score has a value between 0

5From the targets evaluated in Laser Meager Listener [46], we exclude less reflective
objects, such as a paper cup. The attack success rate with these objects was already
low in the previous work; it was only 65.4% even with an OHD-LDV, a large sound
volume (over 70 dB), and on the same surface. We focus on objects with a reflective
surface as a viable target to assess the differences between SMI-LDV and OHD-LDV.
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Figure 9: The target objects: (1) an empty beverage can, (2) a
charger, (3) a smartphone case, (4) a display panel of a laptop,
and (5) a back panel of a laptop.

and 1, and most people successfully recognize 90% of the words [39]
with the score > 0.7.

5.2 Results
The recorded audio files are available from the online storage6
Figure 14 shows the frequency spectrogram obtained from the
laptop back panel with the male voice, which clearly shows the
patterns correlated with the original audio. Table 4 summarizes the
intelligibility and WER. The table highlights the good values: the
intelligibility scores > 0.7 and the WER with ≤2 wrong words.

Adjoining. We first compare the OHD-LDV and SMI-LDV under
the adjoining condition. Intelligibility scores are high in most cases,
and the number of wrong words is below 2 in all cases with both
the OHD-LDV and the SMI-LDV. The beverage can is the excep-
tional case having >0% WER with the SMI-LDV. The difficulty in
measuring the beverage can is aligned between the different LDVs
and the different conditions.

Same Surface. Although the sound recovery becomes more chal-
lenging with the Same Surface condition, both the SMI-LDV and
the OHD-LDV achieve high intelligibility scores and lowWER. The
difference between target objects becomes clear under this con-
dition, and the smartphone case, the charger, and the laptop are
particularly efficient, achieving > 0.7 intelligibility score and 0%
WER with the SMI-LDV and with the male voice.

Aerial. Aerial is the most challenging condition and the intelli-
gibility score is less than 0.7 in most cases in both SMI-LDV and
OHD-LDV, as shown in Table 4. The intelligibility scores with SMI-
LDV are generally lower, making critical differences in WER. For
a laptop with a female voice, for example, the OHD-LDV and the
SMI-LDV have 25.0% and 100.0% of WER, respectively. Meanwhile,
SMI-LDV achieves a comparable result in a particular condition,
e.g., 28.6% WER in the case with the laptop and the male voice.

Comparison. Table 5 compares the results with previous work,
namely Laser Meager Listener [46] and Little Seal Bug [30]. Com-
paredwith LaserMeager Listener, our experiments obtained a better
WER both in the Same Surface and in the Aerial conditions. This is
6https://osf.io/74cbv/

because Laser Meager Listener targeted less reflective objects such
as a styrofoam cup; the reflective targets in Figure 9 are selected
because of those previous results. The results with the OHD-LDV
in Table 4 represent those of Laser Meager Listener against the
reflective objects. Although OHD-LDV always gets better results,
SMI-LDV achieves comparable performance as discussed above.

Compared with Little Seal Bug, the proposed method achieves a
higher intelligibility score and a lower WER in the Aerial condition
even with a more challenging condition, i.e., a longer distance and
a lower sound volume. This is attributed to the directivity of a laser
beam compared to diffused light in Little Seal Bug. Moreover, the
proposed method does not require a light source near the target, as
we discussed in Section 2.3.

6 Discussion
6.1 Invisible Attack
Section 4 and Section 5 verify the proposed method using a visible
green laser due to safety requirements regarding the open-air laser
emission. This section verifies the feasibility of a stealthy attack
using an infrared laser invisible to human eyes.

Setup. We repeat the feasibility experiment in Section 4.2.1 by
replacing the light source with an invisible 940nm infrared LD
(Rohm Semiconductor, RLD94-PZJ5). We examine the laser power 1,
5, and 10 mW. This experiment is conducted inside a laser enclosure.

Results. Table 6 summarizes the SNR and WER with 1, 5, and 10
mW of laser power. For comparison, the table also shows the ones
with the green laser under the same conditions. The table shows
that the infrared laser always achieves better performance both in
SNR and WER. The results verify that the proposed method can be
extended to an invisible attack by simply replacing an LD.

6.2 Attack Cost Reduction
Although our setup in Figure 4-(right) reduces the attack cost by an
order of magnitude from commercial OHD-LDVs, the setup can be
even cheaper and smaller. We verify the feasibility of the proposed
method with an inexpensive setup by replacing the off-the-shelf
components with our open circuit design. The schematic of the
circuit we designed is described in the appendix A.

Experimental Evaluation. Figure 12 in appendix A shows our
cheap setup using the custom-made laser current driver and the
TIA discussed above. We verify the feasibility of the attack using
this cheap setup by repeating the end-to-end evaluation in Section 5
targeting the laptop in the adjoining condition. Table 7 compares
the intelligibility and WER values between the original and cheap
setup. The results show the feasibility of retrieving intelligible
sound from the target using the cheap setup. The sound quality is
degraded from the previous setup; our cheap setup is intended for
a proof-of-concept, and it can be improved in many ways.

6.3 Attack Distance and its Limitation
We discuss the physical parameters that limit the attack distance.
While the transmitted laser beam travels through the air efficiently,
the condition of the reflected light is determined by the target’s
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Table 4: Intelligibility and WER in the end-to-end evaluation. The table highlights (i) intelligibility > 0.7 with which most
people successfully recognize 90% of the words [39] and (ii) WER values with up to 2 wrong words.

Medium Target Voice Intelligibility WER

OHD SMI OHD SMI

Adjoining Smartphone Case Female 0.8831 0.7459 0.0% 0.0%
Adjoining Smartphone Case Male 0.8334 0.7069 0.0% 0.0%
Adjoining Charger Female 0.9390 0.8214 0.0% 0.0%
Adjoining Charger Male 0.9142 0.8599 0.0% 0.0%
Adjoining Laptop Female 0.8802 0.8147 0.0% 0.0%
Adjoining Laptop Male 0.8452 0.7167 0.0% 0.0%
Adjoining LCD Panel Female 0.8698 0.7830 0.0% 0.0%
Adjoining LCD Panel Male 0.8373 0.7767 0.0% 0.0%
Adjoining Beverage Can Female 0.7101 0.6600 0.0% 25.0%
Adjoining Beverage Can Male 0.7204 0.5619 0.0% 14.3%

Same Surface Smartphone Case Female 0.7554 0.7026 0.0% 12.5%
Same Surface Smartphone Case Male 0.7100 0.7073 0.0% 0.0%
Same Surface Charger Female 0.7600 0.7183 0.0% 0.0%
Same Surface Charger Male 0.7004 0.7102 0.0% 0.0%
Same Surface Laptop Female 0.7068 0.7092 0.0% 25.0%
Same Surface Laptop Male 0.7191 0.7035 0.0% 0.0%
Same Surface LCD Panel Female 0.7010 0.6184 12.5% 37.5%
Same Surface LCD Panel Male 0.7064 0.5390 0.0% 28.6%
Same Surface Beverage Can Female 0.6305 0.2370 75.0% 100.0%
Same Surface Beverage Can Male 0.5857 0.2443 100.0% 100.0%

Aerial Smartphone Case Female 0.5484 0.3725 92.3% 100.0%
Aerial Smartphone Case Male 0.5917 0.3336 100.0% 100.0%
Aerial Charger Female 0.3686 0.3035 100.0% 100.0%
Aerial Charger Male 0.6065 0.3739 28.6% 100.0%
Aerial Laptop Female 0.6941 0.5312 25.0% 100.0%
Aerial Laptop Male 0.6061 0.5812 28.6% 28.6%
Aerial LCD Panel Female 0.3009 0.2884 100.0% 100.0%
Aerial LCD Panel Male 0.3128 0.3125 100.0% 100.0%
Aerial Beverage Can Female 0.5450 0.3829 100.0% 100.0%
Aerial Beverage Can Male 0.3855 0.3196 100.0% 100.0%

Table 5: Comparison with Laser Meager Listener [46] and Little Seal Bug [30].

Ref. Reflective
Target? Medium Distance† Sound

Volume
Intelligibility

(Max.)
WER
(Min.)

Little Seal Bug [30] (Table. I) Yes Same Surface (2.5, 0.05) 95 dB 0.79 –
Laser Meager Listener [46] (Table. 1) No Same Surface (3.0, 0.5) 60 dB – 100%
Laser Meager Listener [46] (Table. 1) No Same Surface (3.0, 0.5) > 70 dB – 34.6%

Ours Yes Same Surface (3.0, 0.5) 60 dB 0.72 0.00%

Little Seal Bug [30] (Table. IV) Yes Aerial (2.5, 0.25) 75 dB 0.46 –
Laser Meager Listener [46] (Table. 1) No Aerial (3.0, 0.5) 60 dB – 92.6%
Laser Meager Listener [46] (Table. 1) No Aerial (3.0, 0.5) > 70 dB – 82.8%

Ours Yes Aerial (3.0, 0.5) 60 dB 0.58 28.6%
†The tuple represents the LDV-to-target and the target-to-speaker distances in meters, respectively.

surface and is uncontrollable, which limits the attack distance in
both the SMI-LDV and OHD-LDV.

When the transmitted laser hits a smooth and flat surface, it
makes specular reflection, and the reflected light travels efficiently
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Table 6: SNR and WER results using the invisible, infrared
laser with 1, 5, 10 mW laser power. The results with the visi-
ble, green laser Section 4.2.1 are also shown for comparison.

Laser Type Laser Power SNR WER

Infrared (940 nm) 1 mW 14.33 dB 0%
Infrared (940 nm) 5 mW 14.70 dB 0%
Infrared (940 nm) 10 mW 15.25 dB 0%

Green (520 nm) 1 mW 8.32 dB 0%
Green (520 nm) 5 mW 12.67 dB 0%
Green (520 nm) 10 mW 13.55 dB 0%

as a laser beam. In this case, the distance has a low impact on sound
quality, as we saw in our distance experiment (Section 4.2) wherein
the target (a reflective tape, as shown in Figure 6) makes efficient
specular reflection. The charger, the smartphone case, and the lap-
top have smooth and flat surfaces that make specular reflection,
and they are relatively easy targets as shown in Table 4. Meanwhile,
the LCD panel is more difficult because it has a rough surface that
randomly reflects the incoming laser light. The resulting reflected
light quickly diffuses over a distance and limits the attack distance.
While the beverage can has a smooth surface, the curved surface
makes a divergent reflected beam, resulting in lower intelligibility
scores and higher WER. As a result, the attack distance heavily
depends on the target surface condition, and a target objective that
makes an efficient specular reflection is ideal for the attacker.

6.4 Countermeasures
Conventional countermeasures against laser microphones are still
effective against SMI-LDV-based eavesdropping attacks. As dis-
cussed in the previous section, avoiding reflective objects is a com-
mon defense strategy. Choosing objects with less reflective surfaces
is an effective administrative control. Also, we can cover a highly
reflective part of the target with less reflective material, e.g., putting
a sticker on the logo on the laptop (see Figure 9).

Blocking the line of sight between the attacker and the target
object is another important defense strategy. Attacks are no longer
possible when secret conversation takes place in a room without a
glass window. As suggested by the authors of Little Seal Bug [30],
blocking the line of sight with opaque obstacles, such as curtains
and window shades will make the attack harder or impossible. As
a variant, putting an IR filter on a window will prevent the stealthy
attack without losing the window’s ability to get sunlight.

7 Related Works
7.1 Non-Optical Eavesdropping Attacks

Electromagnetic Eavesdropping. Electromagnetic side-channel
has been exploited for eavesdropping attacks, i.e., TEMPEST. Re-
searchers used this method to steal images from computer moni-
tors [2, 3, 15, 20, 35] and keystrokes from keyboards [43]. Nonstop
is another electromagnetic eavesdropping attack that injects radio
wave toward the target object, and recovers secret information
by analyzing the modulated reflected wave [3, 44]. This approach
is similar to laser microphones in actively emitting signals. More

recently, Choi et al. showed that an attacker can eavesdrop on
sound by exploiting electromagnetic emission from system-on-
chip (SoC) [6]. Meanwhile, MagEar eavesdrops sound by exploit-
ing the electromagnetic field caused by the vibrating headphone
diaphragm [24], and Chen et al. proposed the acoustic eavesdrop-
ping attack exploiting electromagnetic leakage from audio ampli-
fiers [13].

Oversensing. There is a line of local eavesdropping attacks using
a malware installed in a target device. The access to the microphone
requires special permissions [45], and there is a line of research
works for eavesdropping sound by using the other sensors available
with lower privileges. For example, gyroscopes and accelerometers
can be used as a listening device [4, 14]. Similarly, an embedded
vibration sensor within a hard disk drive can work as a micro-
phone [21].

7.2 Laser-Based Integrity Attacks
Besides eavesdropping, lasers have been used to attack the integrity
of target devices. A laser injected on a semiconductor chip gener-
ates a photocurrent in the integrated circuit, which changes the
circuit behavior that results in transient errors. Since Skorobogatov
and Anderson first exploited this phenomenon to attack cryptog-
raphy implemented on smartcards and microcontrollers [37], the
resistance against such laser injection attacks has been studied in
the field of secure implementation of cryptography [10, 19].

In addition, lasers have been used to inject false measurements
into sensor systems. LiDARs used in autonomous vehicles mea-
sure the 3D point cloud of the scene by emitting laser pulses and
measuring their echoes They are susceptible to laser injection at-
tacks [5, 17]. Moreover, the energy delivered through a laser beam
can interfere with non-optical sensors, e.g., fake signals injected
into microphones [38].

8 Conclusion and Future Works
This paper studied the eavesdropping attack using an inexpensive
single-diode vibrometer based on self-mixing interferometry. Our
proof-of-concept setup successfully recovered intelligible audio
from different target objects under different propagation conditions.
The proposed method enables flexibility in choosing laser power
and wavelength, including the infrared laser for invisible attacks,
which is in contrast to commercial laser vibrometers using visible
lasers for human operations. The attack becomes less expensive and
more portable with our open circuit designs. Finally, we discussed
the countermeasures and mitigations against the presented attack.

There are several directions for future research. In particular, we
used only simple signal processing (filtering and noise reduction)
and applied an existing speech-to-text service to recover the spoken
phrase; this part has room for further improvements with advanced
machine-learning techniques.

Laser Safety. All of our laser experiments were conducted in
closed controlled environments by trained personnel.
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Table 7: Intelligibility and WER in the end-to-end evaluation using the cheap setup in Figure 12.

Medium Target Voice Intelligibility WER

OHD SMI Cheap OHD SMI Cheap

Adjoining Laptop Female 0.8802 0.8147 0.7348 0.00% 0.00% 37.50%
Adjoining Laptop Male 0.8452 0.7167 0.6595 0.00% 0.00% 14.30%
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Figure 10: Schematic diagram of an adapter board for inter-
facing the standard DB9 connector from the laser current
driver to a transimpedance amplifier (TIA).

A Cheap Setup
This appendix describes the details of the cheap setup evaluated
in Section 6.2. Figure 12 shows the picture of the entire setup com-
prising three pieces of custom-made PCBs. The black PCB in the
middle is a simple interface board for the D-sub-9 connector from
the laser diode, as shown in Figure 10. The two green PCBs are
the cheap laser driver and TIA. The entire setup works with three
standard 9V batteries.

Laser Current Driver. The off-the-shelf laser current driver (Thor-
labs LDC202C, ∼$1,000) is the most expensive building block in
the previous setup and occupies the largest space (see Figure 4-
(right)). The laser current driver is no more than a power supply
and can be replaced with a simple circuit in Figure 13. The essential
components are the linear voltage regulators operated as a stable
current supply with feedback control, and the amount of current
can be configured through the resistors (R1, R2, U10, and U11 in
Figure 11). The module costs $40 for 5 pieces in a popular PCBA
service, including fabrication, assembly, and components.

Transimpedance Amplifier. The off-the-shelf TIA (Thorlabs AMP102,
∼$500) is the second most expensive building block and can be re-
placed with an op-amp circuit in Figure 11. The design follows the
regular current-to-voltage converter using a popular and cheap
op-amp (Texas Instruments TL082) with a feedback resistor. We
can configure the transimpedance gain and the voltage bias applied
to the PD by changing the resistor values. The costs are similar to
the current driver board, i.e., $40 for 5 pieces.

Input

Bias Adjustment

Output

Figure 11: Schematic diagram of the TIA for the cheap attack
setup.

TIA
Laser
Driver

SMI-LDV

Figure 12: Cheap SMI-LDV setup. The two green PCB boards
are the laser driver (Figure 13) and the TIA (Figure 11). They
can be operated with three standard 9V batteries.

B Specrtogram of the audio
Figure 14 shows the spectrogram of the acoustic waveform mea-
sured during the end-to-end evaluation (see Section 5) from the
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Output

Power for
Cathode
Ground

Power for
Anode
Ground

Figure 13: Schematic diagram of the laser current driver for
the cheap attack setup.

laptop back panel in Figure 9. Figure 14-(a) is the original audio,
and Figures 14-(b)–(d) are the audio measured with the SMI-LDV in
the adjoining, same surface, and the aerial conditions, respectively.

 

34



Acoustic Eavesdropping Attack
Using Self-Mixing Laser Interferometer ASHES ’24, October 14–18, 2024, Salt Lake City, UT, USA

(a) Original audio
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Figure 14: Specrtogram of the audio measured from a laptop back panel (see Figure 9) in the end-to-end evaluation. (a) Original
audio. (b)–(d) Recovered audio measured with the SMI-LDV in the different coupling conditions.
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