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CCLOTRCLLER GENTRAL OF THE UIIITED STATES

WASHINGTON, D.C. 20348

B-157767

The Honorable Jchn D. Dingell

Chairman, Subcommittee on
Energy and Power

Committee on Interstate and
Foreian Commerce

House ©of Reprecgentatives

Dear Mr. Chairman:

On Adaust 12, 1977, you requested that we initiate an
investligation to deternlne the extent and contents of intel-
ligence and related nuclear safeqguards information regarding
a possible dliversion ¢of nuclear material from a U.S. facility
and the extent to which this information was disseminated
among those agencies having responsibilities in this area.

In response to your request, this report primarily
discusses two guestions

--what information has been developed about the alleged
diversiocn? and '

~-were the investigations done by the Federal Government
adequate?

As agreed with your office we plan to distribute the
report to certain other parties having an interest in it.
Specifically, we plan to provide the report to the Chairman
of the House Committee on Interior and Insular Affairs and
the Chairman of the Subcommittee on Energy, Nuclear Prolifer-
ation and Federal Services, Senate Committee on Governmental

< ED BY (see inside front cover).
ExgzgéE%§Um~€£N§§%§v§EcLAssIFICATION
SCHEDULE OF EXECI ~JL2ER 11652
beMPTION CATEGORY 2 ———
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Affairs. Further, we will also be providing the report to
the House and Sendte Select Intelligence Committees and t €
Federal agencies included in our review.

The report has been classified as SECRET/Naticnal Secu-
rity Information by the Federal Bureau of Investigation and
the Central Intellicence Agency. We made every attempt to -
issue an unclassified report on this matter. However, neither
the Federal Bureau of Investigation nor the Central Intelli-
gency Agencyv was able to provide us with a declassified version

of the report. _
Sincere yours,
A ’/‘\.(‘.
~Liin

Comptroller General
of the United States

~
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REPORT OF THE CCMPTRCLLEZI®
GENERAL OF THE UNITED STATES » UNITED SPTATES? 13 YEZARS
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NUCLEAR DIVERSION--I¥ THE

cr

CONTRADICTIGN AHXD CCHFUSION

It is not GAO's function to conduct criminal
investigations and this review should not be
construed as one. This report is simply a
presentation of facts as we have examined
them regarding the alleged diversion and its
accompanying 13 years of contradiction and
confusion. GiQO's efforts focused on the im-
plications such an alleged incident would
have for improving the effectiveness of the
Nation's current nuclear safeguards program.
Inyestigations of the alleged incjdent by
the FBI and the Department of Energy's [(DOCE)
Office of Inspector General are still under-
way.

WHY GAO'S REVIEW WAS MADE

Chairman John Dingell of the House Subcom-
mittee on Energy and Power requested GAO

to examine an alleged incident involving
over 200 pounds of unaccounted for uranium-
235, the material used in the fabrication

of nuclear weapons, from a nuclear plant in
western Pennsylvania. Also, Chairman John
Glenn of the Subcommittee on Energy, Nuclear
Proliferation, and Federal Services, Senate
Committee on Governmental Affairs, and Chair~
man Morris K. Udall of the Subcommittee on
Energy and Environment, House Committee on
Interior and Insular Affairs, expressed in-
terest in the review.

Chairman Dingell specifically asked GAO to
examine the extent and content of intelli-
gence and safeguards information regarding
the alleged incident, and the extent to
which this information was provided to DOE
and the Nuclear Regulatory Commission (NRC)
for their use in assuring that nuclear ma-
terials were being adequately protected in
this country.  Chairman Dingell requested
that GAO review " * * * 311 necegsary files

EMD-79-8

i
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and reports including those of ERDA NRC,

’ CIA, and LhD DET * % * it

CONSTRAINTS ON GAC'S REVIEW

GAO attempted to satisfy the Chairman's re-
guest by interviewing responsible Federal

and private individuals and by examining
pertinent reports and documentation. While
DOE 1/ and NRC provided full access to all
thelr records and documentation, GAO was con-
tinually denied necessary reports and docu-
mentation on the alleged incident by the
Central. Intelligence Agency (CIA) and the
Federal Bureau of Investigation (FBI).

CIA provided GAD a written chronology of
contacts with other Federal agencies, how-
evir, the CIA denied GAO access tqQ any
source documents on the case. According to
agency officlals, this was a decision made
by the Director of the CIA[

[ The CIA did subseguently

allow selected staff of Chairman Dingell's
Subcommittee access to. CIA documents, how-
ever, access to the documents was not ex-
tended to lnciude Gao0.

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
U.S.C., section 403¢)

1/The Atomic Energy Comm1"$10n (AEC) was for-
merly responsible for both regulatlnq and
promoting all nuclear activities in the
United States. 1In January 19, 1975, it
was split into the Nuclear Regulatory Com-
mission and the Energy Research and Devel-
cpment Administration (ERDA). NRC became
responsible for nuclear regulation and
ERDA became responsible for nuclear devel-
opment and promotion. Under Public Law
95-91, ERDA's functions were placed in the
Department of Energy effective October 1,
1977. NRC remained intact. Throughout
the report, DOE is used to refer to the
Department of Energy, ERDA, and AEC,

i1



|
t
!

C01162251

Trap

ST

The FBI's rationale for desnvina access was
that it did not want to ieonardize an on-
going investigation of the zlleacesd diver-
sion incident.

Because GAO was denied access to documenta-
tion, it had to rely, for the most part, on
oral evidence obtained in interviews with
knowledgeable individuals and staff. The
lack of access to CIA and FBI documents

made it impossible for GAO to corroborate

or check all information it obtained. When-
ever possible, GAO attempted to corroborate
the information with other knowledgeable in-
dividuals. One must keep in mind, however,
that the alleged incident occurred more than
13 years ago. These limitations impeded
GAO's efforts to fully collect and evaluate
aly facts of possible relevance tg the al—
leged diversion incident. ,

While GAO normally would not continue work
where it was continually denied access to
pertinent and important documentation, it
did continue in this case because of the
significant nuclear safeguards .mplications
and the congressional interest. This re-
report is focused on the implications the
alleged incident has for improving the ef-
fectiveness of the Nation's current nuclear
safequards program.

BACKGROUND

The alleged incident surfaced in 1965 at
the Nuclear Materials and Equipment Corpo-
ration (NUMEC). Since that time, many
allegations concerning the incident have
been made in newspaper and magazine arti-
cles and at congressional hearings. These
allegations include:

--The material was illegally diverted to
Israel by NUMEC's management for use in
nuclear weapons.

--The material was diverted to Israel by

NUMEC's management with the assistance
of the CIA.

i
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--The material was diverted to Israel with
the acguiescence of the Unitad States
Government.

~-~There has been a cover-up of the NUMEC
incident by the United States Government.

CIA officials provided us with their views
on the first allegation and stated that they
had no Information to substantiate any of
the others. Based on the totality of GAO's
inguiry, we believe that the allegations
have not been fully or adeguately answered.

Investigations of the incident were con-
ducted by DOE and the FBI. The CIA, NRC,

and the Joint Committee on Atomic Energy

also have some knowledge of the facts sur-
roynding the incident. all investigations 1/
of the alleged incident ended with no defini-
tive answer and GAO found no evidence that
the 200 pounds of nuclear material has been
located. However, as a result of the NUMEC
incident the safeguards programs in the
United States have undergone substantial
changes and have improved significantly.

This report -addresses the two major gues-
tions still surrounding the incident and
their implications for this country's con-
tinuing responsibilities for safeguarding
stratecic nuclear materials. These are:

-—What information has been developed about
the alleged NUMEC diversion?

--Were the investigations conducted by the
Federal Government into the alleged 1nci-
dent adeqguate?

1/CIA officials informed GAOQ that they have
no authority to conduct "investigations”
of unaccounted for nuclear materials in
the United States. As used in this report
the term "investigation(s)" is used in the.
context of the entire Federal effort to re-
solve 'the incident.

SECRET
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WHAT INFORMATION HAS . BEFN o !
DEVELOPED ABOUT THE ALLEGED '
NUMEC DIVERSION?

Based on its review of available documents
held by DOE and discussions with those in-
volved in and knowledgeable about the NUMEC
incident, GAO cannot say whether or not
there was a diversion of material from the
NUMEC facility. DCE has taken the position
that it is aware of no conclusive evidence
that a diversion of nuclear material ever
occurred at the NUMEC facility, although it
recognizes that the possibility cannot be
eliminated. Agents from the FBI involved
in the current investigation told GAO that
while there exists circumstanial information
which could lead an individual to conclude
thgt a diversion occurred, there is no
substantive proof of a diversion.

Currently the FBI is continuing its in-
vestigation into the alleged NUMEC inci~
dent. :

In an August 1977 meeting a former high
ranking CIA official informed GAQ, in the
presence of several current CIA officials,
that Information was develcped by ‘the CIA
that made it appear that the NUMEC facility
was the "most likely” source of the material
[ ] Gao's

| 25X1, E.0.13526 |

understanding of the Information that was
presented at this meeting was subsequently
provided to CIA in a memorandum of conver-.
sation. A knowledgeable CIA official who
reviewed the memorandum expressed no oppo-
sition to GAC's use of the term "most
likely."

Later, in a November 1977 meeting with CIA
‘officials,. GAO was informed that there was
no data to specifically support such a con-
clusion. Further, GAO was informed by CIA
officials that characterizing NUMEC as the
"most likely" source of the uranium-235 held
by Israel was not the official position of
the Agency but of perhaps one or two former
Agency officials. The CIA officials GAO
contacted informed us that the position ex-
pressed in the August 1977 briefing should

v
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have been changed to reflect a less conclusive
nosition, The CIA officlials suggested that
IUMEC be recognized as only on2 of many pog-
sible sources of enriched uranium going to
Israel. Subseguently, however, two former.
senior CIA officials responsible for collect-
ing and analyzing such data told GAO that
information does exist within the CIA link-
ing the unaccounted for NUMEC material to
Israel. One of these former officials was
one of the five highest ranking employees

of the CIA and reported directly to the
Director of the CIA on this matter.

Current CIA officials told GAO that these
two former officials were drawing on memory
as they recalled past events. .The CIA of-
ficials having current access to the files
adfised GAO that a search of the ayailable
data reveals a "semantic" problem concerning
the use of the term "evidence." In short,
CIA states there is no hard evidence on a
diversion from NUMEC to Israel. At the same
time, current CIA officials recognize that
the available data, when coupled with past
recollections of events, coculd lead former
officials to speak in terms of "linking" the
unaccounted material from NUMEC to nuclear
developments in Israel. GAO was unable to
determine whether the CIA changed its opin-
ions about any NUMEC/Israel link or whether
the CIA inadvertently failed to comment on
the inaccuracy of the "most likely" position
conveyed to GAO in the August 1977 briefing.
The FBI agent currently in charge of the in-
vestigation told GAO that the FBI also re-
ceived conflicting stories from the CIA.
Initially, the CIA told the FBI investiga-
tors they had information supporting  the
possibility that the material missing from
the NUMEC facility went to Israel. The CIA
later reversed itself and told the FBI it
did not have this type of information.

In 1975, the entire regulatory function of
DOE was taken over by the newly created NRC,
which was made responsible for the regula-

tory oversight of commercial nuclear facili-

ties like NUMEC, and consecquently has become
involved in the incident. In a February
1978 report related to the NUMEC incident,

vi
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NRC concluded that their previous official
position of "no evidence" to support a di-
version may need to be reconsidered in light
of the many uncertainties surrounding the
lncident.

WERE THE INVESTIGATIONS CONDUCTED
BY THE FEDERAL GOVERNMENT INTO
THE ALLEGED INCIDENT ADEQUATE?

If a diversion or theft of nuclear material
is suspected or ‘actually occurs in this
country, the Federal Government must be able
to quickly and definitively determine how
and why it happened so that the public can
be protected against the potential hazards
from such an occurrence. To do this, agen-

‘cles of the Government with capabilities

foy investigating and responding to such
incidents must work together to assure that
all relevant information is obtained and is
timely. This did not happen with the al-
leged NUMEC incident. Federal investigations
of the alleged NUMEC incident were uncoordi-
nated,. limited in scope and timeliness, and,
in GAQ's opinion, less than adequate. There
was not a unified and coordinated investiga-
tion of the incident by those agencies having
the capabilities to fully resolve the matter
-=-DOE, the FBI, and the CIA.

During 1965 and 1966 DOE investigated NUMEC's
accountability and safeguards system focus-
ing on the diversion possibility. Prior to
the alleged 1965 incident, DOE conducted six
accountability inspections at NUMEC in order
to assure that nuclear materials were being
adequately protected. The inspections were
directed solely ‘at the material accounting
requirements of the time which were much
less vigorous than those in existence at
nuclear facilities today. Each inspection
revealed significant deficiencies, but DOE
allowed the facility to continue nuclear
operations even though a key field investi-
gator at one point recommended that DOE stop
providing nuclear material to the facility.

The FBI, which had the fesponsibility and

authority to investigate the alleged inci-
dent, did not focus on the guestion of a

~ VIi
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vossible nuclear diversion until May 1976
--nearly 1l years later. Initially, the
FBI declined DOE's request to. conduct an
investigation of the diversion possibility
even though they are reguired to conduct
such investigations under the Azomic Energy
Act. Two sources familiar with the matter
gave GAO differing views on why the FBI de-
clined to undertake the investigation. Be-
tween 1965 and 1976 the FEI's efforts were
directed at investigating the actions and
associations  of NUMEC's president. FBI and
Department of Justice staff told GAC that
after a reguest by President Ford in April
1976 the FBI did begin to address the diver-
sion aspect. GAQ was not furnished any
documents regarding President Ford's re-
quest and ‘thus could not specifically
determine its nature and scope. . This
investigation, which is currently ongoing,
is dbviously hampered by the ll-yeax gap
since the alleged incident occurred. Also,
although it may not affect the investigative

outcome, GAO found that certain key indivi-

duals had not been contacted by the FBI
almost 2 years into the FBI's current
investigation.

According to the CIA, it did not conduct a
domestic investigation of the incident be-
cause it had no authority to do soO.

Several current and former FBI and DOE
officials indicated that the CIA withheld
this information from them, at a time when
it could have affected the scope and direc-
tion of their investigations. However, cur-
rent CIA officials we contacted stated that
the full range of information| j

L

was not available during the FBI investiga-
tion in 1968. Current CIA officials told
us that during the FBI's investigation be-
ginning in 1976 the FBI was briefed by CIA
in full and the FBI agent-in-charge told

viii
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the CIA that he did not see any new informa-
tion in the presentation which was germane
to the FBI investigation. CIA officials
also told us that at about the same time

DOE officials, also briefed by CIA, said
that the information was consistent with
what had been known previously. GAO does
not know the extent to which the CIA re-
vealed to the FBI or DOE the information
L it possessed. While the CIA may have
% alerted these agencies, it does not appear
’ to us that it provided them with all the in-
formation it had on this subject in an ade-
i quate or timely manner. It appears to GAO
‘ a that the CIA may have been reluctant to aid
thebdomestic investigation of the alleged
diversion because of its concern about pro-
tecting its own “sources and methods" of
obtaining information.

The failure of DOE,  the FBI, and the CIA to
coorainate their: efforts on the suspected
diversion when it occurred and as new infor-
mation developed and the limitation in the
scope and timeliness of the FBI efforts,

lead GAQO to conclude that the Federal efforts
to resclve the matter were less than adequate.

Currently, there exists no coordinated inter-
agency agreed upon plan' which focuses on (1)
an adequate detection and investigative sys-
tem and (2) a reporting system to the appro-
priate congressional committees and to the
President. As a result, if a similar inci-
dent were to occur today, this country may
not be assured of any better investigation.
The United States needs to improve its ef-
forts for effectively responding to and in-
vestigating incidents of missing or unac-
counted for weapons-grade nuclear materials.
In view of increasing terrorist activities
throughout the world, 'the ability to respond
and investigate such incidents should be of
concern to national security and the public
‘ ' health and safety.

N



C01162251

RECOMMENDATIONS 7O THE
HEADS OF AGEINCIES

GAO recommends that the heads of DOE, NRC,
the Department of Justice, and the CIA, as
part of their responsibilities for the na-
tional security of the country, establish

a plan for coordinated interagency action
which focuses on a nuclear safeguards

system that adequately detects, investigates,
and reports to the Congress and the President
on thefts or diversions of nuclear materials.
The plan- which should be submitted tc the
Congress within 90 days or less of the issu-
ance of this report, should include

——a‘formal means for a timely determination
or whether a loss has occurred; ..

--a clear 'and direct channel of communica-
tions between the agencies;

--a formal means for rapidly focusing the
abilities of these agencies on the resolu-
tion of a diversion incident; and

-~-a means for allowing any incident involving
the theft or diversion of nuclear material
to be definitely resolved to the satisfac-
tion of the Congress and the President.

GAO also recommends that the Attcrney
General, working with the FBI, take the lead
in establishing the interagency plan since
the FBI, under the Atomic Energy Act of 1954,
is responsible for investigating incidents
involving the diversion or theft of nuclear
materials.

RECOMMENDATION TO THE CONGRESS

The committees of Congress having Jjurisdic-
tion for domestic nuclear safeguards should

--review the nuclear safeguards plan to be
submitted by the Executive Branch to assure
that an adequate system is developed which.
deters and investigates thefts or diver-
sions of nuclear materials.
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--request that the FBI and DOE's Office of
Inspector Gznzvra. complete their investi-
gations of the 4LUMEC incident as soon as
vossible and submit their reports to the

committeec,

These reports should be reviewed to determine
the adequacy of the investigations and their
impvlications for developing a more effective:
future system.

‘Even with complete information on all Govern-

ment investigations, given the passage of
time, it may be difficult to conclusively
determine what specifically happened at NUMEC.
GAO believes the important thing is to use

the lessons learned from the NUMEC experience
to pake certain that the Nation develops an
adeguate detection and follow-up system to
deter future nuclear thefts or diversions.

AGENCY COMMENTS

DOE's comments on the report are contained
in a letter dated July 25, 1978. (See ap-
pendix II). DOE agreed with the thrust of
the report. However, it disagreed with our
recommendation concerning the need to enter
into a formal interagency agreement with NRC,
the FBI, and the CIA for more timely and ei-
fective action in investigating incidents of
suspected or real diversicns of nuclear ma-
terial. DOE stated in its letter that a
comprehensive plan and a memorandum of under-
standing with the FBI already existed for
joint responses to nuclear threat situations.
Further, DOE stated that it had open channels
of communication to other agencies, including
the CIA, for the exchange of information
pertinent to nuclear threat situations.

These factors were known to GAQ and are com-
mendable. The current memorandum of under-
standing between DOE and the FBI is the be~
ginning of an effective response plan to
incidents of nuclear diversion, but is in-
adequate since it does not include CIA par-
ticipation and cooperation. Without a for-
mal interagency agreement placing positive
reporting and investigative responsibilities
on DOE, NRC, the FBI, and the CIA along the
lines recommended by GAO, we believe the

SESREL
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The comments raceived from the CIA are con-
tained In a letter dated September 1, 1978,
(See appendix III.) The letter takes no
issue with the facts or recommendations  in-
cluded in the report. It does, however,
point out some concerns about certain in-
formation in the report.

GAQ believes that the concerns expressed by
the CIA have been adequately addressed in
the text. of the report. However, we did not

"specifically address the CIA's concerns re-

garding its degree of cooperation with DOE
and the FBI on the alleged NUMEC incident.
In its letter the CIA disagreed with the
statement in the report indicating that

thev fal’ed to cooperate with DOE and the
FBI. The CIA bases the disagreement on the
fact that its officials briefed a large num-
ber of officials in the executive and legisg-
lative branches of Government on the NUMEC
matter in 1976 and 1977.

GAO was aware that such briefings were pro-
vided. However, GAQ believes that since the
briefings were provided 4 to 6 years after
some of the key information was developed
their utility in helping to resolve the
NUMEC matter was greatly diminished. Fur-
ther, according to two former CIA officials
familiar with the case, documents were
prepared within the CIA- linking the unac-
counted for NUMEC material to Israel, This
information was not passed on to DOE or the
FBI according to the officials we contacted
in those agencies. "However, we believe it
must be pointed out that the current CIA
officials GAO interviewed said that such
documnents were not known to exist within

the CIA.

The Department of Justice and the FBI did
not furnish formal written comments. GAO
provided them more than 3. months to do so,
a time period longer than that provided

DOE, the CIA, and NRC. While GAO did not
have the benefit of official written com-
ments from the Department of Justice and

Wewia
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the FBI in chDarlné'Eﬁe‘:inal report, GAD
dia C0n~1\491_ the view =nd cor ments of the
FBI staff familiar w1th the alleged NUMEC
1n01oent during the course of tre review,

NRC had no comment on the content of the
report. However, NRC did state that the
recommendations to the Heads of Agencies
appears reasonable. (See appendix IV.)
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INTRODUCTIOX

In 1965 the Department of Energy (DOE) 1/ found durlng
an inspection that about 206 pounds of uranium-235 could not
be accounted for at the Nuclear Materials and Equipment Cor-
poration {(NUMEC), a nuclear facility located in Apollo, Penn-
sylvania. DOE estimated that ‘this much uranium could make at
least four or five nuclear weapons. Although investigations
were conducted, the uranium was never accountecd for.

The Federal Government has generally remained silent
about the incident. Information that has become known over
the years has been vague and inconsistent. With the current
high interest in assuring adequate safeguards over nuclear
materials, speculation about the incident has surfaced again.
Many allegations concerning the unaccounted for material and
the NUMEQ, facility have been made in newspaper and magazine

“articles and at congressional hearlngs “Phese allegations

1nclude

--The material was 1llegally diverted to Israel by NUMEC
management for use in nuclear weapons.

-~The material was diverted to Israel by NUMEC management
with the assistance of the Central Intelligence Agency
(CIA).

~-~The material was diverted to Israel with the acqules-
cence of the Unlted States Government.

-—There has been a cover-up of the NUMEC incident by
the United States Government.

1l/The Atomic Energy Comm1551on (AEC) was formerly responsible
for both regulating and promoting all nuclear activities in
the United States. On January 19, 1975, it was split into
the Nuclear Regulatory Commission (NRC) and the Energy Re-
search and Development Administration (ERDA). NRC became
responsible for nuclear regulation and ERDA became respon-
sible for nuclear development and promotion. Under Public
Law 95-91, ERDA's functions were placed in the Department
of Energy effective October 1, 1977. NRC remained intact.
Throughout the report, DOE is used to refer to the Depart-
ment of Energy, ERDA, and AEC.

v
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CIA officlals provided us with their views on the first
allegation and stated that thev had no information to sub-
stantiate anv of the other:z. Basa2d on the totality of. our
ingquiry, we believe that the aliegations have not been fully
or adequately answered.

Overall the nuclear safequards systems in this country
have been greatly improved as a result of the alleged NUMEC
incident. Since the alleged incident cccurred AEC and its
Succeeding agencies have placed much greater levels of con-
trol reguirements on private nuclear facilities like NUMEC,
There are many new requirements which include such measures

as bimonthly inventory accounting, armed guards to protect

unauthorized access to nuclear material and alarm systems de-
signed to detect unauthorized movement of nuclear material,
Nevertheless, two reports GAO recently issued 1/ cited major
deficiencies in our domestic nuclear safeguards systems.
These reports point out that there are thousands of pounds of
weapons-grgde material unaccounted for in this country today.
This beingthe case, it is critical that the Government be
prepared to guickly and effectively respond to allegations of
loss of nuclear material to determine whether, when, where,
and how it occurred. ’

The unresolved NUMEC incident raises questions on the
U.S. capability to deal with unaccounted for nuclear mate-
rials. This report discusses, within the constraints of the
data available to.us, the scope and effectiveness of U.S.
efforts to locate the unaccounted for uranium, and the impli-
cations the incident has for our current nuclear safeguards
programs. -

"This report addresses two basic guestions arising from
the NUMEC incident. .

--What information has been developed about the alleged
NUMEC diversion?

~--Were the investigations by the Federal Government into
the alleged incident adequate?

With the amount of nuclear materials in this country in-
creasing rapidly, the opportunities for diversion without

1/EMD-76-3, "Shortcomings in the Systems Used to Protect and

" Control Highly Dangerous Nuclear Materials,"” dated July 22,
1976, and EMD-77-40, “Commercial Nuclear Fuel Facilities
Need Better Security," dated May 2, 1977.
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to these cu e} zve imporvant in order to insure that cur-
rent Fedeval Dabll;tle exist to vresrcond to real or suspected
incidents of nucleaL_material.diversion.
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AGENCIES INVOLVED IE
INVESTIGATING 1/ NUMEC

Originally, there were three agencies involved in gath-
ering information on the incident. These were DOE, the Fed-
eral Bureau of Investigation (FBRI), and the CIA. However,

DOE and the FBI have begun new investigations of the incident.
In Februarv 1978 DOE ‘began an investigation to determine what
officials in the- agency knew about the alleged diversion inci=-
dent. In April of 1976, at the oral reguest of President Ford,
the FBI opened an investigation of the NUMEC incident aimed. at
determining whether a diversion of nuclear material ever oc~-
curred at the fac1llty Both .of these later investigations
are still on001ng and- we have not reviewed,these reports.

There are also other Federal bodies that have developed
a substantial amount of informaticn on the inc¢ident. These
are the former Joint Committee on Atomic Energy (JCAE), NRC
and GAO. A staff member of the former JCAE compiled a lengthy
record of the events and incidents surrounding the alleged
diversion and wrote a report which was inconclusive about

whether a diversion ever occurred at the NUMEC facility. The.

report was written in about 1967 or 1968. NRC issued a report
on certain aspects of the NUMEC incident in March 1978. The
NRC report, however, did not focus on the diversion gquestion.
It was aimed at what specific NRC officials knew about the al-
leged diversion incident. GAQ issued a report to the former
JCAE in June 1967 which focused primarily on NUMEC's account-
ability controls over nuclear material. In that report GAO
said it found no evidence of diversion and after considering
information available had no reason to guestion AEC's con-
clusion that while it could not be stated with certainty that
diversion didn't take place, the survey team found no evldence
to support the possibility.

GAQO's current report focuses on the allegations and infor-
mation developed since that time in attempting to answer the

1/CIA officials informed GAO that they have no authority to

~ conduct “investigations* of unaccountad for nuclear mate-
rials in the United States. As used in this report the
term "investigation(s)" is used in the context of the en-
tire Federal effort to resolve the incident. :

Sk
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guestione of what information has been developed about the
alleced diversicn, and were the investigations done by the
Federal Government adeouate. ‘

ACCESS_TO RECORDE DIFFICULTIES

During our review, we were denied documents pertinent
to the NUMEC Incident by the FBI and the CIA. We repeatedly
tried to obtain documents from these groups, but with no
success. A written chronology of contacts with other Federal
agencies was provided by the CIA, however, the CIA denied GAO
access to any source documents on the case. According to '
Agency officials, this was a decision made by the Director of

the CIA
l The

CIA did subsegquently allow selected staff of Chairman Dingell's
Subcommittee to review some CIA documents at CIA Headqgquarters.

ithheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50

;@f Access to these or any other CIA documents was not extended to
€| include §A0. Further, the CIA did not cpoperate with GAO in
g! arranging some interviews with knowledgeable current and former
El CIA officials. This was significant since former CIA officials,
2! although not reaquired, can be expected to inform CIA before
r{ discussing their former activities with others. The FBI's
8i rationale for denying GAO access to their documents was that

= § 5| the Bureau did not want to jeopardize its ongoing investiga-

I "7 tion of the alleged diversion incident.

These constraints made it impossible to obtain corrobor-
ating evidence for some of the report's contents. Nonetheless,
we made every attempt to do so and, where it wag not.possible,
we have so noted it in the report.
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CUAPTER 2

HHAT INFORIATION HAS BEEN DEVELOPED

ABOUT THE ALLEGED NUMEC DIVERSION?

Until the summer of 1977, the only publicized Government
view on the NUMEC incident was that there was no evidence to
indicate that a dlver51on of nuclear material had occurred.
However, in congressional hearings before the House Subcom-
mittee on Energy and Environment and the House Subcommittee
on Energy and Power in July and August 1977, respectively,
it was revealed that the CIA might possess information which
did not support this conclusion and, in fact, that a totally

~opposite position could be taken.

We attempted to obtain all the information developed by
the Government on this matter. We reviewed documents, reports,
and studgis made available to us. We also interviewed those
individuals most involved with the incident and the subsequent
investigations of it.

Based on our work, we cannot say whether or not there
was a diversion of material from the NUMEC facility. Fol-
lowing is the information and views which we obtained from
the three principal agencies involved in the alleged incident
--DOE, FBI, and CIA.

DEPARTMENT OF ENERGY'S INVOLVEMENT

WITH NUMEC INCIDENT

DOE records show that in December 1957, the NUMEC facil-
ity located in Apollo, Pennsylvania was licensed to possess
enriched uranium for manufacturing nuclear fuel, recovering
scrap, and conducting nuclear research and development. NUMEC
obtained various forms of enriched uranium and other nuclear
material from the United States Government and commercial
sources. During the period 1957 through 1967, NUMEC received
over 22 tons of uranium-235~-the material used in the fabri-
cation of nuclear weapons.

Until 1975 DOE was responsible for insuring that licensed
commercial nuclear facilities such as NUMEC provided adequate
safeguards and material control, DOE's records show that un-
til June 19267 the pollcy for safeguarding nuclear materials
relied primarily on the monetary value of the material. DOE
believed that the financial penalties imposed upon licensees
for the loss of or damage to nuclear material, and the crimi-
nal penalties provided by the Atomic Energy Act of 1954, would
be sufficient to motivate licensees to adequately protect the
material from loss, theft, or diversion. Material

5
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accountablllty zcoulrcwents, wnile written into licensee
contracts and the Code of Fedsral Reculations, were more di-
rected to health-and safety ccncerns than in protecting nu-
clear material from theft or diversion. oOur review of DOE
records showed that at the time {1) there were no limits
placed on the amount of unaccounted for nuclear materials,
(2) facilities were reguired to inventory their nuclear mate-
rials only once a year, and (3) estimating inventories was a
widespread practice at all nuclear facilities at that time.
The elaborate material control and physical security measures
in place at commercial nuclear facilities today were developed
since 1967. Such measures were not present before then.

DOE officials told us that in the mid-1960s material ac-

'countability capabilities and methods were just being devel-

oped. As a result, uncertainty existed on the part of both
the agency and the industry about nuclear material control
standards and criteria. DOE officials and NUMEC's president
told us that the situation at NUMEC was further complicated
by the fakt that NUMEC was involved in mdny unique first-of-
a-kind nuclear ‘projects.

DOE, pursuant to its regulatory responsibilities, con-
ducted six accountability inspections at NUMEC--prior to the
alleged 1965 incident~-to assure that nuclear materials were
being adeguately protected. Each inspection revealed major
deficiencies. ‘

In April 1961 DOE conducted its first material control
inspection and found "significant” deficiencies in the mate-
rial accounting systems. ‘During its second inspection in
May 1962, DOE found that, although NUMEC had corrected some
accounting deficiencies, it still 4id not follow practices
necessary for the maintenance of adeguate material control.

‘During this inspection, the agency discovered that NUMEC was

mixing nuclear material among various contracts--a practice
that was expressly prohibited. According to DOE inspectors,
such commingling made it difficult, if not impossible, to
trace discrete batches of material through the plant and to
determine how the material was being used.

DOE's next inspection in July and August of 1963 did
not show much improvement, and revealed additional problems
with the material accounting systems. In early 1964 another

- inspection was undertaken and more inadequacies were identi-

fied. DOE's records show that at this point, the agency be-
came so concerned with the inadequate controls at the facil-
ity that it began considering whether to prevent NUMEC from
receiving any additional nuclear materials. Later, in Sep-
tember of 1964, DOE attempted to take a physical inventory
of the material held by NUMEC but could not do so since, in
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the opinion of DOE investigators, NUMEC'S records weére so
poor that theyv were unzuditable. &g 2 rasult, the inventory
check was canceled.

In April of 1965, DOEZ began another inspection and, for
the sixth consecutive time, found fundamental problems with
NUMEC's ability to control material. The inspection report
concluded that "safeguards control of {nuclear material}] at
NUMEC is inadequate." It was during this inspection that a
large amount of highly enriched uranium was unaccounted for.
The loss, initially identified as 53 kilograms (117 pounds)
was later adjusted to 61 kilograms (134 pounds). This was
about 2 to 3 times higher than was experienced by other simi-
lar facilities operating at that time.

Although DOE had made financial arrangements with NUMEC
to insuge payment for the loss, the highly significant safe-~
guards 1%§llcatlons of the loss sparked a lengthy investiga-
tion. Th® investigation which began in early November 1965
was aimed at (1) determining the exact total cumulative loss
of highly enriched uranium at NUMEC since its startup in 1957
and (2) explaining the 134 pound loss under its most recent

. contract involving 93 percent enriched--weapons-grade-—uranium.

The investigation lasted until mid-November 1965 and
revealed a cumulative loss of 178 kilograms {392 pounds) of
material. DOE was .able to trace 186 pounds to waste and gas
filters leading from the plant, but the remaining 206 pounds
could not be accounted for. -

The November 1965 investigation did not provide DOE with
a conclusive answer as to what.happened to the unaccounted
for material. However, according to agency officials, enough
information existed to develop a "theory" on the probable
cause of the missing material. The "theory" developed by the
DOE staff and accepted by top DOE officials was that through
April 1965 NUMEC consistently underestimated its material
losses from contract to contract. As each job was completed
and NUMEC had to pay DOE for the actual losses sustained, .
the differences between the estimated and actual losses were
passed on from completed jobs to new jobs. The theory con-
cluded that these actions continued over the 8 years of the
company's operations until April 1965 when, strictly by chance,
only one contract was being processed at the facility, and it
was possible for DOE to isolate the total cumulative material
unaccounted for. '

DOE documents showed that because of the poor condition
of NUMEC's material accounting records, it was not possible
tc establish when the losses occurred or even whether the
material was used to offset losses on previously completed
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contracts. UNUMEC's president ccntended that the nuclear
material was not stolen or diverted but unzvoidadly "lost® in
the processing system itself through adnerence to the equip-

‘ment and plping and amounts discarded as waste. Conseqguently,

the DOE investigators concluded that DOE could not say, une-
quivocally, that the material was not stolen or dlverted from
the facility.

We learned from a discussion with a former DOE official,
that in February 1966, DOE asked the FBI to determine whether
a theft or diversion of the material had occurred. The DOE
files contain a memorandum of discussion with the FBI. The
memorandum Stated that "™ * * * the Bureau had decided not to
undertake an investigation at this time * * *" even though
they were required to investigate such incidents under the
Atomic Energy Act of 1954. Consaguently, DOE continued its
own. After examining the facility records, cleanlng Qut proc-
essing eguipment, searching some of the company's nuclear
waste buri%l ground, and interviewing -many, key NUMEC employees,
DOE was still unable to conclusively determine what happened
to the materlal.

In 1966 NUMEC paid DOE $1.1 million for the missing 206
pounds of enriched uranium as required by NUMEC's contract,
and the DOE investigation of the incident was, for all prac-
tical purposes, closed unresolved. The $1.1 million was paid
partly from a $2,500,000 revolving credit note account that
NUMEC arranged with the Mellon Bank. The balance was paid
through the return to DOE of some nuclear material for which
NUMEC was credited. Atlantic Richfield Corporation later
purchased the facility in April 1967 and it is now owned. by
the Babcock and Wilcox Corporation who bought the facility
in 1972. :

Other information relevant
to the NUMEC incident

- We identified several occurrences from our review of DOE
files and interviews with DOE officials, which impact on the
NUMEC incident. We learned that:

~-After the November 1965 investigation, NUMEC management
hired one of DOE's on-site investigators who was an ex-
pert in material control and accountability. .The in-
vestigator had responsibility for conducting a major
part of the material control review at the facility.

--During a period of rising concern with unaccounted for

material at NUMEC, some material accounting records
were reported to DOE as being inadvertently destroyed

SeegeT
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duang a labor dispute at the facilitv in Januarv-
Pebruary 1964. According to a former head cf DOZ's
nuclear_material management group, and investigators

frqm.the FBI, the records might have affected DOE's
ability to trace the'material held by the facility.

--NUMEC mixed material among various contracts--a prac-
tice that was explicitly prohibited by DOE. According
to DOE 1nvestlgators, this practice made it very dif-
ficult, if not impossible, to track the material
through the facility

Further, DOE was concerned with the foreign interests
and contacts maintained by NUMEC's president. DOE's records
‘'show that, while president, this individual had various high-
level contacts with officials of the Government of Israel,
both in that country and in the United States. The records
also show Yhat, for a time, he acted as a.sales agent in the
United States for the Defense Ministry of Israel. Also, while
president of NUMEC, he had a S0-percent interest in a nuclear
facility in Israel established for the purpose of radiation
exper imentation on varlous perishable commodities.

~ Several current and former officials we interviewed at

DOE and the FBI, and a former CIA official told us that, in
view of the poor nuclear material control at NUMEC and the
general sloppiness of the operation, NUMEC management could
have diverted material from the facility, If they wanted to.

A principal field investigator for DOE at the time, told us.
that the sloppiness of NUMEC operations made it very conducive
to a diversion. This investigator noted that on a visit to
the facility in 1963 or 1964 he saw nuclear material deposited
in the crevices of the stairwells and on the floor. However,
of all DOE officials we interviewed, including a former Chair-
man and two former members of the Atomic Energy Commission,
only one, a former DOE security expert, actually believed that
a diversion of material occurred. According to this individ-
ual, who was not familiar with the material accounting prac-
tices established by DOE, his conclusion was based on inspec-
tions he conducted at NUMEC. He told us he visited NUMEC sev-
eral times between 1962 and 1967 to conduct physical security
inspections for DOE. He said that in an inspection report
dated February 10 and 11, 1966, he noted that a large ship-
ment of highly enriched uranium was made to France roughly
equivalent to the material identified as missing in DOE's
"November 1965 inspection--100 kilograms. According to him,
the circumstances at the facility were such that it would

have been relatively easy to ship hithy enriched (weapons-
grade) uranium to another country instead of low enriched ura-
nium since the enrlched Uuranium storage system at NUMEC did
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not clearly dlStlnGUlSh between weapons-grade and nonweaoons
grade material.

Current DOE officials informed us, however, that while
the United States did not make independent verification of the
shipments being dispatched to a foreign country, at the time
of the NUMEC incident, it did conduct safeguards inspections
as provided in bilateral agreements for cooperation with vari-
ous countries, According to DOE, inspections in this partic-
ular foreign country were conducted to account for enriched
uranium shipped from the United States. DOE officials told
us that two of these inspections were conducted which identi-
fied material in the form, enrichment level, and approximate
quantity shown in the U.S. (NUMEC) transfer documents.

The former DOE security inspector also said that the
entire security program at NUMEC was very bad and that, to a
large extent, contributed to his concern that the missing
material a§ NUMEC had been diverted. Two other former secu-
rity officials at DOE concurred in this latter point. These
three individuals agreed that, based on their knowledge and
experience with the NUMEC facility, it was very possible that
the material unaccounted for from NUMEC could have been di-
verted. One of these security officials told us that NUMEC's
security program was widely "disrespected" among the DOE
investigative staff. However, none of these individuals were
able to provide us with any direct evidence that would support
the view that a diversion of material had occurred. Further,
DOE records show that of the 37 NUMEC employees interviewed
by DOE in 1966, none believed that a dlverSLOn of nuclear mate-
rial had occurred

In 1975 NRC was made responsible for the regulatory over-
sight of commercial nuclear facilities like= NUMEC, and conse-
quently has become involved in the incident. 1In a February

1978 report related to the NIMEC incident, NRC concluded that

their previcus official position of "no evidence” to support

a diversion may need to be reconsidered, in light of the many
uncertainties surrounding the incident. -‘Included in that
report is a letter from the Chairman, NRC %o the Chairman of
the Committee on Intericor and Insular Affairs, concluding

that "* * * for reqgulatory purposes we must assume the circum-
stances [surroundihg NUMEC] were such that a diversion could
have occurred, and we must construct our safeguards require-
ments accordingly.”

FEDERAL BUREAU OF INVESTIGATION'S -

"INVOLVEMENT WITH NUMEC INCIDENT

The FBI is responsible for gathering domestic intelli-
gence on activities affecting the national security of the
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United States. It is also responsible for investigating all
alleged or susvectec criminal violations of the 2Atomic Energy
Act of 1954 includinrg the theft or diversion cf nuclear ma-
terial. 1In this role the Bureau has initiated three investi-
gations involving NUMEC with one still ongoing.

Our efforts to obtain and evaluate the information col-
lected by the FBI on the NUMEC matter were repeatedly denied
by the Department of Justice. The Department of Justice told
us that since their latest investigation was still underway
they could not give us -any documentation related to the NUMEC
incident. The denial included information developed as part
of Justice's prior two investigations. This position was for-
mally communicated to the Comptroller General of the United
States from the Attorney General in a letter dated February 8,
1978. (See Appendix V for a copy of this letter.)

The FEBI did, however, brief us twice and responded to
several follow-up inguiries. We also coniacted 12 former and
current officials of the Department of Justicemand the Bureau
including the current Attorney General -and two former Attorneys
General. ({Appendix I contains a summary of the individuals we
contacted during our review.)

Qur first briefing by the FBI was provided by the agent-
in-charge and two other FBI representatives on October 6, 1977.
The briefing covered all FBI 'investigations related to NUMEC.
We received a follow-up briefing on December 14, 1977, in order
to clarify some of the information we had obtained earlier.
This briefing was provided by a new FBI agent-in-charge since
the former one was transferred off the case shortly after our
October 1977 briefing.

We were informed at these briefings that in June of 1965,
the FBI was asked by DOE to investigate the possibility that
NUMEC's president might need to register his activities in
the United States under the Foreign Agent Registration Act.
DCE's specific concern stemmed from the individual's associa-
tions with Israeli officials. According to information we
received at the October 1977 briefing, NUMEC's president's
capacity as sales agent for the Ministry ¢f Defense of Israel
was of particular concern to DOE.

At the October 1977 briefing, we were told that the FBI
began the investigation in August of 1965. 1In October of 1966,
after 14 months of effort, it reported that NUMEC's president’
did not have to register as a foreign agert since NUMEC's ac-
tivities with Israel were conducted under applicable U.S. laws
and regulations. Further, according to the Department of Jus-
tice, the business activities established between Israel and
NUMEC were all found to be legitimate. :
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In a letter to the Director of the FRI dated February 17,
1966, DOE asked the Burezu to investigate the suspvected di-
version of nuclsar materizl from the NUMEC vlant. FBI re-~
sponded on February 25, 1966, stating that it "decided not
to undertake this investigation at this time.” According to
the former FBI agent in charge of the current investigation,
tne reason feor the decislion was that in DOE's discussions with
the Bureau, DOE presented a convincing case that there was no
diversion st the facility. However, we were informed by a for-
mer Executive Director of the Joint Commi:tee on Atomic Energy,
that the reason the Bureau did not want to get involved was
twofold: (1) the Bureau did not think that a diversion oc-
curred based on the presentation provided by DOE, and {2) it -
simply did not like conducting investigations involving unac-
counted for nuclear materials.

We were informed at the October 1977 briefing that the
FBI's next involvement in the NUMEC matter occurred as a re-
sult ¢f argyApril 1968 letter from the Director of CIA to the
Attornev Ganeral. The FBI was asked to "initiate a discreet
intelligence -investigation of the relationship of NUMEC's
president with the Government of Israel." |

[

The former FBI agent in charge of the investigation told
us that in September 1969, the FBI Directcr advised the CIA
Director that surveillance of NUMEC's president had been ter-
minated because, the FBI did- not believe further investigation
would develop any new information. The Associate Deputy Di~-
rector for Operations at the CIA told us the CIA was not sat-
isfied with the FBI's termination of the case and requested
the Bureau to reinstitute its surveillance in a letter to the
Director of the FBI dated October 13, 1969. However, accord-
ing to this CIA official, no formal request was ever made to
the Attorney General and no investigation was initiated as far
as he could determine. The former FBI agent in charge of the
investigation said he was unable to corroborate this informa-
tion. CIA officials advised us that they have file copies of
correspondence to the FBI which support its position that re-
gquests were made to the FBI to continue a counterintelligence
investigation of NUMEC's president. We, however, did not see
this correspondence..

. The CIA provided us with a chronology of their contacts
with the FBI. It indicated that in September 1970 the CIA
again asked the FBI to reinstitute the investigation based on
information that NUMEC's president was planning to

But, again, the CIA official said no further work. was
undertaken bv the FBI. :

25X1, £.0.13526 |
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At the two FBI briefilids) ™’ were provided with -
information the FBI had developec on the backaround, associa-
tions, and business activities of WWIEC's prasident with Israe-
1li government officials, agents, and citizens. According to
the FBI agents giving the briefings, the information developed,
while circumstantial in:-nature, raised serious questions con-
cerning the national security risks posed oy NUMEC's president.

In reviewing DOE files, we fourd that durina the FBI's
surveillance activities, the FBI became so concerned about
the security risks pcsed by NUMEC's president that they asked
DOE whether it planned to terminate his securityv clearance or
stop the flow of nuclear materials to NUMEC. According to
the FBI's liaison with GAO, the FBI recommended that NUMEC's
operating license be taken away. ‘ :

DOE files also show that in early 1969 the FBI briefed:
President Nixon on the guestionable activities of NUMEC's
president. YThe files further show that ton level Government
concern about the security risks posed by f:he president of
NUMEC continued until 1871. We were told by a former Deputy
Director of Security at DOE that in 1971 a former Commissioner
of AEC aided the NUME(L official in obtaining employment with
Westinghouse Electric Corporation, where he would have no need
for access to national security information. The former Depu-
ty Director of Security said he helped the former Ccmmissioner
in obtaining such employment for NUMEC's president. The for-
mer Commissioner declined to comment to us on this matter. We
believe this 1is particularly important since we were informed
by the president of NUMEC that he may attempt to obtain employ-
ment in an area which will involve a top secret clearance. If
this should occur, the question of his obtaining a security
clearance may surface again.

In the FBI briefing on December 14, 1977, we were told
by the current FBI agent in charge of the investigation, that
no additional surveillance activities or irvestigations of
any kind were undertaken by the FBI concerr.ing NUMEC from
September 1969 until April of 1976, when ordered to do so by
President Ford. A Department of Justice staff attorney as-
signed to the case later confirmed this. Be told us that the
FBI's current investigation was the direct result of a request
to the then Attorney General by President Ford in April 1976.
According to the Justice staff attorney it was at that time
President Ford asked *the FBI to investigate the possibility
that weapons—-grade mafterials might have been diverted from
the NUMEC facility to Israel. GAO was not furnished any
documents regarding President Ford's request and thus could.
not specifically determine its nature and scope.
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leXI’L1)J3526 ‘ we wers told bv both the former andg current FBI .acentg

involved is :thz investigation that, durina all the FRI's in-
vestigationz into NUMEC, it did not obtain any information

conclusively showing that a diversion of nuclear material
occurred art WUMEC. :

As part of lts recent investigation, the former agent-in-
charge told us the FBI guestioned the CIA regarding information
it might have develcped on the alleged diversion. According
to this agent, the CIA initially told the FBI they possessed
information linking the unaccounted for NUMEC material to
Israel. The CIA later, however, informed the FBI that they
did not have such information. The CIA representatives told
the FBI that they knew no more than the FBI d4id about the
matter. The CIA officials having current access to the files
have advised us that a search of the available data reveals a
"semantic" problem concerning the use of the term "evidence."
In short, CIA states there is nc *hard evidence” of a diver-

-~

sion from 2UMEC to Israel,

_ | Without access to the records showing
the exact nzture of the information exchanged between these
two agencies, we were unable to determine what information ex-
change did occur. However, two former officials of the CIA, a
former Deputy Director of Science and Technology--who was one
of the five highest ranking officials in the CIA and who re-
portec directly to the Director of the CIA on this matter
--and another source, who asked. not to be identified, told us
that the CIA had prepared several internal analyses discussing
this particular incident. |

The current FBI agent 1in charge of the investigation, who was
never briefed by the CIa, told us that he was unaware of this
information.

A newspaper article on January 28, 1978, appeared to fur-
ther support the existence of such information. The article
identified the existence of a special intelligence report pre-
pared by the CIA in 1974. The newspaper article noted that
the CIA had mistakenly released the "top-secret” report. One
of the conclusions of the report was that Israel had developed
nuclear weapons and that the source of the nuclear material
for the weapons was cbtained partially through "clandestine
means." The CIA never denied the wvalidity of the newspaper
article. Subseguently, we obtained a copy of the report.
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| The CIA

officials we contacted told us that thev did inform the FBI

of this information in a May 1977 meeting on the subject.

The previous FBI investigator in charge of the investigation
attended the May 1977 meeting. - The current one did not. The
CIA officials we interviewed believed that the May 1977 brief-
ing constituted formal advice to the FBI on what was Known by
the CIA about the situation concerning Israeli's acquisition
of a nuclear weapons capability. ’

The F®I is currently preparing a repQrt on its most re-
cent investigation. FBI agents involved in the current inves-
tigation told us that while there exists circumstantial infor-
mation which could lead an individual to conclude that a
diversion had occurred, there is no substantive proof of a
diversion. The report was submitted to. the Attorney General
on February 16, 1978. However, a staff lawyer in the Internal
Security Section at the Department of Justice, informed us on
May 25, 1978, that there were still several items the FBI had
to cover in its report before the Justice Department would
accept it. Currently, the FBI is still investigating the
alleged NUMEC incident.

CENTRAL INTELLIGENCE AGENCY'S

INVOLVEMENT WITH NUMEC INCIDENT

On August 29, 1977, we met with the CIA for a briefing
on their knowledge of and involvement in the alleged NUMEC
incident. Subsequently, we had several follow-up discussions
with CIA representatives on the matter. We contacted 11 former
and current CIA employees. However, as we got further into
our review, the CIA blocked cur efforts to continue. While
the CIA did provide selected staff members of Chairman Dingell's
House Subcommittee on Energy and Power with the opportunity to
review at CIA Headgquarters scme documentation on their knowledge
of the NUMEC incident, CIA officials refused to provide us
with access to any source documents on their intelligence ac-
tivities surrounding the Israeli/NUMEC matfer. Furthermore,
the CIA did not cooperate with us in arranging interviews with
knowledgeable current and former officials. |

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
U.S.C.,, section 403g)
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At the August 1977 oriefing,|

|briefing. Additionally, we later pro-
vided the CIA with a memorandum on the information presented
to us at the -briefing to assure that our interpretation of

the information was accarate. The CIA official who reviewed
the memorandum suggested certain changes tut did not comment
on the accuracy of GAO's stated position regarding the alleged
diversion incident which identified the NUMEC facility as the
“most likely" source of Israel's nuclear weapons material.

A former high ranking CIA official at the briefing
provided us with the following additional information on the
incident., He cited these items as further support for his
belief about the Israel/NUMEC connection. '

-—~The ease with which nuclear materials could have been
taken from the NUMEC facility.

16 R
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:L25X¥,E{)J3526 ‘ The CIA also told us much of the same information thz:
the FBI had provided us. 1In a2n interview with a CIA officizi
on September 12, 1977, we were informsd that the intellicencs
information developed on the matter was so strond that everv-
one in the intelligence community concurred with the CIA's
opinions, except one--D0E. However, like the FBI, the CIx
emphasized that thev had no conclusive evidence tracing tha

unaccounted for nuclear material from NUMEC to Israel.

. One former official stated that the CIA was so confi-
~dent in the NUMEC information that a former Director briefed
President Lyndon Johnson on the incident in 1968 or 1969.
The former CIA Director later told us he could not recall
such a briefing. i ‘

We were told by a CIA official on September 12, 1977,
that at least one intelligence estimate was prepared by CIA
staff on this incident. However, in commenting on this re-
port CIA officials advised us that the currently available
files do not contain an estimate on the NUMEC incident and
it is their belief that this official was referring to an
overall intelligence estimate on nuclear proliferation. We
were also told by the former CIA Deputy Director of Science
and Technology on October 18, 1977, and another source for-
merly employed by the CIA on January 28, 1978, that a series
of papers were written |

On January 16, 1978, we asked the former CIA Director
involved in the matter about these papers and he told us that
he could not recall any such documents. However, he qualified
this statement by indicating that he did not intend to say
that the documents do not exist.

In a meeting with several CIA representatives on
November 17, 1977, the CIA appeared to change its views about

the alleged diversicn. |

| We asked the

CIA to explain its apparent change in views concerning NUMEC.
Specifically, we asked them to state, in writ.ng, the CIA's
official position on the alleged diversion. Their last sub-
mission to us was their formal comments on this report, which
still did not adeguately address this point.

In several meetings with CIA officials who have current
access to the files, it was explained to us that a search of

| 25X1, E.0.13526
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the available data reveals a "semantic® prcblen cohcerning
the usé of the term “evidence." 1In short, CIA stated thers
is no "hard evidence" of a diversion freom NUMEC tc Israel.

We were unable to determine whether the CIA changed its
opinion about any NUMEC/Israel link or whether the CIA inad-
‘vertently failed to comment on the inaccuracy of the "most
likely" position conveyed to us in the August 1977 briefing.
Further, we asked for any reports the CIA might have prepared
on the matter. We have never received any. A January 28,
1978, newspaper article, however, alleged the existence of
at least one such report. |

Moreover, in November 1977 the CIA refused to assist us
in contacting former .or present CIA employees having knowledge
of the incident. At cne point we attempted to discuss a par-
ticular CIA briefing with a former Chairman of NRC who had
participated in the briefing. However, since the discussion
would have involved CIA information, the former NRC Chairman
wanted prior approval from the CIA. We attempted to obtain the
necessary approval from £he CIA but were informed that this
request could not be honored due to the Director's decision
to work solely with Chairman Dingell's Subcommittee on this
investigation. :

' | 25X1, E.0.13526 |
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CHAPTErR 3

WERE THE INVESTIGATIONS BY THE FEDERAL GOVERNMENT

INTO THE ALLEGED INCIDENT ADEQUATE?

If a diversion or theft of nuclear material is suspected
or actually occurs in this country, the Federal Government
must be able to quickly and definitively determine how and
why it happened so that the public can be protected against
the potential hazards of such an occurrence. To do this,
agencies of the Federal Government with capabilities for in-
vestigating and responding to suspected diversion incidents
must work together. This did not happern with NUMEC. Whether
a diversion(s) ever occurred at NUMEC still remains unanswered.
What can be said, however, is that the Federal investigations
of the matter were urnicoordinated, limited in scope and time-
liness, and in our opinion less than adeguate.

DEPARTMENT OF ENERGY | | R

We believe certain DOE actions prior to and after the
alleged NUMEC diversion(s), raise questions on the adequacy
of DOE's implementation of its regulatory responsibilities
and its investigation of NUMEC. DOE did not take corrective
action against the NUMEC facility prior to the alleged inci-
dent, even though DOE inspections revealed repeated NUMEC
material accountability and physical security deficiencies.
DOE's investigation o NUMEC omitted one potentially signif-
icant avenue of investigation, i.e. that the unaccounted for
material could have been erroneously shipped to another coun-
try. Also, recognizing DOE's dual role for promotional and
requlatory responsibilities over nuclear activities, its in-
vestigation of NUMEC c¢annot be considered truly independent.
Prior to January 1975, DOE was responsible for regulating
nuclear materials &s well as promoting the use and develop-
ment of nuclear energy in the United States. Consequently,

a discovery that a large amount of weapons-grade material
could have been diverted from a U.S. facility would have been
embarrassing to DOE and detrimental to its promotional respon-
sibilities. Congress recognized these conflicting DOE roles
and split DOE's requlatory aspects from its promotional role
effective January 19, 1975. '

From the time NUMEC was licensed in 1957 until the
missing material was identified in April 1965, every accounta-
bility inspection conducted at NUMEC by DOE found significant
weaknesses in NUMEC's accountability over nuclear material.

In view of the problems DOE was experiencing with NUMEC
and investigations which were conducted, the FBI's liaison

19 -
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with GAOQ and a former Executive Director of the JCAE, told us
that the FBI and the JCAE recommended to DOE that NUMEC's li-
cense be taken away and that it be prohibited from receiving
additional nuclear materials. However, they could not recall
when or how these recommendations were communicated to the
agency. (We were unable to find any record of these communi-
cations.) Further, in a letter to DOE on July 26, 1965, a
DOE official who played a key role in the investigation of
the NUMEC facility, wrote

"k ¥ * if it were within my province. to do so I would,
* * * gtop all further deliveries of enriched uranium
to NUMEC until such time as they had straightened out
their procedures and had satisfactorily accounted for
all enriched uranium entrusted to them to date.”

We found no indications that DOE tbok corrective action
against NUMEC based on these recommendations.

DOEsg reluctance to take action against the facility in
light of continuing material control problems is guestionable.
In some informal notes we obtained from DOE's files, a former
DOE official in charge of DOE's overall investigation of NUMEC,
admitted the agency did not know whether the material had been
stolen or diverted. Yet the facility was not ordered to cease
operations, and it continued to obtain nuclear material con-
tracts. According to this official, who was a former DOE
Assistant General Manager, there was "no good answer" as to
why these conditions were allowed to persist over the years
of NUMEC's coperation. :

DOE's handling of physical security inspection reports
on the NUMEC facility by top DOE security officials also
raises some concern. Two former DOE security inspectors
told us on March 31 and April 3, 1978, that during most of
the 1960s, including the period of the zlleged NUMEC inci-
dent, DOE's Division of Security would rot issue an "unsat-
isfactory" security report on a nuclear facility. According
to these inspectors the security reporte had to be written
in a certain manner in order to be apprcved by the top secu-
rity official at DCE, the Director of Security. For example,
one security inspection report on the NUMEC facility con-
ducted on February 10 and 11, 1966, noted two "principal®
and several "minor" security deficiencies at the facility.
The deficiencies were significant enough to prompt the Di-
rector of Security toc visit the NUMEC plant to discuss the
problems with facility management. The two former security

‘inspectors told us, however, that the conclusion in the in-

spection report did not represent the actual findings. . The
report concluded: "“During the course of the inspection
several deficiencies were discovered though not sufficient
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to seriously detract from the otherwise satisfactory ‘aspects

of the security program * * *.," However, three former DOZT
security investigators, including the former Deputy and Assist-
ant Directors of Security, told us that the entire NUMEC secu-
rity program was inadeguate. : '

We were unable to discuss this matter with the former
Director of Security due to his current ill health.

We were told by the former DOE security inspector for the
NUMEC facility that during the February 1966 physical security
inspection at NUMEC he identified some unusual circumstances
regarding the control of nuclear material held by NUMEC. Al-

though this individual was not familiar with the material ac-

counting practices, the circumstances led him to believe that
an amount of highly enriched uranium aboui. equal to the amount
unaccounted for from the NUMEC facility might have been erro-
neously shipped to France. This former inspectecr became so
concerned $bout the matter that he attempted to report it to
the former Director of Security upon returning from the in-
spection. However, according to this individual and his former
supervisor, the Director of Security told him to "get out of
his office"” and not pursue the matter any further. According
to both these individuals, the entire matter was suppressed
and was never considered by top DOE security officials. Ac-

‘cording to DOE officials, as it later developed an authorized

shipment of highly enriched uranium was sent to France and was
identified by DOE inspectors as being in that country.

Since NUMEC was both a DOE contractor and a licensee,
the facility's nuclear activities were split between DOE's
conflicting requlatory and promotional responsibilities.
These conflicting responsibilities may have affected DOE's
conclusion about the alleged diversion incident. DOE devel-
oped a "theory" abou: what happened tc the material, even
though DCE had no conclusive information showing that a di-
version did or did not occur at the NUMEC plant. Moreover,
at a top level staff me=ting on February 14, 1966, a former
Assistant General Manager of AEC advised the members of the
former AEC that: '

"* * * jt would be theoretically possible to ship mate-
rial abroad in excess of the amounts indicated in the -
company's records."” And that "* * * the AEC material
accountability system might not reveal a deliberate

and systematic attempt to divert material * * * "

Further, 3 days after AEC was advised of the possibility of

a diversion, they briefed the FBI and, according to the former
agent in charge of the investigation, presented a convincing

21
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case that there was no diversion or theft of materlal from
the NUMEC facility.

FEDERAL BUREAU OF INVESTIGATION

.. Our evaluation of the FBI's investigation of NUMEC was
blocked by the FBI's denial to provide us with supporting
documentation. However, based on our interviews with FBI and
Department of Justice officials,; we believe that: (1) the
FBI's investigations of the incident were untimely; and (2)
the scope of the investigation was limited. :

From August 1965 to September 1969, the FBI developed
a substantial amount of information on the actions and asso-
ciates of NUMEC's president. According to the FBI investiga-
tors, this informaticn was developed in response to requests
from DOE and the CIA. However, it was not until April of
1976 that the FBI began to investigate whether there was a
diversion of material at the NUMEC plant--about 11 years '
after Dog“s investigation of the incidert.

On February 17, 1966, DOE staff met.with the FBI to dis-
cuss the incident and requested them to investigate the matter.
The FBI is required by the Atomic Energy Act of 1954 to inves-
tigate all alleged or suspected criminal violations of the act.
A diversion of nuclear material is a criminal violation of the
act; however, on February 25, 1966, the FBI informed DOE that
it would not undertake an investigation of the incident. The
guestion of diversion was not addressed by the Bureau again
until 1976. The former agent- in charge of the investigation
stated that since such ‘a long period of time had elapsed since
the alleged incident occurred it was very doubtful whether the
FBI would be able to develop any evidence that would resolve
the incident. .

During our review we found that the scope of the FBI's
current investigation appeared limited since they had not in-
terviewed at least eight key officials about their knowledge
of the NUMEC incident. These included a Chairman of the for-
mer AEC during the NUMEC incident; a former Deputy Director
of the CIA responsible for gathering and analyzing data on
nuclear activities in Israel during the time of the alleged
incident; the loan officer at the Mellon Bank who approved
the loan to NUMEC; a key DOE staff member responsible for mate-
rial control inves:igations at NUMEC; and the chief DOE field
investigator for NIJMEC. These officials told us that the FBI
never interviewed them about the NUMEC incident. Two individ-
uals, the former Deputy Director of the CIA and DOE'S chief
field investigator, told us that they could not understand why
the FBI had never discussed the matter with them in light of
their extensive and dlrect involvement. :

' 22
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'FBI anticipated legal difficulties in getting the appropriate

SEERET |

In the FBI briefing we received on COctoner 6, 1977, we
learned of another limitation 'in the scope of the FEBI's cur-
rent investigation. The former agent in charge ¢f the FBI's
investigation told us that the FBI did not investigate the
source of funds for NUMEC's payment for the missing nuclear
material. Although he saw this as an important aspect of the
investigation-~-since NUMEC's financial position did not ap-
pear to support such a loan--it was not pursued because the

bank records. BRowever, we obtained much of the data simply

by reguesting it from the responsible bank official over the
telephone. -Although the information we obtained did not re-
veal any peculiarities in NUMEC's financial dealings, it did
serve to further demonstrate the limited scope of the FBI's

investigation of the incident.

The FBI's efforts to effectively investigate the incident
have also been impeded by its lack of technical expertise in
dealing with nuclear facilities such as NUMEC. This is par-
ticularly significant since the Atomic Efergy Act reguires
that the FBI investigate such occurrences. According to the
former agent in charge of the investigation at the FBI, the
FBI is not competent to do the type of investigation needed
to determine the causes of unaccounted for nuclear material
without expert assistance. Consequently, he did not think
the FBI could ever conduct effective diversion-type investi-
gations without relying heav1ly on DOE ¢r NRC for technical
assistance and guidance. .

CENTRAL INTELLIGENCE AGENCY

From interviews with a former CIA official and with for-
mer and current officials and staff of DOE and the FBI we con-— |
cluded that the CIA did not fully cooperate with DOE or the
FBI in attempting to resolve the NUMEC matter. Although CIA
officials told us that they believe they did fully cooperate \
with DOE and the F3I, it appears to us that the CIA was reluc- '
tant to provide information which could have been helpful to
the domestic inves:igation because of its concern about pro-
tecting its "sources and metheds” of information.

25X1, E.O.13526
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According to the CIA, a briefing similar to that provided
to the FBI in May 1977 was provided to certain key DOE offi-
clials on July 29, 1977. Those present at the meeting are no
longer with DOE and have not been interviewed by GAQO. However,
we interviewed several former officials, including a Chairman
of AEC and two other Commissioners at AEC during the time pe-
riod 1965-1972, who told us that they were not aware that such
information existed even though several individuals agreed
that it would have heen important information to have at that

L4

S e .
Further, we were told by two former CIA officials, a

former Deputy Director of Science and Technology, and an. in-
dividual who did not wish to be identified, of the existence
of internal reports discussing the alleged NUMEC diversion.
The Deputy Director was one of the five highest ranking offi-
cials in the CIA at the time of the NUMEC incident and re-
ported directly to the Director of the CIA on  the matter,

Officials

currently handling the NUMEC matter at the CIA told us that
they have been unable to identify or find any such documents.
Yet the two individuals who told us about the documents said
they assisted in preparing them. DOE and FBI representatives
we guestioned saild they were not aware of the existence of

the documents. The appearance of the January 28, 1978, news-
paper article discussed on pages 14, 17, and 18 of this report,
leads us to believe that the CIA was less than forthright in
dealing with us and the FBI. The CIA disagrees with this
opinion.

| 25X1, £.0.13526
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CZSERVATIONS, CONCLUSIONS, AND RECOMMENDATIONS

WHETHER A DIVERSION OCCURRED AT NUMEC
RENAINS TO BE ANSWERED '

Although large amounts of circumstantial information have
been developed by DOE, the FBI, and the CIA on this incident,
these agencies did not provide any information, nor did we in-
dependently identify any, .that would conclusively show that a
diversion of material occurred at the NUMEC facility. Conse-

- guently, whether c¢r not such an incident occurred is still
debatable.

DOE has taken the position that it has no conclusive
evidence that a diversion of nuclear material ever occurred
at the NUMEC facility, although it cannot deny such a possi-

bility. § : S i

DOE supports the theory that the nuclear material unac-
counted for from NUMEC was caused by inadequate inventory
management. All current and former DOE officials we inter~
viewed, except one, agreed with this theory.. On the other
hand, many of these same cfficials also agreed that the facil=-
ity was sufficiently unable to control its nuclear materials
so that a diversion could have been carried out. ‘

FBI agents 'involved in the investigation believe that
there 1s a substantial amount of information which tends .
to support the diversion theory. However, it is circumstan-
tial in nature. The FBI is still investigating the matter.

The data which was made available to us by a former CIA
official | | left us with
the understanding that NUMEC was the "most likely" source of -
some of the nuclear material that was diverted to Israel. How-
ever, during the course of our work, CIA appeared to change
its opinions on the matter and told GAO that it had no data to
specifically support such a conclusion. [ |

["The '
newspaper article of January 28, 1978, seemed to confirm this.
Current CIA officials told us that the former officials were
drawing on memory as <they recalled past events. The CIA offi-~
cials who have current access to the files have advised us
that a search of the available data reveals a “semantic" prob-
lem concerning the use of the term "evidence." In short, CIA
states there is no "hdrd evidence® of a diversion from NUMEC
to Israel. At the same time current CIA officials admit

SERREL
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.ready collected information which, if added to data held by
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availzbls czta. when coupled with past recollections of events,
could 1zz¢ Zormer officials to speak in terms-of "linking" ths
unaccounted materlal frem NUMEC to nuclear developments in
Israel, ' .

NRC, in a February 1978 report related to the NUMEC inci-
dent, concluded that their previous official position of "no
evidence" to support a diversion may need to be reconsidered
in light of the many uncertalntLes surrounding the incident.

DOE stated that it had no evidence to indicate that a
diversion of nuclear material had occurred. We believe that
the agency could have been much more tentative in 1its conclu-
sions on the matter, instead of informing the public and Gov-
ernment officials that there was no need for concern about a
possible diversion of weapons-grade material from the NUMEC
facilitv.

Mordover, we belleve that the FBI apd CIA may have al-

DOE, could oprovide a more deflnltlve answer to the gquestion

of whether a diversion did occur. Until all information held
by these organizations can be consolidated and reviewed in its
entirety, a complete evaluation providing authoritative answers
to the questions surrounding the NUMEC diversion cannot be ob-
tained.

FEDERAL MECHANISMS TO COORDINATE
INVESTIGATIONS OF MISSING NUCLEAR , i ;
MATERIAL ARE LACKING ' :

It is essential that the nuclear safeguards systems em-
ployed by the United States be continually monitored and im-
proved as weaknesses in it are identified. Overall, the
safeguards systems in thiis country have been greatly improved
as a result of the alleged NUMEC incident. ~Since the alleged
incident occurred AEC and its succeeding agencies have placed
much greater levels of control reguirements on private nuclear
facilities like NUMEC. There are many new requirements which
include such measures as bimonthly inventory accounting, armed
guards to prevent unauthorized access to nuclear material and
alarm systems designed to detect unauthorized movement of nu-
clear material. Nevertheless, two recent GAQ reports pointed
out significant shortcomings in the ability of Government and
commercial nuclear facilities to adeguately monitor and control
nuclear materials with current accountability systems. These
reports pointed out that due to limitations in the state-of-
the~art of measurement instrumentation, diversions of nuclear
material from a U.S$. facllity can still occur and would prob-
ably not be discovered in a timely manner~.
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t and its assocliated 13-year investigation .
1

The NUNEC. inciden
hichlicht this ¢ountrv's current inability to effectively deal
wiih pcssible Ziverzisns of nuclear material. The combined

capapilities of DOE, FBI, and CIA were never directed at all
the factors involved in the alleged diversion. The institu-
tional barrlers exlisting among these agencies may have pre-
vented it. Each agency did "its own thing," to the detriment
of a unified, comprehensive investigation. A formal coordi-
nated interagency plan agreed upon plan is needed to focus

the combined cavabilities of these agencies in a more timely
and effective manner. The agreed upon plan should focus on
{1) an adeguate detection and investigative system and (2) a
reporting system to the appropriate congreéssional committees
and to the President. As a result, if a similar incident were
to occur today, this country may not be assured of any Dbetter
investigation. The United States needs to improve its efforts
for effectively responding to and investigating incidents of
missing or unaccounted for weapons-grade nuclear materials.

In view of% increasing terrorist avt1v1t1es throughout the
world, the ability to respond and investidate such incidents
should be of concern to national security and the public
health and safety. We believe a timely, concerted effort on
the part of these three agencies would have greatly aided and
possibly solved the NUMEC diversion questions, if they desired
to do so.

While incidents of unaccounted for material have been
experienced in the past, there has not been another incident
involving public allegations such as those at NUMEC. We be-
lieve this can possibly be attributed to the increased empha-
sis the Government has placed on protective measures against
diversions or thefts but it may also be due to a little good
luck in that people may have not tried to do it.

RECOMMENDATIONS TO THE HEADS OF AGENCIES

GAO recommends that the heads of DOE, NRC, the Depart-
ment of Justice, and the CIA, as part of their responsibil-
ities for the national security of the country establish a
plan for coordinated interagency action which focuses on a
nuclear safesguards system that adeguately detects, investi-
gates, and reports to the Congress and the President on thefts
or diversions of nuclear materials. The plan which should be
submitted to the Congress within 90 days or less of the lssu-
ance of this report, should include

-=-a formal means for a timely determination of whether
a loss has occurred;

-~a clear and direct channel of communications between
the agencies; '
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--a formal means for rapnidlv focusing the abilities of
~these agencles on the resolution of a dlverolOﬂ inci-
dent; and .

--a means for allowing anv incident involving the theft
or diversion of nuclear material to be definitely re-
solved to the satisfaction of the Congress and the
President.

We also recommend that the Attorney General, working with
the FBI, take the lead in establishing the interagency plan
since the FBI, under the Atomic Energy Act of 1954, 1s respon-
sible for investigating incidents involving the diversion or
theft of nuclear materials. ‘

'RECOMMENDATION TO THE CONGRESS

The committees of Congress having jurlsdlctlon for domes=

"tic nucleay safeguards should .

-~review the nuclear safeqguards plan to be submitted by
the Executive Branch to assure that an adegquate system
is developed which deters and investigates thefts or
diversions of nuclear materials.

~--reguest that the FBI and DOE's Office of Inspector
General complete their investigations of the NUMEC in-
cident as soon as possible and submlt their reports to
the commlttee

These reports should be reviewed to determine the adequacy of

the investigations and their implications for developing a
more effective future system.

The committees should note that with the passage of time
it is difficult to conclusively determine what specifically
happened at NUMEC. However, the important point to remember
is that we should use this lesson and make certain that the
Nation develops an adeguate detection and follow-up system to
deter future nuclear thefts or diversion.

AGENCY COMMENTS

DOE's comments on the report are contained in a letter
dated July 25, 1978. (See appendix II.) DOE agreed with the
thrust of the report. However, it disagreed with .our recom-
mendation concerning the need to enter into a formal intera-
gency agreement with NRC, the, FBI, and the CIA for more timely
and effective action in investigating incidents of suspected
or real diversions of nuclear materials. DOE states in its
letter that a comprehensive plan and a memorandum of
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~understanding with the FBI already existed for jolnt .responses
to nuclear threat situations. Further, DOE stated that it has

open channels of communication to other acencies, includinc
the CIA, for the exchange of information pertinent to nuclear
threat situations. : '

These factors were known to us and are commendable. The
current memorandum of understanding between DOE and the FBI
is the beginning of an effective response plan to incidents
of nuclear diversion, but it .is inadequate since it does not
include CIA participation and cooperation. Without a formal
interagency agreement placing positive reporting and investi-
gative responsibilities on DOE, NRC, FBI, and the CIA along
the lines recommended by GAO, we believe the possibility
exists for a repetition of the 13~year NUMEC investigation.

The comments received from the CIA are contained in a
letter dated September 1, 1978. (See appendix III.) The
letter takes nc issue with the facts or reacommendations in--
cluded in the report. It does, however, 23bint out some CIA
concerns about certain information in the report.

We believe that the CIA's concerns have been adeguately
addressed in the report. However’, we did not specifically
address the CIA's concerns regarding its degree of coopera-
tion with DCE and the FBI on the alleged NUMEC incident.

In its letter the CIA disagreed with the statement in
the report indicating that they failed to cooperate with DOE
and the FBI. The CIA tased the disagreement on the fact that
its officials briefed & large number of ofificials in the exec-
utive and legislative tranches of Government on the NUMEC mat-
ter in 1976 and 1977.

We were aware that such briefings were provided. How-
ever, we believe that since the briefings were provided 4 to
6 years after some of the key information was developed their
utility in helping to resolve the NUMEC mstter was greatly
diminished.

| 25X1, E.0.13526 |

This information was not passed on to DOE or the FBI accord-
ing to the officials we contacted in those agencies. However,
we believe it must be pointed out that the current officials
we interviewed said that such documents were not known to
exist within the CIA. '

The Department of JusStice and the FBI did not furnish
formal written comments. We provided them more than 3 months
to do so, a time period longer than that provided DOE, CIA,
and NRC.. While we did not have the benefit of official

SEGRET
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written comments from the Department of Justice and the FBY

v E in preparing the final report, we did consider the views anc
comments of the FBI staff familiar with the alleged NUMEC
incident. :

NRC had no comment on the content of the report. How-
ever, the Commission did state that the recommendations to
the Heads of Agencies appears reasonable. (See appendix IV.)

Seomer
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CHAPTER 5

SCOPE OF REVIEW

We obtained the information contained in this report by
reviewing documents, reports, correspondence, and other rec=
ords of the former AEC and ERDA, and DOE and NRC. We also
interviewed officials at : -

--DOE headguarters, Washihgton, D.C., and Germantown, -
Maryland;

~=CIA headquarters, Langley, Virginia;
--FBI headéuarters, Washington, D.C.;

-=NRC headquatters, Bethesda, Maryland; apd
--many other locations acfoss the country.

Because we were unable to obtain source documents from
some of the organizations involved in the matter, we conducted
extensive interviews with former and current Government agency
employees about their knowledge of the incident. We also in-
terviewed people outside of the Government having an .involve-
ment with the NUMEC operation. Specifically, we contacted 42
former and current employees of DOE and NRC. We contacted 12
former and current officials of the Department of Justice and
the FBI, 11 from the CIA, and 20 other individuals, including
7 people that formerly worked at NUMEC. Our interviews were
with those most knowledgeable of the incident at all levels
of these organizations, including the former Chairman of AEC,
two former Attorneys General of the United States, the presi-
dent of NUMEC, former and current presidential aides, and
FBI/CIA/DOE investigators. (See appendix I for a summary
listing of individuals contacted during our review.)

We believe we conducted the most thorough and complete

investigation possible under the severe limitations imposed
on us by several Federal agencies.
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s A SUMMARY LIST OF INDIVIDUALS

CONTACTED IN PREPARING REPORT

AEC/ERDA,/DOE

1 former Chairman, AEC

2 former Commissioners, AEC
14 former staff members, AEC/ERDA
13 current staff members, DOE

CIAa
Current Director
o General Counsel
Lo 1 former Director
ot 2 former Deputy Directors
' 6 curtent staff members e
NRC
1 former Chairman .
5 former staff members
6 current staff members
DOJ
Current Attorney General
2 former Attorneys General
3 staff attorneys
FBI
3 former agents
3 current agents
NUMEC

‘ Former President of company
. Former Vice President of company .
Former Treasurer of company
Former Secretary of company
3 former employees

JCAE

2 former executive staff directors

= 32
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'

Senate

Select Intellizence Committee

current staff member

former and current Presidential aides
staff members Pennsylvania Department of Revenue

and Taxation :
staff member U.5. Securities and Exchange Commission
official of Mellon Bank, Pittsburgh, Pennsylvania
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Department of Energy

Washingten, D.C. 20545
_ July 25, 1978

Mr. Monte Canfield, Jr., Director
Energy and Minerals Division

U. S. General Accounting Office
Washington}y D.C. 20548

e

Dear Mr. Canfield:

Thank you for the opportunity to review and corment on the GAQ draft
report entitled "Nuclear Diversion in the U.S. - 13 Years of Con-
tradiction and Confusion,”

In our July 21, 1978 meeting with Mr. J. Howard. and other members of your
staff, we discussed our comments and concerns with the draft report as
written, As the result of our meeting, we understand that certain changes
are to be made which will point out that DOE has made significant improve-
ments in strengthening past safeguard policies and practices since 1965,
We also understand that the report will be clarified in other respects
consistent with our comments furnished under separate cover. However,

we are concerned that the readers of the report and its recommendation
might obtain an incorrect impression of DOE's ability to respond to
threats or incidents of suspected or real theft or diversion of nuclear
material (SNM). ' '

DOE responds in a very timely and effective manner to terrorism threats
and incidents of suspected or real diversions or thefts of nuclear
materials in the U.S. We have a comprehensive plan and a memorandum of
understanding with the FBI for joint responses 0 nuclear threat situations.
We also have clear and open channels to other agencles such as the -CIA and
NRC for the exchange of information pertinent to potential nuclear theft,
alleged black market incidents involving SNM, etc. Further, we have an
arrangement with the FBI to provide formal in-service training for agents
in the technical and scizantific sophistications relevant to nuclear in-
vestigations, NRC has fully participated in this program. Also, we have
briefed Congress in some detail on various aspects of our emergency pre-
‘paredness and response program. Information on our emergency preparedness
and response program, including our formal policies and procedures, con-
tinues to be available for review by your representatives,

[
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Mr. Monte Canfielc, Jr. » o July 23, 1978

The thrust of the recommendations concerning investigation of threats was
e clarified during our discussion to apply to after-the-fact resolution of

o reasons for or causes of.threat indicatioms. It is proposed that these
recomuendations ‘be restated to make clear that they are directed to agencies
other than DOE and not ‘to DOE or its ability to investigate and respond to
threats or diversions of SNM in a timely and effective manner,

Sincerely, -

Ca ._4."h
/L/' (/ ’/‘z.-‘
Fred L.'Hiser, Director

" Division of GAO Liaison
Office of the Controller
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1 September 1978

The Honorable Elmer Staats
Comptroller General of the United States
Washington, D.C.

Dear Elmer,

In the period August 1977 to August 1978 CIA was in sustained con-
tact with the General Accounting Office (GAQ) concerning its current
investigation of nuclear materials unaccounted for from the facilities
of the Nuclear Mdterials and Equipment Corporation {NUMEC) '6f Apollo,
Pennsylvania. We believe that this dialogue has contributed to GAQ's
understanding of some of the key issues that are touched on in the GAO
report titled, "Nuclear Dijversion-in the United States? Thirteen Years"
of Contradiction and Confusion." One needs to note, however, that the
issues that have been of primary interest to GAQ in its present investi-
gation find their origins in & complex situation that first came to the
attention of the United States Government in 1965. As a result, while
it is agreed that the nuclear material that has been unaccounted for
since 1965 is uranium-235, it is less clear, despite len3jthy investiga-
tions and inspections conducted at different times over the past
thirteen years by GAO, the FBI and DOE, as to what actually happened
to this uranium. In view of these circumstances, CIA officers have
spent a substantial number of hours during several different meetings
in recent weeks in reviewing with GAQ personnel a number of factua)l
errors and misunderstandings in the earlier versions of :he draft
report which were eventually eliminated. We find, however, that the
tone of the GAO report suggests a less than forthright approach to the
NUMEC issue by CIA. Insofar as this agency's role in this matter is
concerned, which is all that we can address, this report creates an
unfortunate and inaccurate ‘mprassion which in our view cannot be sub-
stantiated by the facts as we have been able to reconstruct them.

This judgment leads .us, therefore, to comment in the following para-
graphs on our reactions to the GAD report before it is mede final.

The circumstances surrcunding the identification of nuclear
materials unaccounted for, when combined with media speculations on
what may have happened to this material, have generated a number of
allegations. It is important to note, therefore, that CIA's
knowledge of those events which could in any way impact on these

: WARNING NQTICE ] _' ‘ m‘f::"-f:"‘::."?igner
SITIVE INTELLIGENCE SQURCES dwciarsificar, eete of £0. 1162
AND METHODS INVOLVER samption schediMngd (1, (). O 7
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allegations stems from this agency's pursuit of foreign intelligence
and counterintelligence objectives which deal with the issues of
worldwide nuclear proliferation. In short, CIA's interest in intelli-
gence and counterintelligence matters enables it to comment on events
in overseas areas to include the making of estimates about the growing
capabilities of foreign countries in the nuclear arena. This situation

* . has been explained to the GAQ investigators on several different
occasions. The GAD report implias, however, that there was a CIA
estimate on the alleged NUME( diversion which was never aimitted to

*~ by this agency. The GAO cites a newspaper article to buttress this

_point. |

This
brief passage was ¥ontained in an overall estimate on nuclear pro-
liferation worlidwide. Despite the availability of this background
fnformation, the GAG report opts to leave this issue factually unclear.

In a policy sense the key allegations that cantinue to circulate
relative to the material unaccounted for are: : :

a. The material was illegally diverted to Israel by
NUMEC's management for use in nuclear weapons.

b. The material was diverted to Israel by NUMEC's
management with the assistance of the CIA.

.  The material was diverted to Israel with the
acquiescence of the United States Government.

d. There has been a cover-up of the NUMEC incident
by the United States Government involving a President
of the United States. .

CIA has no "hard intelligence" concerning the allegations outlined
in subparagraph a above. It was CIA, however, which requested an FBI
investigation as early as 1968, ]

\ | Daspite this historical
t " record, it is impiied in the GAD report that CIA failed to cooperate
with United States officials who were concerned with the NUMEC case.
We believe the facts of the matter argue otherwise. Of particular note
in this regard is the reality that since the NUMEC case was reopened in
1976 by Presidential direction, a large number of officials in the
executive and legislative branches have been briefed on NUMEC-related
developments by CIA. The DOE and FBI officials who received these CIA
briefings as of 1976 stated that while more information was now

i AT eSS 7
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available on Israeli nuclear developuwents than had been the case in
1968, the new information did not change the thrust of their earlier
conclusions concerning the previous allegations of a diversion.

GAO has also been advised,.repéated1y, that CIA has no informa-
tion that would substantiate the allegations outlined in subpara-
graphs b, ¢ and d.

Also of concern to us is the GAD allegation that CIA changed its
position on the allegad diversion of nuclear materials. This situation
resulted from GAQ participation in an August 1977 meeting at which they
were given an oral briefing on Israeli nuclear developments and how
these might impact on GAQ's NUMEC investigation. The participants at
the briefing were retired and active duty CIA officers. The retired
employee spoke from memory on past events witnout the benefit of access
to fileqdata. The current employees talked primarily from data that
had beeft retrieved from the files, since the principal briefer had not
been a firsthand participant in monitoring Israeli nuclear developments
in the 1965 to 1975 pariod. The GAC report tends to commingle the
results of what was said at that meeting by both the retired employee
and by the curren: employees into one afficial CIA position. This, in
our view, is not a proper investigative technique, for it creates con-~
fusion where there should be none. In short, :he retired official
talked from memory and in so doing surfaced daca that was not recorded
either in our current files or in our institutional memory, - This new
material was not chal'enged at the time it was presented, but subse-
quent checks revealed that some of it could not be confirmed by docu-
mentary data. This does not mean the information as stated was not
true. It simply reflects a s{tuation in which file data on this topic
has proven to be less than-adequate. In addition, the retired employee
mentioned one or two items that subsequent checks revealed were garbled.

- Although this entire matter has been explained to GAD investigators,.

and we have made the point that the key issue in this dialogue hinges

on the semantic problem concerning the use of the term “evidence," the
reader of the GAD repart is left with the impression that GAO does not
fully accept this explanation. This in turn raises a question of con-
tradictions when in fact there is none,

We are of the opinion that part of the “confusion and contradiction™
recorded in the GAJ report reflects the results of investigators talking
to employees of otner agencies whomCIA did not brief on its knowiedge of
Israeli nuclear developments. If the employee contacted by GAD did not
have access to his organization's files or did not recall a past event
involving CIA action, the GAD report makes it appear that CIA was either
remiss in not briefing the employee or is not recounting past events
accurately. This is a distortion that needs to be corrected, for when
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CIA briefed an individual FBI or DOE employee, we were passing infor-
mation to the institution that was involved and not the individual.
1f, in subsequent periods, the institution‘s current employees cannot
retrieve this data or they do not have access to it within their
organ1zat10n this factor should in our view not be stated or implied
as a shortfall in CIA procedures or openness in dealing with other
agencies. .

‘ "~ The GAO report accurately states that its officers were denied
access to documents |

] It should

be stated in the report with equal vigor that congress1ona1 staffers
directly engaged in the NUMEC case did subsequently review relevant CIA
files and others, inciudirg GAG, were verbally brwefed on CIA's know]—
edge of pertinent events.

The GAD report makes a number of recommendations. We cannot fore-
see how these will be acted on by those who have the responsibility to
consider these key points. CIA remains fully aware, however, of the
need to cooperate with those in the United States who have the legal
mandate to investigate nuclear material unaccounted for. We will ful-
fi11 this responsibility while simultaneously meeting our obligations
to protect sources and methods,

As a final point, let me say that my staff is looking at the
question of what portion of the GAD report can be declassified. We
will be in touch with your associates on this matter in a prompt manner.

STANSFIELD TURNER

[ 25X1, E.0.13526 |
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& “, UNITED STATES

. < . .
- : K  NUCLEAR REGULATORY COMMISSION
. 3 . WASHINGTON, D. C. 20555
%R Jf:§ : '
O

teuns’ : JUL 13 1978

<9 BTAY(.

\}

K

Mr. Monte Canfield, Jr., Director
o Energy and Minerals Division

U. S. General Acccunting Office

Washington, DC 20548

Dead Mr. Canfield: | "

APPENDIN IV

SUBJECT: GAO DRAFT REPORT, "NUCLEAR DIVERSION IN THE US? 13 YEARS
OF CONTRADICTION AND CONFUSION" {SECRET/NSI)

The Nuclear Regulatory Commissicn has no comments on the content
of the report. The recommendations to Heads of Agencies appears

reasonable.

Sincerely,

S ) . B ’/\ b,
LR

< _~1ee V. Gossick

Executive Director

for Operations

(30513)
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Honorable Elmer B. 3taats :
Comptroller General of the

United States

Washington, D. C. 20548

Dear Mr. Staats:

This is in response to your letter to me, dated
December 16,. 1977, reguesting access to.records, reports
and files in the possession of this Department which relate
to the Ngclear Materials and Equipment Gbrporation (NUMEC)
of Apollo, Pennsylvania. Your inquiry into this matter was
at the reguest of Chairman Dingell of the House Subcomnittee
on Energy and Power. You also reguested to be informed of
the scope of our investigation and the estimated date of its
completion. ' ‘ .

As you may know, in response to a similar request from
Chairman Dingell, the Deputy Attorney General informed him,
by letter dated September 8, 1977, than Department policy
has been to provide oral briefings by the FBI to Congressional
committees which have inguired about this matter. Such'a
briefing was offered to Chairman Dingell. '

‘The recent meeting of FBI representatives with Mr.
Ccanfield, Director of the GAO Energy and Minerals Division
and members of his staff, to which you refer in your letter,
was in fact a briefing by the FBI as a result of the Acting
Comptroller General's letter to me of August 30, 1977.
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In view of the Iact that our invacstig=aticr inzs . this
matter is continuinz, I am not zXlé to accede To vour
request 2t this time. Considsration will, of course, bs
given to your reguest -upon the conclusion of our investiga-
tion,

I am unable *o estimate when the investigztion will be
concluded. You may be assured, however, that it is being
carried out as expeditiously as possible.

. ' Yours sincerely,

- o Griffin B. Bell
¢ ' Attorney General

42
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Interagency Security Classification Appeals Panel

¢oo Information Security Oversight Ottice

MEMBERS TO0 Pennsyfvania Avenue. NJW L Room 100

DFEARIMENT OF DEFENSE

Wiashington, D.CL 20408
Felephone: (202) 3537-32350

NMachaed Hhiozins A1h 1< S0
N an: (2023 357-39G7
DEPARTMENT OF JUSTICE ‘I N (_) 3 G
Mark A Bradley Pl ISCAp o nara. gov

DEPARTMENT OF SEATE
Marearet P Grateld

OFFICE OF THE DIRECTOR OF

SATIONAL INTELLIGENCE

Conn St

me

NATIONAL ARCHIVES AND
RECORDS ADMINISTRATION

Saennd

Shenberger

NATIONAL SECURITY

COUNCTL

dohe W

STAFE
Frehbin Chau

March 18. 2014

Grant F. Smith

Director

Institute for Research: Middle astern Policy
Calvert Station

P. O. Box 32041

Washington. DC 20007

Dear Mr. Smith:

ENECUTIVE SECRETARY

John PP Frizpatriel

Phrector

INFORMATION SECTRITY
OVERSIGHT OFFICE

Please be advised that the Interagency Security Classification Appeals Panel (ISCAP) has
concluded its consideration of the mandatory declassification review appeal filed by you and that
the 60-day period during which an agency head may appeal an ISCAP decision to the President
has expired. Enclosed are copies of the documents and a chart that outlines the ISCAP decisions
with the exception of any information that 1s otherwise authorized and warranted for withholding
under applicable law, we are releasing all information declassified by the ISCAP to you. If you
have questions about this appeal. please contact Neena Sachdeva or William C. Carpenter at

(202) 357-5250.

Sincerely.

ot 4. Ein

4
JOHN P‘%ITZPATRICK

Executive Secretary

Enclosures



ccC:

Mr. Charles Piercy [Letter with Chart]
Executive for Business Support Services
National Archives and Records Administration

Mr. Joseph Lambert [Letter and Chart and Document]
Director, Information Management Services
Central Intelligence Agency Member to the [SCAP

Mr. David Stanhope [Letter with Chart and Document]
Acting Director
Jimmy Carter Presidential Library and Museum



ISCAP DECISION ON THE MANDATORY DECLASSIFICATION REVIEW APPEAL FILED BY

MR GRANT F. SMITH

IDENTIFYING DESCRIPTION OF ACTION
NUMBERS DOCUMENT

Smith, Action Memorandum [for DECLASSIFIED THE DOCUMENT
document No. 1 Zbigniew Brzezinski] INITS ENTIRETY

ISCAP No. July 29. 1977

2012-167 1

page
Carter Library Unmarked

NSA Staff Files

Smith.
document No. 2

ISCAP No.
2012-167

Carter Library
NSA Staff Files

NUMEC MUF

[Nuclear Materials and
Equipment Corporation
Materials Unaccounted For]

November 27, 1979

1 page

Confidential

DECLASSIFIED THE DOCUMENT
INTTS ENTIRETY

Smith, Israel and MUF {Materials DECLASSIFIED SOME PORTIONS
document No. 3 Unaccounted For] AND AFFIRMED THE
ISCAP No. July 28,1977 ggz}gfg;gﬂl@lﬂ OF OTHER
2012-167 3 pages

- v ~N T AN N
Carter Library Ton Secret E.C7)5;<313’26d§7§3;éb)(1) and 3.3(b)(6)
NSA Staff Files P as 2>x 1 and 25
Smith, Nuclear MUF [Materials DECLASSIFIED SOME PORTIONS
document No. 4 Unaccounted For]| AND AFFIRMED THE
ISCAP No. August 2. 1977 CLASSIFICATION OF OTHER

Carter Library
NSA Staff Files

3 pages

Top Secret — Restricted Data

E.O. 13526 §8§3.3(b)(1) and 3.3(b)(6)
as 25X 1 and 25X6

Some information remains withheld as
Restricted Data under the statutory
authority of the Atomic Energy Act of
1954, as amended and regulations
issued under the Act.




IDENTIFYING DESCRIPTION OF ACTION
NUMBERS DOCUMENT
Smith. AEC Licenses DECLASSIFIED THE DOCUMENT
document No. 5 - IN ITS ENTIRETY
ca. 1977
ISCAP No. I page
2012-167 ©
Unmarked

Carter Library
NSA Staff Files

Smith,
document No. 6

ISCAP No.
2012-167

Carter Library
NSA Staff Files

Your Meeting with [Carl]
Duckett

November 3, 1978
3 pages

Top Secret — Restricted Data

DECLASSIFIED SOME PORTIONS
AND AFFIRMED THE
CLASSIFICATION OF OTHER
PORTIONS

E.O. 13526 §§3.3(b)(1) and 3.3(b)(6)
as 25X1 and 25X6

Some information remains withheld as
Restricted Data under the statutory
authority of the Atomic Energy Act of
1954, as amended and regulations
issued under the Act.

Smith.
document No. 7

ISCAP No.
2012-167

Carter Library
NSA Staff Files

Memorandum for the Attorney
General

November 20, 1978
1 page

Top Secret

DECLASSIFIED THE DOCUMENT
INTTS ENTIRETY

Smith,
document No. 8

ISCAP No.
2012-167

Carter Library
NSA Staff Files

Diversion of Nuclear Material
to Israel

November 6, 1978
| page

Top Secret

DECLASSIFIED THE DOCUMENT
IN ITS ENTIRETY
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THE WHITE HOUSE
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WASHINGTON b
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July 29, 1577 | .

ACTION

MEMORANDUM FOR: ZEIGNIEW BRZIZINSKI
FROM: JERRY SCHECTER

Congressman John D. Dingell (D., Mich.) called tc report

in very indignant tones that he is ''troubled” about investigations
of Materials Unaccounted For (MUF). He is insisting that two
of his staffers on the Energy and Power Subcommittee be
briefed on a series of matters relating to MUF, particularly
the NUMEC plant in Apollo, Pennsylvania. Dingell said he
was told by ERDA that only GAO and AEC have investigated
the case. However, he said he understands both the FBI

and the CIA have been involved. He says 'he knows' that

the FBI has been involved in investigaticns of special Q"
clearances, and that the CIA was involved in passing on these
clearances, '

Dingell implied that the CIA was involved in the Apollo case.
He also said there is a question of when the NRC learned
about the Apolle MUF. He has requested that two of the
Subcommittee staffers, Michael Ward and Donna Levigne from
the GAQ be briefed by the NSC. I told him I would call him
early next week, but made no commitment whatscever other
than to get back fo him.

RECOMMENDA TION:

Ask Dingell for 2 letter on this matter

Agree to have Tuchman brief the staffers _

i

DECLASSIFIED UNDER AUTHORITY OF THE
-_— INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,
E.0. 13526, SECTION 5.3(b)(3)

Other

e
’ ISCAP APPEAL NO. 2012-167. document no. 1

cc: Jessica Tuchman (/7 DA AT Bty
DECLASSIFICATION DATE: March 18,2014
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MEMORANDUM Q{?&mje(btéz,,( q
NATIONAL SECURITY COUNCIL —
EaﬁriggNTIAL | November 27, 1979
\ .
ACTION
MEMORANDUM FOR: ZBIGNIEW BRZEZINSKI
FROM: JZRRY OPLINGER -~

SUBJECT: NUMEC MUF 08 .

I have a Top Secret memcranduam from you to the President
written by Jessica Mathews in Avgust, 1977, concerning the
above subject, i.e., missing nuclear material from the
NUMEC plant in Apolle, Pa. It reports everything Jessica
was able tc learn about this matter in briefings by ERDA,
F3I, and the CIA, [N

Senator Glenn has for some time been pressing John Deutch

of DOE for his views on this matter. Since John will be
speaking for the Administration, he and I believe it is
important “hat he should know the contents of the memorandum
in order to avoid stepping intc unknown pitfalls in this
sensitive matter. ( ‘

RECOMMENDATICN : That you authorize me to allow Deutch te
read the memcrandum in my office. (U)

Approve , Disapprove
. tNA:
I ~—~

DECLASSIFIED UNDER AUTHORITY OF THE
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL.
E.O. 13526, SECTION 3.3(b)(3)

~ I ISCAP APPEAL NO. 2012-167, document no. 2
CONFISIANTIAL DECLASSIFICATION DATE: March 18,2014

Reviaw 11/27/85%
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MEMORANDUM e

NATIONAL SECURITY COUNCIL

July 28, 1977

MEMORANDUM FOR: JESSICA TUCHMAN

FROM: JOHN MARCUM/

SUBJECT: Israel and MUF

Ted Schackley called today on a secure line and provided the followmg
responses to our inquiries of yesterday:

[25X1, E.0.13526

DECLASSIFIED UNDER AUTHORITY OF THE
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,
L0, 13526, SECT  S.3(b)(C
~FEF-SEEREF/SENSITIVE - XGDs 0 1720 SECTION S0

ISCAP APPEAL NO. 2012-167. document no. 3
DECLASSIFICATION DATE: March 18,2014
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I also asked Schackley to get us a runéown on the political aspects --
e.g., when were the President and Congressional officials briefed on
the Israeli weapons program, on the NUMEC connection, and what
were their reactions. In December, Carter was briefed on the
NUMEC problem as President-elect by Bush in Georgia. I have also
heard sketchy accounts of briefings for Johuson and Nixon, but it
would be useful to get these details in hand in case there is a
Congressional inquiry later.

We should discuss next steps on this issue and the MUF release. At
this point, despite the F3BI clean bill of health, I do not think the
President hag plausible deniability. The CIA case is persuasive,

though not conclusive, ‘ - -
; | 25X6, E.0.13526 —
|
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‘ T MEMORANDUM T Dteldiviab D ! 2
THE WHITE HOUSE o .
SO0 SECRE 'yféfENSITNE WASHINGTON W‘”] 5367d Q/Z/’f/
MEMORANDUM FCR: THE PRESIDENT
FROM: ZBIGNIEW BRZEZINSKI()Q\ .
SUBJECT: " Nuclear MUF | | j‘(

March 18,2014

A vy / oy Ao i L7 e & Qs UUJ-LL) @.Mr.

ERDA's long-planned release of U.S, MUZF (Material Unaccounted
For) data will take place on Thursday (August 4). As I mentioned to
you in a recent Weekly Alert, the puklic release will undoubtedly
focus intense prass and Congressional attention on the missing
material frem the NUMEC plant in Apolle, Pennsylvania.

At your direction I have been thoroughly briefed by ERDA, FBI and
ClA. The essential conclusions are these:

ISCADR APPEAT NO. 2012-167, document no. 4

DECLASSIFICATION DATE:

-~ Inthe 1950s and '6Qs, the AEC did not reguire its licensees to
rmalke annual physical inveatories of their special nuclear

material, This lead %o the practice of a plant’'s berrowing on a
subsequent contract in order to cover operational losses (the
major contributor to MUF) in a current contract, The NUMEC
plant was particularly bad in this respect. No inventory was
perfarmed Setween 1957 and 1965. In mid 1965, the lack of an
immedizte subsequent contract fozced NUMEC to do a material
accounting which revealed that 170 kg of highly 2nriched uranium

P ot

was missing, -

Atomic Energy Act of 1954, as amended
and regulations issued under the Act

~- Upon receiving this accounting, the AEC immediately began a long
series of investigations which continued through 1969, and which
ultimately concluded that all but 56 kg of the missing material could
be physically accounted for. ERLA pelieves now (but has no
evidence) that even this remaining 56 kg can be accounted for by
operational losseg, butthis willbeavery hotly contested conclusion.

&

Withheld under statutory authority of the

The ERDA repcrt also reaches a very carefully guarded conclusion
that ne evidence cf theft of signilicant amounts of materizl has been
Iiound., The key paragraph is attached as Tab A,

== The FBI has undertaken two lengthy investigaticas of this case.

The first, beginning 1n 1963, looked at the guestion of Shapiro's
(the President of NUMEC) relationship 4o the Israeli Government,
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It concluded that Shapiro did indeed have frequert contacts with
Israell officials here, pariicularly the Science Attache who was
thought to be an intelligence officer. They also discovered that
Snapiro got VIF treatment on trins to Israel for which there
was no obvious explanation, This is the essential sim of their
findings. When these results were transmitted to Helms, then
head cf the CLA (at whose request the investigation had been
undertaken), he responded with a series of letters to Hoover
urging that the FBI take additional steps, including wiretapping
and surveillance of Shapiro., Hoover refused,

The AEC, at the direction of Attorney General Mitchell, undertook
its own investigation lzacding up to 2 full cemmission interview of
Shapiro in 1963, Strangely, 81l that Shapirc was asked in that
interview was whether he had ever divulged any clasgified information
and not whether he had participated in 2 divercsicn of material. The
AEC investigation was discontinued in September 1969.

| 25X1, E.0.13526

| Not surprisingly, Baker went to

President Ford whe then ordered the Attorney General to undertake
an immediate investigation. This time the Bl mandate covered
two gquestions: was there a diversion, and was there a coverup of 2
diversion. An intemsive study, involving hundreds of interviews,

2 full-time team of 6 senior agents, and millicns of dellars was
undertaken., It was conciuded one week ago, The investigation
was unable to uncover any evidence cf a theft although the
interviews included many current and former NUMEC employees.

25X1 and 6. I..0.13526
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| 25X1 and 6, E.0.13526 |

The conclusion ‘rom all this is that wnile a diversion might have occw:red,‘l ]
there is no evidence -- despite an intensive search jor some -- to prove

that cne did. For every piece cof evidence that implies one ccnclusion, ther
is another piece that argues the opposite, One is pretty much left with
making a2 perscnal judgment -- based on instinet -- as to whether tae
diversion did or did not occur., So far as we know however, (and we have made
serious effort to discover it) there is nothing to indicate active CIA participatio
in the alleged theft. : C e e -

There is a trermnendous amount of interest in this issue in Congress, both
because of the existing intelligence aspect and because of the implications
for U, S. safeguards standards {i.e., that such a thing could have happened
over 2 period of years without being detected).

We face tough sledding in the next few weeks (particularly in view of Cy's
Mid-East trip) in trying to keep attention focused cn ERDA's technical
arguments and, if necessary, on the FRI investigations, and away from

the CIA's inforrration. We run 2n obwvious risk in releasing this information
since it is quite possible that Congressional investigations and presc probings
could lead to leaks of the sensitive material. However, with all the public
expectation of the ERDA release, and the rumors already floating a2reund,

the political coets involved in withholding the release would be unacceptahle.
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DECLASSIFIED UNDER AUTHORITY OF THE -
INTERAGENCY SECURFEY CLASSIFICATION APPEALS PANEL,
.0, 13526, SECTION 5.3(b)(3)

ISCAP APPEAL NO. 2012-167, document no. S
DECLASSIFICATION DATE: March 18,2014
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MEMORANDUM (CCTSIDE THE SYSTEM) <
~TOP—SEERRP/SENSITIVE NATIONAL SECURITY COUNCIL
INFORMATION // November 3, 1978 C
MEMORANDUM FOR: DAVID AARON / X
o - 32 N
FROM: JESSICA TUCHMAN MATHEWS ; ’}z
SUBJECT: Your MeeTing with Duckett

In the summer of 1977 I was briefed by ERDA (DOE), FBI and CIA on
the purported diversion of nuclear material o Israel which Duckett
wants to discuss with you. The essential conclusions were these
(they were transmitted to the President):

-— In 1965, an inventory at the NUMEC plant isn Apollo, Pa., revealed
that 170 kg of highly enrichec uranium was missing. Upon
receiving this accounting, the AEC immediately begsn a long series
of investigations which continued through 1969, and which ultimately
concluded that all but 36 kg of the missing material could be
physically zccounted for. DOE believes now that even this
remaining 56 kg can be accounted for by operational lossesg, but
this cannet be proven.

-— The FBI has undertaken two lengthy investigations of this case.
The first, beginning in 1965, looked at the question of the

Withheld under statutory authoriy of the

v

Atomic Encrgy Act of 1954, as amended

and regulations issued under the Act

relationship of Zalmar Shapiro, president of NOMEC, to the
Israeli Government. It concluded that Shapiro did indeed have
frequent c¢ontacts with Israeli officials here, particularly the
Science Attache who was thought to be arn intelligence cfficer.
They also discovered that Shapiro got VIP treatment on trips to
Israel for which there was no obvious explanation. This is the
essential sum of their findings. When these results were
transmitted to Helms, then head of the CIA (at whose request
the investigation had been undertaken), he responded with a
series of letters to Hoover urging that the FRI take additional
steps, including wiretapping and surveillance of Shapiro. Hoover
refused,

—— The AEC, at the direction of Attorney General Mitchell, undertook
its own Investigation leaiing up to 2 full commission interview of
Shapiro in 1969. Strangely, all that Shapiro was asked in that
interview was whether he had ever divulged any classified information ~-
not whether we had participated in a diversion of material. The
AEC investigation was discontinued in September 1968,

N 25N1LF.0.13526 7

| Net surprisingly, Baker went to
President Ford who then ordered the Attorney General to undertake

~FOP—~GEERES /SENSTTIVE/XGDS

DECLASSIFIED UNDER AUTHORITY OF THE
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL.
E.0. 13526, SECTION 5.3(b)(3)

ISCAP APPEAL NO. 2012-167. document no. 6
DECLASSIFICATION DATE: March 18,2014
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An immeddiarte investipation. This time the FRI mandate covered two
questions: was there a diversion, and wes there a coverup of a
diversion. 4n intensive investigetion, involving hundreds of inter-
views, a full-time team of & senior agents, and millions of dollars
was unable to uncover any evidence of a theft although many current
end Zormer NUMEC employees were interviewed.

_25X1 and 6. E.O.13526

The conclusion frem all this is that while a diversion might have occurred,
there is no evidence —- despite an intensive search for some -- to prove

that one did. For every piece of evidence that implies one conclusion, there
is ancther piece that argues tme opposite. OQne is prerty much left with
making a personal. judgment -- based on instimct -- as to whether the
diversion did or <¢id not occur.

So far as we know (though there are still lingering suspicions) there 1is
nothing to indicste active CIA participation in the zlleged theft.

The informaticn in this memo is one year old. After Lera told me about

this meeting I considered phoning the FBI to find out what had eventually
happened to its investigation (which had not been accepted by Justice

P RERFE SENSTTIVE/XGDS
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et the time I ta’ked to them and was therefore not officially
completed) but decided not to stir up the coals until we Jound out
what Duckett had to say. I sheoulé zlso mention that altheough I was
briefed in order to prepare a full report for the President, and both
CIA and FBI knew that, 1 am not confident that I got the complete
story. I fournd out, for example, that a few weeks after T was briefed,
one of Schlesinger's top aides was briefed, and got a story different
in some respects from what I was told. The truth of what really
happened may be irretrievably lost.

Please also note rthe highlighted portions of the attached article.

~FOP—SFEREFY SENSITIVE /XGDS
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WASHINGTON

~POP—SRERERY SENGI TIVE November 20, 1978
DECLASSIFIED UNDER AUTHORITY OF THE
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL.,
E.O. 13526, SECTION 5.3(b)(3)

ISCAP APPEAL NO. 2012-167. document no. 7
DECLASSIFICATION DATE: Muarch 18,2014

MEMORANDUM IFOR

TEE ATTORNEY GENERAT.

¢

Last year, the President reguested the Assistant to the
President for National Security Affairs to prepare a complete
report for him on the matter of the possible diversion of
nuclear material from the NUMEC plant in Apocllo, Pennsylvania.
It is recessary at this time to prepare an update on the
status of this matter and I therefore regquesi y¥ur—ceoperaticn
in providing a complete briefing to Dr. Jessica, Tuchman
Mathews of the National Security Council staff, by the
appropriate officials of the Federal Bureau of Investigatior.

e&ﬁlld@v\,\
David Aaro

Deputy Assmstant to the. President
for National Security Affairs

FoP—SREREE/SENSITIVE /XGDS
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MEMORANDUM - . 6698-X %#
—FOP—SEERERASENSITIVE NATIONAL SECURITY COUNCIL P —
ACTION . November 6, 1978

MEMORANDUY FOR: DAVID AARON

FROM: JESSICA TUCHMAN MATHHWS'YQJ\

SUBJECT: Diversion of Nuclear Material tc Israel

I haverattempted to set up a meeting with the FBI to get briefed

on what has happened since I last talked to them in July 1977. The
FBI has informed Jerry Jennings that the investigation is still on~-
going and since it is a criminal investigation they cannot brief me
withour Instructions from the Attorney General. This is a litcle
surprising since I don't remember having this trouble last time,
but Jerry thinks that it could be handlad relatively easily by your
signing the attached note.

RECOMMENDATION:

That you sign the attached note to the Attorney General.

DECLASSIFIED UNDER AUTHORITY OF THE
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,
E.0. 13526, SECTION 5.3(b)(3)

ISCAP APPEAL NO. 2012-167, document no. 8
DECLASSIFICATION DATE: Varch 18. 2014
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Interagency Security Classification Appeals Panel

¢ o Information Sceurity Oversight Office

MEVMBERS 700 Pennss bvania Avenue. NJW . Room 100 ENECUTIVE SECRETARY
) Washington, D.C. 20408
DEPARI \If NT OF DETENSFE ] \v‘li']\h()lk‘l (2()2) 337-3230 John P Prpatriek
Michael Hhiogms e (A7) 1292007 [hrector
DEPARTMENT OF JUSTICE Fas: (202) 357-5907 INFORMATION SECURITY
Mark A Bradle -mail: iscap @ nara.gos OVERSIGHT OFFICE
DEPARINMENT OF SFATE
Marvaret Pooritehd

OFFICE OF THE DIRECTOR OF
NATIONAL INTELLIGENCE
Lomm Sione
NATIONAL ARCHIVES AND
RECORDS ADMINISTRATION
Shervl i Shenberper
NATIONAL SECURITY
COUNCHLSTAFE
fon W bickine Chan

March 18. 2014

Grant F. Smith

Director

Institute for Research: Middle Eastern Policy
Calvert Station

P. O. Box 32041

Washington. DC 20007

Dear Mr. Smith:

Please be advised that the Interagency Security Classification Appeals Panel (ISCAP) has
concluded its consideration of the mandatory declassification review appeal filed by you and that
the 60-day period during which an agency head may appeal an ISCAP decision to the President
has expired. Enclosed are copies of the documents and a chart that outlines the ISCAP decisions
with the exception of any information thart is otherwise authorized and warranted for withholding
under applicable law. we are releasing all information declassified by the ISCAP to you. If you
have questions about this appeal. please contact Neena Sachdeva or William C. Carpenter at
(202) 357-5250.

Sincerely

mé&% Q. Core

JOHN P. FITZPATRICK
Executive Secretary

Enclosures



CcC:

Mr. Charles Piercy [Letter with Chart]
Executive for Business Support Services
National Archives and Records Administration

Mr. Joseph Lambert [Letter and Chart and Documents]
Director, Information Management Services
Central Intelligence Agency Member to the ISCAP

Ms. Elaine Didier [Letter with Chart and Documents]
Director
Gerald R. Ford Presidential Library



ISCAP DECISION ON THE MANDATORY DECLASSIFICATION REVIEW APPEAL FILED BY

MR GRANT F. SMITH

IDENTIFYING DESCRIPTION OF ACTION
NUMBERS DOCUMENT

Smith. Richard Helms to Ramsey DECLASSIFIED SOME PORTIONS
document No. 1 Clark AND AFFIRMED THE

[SCAP No. April 2. 1968 CLASSIFICATION OF OTHER
S PORTIONS

2013-062 2 page

Ford Library < E.O. 13526 §3.3(b)(1) as 25X1

decret

NL 12-031 no. 1

Smith.
document No. 2

[SCAP No.
2013-062

Ford Library
NL 12-032 no. 2

J. Edgar Hoover to Richard
Helms

September 3, 1969
2 pages

Secret

DECLASSIFIED SOME REMAINING
PORTIONS AND AFFIRMED THE
CLASSIFICATION OF OTHER
REMAINING PORTIONS

E.O. 13526 §3.3(b)(1) as 25X1

Smith,
document No. 3
I[SCAP No.
2013-062

Ford Library
NL 12-031 no. 3

To DCI [Memorandum]|
March 11, 1976
3 pages

Secret

DECLASSIFIED SOME PORTIONS
AND AFFIRMED THE
CLASSIFICATION OF OTHER
PORTIONS

E.O. 13526 §§3.3(h)(1)(A) as 50X1-
HUM

Some information remains withheld by
the Central Intelligence Agency under
the statutory authority of the Central
Intelligence Agency Act of 1949, 50
U.S.C. §403(g).

Smith,
document No. 4

[SCAP No.
2013-062

Ford Library
NL 12-033 no. 4

Memorandum for the Record
March ¢, 1972
7 pages

Secret

DECLASSIFIED SOME PORTIONS
AND AFFIRMED THE
CLASSIFICATION OF OTHER
PORTIONS

E.O. 13526 §3.3(b)(1) as 25X 1

Some information remains withheld by
the Federal Bureau of Investigation
under the Freedom of Information Act,
5 U.S.C. §522(b)(7)(C)
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CENTRAL INTELLIGENCE AGENGCY /
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The Henorable Ramsey Clark
| The Attorney General
Washington, D. C,

Dear Ramsey,

You are well aware of the great concern which éxists at the
highest levels of this Government with regaxd to the proliferation
of nuclear weapons. With the expanding use of nuclear enexrgy for
i power and the greater civilian involvement with nuclear material
there is a real dangevr that clandestine traffic in these materials
roight occur.
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S g In this connection I would like to bring the following matter
;‘ & 7 | to your attention. The Nuclear Materials and Equipment Corpo-
/. . - . . - . . i
e 9= ration of Apcllo, Pennsylvania, is one of the principal processors
L ~ . . . - ¢ - - . -
O E‘ 5 | of nuclear materials such as plutcenium and J 235 which if diverted
7 R could be used for weapons. Although NUMEC made periodic physi-
P : @ cal inventories and the United States Atomic Energy Commission
' . . . .
e} it- f l perfiormed a number of accountability surveys, a significant
e 9 2| quantity of enriched U 235, possibly representing a cumulative loss
== ? over a period of years, could not be accounted for in the spring of

1965. These losses came to light in the closing cut of a large

- o contract. Because of the condition of NUMEC's records and the

. nature of the operation, the specific disposition of this material

could not be identified. At that time the AEC reported that al-
though it could not be stated with certainty that a diversion of this
material had not taken place, no evidence had been found to support
the possibility of diversion and that other information did exist to
reduce such a possibility.

| 25X1, F.0.13526 |
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It is critical for us to establish whether or not the Israelis
now have the capability of fabricating nuclear weapons which might
be ernployed in the Near East. Furthermore, introduction by
Israel of such weapons into their arsenzl would undoubtedly affect
the Non-Proliferation Treaty which has been placed beiore the
United Nations by the United States and the USSR.

Given the aforementioned circumstances, I urvge that the )
Federal Bureau of Investigation be called upon to initiate a dis~
creet intelligence investigation of an all source nature of Dr.
Shapiro in order to establish the nature and extent of his relation~

»ship with the Government of Israel.

T - Sincerely,
@)\/‘—Aﬁ-

Richard Helms

2

Qo from
SO ] GeraldR Ford Livary
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UND SR STATES DEPARTMENT OF STICE - :

\

FEDERAL BUREAU OF INVESTIGATION \0{

WASITINGTON, D.C. 20533

" DECLASSIFIED UNDER AUTHORITY OF THE ‘ September 2, 1969

| INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,
= >
} E.O. 13526, SECTION 3.3(b)(3) BY LJ_AJ SON

+ ISCAP APPEAL NO. 2013-062, document no. 2
\ DL(‘LASSIFICATION DA FE March 18 2014

Honorable Richard Helns
Director

Central Ln*ellloence Agency
Washington, D. C.

Dear Mr, Helms:

As you are aware, this Bureau has been conductin
0 imvestigation of Dr, Zalman Mordecal Shapiro, head of

. the nuclear processing firm, NUMEC, Apollo, Pemmsylvania,

- since May, 1968, Copies of reports covering our inguiries,
including a summary weport prepared by our Pittsburgh 0ffice
under date of Februawry 18, 1969, have been furnished to your
Agzency on a continuing b851s.

o
[

Shapiro was interviewed by representatives of the
Atomic Energy Commission (AEC) on August 14, 1969, concerning
his relationship with Israeli off101aWQ, On the basis of
information developed during this interview, particularly
Shapirofs statement that throughout his associations with
Israeli officials he has never been asked to furnish classified
information, has never furnished, and would not, iIf asked to,
furnish such information to unauthorized persons, the AEC hasg
advised that it does not contemplate further action in this
matter at this time.

e R A

We have conducted a thorough and extended inves-
tigation of Shapiro for more than a year, including substantial

[Ealalolaias
~~ Group 1
: e Tare] £an X
Photocopy Exclude TOon %utoratlc
from AOWNETAaGing Q4
Gerald R. Ford Lirary declassificati
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YHonorable Richard Helms

i3

physical surveillance coverage. We have developed information
clearly pointing to Shapiro’s pronounced pro-Israsli sympatblms
and close contacts with- Tsxae]m officials, | |

B ] It is believed most unlikely
that further investigation will daveLop any stronger facts in’
cotinection with the subject's association with Isrvaell officials.
The basis of the security ‘risk posed by the subject lies in
his . continuing access te sensitive information and material
and it is believed the only effective way to counter this risk
would be to preclude Shapiro from such access, specifically
by-terminating his classified contracts and lifting his security '
clearances. However, after careful consideration, including
an interview with Shapiro, AEC has advised that it plans no
further action at this time. o 3 S

Under these c1rcumsLances, we are d’SCOHtanlng our
active investigation of the subject. We will, of course,
continue to keep interested agencias advised of any pertinent
information concarnlng the cubject which may be reoelved from

our soUrces

Sincerely yours,

b
i
Wl
1
|

Photocopy ‘ .
’ from
‘Gerald R. Ford Libraty -
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INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL, i ' _ e
E.O. 13526, SECTION 5.3(b)(3) | 11 wAR e
ISCAP APPEAL NO. 2013-062, document no. 3 . CDNSET-1249C/T6
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i| Withheld under st?{{tﬁ)r)’ authority of the . . . C / C‘/’"‘/{}/)
Central Intelligence Agency Act of 1949 (50 | » _ DC! /}__;,;/~/”'
U.S.C., section 403g) - E . . : e

NLF MR Case No .20/

MEMORANDUM FOR: Director 'of Central Intelligence

FROM : Carxl E. Duckett :
Deputy Director for Science and Technmology

o

¢

Nuclear bMaterizal

SUBJECT s
Corporation [NUM

0

1 Eguipment

ch 1972

1. The att'chel menorandun date
summarizes tl NUMELC case It was w7t

- [ lwho crigLn?Led CiA zction

C ¢
available to answer any further que

1

and who 1s
u may have.

2. Since the Agency was 1ookinA at this case from
ionn on the nuclear

! The point of view of obtaining informetio

f _}nielllg ence’ capability of a forgign government we did not

| meke a concentrated effort to follow this case from the

, .standpoint of its domestic implications subsequent to the

! time of the attached meémocrandum,

3. It is our understanding that Mr. Helms brought the
intelligence aspects of this case to the attention of
Presidents Johnson and Nixon as well as Attorney General Clark,

g Jirector of the FBI, Mr. Hoover, Secretaries of State Rusk

’ and Rogers, Deputy Sepr tary of Defense Rush, General Manzger

r of the AEC Brown, the Joint Committee on- Atonlc Energy, and

| the Specilal Assistant for Naticnal Security Affairs, '

l Mr. Kissinger.

: 4. The matter was zgain brought up recently in your

| discussions with The Joint Committee on Atomic Energy.

! The DDSET z2lso briefed the Commissioners of The Nuclear
Regulatory Commission on NUMEC., The ADD/SET and| |
also discussed the matter at some length with Mr. Murphy,

: Staff Director of . The Joint Committeze, on 5 Marxch 19706.

Photocopy Withheld under statutory authority of the ™79 MPDE Py
from Central Intelligence Agency Act of 1949 (50 E " RY I ;1 ~ gi"{/‘, S
Gsrekd R. Ford Library. U.S.C., section 403g) LoX Lauady




: wuclear Materials and Lquipment
Corporation (NUMEC)

&

: 5. The following information-outlines Agency efforts
tc persuade the FBI to undertake an investigation of Shapira
and NUMEC and to keep tleck of its activities In this regard.

a. On 2 April- i968 Mr. Helms sent a letter to the
“Attorney Genecral urging that the FBI initiate a discreset
vintelligence investigation of Dr. Shepiro. Mr. Hcover
“had suggested this course of action. : :

b. On 23 April 1968 the Attorney'Géngral.calle&
. Mr. Helms to say that he had directed the FBI to
investigate. - - : L :

Hoover sent M. Helns
nft contémplate any

. On 3 September 1969 N
a letter statlng that the AEC
further action on the CqCP at ue. Mr. Hoover
sald that the Director T, .had asked

/ Shapiro whet he he had passed cles fled fpformation

" to any foreign government. Shapiro replied that he
"had not. Apparently no mention was wmade of the. .
passage of nuclear material to a foreign government.

Mr. Hoover further stated that the FBI was dlSCOHtlnuan
any further active 1nv95txoatlon of the czse.
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d. On 13 Octobzr 19569 N . Helmé sent z mémorandum
to Hoover, FBI, urging him .to -conduct audic sufrveillance
of Shap#ro since it Mpneazed that S apiro planned to
emigrate to Israel. - o

e. On 17 October 1869 Mr. Hoover sent a -memorandun
to Mr. Helms stating that he had reviewed the:Shapiro ,
matter and Mr. Helms should take the matter up with i
the Attorney General Thl was mot done. ' :

C—

f. On 4 Octoberx 19/0 tre CIA a‘“ed the }BI if o
they had any further information on Shapiro's activities. ‘ b
On 3 February 1671 the FBI sent z response to CILA based Lk
on the 1970 request. One FBI report was received from
the October 1970 requeqt that was germane to the problem. , i
The report indicated Shapirc had requested from an S
‘official of the Kawecki Berylco Company to be brought up i
to date on a sensitive AEC project two weeks after he ' B
joined the company. There was no further EBI reporting '
on the case after that.
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7. Our files in the NUMEC case consist for the most
part - of data received from the AEC and the FBI. A number
of ¥BI reports were received and we presume these reports
included 211 the substantive data collected by the FBI
through February 1971 though we heave no assurance of that
fact. The AEC information consists -of only a few documents
on the Tesults of their JH\C‘tlFEL“OH of  the NUMEC cause.

No investigative reports are in our file.

et .
=~ Carl E. Duckett o
Withheld under statutory authority of the :

C ' . . o - o Central Intelligence Agency Act of 1949 (:3[]
A‘;aﬁhment' : ' v : [ USC, section 403g) -
As stated
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o -§§!SUBJECT; Possible Diversfion of Weapons Grade Nuclez
Eg@ S Materials to Israel by Officials of the Huclean
<=2 IE Materials and Equlpnment Corporation (HUMEC)
&z S 2;§‘ ) .
How 2
auz % .
55[{3 :}5 l.. From )1{7 until the Atomlce Inergy Act of 1654 211 -
EZ}?}% E‘E:s‘oecial nuclear nat'*:*.,.zll was o:w'ne_d'b;' the Unlted States
f%fiﬁ 5§%:Co vernment and wlth certaln excevtions was held by the ARC
‘ﬁggﬂ ;;5 and i1t¢s cost type contractors operating Governmmant owned and/orw
'(Jﬁcj SOlcontroiled facllities. The Act of 1654 was designed to widen
2z nglpgﬁuicipet:"_on In the use of atomic erergy. Wnile the material’
Coe—-o - -eyrag sEALLL owned by the U.S., 1t was more wldely neld by
Government contractors and by licenseses who ware not Covernment
’ contractors. Leglslation in 1964 made private owrership of
I sneclal nuclear mﬂLﬁ3¢Q1 permissiple. T The 1954 Act authorized
the AEC to regulate the use of these materials znd to guard
against loss or diversion., In setting up regulations to
enflorce the control of material, the Commisaion conecluded thaft
' the physlilcal protection and zccourtsa 114ty controls which
‘ licensees as prudent businessmen would meintain over speclal
: nuclear material because o its Intrinslc wvalue and thelr
-responsiblllify for its loss or damage and the severe criminal
penaltles provided hy AEC's governing legisliztion would
adeguately protect the netlonal interest from the standooing
of unlawful diversion. In 1955 z volicy was adepted along
these lines by the AEC. In May 1955, the 23 concluded that
a change toward tighter controls was in order and” the
| Commission amended their regulations on 25 January 1967.
‘ 2. In 1957 Dr. Zalmzn Mordechel Shanirs left Westinchouse
{ end established a {fdrm called. luclear Materials and Eguiunmant
Corporatlion {HUVEC).In 2pollo, Pennsylveonta. Instrumental
_ in the financing of the new firm was a Piitsturgh induztrlalisz
4 named David L. Lowenthal, a lono-time, cloze, perscnal friend
} of Shaviro. |
25X1, E.0.13526 |
3

[Bersid R, Ford Litvary



| 25X1, £.0.13526

3. }UWfC ownad and operated a urenium processing Iacflits
et Apollo Pennsylvania. "It fIrst recelved PPtLrLaJ under
lease arra pemant in December 1957 and received Its first
material as an AEC contractor in DSCembér'JQST,  From’the
start up through 31 December 1966 NUMEC recelved 21,750 kg ,
of U 235 and shipped 195 865 kg U 235 reporting losses of zbout
260 kg ox zbout. 1.2% of totzal recelipts. tarting abdut 1960 o
the AEC ‘began a continuling, but in the opinion of the :
Comotroller General of the Unlted States ineffectlve; campalgn
to get NUMEC to 1mplement adequate control of the material
Ins=xts plant. This matter camhe to & head in'Noveﬁqer 1965
Mien the AEC made a detealled survey (o .determine total Yosses
since start up and to atteémpt to explain the "u _“Dactedly“ ,
high U 235 loss on the WANL oonp”ﬂfta( estinchOUSD),f The - T
survey establlished the loss from 19571unuil 31 QOctober 1905
78 1'5 U 235. 054 ;,.mmpo;al 3 ,2 )x. was GSuL“?r‘..'E,‘C_ By the
survey team to have been lost th‘ ough hno,n loss mechanlsms
(I“L) and the remdi“¢nv amount of 93.8 kg was cat E”OTiAQd as
A MUF is defined as ysually fhe res sult of uncer»ainuies
in measurements, unknown losses and undetected errors 1in
records. In 1964, a fire occurred in the vault contailning
nucle“r materials at NUP‘C , wnich- ef;echvcly destroyed reccrds L
, “th input and cutput oi mutbrizl ‘ fire occurred during B
' a strikﬂ'wnon the plant was Shut--down. Thé AEC report:on the x
HNovermber 1965 survey presented the view that while it counld - T
not be stated with certainty that diversion did not take place, 4
the survey team found no evidence to support the Uoss*bil;ty
of diversion. The Comptroller Genaral found that hecause of
the ccndltion of NUMEC!': . records, they were unable to state an
cpinion on the disposition of the MUF but had no reason to
quéestlon the AEC conclusion with. regard to diversien. The
- Comptroller had bzen asked to investigate this situatlon by v B
fan alarmed Jolnt Committee of the Congress cn Atomle Energy ’ i
;on 7 September 1966. The Compirollier Gerneral’s report to i
‘the Congress stated: "Notwilithstanding extensive reviews of ¥
MEC's operatlons nelther the AZC nor NUMEC have been able
to identify with a high degree of certainty the specific
causes of WANL material loss." ‘ '
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4. During the period August 1958 ¢
snippead soﬁé 425 kg of U 235 overseas to varlous perts of the
worXd under some 28 dlfferant contracts. The AEC report
states the ollozilg: "Quantities in Individual shipments,
dogdestic as well as forelgn, are not confirmed independently
bysthe A=SC., Such actlionsg ba"e been outside the scope of the.
present ARC system of control of nu clear material. AInsﬁead,
eddance has been placed on a technical review of the o
shipperis I ndently developed rece¢v~~;:

o
@ata. The valldity of this approach of couwrse largely
r 17

a
s internal controls and independ

:
depéndent on the integrity of the ship and the reaczliver,

25X1, E.O.13526

H
¥
-1
s
i
3
I
H

et

ey

i
¥y
%
151
!

Vg e T T
Il L ¥

_,,_“a'( i

Photocopy
- . from " : :
Gerald R. Ford Library - ' N




il

| 25X1, E.0.13526 |

b
¥ oad

i

[ R
LR

7

S

o

Cerald R. Ford Library

i
¢
i

i
i

i
}
!
!
i
¢




—ty e
) ¢ . -

. [23X1,B0.3526 | . |

T

6. On the basls of the foregoing it must be assumed for
of U.S. national security that diversion of special . .-
Shapiro and his assoceclates .

diversion right be

'the purpose
s rormed by Dr. Shapiro.

nueclear materiels to Israel by Dr
Such a

is- a distinct possibllity.
-evolutlonary or revolutiocnary. NUNEC wa
- 1end his associates in 1357 ]

3
3

e

7. On the other hand, 1t i1s possible that the Idea of |
until much lzter when the existence of

diversicn didn't occur
the reactor at Dimona was discoverazd
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spporvisory pmrsnrnel free ran of uwe del7lty plnpointg'
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It is interesting in this connection
to guote from the ALC inVLobh{dtiOn'Of 1966 when the AEC
team requested NUMEC production control and process ‘
enzineering reccrds on the WANL and other contracts: TAILL
e fforts in this direction were negated when 1t was learned

2t many of the “”thSt“O records had been Inadvertently

~

a;st“oyed by supervisory*personnal during a ‘clean-up®
salgn at the time of an employee, strike, January 1 to
ebruary 25, 1964.%. (This was in addition "to the fire
eritloned in paragraph 3 abeve.) ' R

9. 7To the best of our know d;e; the strike mhich gave

_ s at Wni«n eviqbnce.q; suﬂh a
cdvErbd’LU. Gilven the state of
ve occurred -

rzion could best be
rs at NUMEC from 1957 on,.a aiv;rsjoq could..

~—

ost suspect, Witn “ﬁg rd to ns.mduerial 1tbelf 3t

fnpy pounas par 1ob. Lvau uoatea or nlokel plated A
would present no radlation hazard and could have- e@siﬂy gone
xﬂjLDWOWatic pouch or Israell merchant sh*p or even EL AL
Ai“lines. Transportation of diverted material to Israel
would ‘have been a simple matser. o

:lO Iin ooo“erbu” 1960 CIA wes In forved by the’ FBI tha*
Shan ro had been interviewsd by AMV officlals on Il August
1960' On the basis of inlormmtlcf developad during the

Intervlew, Darthulﬂvly Shapiro's statement that he head never
furnished classlfiled informaticn to unauthorized pérsans, the

-AEC has advised that 1t doss not contemplate further actlon |

on this matter. The FBI Informed CIA thH2i while they had
developed informatlon clearly pointing to ShaUlFO'° proaoounced
pro-Israeli sympathies and clcse contacts with Israell
officials| ]
the FBI believed that further investigatlon would be unlikely
£to produce any facts leading to conviction and therefare
were terminating thelr active investigation. It should be
noted that the AEC meetlng with Shapiro was not coordinated
w;th CI4 although the AEC was well aware of CIAYs Interest in
the affalr. CIA attempts-to persuade the FBL to continug the

v time, but the pericd Junuaﬁj “February: 1964 is certainly
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